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Beenenne

Oror Cupasounuk 1o Debian (http://qref.sourceforge.net/) maer mupoxuit 0630p CHCTEMBI
Debian B Bujie pyKOBOJACTBaA I110JIb30BATEs MOCJAE YCTAHOBKH. IIpeiHasHavaeTcs Jid TeX, KTO
He GonTcs paboTHl B KOMAaHIHON CTpoKe. § mpezmosararo, 9To GHTaTeNb yKe MMeeT Oa30BBIE
HaBbIKW PadoThl B Unix-momobubix cucreMax mepes TpOYTeHneM JAHHOTO JTOKYMEHTA.

A coeman ocozmamHoe perrenue He OODLACHATL A0 MeJIOUel BCe TO, 9TO MOYKeT OLIThL Haiie-
HO B man-crpanunax, info-crpanunax, mwim goxkymentax HOWTO. Bmecro moapobubix 06b-
SICHEHUI ¢ TIOMBITAJICA AaTh OOJBINE MPAKTUYIECKON nHMOPMAINN, TPEIOCTABUB TOYHBIE II0-
CTeTOBATEILHOCTH KOMAH Kak B OCHOBHOM TekcTe, TakK W B llpmMmepax ckpumroB m3 http:
/ /www.debian.org/doc/manuals/debian-reference/examples/. Bol J0J/I2KHBI HOHUMATE COIEPIKH-
MO€ TIPEMEPOB Tepe] BBojioM kKoManr. U Bosmoxkmo Barmma crcrema MokeT mOTpeboBaTh HECKOTb-
KO JPYTO# TIOC/IETOBATETbHOCTH KOMAH/I.

Muoro mpuseseHHO#l 31ech wHMOPMAIUKY COCTOUT M3 yKa3aTe/ell Ha aBTOPUTETHBIE CCHLIKM,
npusesennble B ‘References’ na crp. 245. 910, oTyacTu, u3-3a TOro, 4YTo JOKYMEHT M3HAYAIBHO
paspabatbiBajca B gopme “Kparkoro cipaBounuka’.

Koporko u sicho (KISS) - npuniumn, KOTOpbIM 51 PyKOBOCTBOBAJICH.

3a MOMOIIBIO IIPU ABAPUIHOM OOCJIY>KUBAHUU CUCTEMbI HEMEJJIEHHO Tepexoure K cexnuu ‘Ko-
MaHIkl BEIKUBaHWs B cucteme Debian’ wa crp. 88.

1.1  OdwurmaybHblii JOKYMEHT

Cawmplii ocsieianii ounna bHBIN JOKYMeHT paciosiaraercs B apxusax Debian B dbopme make-
ta debian-reference-en. On rakxke jocrynen 1o ajgpecy http://www.debian.org/doc/manuals/
debian-reference/.

Camas mocsieiHss pa3pabaTbiBaeMast BePCHs HAXOIUTCd 110 agpecy http://qref.sourceforge.net/
Debian/. TIpoekr pasmemaercst Ha caiite http://qref.sourceforge.net/, rue naHHbIf JIOKyMeHT
JOCTyTIeH JJTst cKaduBanus B popmarax “mpocro tekct’, HTML, PDF, SGML u PostScript.


http://qref.sourceforge.net/
http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/
http://www.debian.org/doc/manuals/debian-reference/
http://qref.sourceforge.net/Debian/
http://qref.sourceforge.net/Debian/
http://qref.sourceforge.net/
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1.2 Corualenusi, IpUHITHIE B JIOKYMEHTE

Dror “Cupapounuk no Debian” npepocrapiger uHOpMAIUIO IyTeM KOPOTKUX CKPHUIITOB s
KoMaHHOTO muaTepuperaropa Bash. Ucnoas3ytorcs cieayromnime COrIammeHunst:

# KOMaHIa OT UMEHHU HOJIB30BATENs root
$ KoMaHAa OT UMEHN OOBIYHOTO TOJIH30BATEA
... OIIICaHNE OEUCTBULI

HomnosauTenbayo nHMGOPMAIMIO 10 KOMaHHOMY uHTepiperaropy Bash cmorpure B ‘Bash —
GNU standard interactive shell’ ma ctp. 221.

Ccpuikn Ha:
e Unix man-crpanuny natorcs B (popme bash(1).
e crpanuity GNU TEXINFO natorca B dopme info libe.
e kHUTY jgaioTcs B hopme f3pik mporpammuposanus Cu.
e URL nmatorcsa B dopme http://www.debian.org/doc/manuals/debian-reference/.
* aiin B cucreme patorcs dopume /usr/share/doc/Debian /reference/.

Ncrmonp3yoTest cieyone abpeBuaTyphl:
e LDP: Linux Documentation Project (nmpoexkr nokymentamun cucrembr Linux) (http://
www.tldp.org/)
e DDP: Debian Documentation Project (mpoekr mokymenranuu cucrembl Debian) (http:
//www.debian.org/doc/)

B stom cipapounuke miist mokymenTos u3 LDP narorces Tonpko agpeca URL, xors onu (10KyMeH-
Thl) MOIYT ObITH I10JIy4€HbI B BUJIE IAKETOB M yCTaHOBJIeHb! B Karauor /usr/share/doc/HOWTO
/. Cmotpure ‘References’ na crp. 245.

1.3 TIpumepn cKpUITOB

ITpumeps! ckpuiTos JocTynHbl B Karasore examples subdirectory (http://www.debian.org/doc/
manuals/debian-reference /examples/), ycranaBnmusaemsre B /usr/share/doc/Debian /reference/;
“ 7 Korma

JIst CKPBITBIX (DafijioB TOUKA B Hada /e uMeHU (Paiiig 3aMEHIeTCs Ha, [I0T9EPKUBAHNE
MMEeeTCsT HECKOBKO aJbTePHATHRBHBIX MTPUMEPOB CKPUIITa, TO A00aBJIseTCS J00aBOUHOE PACIIIH-
penne nMmenu daitaa.

1.4 bazoBas ycTraHOBKa

Ecan CHUCTEMY YCTaHOBJICHa C MUHHUMAJIbHBIM KOJIMYECTBOM IIaKE€TOB, TO HY2KHO BBIIIOJTHUTL CJIE-
AYIOHYIO IOCJIeJ0BATEC/IbHOCTD KOMaH/A AJ1d YCTAHOBKU HEKOTOPBIX HYXKHbBIX IMAKETOB W KJIOYe-
BBIX JOKYMEHTOB!:


http://www.debian.org/doc/manuals/debian-reference/
http://www.tldp.org/
http://www.tldp.org/
http://www.debian.org/doc/
http://www.debian.org/doc/
http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
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# aptitude install mc less ssh vim kernel-package \
manpages-dev doc-debian doc-linux-text \
debian-policy developers-reference maint-guide \
apt-howto harden-doc debian-reference \
libpam-doc glibc-doc samba-doc exim4-doc-html

1.5  Ocnossl gucrpubyimun Debian
Penmser Debian 6niBaior Tpex BUIOB :

e stable (cTabuibHBI) : Xopor f1yist yeTaHOBKY Ha pabounii cepsep. CkydHOBaT /11 pabodei
craamuu (WS). Cvorpure ‘/Tuctpubyrus stable’ wa cp. 6.

e testing (TecTupyemsiii): Xopor Jyisi yeTaHOBKE Ha pabodayto crannuio. CMorpute ‘Iucrpu-
OyTus testing’ ma crp. 7.

e unstable (mecrabunbabiit): He cromr cmeno ycranasmusarh. Cwmorpure ‘/lucTpubyTns
unstable’ ma cTp. 7.

Wayuaiite katwoueBoit met paccsiiku debian-devel-announce@lists.debian.org ma npemmer u3me-
HeHua craryca Debian.

B mapre 2002 3TuMm TpeM BEpCHSAM PEM30B COOTBETCTBOBAM KOJOBbIE nMeHa, Potato (pabounii),
Woody (6era-rect, mocraTodno crabuieH mpu TpuOIMKEHIIO K BBITYCKY ), 1 Sid (aabda-rect).
B asrycre 2002 nocse seixoga Woody 91u nmena penusos crasm coorsercrsosars Woody (pabo-
awmit), Sarge (63Ta-Tect, TOCTATOYHO COBPEMEHEH HEKOTOpoe BpeMs), i Sid (Beunsblii aabda-Tect).
Korna nakersr B unstable we nmeror kpuruueckux st Boimycka (RC) ommbok B Teuenne Hepesm
u GOJIbINE, TO OHU ABTOMATHYECKH mepexonaT B testing. Cmorpure ‘Apxusnr Debian’ Ha cTp.

J.

CymrecTByer nBa MOAX0/a, 9TO0BI MO3BOMUTE BaM paboTarhk HA cCaMbIX mocaesaux pepcusax 110
Debian:

® ‘O6GuoBeHNE 10 AucTpuOyTHBa testing’ wa cTp. 77 (B ocHOBHOM jyist pabodumx craHimii)

e ‘[loprupoBanue makera B cucreMmy Ha 6a3ze stable’ Ha ctp. 96 (B OCHOBHOM JIJIsT CEPBEPOB)

Wcnonnzosanune testing-pucrpubyrra Debian mmeer mobounbiit 3¢dhdexT, BbIpaxKarommuics B
OYeHb MEJJIEHHOM HCIIPAaBJIEHUHU OIMIMOOK, CBA3aHHBIX ¢ Oe3zomacuocTbio, B 11O nucrpubyrusa.
NwmeitTe 310 B BUAY.

Fcan Ber cmemmupaere Bunbr pesm3oB Debian, To ucmonb3oBanue gacteit testing mam unstable B
cucreMe Ha 6aze stable mpuBeeT K HeXKETATETLHOMY BBITSIUBAHUIO MHOTUX KJIHOUEBBIX TAKETOB
n3 testing wam unstable, koTopsie MmoryT comep:xath omubru. Nmeitte B BUumgy u 9T0.

Wcnonbzosanue testing min unstable mucrpubyrusos Debian yBennuuBaeT puCK CTOTKHYTHCS €
CEPHE3HBIMU OMMMOKAME. JTOTO MOKHO M30€KATH TyTeM Pa3BePTHIBAHUA OYTOBOTO 3arpy3dmKa
€ BO3MOXKHOCTBIO BbIOOpaA 6oJjiee crabuiibHOro gucTpubyruBa Debian, niu ucrosb3oBaHust mpo-
rpammbl chroot gs Gosee crabusnbroro gucrpubyrusa (onucano B ‘chroot’ ma crp. 130). Do
TTO3BOJINT BBITTOJIHUTH OJHOBPEMEHHO Pa3HBIEC BUIABI Debian Ha PA3HBIX KOHCOJIAX.
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Ilocne pazwsacaenus ocuos nuctpubytnsoB Debian B ‘OcuoBrr Debian’ #a c1p. 5, 9 npecTaBiio
HEKOTOPYI0 6a30ByI0 WHQOPMAIINIO, TOMOTAITy0 BaM KUTh CHACTIMBO C CAMBIM ITOCJIETHIM
110, B3sB npeumyiectsa Debian-nmucrpubyrupos testing u unstable. HerepriesiuBbiM M02KHO
cpasy nepeiitu K ‘Komanabl BeKuBaHust B cucreme Debian’ ma cTp. 88. Cuacausbix obHOB/IEHMIT!
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OcuoBbl Debian

DTa cexrus obecrednBaeT OCHOBHYO mHpOpManuio mo cucreme Debian st mosib3oBareseit. 3a
aBTOPUTETHON mH(pOpMaueil odpalaiTech K TOKYMEHTAM:

® PykosojcTBo 1o nosmtuke Debian

¢ PyKOBOJCTBO IO cOo3aHuio makeroB B Debian

e Cmpasounuk Debian-paspaborunka

e PyxkopoacrBo nHaunnaromero Debian-meiinTeitnepa,
CChLIKK Ha Koropble npusenenbl B ‘References’ na crp. 245.

Ecnn Bl umere menee peranmsuposannbie ommcanus (B popme HOW-TO), nepexoaure x riase
‘“Yupasnaenue nakeramu B Debian’ #va ctp. 81 win Apyrue cOOTBETCTBYIOIIUE IJIABBI.

DTa cTaThsd OCHOBaHA Ha JOKYMeHTaX, B3aThiX w3 “Debian FAQ”, TmarensusiM o6pa3zoM peop-
TAHW30BAHHOTO B (GOPMY BBEEHUS /I OOBITHOTO aMUHUCTPATOPa cucteMbl Debian.

2.1  Apxusnol Debian

2.1.1 CrpyKTypa KaTaJgoros

[Tporpammuoe obecrieuenue, cchopmupoBantoe B debian-makersl, JOCTYIIHO B OJHON U3 HECKO/Ib-
KUX JIDEBOBHUJIHBIX CTPYKTYD KaTaJoroB Ha KaxK/0M 3epkajbHoM caitTe Debian Debian mirror
site (http://www.debian.org/mirror/) no nporokonam FTP uau HTTP.

Carenyrormme KaTajJorn MOTYT ObITh HaiifieHbl Ha KaxkaoM 3epkasie Debian B karajore debian:

dists/: Dror KaTagor COMEPKUT “AUCTPUOY TUBBI” U UCIIOJIB3YETCsl JJisk KAHOHUYECKOIO 11y TH JJist
JIOCTYTa, K UMEIOMMMCs (B HACTOSIIIEE BPEMST) TTaKeTaM B pem3ax u npe-peansax Debian.
KOTOPBIE CTaphble TMAKeThl U (DaiiIb] .gZ MOTYT OBITH X 0P U b.
Hexoroprie crapeie make a Packages 0 6 ocC ) 3I€eC

pool/: Do HOBOe busMUIECKOe PACIIONIOKEHNE BCEX MAKETOB PEIn30B 1 mpe-penn3os Debian.

tools/: DOS-yruaursl jyist co3/jaHust 3arpy3049HbIX JUCKET, pa3OUEHUs BAIIErO KECTKOIO JINCKA,
cKaTns /pacnakosku (daiiios n 3arpyskun Linux.


http://www.debian.org/mirror/
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doc/: Dro ocHoBHAs moKymeHTanus mo Debian, Takast kak FAQ, wHCTpYKINHU 10 cucTeMe OO~
Berenns 00 ommubKax u T.J.

indices/: The Maintainers file and the override files.

project/: mMaTepumaJsbl, B OCHOBHOM, JIJId pa3pabOTINKOB. DTO:

project/experimental /: DTOT KaTaIOr COMEPIKUT MAKETHI U HHCTPYMEHTBI, KOTOPBIE HAXO-
agaTcd B pa3paboTke mwam gaxke B aiabga-tecTupoBanuu. 1101b30BaTE M HE [TOJKHBI
HCIIOJIB30BATH ITH [AKEThl, TAK KAK OHU MOIYT OBITH OIACHBI M BPEJHBI JlaXKe s
JAOCTATOYHO OITBITHBIX.

project/orphaned/: 3iech HaxousTCsl LAKeTHI, KOTOpble 'ocuporesu’ (r.e. ocranuch 6e3
MefiHTelinepa) u OB U3LATHL U3 TUCTPUOY THBA.

2.1.2  Imcrpubytussl Debian

O6bruno cymecrByer Tpu jauctpubyruBa Debian B karasore dists. D9ro pucrpubyrtus stable,
auctpubyTue testing u nucrpubyTtus unstable. Uuorma moxker OviTh erme u frozen. Kaxkmwiii
,Z[I/ICTpI/I6yTI/IB omrpegesIdeTCd KakK CUMBOJIMYECKaaA CCBhIJIKA Ha peaﬂbeIﬁ KaTaJIoT 110/ KOJOBBLIM
nMeneM B KaTtajore dists.

2.1.3 ucrpubyrus stable

ITakers! stable nucrpubyTuBa Debian Sarge (3.1r0) 3ammceiBatorcst B Karasor stable (cumBosm-
gecKasi CChbLIKA Ha KaTasor sarge/):

e stable/main/: Dror KaTAJOr COAEPKUT AKETHI, KOTOPbIE GOPMAILHO COCTABJISIOT CaMBblii
cBexkmit peans cucremibl Debian.

DTu maKeTsl MOJHOCTHIO 0TBeIa0T Pexomenmarmusam 06 orkpeirom 110 B Debian (DFSG)
(http://www.debian.org/social contract#guidelines) (cmorpure Takxke daitin /usr/share
/doc/debian /social-contract.txt n3 nakera debian-doc) u siBJISIFOTCSI TOJTHOCTHIO CBOGOTHbI-
MU K UCTIOJTB30BAHUIO U PACITPOCTPAHEHUIO.

e stable/non-free/: 9TOT KaTAJIOr COMEPIKUT TAKETHI, PACIIPOCTPAHEHIE KOTOPBIX OTDAHIYIe-
HO TPEOOBAHUAMU PsIIA KOIUPANTOB.

Hanpumep, HEKOTOpBIE MAKETHI WMEIOT JIMIIEH3WIO, KOTOPAas 3aIPeriaeT KOMMEPUECKYIO
aucTpudyImio. /pyrue MoryT pacupoCTpaHsITLCA B COCTaBE AUCTPUOYTHBA, HO B JAefiCTBH-
TEALHOCTH ABJIsIOTC shareware n necsoboaneim 110, JInnensus Kaxxk 40ro u3 3TuX IAKETOB
JOKHA OBITH M3yUeHa W yUTEHA Tepes] TeM, KaK MakeT OyaeT BKIIOUYeH B ANCTPUOYTUB Ha

CDROM #u T.1.

e stable/contrib/: 9ToT KaTamor comep:KUT MaKeThl, KOTOPBIE CAMU 0 cebe ABJISIOTCA CBO-
6oaubivu (orBewaror DFSG) u moryr ¢BoGOJHO pPACIPOCTPAHITHCS, HO HEKMM 00pa3oM
3aBUCAT OT HECBODOIHOrO TTakeTa u3 non-free ceximm.


http://www.debian.org/social_contract#guidelines
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Tenepb, B JTONOJHEHHE K BBINIE YKA3aHHBIM PACIOIOKEHUAM MTAKETOB, MAKEeThl (PU3NIECKN PaC-
nosaratorca B karanore pool (‘Karanor pool’ ma crp. 9).

Tekyree cocrogrume o HaiigeHHbIM OmmubKaM B stable mucTpubyTuBe oToOpakaeTcd HA CTPAHUIIE
Stable Problems (http://ftp-master.debian.org/testing/stable probs.html).

2.1.4  JIuctpubyrus testing

IMakersr g qucerpubyrusa testing, Debian Etch, sammceiBatores B testing xkaranor (cumsosn-
YecKasi CCblIKa Ha etch/) mocse Toro, Kak OHH HPOJIYT HEKOTOPOE TeCcTHpoBaHWe B unstable.
@Dusnuecku makersl pacnogaralorcsa B karanore pool’ (‘Karamor pool’ ma ctp. 9). B karamore
testing/ TakzKe WMEIOTCs MOAKATAIOTH main, contrib u non-free, KOTOpble BBIMOTHSIIOT T€ ¥XKe
dyHkimu, 94T0 U B uctpubyTuse stable/.

JLts Bcex apXuUTEKTYP, MO, KOTOPBIE COBMPAIOTCH MaKeTh AuCTpudyTuBa testing, obecreanBaercs
CHHXPOHHOCTb BEPCHil, TaKyKe STU MMaKeThl HE JOJIKHBI UMETh 3aBUCUMOCTEll, KOTOPhIE MOIJIH ObI
OPUBECTU K HEBO3MOXKHOCTU UX YAAJINTH, 1 JOJI2KHBI UMETH MEHbIINE KPUTUICCKUX OH_[I/I6OK7 qeM
Bepcusi, HaxoJsIasica ceituac B unstable. Takum obpazom, Mbl Hajeemcs, uTo testing Bcerya
061M30K, YTOOBI CTATH KaHAuAaTOM B pesin3. [loapobuocTu 0 Mexanm3Me TeCTUPOBAHUS CMOTPUTE
B mokyMenTe http://www.debian.org/devel /testing.

Camoe mocsesiHee cocTosinne JUCTpubyTHBa testing nybsukyercss Ha 9TUX caiiTax:
e update excuses (http://ftp-master.debian.org/testing/update excuses.html)
® npobuiemnr testing (http://ftp-master.debian.org/testing/testing probs.html)
e gpuruueckue ommmOku (http://bugs.debian.org/release-critical /)
e ommbku B 6azoBoit cucreme (http://bugs.qa.debian.org/cgi-bin/base.cgi)
e omuOKM B CTAHJAPTHBIX Makerax u makerax 3amad (http://bugs.qa.debian.org/cgi-bin/
standard.cgi)
® 3aMevaHHsd [0 JIPYruM omubKaMm u ux ucupasiaenuam (http://bugs.qa.debian.org/)

2.1.5 Imctpubyrus unstable

ITakersr s unstable gucrpubyTrBa, KOTOPBIH Beerma mMeeT KoaoBoe uMs “Sid”, cOXpaHSIIOTCs
B Karasore unstable (cumBosmdeckast ceblika Ha sid/) cpasy mocse TOro, Kak WX 3aKadaioT B
Debian-apxus n oHI HAXOASTCS TaM JI0 UX HepeMerrenns B testing/. Camu nakeTbl pa3MeraoTcs
B KaraJore pool (‘Karasor pool’ Ha ctp. 9). B karanore unstable Takzke CyIecTByOT T0IKATATIO-
ru main, contrib u non-free, KoTopbIe BBHIMOJTHSIOT Te e PYHKIMH, 9TO U B AucTpudyTuse stable
/. Aucrpubyrus unstable comep:kuT cHUMOK pa3pabaTbiBaeMoil B HACTOSAIIMH MOMEHT CHCTEMBI.
BbI MOKeTe HCIIOJIB30BAaTh M TECTUPOBATH ITU ITaKEThI, OCO3HaBad COCTOAHME MX TOTOBHOCTH.
IIpenmymiecTBo oT ucmoJsib30Banus AucTpubyTuBa unstable B ToM, 9T0 BBl BCerjia UCIOJb3yeTe
camoe nocaenree [1O uz mpoekta Debian — oHO gBsSeTCs U caMbIM HECTaOUIBHBIM.

Texymee cocrosinme omwmbok B auctpubyruse unstable orobpazkaercs ua crpanune Unstable
Problems (http://ftp-master.debian.org/testing/unstable probs.html).


http://ftp-master.debian.org/testing/stable_probs.html
http://www.debian.org/devel/testing
http://ftp-master.debian.org/testing/update_excuses.html
http://ftp-master.debian.org/testing/testing_probs.html
http://bugs.debian.org/release-critical/
http://bugs.qa.debian.org/cgi-bin/base.cgi
http://bugs.qa.debian.org/cgi-bin/standard.cgi
http://bugs.qa.debian.org/cgi-bin/standard.cgi
http://bugs.qa.debian.org/
http://ftp-master.debian.org/testing/unstable_probs.html
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2.1.6 Iuctpubyrus frozen

Korpa auctpubyTus testing HoCTATOYHO CO3peeT, OH 3aMOPAKUBAECTCS, O3HATAST TEM CAMBIM, UITO
HOBBIN KO/ 00JIee He TPUHUMAETCS, & TOJBKO UCITPABJICHNS OMMNOOK, €CIN TAKOBLIE HEOOXOINMBI.
Tak:ke, co3MaeTcsa HOBOE TECTUPYEMOe ITepeBo B Karajore dists ¢ HOBBIM KOJOBBIM HA3BAHUEM.
3aMOPOXKEHHBIN TUCTPUOYTHUB MPOXOIAT B TEUEHNE HECKOJIBKUX MeCcIeB (ha3y TECTUPOBAHUS C
HEpPEryAIpHLIMA OOHOBIEHUSIMA U TUIYOOKHUME 3aMOPO3KAMHE, HA3BIBAEMBIMU TECT-ITHK/IAMI.

MpbI BeeM 3aImCh OMHUOOK B 3aMOPOKEHHOM JUCTPUOYTHBE, KOTOPBIE MOTYT 3aepsKaTh KAKOM-
JmbO TMAKeT OT MPOXOXKICHUS €ro B PeJIN3 WU OMHUOOK, KOTOPBIE MOTYT 3aJIeP:KaTh BECh PEJIN3
OT BbIXOJIa. B MOMEHT, KOrjia KOJMYECTBO OMIMO0K MOHU3UTCSA 70 MaKCHUMAaJbHO [PHEMJIEMOTO
3HaueHus, frozen cTaHOBUTCS CTAOMIBHBIM, OH BBIMYCKAETCS, & IPEIbLIYIINi CTabuIbHbIA JUC-
TpubyTHB cTaHOBUTCH Obsolete (ycrapesrmmm)( U MEPEHOCHTCS B ApPXUB).

2.1.7 Kogosbie umena jucrpudbyrusos Debian

Peasnbuble nMena karanoros B kartasore dists, Takue kak sarge/ u etch/ siBisorcst mpocro Ko-
JoBbIME nMenamu. Korma mucerpubytus Debian maxoauTes B cTagnn pazpabOTKH, OH HE WMeeT
HOMEDpa BEpCuun, 3aTO UMeeT KOAOBOEC MMI. TaKoe Ha3HaY€HUE KOJOBBIX UMEH YIIDOIIA€T 3CPKaJInu-
posanue mucrpubyrusa Debian(eciu peasbaoe nms Karamgora unstable mensocs 661 Ha stable/
(muerpubyTHB CTAT CTAGUIBHBIM - TIPUM. TIEPEBOIYNKA), TO TPHUILIOCH ObI CKAYNBATH OBTOPHO
BoutbIoe KoanaecTBo daiios).

B nacrosimee Bpems stable/ - 5170 cumBoImUecKast CChIIKA Ha KaTasor sarge/, a testing/ - ccplika
Ha etch/. DTo o3HAUaer, 4To Sarge SBJISETCS TEKYIIUM CTaOWIbHBIM aucTpubyTuBoM, a Etch
HaXOJUTCA B CTaAUH TECTUPOBAHNA.

unstable/ - 910 HOCTOsHHAS CHMBOIMYECKas CChbUIKA Ha Karasor sid/, tak xax Sid saBiasgercs
BCerja HECTAOW/TbHBIM JUCTPUOY THBOM.

2.1.8 KojioBbie uMeHa 1poILIOro

Bot komoBbie mMmena, koTopeie yke UCIoab30Baanuch: “Buzz” goa pennsa 1.1,“Rex” mnga pemmnza
1.2, “Bo” ms penuzor 1.3.x, “Hamm” g1a penuza 2.0, “Slink” nns pennsa 2.1 u “Potato” s
penuza 2.2.

2.1.9 HMcToYHHK KOJOBBIX HMEH

Wwmena quctpubyTuBoB J10 cuX TIOp ORI UMEHAMU ITEpCOHaXKel n3 dpumwibMa Toy Story ot cryaun
Pixar.
® Buzz (Buzz Lightyear) 6511 KOCMOHABTOM
® Rex ObL1 THPAHO3ABPOM,
Bo (Bo Peep) 6bL1a 1eBOUKO#, yXasKUBAOIIEH 38 OBEUKOI,
® Hamm 6b11 piggy bank
Slink (Slinky Dog) 6b11 nrpymeunoii cobaxoit,
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Sarge 611 peaBoauTeeM apMun Jitojeilt 3enenoro [Liactuka,
Potato 6w11, KOHEUHO, MucTepom Kaprormeurna [onosa,
Woody 6b11 koBGOEM,

Sid 611 MapHEM TO-COCEACTBY, KOTOPBIH CIOMAJ UIPYIIKH.

2.1.10 KaraJgor pool

Wcropuyeckn makeTbl XPaHU/INCh B KATAJI0re AUCTPUOYTUBA, [ KOTOPOTO OHU OBLIN CO3AHDI.
Cawm karaJsior auctpubyTusa Haxoau/cd B karasore dists. DTo BRI3BIBAIO PA3IUIHOTO POJIA TIPO-
6JIeMBbI, B TOM 9HCIe U OOBITION PACX0 ] TPOIYCKHON CTOCOOHOCTH KAHAIA HA 3€PKATUPYIONIX
cepBepax, KOrja IIPOU3BOJIUINCE OOJIBITHE U3MEHEHNS .

Teneppr naxerbl XpaHsaTcs B OO/IbIIOM “Iyji€”, CTPYKTYPUPOBAHHOM B COOTBETCTBUHU C MMEHEM
MCXOJHOTO TaKeTa. UTobbl ¢IemaTh Mmysl yIpaBasgeMbiM, OH TIOJEeJeH Ha cekium (main, contrib,
u non-free) u gasee 1Mo MepBBIM OYKBAM MMEHH HCXOJHOTO TAKETA. DTH KATAJOTH COJIEPIKAT
HECKOJIBKO (haitioB: OMHapHbIE TAKETHI /I KayKI0H apXUTEKTyPhl U MAKEThI C UCXOTHBIMU TEK-
CTaMH, Ha OCHOBE KOTOPBIX 9T OMHAPHBIE MAKETHl OBLIN COOPAHDI.

Bor moxxere BIACHUTB, rjie Pa3zMeriaeTcs KazKIbli MakeT, BBIMOJHUB KOMaHTy Tuia apt-cache
showsrc umMsi_Moero mnakera u mocMorpes Ha cTpoky “Directory:”. Hampumep, nakersr apache
xpansaTcs B pool/main/a/apache/. Tak kak cymiecrsyer odenb GOJIBIIOE KOIUIECTBO HAKETOB
6ubsmorek 1ib*, To onu obpabarbiBaloTcs HeCKOBLKO uHade. Hampumep, nakersl libpaper xpa-
HATCs B pool/main/libp/libpaper/.

Karamoru dists Bce emte ucmonp3yiorcst wHaeKCHbIMY afimamu mas nporpamm tuma apt. Tax-
JKe, Ha MOMEHT HAIMCAHUS 9TOTO JOKYMEHTa, CTaphle JUCTPUOYTUBHI eIle He CKOHBEPTUPOBAHBI
MCIIOJIB30BATH IYJIbI, ¥ I03TOMY B mosie Directory 3arosioBka nakera Bol yBuaute 1myTH, cogep-
JKalllye NMeHa AACTpuOyTHUBOB TUla potato mam woody.

O6brar0 BaMm He HY»KHO 0ECIOKOUTHCST 006 9TOM, TaK KaK HOBas MporpaMma apt u, BEPOSITHO,
crapoie dpkg-ftp (cmorpure ‘Crocobsr obmoienus cucrembl Debian’ na ctp. 20) obpaboraror
sro 6e3 mpobaem. Eciu Bam wyxkwuo 6osbine nadopmaruu, cmorpure RFC: Peanuzanus nymna
nakeroB (http://lists.debian.org/debian-devel-announce/2000/debian-devel-announce-200010/
msg00007.html).

2.1.11 MHcropudeckas cirpaBKa OTHOCHTEILHO Sid

Korna se cymectBoBao coBpemennoro Sid, opranusarus cafita ¢ apxuBoM Debian umena ogun
GOTBITION HEOCTATOK: CYIECTBOBAIO MPEATOMOKEHNE, TITO KOT/Ia CO3MaBATACh APXUTEKTYpPa B
TekyIeM unstable/, oHa Moria GBITH TAKKe BBIMYIIEHA, KOTJIA CaM JUCTPUOYTHB MEPEXOIUT B
das3y pesmsa wim stable. [jist MHOXKECTBO apXUTEKTYP 3TO ObLIO HEBEPHBIM, YTO MPUBOIMUIIO K
HEOOXOIMMOCTH TIEPEHOCA COOTBETCTBYIONINX KATAJIOTOB B MOMEHT penm3a (B unstable - mpum.
nep.). Takwe mepemerniennss ObLIN HEMPAKTUIHBIMA M3-33 TOBBIMIEHHOIO PACXOAA MPOIYCKHOM
CrocOOHOCTH KaHAJA.

AJIMUHUCTPATOPDI APXUBA PEIIaJIn 3Ty TPOOIeMy B TeUEHUE HECKOJBKUX JIET IIyTeM [OMEITEHUsI
OuHAPHBIX (PANIOB /I apXUTEKTYD, KOTOPAas HE TOTOBA K BBLIMYCKY, B CIENUAJLHBIN KaTaJsor,


http://lists.debian.org/debian-devel-announce/2000/debian-devel-announce-200010/msg00007.html
http://lists.debian.org/debian-devel-announce/2000/debian-devel-announce-200010/msg00007.html
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HasbiBaeMsblil sid. Korma Takas apxuTekTypa Bxoania B ¢as3y peiamsa, TO B IepBoe BpeMs CyIle-
cTBOBasIa CChLIKA M3 Tekyiero stable/ wa sid/, and from then on they were created inside the
unstable/tree as usual. DTo pacmosokeHre BBOAUIO B 3a0/1yKICHIE OIB30BATEIEH.

C npuxogom myna nakeros (cmorpure ‘Karamor pool” ma crp. 9) B mporecce pa3paboTku auc-
TpubyTuBa Woody, OmHapHbIe MaKeThl HAYAIM XPAHUTH B KAHOHHIECKOM MECTE IIYJa BHE 3a-
BUCHUMOCTH OT JUCTPUOYTUBA, W TAKUM 0OpPa30M BBIMYCK AUCTPUOYTHBA OOJIBINE HE BHI3BIBAET
MOBBIIMIEHHOTO PACX0/a MPOMYCKHON CIOCOOHOCTH KaHaJ a Ha 3epKagax (CyIIecTByeT, 0IHAKO,a
lot of gradual bandwidth consumption throughout the development process).

2.1.12 Tlaxersl, 3akadenusle B incoming/

BakadeHHbIe AKeTHI, Haxosmuecs B http://incoming.debian.org/ mpoxoasaT mpoBepKy JJist ra-
PaHTHM TOTO, YTO OHH B JIEHCTBUTEILHOCTH OTIIPABJIEHbI pa3paborunkoM Debian (B mporusHOM
clydae, T.e. Caydae 3aKadK| MMaKeTa JIUIOM, He sIBIdIONuMca MeliuTeitHnepoM - 3akadka NMU,
naker nomeraercs B noj-karaiaor DELAYED). Oaun pas B jenb nakers! u3 incoming/ nepeme-
matorced B unstable/.

B kpaiinux ciaydasx Bel MoxKere 1oxkeaaTh YyCTAHOBUTH [1aKeThl U3 incoming/ 0 Toro, Kak OHU
JocTUrHYT unstable/.

2.1.13 JocTynm K cTapbIM IakKeTaM

B To Bpems, kax cambie ocaeaune ucTpubyTussl Debain xpansites B katasore debian Ha kaxk-
jom 3epkasie Debian (http://www.debian.org/mirror/), apxuBbl crapblx AUCTPUOYTUBOB THIIA
Slink xpansitest o azgpecy http://archive.debian.org/ nam B xKaramore debian-archive ma xak-
nom 3epkage Debian.

ITakernbl cTapbix testing m unstable aucTpuGyTHBOB MOryT OBITH HaliJeHBI MO ajpecy http://
snapshot.debian.net/.

2.1.14 Cekuun apxXuTeKTpyp

BuyTpn Kazk10ro ocHOBHOTO JepeBa Kartasoros (dists/stable/main, dists/stable/contrib, dists
/stable/non-free, dists/unstable/main/, u np.), GuHApHBIE NaKeThl PA3MEINAITCA B IO
KaTasiorax, 96l MMeHa 0003HAYAI0T apXUTEKTYPY MPOIECCOpa, 10 KOTOPYIO 3TH HaKeThl ObLIn
COOPAHHI.

e binary-all/ - aus apxurekTypHO-He3aBucuMbIXx nakeroB. Croja OTHOCATCs, HALDPUMED,
CKPHUITHI Ha s3bike Perl, moxymenTarusi.

e binary-platform/ - st nakeToB, KOTOPbIE MOIYT UCHOJIHATHCS Ha OIPEJIEJICHHO alnapar-
HOM maTdopme.


http://incoming.debian.org/
http://www.debian.org/mirror/
http://archive.debian.org/
http://snapshot.debian.net/
http://snapshot.debian.net/
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Obparture BHUMaHue, YTO OMHAPHBIE MAKeThl AUCTPUOYTUBOB testing u unstable Teneps pazme-
MAI0TCA HE B OMUCAHHBIX KATAJIOTaX, a KaTrajore Bepxuero yposHsa pool. UumgexcHbie daitib
tuna (Packages n Packages.gz) Tem He MeHee XpaHATCs 1Jisi 0OPATHON COBMECTHMOCTH.

B xax oM aucTpubyTHBE /Td MOIIEPKUBAEMBIX AMIaPATHBIX apXUTEKTYP cyInecTByoT Release
Notes. Ux wmoxkno nHaiitu Ha crpanune Release Notes coorsercrBytorero nucrpubyrupas
stable (http://www.debian.org/releases/stable/releasenotes) u testing (http://www.debian.org/
releases/testing/releasenotes).

2.1.15 UWcxomublit KOz

JLts Bcex KOMIIOHEHTOB cucTeMbl Debian mmeercst ncxonubiit Ko, Bosee Toro, yeaosus muiten3mit
GOJIBIITMHCTBA IPOrPaMM B CHCTeMe TPpeOyIoT, YTOObl MCXOMHDBIN KO PacCIpOCTPAHSIICT BMECTE C
nporpammoit, aud0o 6bu1 OBl CITIOCOD €ro MOy IUTh.

OO6BIYHO MCXOJHBII KOJI PACIIOIAraeTCs B KATAJ0TaX SOUrCe, HAXO/ISIIUECs 0-COCEJICTBY C Ka-
TAJI0raMu apXUTEKTYD, WK, C HEJABHEr0 BpeMenu, B Karaaore pool (cmorpure ‘Karanor pool’
Ha cTp. 9). YTOOBI TOMYyYnTH MCXOMHBIN KO/ AKeTa, He BHUKas B CTPYKTypy apxusa Debian,
ucrosib3yire KomaHs,ly apt-get source mypackagename.

Hexoropbie makersl, HAIpUMED pine, JOCTYIHBI TOJHKO B BHUJE MCXOJTHBIX TEKCTOB M3-3a Or'pa-
unuennii gunensun. (Hemasro 6611 mpencTasien makeT pine-tracker st 06JIeryeHnsT yCTAHOBKY
Pine.) TIpouemypsi, onmucannwie B8 ‘Tlopruposanme makera B cucremy Ha 6ase stable’ ma ctp. 96
u ‘Packaging’ Ha cTp. 238 onuchIBaOT CIOCOOBI PYUHOM COOPKU MAKETOB.

Wexommniit Koz, JJIst TaKeTOB W3 KaTajgoros contrib m non-free, Moxer oTCyTCTBOBATH, TaK Kak
MaKeThl U3 3TUX KATAJOTOB (DOPMAIBHO HE SIBJISIOTCI JacTh cucTeMbl Debian.

2.2 Cucrema ynpanjenus rmakeramu B Debian

2.2.1 0O0630p makeror Debian

TTakeTs!, Kak TTPaBUIIO, COAEPKAT BCe HEOOXOAMMBIE (DAIBI U peam3aIuy KaKoro-amo0 Habopa
KOMAaH win Bo3MoxkHocTell. CymecTByeT ABa ThIa makerop Debian:

® BunapHbie MaKeThl, KOTOPbLIE COAEPKAT UCTIOIHAEMbIe U KOH(UTYparmonubie daitab:, cTpa-
HUIBI PYKOBOACTB B dopmare man/info, madopmanuo o KomupaiTtax u APyryw TOKY-
MEHTAIMIO. JTU IIAKEThl PACIPOCTPAHSIOTCH B CHEelMaJbHOM apxuBHoM dopmare Debian
(cmorpure ‘@opmar Debian makera’ Ha cTp. 12) um 06brdHO BhIAEAA0OTCS HaandneMm .deb
pacmupenus (aitios. bunapHbie TaKeTbl MOTYT ObITh PACIIAKOBAHBI IIPYU OMOIIA Y THIUTHI
Debian dpkg; nmonxpobHocTu mpuBejieHbI B €€ mal-CTPAHUIIE.

e JlakeTnbl ¢ MCXOMHBIM TEKCTOM, KOTOPBIE COCTOAT u3 .dscC ail/ia, OIMUCHIBAIONIErO HTAKET
(BrJTIOUaAs MMeHa Jajee uaynmx daiios), daiiaa .orig.tar.gz, KOTOpBIH COMEPKUT HEMO-
IunpUIMPOBAHHBIN MCXOAHBIN KOH B ¢dopmare tar u ynakOBaHHBIN HPOrpamMMmoil gzip, u
obbraro daitn .diff.gz, KOTOPHI COmEPKUT M3MEHEHUST WCXOJAHOTO TEKCTA, CIeNu(pUIHbIE


http://www.debian.org/releases/stable/releasenotes
http://www.debian.org/releases/testing/releasenotes
http://www.debian.org/releases/testing/releasenotes
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mitst Debian. Yruwmuta dpkg-source ynaxkoBsiBaeT U paciiakoBbiBaeT makerhl Debian ¢ mc-
XOJHBIMU TEKCTAMU; TIOPOOHOCTH CMOTPUTE B €€ Man-CTPaHUIIE.

YcraHoBKa TPOrpaMMHOTO ObecredeHrns MpU MOMOIMU MAKeTHOW CUCTEMBI UCIOJB3YeT TaK Ha-
3bIBAEMBIE “3aBUCUMOCTH, KOTOPBIE TIIATEIBHO CIPOSKTUPOBAHBI MeHTEHEpAMY TTaKeTa. JTU
3aBUCUMOCTH 33/J0KyMEHTUPOBaHbI B dailie control, cBsi3aHHBIM € KaxKIpIM makeToM. Hanpuwmep,
naker, comepxamuit kKommuastop GNU C (gee) “sasucut” or makera binutils, koTopsrit Bk0-
yaeT B cebsi KOMITIOHOBIIIUK U TPAHCJIATOD. EC/u moib30BaTe b MONBITAETCH YCTAHOBUTL gec He3
npeaBapuTebHOl yeraHosku binutils, cucrema ynpasnenus nakeramu (dpkg) BeiBeger coobie-
arte 06 omwmbKe, 9TO TaKzKe HeoOXomuMa ycraHoBka binutils, m npepser ycranoeky gee. (OnHako,
9TO 1I0BEJIEHUE MOXKET ObITh M3MEHEHO 110 TpeboBanuto nosb3osarens; cmorpure dpkg(8).) do-
MOJTHUTEJILHBIE TIOAPOOHOCTH CMOTPHUTE ‘3aBUCUMOCTH TIAKETOB' Ha cTp. 16 HiKe.

WNuctpymenTs! ajis paboTsl ¢ maketaMu Debian M0XKHO UCTOIB30BATE JJIsT TOTO, YTOOBI:

® MAHUNYJIWUPOBATH U YIPABJATH HaKeTaMU UJIU UX YaCTAMU
)

® [I0MOYb IOJIB30BATENIO Pa3OUTh TAKEThI, KOTOPbIE HYKHO MepeIaTh Ha HOCUTEIAX OrPaH-
YEeHHOTO pasMepa (HIonmu-1ucKn),

® IOMOYb Pa3spabOTUYMKAM B CO3JaHNM APXUBOB MMAKETOB,

® [IOMOYb MOJIB30BATEISIM B YCTAHOBKE MMAKETOB, PA3MENTAOIIMXCA HA VIAJIEHHOM caiime ap-
xusa Debian.

2.2.2 ®opwmat Debian makera

“ITaker” Debian wiu apxusnbiii daitt Debian comepxut ucnomagembie (aitab, Oubamorekn u
JIOKYMEHTAIIAI0, aCCOIMUPOBAHHBIE C HEKOTOPBIM MPOTPAMMMHBIM KOMILIEKTOM HJIH HAOOpOM
cBszapHbIX mporpaMm. OOwrano apxuBHBI (baitn Debian wmeer mmst (aiiyia, ¢ paciimpeHnemMm

deb. !

Brayrperrue nogpobroctu sroro dopmara Gunaproro makera Debian onuceisrorcs ma deb(5)
man-crpanute. Tak Kak BHyTpeHHU (hopMaT MOKET H3MEeHAThCs (0T peau3a K penmsy Debian),
Beerga ucnosb3yiire crpanuiy dpkg-deb(1) mna manunynmmposanus .deb daiinamu.

o gucTpubyruBa Sarge BKIOUUTEIBHO CO BceMu apxuBabiMu daitsiamu Debian moxkuo paborars
CTaHZAPTHRIMYM KoMaHgamMu Unix Tuma ar u tar, Jake KOTJa He JoCTymHbI KomMaHnabl dpkg.

MlIpoexr debian-installer BBes umena daiinos naxeros, Koropble 3akamdusaiorca Ha .udeb. Koporko, sro
Mukpo-.deb dopmart, KoTOpHIl TOUHO He ciemyeT mosmTuKe Debian, He COmEpKUT TOKYMEHTAINN U JOJIKEH WC-
T0JIb30BaThCs TOMbKO debian-installer, koTopslit sBiIsieTCst HOBBIM ycTaHOBIIUKOM Debian, paspaboTaHHBIM s
Sarge. @opmar daitna .udeb uuenruuen dopmary .deb. IIporpamma udpkg, ucnonssyemas s paborst ¢ .udeb
TmaKeTaMHl MMeeT OrPDAHWYEHHBbIEe BO3MOXKHOCTH IO CpaBHeHMIO ¢ dpkg W MeHbIIe MOIIepPXKUBAET CBA3U ITAKETOB.
Pazuurma B umenn cymiectByer n3-3a TOT0, 9TO MeitHTeliHEpaM apxuBa Debian He HPaBHIOCH IPUCY TCTBUE B aDXUBE
nakeroB .deb, KOTOpbIE HE OTBEYAIH LOJUTUKE, IIOITOMY I HUX OBLIO BBIOPAHO APYyroe mmsl, ITOOBL IIOJIEPK-
HYTh 9TO U He JOIYCTUTH UX HElNpeJHAMEDPEHHYIO YCTAHOBKY Ha pabouyio cuctemy. Ilakers: .udeb ucmoms3yorcs
Ha initial ram-mucke mpm ycramoBke 6a30BOI CHCTEMBI, TOJIBKO YTOOBI CO3/IaTh OYEHb OTPAHUYEHHYIO CHCTEMY
Debian.
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2.2.3 Cornamenue 06 umenax daiyios Debian-makeTon

WNwmena ¢aitnos nakero Debian nomquHSA0OTCS CIeIyIONIEMY COTJIAIIEHNTO:
foo HomepBepcuun-nomepDebianPesuzun.deb

rae fOO ABJIAETCAd UMEHEM IIaKETa. IL)'[H IIPOBEPKU MOXKHO OIIpeOesINTh UM ITaKeTa, CBA3aHHOe C
HEKOTOPBIM apxuBHBIM aiiiom (.deb file) ogaum U3 caemyomumx cmnocobos:

® Nzyunth dain “Packages’” B karajiore guctpubyruBa Ha apxuBHOM cafite Debian. Dror
daili comep:KUT 3anunCh, OMUCHIBAIOIINE KAXK Bl MaKeT; mepBoe Moje B HUX - 9T0 dop-
MaJIBHOE UMd I1aKETaA.

e llcnonbzoBare komany dpkg —info foo VVV-RRR.deb (rne VVV u RRR - nHomepa Bep-
CUU ¥ PEBU3WH 3alIPAIINBAEMOTO TaKeTa, COOTBETCTBEHHO). KoMaH a oTobpaxkaer, moMIMO
JIPYTUX JaHHBIX, UM TTAKeTa, COOTBETCTBYIOIIEE N3YIaeMOMY apXUBHOMY (aiiy.

Kommnonear VVV - 510 HOMEp BepCHH, yKa3aHHBIN pa3pabOTYNKOM OpOrpaMMbl (upstream
developer). He cymecTByer cranmapra 0 HyMEPaluu BEPCHil, MOITOMY OHM MOTYT UMETh Pas-
Jmanble gopmarer Tuna ‘199905137 uan “1.3.8prel”.

Kommnonent RRR - 310 peBusmonnbiit Homep Debian, koTopsiit ykasbiBaercs pa3paboTdamkom
Debian (nam 9acTHBIM MOTB30BATEIEM, €CTH OH TTOYKEA COOPATh MAKeT CAMOCTOSITEIBHO). DTOT
HOMED COOTBETCTBYET YPOBHIO peBm3umn makera Debian, mosTomy HOBBIH PEBM3WMOHHBIA HOMED
obbrano o3navaer n3MmeHenuns B Debian makefile (debian/rules), daitre Debian control (debian
/control), ckpunrax ycranoBku uinu yjasuenus (debian/p*), nin xkondurypanuonnsix daiinax,
MCTIOJIL3YEMBIX B TIAKETE.

2.2.4 Coxpanenue TeKyuei KOH(MUTYpaiuu

Coxpauenue aitsioB HacTpoOiiKu peanusyercsd depe3 MmexanusM “‘confliles” cucrembr Debian. Qaii-
Jibl HACTpoitku (06bIuHO pa3mernaemble B /etc/) ykasbiBatorcs B daiisie confliles cucremsl nakeros
Debian. Cucrema ynpapjenus nakeTaMyu rapaHTUPYET, YTO [Ipyu OOHOBJIEHUN TaKeTa 3TH (hail/ibl
He OYIYT Mepe3anncaHbl.

When it is possible to configure the system without modifying files that belong to various Debian
packages, it is usually a good idea not to modify them even if they are “conffiles”. This ensures
faster and smoother upgrade operations.

YT106BI TOUHO OTIPEIETNTE, KaKHe (paiibl OyAyT COXPAHEHBI PU 0OHOBJICHUY MTAKETA, BHITOJTHUTE:
dpkg --status package

u cmorpuTe 110 crpokoit “Confliles:”.

TToapobrocTuy, cBsazanubie ¢ cogepkumbiM Debian-daiira confliles, mpescrasiieHbl B pyKOBOICTBE
no nosmtrke Debian, ceximst 11.7 (cmorpure ‘References’ na crp. 245).
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2.2.5 Ckpuntsbl conpopoxkaenns Debian

CKpI/IHTbI COIIPOBOXKJICHU A Debian 9TO HUCIIOJIHAEMbIC CKPUIITHI, aBTOMATUYIECKHN BBIMTOJIHACMbIE
nepeJ Uiau mocjie yCTaHoBKY makeTa. Bmecte ¢ ¢aiisiom control, atu daiiabl SBASIOTCS YacThIO
cektmu “control” apxmsaoro daiina Debian.

B uwactHocTHn, TakuMu daiiyiaMu sABISIOTCSH:

preinst DTOT CKPUIIT BBHIMOJHIETCS 10 PACTIAKOBKY IMAKeTa, K KOTOPOMY OH TTPUHAJIEXKAT, U3 ap-
xuBHOTO (haitra Debian (.deb). Muorue “preinst” cKpUIITHI OCTAHBIHUBAIOT CEPBUCHI OOHOB-
JIACMbIX ITAKETOB A0 OKOHYAHNA YCTAHOBKHW WJIN O6HOBH€HI/IH (C TOCJAEAYIOMNM yCIEeITHBIM
BBINTOJIHEHUEM CKpunTa “postinst”).

postinst DTor ckpunT O6BITHO 3aBEPIIAET KOH(MUTYPUPOBAHUE TIAKETA, [TOCTE er0 PACIAKOBKI U3
apxuBHOTO daiia Debian (.deb). Hacro ckpunt “postinst” 3ampamusaer y moJIb30BaTEs
HEeKOTOPYI0 NHGOPMAIMIO /UK [IPEAYIIPEXKIAET [OIb30BATEIsI YTO, €CJIN OH [PUHUMAET
BHAYEHHS 10 YMOTIAHUIO, TO HY2KHO Oymer He 3abbITh HepPeKOH(MUTYPUPOBATL AKET, KaK
sto Tpebyerca. Muorue ckpuntsr “postinst” 3areM BBITTOJIHAIOT KOMaHIIbI, HEOOXOAUMBIE
JIJIs 3aIIyCKa, MJIN IEePEe3aIyCcKa CEPBUCA IIOCJE YCTAHOBKY MIH OOHOBJICHHUS IIAKETA.

prerm TOT CKPUNT OOBIMHO OCTAHABJINBAET KAKUE-TUOO JEMOHBI (CEPBUCHI - TIPUM. TTEPEBO/ -
Ka), CBst3aHHBIE ¢ TakeToM. OH BBIMIOJIHSETCA Mepe]] yaasteHneM (hailioB makera.

postrm DTOT CKpUNIT OOBIYHO MOAUUIIUPYET CCHUIKU WIN Apyrue (aiijibl, CBI3aHHbIE C TTaKe-
ToM, u/unn yaanser dbaiinsl, cosnanusie uM. (Cmorpure Takke ‘BupTyasnbHble makerTsr’
Ha crp. 15.)

B macrosimee Bpems Bee control-daitibr Moryr Obth Haiinensr B karasore /var/lib/dpkg/info.
Qaitsibl, oTHOCAIIMECH K n1akeTy foo Haunuarorcs ¢ umenu “foo” u, COOTBETCTBEHHO, UMEIOT PAC-
mupenue aiiya Tuma “preinst”, “postinst”; u rak gasee. Qaiti foo.list B 9T0M KaTasiore onuckBET
Bee (aitipl, yeranosaenusie ¢ makerom f0o. (3amersre, uTo MecTopacnookenue 3ux haisos
SIBJISIETCS BHYTPEHHeH 0COOeHHOCTBIO mporpaMMbl dpkg, W moITOMYy MOXKET MEHSIThCS. )

2.2.6 IIpumopuTeTsl MakeToB

B momors cucreme ynpasiieHus nakeramu kaxkaomy nakery Debian meitnreiinepamu juctpuby-
TUBa Ha3Hauaercd npuopurer priority. [Ipmopurers: ObiBaroT:

e Required (Tpebytormuecst) makeThl, KOTOPbIe HEOOXOAUMBI I TPABUIBHOTO (DYHKITMOHH-
POBaHUA CUCTEMBI.

Cto/1a OTHOCSTCS BCE MHCTPYMEHTBI, KOTOPbIE HEOOXOIUMBI /1151 HCIPABJIEHIS TTOBPEK IEHM
cucTeMbl. BbI He JOIKHBI yIaadaTh 9TH TaKeThl, nuade Bama cucrema MoxkeT cTarh Hepabo-
TocnocobHoi, 1 Bbl jjaxke He cMoxkeTe UCIob30BaTh nporpaMmy dpkg, arobel BEpHYTH BCE
Hazag. CucreMbl ¢ yCTAHOBJIEHHBIMEU TOJBKO Makeramu Required MOTyT HE COOTBETCTBO-
BaTh JJIs PellleHusi OOJIBITMHCTBA 3a/[a4, HO OHU HMEeEeT JO0CTATOYHO (DYHKITHl JiJisi TOrO,
qTO6bI NO3BOJJINTb CUCTEMHOMY aIMUHUCTPATOPY 34aI'DY3UTH U yCTAaHOBUTH JIOTIOJTHUTEC/IBHOE
OpOTPaMMHOE 0DecredeHue.
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¢ Important (Ba}KHbIe) MaKeThLl JOJKHEI OLITL HafiaeHnl Ha Jroboit Unix-mogobnoi cucreMe.

Ilaxersl ¢ TAKMM IPHOPUTETOM - 3TO OCTAJbHBIE IIAKeThI, 663 KOTOPBIX CHCTeMa He bymger
HOPMaJIbHO paborars uju He Oyer yiaoouoi. Croa He OTHOCsITCs makeTsl Tuia Kmacs, X11,
TeX wan gr06ble ApyTre KPyIMHbIE MPUIOKEHUs. DTH MAKeThl COCTAB/IIIOT MIHIMAJILHYTO

UHGPACTPYKTYPY.

e Standard (craHzapTHBIE) MAKETHI SIBJSIIOTCS CTAHAPATHBIME Ha 6ol Linux cmcreme,
BKJTFOUAsT PA3yMHO HEGOJBINYI0, HO HE OTPAHUIEHHYI0 CUCTEMY TEKCTOBOTO PEKUMA.

DTO TO, YTO YCTAHABIUBACTCS TI0 YMOJIUIAHUIO, €CJIHM TOJIH30BATETh HUYIETO HE BBIOPAJI.
“Standard” we BK/IIOYaeT MHOTMX KPYIHBIX NPUIOKEHUIT, HO yKe BKIogaer Emacs (DTo
6oJIBITIe 9acTh WHMPACTYPKTYPBI, YeM MPIJIOKEHNE.) U PA3YMHOE MOJIMHOXKECTBO CHCTEM
Tex u LaTeX (pasymuoe HACTONBKO, 9T0OBI He TpeboBarh X11).

e Optional (onmmmoHAMLHBIE) TAKETHI BKIIOYAET BCE T€, KOTOPHIE BBl MOKETE 3aXOTETh yCTa-
HOBUTB, JIayKe eCJIU C HUMU He 3HAKOMBI, M eCJIi He UMeeTe CIeNNaJIbHBIX TPeOOBaHMIA.

9ro Bryowaer X11, moanoctsio TeX u MHOXKECTBO TTPUIOYKEHMUIA.

e Extra makerThl, KOTOPbIE WM KOHMAUKTYIOT C APYTUME 60Jiee BHICOKUMU TTPUOPUTETAMMY,
HECYT MAaJIVIO ITOJIb3Y I ITOJIb30BaTEIeH, ¢ HIMU HE3HAKOMBIMHE, I UMEIOT CIEIHAIbLHBIE
TpeboBanusd, Jgenaionme ux Henogxogdammmu K “Optional”.

IToxkanyiicta, 3amersre pasuuity mexkay ‘Priority: required”, “Section: base” u “Essential: yes” B
ommcaHnN makera. “Section: base” ozHauaeT, YTO MAKET YCTAHABIUBAETCS TIEpe]l 9eM Obl TO HU-
6pLTI0 HA HOBOIT cucteme. BobmiuuacTBO TakeToB ¢ “Section: base” mmeror npuoputer “Priority:
required” mam “Priority: important”, uw muorue n3 mux nmomeuens! Kak “Fssential: yes”. “Essential:
yes” O3HAYAET, YTO [IPU YIAJEHUU ITOTO MAKETA U3 CUCTEMbl HEOOXOIUMO YKA3aTh JIOTOTHUTE/ b=
uyto dopcupyomnyo onmuio cucreme ynpasaennd nakeramu dpkg. Hampumwmep, makerst libc6,
mawk u makedev apisitorcst makeramu ¢ npuopureroMm “Priority: required” u3 ceknuum “Section:
base”, Ho ne asnsiorca “Essential: yes”.

2.2.7 BuptryaJabHbie MaKeTbl

Bupryanbaberit naker - 310 obiiee nmsg, ynorpebasgemoe K Ji0H0MY U3 TAKETOB HEKOM T'PYIIIbI, BCE
MakeThl 13 KOTOpoil obecmednBaioT mo100Hy0 6a30ByI0 DyHKIIMOHAJIBHOCTE. Hanpumep, makeTs
tin m trn gBasgOTCH TpOrpaMMaMu s 9TEHUs news-KoHdepeHuil, u a00asd n3 HAX JOJKHA,
CJIEJIOBATEJIBHO, YOBJIETBOPATH 3aBUCUMOCTD IIPOTPaMMbI, TPeOyIOIiel JJid HOPMAaJIBHOI'O CBO-
€ro (PYHKIMOHUPOBAHUS YCTAHOBJIEHHON MPOIPAMMBI UTEHUS NEWS-KOH(MEPEHIU. DTH HaKEeTHI,
TakuM 00pa30M, 00ECTIEUNBAIOT “BUPTYaIbHBIN MaKeT , HA3BIBAEMbBIN news-reader.

IlonobueiM 0bpasom, oba makera exim u sendmail obecneunBaT QYHKITUOHATBHOCTD TOYTO-
BOTO TpaHCHOpTHOTO arenTta. CJjie1oBaTEILHO, OHU TPEIOCTABJISIOT BUPTYAIbHBIN TakeT mail-
transport-agent. Kcau onus w3 HUX ycTaHOBJIEH, TO JH0Oas IPOrpaMMa, 3aBUCSIIIAS OT HAJIUYIUS
YCTAHOBJIEHHOTO TOYTOBOTO TPAHCIIOPTHOTO areHTa OyIeT yIOBIETBOPEHA CYITECTBOBAHNEM 9TOTO
BUPTYAJBHOTO TTAKETA.

Debian umeer Takoil MexaHU3M, 4TO €CJIM B CUCTEME YCTAHOBJIEHO 0OJiee OJHOIO [AaKeTa, 1PeJo-
CTABJISIIONIETO BUPTYAJIBHBIN MaKeT, TO CHCTEMHBIN aIMWHUCTPATOD MOXKET YCTAHOBUTH OJIWH W3



Tnasa 2. Ocuoswl Debian 16

HUX, KakK npeamnodnTaeMsbrit. /s aroro ucnons3yercs: komanga update-alternatives, onuceiBae-
mas gasiee ‘Alternative commands’ na cTp. 99.

2.2.8 3aBHCHMOCTH IAKETOB

Cucrema nakeros B Debian umeer psij “3aBucuMocTeit” makeToB, KOTOPbIE MPEIHAZHAUEHBI JJIs
TOTrO, 4TOOBI TOKA3ATH (OJHUM IIPU3HAKOM ) YPOBEHB, HA KOTOPOM mporpamma A moxker paborarsb
HE3aBUCUMO OT CYIIECTBOBAHUS TIPOrpaMMbl B B mamuo# cucreme:

e Ilaker A sapucur (depends) or makera B, ecim maker B 6e3ycsioBHO J0/KeH OBITH yCTa-
HOBJICH JAJId BLIIIOJIHCHUA IIaKeTa A B HEKOTODPBIX CJIydadX, IaKeT A 3aBUCUT HE TOJIBKO
oT makeTa B, a eme m 0T KOHKpeTHO# Bepcuu makeTa B. B sToM ciiydae 3aBUCHMOCTD OT
BEPCUU TIAKETa O3HAYAET HUKHUIA [IPEJIE/I, B TOM CMBIC/IE, 9TO naker A 3aBucutr 0T 000
Bepcum makera B, He crapee yKa3aHHON BeEpCHU.

e Jlaker A pexomensyer (recommends) maker B, ecsiu MeiiHTeliHEp MaKeTa PEIINT, ITO 6OTH-
[IIMHCTBO MOJIL30BaTeIel He 3aX0TIT UMETh makeT A 6e3 PpyHKIMOHAILHOCTH, IPEI0CTaB-
JAeMOH TTakeToMm B.

e Jlaker A mpemmaraer (suggests) maker B, ecniu maker B comep:kut daiiipl, oTHOCSIIIECH
K (mim o6BIaHO yiayumaone) byHKIMOHAJIBHOCTH TaKeTa A.

e TTaker A xoudnukryer (conflicts) ¢ makerom B, korua naker A ne Oyzer paborars, ecan
maker B ycramossen B cucreme. Bojiee uacTeiit caydait kondankTa, Korjga maker A comep-
JKUAT (pailibl, KOTOPBIE SIBASIOTCS YAYUIIeHHEeM TexX, 9TO HaxoasTcs B makere B. Craryc
“kordimKTyeT” 9acTO KOMOUHUpYyeTCa ¢ ‘3amensier’.

e TTaxer A 3amensier (replaces) naker B, korma ycranosmennbie daiinb nakera B ynansores
1, B HEKOTOPBIX CIyUadX MEePe3anuchiBaloTes daiimamu makera A.

e Ilaker A oGecrieunBaer (provides) maker B, korma Bee daitsbl u (byHKIIHOHATBHOCTE TAKeTa
B Britouaercs B coctaB makera A. DTOT MEXaHU3M TPEIOCTABJISIET JJIsT TIOJB30BaTEMel ¢
OTPAHUYEHHBIM JUCKOBBIM ITPOCTPAHCTBOM CIIOCOD TIOJIYUIUTH TOJBKO PEAJBHO HYKHYIO UM
9acTh makera A.

Bosee nogpobuyro nudopmaruio 06 MCIOIB30BAHNY KaXKIOTO U3 ITUX TEPMHUHOB MOXKHO HAWTH
B PyKkoBoacTBe 10 cOo3maHMIO MAaKeTOB U B PYKOBOICTEE MO IIOJIUTHKE.

3amerbTe, uTo nporpamma dselect mmeer Gosiee TOHKO HACTPOEHHBI KOHTPOJIb HAJ MAKETAMHU,
YKa3bIBAEMBIMY 3aBUCUMOCTSIMY BUIa PEKOMEHIYET U TIPEIIATAeT, HeXKeAn TporpaMmMa apt-get,
KOTOpasi MPOCTO BBITACKUBAET BCE MAKETHI, YKA3aHHbIE B 3aBUCUMOCTH 3aBUCUT U HE TPOTaeT
BC€ IAKeThl, YKA3aHHbBIE B 3aBUCUMOCTSIX [TaKeTa peKoMeHyer u nperaraer. Obe nporpaMMbl B
COBPEMEHHOM BHUJE UCTOIL3YIOT 33 0cHOBY cructemy APT.
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2.2.9 3nauenue “pre-depends”

“Pre-depends” - cnernuanbHbIilt BuI 3aBucCHMOCTH. B ciaydae o0braHOro makera mporpamma dpkg
pacrnakoBbIBaeT apxuBHbIA (haiin nakera (T.e., daiin .deb) BHe 3aBUCHMMOCTH OT CyNIECTBOBAHUSA
B cucreMe (aitjioB, 0T KOTOPBIX 3aBUCUT JTAHHBIN makeT. PacmakoBka ke, 110 CYIIECTBY, 03HAYA-
er, aro nporpamma dpkg m3mmeduer u3 apxusa .deb daiiinl, mommexkalme ycTaHoBke Ha Barry
daitoBy0 cucTeMy W pa3sMecTHUT WX Ha cBomx Mecrax. Ecim manmbiii naker 3apucur (depends)
OT HaJIWYWs HEKWX JIPYIUX MakeToB Ha Bameil cucreme, To mporpamma dpkg orkaykercs 3a-
BEPIIUTH YCTAHOBKY (BBINONHSA jeiicTBue “configure”) 10 Tex mop, moka Tpebyemble MAaKeThl He
OyIyT yCTAHOBJICHBI.

OnHaKo, CyIMIEeCTBYIOT HEKOTOPBIE MAKETHI, TayKe PACTAKOBKA, KOTOPBIX TIPHU MTOMOIIH TTPOTPAMMBbI
dpkg 6yner orMeneHa, TToKa He OyIyT pasperieHsl onpejieaeHHbie 3apucuMoctr. Canraercs, 9To
Takue makeThl Kputuano 3asucar (“pre-depend”) (a kak eme nepesectu “pre-depends? - mpum.
MEepPEeBOTINKA) OT HPUCYTCTBHS HEKOTOPBIX Ipyrux makera(os). IIpoext Debian mpemocrasmi
9TOT MEXaHW3M, 9TOOBI MOAIePKATEH Oe3omacuoe obuopmenue cucreMm ¢ dopmara a.out wa ELF
dopmar, kKorya ObLT KPUTHUYEH MOPSJIOK, B KOTOPOM IAKEThI PACIAKOBBIBAIOTCS. BBHIBAIOT errie
APYTHe CUTYAIuu KPYIHBIX OOHOBIEHU, T/1€ 9TOT METOJ, TOJIE3EH, HAIPUMED, B CIYyYae TaKETOB
¢ npuopurerom "Required” u ux 3aBucumoctsmu ot libe.

Sameuy, uro Gojee JeTasibHas wHMOpMaIlus ob sToM MoxKeT ObITH Haitzera B PykoBojcTse 1m0
COBJIAHUIO TTAKETOB.

2.2.10 Craryc nmakera

Craryc nakera moxker 6brth “unknown® (nemspectsiit), "install* (ycranosuts), "remove® (yia-
JuTh), "purge’ (ouncrurs) mwin "hold” (yaep:xkars). DTu mpeanuchiBaomue (hrarn mOKa3bBaIOT
TO, UTO TMOJIB30BATENb XKEJAET CIeJaTh ¢ MakeToM (mesast cBoil BBIGOp B cexrmu “Select” mpo-
rpaMmbr dselect, mam psvo BRI3BIBas mporpammy dpkg).

CMBbICT 9TH 3HAYEHUIL:

e unknown (Hem3BeCTHBI) - TTOJB30BATETH HUKOT/A HE TIOKA3BIBAJ CBOK MOTPEOHOCTD B TIa-
KeTe.

e install (ycraHoBuTh) - 110Jb30BaTE b KeIAET, 4TOOBI HAKET ObLI YCTAHOBJIEH MJIM OOHOBJIEH.

® remove (yIaaUTh) - MOJB30BATENb KEIACT, YTOOBI TAKeT ObLT yIaJieH, HO HE JKeaaeT ya-
JIATH HUKAKWe KOH(MUTYypaIrmoHHbie (Dailib.

® purge (OYUCTUTH) - MOJIB30BATE KETAET, ITOOBI MAKET GBI TIOJHOCTHIO YJIATEH, BKIIOYAst
€ro KOH(MUTYpaoHHbIe (haliJIbL.

® hold (ymep:karh) - TONB30BATENH YKETAET, 9TOOBI ITOT MAKeT He 00pabaThIBAICA, T.e. OH
XOY€T COXPAHUTH €ro TEKVIIYI0 BEPCHUIO C €r0 TEKYIIUM COCTOSTHUEM, KaKuM Obl OHO HE
OBLIO.

2.2.11 Vuaep:kaHue MakeToOB OT OOHOBJIEHUS

CymecTByer JiBa MEXaHU3Ma, JIJIs YIEPKAHUS [TaKeTa OT ODHOBJEHWs: dyepes nporpammy dpkg
nn, naunaas ¢ Woody, gepes cucremy APT.
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B ciyuae ¢ dpkg, cHavasa s3KCopTUpyeM CIUCOK BBIOOPA TTAKETOB:
dpkg --get-selections \* > selections.txt

BareMm oTpeakTupyeM moayauBinuiics gaitia selections.txt, u3MeHUB CTPOKY, COAEPKAILYIO Tia-
KeT, KOTOPBIIl XOTUM yaepxKarh, Hampumep libc6, ciaemyrommm obpazom:

libc6 install
3aMeHsIeM Ha:
libc6 hold
Coxpansim daitn u nepesarpyxkaem ero B 6a3y panabix dpkg Taknm crmocobom:
dpkg --set-selections < selections.txt
Wrnu, eciu BBI 3HaeTE UMS TTAKETA JIJIS YAEPKAHUS, TPOCTO BBHITOJTHUTE:
echo libc6 hold | dpkg --set-selections

DTa mporeypa yIepKUBAET MAKEThl B MIPOIECCE YCTAHOBKY KAXKI0TO TAKETA.

Tot e cambril 3¢pdeKT MOKHO TOJYIUTH, UCIIOJIb3Ys nporpammy dselect. Ilpocto BolinnTe Ha
skpan [Sl|elect, Hafijure naker, KOTOpbI Kejaere yjep:karb B €r0 HACTOSIIEM COCTOSIHUM U
HaxkMuTe Kiaasuiry ‘=’ (wru ‘H’). V3Menenust BOfAyT B CHly Cpasdy IMOCJ€ BBIXOJA U3 SKpaHA
[S]elect.

Cucrema APT B gucrpubyruse Woody wMeeT HOBBINH aJbTePHATHBHBIA MeXaHU3M il Yiep-
JKaHUS TTAKETOB BO BPEMs TIPOIECca BRIOOPKHU apXuBa, UCmob3ys Pin-Priority. CMmoTpure man-
crpanuiyy apt_preferences(5), a takske http://www.debian.org/doc/manuals/apt-howto/ wan
nakeT apt-howto; rmasa ‘O630p daiina /etc/apt/preferences’ Ha crp. 87 ToXKe COAEPKUT KpaT-
KOe 00bsICcHeHue.

2.2.12 TlakeTbl ¢ HCXOITHBIM TEKCTOM

IlakeTBl ¢ NCXOAHBIM TEKCTOM DACIIOIATAIOTCA B KaTasore source, mu6o Bel MoXKeTe cKavaTh MX
BpyUHYIO mian ucrnoab3osath APT

apt-get source foo

9TOOBI UX MOIYUUTH (CMOTpHUTE man-crpannmy apt-get(8), arober macrponts APT mis sT0r0).


http://www.debian.org/doc/manuals/apt-howto/
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2.2.13 Coopka OMHAPHOIO MaKeTa U3 HMaKeTa ¢ UCXOTHBIM TEKCTOM

Y06l CKOMITMITMPOBATE UCXOMIHBIN TekeT TakeTa foo, Bam myxk#bl OyayT BCe caemyomue haii-
awt - foo *.dsc, foo *.tar.gz u foo  *.diff.gz (3amernre, urto He cymectyer daitna .diff.gz mrs
camoro makera Debian).

Kak Tosnko Ber ux nosyante, v ecin y Bac ycranosien naker dpkg-dev, komania
$ dpkg-source -x foo_Bepcus-pesusus.dsc

pacnaKyeT MmakKeT C UCXOAHBIM TEKCTOM B KaTaJIOT' II0J UMECHEM fOO—BepCI/IH.

Buizosure cienymyio koManmy, 9To0b coOpaTh OMHAPHBIA MaKeT:

$ cd foo-Bepcus
$ su -¢ "apt-get update ; apt-get install fakeroot"
$ dpkg-buildpackage -rfakeroot -us -uc

Haee,
# su -c "dpkg -i ../foo_Bepcus-peBususi__apxurektypa.deb"

4TOOBI YCTAHOBUTH TOJBKO 9TO coOpanHblil Ounapubiii naker. Cvorpure ‘lloprupoBanue makera
B cucreMmy Ha 6aze stable’ Ha ctp. 96.

2.2.14 Cosyanne HOBLIX nakeToB Debian

3a gerannHOl nHMOpPMaIUEH M0 CO3TAHMI0 HOBBIX TAKeTOB UnTaiiTe PyKOBOACTBO HOBBIM MeiiH-
reiinepam (New Maintainers’ Guide), umerorieecst B makere maint-guide maum mo agpecy http:
/ /www.debian.org/doc/manuals/maint-guide/.

2.3 Oo6nosjyieane cucrembl Debian

Onxmoit w3 3amau Debian siBjstercst obecrievenre COBMECTUMOTO TIyTH OOHOBJIEHUS W HAI€3KHOTO
IpoItecca OOHOBIEHNs, M MBI BCET/Ia JIEJIAIN BCE OT HAC 3aBUCAIIEE IO CO3JAHUIO TAKUX HOBBIX Pe-
JIU30B, KOTOPbIEe CIOCOOHBI I1a K0 OOHOBUTL mpemblaytue. [lakeTs mpeaynpeaar moIb30BaTe /s
0 BaXKHBIX MOMEHTaX B IIpolecce OOHOBJICHHS W, 3a9aCTYIO, IIPEJOCTABAT PEIIeHNE BO3MOMKHDBIX
mpobJiem.

Bawm Taxyke Hy:KHO m3ydnTh n0kyMeHT Release Notes, KOTOpEIil onmuchIBaeT MOIPOOHOCTH KOH-
KPETHBIX OOHOBJIEHMIT, PA3MEIAIONIMACS Ha BCEX KOMMAKT-AucKax ¢ Debian, win 1o agpecam
http://www.debian.org/releases/stable/releasenotes u http://www.debian.org/releases/testing /
releasenotes.

IIpakTrdeckoe pyKOBOICTBO IO OOHOBJIEHUIO IIPEJICTABACHO B ‘Yupas/enue nakeramu B Debian’
Ha cTp. 81. DTa ceKuust JINIIhL ONUCHLIBAET OCHOBHBIE TTPUHIIAIILL.


http://www.debian.org/doc/manuals/maint-guide/
http://www.debian.org/doc/manuals/maint-guide/
http://www.debian.org/releases/stable/releasenotes
http://www.debian.org/releases/testing/releasenotes
http://www.debian.org/releases/testing/releasenotes
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2.3.1 Cruocobnl 0bHOBJIeHUd cucreMbl Debian

Bceerga moxkuo mpocTo, mcnoab3yd amonuMubi goctyn mo FTP wnnm wepes mporpammy wget
3aiiTu B apxup Debian, BHUMAaTEIbHO U3yUNTh KATAJOTH, HAWTHU 2KejaeMblii ¢aili, ckadaTh ero,
1, HAKOHEI, YCTAHOBUTHL €ro npu nomomu nporpavmbr dpkg. (3amerwre, uto nporpamma dpkg
ycTaHOBUT (hbaiibl OOHOBJIEHUST HAa CBOE MECTO Jaxke Ha paboratomeii cucreme.) VHorma, onHako,
0oOHOBJIEHHBIH 11aKeT norpedyer yCTaHOBKU HOBOIl ODHOBJIEHHON BepCHUU €Ille OJHOI'0 IAaKeTa, U
[I0Ka OH He DyJjieT yCTAHOBJIEH, YCTAHOBKA HE OY/IET 3aBEpIIEHA.

MHoro Jirojieit couin, 9To ITOT PYUHON criocob pacxoayer Maccy Bpemenu, Tak Kak Debian pas-
BUBaCTCA O4YCHDb 6bICTpO I O6bI‘{HO KazKAYI0 HEJCJ/II0 3aKa9YUBACTCA MHOZKECTBO HOBBIX IMAKETOB.
W ux yucio yBeJiMuuBaeTCs MEPEJ] HOBBIM [VIABHBIM PEIN30M. YT0OBI MMETH JeJI0 ¢ TAKUM IT0TO-
KOM, I10/1b30BATC/IN IIPEAIIOYUTAIOT UCIIOJIb30BATH ABTOMATU3UPOBAHHYIO IPOI'PAMMY /151 O6HOB—
JICHWA. Z[.H?[ 9TOr0 CYIIECTBYET HECKOJILKO CIIENUAJILBHBIX MHCTPYMEHTOB YIPABJICHUA TTaKETAMU.

2.3.2 O030p HHCTPYMEHTOB yIPABJICHHUS ITaKETAMU

Cucrema ympasiienns: maketamu B Debian umeer jBe 1esin: MaHUIIYIUPOBaHTE COOCTBEHHO (haii-
JlaMU TIAKeTOB U BbIOOpKa daitsiop makeros u3 apxupa Debian. Ilporpamma dpkg sbrmosiasier
nepByto 3agaqay, cucrema APT and nporpamma dselect mocsienaior0.

2.3.3 TIIporpamma dpkg

DTO OCHOBHAS IpPOrpaMMa IJIs MAHUIIYJIHPOBAHAA (PaiilaMHA IAKETOB; 34 IIOJHBIM OINACAHAEM
obpamaiitech k man-crpanune dpkg(8).

HporpaMMa dpkg naeT BMeCTe C HeCKOJIbKUMU ITPOCTBIMU JOIIOJTHUTE/IBHBIMU IIPOTPAaMMaMM:

dpkg-deb: Manunympyer daitmamu .deb. dpkg-deb(1)

dpkg-ftp: Crapas komanma st Beibopku daiinos makeros. dpkg-ftp(1)

dpkg-mountable: Crapas xomanma gyrs Beibopku daiinos nakeros. dpkg-mountable(1)

dpkg-split: Pas6usaer Gosbmioit maker Ha 6osiee Menakue daiiabl. dpkg-split(1)

[Iporpamwmer dpkg-ftp u dpkg-mountable 6v1u 3amerenst BBemenueM cucreMbl APT.

2.3.4 Cucrema APT

Cucrema APT (VaydimeHHbI# HHCTPYMEHT i1t PAOOTHI ¢ MAKETAMM) MPECTABIIET COO0H Yy d-
meHHbI nHTepdeiic K cucreMe yupapjeHus nakeramu B Debian, u cocTouT u3 HECKOJIBKUX MPO-
rpamMm, OOBITHO HAIMHAIOMIMXCs cO mpedukca "apt-“. IIporpammbr apt-get, apt-cache u apt-cdrom
- 9TO UHCTPYMEHTBHI KOMaHJIOW CTPOKHU JIjId MaHUIYIupoBaHus nakeramu. OHu Takke PyHKIMO-
HUPYIOT KaK 110JIb30BaTeIbCKIE IporpaMmbl-iardopmbr (back end) s Apyrux mHCTPYMEHTOB,
TakmxX Kak dselect n aptitude.
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s nonosaurenbuoit MHMOPMAIMH  YCTAHOBUTE MNAaKeT apt W OPOYTUTE COOTBETCTBYIO-
mme man-crparunpi:  apt-get(8), apt-cache(8), apt-cdrom(8), apt.conf(5), sources.list(5),
apt_ preferences(5) (Woody), a takzxke /usr/share/doc/apt/guide.html/index.html.

AnprepraruBubiM uctouarKOM mHGOpMarmu aeiagercd crpaanina APT HOWTO (http://www.
debian.org/doc/manuals/apt-howto/). Ona MoxkeT OBITH ycTaHOBAEHA W3 Makera apt-howto,
daiisn /usr/share/doc/Debian/apt-howto/.

Komanner apt-get upgrade m apt-get dist-upgrade o0GmHOB/IsIIOT TONBKO TAKETHI, OMUCHIBAEMBIE
kak "Depends:“ u npocMaTpuBaroT BCe IaKeThl ¢ 3aBucuMoctamu "Recommends:* u "Suggests:“.
Yrober n3bekarsh ITOr0, UCHOAL3yHTE mporpammy dselect.

2.3.5 [IIporpamma dselect

DTo TporpaMmMa MPeICTaBiseT coDOM yIpaBIsieMblil ¢ TTOMOIILIO MeHIo nHTepdeiic K cucreme
yupasjenus nakeramu B Debian. Ona ocobenHo mo/ie3Ha B IEPBBIX YCTAHOBKAX WM KPYITHOMAC-
mrabubix obHOBIeHUAX. CMoTpuTe ‘Ilporpamma dselect’ Ha crp. 84.

st gononanTensHol nadopMaluu yeraHopure naker install-doc u usyunre daitn /usr/share
/doc/install-doc/dselect-beginner.en.html win crpanuny mo agpecy dselect Documentation for
Beginners (http://www.debian.org/releases/woody /1386 /dselect-beginner).

2.3.6 O6HOBAEHHE PADOTAIOIIEH CHCTEMBI

Anpo (daitrosas cucrema) B Debian cucremax nomgepxusaer 3ameny hailos J1aKe BO BpeMs
PX UCIIOJIb30BAHUSI.

MpbI TakzKe IIpeocTaB/sgeM IIPpOrpaMMy, Ha3blBaeMylo start-stop-daemon, KoTopasi HCIIOJIb3yeT-
¢ JUTA 3aITyCKa, JIEMOHOB Ha, 9TAlle 3arPy3KH WK JJId MX OCTAHOBA, KOTJIA M3MEHSIeTCS yPOBEHb
UCITOJTHEHN siipa (HAPUMEp, [IPU [IEePeXo/ie U3 MHOTOIOIB30BATEIHCKOTO B OTHOMOIH30BATE b
ckuil pexxum wian B cocrosiuue "ocranos® /halt/). Ta ke mporpaMMa HCIOTB3yeTCsT YCTAHOBOU-
HBIMU CKPUIITAaMH, KOTJa HOBBIN makKeT COmECPKUT yCTaHaBJTI/IBaeMbIﬁ JAeMOH, JJId OCTaHOBKHU Pa-
HoTarmux JeMOHOB U UX PECTapTa, €CJU 3TO HEOOXOIUMO.

3amerbTe, uTo cucreMa Debian me TpebyeT HCIOIB30BAHAA OIHOIOJB30BATEILCKOIO PEKUMA,
st OOHOBIEHNS PAbOTAIONIEH CUCTEMBI.

2.3.7 CkadeHnble u K3MIUPOBaHHBIE apxuBHbe (aitaer .deb

Ecynm Be Bpyunyio ckaganm daiianer nakeros Ha Bam xectkuii quck (4ro, KCTaT, COBEPIIEHHO He
HYKHO; cMoTpuTe onucanue nporpamm dpkg-ftp o APT Beime), To mocsie yCTaHOBKU MAKETOB
Bur moxere ynaauts daitast .deb nz cucremsi.

Ecan ke ucnonbsyerca cucrema APT, 1o 911 daiiabl kaumpyorcs B kartasuore /var/cache/apt
/archives. Bel MozKeTe cTepeTh UX mocsie yeTaHoBKU (KOMaHI0it apt-get clean) win cKonmupoBaTh
ux B Karasor /var/cache/apt/archives Apyroit Maliusbl ¢ HEIbIO SKOHOMEI BXOAANIIEro Tpaduka
NPU TIOCJIETYIONTNX YCTAHOBKAX.


http://www.debian.org/doc/manuals/apt-howto/
http://www.debian.org/doc/manuals/apt-howto/
http://www.debian.org/releases/woody/i386/dselect-beginner
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2.3.8 Kypnamuposanue (record-keeping) mporecca oGHOBICHUS

TIporpamma dpkg xpamuT 3anmcu 0 nakerax, KOTOpbie ObLIN PACIAKOBAHbI, CKOH(DUTYPUPOBAHDI,
yAJI€HbI, U /U OYUINEHBl, HO He XPAHUT (B HACTOSIIEE BpeMsl) XKyPHAJ JeliCTBHUIT TI0Ib30BaTe s
Ha TEPMUHAJIE BO BpeMs PabOTHI C MAKETAMHU.

CaMplii TPOCTOI TyTh UCIPABUATE TO - ITO 3AMYCKATH ceccrto mporpammbr dpkg, dselect, apt-get,
U Tp. C TIporpaMmoii script(1).

2.4 Ilpomecc 3arpysku Debian

2.4.1 TIIporpamma init

Kak u Bce Unix-mogo6HbIe onepanuonubie cucrembl, Debian 3arpy:kaercs, BBITIOJHsST TTPOrpaM-
My init. Koudwurypanmonnsiii daiin mus init (/etc/inittab) ykasbiBaer, 4ro nepsblit cKpuir,
KOTODBIIT TOJIZKEH OBIThH BBITOJHEH, - 9TO CKPUIIT /etc/init.d/rcS. JJaHHbIil CKpUIIT 3amycKaeT Bee
CKpHITHI 13 KaTasora /etc/rcS.d/ o nopsaky (kak nepesectu by sourcing ? - mpuM. repes.) wiu
MOPOZKIast TIOTIMHEHHBIE TPOTIECCHI (B 3aBUCHMOCTH OT PACIIUPEHHsI UMEHH (aiiia) ¢ Mebl0 HHH-
[UATM3AINN CUCTEMbI, KaK TO IPOBEPKA U MOHTHUPOBaHNE (hailIOBBIX CUCTEM, 3arpy3Ka MOJYJIei,
3aIyCK CETEBBIX CEPBUCOB, YCTAHOBKA CHCTEMHBIX 9acoB u 1p. Jlasee (Jy1st COBMECTUMOCTH) 9TOT
ckpunr seinosHger dailibl u3 karanora /etc/re.boot/ (kpome rex, aro umeror ‘.’ B umenu daii-
Ja). JIrobble CKpUNTHI W3 TMOCIETHErO KATAIOTa OOBIIHO MPEeTHABHAYAIOTCS I UCIOTB30BAHMUS
CUCTEMHBIM aJIMUHUCTPATOPOM, 1 [IPUMEHEHUE UX B [IAKETaX HE JIOIYyCKAETCs. 3a JO0MOJTHUTE b
Ho#t wHpopmalmeit obpamaiitech kK ‘System initialization” wa crp. 135 man crpamuie System
run levels and init.d scripts (http://www.debian.org/doc/debian-policy /ch-opersys#/s-sysvinit)
PyxkosojicTBa 1o nosimtuke Debian.

2.4.2  VPpOBHU BBHINIOJHEHUS

ITo okoHwaHuM mporecca 3arpy3Ku HporpaMma init BHIIOJIHSET BCe CTapTOBble CKPUITHI B Ka-
TAJIore, ONpPEJIEIAeMbIM YPOBHEM BbIMOJICHEHHs 10 YMOJTYAHUIO (9TO YPOBEHb BBINOJHEHUS 3a-
Jaerca snementom id B daitie /etc/inittab). Kak u Gonbmmucrso System V - coBmecTMMBbIX
Unix-cucrem, JImayKc nMmeer 7 ypoBHell BLITOTHEHN:

® 0 (ocraHOB CUCTEMBI),

® 1 (OZHOIOIB30BATENLCKAI PEKIM ),
2 - 5 (pasauaHBIE MHOTOIIOIB30BATEIBCKIE PEXKUMBI), 1
® 6 (mepesarpyska CHCTEMBI).

Cucrembl Debian uayr ¢ id=2, xKoTopblfi OKa3bIBA€T, 9YTO MPHU BXOJ€ B MHOI'OIIOJIb30BATE b
CKuit peKUM ypOBE€HL BBIIIOJIHEHUA 110 YMOJIY9AHUIO - BTOpOﬁ, " 1o3TOMYy Tpe6yeTCH BbIIIOJIHUTD
CKPUIITHI U3 KaTaJjora /etc/rc2.d/.

Ckpunrsl B jiio6oM u3 Karaaoros /etc/rcN.d/, no cyTu, aBASIOTCS CAMBOJUYECKUME CCBLIKAME
Ha CKPUIITHI U3 Karasora /etc/init.d/. Ognako, camu numena daitios B kaxaoM /etc/rcN.d/ ka-
Tasiore ONpeesisiioT cnocob, KOTOphiM OyiyT 3amyinedsl ckpunThl 3 /etc/init.d/. Konkpernee,


http://www.debian.org/doc/debian-policy/ch-opersys#s-sysvinit
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nepej BXOJ0M B Ji000l yPOBEHB UCIIOJIHEHUS] CHAYAJIA 3AIMYCKAIOTCS BCE CKPUIITHI, HAYMHAIOIIHE-
cs ¢ 6yksel ‘K’; manHble CKPUNITHI OCTAHABINBAIOT CEPBUCH. Jlajiee BRITIONHAIOTCI BCE CKPUIITHI,
HadMHAIOIUECS B OYKBBI ‘S’; 9TH CKPHUIITHI 3aIlyCKAT cepBUCHL. JIBy3HAaUHOE 4nciio nocjie OYK-
Bol ‘K’ mwym ‘S’ mokazbIBaeT MOPSAI0K, B KOTOPOM BBIMOJHSIIOTCS CKPUNTHI. CKPUITHI ¢ MEHBITTHM
HOMEDPOM BBITTOJTHSIOTCS [TEPBHIMHU.

910 cnocobd paboraer, Tak KaK BCe CKPHUITH U3 Karasnora /etc/init.d/ mpurmMalor aprymeHt c
OJIHUM W3 BO3MOXKHBIX 3HaueHuil "start”, "stop”, "reload”, "restart” wiu "force-reload”, u BbIION-
HSIFOT 3329y, COOTBETCTBYIONIYIO 3HAUEHWIO JAHHOTO apryMeHTa. DTH CKPUITHI MOTYT TAKKE
UCIIOJIB30BATHCS TI0CJI€ BArPY3KHU CUCTEMBI JIJIsl YIPABIEHUS PA3INIHbIMU IIPOIIECCAMU.

Hanpuwmep, caemyromaa komanga ¢ aprymernTom reload”

# /etc/init.d /sendmail reload

noceuIaeT JeMony sendmail curnast, nobyKIarIuil ero nepeanTarTs KOH(MUTYPAITUOHHBIH (haillr.

2.4.3 HacTtpoiika mporecca 3arpy3Kn

Debian we ucnosibsyer cpoitcteeruniii BSD karamor re.local mjist HacTpoiiku mporecca 3arpy3Ku;
BMECTO 3TOTO OH MPEIOCTABJAET CAeTYIONNH MEXaHU3M.

ITpeanonokumM, cucTemMe HyKHO Ha 3Tale 3arpy3Kd WJIM [PW BXOZE B onpesenenubiii (System
V) ypoBeHb BBIOTHEHUsT UCTOJHUTH CKpunT foo. Torma cucTeMHBINR A MUHUCTPATOD JIOJIKEH
cleJlaTh:

1 Pasmecruts ckpunt foo B Karasore /etc/init.d/.

2 Broimogauts Debian-komanmy update-rc.d ¢ cooTBeTCTBYIOIMMY aPTyMEHTAMUA, ITOOBI CO-
3/1aTh CUMBOJIMIECKUE CCBLIKM MEXK /Iy KaraaoraMu rc?.d (3a71aBaeMblii B KOMaH/ION CTPOKe )
u daitiom /etc/init.d /foo. 3ueck ? - 910 HOMep 01 0 110 6, KOTOPBI COOTBETCTBYET OJHOMY
u3 System V ypoBHeil BBITTOJTHEHWS.

3 Ilepesarpysurb cucremy.

Komanga update-rc.d ycramoBuT cchingm Mexay haittavu B Karasore rc?.d m CKPUIITOM U3
/ete/init.d/. Kaxkmas cebuika Oyaer HaumHatbesa ¢ ‘S wm ‘K’ ¢ mocaeayomum HOMEPOM ©
uMeHeM ckpunra. Korja cucrema BXOJUT B yPOBeHb BbloJHeHust N, u3 karasora /etc/rcN.d/
CKPUIITHI, HaduHatomuecs ¢ ‘K, 3aIycKaiorcst ¢ apryMeHToM stop, a IOTOM OTTY/Ia JKe CKPUIITHI,
HAUMHAIOIIHUECS ¢ ‘S, 3allyCKAIOTCA ¢ apryMeHToM start.

Hanpumep, MOXKHO HACTPOUTB, 4TOOBI CKPUIIT {00 BBIIOJIHSJICS IIPU 3arpy3Ke, Pa3MeCTHB €ro B
karasor /etc/init.d/ m ycramosus ccouiku npu nomommu koMamael update-rc.d foo defaults 19.
Aprywment defaults ccpimaercst Ha YpOBHU BBITIONHEHUS 110 YMOTIAHAIO, KOTOPBIE MOTYT OBITH OT
2 10 5. Apryment 19 obecrieunBaer, 9ro cKpunT fO0O BBI3BIBAETCS 10 JIFOOBIX JIPYTHX ¢ HOMEPOM
20 wan 6osbIre.
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2.5 llonpep:xkaHue MHOTOOOPa3us MPOrPAMMHOIO 0DECIIeYeHUsI

Debian npejyiaraer HECKOBKO TIyTell yI0BIETBOPEHHUS JIFOOBIX TTOTPEOHOCTENH CHCTEMHOTO aJIMU-
HECTpaTOpa 0e3 HapyIeHul B CUCTeME:

¢ dpkg-divert, cmorpure ‘The dpkg-divert command’ ma cTp. 99.
® equivs, cmotpute ‘The equivs package’ ma crp. 99.
e update-alternative, cmoTpure ‘Alternative commands’ ua ctp. 99.

e make-kpkg mogmepKUBaeT MHOXKECTBO CHCTEMHBIX 3arpy3unkoB. CMOTpHUTE CTPAHUIIHI
make-kpkg(1) n ‘Debian standard method’ ma crp. 101.

Jliobeie daiinbl B Karamore /usr/local/ mpunamiexar cucreMHOMY agMuHECTpaTopy U Debian
ux He Tporaer. BosbmmHcTBo (M Bee) daiisibl B Kartajgore /etc aBAAITCA KOH(MUIYDPAIMOH-
vbiMu daitiamu 1 Debian ux #He OyJeT nepe3anucbiBaTh NMpU OOHOBJIEHUSX, TTOKA CHCTEMHBIN
AJMUHUCTPATOD SBHBIM 00PA30M 3TOTO HE 3aIPOCHUT.

2.6 MaTepHaNMOHAJIM3AINA

Cucrema Debian naTepraimonasbta u obecriednBaeT 0ToOparKeHNue U BBOJI CHUMBOJIOB HA MHOTUX
sI3BIKAX KaK B KOHCOJM, TaK B cucreme X Window. MHOXkeCTBO TOKyMEHTOB, Man-CTPAHUIIBI 1
CHCTEMHBIE COODIIEHNS TEPEBEIEHBI Ha MHOTHE SI3BIKH, U UX (SI3BIKOB) IHCI0 pacTeT. B mporecce
ycrarnoBku Debian npocuT mosmb30Barens BbIOPATh A3bIK MHCTAMAAIMEA ( M JIa’Ke MHOTJAA €ro
MECTHYIO BapHUAIHIo).

Ecnn Bamra ycramossienHast cucreMa He IIOAIEP:KABAECT BCe Hy2KHbIE BaM d3BbIKOBbIE 0COOEHHO-
ctu, nan BaM HYXKHO M3MEHHUTH SI3BIK WJIH YCTAHOBUTDL JAPYTYIO PACKIAIKY KJIABUATYPHI s
Barmero a3wika, cmorpute ‘Localization’ Ha crp. 167.

2.7 Debian u sanpo

Cwmotpure ‘The Linux kernel under Debian’ wa ctp. 101.

2.7.1 Kowmnungnus sapa, moaydenroro He u3 Debian

Heobxomumo noammars nonntky Debian B orrOmenun 3aronosounsix (aiiios (headers).

Bubsmoreku szbika C B Debian cobpaHbl ¢ caMbIiM CBEXKHUM CTADWIBHBIM PETA30M 3arN0JOBKOB
SATIpa.

Hanpuwmep, pemus Debian 1.2 ucnosib3oBas Bepcuto 3arooBkos 5.4.13. 9Ta npakTUKa OTIAYA-
erCsi OT TOM, YTO B IMAKETaX MCXOIHBIX TEKCTOB siypa Linux, pacupocrpansembix Ha Bcex FTP-
apxuBax Linux, rie uCmoIb3yIOTCS caMble CBEXKIE BEPCUH 3aT0JIOBOYHBIX (DaiijioB. 3ar0JIOBOUHBIE
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dailabl spa pacnpoCTPaHSIOTCS BMECTe ¢ SIIPOM M HaXoAaTcs B Karagore /usr/include/linux

/include//.

Fcam Bam HyXHO CKOMONIMPOBATH TporpamMmy ¢ 00jiee HOBBIME 3aro/JOBOYHBIME (haifaa-
MU, YeM Te, U4TO MpeIoCTaBjisiiorcs makeroM libe6-dev, To Bwr moskubl 706aBUTH ONIHUIO -
I/usr/src/linux/include/ x Bameit komaniHo#i cTpoke npu KoMmmmsyu. Hanpumep, 910 BaxKHO
npu c6opke makera JeMoHa aBToMoHTHpoBaHus (maker amd). Korzma HOBBIE siipa M3MEHSIOT
HeKOTOpble BHyTpeHHHe ocobenunocTu paborsl ¢ NFS, mporpamme amd HyKHO 3HATH 00 TOM.
DT0 u TpebyeT BKJIIOYEHUs] CAMBIX [MOCJETHUX 3ar0JI0BOYHBIX (ailioB.

2.7.2 UVHCTpyMeHTHI JI/Id TIOCTPOEHU 4J/IeP, HACTPOEHHBIX IOJIb30BaTeIeM

ITonbzoBaTe dM, KeaamuM cobpaTh HACTPOEHHOE UMU SIAPO, TPEIIATAeTCs CKAYaTh MaKeT
kernel-package. lanubIil TaKeT COMEPKUT CKPUIIT /st TIOCTPOSHUS ITAKeTa C sAPOM U obecredn-
BAaEeT TAKYI0 BO3MOYKHOCTH TIOCPEJCTBOM 3aIyCKa KOMAaHJIbI:

# make-kpkg kernel image

B KATAJI0Te BEPXHEr0 YPOBHA MCXOAHBIX TEKCTOB dapa. [Ipu moMoty ciaeaytoneil KOMaH bl MOXK-
HO TOJIYYHUTH CIIPABKY:

# make-kpkg --help

TakxKe JocTynHyto Ha man-crpanune make-kpkg(1l) u ‘The Linux kernel under Debian’ ua ctp.
101.

[Tosp30BaTE N TOMKHBI KPOME TOTO CKAYaTh MCXOMHBIN KOJ Hanbosee CBEKero sapa (Win xe
SIPA, KOTOPOe UM Tpebyercs) ¢ JIH000r0 npeIiounTaeMoro MMu apxXuBHOroO cajita Linux B ciy-
Jae HeJOCTYMHOCTH mmakeTa kernel-source-Bepcus (re Bepcus 0603HATAET BEPCHUIO spa). 3arpy-
3ounblil ckunt initrd B Debian rpebyer crnenmajpbHOro naryda K sijipy, Ha3blBarOmuiics initrd;
cmorpure http://bugs.debian.org/149236.

[lonpobHble HHCTPYKIMU IO KCHOTb30BaHMIO makeTa kernel-package manbr B daiine /usr/share

/doc/kernel-package/ README.gz.

2.7.3 CrenuaJbHOe MOJOKEHHE O TOM, KaK paboTaTh ¢ MOILYIIMH

[Taker modconf B Debian mpegocrasiasger ckpunr KomaHHOrO uHTeprperaropa (/usr/sbin
/modconf), KOTOPBI MOKHO HCIOJB30BATH Il HACTPOHKM KOHMUTYDAIUH MOJIyJei. DTOT
CKPHIIT MMeeT MeHIo-uHTepdeiic, yepe3 KOTOpBIl M0/b30BaTe/b ONpalIuBaeTcs 06 0CoBeHHO-
CTAX 3arpyzKaeMbIX JpaiiBEPOB yCTPOMCTB B CHCTEME. YKa3aHHad MOJIb30BATEIeM HH(DOPMAIIUS
ucHosb3yercs st Hacrpoiiku daiiia /etc/modules.conf (KoTopslil comepKuT CIUCOK aInacos
U JIDYIHe apryMeHTBl, UCHOJIb3YeMble B COYETAHUU C PA3JUUYHBIMU MOJYJISIMU), [IPU ITOM aHa-
au3upytorcs daitibl 13 Karanora /etc/modutils/ u daiin /etc/modules (copepxkamuit crimcok
MOy Ielt, TpeGyeMBIX CBOEH 3arpy3KU MPH CTapTe CHCTEMBI ).


http://bugs.debian.org/149236
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Ilonobuo daitmam Configure.help, npu3BaHHBIM TTOMOYL B CO3/IaHUH OJIb30BATEIBCKUX SAED, Ma-
ket modconf mocrasisiercsa ¢ nabopom daitnos cipasku (B karasore /usr/lib/modules help/),
KOTOPBIE TIPEIOCTABSIOT TOAPOBHYI0 HHMOPMAIIHIO 0 COOTBETCTBYIONINX ApTyMEHTaX KasKI0T0
momysisa. [Tpumepsr cmorpure B ‘The modularized 2.4 kernel” ma ctp. 103.

2.7.4 Yjajienue u3 CUCTEMBI CTAPOIO MAKETA C SAPOM
Ckpunt kernel-image-NNN.prerm (3amyckaemblii mepej| yJaJeHueM MakeTa ¢ sJpOM - MPHUM.
MEePEBOTINKA) IPOBEPSIET HA COBIAJEHUE $ITPO, KOTOpOe ceifigac paboraer, ¢ aapoM, KoTopoe Ber

OBITAETECh VAAJIUTDL U3 cucTteMbl. Takum obpazom, Bui moxkere 6€30macHO yAa/idTh HEHYKHBIE
MaKeTLl ¢ gAPOM, UCIOIb3Yys JaHHYI0 KOMAaHIY:

dpkg --purge --force-remove-essential kernel-image-NNN

(Koneuno xe, 3amennre NNN na HOMep Bepcun u pesusun Bamiero szpa.)
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['maBa 3

CoBeThl 110 ycTaHOBKe cucreMbl Debian

Odunnaapaas TOKyMeHTallnsd Mo ycraHoBke Debian pacmosaraercs mo azapecy http://www.
debian.org/releases/stable/, u http://www.debian.org/releases/stable/installmanual.

Bepenu JIOKYMEHTOB, HAXOASAIMXCS B paspaboTKe, PACIoaraloTcs 10 aipecy http://www.
debian.org/releases/testing/, wu http://www.debian.org/releases/testing/installmanual (mo-
CKOJIBKY PaboTa, elre IpPOJI0JIzKAeTCs, HHOTa JOKYMEHT MOXKeT ObITh HE JOCTYIIEH).

XoTa 9Ta raaBa ObLIa M3HAYAIBLHO HANKMCAHA BO BPEMd CYIECTBOBAHHUS MPOTPAMMBI YCTAHOB-
ku Potato, 6oJibitas yacTh TekcTa Obl1a 0OHOBJIEHA JIJi UCHOJIb30BaHus ycranosimuka Woody
(kpome 3TOro, oM OueHb moxoxku). A Tak Kak Sarge Oy/Jer MCrnoJb30BATH COBEPIIEHHO HOBYIO
IpPOrpaMMy YCTAHOBKU, UCIOIB3YHTE STOT JIOKYMEHT JIUIIb KAK OTIPABHYIO TOYKY JJId YCTaHOB-
KA Sarge.

3.1 O6mme coBeThl MO YCTAHOBKE CHCTeMbl Linux

Ecan Bor nimere kommaktabit CD-06pa3 ycranosmmka Debian, ve 3abyabpre M3yIuTh COMEPKI-
Moe crpanunsl http://www.debian.org/CD /netinst /.

Wcnonn3onanne testing nsm unstable pucrpubyrnsos Debian yBennunBaeT pucK CTOIKHYTHCS €
CEPbE3HBIMU ONMUOKAMHU. DTOTO MOKHO M30€KATh ITyTEeM Pa3BEPThIBAHUS OYTOBOTO 3arpy3dynKa
€ BOBMOYXKHOCTBIO BhIGOpa Gosee ctabuabHOro auctpudyTuBa Debian, man wcmob30BaHud TPo-
rpaMMbl chroot s Gostee crabuibproro mucrpubytmsa (ommcano B ‘chroot’ ma crp. 130). Do
ITO3BOJIUT BBIITOJIHUTH OJHOBPEMEHHO PAa3HBIC BUADI Debian Ha PA3HBIX KOHCOJIAX.

3.1.1 OcHOBBI COBMECTHMOCTH AIapaTHOrO obeciedeHus

Linux coBMecTuM ¢ MHOYKECTBOM aIlIIaPTHOIO ObecredeHus epCOHAIbHBIX KOMIBIOTEPOB U MO-
KeT ObITh YCTaHOBJIECH IIOYTU HA .HIO6yIO cucremy. ﬂﬂ?{ MEHA 9TO TaK2KE JICI'KO, KaK yCTaHOBUTH
Windows 95/98 /Me. Crincok coBMeCTHMOro anmapaTHoro obecrevdeHnsi OCTOSTHHO PACTeT.


http://www.debian.org/releases/stable/
http://www.debian.org/releases/stable/
http://www.debian.org/releases/stable/installmanual
http://www.debian.org/releases/testing/
http://www.debian.org/releases/testing/
http://www.debian.org/releases/testing/installmanual
http://www.debian.org/CD/netinst/
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Ecnu Bor mmeere HoyTOyK, m3yante nadopmanmio Linux on Laptops (http://www linux-laptop.
net/) Ha OpeJMeT CChLIOK 10 YCTAHOBKE CHCTEMbl Ha OIIPEEIeHHYI0 MOJeIb BBIOPAHHOTO TIPO-
U3BOTUTEIS.

Most pekoMeHarus 110 BbIOOPY AIMIapTHOI'O OOeCIeveHus Jijisi NE€PCOHAJIBHOIO KOMIIBIOTEDA -
"IIpocTo 6yab KOHCEPBATHBHBIM'
e Kecrkue qucku - Ha pabore SCSI, nng wacrroro ucnosnbzosanns Moxuo IDE/ATAPI.
e IDE/ATAPI CD-ROM (wrmu CD-RW).
nnater PCI, a me ISA, ocobenno mna cereswix mmat (NIC).
e Vcnoapayiite memesbie ceteBble KapThl. Xopormw Tulip ama PCI, NE2000 mra ISA.
e Ha moyrbykax B ciaydae nepsoit ycranoBku usberaiire PCMCIA.
e Hukakux USB knaBuaryp, MbIlliei, ... ecju He XOTUTE TPYIAHOCTEM.

FEcan y Bac memrennast mammaa, Xoporireit njgeeit OyaeT CHATE KECTKUH AWCK U TOKIIOYATH €ro
K JpyTroii 6oJiee OBICTPOIl MaIMHEe HA MOMEHT YCTAHOBKH.

3.1.2 Omnpenenenne annaparuoro odecrnedenus [IK n mabopa MUKpocxem

B mporecce yeramnosku 3amai0Tcesa BOmpockl 06 obopynosarun win vHabope mukpocxem [TK. Unormga
JaHHYI0 nHQOPMaIIo He TaK IpocTo Haiitn. Bor onun n3 MeTomoB:
1 Packpotite kopmyc Bamero 11K u zarngaute BHYTPb.
2 Banummre UIHTUMUKATTMOHHBIE KOJIBI ITPOAYKTOB Ha, OOJIBIIIINX MUKPOCXEMAaX BUIEOKAPTHI,
CeTEBOr0 AMANTEPA, MUKPOCXEMAX OKOJIO TIocjaenoBaTeabHbIX 1 IDE mopros.
3 BanwmmuTe HazBaHUSA KapT, HamedaTanabix c3aan Ha PCI n ISA kaprax.

3.1.3 Omupenenenne cocraBa obopyroanust [IK mpu momormu Debian

Crenyromme KOMaHIbI HAa Linux-cucreme MOJKHBI JaTh HEKOTOPY HHMOOPMAIH 00 MMErIeM-
Cs1 000PYIOBAHUY 1 €0 KOHQUIYPAIINAN.

$ Ispci -v |pager

$ pager /proc/pci

$ pager /proc/interrupts

$ pager /proc/ioports

$ pager /proc/bus/usb/devices

OTU KOMAHJbI MOIYT OBbITH BBIIIOJIHEHBI B MPOLECCE YCTAHOBKM CUCTEMbI U3 IKPAaHA KOHCOJIM,
nepeiiTy Ha KOTOpbIit MOXKHO HaxkaTuem Alt-F2.

TunoBoe uCmoB30BaHNE TPEPHLIBAHMI:
e IRQO: mpepsiBarme or Taiimepa (8254 )
e TRQ1: mpepbiBarue OT KOHTPOJLIEPA KJIABUATYPbI
¢ 1RQ2: npumensercs Jjs KackaupoBanusi KoHTposiepa npepbiBannii IRQ8-IRQ15 na PC-
AT
e TRQ3: Bropoii nocaeposaresnbhblit mopt (i0-port=0x2F8) (/dev/ttyS1)


http://www.linux-laptop.net/
http://www.linux-laptop.net/
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e IRQ4: mepssIit ocTegOBaTENBHBIN TOPT (10-port=0x3F8) (/dev/ttyS0)

e TRQ5: cBOGOIHO (paHee UCIIOIB30BAIIOCH JIIst TIpepbIBaHmil 0T xkecTKoro jgucka Ha PC/XT)
¢ [RQ6: mpepbIBanme 0T KOHTPOJLIEpa IHOKUX TUCKOB (10-port=0x3F0) (/dev/fd0, /dev/fdl)
e TRQT: napanembubiit nopr (io-port=0x378) (/dev/1p0)

¢ TRQ)8: yackl peasbHOr0 BpeMeHU

e TRQY: nporpammuoe npepoiBanue (int 0x0A), manpasnennoe na TRQ2

e TRQ10: cBoboHO

e TRQ11: cBobOHO

e TRQ12: mpbims PS/2

e TRQ13: cBoGomHO (panee nCmob30BaI0Ch 80287 MaTeMaTHIECKUM COMPOIECCOPOM )

e TRQ14: nepssiit IDE kourposiep (/dev/hda, /dev/hdb)

e IRQ15: Bropoii IDE kontpostep (/dev/hdc, /dev/hdd)

Mg yerpoiicts USB kimaccer yerpoiicts omucanst B /proc/bus/usb/devices B Bume Cls=nn:
e (Cls=00 : He ucrompayercs
e Cls=01: Ayawo (qunamukm n mp.)
e (Cls=02 : VerpoiicTBa cBsi3u (MOIeM, ceTeBast IaTa, . .. )
e (Cls=03 : HID (Human Interface Device: knaBuaTypbl, MBIIIHI, JXKORCTHKY )
e Cls=07 : IlpunTep
e (Cls=08 : YerpoiicTBo xpaHenust JaHHbIX (JauckoBobl, yerpoiicrsa CD/DVD, kecrkue puc-
KH, (DJICI-KAPTHL, . . . )
e Cls=09 : Kounenrparop (USB xoumeaTparops)
o (Cls=255 : Tun oupesesigeTcss U3rOTOBUTEIEM
FEcam xnacc ycrpoiictBa e pasen 255, Linux moiep:kuBaeT 3T0 yCTPOHCTBO.

3.1.4 Omnpenenenne cocrasa obopyropanus [IK npu momomniu Apyrux onepamuoHHbIX CH-
cTeM

WNudopmarnust 06 0bopymoBaHUU MOXKeT OBITH Tak mojyuena ot apyrux OC:

Ycranopure npyroii kommepueckuit guctpubyrus Linux. Iloka onpenenenne obopyaoBanus Ha
Hux syuame, dem B Debian. (1o nonoxkenue J0/KHO ObITH YJIyUNIEHO TIPU BBEJIEHUM HOBOI
nporpaMMbl-ycTaHoBKE debian-installer guctpubytusa Sarge. )

Veranosure Windows. Koudwuryparius 06opynoBanns MOXKET OBITH TIOJIy9eHa HAKATHEM TPABOL
KHOIKH MBIIIH Ha UKOHKY “Moi KOMIIBIOTEP'‘C OCAEAYIONINM BX0I0M B "MeHemKep yCTpocTE®.
Barmmmure Bero nadopmalmio 06 ucnosib3yembix pecypcax IRQ, agpecax mopros BBoja,/BEIBOIA
n xkanagax DMA. Hekotopeie crapbie KapThl MOTYT TTOTPEGOBATD CBOEH KOH(MDUTYPAIINT B Cpesie
DOS u coOTBETBCTBYOIIETO UCITOIB30BAHUSI.

3.1.5 Mnd o LILO

"Lilo orparwdaen 1024 muaunuapamvn.” Hesepno!

Hosasg Bepcus lilo, ucnosne3syemast mocsie Beixoga Debian Potato umeer mogaep:xky 1ba3d2. Ecian
BIOS Bauueit marepunckoil miarsl noggepxusaer 1bad2, lilo cmoxer paborarb Ha LuJIMHIAPAX
BoIie 1024.
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g sroro jgobaebre cTpoky “1ba32‘ rpe-uubyns B Hauase Barmmero aitra lilo.conf, eciu y
Bac ucnosnbsyercs koudurypannonssiii daitan or craporo lilo. Cmorpure /usr/share/doc/lilo
/Manual.txt.gz.

3.1.6 GRUB

Hoswrit cucremusiit 3arpy3unk grub ns mpoekra GNU Hurd moxker 6bITH YCTAHOB/IEH B CHCTEMY
Debian Woody cueaytorum obpazom:

# apt-get update
# apt-get install grub-doc
# mc /usr/share/doc/grub-doc/html/
. UBYUUTE COMEPKIMOE
# apt-get install grub
# pager /usr/share/doc/grub/README.Debian.gz

. IPOYTHUTE ITO:)

Jns penakruposanust mento GRUB, npasbre daiin /boot/grub/menu.lst. Cymorpure ‘Setting
GRUB boot parameters’ #a ctp. 112 urobs! y3HATH, KAK YCTAHOBUTbH 3arPy30UYHbIE TTAPAMETDHI
npy 3arpy3Ke CHCTeMBI, Tak Kak Kouurypuposaane GRUB memuoro ormnuaercs or koudury-
pupoanug lilo.

3.1.7 DBpibop nabopa 3arpy304HbIX JUCKET

B Potato mue mpaBuica vabop auckos IDEPCI s HopMmanpHoil yecraHOBKE Ha pabOodyr0 CTaH-
nuto. g Woody mHe HpaBuTcsd 3arpy3ounbiii Habop bf2.4. Onu ob6a ucnosb3yor naker boot-
floppies /15 co3manust 3arpy309HBIX JUCKET.

Ecau y Bac ectnb cereast kapra PCMCIA, BaMm Hy»KHO HCTIONB30BATH CTAHIAPTHLIN 3arpy30d-
HBII HAOOD qucKeT (caMoe GOJIBbIIoe KOJTMIECTBO UCKOB, 3aTO JOCTYITHBI BCE MOJIYJIU JIPABEPOB)
1 HACTPOUTH CeTEBYI0 KapTy depes nacTpoiiky PCMCIA; me neiTafiTech yeTaHaBIHBATE CETEBYIO
KapTy 4epe3 CTaHJapTHbI Auajior HACTPOUKU CEeTU.

g cnenmuduanbix cucreM BaM Bo3MOXKHO 1OHAI00UTCS CO37aTh COOCTBEHHBIN CIlacaTeTbHBIN
JUCK. DTO MOXKeT ObITh CIeMaHO MyTeM 3aMeHbl 06pasa sapa moj mMmeHem linux“ Ha craca-
TesibHOM Jiucke Debian cxxaTbiM 06pa3oMm Apyroro sijipa, CKOMUJIUPOBAHHOIO T1e-1ub0 i ST
marabt. [TogpobrocTy onmcans B (aiisie readme.txt Ha Takom gucke. CracarebHas JIUCKETa
ucroJib3yer paitiopyio cucremy MS-DOS, nosromy Bel MoxkeTe ncnois30BaTh JI00YI0 Onepary-
OHHYIO CUCTEMY, YTOOBI UBYIUTH U OTPEIAKTUPOBATE €€ COMAEP:KUMOe. ITO JeTAET KU3HD MPOIITE
JIOJAM, Y KOTOPBIX, HAIIPUMED, HECTAHJAPTHAA CeTeBad KapTa.

B Sarge jjis cozianms 3arpy304HbIX JUCKET OyIET UCIOAB30BaTHC mporpamma debian-installer
u/uam maker pgi.
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3.1.8 Vcranoska

CaenyiiTe ounuaaIbHBIM HHCTPYKIIHSIM, KOTOPBIE MOYKHO HalTH 10 ajapecy http://www.debian.
org/releases/stable/installmanual wmmu  http://www.debian.org/releases/testing/installmanual
(moxyMeHT B pa3paboTKe, HHOIa MOXKeT OBITH HE JOCTYIEH).

Eciu Bwr ycramasBnmBaeTe cucTeMy, MCHOJb3ysa mporpammy boot-floppies m3 mucrpubyrrba
testing, To Bam, BO3ZMOXKHO, TIOHATOOUTCST HACTPOUTL HCToIHUKH cucteMbl APT. Jlaa sToro me-
PEKJTIOUNTECH HA BTOPYIO BUPTYAJIBHYIO KOHCOJB HaxKaTueM Alt-F2 u Bpyunyio oTpegakTupyiire
crpoku daiina /etc/apt/sources.list, 3amenus "stable* Ha "testing”

41 npuzepkuBatoch ycranasiausarh lilo B mecra Tuna /dev/hda3, B To Bpems kak mbr ycranas-
susaio B /dev/hda. 9170 MUHUMH3HPYET PUCK TIEPE3ANUCH 3arpy309IHON WHMOPMAIIHH.

Bot uro g BrIbUparo B mpoiecce YCTAHOBKYU CHCTEMBI:
e MD5 mapoun "yes*
® Tenepnie maposn 'yes"
* Ycranoska "advanced” (wepes dselect **) u BerGuparo

— Ucknouato emacs (ecsm on Boibpan), nvi, tex, telnet, talk(d);

— Bxurogaro mc, vim, oguH 13 peakTopoB nano-tiny man elvis-tiny. M3yunte ‘IIporpam-
ma dselect’ na crp. 84. Haxe ecsiu Bol noksionnuk Emacs, uzberaitre ycranapmBarh
ero ceiivac n JOBOJBCTBYHTECH nano mpu ycranoBke. Takyke m3beraiiTe ycraHas/iv-
BaTh Jpyrue Gosibinme makeTsl, Kak To TeX (akryanbro qyis Potato) Ha 9T0it crammm.
Cwmotpure ‘Rescue editors’ ma ctp. 207 oTHOCHTENHHO TPUIWH YCTAHOBKY nano-tiny
win elvis-tiny B 9TOM MecTe.

* Ha Bce xondurypannornabie BOIPOCHL 0TBeYa0 Vy* (3aMeHa TEKyIero) BO BPEMsl TUAJIOTa
YCTAHOBKHU KaXK/IOI'0 TAKETA.

e exim: Beibupato "2“ myig cBoeit MaIUHBI, TaK KakK 9 OTnpasisiio moary depe3 SMTP-cepeep
MO€ro IpoBaiijepa VHTepHET.

3a momonEUTEIEHON HGOpMaIueit o dselect obpamaiitecs k ‘Ilporpamma dselect’ ma cTp. 84.

3.1.9 Xoctol u IP-ajipeca jijisi UCIIOJIBL30BaHUS B JIOKAJIBHBIX CETSAX

[Tepen Bamu mpumep kouduryparun JIBC (cers kmacca C: 192.168.1.0/24):

Nurtepuer

+--- Bremnwuii nposaiizep unrepHer npegocrasiaser POP-cepsuc (mocryn mo fetchmail)
Touka pocryma mposaiinepa npepocrasiser cepsuc DHCP uw SMTP-cepsuc (¢ Bo3MoxkHO-
CTBIO OTIIPABKUW ITOYTHI II€PE3 HeI‘O)

KabebHbiii MojiemM (Dialup)

Buemnuuit uarepdeiic mumosa: ethQ (IP, Beyrannbiii nposaitaepom no DHCP)
Ha 6asze crapenskoro noyroyka (IBM Thinkpad, 486 DX2 50MHz, 20MB RAM)


http://www.debian.org/releases/stable/installmanual
http://www.debian.org/releases/stable/installmanual
http://www.debian.org/releases/testing/installmanual
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paboraer Ha sape Linux 2.4 c daitmosoii cucremoit ext3.
BeImotHgET naker "ipmasq" (¢ stronger-mataavu, NAT u firewall)
seimogasieT makeT "dhep-client" wacrpoennsiii Ha uaTepdeiic eth( (He npuHEMaeT BO BHUMA-
Hue ycranosky DNS)
peinosiHsieT naxker "dhep" macTpoennbiit Ha uaTepdeiic ethl
BhIIOTHgAET naker "exim" B pexxume cmaprxocra (pexum 2)
BeimostHster naker "fetchmail” ¢ 6osnpmmm maTepBatom (fallback)
BeinoJiHsieT nmaker "bind" B KadecTBe K3MUpyromero cepsepa uMen VHTEpPHET s 3a1po-
cos u3 JIBC u
B KadecTBe aBTOPUTETHOTO cepBepa uMen jgomena JIBC mia 3ampocos u3 JIBC
BeimostHgeT naker "ssh" wa mopry 22 n 8080 (mogx/moueHne ¢ 1060TO XOCTA)
BhIOTHsIET makeT "squid" B KagecTBe Kammpyomero cepsepa apxusa Debian (maa APT)
Buyrpennuit marepdetic mroza : ethl (IP = 192.168.1.1, dukcuposannbIii)

+--- Kommyrarop (100base T) -+

| |
Heckonbko xmenTos ¢ Heckosibko DHCP-kauenTos 8 JIBC
JurcupoBanusiMu [P-anxpecamn (IP = 192.168.1.128-200, muHamMuvIecKue)
(IP = 192.168.1.2-127, dpukcuposanubie)

Cwmorpure ‘Network configuration’ na crp. 177 orHOCHTEBHO JleTaJtedl o HacTpolike ceTu. Takke
cvorpute ‘Building a gateway router’ ma crp. 201 orHOCHTENBHO KOHMUIYPHUPOBAHUS CEPBEP-
ILTIO34.

3.1.10 VYyeruble 3a0ucCH IOJIL30BATEJICH

Yr06b1 cBOHOIHO MEPEMEITATHCS MEXK/Ty MAITUHAME, HECKOJIBKO MEPBBIX YUETHBIX 3alUCell BCeraa
OJMHAKOBBI HA MOUX CHCTEMAX.

41 Beerga co3/1a10 EPBYIO MOIb30BATEILCKYO YIETHYO 3a1mch 10/ umenem “admin® (uid=1000).
Iloura root nepenampaBjisgercsd B MOYTOBBIA srmuk admin. JrTa yuerHas 3alKCh [IOMEINIAETCA B
rpymmy adm (emorpure “Why GNU su does not support the wheel group® ma crp. 138), koTopas
MOJTY9IaeT HETIOXYI0 JOJII0 TPUBUIETHN root depe3 KOMamHmy su, ucmosabdys PAM wam wepes
komauy sudo. Ilogpobuoctu cmorpute B ‘lobapienue mob30BaTeIbCKON YIETHOM 3amucu’ Ha
crp. 49.

3.1.11 Cosznanue ¢dail;IOBBIX CUCTEM
Pasbuenue xkecTtroro amcka

¢l npejimodnTalo MCIOJIB30BATh PABANYHBIE PA3IE/bl JIJIs PA3HBIX JEPEBHER KATAIOTOB C 1I€JIHIO
YMEHBIIEHUsT 00beMa paspyieHuit npu cucreMuoMm cboe. Hampumep:

/ == (/ + /boot + /bin + /sbin)
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== 50MB+
/tmp == 100MB+
/var == 100MB+
/home == 100MB+
Jusr == 700MB+ ¢ cucremoit X Window

Jusr/local == 100MB

Pasmep karasora /usr cHJIBHO 3aBUCHT OT OPUCYTCTBHA B cucreMme mpuioxkennii X Window u
JIOKYMEeHTAIMU K HUM. /usr/ moxker 6b1Th 0k0s10 300MB, ec/ii uciio/ib3y0rest TOJBKO TepMUHAIb-
uoe I10, win 2GB-3GB, eciu ycranosieno muoro mpunoxkennit Gnome. Korma /usr/ cuibnO
paspocTaercs, TO mepeHoc Karajgora /usr/share/ wa gapyroit pazgen 6yger nanbosee spderTus-
HbIM cpescTBoM. C HOBBIMEU OOJBITIME stapaMu Linux 2.4, ToCTaBisieMbIMU B BUJE TAKETOB,
pasMep KOpHEBOTO Karajora / MoxkeT ObITh 6ostee 200MB.

s mpuMmepa mpuBeIy Tekyinee coctosinne Moero Uureprer-muito3a (Beisog KoMauas! df -h):

Filesystem Size Used Avail Use% Mounted on

/dev/hda3 300M 106M 179M 38% /

/dev /hda7 100M  12M  82M 13% /home

/dev/hda8 596M  53M 513M 10% /var

/dev /hda6 100M 834k 94M 1% /var/lib/cvs

/dev/hda9 596M 222M 343M 40% /ust

/dev/hdal0 596M 130M 436M 23% /var/cache/apt/archives
/dev/hdall 1.5G 204M 1.2G 14% /var/spool/squid

(Boubiast obsiacts 3apesepBupoBana Jiisi /var/spool/squid/ - K31ia npokcu-cepepa Jjisi KIIIu-
POBaHUs CKAIMBAEMBIX TTAKETOB. )

Hanee uaer ooy koman el fdisk -1, npepocraBagromuii cTpyKTypy pa3iesioB JUCKA:

# fdisk -1 /dev/hda

/dev/hdal 1 41 309928+ 6 FAT16 # DOS
/dev/hda2 42 84 325080 83 Linux # (He mcrnosb3yercsi)
/dev/hda3 * 85 126 317520 83 Linux # ocHoBHOI
/dev/hda4 127 629 3802680 5 pacummpeHHblil pasjen
/dev/hdab 127 143 128488+ 82 Linux swap

ev a + mnux
/dev/hda6 144 157 105808+ 83 Li
/dev/hda7 158 171 105808+ 83 Linux

ev a + mnux
/dev/hda8 172 253 619888+ 83 Li
/dev/hda9 254 335 619888+ 83 Linux

ev a + mux
/dev/hdal0 336 417 619888+ 83 Li
/dev/hdall 418 629 1602688+ 83 Linux

Cy1ecTByer HECKOBKO HEUCIOJIb3YIONUXCs pasaesioB. OHU IpeHA3HAUEHBI JIJIs] YCTAHOBKH BTO-
poro auctpubyTuBa Linux wan mjst TPOCTPAHCTBA PACIITUPEHNS PACTYIINX IePEBHEB KaTaAIOTOB.
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MouTuposanne GaiijioBbIX CHCTEM

MouTupoBanue panee co3iaHHbIX GailJloBbIX CHCTEM BBINOIHsIETCs corsacHo (aiiia /etc/fstab:

# /etc/fstab: craTwaeckast madopmanys o HailIOBBIX CHCTEMAX.

#

# baitsoBast_cucreMa TOYKA MOHTHDPOBAHUSI THII  ONIMH _MOHTHPOBAHWS  JAMII IIPOXOJL
/dev/hda3 / ext2  defaults,errors=remount-ro 0 1
/dev/hdab none swap  sw 00

proc /proc proc  defaults 00

/dev /fd0 /floppy auto  defaults,user,noauto 00
/dev/cdrom /edrom is09660 defaults,ro,user,noauto 0 0
#

# keep partitions separate

/dev/hda7 /home ext2  defaults 02
/dev/hda8 /var ext2 defaults 02

/dev/hda6 /var/lib/cvs  ext2  defaults 02

# mapamerp noatime MOBBIIMIAET CKOPOCTh uTeHUs (HailsioB

/dev/hda9 Jusr ext2  defaults,noatime 02

/dev/hdal0 /var/cache/apt/archives ext2  defaults 02

# odenb OOJBIION pazmest /Jid KIIIa [IPOKCH-CEPBEpa

/dev/hdall /var/spool/squid ext2 rw 02

# pesepBHBIN 3arpy3ounbIii pazgen DOS

/dev/hdal /mnt/dos vfat  rw,noauto 00

# pe3epBHBIH 3arpy309HBIi pa3fes ¢ cucremoii Linux (#e rorosa)
/dev/hda2 /mnt/linux ext2  rw,noauto 00
#

# mouTHpoBaHUE nfs

mickey:/ /mnt/mickey  nfs  ro,noauto,intr 00
goofy:/ /mnt/goofy nfs  ro,noauto,intr 00

# minnie:/ /mnt/minnie smbfs ro,soft,intr,credentials={filename} 0 2

Jaa NFS a ncnonssyio onmmm noauto,intr, coueraembie ¢ omiumeit hard, Koropast CTOUT O yMOJI-
vanuio. baaronaps 3ToMy CTAaHOBUTCS BO3MOYKHBIM BOCCTAHOBUTBLCS U3 MOBBICIIIETO TPOIIECCA TI0
NpUYMHE YMEPINero coeauuenuns nocpeactsoM naxkarus Ctrl-C.

Jna coequnennit k Windows-mammraam, mogkaogeHabiM yepe3 Samba (smbfs), pasymuo ucrosis-
30BaTh onnuu rw,auto,soft,intr. Cmorpure ‘Hacrpoiika Samba’ va ctp. 41.

g duroniu- IucKOBOIOB UCIIOIB30BaHe HADOPa OMITHil noauto,rw,sync,user,exec npeIoTBpaTuT
noBpexkjaeHue haitjaoB B Pe3yJIbTaTe CJAYYalHOTO U3BI€UYEHNAS JUCKETHI 10 €€ PA3MOHTUPOBAHNUS,
HO 3aMeJITUT 3aINCh Ha JUCKETY.
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ABToMaTmueckoe MOHTHPOBAHHE

KJTIOLIeBbIe MOMEHTBI AJId aBTOMOHTHUPDOBAHMNA:
e Barpysure Mozaysab viat, urobbl MoxkHO ObLIO B daiie /etc/auto.misc ykaszarh -
fstype=auto:
# modprobe vfat # BoImonHSIETCS TIEpe JOCTYTIOM K (DJIONTH-IHCKY
...in60, ITOOBI 3TO OBLIO ABTOMATUIECKU:
# cat >>/etc/modules
vfat
D
... U TIEPE3ATPY3UTE CUCTEMY.
e Orpenakrupyiire daiin /etc/auto.misc ciegyronmm obpazom:
floppy -fstype=auto,sync,nodev,nosuid,gid=100,umask=000 :/dev/fd0
. tme gid=100 coorBeTcTByeT rpymme "users'.
e Cospnaiite ccerkn cdrom u floppy B karanore /home/user, yKa3plBafoIIne COOTBETCTBEHHO
Ha /var/autofs/misc/cdrom u /var/autofs/misc/floppy.
e JlobasbTe user kK rpytie users”.

MouTuposatne NFS

Bremauit Linux NFS cepsep (goofy) pasmemntaercs 3a daitepBosom (muio30M). Y MeHs J0CTa-
TouHO ciabast mosmTuka ODezonacHocTu B Moett JIBC, Tak Kak s eMHCTBEHHBIN [TOJIB30BATEb.

Yrober paszpemunts moctyn mo NFS, ma cropone NFS cepsepa myxkuHO fnobaButh B daitn /etc
/exports cieyrormee:

# Jetc/exports: cuucok yupasienus jocryioM jyis GhailjioBbIX CUCTEM, KOTOPbIE
# MOkHO 3KcropTupoBaTh KiauneHTaMm o NFS. Cmorpure exports(5).
/ (rw,no_root_squash)

910 HyxkHO jyis akTuBaiun NFS cepsepa momumo ycranosku makeros NFS-cepeepa u KimeHTOB.

g mpocToThl s 00bIYHO co3fato oauH pasgen 2 GB mia skcmepuMeHTOB WM JJisi BTOPOU
nacranaaanuu Linux. TTo kejaHuto MOXKHO ¢AeaTh Tak, 4To 00e YCTaHOBKW OYAYT pasiensaTh
OJIVH pa3/iest OAKAIKY 1 pasaesa /tmp. A multipartition scheme is too involved for these usages.
FEcan tpebyerca Tompko koncosbHag cucrema, 500MB bymer BmosHe H0CTATOUHO.

3.1.12 PexkoMeHIaIlM{ IO OINEPATHBHON HaMSITH

Tpebopanust cucTeMbl B OLEPATUBHON TAMSITH:

AMB: Munanmywm juta paborst sapa Linux.

16MB: MupauMyM IJisT TpUeMIeMO KOHCOJIHHON CHCTEMBL.
32MB: Munumym st pocroit cucrembl X Window.

64MB: Munumywm st cucrembl X Window ¢ GNOME /KDE.
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128MB: s komdopTHOit paboter ¢ cucremoit X Window ¢ GNOME /KDE.
256MB (1 Gosbire): A nouemy 6bl u Her, ecau Bbl Moxere cebe CTOIBKO MO3BO-
auth? DRAM me Takast goporas.

UcmosibzoBanme 3arpysounoii ommun mem=4m (wiu lilo append="mem=4m") mokaer, Kax
cucrema byner paborars Ha 4MB omeparupmoit mamsTu. Jlanubiil 3arpy309uHbIi TapaMeTp Heob-
XOJIUM JIJII CUCTeM ¢ 06beMoM omneparTusHoil namstu bosee 64MB co crapeim BIOS.

3.1.13 TlpocTpaHcTBO JJIs MOAKAYKI

S1 mpmaepKUBAIOCH CIEIYIONMM PEKOMEHIAIAM 110 PACIPEIETCHUI0 MTPOCTPAHCTEA, JIJIs TT0/I-
KauKH:
o Kaxapiit pasgen nogkauku < 128MB (mna crapeix saep 2.0 ), < 2GB (ans Gosee ceexux
7ep)
e O6umii pasmMep HPOCTPAHCTBA it HOAKAUKKM — Jinbo (1-2 Bemunnabl 06bEMa yCTAHOB/IEH-
HO#tT oneparusHoit mamsaTn) aubo (128MB- 2GB) B kauecTre 061meit pekoMeHTanum
¢ PacmopemeauTe 5TOT 06bEM IO pa3sHBIM (DU3MIECKUM JTACKAM U MOHTHPYITE X BCE C OIITHE
sw,pri=1 B daiine /etc/fstab. Do rapanrupyer, uro siupo seimoaant RAID-uepesosanne
SWap-pa3IesoB I MaKCHMAJILHON TPOM3BOIUTEIHHOCTH TOIKAYKN.
¢ Tlo BO3MOYKHOCTH MCIIONB3yHTE CepeuHy YKeCTKOTO JIUCKA.

Haxe eciv Bam He Tpebyercd mojiKauka, HEKOTOPBIH pa3jes [MOJIKAYKNA BCe ¥Ke JKeJaTesleH, Ha-
npuMep, 9TO0bI OTTAHYTH COOM CHCTEMBI C PabOTAIOIIEH MPOrpaMMOit, KOTOPAd TPEITHT yTeIKAMU
MaMsTH.

3.2  Koudurypanus KoMmaHHOro nnrepiperaropa Bash

4l u3MeHs1o crapTroBble CKPUIITHI 110 BCEH CUCTEME 110 CBOEMY BKYCY TaKMM 00pazoMm:

/etc/bash.bashrc 3aMEHsIF0 Ha CBOI

/etc/profile Ocrapnsito Konnio u3 guctpubyrusa ( \w -> \W)
/etc/skel/.bashrc 3aMEHsI0 Ha CBOI

/etc/skel/.profile 3aMEHSII0 Ha CBOM

/etc/skel/.bash profile samensto na cBoit

~/.bashrc 3aMEHHI0 Ha CBOH JJId BCEX yUETHBIX 3alluceil

- / .profile 3aMEHHAI0 Ha CBOM JJ1d BCEX YYETHbBIX 3allucei
~/.bash_ profile 3aMEHSI0 Ha, CBOW JI/IT BCEX YUETHBIX 3amuceit

Cwmotpure mospobHOCTH B MOMX IpuMepHBIX cKpunrtax (http://www.debian.org/doc/manuals/
debian-reference /examples/ /). Tak Kak MHe HPaBUTHCS NPO3pAYHAs CUCTEMA, S YCTAHABIIMBAIO
snauenune umask pasuoe 002 win 022.

ITepemennast PATH ycranasiuBaercs depes ciaeAyroinne KOHpUrypanoHubie (Gailjibl B TaKOM
TTOpsIIKe:


http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.debian.org/doc/manuals/debian-reference/examples//
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Jetc/login.defs - mepen Tem, Kak obosiouka ycranasiusaer PATH
/etc/profile  (moxer Be3BIBaTH /etc/bash.bashrc)
~/.bash_profile (moxer BeI3BIBaTH ~ /.bashrc)

3.3 Hactpoiika MmbIm

3.3.1 Mpimb PS/2

B ciayuae mbim va PS/2 na marepunckoit ninare ATX cuenaiire, 4robbl CUIHALBL OT MbLIIHT
[IPOXO/IUJIN TAKOU Iy Th:

mouse -> /dev/psaux -> gpm -> /dev/gpmdata = /dev/mouse -> X

Baech co3jaercs cuMBoMYecKast ceblika /dev/mouse, ykasbiBaroas Ha daiin /dev/gpmdata,
JIJIS TOTO, YTOOBI HOPMAJIBLHO PA00TAIN HEKOTOPBIE YTUINTH KOH(PUTYPUPOBAHNSA U 9TOOBI OBLIO
Jierdye BBITIOJMHATH neperacTpoiiky. (Hampuwmep, eciim Bl moToMm permmre 0TKA3aTHCST UCIOTB30-
BaTh J€MOH gpm, TO MOCJIe STONO TTPOCTO HACTPOTE CUMBOJIMYECKYTO CChIIKY /dev/mouse Taknm
obpasom, 9To0OBI OHa yKasbiBasa Ha daiin /dev/psaux.)

TaKOﬁ IyTh CUTHAJIOB OT MbI]_HI/I/KJ'[aBI/IaTyp])I IIO3BOJILACT OTCOCAUHATH U MHUIUAJIN3UPOBATH UX,
[IOBTOPHO MEPE3allyCKad gpin IocJe IojKoueHus ycrpoitcts. Ilpu srom cucrema X Window
6y/1eT HOpMAJBHO paboTaTh!

TIporokon B3ammomeiicTBug Mexay gpm um X input mMoxkeT OBITH Peajn30BaH OIHUM U3 JIBYX
croco6oB: 60 KakK "ms3“ (T.e. HCMOJIB30BATH TPOTOKOJ TPEXKHOMOIHON MbItn Microsoft moce-
JIOBATEIHHOTO OPTA), MO0 KAK ChIPOi "raw'(MCnop30BaTh TAKOH Ke TPOTOKOJI, KAK Y TOIKTHO-
YEHHO MBIIIHK), TPUYEM JAHHBIH BHIOOD MpEIOMpe/IesisieT BEIOOP TPOTOKO/IA, UCIOIb3YOMIUICS

B X Window.

ITpojemoncTpupyem npumep HacTpoiiku TpexkaonouHoit PS/2 mbim dupmbr Logitech (rpasam-
[MOHHAsT MBIIL B Unix).

Ecan Bam me moeesno, n Bama Bmgeokapra He moagep:KuBaeTcs derBepToit Bepcueit XFree,
n Bbl BBIHYXKJIEHBI HWCTONB30BATH TpeThio Bepcmio XFree (mekoropeie xaptel ATT 64), To
JUTST HACTPONKM B CJIEAYIOMAX TpuMepax wucnosb3yiire daiin /etc/X11/X86Config Bmecro
/etc/X11/X86Config-4.

Tlonxon ¢ ncmoabp30BaAHMEM TPOTOKOIA MS3

/etc/gpm.conf | /etc/X11/X86Config-4

S S S
device=/dev/psaux | Section "InputDevice"

responsiveness— | Identifier "Configured Mouse"

repeat type=ms3 | Driver  "mouse"

type=autops2 | Option  "CorePointer"
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append="" | Option  "Device" "/dev/mouse"
sample rate= | Option  "Protocol" "IntelliMouse"
| EndSection

B nammOM ciiyuae Twm MBI HACTpamBaeTcs TOJBKO B (haitse gpm.conf, a koudurypanms X
Window ocraerca memsmennoit. Cmorpure Ilpmvepnsre ckpuntsr (http://www.debian.org/doc/
manuals/debian-reference /examples/ /).

Tlonxon ¢ mcmosb30BaHMEM CHIPOTO raw' MPOTOKOJIA

/etc/gpm.conf | /etc/X11/X86Config-4
e e A A B N A i i S A A A A A R S 2BBR
device=/dev/psaux | Section "InputDevice"
responsiveness= | Identifier "Configured Mouse"
repeat type=raw | Driver  "mouse"
type—autops2 | Option  "CorePointer"
append="" | Option  "Device" "/dev/mouse"
sample rate— | Option  "Protocol" "MouseManPlusPS /2"
| EndSection

B nmammOM ciiydae THUIT MBI YCTAHABAWBAETCS Kak depe3 ¢aiin gpm.conf, Tak u gepes daita
kouduryparun X.

Kak wacTpouTs Apyryto MbIib

Y mporpaMmbl gpm THI yCTPOUCTBA autops2 mpeoJiaraeT apToonpeiesienne O0JIbIITMHCTBA TH-
nos mbimedi PS/2; cymecrBytomux ceifuac Ha pblHKe. K HECYaCThIO, 9TO He TOJBKO paboTaer
HE BCerya, Ho He OBLIO JocTyIHO B pejusax g0 Woody. B takux ciaydasx nompobyiite B daiise
gpm.conf ycraroBuTh TN ps2 wam imps2 BMecTo autops2. UToOBI BRISCHUTE, O KAKUX MBITITKAX
3HAET MporpaMMa gpm, BeimosHUTE: gpm -t help. Takxke cmorpure gpm(8).

Ecnu ucnonbayercs ayxkromowHast PS/2 Mbimb, paspemnmure B X-TPOTOKOJIE SMYJISIIIUIO TPEThel
kuonku 4depes Emulate3Buttons. Pazmuma B mporokosmax Mexay ABYXKHOTOYHON W TPEXKHO-
MOYHON MBIMIKON OMPEIEseTcs U HACTPAUBAETCT aBTOMATHYECKU MPOTPAMMON gpm ocJje Of-
HOKPATHOTO HaKaTHUd Cpe,Z[HefI KHOIIKW MBIITIN.

Hna X-nporokosia ¢ ‘Iloaxon ¢ ucnosb3oBanueM CHIPOTO "raw’ mpoTokosa’ Ha cTp. 38 wiu 6e3
WCII0JIb30BAHUS IIPOrPAMMbl gPM UCIHOJIb3YiTe:

¢ IntelliMouse: MBITITL TOCTIEOBATEIHLHOTO TTOPTA, (EPM-TIOBTOPUTE/H TPOTOKOIA "ms3*)

e PS/2: mprmme mopra PS/2 (cravana Beerma ncmosp3yiiTe 910)
IMPS/2: mobas mbims opra PS/2 (2, 3, Mbllib ¢ MPOKPYTKOH, MOJLydIIe)
MouseManPlusPS/2: Memus Logitech mst mopra PS/2

Homnomaurepro emorpure nadopmanuio Ha crpanute [lognep:kka mpimu B XFree86 (http://
www.xfree86.org/current/mouse.html).

Tumnorast mbIts Microsoft ¢ mpokpyTKoit paboTaer Jydiie ¢ TakKoil HaCTPOWKOiL:


http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.xfree86.org/current/mouse.html
http://www.xfree86.org/current/mouse.html
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/etc/gpm.conf | /etc/X11/X86Config-4
e N B e i A A A A S A O e, H
device=/dev/psaux | Section "InputDevice"

responsiveness= | Identifier "Configured Mouse"

repeat type=raw | Driver  "mouse"

type=autops2 | Option  "CorePointer"

append="" | Option  "Device" "/dev/mouse"

sample rate— | Option  "Protocol" "IMPS/2"

| Option  "Buttons" "5"
| Option "ZAxisMapping" "4 5"
| EndSection

Ha nexkoropsix HoyT6ykax Toshiba aktusuposanue mporpammsl gpm nepe PCMCIA B ckpumntax
HadaJbHON 3arpy3kn (System-V) momoraer mpegoTBpaTHTh 3aBUCaHUs cucTeMbl. CTpaHHO, HO

daxT.

3.3.2 Mpiums USB

Cnauasia yoenuTech, 910 cjepyioniue QyHKIUU s/pa MOAKJII0YeHbl Jubo B camMoM sipe, Jjinbo
pean30BaHbl B BUAJE MOJIYJI€t:
¢ B cekmuum "Input core support:
— "Input core support* (CONFIG_INPUT, input.o),
~ "Mouse support* (CONFIG INPUT MOUSEDEV, mousedev.o),
® B cekmuu "USB support:
— "Support for USB* (CONFIG _USB, usbcore.o),
— "Preliminary USB device filesystem* (CONFIG _USB_DEVICEFS),
~ "UHCI* nam "OHCI* (CONFIG_USB_UHCI || CONFIG_USB_UHCI_ALT ||
CONFIG_USB_ OHCI, usb-uhci.o || uhci.o || usb-ohci.o),
— "USB Human Interface Device (full HID) support® (CONFIG _USB_HID, hid.o), u
— "HID input layer support® (CONFIG_USB_HIDINPUT)
31ech nMeHa, PUBEJIEHHbIE B HUXKHEM PETUCTPE, SABIAIOTCI UMEHAMU MOJTYJIeH.

Ecnu Ber HEe ucnosibyere devifs, To ciaexyromum obpasom cosnaiite daiin yerpoiicrsa /dev/input
/mice ¢ major 13 u minor 63:

# cd /dev
# mkdir input
# mknod input/mice ¢ 13 63

na tunosoit USB MbInu ¢ TpOKPYTKO#M JIONIKHA HCHOJIB30BATHCA CJIEyIolasd KoMOuHAIMs
KOHMUrypaIrunoHHbIX (DaiiIoB:

/etc/gpm.conf | /etc/X11/X86Config-4
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device=/dev/input/mice | Section "InputDevice"

responsiveness= | Identifier "Generic Mouse"

repeat type=raw | Driver  "mouse"

type=autops2 | Option  "SendCoreEvents" "true"
append="" | Option  "Device" "/dev/input/mice"
sample rate— | Option  "Protocol" "IMPS/2"

| Option  "Buttons" "5"
| Option "ZAxisMapping" "4 5"
| EndSection

Ba monosHuTenbHON mHGOpMarmeit cmorpure crpanuiy I[Ipoexkr Linux USB (http://www.
linux-usb.org/).

3.3.3 CeHCOpHBIII KOBPUK HOYTOYKA

XoTsT CeHCOPHBIH KOBPHK HA HOYTOYKE TI0 YMOJYAHUIO SMYIUPYET MOBEIEHNE JTBYXKHOTTOTHOMN
mbikr PS/2; maker tpconfig mo3Bosser moJgHOCTBIO KOHTPOJINPOBaTh yerpoiicrsom. Hamnpu-
mep, yeranoBka ormmn OPTIONS="—tapmode=0“ B daiine /etc/default/tpconfig 3anperur Ha-
JI0€/I7IMBOE [I0Be/IeHke "TIe/ 90K JlerkuM Hazkaruem”. Vzmennre daiin /etc/gpm.conf ciemyrormmm
06pazoM, 9T00ObI HCITOIL30BATE KAK CEHCOPHBIM KOBPUK, TaK ¥ BHEITHIOO Mbliib USB 1/1a paboThl
B KOHCOJIH:

device=/dev/psaux

responsiveness=

repeat type=ms3

type=autops2

append="-M -m /dev/input/mice -t autops2"
sample rate=

3.4 Koundurypanusa NFS

Hacrpoiika NFS Beinosnsiercst gepes daiisn /etc/exports.

# apt-get install nfs-kernel-server
# echo "/ *.domainname-for-lan-hosts(rw,no_root_squash,nohide)" \
>> /etc/exports

IMoxpobroctu cmorpure B Moux upumepHbix ckpunrax (http://www.debian.org/doc/manuals/
debian-reference/examples/ /).


http://www.linux-usb.org/
http://www.linux-usb.org/
http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.debian.org/doc/manuals/debian-reference/examples//
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3.5 Hacrpoiika Samba

CepLikn:
e http://www.samba.org/
e samba-doc nmaker

Topazao mpore mHacrpauBarhk Samba jusi pexknma “share, korga cospatorcs Windows for
Workgroup- nmomo6ubie paciapentbie pecypcebl. OiHaKO, ycTaHOBKA Samba B pexkum “user si-
JIAETCS TPEAIIOUTUTETBHOIM.

Koudwuryparnus Samba, einosiasiercst wim depes debconf mim B pegakrope vi:

# dpkg-reconfigure --priority=low samba # B Woody
# vi /etc/samba/smb.conf

TMoxpobrocTr cmorpuTe B Moux npumMepHbix ckpunrax (http://www.debian.org/doc/manuals/
debian-reference/examples/ /).

Jlobapmenme HOBOTO MoOJB30BaTenss B (aita smbpasswd MoxkeT OBITH BBITOJHEHA KOMAHIOMN
smbpasswd:

$ su -c¢ "smbpasswd -a username"

Véemurecn, uro Ber nucnonb3yere mudpoBaHHbIE TAPOJIN /I MAKCHMAIBHON COBMECTHMOCTH.

Ycranosure 08 level coryacto caenyroreil Tabmie SKBUBATEHTHOCTH cUCTeM (deM GOJIbIIe Iuc-
JIO, T€M BBIIIE TPUOPUTET CUCTEMBI TIPU BHIOOpax 0603peBaTesist CeTn):

0: Samba ¢ npourpbimabIM aTpubyToM (HHKOTIA HE CTAHET TJIABHBIM 0003PEBATENTEM )
1: WIW 3.1, Win95, Win98, Win/Me?

16: Win NT WS 3.51

17: Win NT WS 4.0

32: Win NT SVR 3.51

33: Win NT SVR 4.0

255:  Samba ¢ MaKCUMAJBHBIM TPUOPUTETOM

Yb6enuTech, 9TO TMOJB30BATENU SIBJISIOTCS WIEHAME TPYIIIb, BJAJEIOIIEH KATATI0TOM, TPeIHAZHA-
YEeHHBIM JI5 COBMECTHOTO JIOCTyMa , ¥ YTO MPaBa HA KATAJOT BKAIOYAIOT TPABO BHITTOJTHEHU.

3.6  Hactpoiika npunTepa

TpaauoHHbI 10/[X0J1 UCIOJIb30BAHNS IPUHTEPA 3aK/IF04YaeTCs B ycTaHoBKe iporpamm lpr/Ipd.
CymectByer Tak:xke HOoBag cucrema nedaru - CUPS™ (Common UNIX Printing System). Emre
cymecrsyer PDQ. 3a gonosHuresnbron wadopmanueit obpariaitrecs k Linux Printing HOWTO
(http://www.tldp.org/HOWTO /Printing-HOWTO.html).


http://www.samba.org/
http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.debian.org/doc/manuals/debian-reference/examples//
http://www.tldp.org/HOWTO/Printing-HOWTO.html
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3.6.1 1pr/lpd

Yrobbl ncnonb3oBarh cucremy medatu lpr/lpd (makerst lpr, lprng w gnulpr), orpemakTupyii-
te paiin (6azoBas HacTpoiika) /etc/printcap caemyromum obpazom (B ciydae HCHONB30BAHUS
npuHTepa PostScript win 9ucTo TeKCTOBOTO):

Ip|alias:\
:sd=/var/spool/lpd/lp:\
mx#0:\

:sh:\
:1p=/dev /1p0:

DTU CTPOKHU 0O03HAUAIOT CIIEYIOIIee:

e 3arjaBHas cTpoka: Ip — uMma ciysta, alias = ajmac

o mx#0 — pa3mep aiija HeorpaHudeH

® sh — He mevaTaTh 3Ar0JIOBKU PA30PBAHHBIX CTPAHMUIL

e Ip=/dev/Ip0 — ycrpoiicTBo JIoKaJIbHOrO pUHTEPA, Wiau port@host st yaagseHHoro puH-

Tepa

D70 xoporas KouuUryparud, eciau y Bac nmogkiouen PostScript-mpuaTep. 910 Takke OymeT
xopoto paborars B ciyuae rnedatu ¢ Windows-mamunbl yepe3s Samba, Ha Jii000M TpUHTEpE,
nogepxuBaomumcst Windows (mpasia, AByHAIPABIEHHAS CBSI3b C MIPUHTEPOM He TI0//IePKUBa-
ercs). Bam Hy»KHO TOJIBKO BBIOPATh COOTBETCTBYIONIYIO KOHMDHUTypanuio npuaTepa Ha Windows-
MallTuHE.

Ecnu xe y Bac npunrep ne monnepxkusaer PostScript, Bam Hyx)HO ycTaHOBUTH (DUIBTPYIO-
Myto cucTeMy Ha 6aze mporpaMmbl gs. CyIecTByeT Macca WHCTPYMEHTOB JId aBTOMATHIECKOM
HACTPOWKWY [TEeYaTH ¢ YCTaHOBKOI baiia /etc/printcap. Bosmoxkna sitobast 3 31ux KOMOHHAIIHIL:

e gnulpr, (Ipr-ppd) u printtool— a ucnone3yro sry.

e |pr m apsfilter

¢ lpr w magicfilter

e lprng u lprngtool

e lprng u apsfilter

® lprng u magicfilter

Yrobwr 3amycrurs GUI-uHCTpYMeEHTHI IO HACTPOiKe, Takue Kak printtool, cmorpure ‘Getting
root in X’ ma crp. 155 e nonydenus mpuseseruit root. llpunrepHble mysbl, CO3JaHHBIE TPO-
rpammoii printtool, mcnose3ytor gs u paboraror kak PostScript-npunrepst. Ilostomy npw mo-
cryne K HuUM, HeoOXO/IMMO HCIIOJIb30BaTh jpaiiBepbl npunrTepa Postscript. B Windows raxkum
CTAHTAPTHBIM TIpUHTEPOM siBastetcst "Apple LaserWriter*.

3.6.2 CUPS™

Ycranosure cucremy medarn Common UNIX Printing System (cokpamenno CUPS™):

# apt-get install cupsys foomatic-bin foomatic-db
# apt-get install cupsys-bsd cupsys-driver-gimpprint
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3areMm HacTpoliTe cucteMy depe3 web-Gpayzep:
$ moii Gpaysep http://localhost:631

Hanpumep, urober mo6asursk Bar mpunaTep Ha HEKOTOPBIHA HOPT B CIIMCOK [TOCTYIIHBIX IPHHTEPOB,
caeanTe:

e paxkmuTe "Printers” ma rrasHoit crpanute, a tam "Add Printer”,

® Bgeejure "root” B KauecTBe HMEHU I0JI30BATENS U [IOTOM €r0 HMapPOJib,
® mepeiiauTe K JOOABICHWIO TPUHTEPA, CIEYS MOMCKA3KAM,

® pepHuTech K crpanurie "Printers”, naxkmure "Configure Printer”, u

® nepeiiguTe K HACTPOIKe pa3mMepa Oymaru, paspeniennsd u APYTruX MapaMeTpoB.

Ba gomonurTesnbHol  mHbopmanmeil  obpamaitece 1o  azgpecy  http://localhost:631/
documentation.html u http://www.cups.org/cups-help.html.

3.7 Ilpouwne coBerbl 10 MHCTAJLISIAKA CUCTEMbI

3.7.1 YcranoBka JONOJHUTEJIBHDBIX IIaKeTOB IIOCJIe HepBOHaqaﬂbHOﬁ MHCTAJLIAIINN

Tlocsie nepBonavabHOM HHCTAMIAIMY cUCTEMbl Bbl o1y yaere HeBO/IbIIY 0, HO y2Ke PYHKIMOHU-
pytomyio cucremy Debian. U 310 camMblil HOAXOAIMNN MOMEHT YCTAHOBUTE OOJIbIIEe KOJUIECTBO
11aKETOB.

e 3anycture mporpammy tasksel. M3yuumre ‘YcramoBka 3a7auu MPU MOMOIIU IIPOTPAMM
tasksel wm aptitude’ ma crp. 83.

B cayuae meobxommmoctr Boi moxxere BrIOpaTh ciemgyroree:

— Jnsg xoreunoro nosb3oBarensd — X Window System

— s paszpaborku — C and C++

— st pazpaborku — Python

— Hng paspaborku — Tcl/Tk

— Ilpouee — TeX/LaTeX environment

— Jlast BCero oCTanpHOTO § MPEIIOYUTA UCIOAB30BATH TporpaMmy tasksel kax pyko-
BOJCTBO, M3y4asl COCTAB KOMIIOHEHTOB, onucaHublX B < Task Info>, mis peanusamum
HEKO 3a/la4un, ¥ yCTAHAB/IMBAIO MAKETHI 110 OTHebHOCTH Yepe3 dselect.

e 3amyck dselect.

IlepBoe, uro Bul 3ax0oTUTE CI€/aTh, 9TO BRIOPATHL Balll J00bIMBII PEIAKTOD M IIPOTPAMMBIL,
koropble Bam nyxubl. Bbl MoxKeTe ycranoBuTh MHOXKeCTBO Bapualuii Emacs ojHoBpemen-
uvo. Cmorpure ‘[Iporpamma dselect” na crp. 84 u ‘Popular editors’ na crp. 207.

Tak>ke Bbl MOxKeTE 3aMEHUTH HEKOTODPbIC ITAKEThI 110 YMOJIY9aHUIO Ha IIaKEThI C 0OIBIIAMNA
BO3MOXKHOCTAMMN.


http://localhost:631/documentation.html
http://localhost:631/documentation.html
http://www.cups.org/cups-help.html
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41 obbruno tpasro daii /ete/inittab jyist npocToTsl 3aBepiiernst paboTbl CUCTEMbI CJIELY OIIUM
obpazom:

# Boimosiauts npu Haxkaruun CTRL-ALT-DEL.
ca:12345:ctrlaltdel: /sbin/shutdown -t1 -a -h now

3.7.2 Mopnynn

Mopynu aia npaitBepoB yCTPOWCTB KOH(DUTYPUPYIOTCS B MPOIECCE TTEPBOHATAILHON MHCTAJLIA-
nuu. [Iporpamma modconf npegocrapaser merto-nogobubiii wadepdeiic a1 HACTPORKU MO Ty Iei
MOCIe WHCTAJLTAINH. DTA TPOTPAMMA, TTOJIe3HA, eCIW HEKOTOPHIE MOAYIN OTCYTCTBOBAIM B XOe
[EPBOHAYAIBHON WHCTAJLIAINY UK TOCJIE YCTAHOBKUA HOBOTI'O SIPA.

Bcee Momynm, koTopble HEOOXOIUMO 3arpyzKaTh IPHU CTAPTE CHCTEMBI, JOJIKHBI OBITH [IePEeUnCIe-
ubl B daitie /etc/modules. ¢ Takxke ucnoansyto nporpammel lsmod n depmod st paboTsr ¢
MOIY/ISIMH.

Taxxke st sijep 2.4 pobaBbre HECKOJBKO cTpok B aitn /etc/modules s paborer IP-
mackapaguura (FTP u npoune). Cymorpure ‘The modularized 2.4 kernel” na ctp. 103, B wactHOCTH
‘Network function’ na crp. 104.

3.7.3 Dba3zopaga ycrtanoBga CD-RW

OrpenakTupyiite ciaeayrorue Gaiib:

etc/lilo.conf (mobaenre append="hdc=ide-scsi ignore=hdc", (CDRW cTout MmacTepoM Ha BTO-
PP g ) P
POM KaHaJIE - IIPUM. [EPEBOIINKA)
samycrure lilo 19 BCTyTIEHUS B CUITY N3MEHEHMWI )
dev/cdrom co3JaiiTe CUMBOJINUECKYIO CCBIJIKY CJAEIVIOMINM 0OpasoM
y y y P
# cd /dev; In -sf scd0 cdrom
)

/etc/modules  (mobasbre "ide-scsi" u "sg". U ecom myxkuo "sr' mocse Hux.)

IMoapobuoctu cmorpure B ‘CD writers’ na crp. 140.
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3.7.4 DBoapmoit pasMmep onmepaTHBHON MaMATH U aBTOBBIKIIOUEHNE TTHTAHUS

Orpenakrupyiite daiin /etc/lilo.conf ciegyromum o6pasom I yCTAHOBKH 3arpy30UHBIX TIa-
pamerpos Gosbmoro obbema O3Y (s agep 2.2) v aBTOBBIK/IIOUEHUS NUTAHUA (JJIs1 CUCTEM C
YAy UIIEHHBIM yIpaBienneM nurannem APM)

_n

append="mem=128M apm=on apm=power-off noapic"

Boinosiaure lilo juist yeranosku amux 3aaudenuii. [lapamerp apm=power-off Heobxogum s SMP-
sIpa, a noapic - aTobbl u3bexkars mpobiem ¢ ammaparypoii SMP, comepxkarneit omubku. Toxe
caMoe MOKeT OBITh CIAETAHO MyTeM TIPSMOro BBOJA OMIWI mepen 3arpy3roit aapa. Cumorpure
‘Other boot tricks with the boot prompt’ Ha cTp. 111.

Ecau monmepxkra APM ckoMmmminpoBHa Kak MOTy/Ih, 9To B Debian siBasteTcst o yMOTIAHUIO [T
saaep 2.4, To mocse 3arpy3Ku 3amyctute KoMmanmy insmod apm power off=1 wam mma mpaBkwm
daitna /etc/modules BrimosauTE:

# echo "apm power off=1" >> /etc/modules

Kpowme sroro, Ha HOBBIX sipax BrjaoueHue B aape moggaepxkn ACPI gocruraer Toit ke rmein
U, KayKeTcs, apisercs boee npyxecrsernoir K SMP (310 Tpebyer Gosiee HOBBIX MaTEPUHCKUX
nyar). Takzke siapo 2.4, HA HOBBIX MATEPUHCKHUX IJIATAX JIOJIZKHO TIPABUIBHO ONPEIEIATh HO/Tb-
e obbembr O3Y.

CONFIG_PM=y
CONFIG_ACPI-y

CONFIG_ACPI_BUSMGR-m
CONFIG_ACPI_SYS=m

u no6aBbTe ciIeayIme cTpoku B daiin /etc/modules B ceqyromem mopsike:

ospm__ busmgr
ospm__system

JIubo nepekoMIuInpyiTe AIPO CO BCEMU ITUMU OMIUAMHU, YCTAHOBJIEHHBIMEU Ha 3HauUeHue "y*. B
grobom ciayuae aasg ACPI aukakue 3arpy309nbie apaMeTphl He HYKHBI.

3.7.5 Crpannple mpobJaeMBbl JOCTYIa Ha HEKOTOPbIe wWeb-caiThl

Henaguue sanpa Linux o ymosrqanuto paspemiator ECN, aTo moxeT npuecTu K rpobjiemam J10-
CTYIa K HEKOTOPBhIM web-caiitam, HaXOmAMMCS 338 HEIPABUJIBHBIMYU Mapiipy3aropamu. dTobb
nposeputh craryc ECN:



Tnasa 3. CoBernl 10 ycTanoBKe crucreMbl Debian 46

# cat /proc/sys/net/ipvd/tcp _ecn
... WJIN
# sysctl net.ipv4d.tcp _ecn

s seikmouenus KCN ucnoss3yiire:

# echo "0" > /proc/sys/net/ipvd/tcp_ecn
... WJIN
# sysctl -w net.ipvd.tcp __ecn=0

Yrobsr 3anmperuts T'CP ECN mnpu kax10it 3arpyske cucremsbl 1o6asbre B daiin /ete/sysctl.conf
CTemyIOTTIee:

net.ipvd.tcp_ecn =0

3.7.6 Koundurypanusg Dialup PPP

Ycranopure maker pppconfig, urobsr Hacrpouts dialup PPP.

# apt-get install pppconfig

# pppconfig

... CIejyfiTe MHCTPYKIMAM Jiuid KoHurypuposanus dialup PPP
# adduser user name dip

... pasperaer nojnp3oBaTenio user name jocryn kK dialup PPP

Brmouenne nonp3osarenem (user name) dialup PPP pocryma x wnreprery :

$ pon Nmsa_mposaiigepa # crapr PPP-gocryna k Bamewmy nposaiinepy narepaer
... HacIax JafiTech MHTEPHETOM
$ poff ISP name # ocranasausaer PPP-mocryn, Wwma mposaiimepa yKazbi-
BaTh HEe 00sS3aTeIbHO

Ionpo6rocti cmorpure B /usr/share/doc/ppp/ README.Debian.gz.

AJTbTEpHATHBHO MOYKHO MCTOJIB30BaTh makeT wvdial mist yecranosku dialup PPP-gocryma. O6-
paTuTe BHUMAaHUE HA CYIIECTBOBAHUE XOPOIIO W3BECTHOM omubku http: //bugs.debian.org/82095,
nHOrAa mpemoTeparraomnieit pabory ¢ dialup PPP obbrambix mosb3oBaTeeit.

Bce 1porpaMMbl JJ03B0HA UCIO/B3YIOT JeMOH pppd, KOTOpPbIi 3allycKaeT HIPOrpaMMbl, HailjleHHble
B /etc/ppp/ip-up.d/ mocsie nojksIOYeHusi K NPOBaiijepy U BCe MPOrpaMMbl, HafijeHHble B /etc
/ppp/ip-down.d/ nocie oTK/IIOUeHES OT TPOBaiigepa. T0 MOKHO UCIOIBL3OBATE sl CKAUUBAHUS
n OTIIPABKHW ITOYTHI.

3.7.7 lpyrue koudurypanrontbe daiijbl 11 HACTPORKY W3 Karajiora /etc/

Bu1 Mozkere 3axoTerh 106aBuTh daiin /etc/cron.deny, oOTCyTCTBYIONMIA B CTAHIAPTHON YCTaHOBKE
Debian (moxu0 ckomuposars daitn /etc/at.deny).


http://bugs.debian.org/82095
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PykoBozcTBo 110 Debian

DTa CeKIus MOMOXKeT HOBUYKAM OpUeHTUpoBaThes B Mupe Debian. Eciiu Bri yake xoTst 661 HEMHO-
10 UCI0/I630Ba M UNixX-11og00HbIE€ ONEPAITMOHHBIE CUCTEMBI, TO, BEPOSITHO, 3HAKOMBI CO BCEM TEM,
0 deM g 37ech nury. [loxkamyiicTa, HCTOML3YUTe 3Ty CEKIUIO sl IIPOBEPKM CBOUX 3HAHUMH.

4.1 Bsenenne

TTocsie ycranosku cucremsl Debian na Bamr [TK Bam Hy»kHO M3y4YuTh HECKOJIBKO TIOJIE3HBIX Be-
meit. ¢ mpengaraio 3To caesaTh B GopMe IKCIPecc-TPeHUPOBKH.

4.1.1 Bxoj B cucteMy KakK MOJIb30BaTe b root

Cpazy mocsie mepesarpys3ku cucrTeMmbl BaMm npencrapisieTcsd anb0 rpaduyuecKuii 9KpaH BXOIAA B
crucreMy, JHO0 TEKCTOBBIN - B 3aBUCHMOCTH OT M3HAYAJIBHOTO BBIOOpA MAKETOB IPHU YCTAHOBKE.
Jliis mpocroThl, ecau Bl BuauTe rpadudeckuii 3xpan Aid sxoga, Haxxvure Ctrl-Alt-F1, urobn:
HepeiTH K TEKCTOBOMY 9KPAHy BXOJA B CHCTEMY. '

Ipenmomoxkum, aro uma Barmeit cucremsr - foo, Torma mpuriarienrne Ha BXOJ OyIeT TaKWM:
foo login:

Habepure root, maxuure krapury Enter u BBeuTe mapossb, KOTopsiit Bel ykazwsBam B mporecce
ycranoBku. B cucreme Debian cornacuo tpaguiuit Unix naposs 4yBcTBUTEIEH K peructpy. Llo-
CJIe DTOTO CHCTEMA BBIBOIUT MPUBETCTBUE U IpecTan/ ger Bam npuriammenne KOMaHI0M CTPOKA
I0JIL30BATEIS TOOt, OXKMUIAsS BBOJA. ~

foo login: root

'K naguum Jleperit-Ctrl, JIesbrii-Alt, u F1 HaKUMAIOTCS OIHOBPEMEHHO.
2 o
“3amerbTe, IPUBETCTBIE MOKET OBITH APYTUM, ecn Bel pemakTuposamu daitn /etc/motd.
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Password:
Last login: Sun Oct 26 19:04:09 2003 on tty3
Linux foo 2.4.22-1-686 #6 Sat Oct 4 14:09:08 EST 2003 1686 GNU /Linux

Most of the programs included with the Debian GNU /Linux system are
freely redistributable; the exact distribution terms for each program
are described in the individual files in /usr/share/doc/*/copyright

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

root@foo:root#

Teneps Bel roToBb! K TOMY, 94T0OBI 3aHUMATHCH CUCTEMHBIM aIMUHICTPOBAHNEM Yepe3 KOMAaH/ Y10
CTPOKY root. YdeTHasd 3amnch root TaKKe Ha3bIBACTCH CYTEePIIOIb30BATENBCKON NN TPUBEJIETH-
posannoii. Ucnosnb3ys 31y yyeTHyto 3anuch, Bl moxere:
¢ Yprarh, 3a0UCHIBATh U YIAAATH JI00ble Mailbl B cHCTeMe, He3aBUCUMO OT YCTAaHOBJIEHHBIX
Ha HUX 1IPaB JIOCTYIIa
® YcTaHaBJIMBATH BJIAJEJLIIOB M [IPaBa JIOCTYIA Ha 0001 (ailsl B cucreMe
® YCTaHaBIMBATH NAPOJ/Ib JIFOOOMY HEIPHBEJIEIHPOBAHHOMY II0JIb30BATE/I0 B CUCTEME
¢ PeructpupoBaThbCd B CHCTeMe IO 1000 yIeTHO 3aluChIo 0e3 BBOJIa COOTBETCTBYIOIIETO
mapossa

Fcam Bam myx)HO 7aTh KOMY-IM00 9acTh MOJTHOMOYHI rOOt, HE CTOUT ITOTO JEIaTh, Pa3/Iesisas
¢ HUM T1apoJib yYeTHOH 3anucu root. Wcnomp3syiire mist aroro nporpaMmel tuma sudo(8).

B Unix cunraerca xopormneii npuBbIYKON PErucTpupoOBaTHCH B CUCTEME, UCIIOJIb3Ys HEIIPUBEJIEr -
POBaHHYIO YUETHYIO 3aIIUCh, JaKe ecIu Bl co0upaeTech BBIIOIHATH HEKYIO 3/ IMIHUCTPATHBHYIO
pabory. Ucnosb3yiiTe kKomanasl sudo, super, Win su -C JJIs TOJIYYEHUs JO3UPOBAHHBIX TPUBH-
neruit root, Korga 1o neobxomumo. Cyorpure ‘Working more safely — sudo’ na, crp. 139. 3

4.1.2 YcraHOBKa MHUHHUMAJBHON CpeJibl OKPYKEeHHS JI71sI HOBIYKA
A aymaro, 9TO M3ydYeHWe KOMIBIOTEPHOW CUCTEMBI CXOXKE C M3YYEHWEM HOBOTO WHOCTPAHHOTO
st3biKa. U xoTst yueOHUKY J0CTATOYHO T0JIe3HbI, BaM HYXKHO IIONMPAKTUBATL C HOJIPYYHBIMH HH-

crpymentamMu. B 3TOM KOHTEKCTE g CUmMTAO, UTO XOPOIIe# ueir OyIeT yCTAHOBKA HECKOJIbKUX
JIOHOJTHUTETLHBIX TAKEeTOB THIIA mc, vim, lynx, doc-linux-text u debian-policy. *

# apt-get update

# apt-get install mc vim lynx doc-linux-text debian-policy

3HyzxHO ckazaTb, 410 s paborTal Lo Toot Yale, YeM 910 TPeGOBAIOCh, TAK KAK 910 ObLIO LIPOLLE, 12 K 5 ObLI
HeOpeKeH B 9TOM OTHOIIEHUH.

“Takxke Gyjer HEIIOXO yCTAHOBUTH nakersl gpm, emacs2]l u doc-linux-html. Cmorpure ‘Hacrpoiika mpiim’
Ha cTp. 37 u ‘Editors’ na crp. 207.
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Ecin 5t makeTs! yKe UMEIOTCS B CUCTEMe, TO HUYero He Oy/eT ycTaHOBJIEHO.

4.1.3 JlobGaByienue mob30BaTEILCKON YIOTHON 3AIUCH

B mporiecce ycranoBku Bbl 06bIYHO cO3j1a€Te yUETHYIO 3aIIUCh HENIPUBUJIETMPOBAHHOIOTO TI0/Ib-
30BaTe s, KOTOPEI GYIeT MOoJMyuaTh 3JeKTPOHHYIO TOUTY, aapecoBanHyio root. ° Ecnu Bel me
XOTHUTE WCIOJIBL30BATH ITY CIENUAJIHHYIO YYETHYIO 3aIUCh [IJIsi TTOCaeaytomiero obydenns, Bam
HY2KHO CO3/IaTh ellle OAHY TOJb30BATE/bCKYI0 YUETHYIO 3aIUCH.

TIpeamooxum, aro Bl 3axorenn, 9Tobbl ee nMsa 66110 penguin. Torga caeayinas KOMaH A

root@foo:root# adduser penguin
... OTBETBTE HA BCE BOMPOCHI

cozmacr ee. © [Tepen TeM, KaK UATH JAJBIIE, MBI JIOJI2KHBI CIIEPBa U3YYHUTH €I1I€ HECKOJIBKO BEITIEi.

4.1.4 TlepekyiroueHue Me¥KJy BUPTYAJIbHBIMUA KOHCOJISIMHE

B cucreme Debian mo yMos9aHnio CyIecTByeT INECTh HE33aBHCHMbBIX IIPEBIOTEPMUHAJIOB, T.€.
Bbl Mokere ucrosib30BaTh TEKCTOBBIA KOHCO/ILHBIA 3kpan VGA Baiero nepcosa/ibHOTO KOM-
mpioTepa Kak 6 mepekmiodaeMblx TepmunaiaoB VT-100. llepexsodenne Mexay TepMUHAIAMN
OCYIIECTB/ISIETCST OJHOBPEMEHHBIM HAaXKaTWeM KJiaBuiu JjeBbliii-Alt u oxHolt w3 dyHKImOHAb-
vbix F1-F6. Kaxap1it nmceBnoTepMuHa TO3BOJSET HE3ABUCHMYIO PETUCTPALNIO B CUCTEME. DTO
SBJISIETCA TTPOsIBJICHUEM TaKoi BaxkKHOI uepThl UnixX, KaK MHOTOIOIb30BATEIbHOCTD.

Ecnu Bor coyuaitno maxkamun Alt-F7 na cucreme ¢ paboraromeit cucremoit X Window u BugnTe
rpaduUecKuii SKpaH, TO J7Is BO3BPATA K TEKCTOBBIM KoHCOMIM HaxMuTe Ctrl-Alt-F1. JTnsa tpe-
HUPOBKHU TPOCTO MOMBITANTECH MOMEPEKIIUATHCA Ha APYTYI0 KOHCOJIb ¥ BO3BPAIATHCA HA3AT.

4.1.5 Kak 3aBepmuTh paboTy CUCTEMBI

Kak s0b6as coBpemennas onepanuoHHas cucrema, riae (aiijoBbie Onepanun NCiob3y0T KO-
pOBaHME JIAaHHBIX B HaM#ATH, cucTreMa Debian Hy»K/JaeTcs B COOTBETCTBYIOIIEH NPOIEIYPE 3a-
BepieHus paboThl CUCTEMBI [EPes TeM, KaK ITUTAHuE MOYKET ObITh 0E301aCHO BLIKJIIOYEHO 6e3
MOBPeXK AeHUs 1eJI0cHOCTH (baitmon. Mcmob3yiiTe caeayiontyio KOMaH Y B KOMaHI0H CTPOKe root
JIJTsT 3aBepITeHnsT pabOThI CUCTEMBI:

# shutdown -h now

541 craparoch 3a1aBaTh MM 9TOrO IOJIB30BaTENd Kak admin, HO OHO MOMXKET GBITH IPOU3BOJIBHBIM.

5Bosmozxkno, Boi 3axorure 106aButh 3T0ro 10sb30BaTess penguin B rpyiuly adm, 4robbl paspemurs dre-
HHUe MHOTUX XXypPHaJIOB coObltuit (sor-gaiinos) B karasore /var/log/. Cmorpure takxke passwd(5), group(h),
shadow(5), group(5), vipw(8) u vigr(8). 3a odurpmasbHbIM ONECAHUEM 110JIb30BATEEH U IPYIII CMOTPUTE CBEXKYIO
Bepcuio JokyMeHTa Ilonb3oBarenn u I'pymnst (/usr/share/doc/base-passwd/users-and-groups.html).


/usr/share/doc/base-passwd/users-and-groups.html
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DTa KOMaHIa HCIOJIL3YETCd B HOPMAJHHOM MHOIOIOJIL30BATE]ILCKOM pekuMe. Ecan ke Boi B
OJHOTIOJTB30BATE/THCKOM PEKUME, TO B KOMAHIHOW CTPOKE OOt MCTIOAB3YHITE CAeYIONTYI0 KOMaH-

AY:
# poweroff -1 -f

Taxxxe Brl moxere naxars Ctrl-Alt-Delete misa 3aBepruenns paGoThl CHCTEMBL.

TTonoxqure, moKa cucrema He oTobpaszuT coodiienue "System halted”, u TOIBKO TOrIA BHIKJIIO-
ugaiite uranne. Keau dyukmun APM win ACPI mamreskarnm 06pa3om BrAOYenbl Kak B BIOS,
Tak ¥ B Linux, TO cucTreMa BBIKIIOYNT NHTAHNE CAMOCTOSTENbHO. IlompobHocTnm cMoTpuTe B
‘BoskImioit pazMep omepaTUBHON TaMATH W aBTOBRIKIIOUEHWE MATAHUA Ha CTP. 45.

4.1.6 Bpewmd nopa3sjeubcs

Tenepr Boi roroenr 6e3 pucka mourparb ¢ cucremoii Debian, Tak Kak HCIIOIB3yeTe YYETHYIO
3aIHCh HEIPHBHICTHPOBAHHOIO [OIB30BATEIS penguin. &

JasaiiTe BoiijeM B cucTeMy Kak 10Jib3oBaresb penguin. Eciu Boi ceftuac paboraere kak root,
mnaskvure Ctrl-D ¥ B koMamm0it cTpoke, WTOGB 3aKPHITH KOMAMHIHBI WHTEPIPETATOp root’a n
BBINTH Ha IpHUIVIAIIEHNE K BXOOY B cucreMy. BBemmre Baire TOIbLKO 9TO CO3IAHHOE MMSI ITOJIb-
30BaTess penguin u ero maposs. U Bam Gymer HOKa3aHO C/eLyIOIiee TPHUIIAIIEHIE KO BBOIY
KOMAH,

penguin@foo:penguin$

C 3TOro MOMeHTa JJIs IPOCTOTHI JaBaeMble IPUMEDBI Oy T MCII0JIb30BATh YIPOIIEHHOE IIPUTIA-
IIIEHME KO BBOJy KOMaH/I. ¢ Byiy ucio/ib30BaTh:

e . qyia 0003HAUEHNsT BBO/IA, KOMAH I OT MMEHH oot

® §: 11 0603HAUEHNS BBOJIA KOMAH OT MMEHU HENPUBUIETHPOBAHHOTO TIOJIB30BATEIS

Mb1 mauneMm uzydenwe cucteMbl Debian cuawajo mo-mpocromy depes ‘Midnight Commander
(MC)’ ma crp. 51, a mosxe mo-Hacrosimemy depes ‘Tpaaurnmonnast qast Unix pabodast cpema’
Ha cTp. H4.

"JTeBasi knasuma Ctrl, sesast knauma Alt u knasuma Delete HaxxumaloTcst BMecTe, Koraa Bel HaxoquTech B
KOHCO/IM. B cucreme ¢ HaCTPOMKaMu 110 yMOJIYAHHUIO 9TO HPUBEJET K lepe3arpy3ke. Bam my»KHO nsmenurs (aitin
/etc/inittab, arober ucnosnszoBars onnuio -h komanast shutdown, kax 3To ObLIO OIMCAHO B pasfeiie ‘YCTaHOBKA
JIOTIOJTHUTEIFHBIX [TAKETOB IOC/Ie IEPBOHAYAIPHON MHCTAIAIME Ha cTp. 43.

8910 moromy, uro cucrema Debian maxe Iocie yCTAHOBKH II0 yMOJYAHHIO HACTPOCHA C TAKHMH LIDABa-
Mu A0ocTyna K aiyiaM, KOTOpBIe IIPeJIOTBPAINAIOT IIOBPEXKIEHNWE CHCTEMbI HEIIPUBUJIEIHPOBAHHBIM II0JIH30BA-
renem. KoHedHO, BCE K€ MOTYT CyNmIECTBOBATH HEKOTODBIE JBIPBHI, KOTOPBIE MOTYT WMCIOIb30BAHBI (/I B3JI0-
Ma CHUCTEMBI - LIPUM. [IEPEBOAMUKA), TAK ITO T€, KOMy 9TH BOLPOCHI HEGE3PA3/IMIHbL, JAOJIZKHBI BMECTO YTEHUS
9TOHN CeKnum M3y9IuTh MOKyMeHT PykoBomcTso mo Gesomacumoctm Debian (http://www.debian.org/doc/manuals/
securing-debian-howto/).

% Teasa krapuma Ctrl u xnasuma d naxumaiorca smecte. IIpy 3ToOM HeT HEOOXOAMMOCTH HAXKHMATD KJIABHILY
Shift, xoTst 3T! ynpaBisiom©e CUMBOJIBI JAIOTCSA B (pOpMe € BEpXHUM perucTpoM Oyksbel "D

Fcin Ber BBem root BMeCTO penguin u ykasaJu COOTBETCTBYIOIIMH HApOJb, TO Bbl HOMyuMTe HOCTYII K
YYeTHO 3ammcy root. DTa mporueaypa OyaeT Hy>KHa JJIs TTOJIyYeHUs TPaB root.


http://www.debian.org/doc/manuals/securing-debian-howto/
http://www.debian.org/doc/manuals/securing-debian-howto/
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4.2 Midnight Commander (MC)

Midnight Commander (MC) - sto "lBeitapckuit apmeiickuii Hox or mpoekta GNU, mpume-
HIeMBIfl B KOHCOM Linux u mpounx TepMUHAJBHBIX cpegax. OH gaeT HOBHYKY OMBIT paboThl B
KOHCOJTM 9epe3 MEHIO-110100HbIH nHTepdeiic, KOTOPbIH Iropa3Jio IpoIle U3yIuTh, 9eM CTaHIaAPT-
HBIe KOMaHIbI Unix.

UcmonbayiiTe 3Ty mporpamMmy s u3ydenus cucrembl Debian. 9to cambrit jiywmmnit cmocod mirst
n3ydenns. lloxkasyiicra, uccieayiiTe cieyionme HECKOJBKO K/IIOUEBBIX MECT, UCIOJIb3yd KJla-
BUIIN yIIpaBjenns Kypcopom u Enter:

® /etc m ero mojKaATAION.

e /var/log u ero momkaTasorH.

e /usr/share/doc u ero mogkarasorn.

e /sbin u /bin

4.2.1  VYayammm MC

Yrobsr MC uamensii pabouwmii KaTajgor Npu BBIXOJE U3 HEro, Bam HY»KHO u3MeHUTH haitn ~
/.bashrc (umm /etc/bash.bashrc, BeibiBaembiii u3 .bashrc) o6pazom, onmcaHHBIM Ha COOTBET-
creylomeil man-crpanune mc(1) xKacareasno ommun -P. '

4.2.2 3Banyck MC

$ mc

MC sBbinoJiasier Bee otepaiu ¢ pailjiaMu 9epe3 ero MeHr, Tpedyst 0T 0/Ib30BaTe/ s MUHUMYM
yeunmii. s monydenust crpaBku npocto Haxkmute F1. Bur moxkere mowrpars ¢ MC myrem

HaKATHH KJIABHUII YIPABICHIA KYPCOPOM ¥ (hYHKITMOHATBHBEIX KIABHUIIL. '~

4.2.3 QaiinoBslit Meremkep B MC

ITo ymomaanmio oTobparkarTesd ABe MaHe | KATaaora co cruckaMu gaitnos. Kirne onns mose3ubit
PEXMM - 3TO KOT[Ia IPaBoe OKHO oToOpazkaeT wHMOpMAIMO 0 pekumMe nocTyna K Ghaitay u mp.
Jasee onucanbl HECKOJBKO BAXKHBIX KJIABUITHBIX KoMOuHanwuit. C J1eMOHOM gpm MOXKHO TaK¥kKe
ucnob308aTh Mbib. (Obg3arenbno mHaxkmure Kaapuiry Shift, 9Tobb mosyanTs HOpMATBEHOE
nosesieHne oneparuii cut u paste 8 MC.)

e F1: Memnto cupaBku

* }'3: Berpoennsrit mpocMoTpInuK aitios
F4: Berpoennsbriit pegakTop
F9: BriBectu BhIIajgaioniee MeHIO
F10: Brixom n3 Midnight Commander

"Ecmm Bl mOKa He MOHSIN TOWHO, UTO s MMEIO B BHIY, MOMKHO CIEJATH STO MO3KE.
2Haxonsce B repMunanax tuma kon mwm kterm yrs SIoHCKOTo S3bIKa, KOTOPBIE HMEIOT IIPOBIEMBI C HEKOTODBI-
Mu rpadUIeCKNMI CUMBOJIAMH, TO3TOMY H06aBbTe OmIwio -a mpu 3arycke MC, 9To6bI pa3pentuTs 3T MpobIeMHbI.
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e Tab: Ilepexos Mexk 1ty TaHe/ sIMI

e Insert: ITomernTs daitn as omepanuii ¢ MHOXKeCTBOM (DailioB, HATPUME], JJIsT KOTTUPOBa-
HUS

® Del: Yaamuts daiin (6yabre ocropoxkasl — ycranosure MC B 6e30macHbIil pexxum ymae-
HIsT)

o Kiapuinm ynpas/ieHUs KypCOPOM: TOHATHO W3 HA3BAHUS

4.2.4 Ocobennoctn kKoMaHaHo# crpoku B MC

o Jliobas komanaa cd m3MeHdeT KATaJIor, 0TOOParKaeMblil Ha, BLIOPAHHON TTAHEIN.

o Ctrl-Enter mau Alt-Enter xonmpyer nmst daitna B Komauaayoo ¢Tpoky. cmonbsyitte 1o
JIUTsT KOMaH/ | Cp UM MV COBMECTHO C PEIaKTUPOBAHUEM KOMAHJHOW CTPOKH.

e Alt-Tab moxkaxker crmcox BeIGOpa KOMaHIHOTO MWHTEPIPETATOPA ¢ BO3MOKHBIMU UMEHAMI
dbaitnos.

e MoKHO 33]aTh CTAPTOBBIE KATAJIOTH [JIsT 0benx maneseit vepes aprymentsl MC; mHampumep
Tak: mc /etc /root.

e Esc + mudpa == Fn (re., Esc + ‘1’ = F1, u tak ganee; Esc + ‘0’ = F10)

e Kuasuma Esc == Knasume Alt (= Meta, M-); t.e., BBog Esc + ‘¢’ coorsercryer Alt-C.

4.2.5 PengaxTop B MC

Berpoennbiii peakTop nMeeT MHTEPECHYIO cucreMy ’Bhipe3aTb-BcraBuTh’. Haxxartue F3 mome-
YaeT HAYAJI0 BBIIEJEHUsT TEKCTA, TOBTOPHOE HAXKATHUE TOMeYaeT KOHEI[ BBIIEJEHUsT U BhICBEUN-
Baer BouIOpamnbiit Tekcr. Temeps Ber moxkere mepeasurars Bamr kypcop. U ecim naxkmere F6,
TO BBIJIeJeHHas 00J1acTh OyIeT mepeHeceHa B mo3uiinio Kypcopa. Eciau ke Boer maxwmere F5, To
BBIIEIeHHAS 00,1aCcTh OymeT CKOMMPOBaHaA B MO3UINIO Kypcopa. F2 coxpanger daita, F10 3aBep-
maet paboTy peakTopa. BOJIBITHHCTBO KYPCOPHBIX KJIABUIN pabOTAOT TaK, KAK Bbl HHTYUTHBHO
mperoJaraere.

DTOT PefaKTOP MOXKET OBITH 3AYINEH HEMOCPEICTBEHHO /s paboThI ¢ (aiiaom:

$ mc -e mma_daitna_gas mpasku
$ mcedit umsa_ aita_ a7s TpaBKH

JlaHHBIN PeIAKTOD HE SIBJIAETCS MY/JIbTHOKOHHBIM, HO MOXKHO HCI0JIb30BATH MHOXKECTBO JINHYKC-
KOHCOJIeH [ijisi JoCThKeHus 1moxoxkero sddexra. YTobbl KOMUPOBATHL MEXK/Iy OKHAME, JJId I[1e-
PEKTIOUEHUsT MeXK,Ty BUPTYaJIbHBIME KOHCOJIMHU HCITONB3yiiTe Kiaasuimmu Alt-Fn, a gma mepeno-
ca vactu ¢aitia B apyroit ucnob3yiite "Paiin->Berasuth daitn nwin "Paiin->KonuposaTth B
daita”

Berpoennniii pejakTop MOXKHO 3aMEHUTH JIIOOBIM BHeIIHUM 110 Bamtemy BbIOODY.

Taxzke MHOTHEE TPOrpaMMBI UCHOIL3YIOT Tepemernyo okpyxkenns EDITOR wm VISUAL g
ONIpeJIe/IEHNs, KAKOU PEJAKTOP UCI0ab30BaTh. Keiaun Bam meynobuo B vim, ycraHoBure 31U 1e-
pemennbie Ha meedit, qobasue ciaegyione crpoku B daitn ~ /.bashre:
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export EDITOR=mcedit
export VISUAL=mcedit

ITo BO3MOXKHOCTH s1 PEKOMEH/IYIO YCTAHABJINBATH ITU [epeMeHHble Ha vim. llcronb3oBanne pe-
JAKTOpa vim IpesunodYTuTe/biee MOTOMY, YTO OH (& TOodHee Vi) BCerga CymecTByeT Ha Joboi
Linux/Unix cucreve.

4.2.6 llporpamma mpocmorpa B MC

IIpescrasisier coboii 0YeHb MHTEIIEKTYAJIBHYIO HMPOTPAMMY. DTO BEJIUKOJEIHBIH WHCTPYMEHT
JUIsl 1IOMCKA CJIOB B JOKYMeHTax. £ MCIoJIb3y10 9Ty BO3MOXKHOCTD Jyist ailyioB B Karaaore /usr
/share/doc. D10 cambiii GeICTPHIT criocod TpocMoTperh MHOXKecTBO nHopManun 1o JInHykc.
IIporpamMmma mpocMOTpa MOKET OBITH HEMOCPEICTBEHHO 3AMYINeHa TaKUM 00pa3oM:

$ mc -v uma_daiina_ g mpocMorpa

4.2.7 Bozmoxuoctn MC 10 aBTOMAaTHYeCKOMY 3aIlyCKy TPOrpamMM

Haxwyure xnasumy Enter ma daiise m coorBeTcrByiomasa mporpaMmma 0yaer o0pabaTbiBaTh CO-
JgepxkuMoe daitia. 1o oueHb yaobuas BosmokHOCTE MC.

BBITIOJTHAEMBIH daiiyi:  Boimosnger koMaHy
daitn man, html-crpanumer:: Hanpasiiser cosiepKumMoe B IporpaMMy IIpOCMOTpPa
daiin tar.gz, deb: Orobpaxkaer comep:kumMoe (aiijia Kak MoIKaTaIor

Yr0o6b! TO3BOIUTE PYHKIIMOHAPOBATD 3TUM BO3MOKHOCTIM IIPOCMOTPA, IPOCMATPUBAEMbIe (hali-
JIBI HE JIOJI?KHBI OBITH BBITOTHIAEMbIMU. VI3MEHUTH MX CTATYC MOXKHO min depe3 mporpammy chmod
win yepe3 mento MC.

4.2.8 Buptyasabnas FTP-caitnosas cucrema MC

MC MOXKHO HCHOJIB30BATE s jlocTyna depe3 UurepHer k daiiyiam, ucrnosb3yd mporokos FTP.
Ilepeitaure B Mmento, naxkas F9, zarem nHaxkmure 'p’ J/1s aKTUBAIMK BUPTYaIbHOM (PaiiyioBoit cu-
cremel FTP (B moeit Bepcun MC paboraer knasumia 'F’ - npum. nepeBomunka) . Beenure URL B
dopMe Mg TOJB30BATEIT:TTAPOILQUMS  X0CTa. MM TOMEHA, TT0Cje Yero Oy/IeT ocymecTBaeHa
BBIOOPKA yIAJEHHOTO KATAJIO0Ta, KOTOPLIH OyaeT mpefcTaBaeH KaK JTOKAIbHBII.

ITompobyiite B Kagectse URL ykazare http.us.debian.org/debian u mpocmorpers aiiosbiii
apxus Debian. Cmorpure ‘Apxussl Debian’ Ha ¢Tp. 5 OTHOCHTETHHO TOrO, KaK OHU (APXUBHI)
OPTraHU30BaHbI.

13H camom meste, mporpaMMBbl, KOTOPBIE €CTH Be3e, - 910 vi wim nvi. JI/Is HOBUYIKOB e # mpeyIaraio vim, Tak
KaK OH TPeJOCTaBJISeT CIPAaBKY 1o kKjasuire F1, ocTaBasich Tpu 3TOM JOCTATOYHO TIPOCTHIM W OUE€HBH MOITHBIM.
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4.3 Tpamummonnas aias Unix pabodasi cpeja

Xotrsg MC nozpoJsisier neats BaM mpakTuuecku Bce, OUEHb BaXKHO U3YYHTh, KAK UCIOIH30BATH
WHCTYMEHTHI KOMAHTHOM CTPOKH, BRI3BIBAEMbBIE W3 TIPUT/IAIIEHNSI KOMAHIHOTO WHTEPIPETATOPA

U TIO3HAKOMUTHCs ¢ pabodeii cpeoit, Tpaaunuonnoit misg Unix. 14

4.3.1 CuernuaabHble KOMOMHAIINNA KJIABUII

B TpagunmonHoit unix-cpeje cymecTByeT HeCKOJIbKO KOMOUHAINN KIABUII, KOTOPhIE UMEIOT CIIe-

MUAJIBHBIA CMBICJI. 15

o Ctrl-U: Yaamurh cTpoKy mepes KypcopoM.

e Ctrl-H: YaanmuTs cuMBOJ mepei KypcopoM.

e Ctrl-D: BapepmuTh BBOA. (IIpU OPUMEHEHUN B KOMAHIHOM WHTEPIPETATOPE - BBIXOI W3
HEro)

o Ctrl-C: 3aBepmuThb BBITOJTHSIONIYIOCS IPOIPAMMY.

e Ctrl-Z: Bpemenno ocranoBuTh nporpammy. (IIoMecTurh ee B (hOHOBOE 3aJaHUe, CMOTPUTE
‘komanga &’ wa crp. 61)

e Ctrl-S: OcranoBuUThH BBIBOJ Ha YKPAH.

e Ctrl-Q: ITpoao>KuTh BBIBOJ Ha, 3KPAH.

16

Komamaneiit naTEpIpeTaTop mo yMOJYAHUI0, bash, mMeeT BO3MOKHOCTH M0 XPAHEHUIO UCTOPUHU
KOMAaH]T KOMaHAHON cTpoku u tab-completion s moBbIIeHNsT THTEPAKTUBHOCTH.
® CTpesiKa BBEPX: HAUMHAET MOUCK B UCTOPUU KOMAH]I.
Ctrl-R: HaunnaeT HHKpPEMEHTAJBHBIM TOUCK B UCTOPUU KOMAH/I.
TAB: 3asepraer BBoj nMern (ailjia B KOMAHIHOW CTPOKE.
Ctrl-V TAB: Bon cumsosta tadbyasmnn TAB B komamayo cTpoky 6e3 expansion.

3amoMHUTE elle HECKOJIBKO BaXKHBIX KOMOWHAIIUN KJIABHIIL:
e Ctrl-Alt-Del: Tlepesarpyska/ocraHoB CHCTEMBI, CMOTPHTE ‘YCTAHOBKA JOIMOJHUTEIbHBIX
[AKETOB T0CJIe TIEPBOHAYAIBHON MHCTALIAIUN Ha CTP. 43.
o JleBasg KJIABWIA MBI COBMECTHO C IEPEIBUKEHUEM MBIIIU: BBIIEICHNE W KONMUPOBAHME
TekcTa B Oydep obMmena.
* Haxkarwme cpemneit kHonku Mbiin: BeraButsb Teker u3 Oydepa odMena B MO3UIHAIO KypCcopa.
* Meta-kmaBuria (B Tepmunosiornn Emacs) HazHadeHa mo Tpajunun Ha JeByto kiaasumry Alt.
Hexoropsie cucrembr MOryT ObITH HACTPOEHBI UCIIOJIB30BATE Windows-K/iaBuIily B KA4eCTBe
Meta-kmasurmm.
Yr06B1 UCIIOTB30BATH MBITB B TEKCTOBOH KoHCON Linux, Bam HyKHO nMeTh 3amyIIIeHHbIH 1eMOH
gpm. 7 Cuorpure ‘Hacrpoiika mbimm’ Ha crp. 37.

1B 310l yacTy PYKOBOACTBA B KAUECTBE KOMAHIHOTO MHTEPIPETATOPA MCIoIb3yeTcst bash. O ToM, Kakue ere
OBIBAIOT KOMaHIHbIE UHTEPIpPeTaTopbl, cMoTpure B ‘Shell’ Ha cTp. 221.
TTH ;
15Ha nopmasbhoii rexcrosoil Kocoau Linux rosbko jepas kiaasuma Ctrl u nesas kiasuma Alt paGoraior
TaK, KaK OXKWIAETCH.
16Brr MoKeTe 3ampeTHTh 3Ty BO3MOXKHOCTD, HCHOIB3YH stty(1).
"B cpeme X Window MeImis B mporpaMme xterm paGoTaeT Tak iKe.
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4.3.2 OcnHoBubIe KOMaHIb Unix

JlaBaiiTe u3yunMm OCHOBHBIE KOMAHABI Unix. 18 BrimosianTe BCe CJeayIomue KOMaHAbl OT IMEHH

HeNPpUBEIeTTPOBAHHOTO MTOJTB30BATENd penguin:

pwd
— OT06pasuTh UMs TEKYIIEro,/ pabouero KaTaJaora.
whoami
— OTo6pasuTh UM TEKYIIIEro MOJTh30BATES.
file foo
— Orobpasuts Tun daitaa foo.
type -p UM KOMaHAbI
— OT10o6pa3nuTh MeCTOPACTIONIMKeHNe (haiiia KOMAHIB UM KOMAHJIHI.
— D710 Ke JenaerT koMaHa which uMsi  KoMaHIbI.
type mMa__ KOMaHIbI
— OTobpazuTh NHPOPMAIHIO 110 KOMAH/IE UM KOMAaH/IbI.
apropos KII0UEBOE _ CIOBO
— HaiiTu KoMaH/Ibl, CBI3aHHbIE C KJIOYEBBIM _ CJIOBOM.
— 9T0 )Ke JesyaeT KOMaHIa man -k KJIrodeBoe  CIIoBo.
whatis ©Mg _KOMaH[IBI
— OT0ob6pazuTh OJHOCTPOUHOE TOSICHEHHUE M0 KOMAH/Ie UMsI KOMAaHJIbI.
man -a I/IMH_KOMaH,Z[bI
— OTobpasnuTh KpaTKoe MOsICHEHHE TI0 KOMaH e uMsi_KoMaubl. (Unix-cTuiib)
info mms KomMamHBI

— Orobpasuts GoJiee MOTHOE 0ObSICHEHNE IO KOMaH e nMsl_KoMaH bl (cTmas GNU)
Is
— BriBectn cosepxkmMoe KaTasora. (HeCKpLIThIe (haiibl 1 KaTasors)
ls -a
— BriBectn comepzkumoe Karasora. (Bce aiipl u KaTAIOrN)
Is -A
— BriBectn comepxknmoe karagora. (moutu Bce (haiibl 1 KaTaaord, T.e. TPOMYCKAIOTCS
daitmer 7. w7
Is -la
— BriBecTn Bce cosiepkuMoe Karagora ¢ mojapobroii uadopmarueit. Cmorpute ‘Konren-
nust (aitosoit cucremsr B Debian’ Ha c1p. 68.
Is -d
- BbIBO,ZLI/IT BCE TMMOAKATAJIOTH KATAJOTW B TEKYIIEM KaTaJiore.
Isof foo
— Beisecru cocrosinue daiiia foo ¢ TOYKM 3peHUs - OTKPLIT OH WU HET.
mkdir foo
— Cosgarb HOBBIN KaTasor foo B TekyIem KaTasore.
rmdir foo

183 neco s ucnonb3yio nms "Unix“ B camom o61tem cvbicste. JI1060i# kmon Unix 0OBIYHO TIpe//I1araeT SKBUBAIEHT-
uble komanapl. Cucrema Debian - ne uckiouenune. He paccrpausaiitech, ecjiu HEKOTOPble KOMaH/ bl HE PAbOTAIOT
Tak, Kak Ber xotuTe. U He 00s13aT€ILHO BBIMTOJIHATD JTAHHBIE TPUMEPHI B YKA3AHHOM ITOPSIJIKE.

” «

19B Unix ects Tpaauumus ckpbiBaTh uMeHa (BailaoB, KOTOpble HauMHAIOTCH ¢ 7. D10, Kak 1paBuio, $ailisr,
KOTOPBIE COMIEPIKAT KOH(PUTYPAIMOHHYIO0 WH(GOPMAIIAIO U TTOIH30BATEILCKIE HACTPONKH.
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— Vaanuth Karajgor foo B TEKyIeM KaTaJjore.
e cd foo
— llepeiiTu B Kartasor foo, HaxosIuiicad B TeKyIeM KaTaJore WiIH OIMUCAHHBIN B Iepe-
mennoit CDPATH. Cumorpure onucanune komangbl ¢d B builtins(7).
e cd/
— TlepeiiTn B KOpHEBO# KaTAJIOL.
e cd
— Ilepeiitu B momamHuil KATa/ 100 TEKYIIETO TOJIH30BATEIS.
e cd /foo
— Ilepeiitn B Karagor no mogHOMY yTH /foo.
e cd ..
— llepeiiTn B poAUTENBCKU KATAJIOT.
e cd “foo
— IlepeiiTn B gomMarniHmil KaTajor mnosb3osaress {0o.
e cd -
— IlepefiTu B mpeaplAyIuii KaTasor.
e < /etc/motd pager
— Orobpasuts comepkumoe daiina /etc/motd, HCHONB3YsT TPOrPpAMMY TOCTPAHIIHOTO
BBIBOAA 110 ymouanuio. Cmorpure ‘komanga < foo’ ma crp. 62. 2
¢ touch junkfile
— Cospats myctoit daita junkfile.
e cp foo bar
— Kommposats cymecryitommuii ¢dpaiin foo B HOBLIN daiin bar.
¢ rm junkfile
— VYnanuthk aitn junkfile.
e mv foo bar
— llepenmenoBars cymiecTByiomnmit daita foo B HOBBIHA haiin bar.
e mv foo bar/baz
— llepemecTuTs cymecrBytoruii ¢daiin foo B HOBOe MECTOPACIIOIOKEHUE 110]T HOBBIM UMe-
Hem bar/baz. Karasor bar/ pojxken cyriecrBoBars.
¢ chmod 600 foo
— Cpuenats cyrmmecTBytomuit (aitn foo HeZOCTYNHBIM JJid UTEHWA W 3alUCH JIJId BCEX
MOJTH30BATE e, KPOME BIAEIbIA, W 3AMPETHTH BHITIOIHEHNE I BCEX MOJTH30BATE-
Jei.
e chmod 644 foo
— Pazpemuts yreHne u 3anpeTuTh 3alUch B cyecTByomuii ¢aitn foo Bcem mosb3osa-
TEIIM, KPOME BJIATETbITA, BLITOTHEHIE 3AMTPEITEH0 BCEM.
® chmod 755 foo
— Paspemuts areHne u 3anperuTh 3a0Uch B CymecTByomuii ¢gaiia foo Bcem moas3oBa-
TeJIsIM, KPOME BJIA/IE/IbIIA, BBIIO/IHEHNE (Daiiljia pa3peIreHo BCeM [M0JIb30BATEIsAM.
* top
— llokazare nudopmMmarmio o mporeccax Ha Bech 3xpan. Vcmonb3yiire "q” jrd BBIXO/A.

0@y HKIMIO HOCTPAHUYHOIO BBIBOAR 110 YMOJIYAHUIO B cucreMe Debian BblLOIHSET IPOrpaMMa More, KOTOpast
He MOXKeT JIMCTaTh TEKCT Ha3a[. YCTAHOBUB IakeT less komammoil apt-get install less, less cramer mporpammoit
IIOCTPAHUYIHOTO BBIBOJA IO YMOJIYAaHUIO 1 BI)I CMOXKeTe JTHUCTAaTh TEKCT Ha3a/, UCIIOJJIb3yd KJ/IaBUIILY YIIDpAaBJI€HUA
KYPCOPOM.
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® ps aux | pager

— TloxazaTh mHGOPMAIIIIO O BCEX BBITTOIHAIOIITAXCS TTPOITECCAX B CTHUJIE BRHIBOIA CHCTEMBI

BSD. Cuvorpute ‘komanmal | komanma2’ #a cp. 62.
e ps -ef | pager

— lloxazaTh nHOPMAIUIO O BCEX BBIMOJIHSIONIUXCS TPOIECCAX B CTHUJE BBIBOA CHCTEMbI

Unix System-V.
® ps aux | grep -e "|e|xim"

- HOKaSaT]) BC€ BBINIOJIHATOIIMEC IIPOIEeCChl exim. PerﬂHprIe BbIDa2KCHUA AJ1d ITOUCKa
MOKHO M3y9WTh Ha man-crpanute grep(1), moayduTs KOTOPYIO MOKHO, HAOpaB man
grep.

e ps axf | pager

— IloxazaTh nHGOPMAINIO O BCEX BBITIOHSIIONINXCS TPOIECCAX, UCITIOB3YS BRIBOJ B CTH-

gie "ASCIT art“.
o kill 1234

— Y6urh mporecc mo ero unenTudguraropy nporecca: 1234. Cumorpute ‘Kill a process’
Ha cTp. 116.

e grep -e “obpaser’ *.html

— Haiitu "obpazen Bo Bcex daiinax, 3akanuuBaronmxcs Ha html B Tekyrem karajore
1 I10Ka3aTh UX BCEX.

e gzip foo

— Cxarb daiisn foo u cosnars daitn foo.gz, ucnonbsyst koauposanue Lempel-Ziv (LZ77).
e gunzip foo.gz

— Pazxkars daiin foo.gz nnst cozganus daitta foo.
e bzip2 foo

— Cxkarb ¢aitn foo u coznars daitn foo.bz2, ucrnoaszysa anropurm "Burrows-Wheeler
block sorting text compression algorithm* n Huffman-komuposanue. (O6ecneansaer
JIydIllee CzKaTue, 9eM gzip)

¢ bunzip2 foo.bz2
— Pazxaro ¢aitn foo.bz2 ansa cozmanusa daiiaa foo.
e tar -xvvf foo.tar
— Ussimeun daitasr n3 apxusa foo.tar.
e tar -xvvzf foo.tar.gz
— Ussmeus daitasr u3 apxusa foo.tar.gz, ckaroro gzip.
e tar -xvvf —bzip2 foo.tar.bz2
— U3Bneus daitner u3 apxusa foo.tar.bz2. 2!
e tar -cvvf foo.tar bar/
— ApxuBHpOBaTh Cojep:KUMOe Karasora bar/ B apxupHblil daitn foo.tar.
e tar -cvvzf foo.tar.gz bar/
— ApxuBHpPOBATH COAEPKUMOE KaTajaora bar / B CKaTblll apxuBHBIH (aitn foo.tar.gz.
e tar -cvvi —bzip2 foo.tar.bz2 bar/
— ApxuBuposars cojepxumoe Karasora bar/ B cxkarsiii apxusablii daiin foo.tar.bz
e zcat README.gz | pager
— Orobpasnuth comepxkuMoe cxkaroro ¢ainia README.gz, ncmonb3ys mporpaMMy mo-

222

213 1eck ncmomp3yeTcst ommms —bzip2 BMECTO HOBO# KOPOTKOI OIINM -j, UTOGH KOMAH/Ia PAab0TAIA CO CTAPHIME
BepcusaMHu mporpaMmbl tar B Potato.
20mmst —bzip2 37€Ch TAKIKE UCTIOIB3YETCS IIs COBMECTIMOCTIL.
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CTPAHUYHOTO BBIBOJA [0 YMOJIYAHUIO.
zcat README.gz > foo
— Cosgars daiia foo ¢ pas:karoiM comepRuMbIM daiina README . gz.
zcat README.gz >> foo
— Jlobasute pazxkaroe cogepxumoe daitta README.gz B koner daiina foo. (Ecau
daitn me cymecTByer, TO CHAYAIO CO3/ATh €ro.)
find . -name mabaon

~ Uckars nmena daiiios, coorBeTCTBY0OMME MAOJ0HY 1A0JI0H. (MEJIJIEHHO)
locate -d . mabson

— Uckars umena aiiios, coorercTBytomue mabaony mabaon. (Paboraer GwicTpee
61aroaps UCIIOTB30BAHUIO PETYJISAPHO TEHEPUPYEMOi Ga3bl JAHHDIX )

IloxkauryiicTa, TOXOAUTE IO KATAJOTAM U U3YUHUTE CHCTEMY, UCIOIB3YsI paHee ONMCAHHbIE KOMAaH-
abl, s rpenuposku. Ecyim y Bac ects Bonmpocel 1o 000 n3 KOHCOJIBHBIX KOMAaHJ, OyibTe
J00OPBHI MPOYECTh COOTBETCTBYIONLYIO Man-crpanunty. Hampumep, TaHHbIe KOMAHIBI XOPOTITH I
crapTa:

$ man man
$ man bash
$ man Is

Taxoke Hersoxo 3amyctuTh vim n Haxkarh ksiasuiny F1l. Bam Hy»XHO npovecrs He menee 35
CTPOK. 3aTeM TpOiuTe OHJIANHOBBI Kypc 0OydeHms, TepeIBUHYB Kypcop K [tutor| m Hakas
Ctrl-]. Cmorpure ‘Editors’ va crp. 207 jyisi JJOHOJIHUTEIBHOIO U3y YeHHs PEJAKTOPOB.

[Moxamyiicra 3amerwre, uro MHOTHE Unix-KoMmawel, Bao4dag n3 GNU u BSD, 6yayT mokassi-
BaTh KPATKYIO CIPAaBOYHYIO nH(MOPMAINUIO, ec/ii Bbl BBI30BETE UX OJTHUM U3 CJEIYIONUX ClI0COBOB
(nnm, B HEKOTOPBIX CJydasix, 6e3 apryMeHTOB BOBCE):

$ umsi komanel —help
$ uvsa_ komane! -h

JL1g caMOTToAArOTOBKY TaK ke MOCMOTpuTe TpuMephl n3 ‘Debian tips’ ma crp. 109.

4.3.3 BrinoaHneHne KOMaHT,

Tenepnr Bur nmeere mpepcraBaenne o TOM, KaK UCIOIL30BAThL cucteMy Debian. Jlasaitte BHuMAa-

TE€JIBHO B3TJIAHEM Ha MEXaHMN3M BBIIIOJTHEHUA KOMaHJ B CUCTEME Debian. 23

4.3.4 Ilpocras komanga

IIpocrast KoMaHa - 9TO MOCIEI0BATETBHOCTh, COCTOSIIAA 13:
1 Heobs3aTebHBIX TPUCBOCHUI TEPEMEHHBIX

> .
‘33;[eCL s JI7IsT HOBUYKOB HECKOJILKO YTIPOIIAI0 IeHCTBUTEHHOCTh. st TouHOTO ormmcanmsi cmorpure bash(1).
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UMEHU KOMAHIBI
HeoDs3ATEILHBIX apIyMEHTOB

HeoBsA3aTeNbHbIX [IepeHalpasieduii (> , >> | < | << u 1p.)
Heobs3aTenpHOr0 oneparop Kourpous (&& , || ; <newline> | ;, &, (,))

Ot W N

Jlna 6ojiee CIOXKHBIX KOMaHJ ¢ KaBbluKamMu u 3ameramu cmorpure ‘Command-line processing’
Ha CTp. 225.

4.3.5 DBbliojiHeHre KOMaH/Ibl U EPEMEHHbIE OKPYKEHUs

PaccMoTpuM CIIe/IyIonIy o TUIIOBYIO TIOCIEI0BATEILHOCTE KOMaHT: 2

$ date

Sun Oct 26 08:17:20 CET 2003
$ LC_ALL=fr FR date

dim oct 26 08:17:39 CET 2003

31eck BHIMOHsIeTCsT TporpaMma date. Ilepemennas okpyxenuss LC  ALL:
® I TIePBOil KOMAH/IbI He YCTAHOB/IEHA (PaBHA 3HAYEHWIO 110 yMOJYAHHUI) B CHCTEME; TOKE
camoe, aro u C)
® Jisi BTopoii Koman bl ycranosiena B fr FR (dbpanmysckas sokass)
OB6BIYHO TP BBITIOTHEHNH KOMAHT OTIpeJIeIeHne TIePeEMEHHBIX OKPYKEHUd OTCYTCTBYeT. JI s BBI-
11Te TPUBEAEHHOrO TpuMepa Bhl MoXKeTe caemarh U TakK:

$L.C_ALL—fr FR
$ date
dim oct 26 08:17:39 CET 2003

Kak Bw1 Bumere, BLIBOJ KOMaHIBI 3aBUCHT OT TEpeEMeHHON OKpyxKenmd. Kcam ke Bol xoTuTe,
4TOOBI IEpEMEHHAs OKPYZKEHUs HAC/IEI0BANACEH JIOUEPHUMH TIponeccamu (Hanpumep, Korga Bei
3alycKaeTe CKPUOT Ha A3bIKe KOMAHJIHOTO WHTEpIpeTaTopa), BaMm HyKHO "9KCIOPTHPOBATL" ee
TakuM 00pazoMm:

$ export LC_ALL

4.3.6 IlyTh momcka KOMaHIbI

Korga B gaete KoMmanmy KOMaHIHOMY WHTEPIPETATOPY, OH UIMET ee B CITUCKE KATaJ0TOB, COMIep-
JKAIUXcs B mepeMmenuoit okpyxxerauss PATH. 3uauenue 3T0it mepeMeHHON OKPYKEHUST HAZBIBAETCS
IyTeM MOUCKA KOMAHIHOTO WHTEPIIPETATOPA.

24106k MOy YN T JAHHBIH pe3yibraT, BaM Hy»KHO yCTaHOBUTH (BpPaHILy3CKYIO JIOKAJIb, IOAPOBHOCTH CMOTPHUTE
B ‘Locales’ ma ctp. 168. B manubIil MOMEHT 3TO He CYIIECTBEHHO [jis HAIIETO PYKOBOJCTBA, IIPOCTO TO CJIEJIAHO,
YTOOBI TIOKA3aTh BO3MOXKHBIE 3D EKTHI.



T'nmasa 4. Pykosojcreo no Debian 60

B cucreme Debian mo ymonuanmio nepeMmennast okpyskennst PATH y monnzoBaTeanckoit yaer-
HOJt 3anucu He BKiouaer karanor /sbin. Takum obpasom, eciam Bbl xoTure 3amyckars jobble
KoMaH/Tbl BpoJie ifconfig w3 karasmora /sbin (6e3 ykazaHust MOJHOTO My TH K KOMAHJIE - IPUM. TI€pe-
BojuMKa), Bam HyxkHO jonosauTs 3uadenue nepementoii PATH karasorom /sbin. Dra nepemen-
Hast OOBITHO yCTAHABIMBAETCS B cTapToBoM (aitine ~/.bash profile, moapobuee ‘Kondwuryparnus
KOMaHIHOTO mHTepnperaropa Bash’ ma crp. 36.

4.3.7 Onmnuu KOMaHIHON CTPOKHU

Hexkoropsle KOMaHABI TPUHAMAIOT APTYMEHTHI. APryMeHTHI, HAUNHAIOTTHECS ¢ - WIN —, Ha3bIBa-
FOTCH OMITAAMHU W YIPABIAIOT MOBEJEHNEM KOMaH/IBI.

$ date

Mon Oct 27 23:02:09 CET 2003

$ date -R

Mon, 27 Oct 2003 23:02:40 +0100

3/1eck apryMeHT KOMaHHO! cTpoKH -R m3MeHseT moBe/ienne KoManab! date 11s1 BBIBOIA CTPOKH
JTaThl, COOTBETCTBYIOMElH HokyMenTy RFC-2822.

4.3.8 Hlabaoubt nvenu daitta (wildcards) komangHOro HHTEpPIPETATOpPA

Yacro Bam mnyKHO0, uT0OB KOMaH 2 paboTasa ¢ rpymnmnoit daitaos 6e3 Habopa Bcex ux uMmen. s
OTMMCAHUS TPYIIEI (PANIOB UCITOMB3YIOTC MabI0OHBI MMeHN (PAiiia KOMAHIHOTO HHTEPIIPETATOPA:

o X

— CooreercTByer JTH000I TPyIITe U3 HyJd U 60Jiee CUMBOJIOB.

— He coorBercTByer nmenu aiiia ¢ 7. B HavaJe.
o 7

— CooTBeTCTBYET POBHO OJIHOMY CHUMBOJIY.

— CoorBeTcTBYeT POBHO OJIHOMY CHMBOJIY M3 T€X, YTO 3aKJIFOYEHBl B CKOOKH.
* [a-z]

— CoOTBETCTBYET POBHO OJHOMY CHMBOJIY U3 TEX, UTO MEXKIY a W Z.

o [
— CoOTBeTCTBYeT POBHO OHOMY CHMBOJIY, €CIV OH He CPEIN TeX, UTO TMEPEINCTEHBI B

ckoOKax (cuMBOJI "7 - CITEIICHMBOJ M 3/1ECh HA COOTBETCTBHE HE TPOBEPSIETCH).

g nmpumepa nonpobyiiTe cieyroe KOMaH /bl U IIOPAa3MBIILISHTe HAJ| IOy YEHHBIMU PE3Y/Ib-
TaTaMU:

$ mkdir junk; cd junk; $ touch 1.txt 2.txt 3.c 4.h .5.txt
$ echo *.txt

1.txt 2.txt

$ echo *
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1.txt 2.txt 3.c 4.h
$ echo *.|hc]
3.c4h

$ echo .*

. ..0.txt

$ echo .[".]*

D.txt

$ echo [~1-3]*

4.h

$ cd ..; rmdir junk

4.3.9 Kox Bo3BpaTa KOMaHIbI

Kaxxias KoMaH/a BO3BpaIlaeT CBOil CTaTyC 3aBepIIeHUd KakK KOJ BO3BPaTa.

® KOJ BO3BPATa paBeH HYJI0, eCIM KOMaH/a 3aBePIIAIACh YCIEIIHO.

® KOJ1 BO3BpATa OTJIMYEH OT HYJIsl, €CJTM KOMaH 1a 3aBepHINIach ¢ OMMOKOIL.
DroT Koz BO3BpaTa Cpa3y II0C/Ie 3aBepIleHnsT KOMAHIbI MOKET ObITh HOIYYeH 9epe3 IePeMeHHy 0
KOMaH/IHOTO MHTeprnperaropa $7.

IlokasyiicTa 3aMeThbTe, YTO KOIJa KO BO3BPATA UCIOIL3YETCsI B JOTHIECKOM KOHTEKCTE KOMAHI-
HOTO HHTEPIIPETATOPa, YCIEIHoe 3aBepinenne obpabareiBaerca Kak jgorndeckas MCTUHA. 9ro
HEKOTOPLIM 00pa30M HEJOIHYHO, TAK KaK VCIENIHOe 3aBepIleHne COOTBETCTBYET 3HAUEHHI0 HYJIb.

Cwaorpure Takxke ‘Shell conditionals’ Ha cTp. 224.

4.3.10 Tunosble HOCJAEIOBATEILHOCTH KOMAH/T,

ITocTapaiiTech 3aMOMHUTE CJEAYIONAE PACTIPOCTPAHEHHBIE CITOCOOBI 3allycKa KOMaHI. A mocie
sroro mocmorpuTe dactu ‘Shell parameters’ Ha crp. 223, ‘Shell redirection’ ma ctp. 223, ‘Shell
conditionals’ va ctp. 224 u ‘Command-line processing’ Ha crp. 225.

komana &

KOMAaH/Ia BBIITOJHSAETCA B JOYEPHEM KOMAaHIHOM HHTEPIpPeTaTope B (DOHOBOM peKUMeE. 3aTaHUs
B (DOHOBOM PEXKHME TTO3BOISIOT MMOJB30BATEIAM 3AMYyCTUTh MHOXKECTBO IIPOTPAMM Yepe3 OJnH
€JIMHCTBEHHBII KOMaHAHBI HHTEPIIPETATOP.

Vupasjerne (pOHOBBIME TTPOTIECCAAME OCYIIECTBJISIETCST Yepe3 BCTPOEHHBIE KOMaHII: jobs, fg,
bg u stop. loxamyiicra nsyante man-crpanuiy bash(1l) B wactu omucanuit "SIGNALS“, "JOB
CONTROL® u "SHELL BUILTIN COMMANDS*, #°

%5Cucrema Debian stisiercs MYJIBTH33JaTHON OTIePAITMOHHOI CHCTEeMOTL.
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komanal | KomaHTa2
CrapmapTHLIA DOTOK BBIBOJA KOMAHILI KOMAHIAl HAIIPABIACTCS B CTAHIAPTHBIA IIOTOK BBOZA

KOMaHJIbI KOMaH,Z[aQ. O6e KOMaHABI MOTYT BBITIOJIHATHCA OJHOBPEMEHHO. OTOT MEXAHU3M HA3BI-
BaeTCd IIPOIrpaMMHBIM KaHaJIOM.

KoMaHgal ; KoMaH a2

Komamapr komargal m KoMaH1a2 BHITTOJHATOTCA TTOCIET0BATETBHO.

komanzgal && komamnga
Brrmosmrsercs komanga komangal. Eceam oma 3asepmaercss ycrmenmHo, 3a Hel MOCJIEI0BATETHHO

BBIIOJIHSAETCA KOMaHI1a KoManaa2. Ko Bo3ppaTa 6yaeT yCHemrHbIM, ecan 00e KOMaHIbl KoMaH1al
¥ KOMaHJIa KOMaH 132 3aBEPITAINCH YCITEITHO.

komanal || komamma2
Bruinonusitecs komanga komanaal. Eciau ona 3aBepiiaercs ¢ omubKoil, mocjie10BaTe IbHO 3aIryC-

Kaercd KomaHa komanmaZ. Koz Bo3spara Oyzer yCIeTHbIM, €Cjiim XOTs Obl OJHA W3 KOMAH/I
3aBEPIINJIACE YCITEIIHO.

KoMamma > foo

[epenarpaBuTh CTaHIAPTHBIN MOTOK BBIBOJA KOMaHIbl KoMaHaa B daiin foo (¢ mepesamnucnio
daiina, ecm OH CyrIecTByer)

KoMaHga >> foo

[lepenanpaBuTh CTAHIAPTHLIN IIOTOK BbIBO/Ia KOMaH bl KoMaHa B daitr foo. (nanube nobasis-
10TCs B KOHer aiijia)

komaHga > foo 2>&1

TlepenanmpaBuTh MOTOKW CTAHAAPTHOTO BBIBOMA W CTAHAAPTHOIO BBIBOMA OMMIOOK KOMAHIBI KO-
Manga B daitn foo.

koMamga < foo

Copepxxkumoe dajisia foo Halpapisgercd B CraHJapTHLIA 1IOTOK BBOJA KOMaHbl KoMaHja. [lo-
npobyiiTe ciaemayroIee:
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$ </etc/motd pager
. (npuBercrBue)
$ pager < /etc/motd
. (npuBercrBue)
$ pager /etc/motd
. (upuBercraue)
$ cat /etc/motd | pager
. (upuBercraue)

Xorst Bce 4 KOHCTPYKIIMY TMOKAXKYT OJHO U TO K€, TOCJeIHWH TPUMED 3AIMYCKAET JIOMOTHATETb-
HYI KOMaHIy cat u TeM caMbiM 06e3 IPUYUHBI PACXOJIyeT PECypPChI.

4.3.11 IlceBaoHnM KOMAaHIbI

BbI MOMXKETe YCTAaHOBUTD TICEBOHUM /IS TaCTO MCIOTb3yeMoil KoMaHabl. Hampumep:
$ alias la=’ls -1a’

Temnepn la padboraer kak coxparmennas (gpopma ls -la, KoTopas BBIBOAUT CIOHCOK BCex (pailion
B mostHOM hopmare (Jydmmumii BapumaHT OBLT IpEJIOKeH Ha Kysepe: alias ls=’logout’ - mpum.
[IEPEBOJUNKA ;-) )

Bo1 moxkere onpenesnTsh TOYHBIN MyTh WM MOAIMHHOCTL KOMAHJIBI, UCIOJIB3Yd KOMAHIY type.
Hanpumep:

$ type ls

Is is hashed (/bin/ls) urdopmarus o 1s xsmmposana (/bin/ls)

$ type la

la is aliased to ‘Is -la’ la - mcesmonmm ‘ls -la’

$ type echo

echo is a shell builtin echo - BCTpoeHHAsT KOMaH a KOMaHJIHOTO WHTEPIPETATOPA,
$ type file

file is /usr/bin/file komanga file = /usr/bin/file

3/ech HETABHO BBIMIOJTHAJICS TIOUCK KOMAHLI 1S, a koMmaH1a file nckasack B mepBhIit pas, TOITOMY
KOMaHIa Is momedena kak “hashed”, T.e. KOMaHAHBIH HHTEPIPETATODP UMEET BHYTPEHHYIO 3AIINChH
7151 OBICTPOTO OTBETA Ha 3aIPOC O MECTOPACIIOo)KeHun (daitma Is.

4.4 Tpamuiumonnas st Unix o6paboTKa TEKCTa

Cy1ecTByeT HECKOJIBKO CTAHIAPTHBIX WHCTPYMEHTOB 110 00pabOTKe TEKCTa, KOTOPhIE OYEHb Ya-
CTO UCIIOJIB3YIOTCA HA UNIX-T000HBIX CUCTEMAX.
¢ Hewucmoas3yromnine peryiapHbie BHIPAXKEHUST:
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— head BriBOgUT Havag0 aitios.
— tail BeiBOIUT KOHEr (haiiIoB.
SOrt COPTHPYET CTPOKH TEKCTOBBIX (DailloB.
uniq ygasser CTPOKH-nyOJUKAThI U3 COPTUPOBAHHOTO (Daiiia.
— {T BBINOJIHSIET 3aMEHY WU y/aJeHne CHMBOJIOB.
— diff cpaBauBaeT mocrpouno daitab.
e llcnosnb3yromue 6a30Bble peryaspHble Boipazkenus (BPB):
— grep OmpeJe/isier COOTBETCTBUE TEKCTA C IMIa0I0HOM.
— ed - TPUMUTHUBHBIN CTPOKOBBIN PETAKTOP.
— sed - TOTOKOBEII PEIAKTOP.

— Vi - SKpaHHBIN PETAKTOP.
— emacs - 3KpaHHbI PelaKTopP.
e llcnonp3yromue pacimpenHbe peryaspabie seipaxenns (PPB):

— egrep ompesiesigeT COOTBETCTBUE TEKCTA ¢ MABIOHOM.

— awk BeITIOJTHSEM TIPOCTYIO 06paborKy Tekcra. Cmorpure ‘Awk’ Ha crp. 225.

— perl BrimosiHsieT BCeBO3MOKHYIO 06paborky Tekcra. Cmorpure ‘Perl’ ma cTp. 227.
Cwmorpure ‘Regular-expression substitution’ ma crp. 121, ‘Script snippets for piping commands’
Ha crp. 123 u ‘Perl short script madness’ Ha crp. 125 Ha npejMeT IPUMEPOB CKPUIITOB.

4.4.1 Peryngpubie BblpakeHUs

Peryssipuble BbIpaKeHWsl HCIOJBL3YIOTCS BO MHOTHX HMHCTpyMeHTax o0paborku rekcra. OuHu
OYeHb TOXO0XKM Ha mabaoHbl uMeH aiiioB KoMaHHOTO MHTEpnperaropa (cmorpure ‘Ilabro-
ubl umenn daiina (wildcards) komangsOrO HMHTEprperaTopa’ Ha cTp. 60), HO OHH HE TOJBKO
CIIOYKHEe, HO U MOIITHEE.

Perynaproe Boipazkenne onucbiBaeT mabd/I0H COOTBETCTBUS W COCTABJISIETCS M3 CUMBOJIOB TEKCTA
U METaCUMBOJIOB. METacuMBOJI - TO MPOCTOI CHMBOJI CO CIIENMAIbHBIM CMBICIOM. CyTiecTBy-
eT JIBa OCHOBHBIX CTH/IA peryaapubix Beipaxkenwnii, BPB u PPB, B 3aBucumocTi 0T TEKCTOBBIX
UHCTPYMEHTOB, ontucaHubiX B ‘T'pagunumonnas ais Unix obpaborka Tekcra’ Ha cTp. 63.

st PPB meracumsosbt ratogaror 7\ . [ | ~§* +7 () { } |“. Peryasipuoe Bbipazkenue o3nagaer:

¢ C

— COOTBETCTBUE HEMeTAcUMBOJLY "¢

° \C
— COOTBETCTBHUE CHMBOJIY, OPEIEISIEMOMY €Scape-ToC/IeI0BATeTFHOCTEIO ¢, Nn, ecan

7c He escape-moCc/e0BaATEIbHOCTD, TO TTPOCTO CUMBOJIY C.

— COOTBeTCTBUE JIOOOMY CHUMBOJTY, BKJIIOUAA CUMBOJI HOBOI CTPOKH.

e ~
— COOTBETCTBHE HAYAJIy CTPOKH.
o
— COOTBETCTBUE KOHHy CTpOKI/I.
° \<

— COOTBETCTBHE Ha4daJly CJIOBa.
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— COOTBETCTBUE KOHITY CJIOBA.
[abc. . .|
— COOTBETCTBHE JIIOOOMY CUMBOJIY U3 crmcka “abe. ...

[~abc. . .|

— OTCYTCTBHUE COOTBETCTBUS JIFOOOMY CHMBOJY M3 ciucka “abe. .. “.
*

o
— COOTBETCTBHUE PErYJIAPHOMY BBIDAXKEHUIO "1 MOBTOPEHHOMY HOJIb WJIM OOJIbIIIEee KO-
JINYIECTBO Paa3.
° r+
— COOTBETCTBHUE PETYISPHOMY BBIPAKEHUIO T TTOBTOPEHHOMY ONIWH WU OOJIbIIEE KO-
JINIECTBO Paa.
e 17
— COOTBETCTBUE PEry/IsPHOMY BBIPAXKEHUIO 1, TTIOBTOPEHHOMY HOJIb WX OIWH Pa3.
e rlr2

— COOTBETCTBHE PEry/IsiPDHOMY BbIpaxkeHuio 'r1“ nmubo perysgapHOMy BhIpaxkenuto 12
(r1|r2)
— COOTBETCTBUE peryagpHoMy Bhipaxkenwio "r1¢ mmbo "r2; komcTpyKius obpadarbiBa-
€TCd KaK PEeryJsipHOe BbIpazKeHue, 3aKJIUEeHHOe B CKOOKU.

B BPB wmeracumponst "+ 7 () { } | Tepsmor cBoe ocoboe 3navenne, B3aMeH UCIOIL3YHTE T XKe
cuMBOJTEL ¢ 06paTHBIM ciaerreM Brrepean “\+ \7 \(\) \{ \} \|. llosromy KoHCTPYKIHSA ¢ CKOOKaMu
(r1|r2), 3anucannas c ucnosbzosannem bBPB, nomxuaa 6611b B Bujie \ (rl1|r2)). Oaako nporpamma
emacs, ucrnosbdytonas bPB, obpabarbiBaer cumposbl "+ 7¢ kak meracumposibl. To ecTb HeT
HEOOXOMMOCTH TIPEABOPsITE X o0parHbiM ciemem. CMmorpure ‘BbipaxkeHus 1mojcTaHOBKU HA
cTp. 65, 9T00BI y3HATDH, KaK UCIIOIB3YIOTCH KOHCTPYKIUU CO CKOOKAML.

Hanpumep, nporpamma grep MoxkeT OBITH HUCIOIB30BAHA /I BBITOJHEHU TOMCKA TEKCTa, C UC-
NIOJIB30BAHUEM PEryIAPHBIX BBIPAKCHUIL:

$ egrep 'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL
GNU GENERAL PUBLIC LICENSE
GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

4.4.2 BplpazkeHus 10/ICTAHOBKH

B BbIDazKE€HUAX IIOACTaHOBKHK CJIEAYIOIINE CHUMBOJIBI UMEIOT ocoboe 3HadeHne:

* &
— 03HAYAET, KAKOE PEryJISPHOE BLIPAKEHHE COBIAIO0. (B IPOrpaMMe emacs UCLOJIb3yHTe
KOHCTPYKIHIO \&)

o\n

— 03HAYAET COBIABIIIEE PErYJIAPHOE BhIpayKeHWe, 3aKJII0UYEHHOE B CKOOKH, [10 HOMEPY Nl
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1t BBIpasKeHwii MoJICTAHOBKY s13bIKa Perl mcmosb3yercst KOHCTpYKIWs $n BMecTo \n U CHMBOJ
& He mMmeeT 0coOOTO 3HAUECHUS.

Hanpumep:

$ echo zzzlabc2efg3hij4 | \

sed -e "s/\ (1[a-2]*\)[0-9*\ (F\)$/=&=/"
zzz—=1abc2efg3hijd=
$ echo zzzlabc2efg3hij4 | \

sed e 's/\ (1[a-2*)[0-9]*\ ()8/\2===\1/"
zzzefg3hijd===1abc
$ echo zzzlabc2efg3hij4 | \

perl -pe ’s/(1|a-z|*)[0-9]*(.*)$/$2===51
zzzefg3hijd—===1abc
$ echo zzzlabc2efg3hijd | \

perl -pe ’s/(1]a-z[*)[0-9]*(.%)$/=&=/"

777—&—

3rech obpaTuTe TOTOJHATETHLHOE BHUMAHNE HA CTUJIb PETYJISPHBIX BBIPAXKEHU, 3aK/TI0UEHHBIX
B CKOOKM, U Ha TO, KAK COBIABIIKUE CTPOKU HCIIOJB3YIOTCSA B IPOIECCE 3aAMEHBI TEKCTA Y PA3HBIX
WHCTPYMEHTOB.

DTH peryaspHble BbIPAaXKEHNA MOI'YT ObITh MCIIOIb30BAHEI /I [IEPEMEIeHns Kypcopa U TaK:Ke
JUId JefiCTBUN 1O 3aMeHe TEKCTa B PEeTaKTOpax.

TloxkasmyiicTa, TpoYTUTE BCE CBA3AHHBIE MAN-CTPAHUITHI I W3YIEHUS STUX KOMAH/I.

4.5 Tpamuimonnas (aitsioBasi cucrema Unix

B cucremax GNU/Linux u jgpyrux Unix-110106HbIX OlI€PALMOHHBIX cucremMax (afiibl pa3meria-
foTcst B Karasorax. 20 Bee (aityibl 1 KaTagorn 06pa3yioT 01HO GOJIBIIIOE JIEPERO, NEPAPXUIECKYIO

dailIoBy0 CTPYKTYPY, KOPEHB KOTOPOii /.

Dru daitabl 1 KATATOTH MOTYT PACHOIATAThCA HA HECKOILKHUX ycrpoiicTeax. Komanma mount(8)
3aHIMAETCS MOAKAI0YeHneM (DailIoBOl CHCTEMbI, HAHIEHHOH Ha HEKOTOPOM YCTPONCTBE B €IMHOE
nepeso daitnos. 1 naobopor, komanaa unmount(8) orcoeauant haia0By0 CHCTEMY YCTPOHRCTBA
3 JepeBa Qaitios.

4.5.1 Ocuosol ¢aitioB Unix

BOT HECKOJbKO OCHOBBIX MOJIOXKEHMIA:
e llmena ¢ailyioB ABISIOTCA 3aBHCHMBIMEH OT peructpa. To ectsb, daitn MYFILE u daiin
MyFile sBasiorcst pazmmanbivu aiitamu.

2
“6KaTanor1/1 Ha HEKOTOPHIX CUCTEMaX HA3BIBAKOTCA TTAlTKaMU.
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¢ Ha kopresoif kaTasor (root) obsraHo ccplnarores mo nmenn /. He myraiite sror "root” ¢
mosib3osareneM root. Cvorpute ‘Bxoj B cnctemMy Kak mob30BaTeNb root’ Ha cTp. 47.

o KakJIbIil KaTaJor UMeeT UMsi, KOTOPOe MO2KET COCTOST U3 JIFOOBIX OYKB U/ CUMBOJIOB, KPO-
me cumposia /. 27 KopreBoil KaTajior sB/sercs NCKII0ueHneM, ero uMs - / (IpousHocHTes
Kak “crernr” WM “KOpHEBOH KaTasor’) W He MOXKeET OBITH TePEeHMEHOBAHO.

¢ Ha xaxaprit daiin nim KaTagsor MOXKHO COCTATHCS TI0 TTOJHOMY UMeHH (aiiia, abCcomTITHO-
My umMeHn aitjia uim 4epes3 nyTh, YKa3aB [0CIeJ10BaATEIbHOCTD KATAJ0TI0B, Yepe3 KOTOPhIE
HYKHO 1pofiTu, 9Tobbl jgocTuub (aitia. Bece 1pu TepMuna gaBasiorcd cuHoHnMamu. Bce
abCOJIIOTHBIE MMEHA HAYMHAIOTCS C KATaaora / W CYIIECTBYET CUMBOJ / MEXKJy KayKJIbIM
KaTajoroM winm nMeneM paiiia. [IepBblil cMMBOJI / - 9TO MM KaTagora, a BCe MOCTIETy-
FOIIME FBJIAIOTCS MPOCTO PA3ASAUTEAMA, ITOOBI OTAEUTh YacTh UMeHU paiiaa apyr oT
apyra. HYrobbl He 3ammyTaThCsi, TOCMOTPUTE HA CAEAYIOMINN TPUMED:

/usr/share/keytables /us.map.gz
D10 nosiHoe M« haiisia, HHOTIA HEKOTOPBIE HA3BIBAIOT ero myTeM. OaHaKko, Ha (aiin MoxK-
HO COCJAThCS MPOCTO [0 €ro MMEHH US.map.gz. o

¢ KopHEBOi KAaTaJI0r HUMEeT MHOXKECTBO OTBETBJICHNUHT (IT0IKATAJIOrOB - MPUM. [IEPEBOTINKA),
Takue Kak /etc wim /usr. DTH I0JKATAJIOM B CBOIO OUYepe/ib COIePIKAT elle M0/ KATaIOIH],
takne Kak /etc/init.d mam /usr/local coorBercrBenno. Bee 910 BMecTe Ha3bIBaeTca jiepe-
BOM KaTaJIOrOB. Bbl MO2KeTE camTaTh, 4TO abCO/MIOTHOE MM (ailia - 9T0 KaK MapIipyT u3
Havasa jepesa (/) K KOHILYy HeKoell BeTBu 31oro jepesa (daiiay). Bor Takxke Morim cibl-
[IaTh, 9TO O JEPEBE KATAJOTOB TOBOPAT KAK O CEMEHHOM JepeBe: TaK MMOJIKATAJIOTH UMEIT
pomTesieli, a myTh MOKA3BIBAET MTOJTHOE MPOUCXOXK genHme (haiima. CyrnecTByOT TakKe OTHO-
CUTEJILHBIE TTYTH, KOTOPbIE HAYUHAIOTCS ¢ MECTa, OTJINYHOTO OT KOPHEBOTO KaTaJjora. Bawm
HY?>KHO 3allOMHUTDL, 9TO KaTaJIOT / CChLJIaCTCd Ha pO,Z[I/ITe.HbCKI/H;‘I KaTaJIOT.

® He cymecTByeT KaTaJjora, KOTOPBIN ObI COOTBETCTBOBAJ (PUBUUIECKOMY YCTPOHCTBY, HAIIPU-
mep, Bamemy xectkomy saucky. B arom oramuane Unix ot oneparponubix cucrem CP /M,
DOS u Windows, rje BCe mMyTH HAYUHAIOTCS C UMEHH yCTpoiicTBa, Hampumep, C:\. Cmor-
pute ‘Koumenrus daitmosoit cuctemsl B Debian’ Ha cTp. 68.

Xopolo onucaHHble IPEMepHI 110 HepapXuu hailios ects B gokyMeHTe CTaHIAPT Ha HEPApPXUIO
daiinosoit cucremsr (/usr/share/doc/debian-policy /fhs/fhs.txt.gz). Bam xke qis nagana nykHa0
3allOMHUTD CJIeLyIommue HaKkTh:

*/
— Ilpocro cumBos / 0603HATAET KOPHEBOI KATAJIOT.
e /etc
— 3ech pa3MeIaTcs KOHGUTYpanoHHbIe (DaiIbl CHCTEMBI.
e /var/log
~ 3/1eCh pa3MEIATC CUCTEMHBIE JIOT-(Daiiibl (KyPHATLI COOBITHI - TPUM. TIEPEBO/I-
IHUKA).
e /home

2TXorst Bbl 4 MOXKETe UCLOJIB30BATH LOYTH JI0Gbe GyKBbl MM CUMBOJbL B MMeHy (dajiia, Ha LPAKTUKE ST0
wioxas umes. Jlydmie u3berarh MCIIOJb30BAThH CUMBOJIBI, KOTOPHIE YaCTO MMEIOT CIIEIUAIbHOE 3HAYEHNE B KOMaH-
JION CTPOKe, BKJIIOYas MPOGEIbl, CHMBOJIbI TaOY AN, TIEPEBOIA CTPOKK u apyrue crencumbomst: { () []7 47\
/> <|;!'# & *% Q% . Eciu Bol xorure orge/mTh CI0Ba B MMEHH, JIy€lle UCHOAb3YHTe TOUKY, aeduc wmm
noruepKuBanue. Bol MOXkKeTe TaKyKe HauMHATh Kark/0e CJIOBO ¢ 00sbinoii 6ykeel: BorTax.

28 CymmecTByeT Tak:Ke eIe OHO MCIOIb30BaHEe CI0Ba myTh. CMorpure ‘IIyTs momcka Komammer Ha cIp. 59. B
001eM, 3HAUEHNE CJIOBA OOBIYHO CTAHOBUTCS TIOHATHBIM M3 KOHTEKCTA, B KOTOPOM OHO WCIOJIB3YEeTCS.


/usr/share/doc/debian-policy/fhs/fhs.txt.gz
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- B,Z[er Pa3MeIal0TCd JOMaITHNE KaTaJIOT BCEe HEIIPUBEJICIMPOBaHHBIX IIOJIL30BATEIEH.

4.5.2 Konnenmus gaiisiopoit cucrembr B Debian

Ilo Tpamunusam Unix cucrema Debian umeer daitnoByro cucremy, HUXKe KOTOPOIl HaXOISATCs
dpu3znUeckre TaHHbIE JKECTKUX IUCKOB W APYTUX YCTPOUCTB XpaHeHus: nHMOPMAINN, & TAKXKE B
YHUPUIIUPOBAHHOM BHU/JIE PEATH30BAHBI MEXAHU3MBI B3aUMOJIENCTBHUS ¢ 0OODPYIOBAHUEM, TAKUM
KaK KOHCOJIbHBIE SKPAHBI, VAAJIEHHBIE MOCIeI0BATEIHHBIE KOHCOJIN.

Kaxmerit daitr, kaTasor, "MEHOBAHHBIN KaHa I win (PU3NIEeCcKoe yCcTpoiicTBo B cucreme Debian
UMeeT CTPYKTYDY JAHHBIX, HA3BIBAKIILYIOCS WHIEKCHBIM JecKpunTopoM (inode), KOTOPHIi omnum-
ChIBaET CBsI3aHHbIE aTpUOYTHI, TAKNe KAk Biajeser daiiia, rpynmna, Koropas Biaajgeer Qaiiiom,
BpeMsI [TOCJEIHEro ocTya K (hairy u np. Tounoe omucanue crpyKTyps! inode B cucreme Debian
GNU/Linux cmorpure B gokymentre /usr/include/linux/fsh.

910 yHUDUIIUPOBAHHOE TTPEACTABIeHNE (PUBUIECKUX YCTPOUCTB SBJIAETCA OYEHB MOIITHON OCO-
OGEHHOCTDHIO, TaK KaK 9TO [MO3BOJISET HAM HCIOIb30BATEL OJHY U Ty K€ KOMAHIY [JId BLITOIHEHNA
OJHOTHUIIHBIX NEACTBUHI Ha MHOXKECTBE JOCTATOYHO PA3HOTUIHBIX YCTPOMCTB.

Bce Barmmu daitsibl MOryT pa3Merarbest Ha OHOM jucke, min Ha 20 JucKax: IpuueM HeKOTOPbIe
"3 HUX IIOAKJIIOYEHDbI K JIPYTI'MM KOMIIbIOTEPAM T'JIe-TO B CE€THU. I/I XO0Td BBI HE MOZKEeTe IIPOCTO TaK
B3[VISHYTBH Ha JIEPEBO KATAJOTOB, MIOYTH BCE KOMAH/IbI PabOTAIOT TOYHO TaKKe BHE 3aBUCUMOCTH
OT TOTO, Ha KAKOM (PU3UIECKOM YCTPOICTBE PEATHHO PAZMEIIATCS (haiiibl.

4.5.3 Tlpasa mocryna K (aitiam u KaTajaoram

IMpaBa jgocryna K daiiay 1 KaTaaory OmpeaesioTcs NHAMBUILYAIbHO I KarxKI0H U3 TPex CJje-
AYIIUX KATEerOPUi 10JIb30BaTesICH:

® IS TI0JTB30BATESA, KOTOPBIH Baageer stum daitaom (u),

® LIS TIOTB30BATEEN U3 TPYTILI, BAagEOmel nanasiv daitaom (g) n

® JJIs1 BCEX OCTAJIBHBIX MOJIb30BaTeei(0).

s daitna coorsercTByONIE MPaBa JO0CTYIA MO3BOIAIT COOTBETCTBEHHO:
® paBo uTeHHs (r): UBYUIUTH comepKuMoe daiira
® [IPABO 3AIKCH (W): M3MEHATD (hail
® [IPABO BBINOJHEHWs (X): BBITOJHATE (Baill Kak KOMaHILy.

s kaTasora mpaBa JOCTyNa IIO3BOJISIOT COOTBETCTBEHHO:

® 1paBo ureHus (Ir): HOJYYaTh CIUCOK COJEPAKUMOIO KATAI0Ia

® paBo 3amucu (W): J06ABIATH WK yAAIATh (Daflyibl B KaTaaor

® PABO BBILOJHEHMs (X): HOJLydaTh A0CTyll K dailiam.
3/1ech MpaBo BBIMOJHEHWsI JJIs KaTaJora 03HadaeT He TOJHKO BO3MOXKHOCTH dreHns (ailios B
KaTaJI0Te, HO M BO3MOXKHOCTE IPOCMOTPA X aTpuOyTOB, TAKUX KaK pa3sMep M BPeMs MO THbIKa-
VN,

Yrob6s1 0TO6pa3uTh HHMOPMAIIUIO O TTPABaX J0CTyNa (1 MHOTYO IPYTYI0) Ha (ailIbl U KATAJIOrH
ucnosb3yerca nporpamma ls. Cmorpure 1s(1). Korga nporpamma ls 3anyckaerca ¢ onnueit -1, ona
MOKA3BIBAET CJIEAYIONMIYI0 WHPOPMAIMIO B YKAZAHHOM TOPSIJIKE:


/usr/include/linux/fs.h
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T daitira (TepBblii CHMBOJI)
— -: 00ObruHbBIM haitx
— d: karanor
— 1: cumBoOIMYeCKAd CCHLIKA
— ¢ daits cMMBOJIBHOT'O yCTPOUCTBA
— b: daitn 6iiounoro ycrpoiicTsa
— p: UMEHOBAHHBIN KaHAJ
— S COKeT
ITpasa mocryna k daiiny (caemyoomme AeBAThH CUMBOJOB, O0bEAMHEHHBIX B TPU TPYTIIIHI
paB JJIs BJIAJENbIA, TPYIIIL U TPOUNX MOJB30BATE/IEH [0 TPU CUMBOJIA B KAXK 0N IpymIne
B TIOPSIJIKE TTPABO-HA-UITEHUE MTPABO-HA-3AMUCH TPABO-HA-BHITIOJTHEHNE)
KOJIMYECTBO CCBLJIOK Ha (haii
UM TTOTH30BATENA, BAAEIONEro (haitom
VM TPYIIIBI, Baageromeil (aiimom
pasmep daiina B cumBosnax (GaiTax)
nara u Bpems daiia (mtime)
nmMg aiia.

Yrobbr m3MeHnTh BIaAe b dafiaa, ncnoan3yercs nporpamMa chown, 3amyieHnas 0T WMeH!
yueTHo# 3amucu root. UToOb m3MeHUTDh TpyIy dailaa, UCIoab3yeTcs nporpaMma chgrp, 3amy-
IeHHAsd OT WMEHU yIeTHOW 3aImncu Baaaeabia daiina wim root. Jlms uamenenus mpas J0CTyTIa
K ailsly uam KaTajaory UClojb3yeTcd nporpaMma chmod, 3amyiientas oT UMeHN TT0JTb30BATEIs-
Baagesbla daiiia/karasora Wi 0T UMeHH 110/b30Baress root. OCHOBHOM cuHTaKCHC PABOTHI C
daiinom-npumepom foo cremyrommmii:

# chown nHoBBIN _Biajgenen foo
# chgrp vomag _rpymnma foo
# chmod [ugoa||+-=|[rwx][,...] foo

[TogpobroCTH cMOTpUTE B COOTBETCTBYOMMX man-crpanunax chown(1), chgrp(1) u chmod(1).

Hanpumep, uTobbl jj1si HEKOTOPOro AepeBa, KaraaoroB 33aTh BJaelbleM oab30Bareasd foo u
cIenaTh TPYHILy bar, BJaJeromeil 3TUM IepeBOM, BBIIIOJIHUTE CJIEAYIONIHE KOMAHILI OT MMEHMN
I0JIB30BAaTENd TOO0t:

# cd /mekuit/karanor/
# chown -R foo:bar .
# chmod -R ug+rwX,0=rX .

CymecTByer Tpu 6UTa ClENUAIbLHBIX MPAB:

set user ID (B BbIBOJE 1S BBHIBOAUTCS Kak S Wid S B MO3UIUYW [IPABA BBIIOJHEHUST IS
BJIAJIE/IBIA),
set group ID (B BbIBOZE 1S BBIBOAMTCH KakK S WU S B IIO3MIMU [IPABA BBINOTHEHUS JIJIs

IPyIIIb),
sticky bit (B BeiBOZIE 18 BRIBOMTCS Kak t wym T' B O3UIMN MPaBa BHITIOTHEHNS [T TIPOYWX ).
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B BoIBOsIE KOMaH/e s -1 6uT crenuaabHOro MpaBa BRIBOAUTCS 3ariaBHoil 6yksoii (S win T), ecam
OUT BBITIOJTHEHUSI, KOTOPBIH OH CKPBLI CODOI, HE YCTAHOBJIEH, W HA0DOPOT.

Veranoska 6uta set user ID ma Beinmongemsbrii ¢haiis mo3BOIIET TOIH30BATEMIO BEITOJHUTE ITOT
daitn or uMmenn Baagesia daita (Hanpumep, root) IlogobueiM 06pasom, ycTaHoBKa 6uTa set
group ID ma BrimosagembIit haita mO3BOJISIET BBHIMOIHUTDL JAHHBIA (DA OT MMEHN TPYIIIbI, BIa-
qeroreit atum aitsioM, HampuMep, OT UMEHH I'PYIIbI root). Tak Kak 9TH yCTAHOBKH MOTYT
CO3/1aTh CEeP'be3HYI0 JbIPY B DE30MACHOCTH CHUCTEMBbI, YCTAHABIUBANTE 3TU OUTHI OUeHh BHUMA-
TeJIBHO.

Vceramoeka 6uta set group ID wa kaTagsor BKIOUAET cxeMy co3fannst gaiiior kak cucremax BSD,
r7e Bee (aiiyipl CO3JaHHBIE B JAHHOM KaTajiore OyIyT MPUHAICKATD ITPYIIE group, BaaJIeronei
9TUM KaTaJIOT'OM.

Veranoska buta sticky bit ma karamor mpemorsparmaer ynamenue paiioB B KaTaaore moJib30-
BaTeJsiMU, UMH He BJajerorumu. s 3ammTel cogep:xuMoro ¢aiiia B KaTajgore, B KOTODBIT
paspeliena 3amnnuch BCeM, HalpuMep, /tmp, Wi B KaTajaore, B KOTOPBIA Pa3peleHa 3aliuch HeKO-
TOPOIi IPYIIIe, HY2KHO He TOJIBKO CHSATB [IPAaBO 3anuck B ¢aits, Ho u ycraHoBuTh 6uT sticky bit wa
karajor. B mporusHOM ciydae 060 MOIB30BATE b, UMEROIINN TPABO 3alUCH B YTOT KATAJIOL,
MOXKET yJaJuTh 3TOT (haiil U CO3MaTh HOBBIN ¢ TeM Ke uMeHeM (U ¢ JIIOOBIM COJEPKUMBIM -
IPUM. [IEPEBOIUNKA)

Bot Hecko/bKO WHTEPECHBIX TTPUMEPOB TpaB Ha (aitib:

$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/pppd

crw-rw-— 1 root  dip 108, 0 Jan 18 13:32 /dev/ppp
-rw-r--r—- 1 root  root 1051 Jan 26 08:29 /etc/passwd
“IW-T----- 1 root  shadow 746 Jan 26 08:29 /etc/shadow
-rwsr-xr-- 1 root  dip 234504 Nov 24 03:58 /usr/sbin/pppd
$ 1s -1d /tmp /var/tmp /usr/local /var/mail /usr/src

drwxrwxrwt 4 root  root 4096 Feb 9 16:35 /tmp
drwxrwsr-x 10 root  staff 4096 Jan 18 13:31 /usr/local
drwxrwsr-x 3 root  src 4096 Jan 19 08:36 /usr/src
drwxrwsr-x = 2 root  mail 4096 Feb 2 22:19 /var/mail
drwxrwxrwt 3 root  root 4096 Jan 25 02:48 /var/tmp

B xomanmax chmod(1) cymecTByer anpTepHaTUBHBIN 9NCI0BOI cnocob onucanus npas Ha dhaii-
JIBL. DTOT YUCIOBOIN CITOCOO MCIOB3YeT TPeX-UeThIPEX3HAYHbIE BOCBMEPUYHbIE (OCHOBAHWE CHU-
crembl cuncnienns = 8) uncia. Kaxaas mudpa COOTBETCTBYET:
e Ilepag HeobsizarenpHas Tmdpa: cymma arpubyrta set user ID (Bec = 4), arpubyra set
group ID (Bec = 2) u sticky bit (Bec = 1)
® Bropas mudpa: cymma arpubyra arenue (Bec = 4), arpubyra 3anuch (Bec = 2) u arpubyTa
BBILIOJIHEHUs (BeC = 1), OTHOCAIIMECs! K CIUCKY [PaB HOJIb30BaTe s
o Tperbs mudpa: TO Ke caAMOe JJjist IPYIIIIbI
® Yerseprag nudpa: TO 2Ke camoe i NPOYUX M0/ Ib30BATE e

DT0 BBIIVISAUT CJA0KHOBATO, HO HA, CAMOM JleJie BCe OYeHb LpocTo. Eciu Bbl nocMoTpuTe Ha, 1ep-
BbIE HECKOJILKO CTONONOB (2-10) BBIBOMA KOMaHK! IS -1 1 MpoMHTEpIIpETHPYETE NX KAK JBOUIHOE
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(c ocHoBaHmeMm = 2) mpejcrasienne pas Ha daiin (““7 ozmauaer “07, a “r”, “w”, “x” ozmagaer
“17), TO MOy YeHHOE YUC/I0, TIEPEBEJEHHOE B BOCBMEPUIHYI0 CUCTEMY CUUCIEHUS OY/IET SABIATHCS
BOCBMEPUYHBIM TIpejicTaBIeHIeM TpaB Ha daitr. 2° [lonpobyiire jrs npumepa:

$ touch foo bar

$ chmod u=rw,go—r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-—- 1 penguin penguin 0 Nov 3 23:30 foo
-rw-r--r-—- 1 penguin penguin 0 Nov 3 23:30 bar

Macka npas Ha (ailyr 1o yMOJTIAHUIO MOZKET ObITh YCTAHOB/IEHA BCTPOEHHONH KOMAHIOH KOMaHI-
HOro maTepuperaropa umask. Cmorpure crpanumy builtins(7).

4.5.4 Bpemennble merku (Timestamps)

Y daiina B cucreme GNU/Linux cymiecTByer Tpu THIIA BPEMEHHBIX METKH:

e mtime: Bpems moguduraiun (1s -1),

® ctime: Bpemst u3meHenust cocrosinus (1s -Ic) u

* atime: Bpems mocsesHero gocrymna (ls -lu).
BamerbTe, 9To ctime He aBJIsIETCS BpeMeHeM co3jaHus (aiia.

o Ilepezanucek daitia U3MEHUT KaXKJIYI0 U3 BPDEMEHHBIX MeTOK mtime, ctime u atime ¢aiira.

¢ lzmenenne TpaB JOCTYIA WAW BAAETbIA (aiiia M3MEHNT BPEMEHHBIE METKH ctime u

atime.

e Yrenme aiina U3MEHUT BPEMEHHYIO METKY atime.
ObparuTe BHEMaHKE, 94TO JaxKe npocroe urenne daiiia B cucreMe Debian 06bIYHO TIPUBOIAT K
oTiepaIum 3amucy ¢ paityiom 1t 0OHOBJIEHNST BpEMEHHON MeTKH atime B cTpykType inode. Mon-
TrpoBanne (halisoBOi CHCTEMBI ¢ OmIuell noatime MO3BOJUT CHCTEME HE IETATH ITY OTEPAIHTO
U TPUBEJET K TOBBIMIEHUIO CKOPOCTH dTenust. CMoTpuTe cTpanuily mount(8).

UcmonpayiiTe KoManay touch(l)mist m3MeHeHNsT BpeMEHHBIX METOK CYIIECTBYIONTHX (hailIoB.

4.5.5 Ccoliku

CymectByer nBa criocoba cst3aTh aiin foo ¢ npyrum umenem aiiia bar.
® JKeCTKas CCBLIKA - 9TO nMs-Aybamkar aas cymecrsytomero daiina (In foo bar),
® cuMBoJiMUecasi ccblika win “symlink” - 3710 crenuanbubIil dailsi, KOTOPBIN YKa3bIBaeT HA
apyroit daiin no ero umenu (In -s foo bar).
CMoTpure cienyomuii TpuMep Ha TpeIMeT W3MEHEHWsT CIeTUNKA CChIJIOK U TOHKYIO Da3HUILy B
pe3yabTaTe KOMaHIIBI I

$ echo "Hcxoanoe cogepxxumoe’ > foo
$ s -1 foo

2
29K omeuno, 310 MeTOI paboOTAET TOIHKO IS TPABA, TPEICTABIEHHOTO TPEMS IudpPaML.
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-rw-r--r-- 1 osamu  osamu 4 Feb 9 22:26 foo
$ In foo bar  # kecTkas CCBLIKA

$ In -s foo baz # cumBoJIMUECKAsT CCBLTKA
$ 1s -1 foo bar baz

-Iw-r--r-- 2 0samu  osamu 4 Feb 9 22:26 bar
Irwxrwxrwx 1 osamu osamu 3 Feb 9 22:28 baz -> foo
-I'W-r--r-- 2 osamu  osamu 4 Feb 9 22:26 foo

$ rm foo

$ echo "Hosoe coaep:xumoe" > foo

$ cat bar

Ncxommoe comep:RxumMoe

$ cat baz

Hogoe comep:xumoe

CuMmBoOIMUECKast CCBLIKA BCErJa MMeeT HOMUHAJIBHBIE TIPaBa JocTyna (aiiaa “rwxrwxrwx’, Kak
910 OBLIO MTOKA3aHO B NPEJBIIYIIEeM IpuMepe, u 3 EKTUBHBIE IPABa, JOCTYIIA COOTBETCTBY OIINE
npasam giocryna Qaiiiay, Ha KOTOPbIH CChIJIKA yKa3bIBAET.

Karasor . apisgercsa cChLIKOM Ha CaM KATAJIOT, B KOTOPOM OH HAXOIUTCS, TO €CTh CIETUYNK CChLIOK
Jiroboro HOBOI'O KaTaJiora HadumHaercss ¢ 2. Karasor .. cchurtaeTcss Ha pPOJUTEIbCKUN KATAJIOT,
IOYTOMY CYETUMK CCHIJIOK KATAJIOTa YBEIUUNBACTCA C J00ABIEHNEM HOBBIX MMOAKATAIOTOB.

4.5.6 Vmenosanusie kanaminl (FIFOs)

MmenoBanmbiit Kanaa - 3To ¢aiiyi, KOTOpBIe AeficTByeT Kak TpyOa. Ber momeraere 9To-TO B
JaHHBIH DailI, 1 OHO BBIXOJUT C APYTOT0O KoHIA. D10 HazkiBaeTcss FIFO unn First-In-First-Out:
TO, YTO MEPBBIM MOMEIIEHO B KAHAJI, IIEPBBIM M3 HErO W BBIXOAUT C APYTON CTOPOHBEI.

Ecau Bbl nummTe B UMEHOBAHHBIN KaHAJI, TO IIPOIECC, KOTOPBIM 9TO JieIaeT, He 3aBEPIIAETCA JI0
TexX TOP, MOKA 3amucaHHas uHOpMalusa He OymeT mpodTeHa W3 KaHaaa. Kcam Bel umtaere ms
MMEHHOBAHHOTO KAHAJIA, TO IPOIECC, KOTOPBIN 9TO aesaeT, Oyaer paboTarsh 10 TeX IMop, TMOKa B
KaHaJe ecTh HHOpMamusd A1 drenns. Pasmep aiina KaHaIa Beeraa HYJIEBOI - OH HE XPAHUT
JaHHbIe, OH IPOCTO CBA3LIBAET ABa IIPOLECCA, KAK 3TO JeJIaeT Ollepalud ] KOMAaHJHOI'O UHTEp-
nperaropa. OHAKO, TaK KaK 9TOT KaHAaJI MMEET UM, TO HET HeOOXOINMOCTH 3allyCKaTh STH
IIPOIIeCCHI (qI/ITaIOLLu/Iﬁ U OUITYINUNA - OPUM. HepeBo;Uﬂ/IKa) B OJIHOI W TOXKE€ KOMAaHIHOW CTPOKE
(B oTIMUme OT | - IPUM. MEPEBOIYUKA) M OT UMEHU OJTHOTO M TOTO YK€ TOJTH30BATES.

Bur Moxkere uzyduTh, Kak paboTaeT KaHaJl, Ha CJEIYIOIIEM ITPUMEpE:

$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # 3anmycruM B HPOHOBOM PEKUME
[1] 5952

$ Is -1 mypipe

prw-r--r-- 1 penguin penguin 0 2003-11-06 23:18 mypipe
$ cat mypipe

hello
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[1]4+ Done echo hello >mypipe

$ 1s mypipe

prw-r--r-- 1 penguin penguin 0 2003-11-06 23:20 mypipe
$ rm mypipe

4.5.7 Cokernl

Cokerbl OueHb 110x0Kk1 Ha nmeHoanHble Kanasbl (FIFO) u nozsossitor nporeccam 06MeHnBaTHCS
nadopmanueit. B ciiydae ¢ COKeTOM 3TH NPOIECCH He 00A3aHBI BLIIOTHATLCA Ha OJHON U TOXKe
MAIIMHE UIx ObITH HOTOMKAMU OJIHOI'O U TOXKE POAUTEIBCKOIO IIPOLECCA. DTO KOHEUHAS TOUKA B B
MeZKIIPOIleCCHOM B3auMopeiicTsun. O6MeH nHGOPMAIIT MOXKeT IPOUCXOAUTD depe3 CeThb MezK Ly
PA3/IMYHBIMU KOMIIBIOTEDAMU.

4.5.8 Daiinbl yCcTpOicTB

Daitbl ycTPORCTB CChLIAIOTCs Ha (DU3MUECKUE WU BUPTyaJ bHbIe yCTPOicTBa B Bareit cucreme,
TaKie KaK KeCTKUHU JNCK, BUIeOKApTa, SKPaH Uan KiaaBuarypa. [Ipmmep BUPTYaabHTO yCTPOUi-
CTBa - KOHCOJTh, IpeJIcTaB/enHast daitjom ycrpoiictsa /dev/console.

CymecTByer JBa TUIA YCTPORCTE:
® CUMBOJIbHBIE YCTPOICTBA
— JocTyn K HUM 110 OJIHOMY CHMBOJIY 3a Pa3, TO €CTh CaMblil MaJICHbKUIT 9JIEMEHT JIaH-
HBIX, KOTOPBIA MOXKeT ObITh 3alucaH B YCTPONCTBO WM TIPOYMTAH C YCTPOHCTBA -
cumBost (GaiiT).
® {JIouHbIE yCTPOTCTBA
— HocTymn K HUM OCYIIECTBIIsIETCs ToCcpeicTBOM OOJIBIINX 97IeMEHTOB, HA3bIBAEMBIX 0J10-
KaM¥, KOTOPbIe MOTYT CO/EP:KaTh MHOYKECTBO CHMBOJIOB. Balll KeCTKUil JUCK sBJIs-
eTcsi GJIOUHBIM YCTPOHCTBOM.

Bor Moxkere anTaTh MM 3anmchIBATH B QAN yCTPOMCTBA, XOTS caM dailyl COmEp:KAT JABOUIHBIE
JIaHHBIE, HE OUeHb MOHITHBIE Ye/IOBEKY. 3AMUCh JaHHBIX HEMTOCPEICTBEHHO B Takue (haiiIbl HHOTIA
MOJIE3HBI [IJIs PEIeHus IpobeM noaKadennii obopymosanus. Hanpumep, Bol MozkeTe BhiBecTH
TekcToBblii aiin B npunTepHblil daitn ycrpoiicrea /dev/Ip0 win mocsarh KOMaHAbI MOJEMY B
cooTBeTCTBYIONHIT ailn yerpoiicta mocaenoareabHoro nopra /dev/ttyS0. Ho memaiite sTo
AKKYPATHO, TAK KAK 9TO MOXKET MPUBECTU K CEPbE3HBIM TOCIEICTBUAM. ByIbTe 0CTOPOXKHBI.

/dev/null u upouee.

@aiin /dev/null - 3ro cenmanpHbIil daiia ycTpoiicTBa, KOTOpLIi obpacbiBaeT Bce TO, 9T0 Bol B
Hero 3amuckiBaere. Ecim BaM uto-To He HyXKHO, Hampasbre 570 B /dev/null. 910 B cymuocTH
6esnonnas sima. Ecsm xxe Bol untaere daitr /dev/null, To cpasy nonydnre cumbos kKonna daitia

(EOF).

Daitsr /dev/zero oueHb 110X0XK, HO TOIBKO ec Bbl unrare ero, to noaydure cumsos \0 (1o He
roxe camoe, aro ASCII-kon mudpsr Hosb). Cvorpure ‘Dummy files” ma crp. 130.
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Howmep yerpoitcTra
Howmep yerpoiicTBa oTOOpaXkaeTcs mpu BHIMOJHEHUYA KOMAHHI 1S:

$ 1s -1 /dev/hda /dev/ttySO /dev/zero

brw-rw---- 1 root  disk 3, 0 Mar 14 2002 /dev/hda
crw-rw-—--  lroot  dialout 4, 64 Nov 15 09:51 /dev/ttySO
crw-rw-rw- 1 root  root 1, 5 Aug 31 03:03 /dev/zero

3mech
e Qaiin /dev/hda umeer crapumii HoMep ycrpoiicrBa 3 U MuaIHit HoMep ycrpoiicTsa 0.
Daiisn jocTyIEH Jyist YTeHNsI/3aucH noap30BareseM u3 rpymmbt disk.
e Qaiin /dev/ttyS0 umeer crapmmmii HoMep yeTpoiicTa 4 ¥ MIaImuit HoMep ycrpoitcTsa 64.
W ou jocrynen st greHus /3anucu mosab3oBaresaeM u3 rpyunst dialout u
e Qaiin /dev/zero mmeer crpammit HoMep yerpoiicTBa 1 u Mutaammii Homep ycTpoiicTsa 5.
Z[OCTyHeH JJIA LITeHI/IH/3aHI/ICI/I BCEMU II0JIb30BATECJIAMU.

B cucremax mocrapire mporecc ycTaHOBKU CO37aBas (haitbl yCTPOWCTB IPU TOMOTIY KOMAHIbI

/sbin/ MAKEDEYV. Cvmorpure MAKEDEV(8).

B 6ostee HOBBIX crcTemMax baiioBas cucteMa B /dev aBTOMATHIECKN HAOTHSIETCS [TPH TIOMOTIH
daiisioBoii cucTemMbl yCTPOHCTB, KaK 9TO JI€I1aeTCsl, HAllpUMep, B /proc.

4.5.9 ®aiinoBas cucrema /proc
daiiioBas cucTeMa /proc - 3To mcepno-daiiioBas cucremMa, comepzKaias nHGOPMAIINIIO 0 CHCTEME
7 paboOTAIIUX MPOIIECCAX.

Yacro myrarorcs Toro, 9ro ogus daiia B 910ii daitnosoii cucreme /proc/kcore ouensb 60JbIIOTO
pasmepa. OH comepKuT Konuto (6osiee WM MeHee) OlepaTuBHON maMsaTi Barero kommboTepa
n I/ICHO.HI)SyeTCH JJId OTJIQAKH AIpPa. HOCKOﬂbe (baKTI/ILIeCKI/I OH HHurae Hoe C‘yH_LeCTByeT7 TO 1 HE
0ECIIOKOMTECH 0 €TI0 pasMepe.

Cwyotpure pazzgen ‘Tuning the kernel through the proc filesystem’ wa crp. 107 u crpanuiy
proc(5).

4.6 Cucrema X Window System

Cwmotpure ‘X’ Ha ctp. 145.

4.6.1 3amyck cuctemsl the X Window System

Cucrema X Window System MozkeT OBITH 3aITyTIEHA ABTOMATHYIECKH TPU TTOMOTIITH CIeTTHATBHOTO
rpaduIecKoro JeMOHa BX0/a HaBpode xdm WM depe3 BBOJ KOMAH/bI B KOHCOJIN:

$ exec startx



T'nmasa 4. Pykosojcreo no Debian 75

4.6.2 Menio B cucteme X Window System

Tak xax cpega X MoxKeT paboTaTh CO MHOTHMI OKOHHBIMHU MEHEIKEePaMH, UX MOJb30BATEIbCKIE
uHTepdERCh MOTYT oTHIaThCs. [loKamyiicTa 3aITOMHITE, YTO HAXKATHE MTPABOH KHOTKYW MBITITH
HA [JIABHOM (KODHEBOM) OKHE TIPUBOJUT K TIOsiBIeHNIO MeHto. [lourn Beerma.
® Yro6b! MoIyduTh KOMaH/HYIO CTPOKY, 3amycTuTe Xterm u3 MeHIo:
— “XShells” —> “XTerm”.
o Jlnsa rpacdudeckoro mpocmorpa web-crpanui 3amycture Mozilla u3 memio:
— “Apps” —> “Net” —> “Mozilla Navigator”.
o Jlng rpadpuueckoro npocmorpa PDF-daitios zanycrure Xpdf uz mento:
— “Apps” —> “Viewers” —> “Xpdf”.

Ecsin Boi He HatL1 HY2KHBII 9/IEMEHT B MEHIO, yCTaHOBUTE TpebyeMble makeTbl. CMOTpUTE pas; e
‘OcHoBBI ynpaBjienus makeramu B Debian’ #a cTp. 82.

4.6.3 Kiasuarypubie koMOunanuu kaasumt B cucreme X Window System

SamoMHUTE CIEAYIONINE BakKHbIe TIpu pabore B cucreme X Window System koMOWHAIINW KJIABHUIIL:

e Ctrl-Alt-F1 o F6: IlepexoounThbcst B COOTBETCTBYIOMIA{ TPEBIOTEPMUHAT (U3 CUCTEMBI X
Window, DOSEMU wu T.1.)

e Alt-F7: Bepuyrbesa nasan 8 X Window

o Ctrl-Alt-munyc: U3menuts paspemenue skpana B cucreme X Window (“cepprit” mumyc)

e Ctrl-Alt-turtoc: UsmennTs pasperenne skpata B cucreme X Window (“ceprriit” mwrioc)

o Ctrl-Alt-Backspace: 3aepmmts nporpammy X Server

e Alt-X, Alt-C, Alt-V: Ilpussraasie B Windows/Mac kiaBuaryphble KoMObuHarnmu Boipe-
3arb, Konuposars, Berasurh, Haxxumaemble ¢ kiapuiieii Ctrl, 3amensrorca Ha KoMbuHa-
muu ¢ Kaasuineit Alt m1a ncmoas30BaHua B HEKOTOPHIX TporpaMMax, HampumMep, Netscape
Composer.

4.7 g manbHeRIero n3yIeHus

Ha stor MomeHT 51 pekoMmeniyio BaMm mpouecTsb KJIIOUYeBBIE PYKOBOJCTBA U3 pasfesna IIpoexTa
jgokymentaruu Linux: Pykosogcersa (http://www.tldp.org/guides.html):
¢ “PyKOBOJCTBO CHCTEMHOrO aAMHHUCTpaTopa Linux”,
— OxBaTbIBaeT BCE aCHEKThI MOJJIePKaHUsT paboTaroIIel cucTeMbl, paboTy ¢ yUeTHBIMI
3aIMCAMHY TI0JIH30BATE e, PE3EPBHOE KOMMPOBAHUE, HACTPOWKY CHCTEMBI.
— maket: sysadmin-guide
— daitn: /usr/share/doc/sysadmin-guide/html/index.html
— web: http://www.tldp.org/LDP /sag/index.html
¢ “PyxoBosacTBo ammunucTparopa cetu B Linux, BTopas pemakiius’,
— DTO eJMHCTBEHHBIN CIPABOYHUK 10 aJIMUHUCTPUPOBaHNIO ceTn B Linux-cpese.
— naker: (not available)
— daiur: (notapplicable)
— web: http://www.tldp.org/LDP /nag2 /index.html


http://www.tldp.org/guides.html
/usr/share/doc/sysadmin-guide/html/index.html
http://www.tldp.org/LDP/sag/index.html
(not applicable)
http://www.tldp.org/LDP/nag2/index.html
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e “Kaura pernentos no Linux”,
— Copepxut 6omee 1,500 moe3HBIX PELENTOB U COBETOB [ OYEHb 3aHATOrO I10JIb30-
BaTess KOMIBIOTEPA.
— maker: linuxcookbook (only in Woody)
— daitr: /usr/share/doc/linuxcookbook/cookbook toc.html
— web: http://www.tldp.org/LDP/linuxcookbook /html/index.html

HonoauTenbayo nHGOpMaIuio cMoTpuTe B paszese ‘Support for Debian’ na crp. 245.


/usr/share/doc/linuxcookbook/cookbook_toc.html
http://www.tldp.org/LDP/linuxcookbook/html/index.html
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OobnoBICHNE IO 1UCTpudOyTHBA testing

OdunuaabHbIfl JOKYMEHT 110 0OGHOBJIECHUIO pasMeniaercd no aapecam http://www.debian.org/
releases/stable /releasenotes u http://www.debian.org/releases/testing/releasenotes (B paspa-
6orke).

ITporiecc obHOBIIEHUST crCTeMBI 10 anucTprbyTHBa testing/unstable ciemyromnmii:

e ecau Bama cucrema - Potato, To myxkuo obuosuth cucreMy APT mo woody-sepcun, tax
kak Bepcus cucremMbl APT B Potato e mMmeer BCcex BO3MOXKHOCTEI, OTMUCAHHBIX HA Man-
crpanure apt_ preferences(5).

e m3menute Bammu daitnbr /etc/apt/sources.list u /etc/apt/preferences Takum obpasom, aro-
OBl OHU COZEP2KA/IN CChLIKY Ha CEKIuio “testing” pero3urapus, KoTopbiit Ber ncrnoab3yere.
Ecan Bl xoruTe, MOXKHO Tak:Ke J00aBATH CCHLLIKHA W Ha CEKINIO ‘“unstable”.

* obHOBUTE Ballu CIIMCKHU IIaKETOB U YCTaHOBUTE BCE MAaKETHI, KOTOPhIE MOXKHO OOHOBUTD.

5.1 TIleperoj cucremnsr APT k ee Woody-Bepcun

Ecau Ber Bece eme paboraere B Potato, To Bo3MoxkHO ciiemytomiee 0OHOBIEHUE IO CETH CHCTEMBI
APT u nekoTOpBIX BazKHBIX [IAKETOB IIOCTIe BKIodenus B daiin /etc/apt/sources.list ceouiok na
mucTpubyTus stable:

# apt-get update

# apt-get install libc6 perl libdb2 debconf
# apt-get install apt apt-utils dselect dpkg

5.2 Iloaroroska obHoBiseHust (0T stable K testing)

Ilepen ucnonwrzoBarnuem Debian-gucrpubyrusa testing mykHO 3HATH, 9TO 3aILIATKH 0€301TACHO-
CTU BBIXOJAT JJIA HETO OY€Hb MEIAJICHHO.


http://www.debian.org/releases/stable/releasenotes
http://www.debian.org/releases/stable/releasenotes
http://www.debian.org/releases/testing/releasenotes
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OGHOBJIEHIE TTO CETH JI0 testing MoxkKeT ObITh BBIMOJHEHO CIEIYOMNIM 00pa3oM (U MOZKHO 3a1ry-
crurb ckpunt go-woody (http://www.debian.org/doc/manuals/debian-reference/examples/)):

Ouucrure cymiecTByronmil aiin sources.list:

# cd /etc/apt
# cp -f sources.list sources.old
# >sources.list

IlonyanTe yncTeIi CMCOK pemo3uTapues st stable:

#cd/
# apt-setup noprobe
.. BeibepuTe penmosutapuu, gocrymabie 10 HTTP wiu FTP

JobapbTe ceknuio testing K HOBOMY CIUCKY. 3aKOMEHTUpYiiTe cTpoKu ¢ deb-src.

# cd /etc/apt

# grep -e ""deb " sources.list >sources.deb

# grep -e ""deb-" sources.list >sources.src

# sed -e "s/stable/testing/" sources.deb \
>>gources.list

# sed -e "s/stable/testing/" sources.src | \
sed -e "s/~deb-/#deb-/" >>sources.list

# apt-get update

# apt-get install apt apt-utils
# cat >preferences <<EOF
Package: *

Pin: release a=testing
Pin-Priority: 600

Package: *

Pin: release a=unstable
Pin-Priority: 50

EOF
OmrmonasbpHO, 1006aBbTe CeKInio “unstable”.

# sed -e "s/stable/unstable/" sources.deb \
>>sources.list

# sed -e "s/stable/unstable/" sources.src | \
sed -e "s/~deb-/#deb-/" >>sources.list


http://www.debian.org/doc/manuals/debian-reference/examples/
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HckyccrBo mactpoiiku daitos /etc/apt/sourceslist u /etc/apt/preferences MoxkHO mOCTHYB,
n3yunB pazzen ‘OcHoBwl yrnpasiaenns makeramu B Debian’ ma ctp. 82.

Temnepsb Bbl roTOBBI K OOHOBJIEHHIO, CE/IaB 9TO OJHUM M3 METOIOB CJIEIYIONIEH CeKITHH.

5.3  Oo6nosisienune cucrembl Debian

Ilocne coorBercrBytommeil ycranoBku daitos /etc/apt/sources.list u /etc/apt/preferences cu-
creMa MOXKeT ObITh OOHOBJIeHA 70 testing. OfparmmaiiTech 3a 6a30BBIMEU 3HAHUSIMU K Pa3iesy
‘“Yrupasnenne makeramu B Debian’ va ctp. 81 u k pazzgeny ‘Paszpermenne npobsiem APT upgrade’
Ha cTp. 8Y, ecau BO3HUKIN TPYIHOCTH.

5.3.1 Cawmprit tyumuit cmocod 0OHOBIEHNUS, HCIIOIB3YIOMH mporpamMMy dselect

Ecan B cucreme MHOXKECTBO makeToB BuAa -dev W IIp., pEKOMEHIYeTCA CASAYIONuit crmocob ob-
HOBJICHUS JIjIsl TOTHOTO YIIPABICHUS TaKeTaMu, UCIOab3yommit dselect:

# dselect update # Bcernma BbImoOJIHSIETCS TTEpE]] OOHOBJIEHUEM
# dselect select # BwIbepuUTE JMOMOJHUTEIBHBIE TTAKETHI

IIpu 3amycke dselect Beibuparorcs Bce Bamu Tekyrmue nakersl. [Iporpamma dselect moxer mpen-
JIOZKUTH BaM yCTaHOBUTH JONOJIHUTEC/JIBbHBIC ITAKETbl, OCHOBbIBAACH Ha 3aBUCUMOCTAX depends,
suggests m recommends nakeroB. Eciu Ber we kenaere q06aBisTh HUKAKWE MAKETHI, TPOCTO
HaxxkMuTe Q 11 BRIXOma dselect.

# dselect install

Ha sroit crajun mpornecca BaM my:xHo 6ymeT OTBETUTEL HA HEKOTOPBIE BOMPOCHI, KACAEMBIE KOH-
duryparu makeTos, Mo3TOMY TOJATOTOBRTE Bari 3amucu u 3aTparbTe Ha 3TO HEKOTOPOE KOJIW-
gectBo BpeMenu. Cmorpure ‘Ilporpamma dselect’ va crp. 84.

Ucnonbsyiire nporpammy dselect. Ona Bcerma paboraer :)

5.3.2 Vcrapesmmii criocod oOHOBIEHUS depe3 apt-get

Ucnosnb3zoBanne apt-get, ommucanHoe HUXKe, IIMPOKO PACITPOCTPAHEHO, HO He PEKOMEHIYETC I
obnopsenust cucrembl. Ecan Bam nykuo obHOoBHThCsH 63 mcrnosb3oBanud dselect B cucremax
nosee Woody, paccmorpure nporpammy aptitude u nmpoune.

Ecisu cucrema He umeer MHOro nakeros uian apxus Debian He CHIbHO U3MEHMJICS, CJIE/YIOLIEIO
MOXKeT ObITh JOCTATOYHO (MHOTIA):
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# apt-get update # Bcerma nesraercs nepej OOHOBIEHUEM

... LJTsT OOHOBJIEHUST CUCTEMBI Ha OCHOBe 3apucumocteii "depends':

# apt-get upgrade # 3aTeM BCErJa JIeJIAeM 3TO

... LJTsT OOHOBJIEHUST B T[EJIOM CHUCTeMBI Ha ocHOBe nH(popmarun o "depends"-3asucumoctax:
# apt-get -u dist-upgrade

... 1JI1 OOHOBUTBHCS M NPUIEPKUBATHCA TEKYIIEro BbIOopa B dselect (HOBbI u jiyumnmit cnocob):
# apt-get -u dselect-upgrade # ucrnosp3yeM pe3ysabTar Beibopa B dselect

Tak xak 3T0T CrI0cOO OOHOB/IEHUA UCIIOIB3YET IporpaMmy apt-get, To 0bpaborka 3aBuCHUMOCTEL
recommends u suggests orpanuyena. Cmorpure ‘3aBucumocTu makeTos’ Ha cTp. 16.
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[1aBa 6

Ympapienne nakeramu B Debian

DTa rjaBa OCHOBBIBAETCH Ha 0oJjiee CTApOil BEPCUU TEKCTa aHTJIUNUCKOTO opuruuasa. [Iposepwre
AHIIMACKUI BapuaHT TOXKeE.

Yrobbl cHu3nTh HATPY3Ky Ha perno3urapuu Debian mo cerm, ycranmosure jokaiabubiit HTTP
MPOKCH-cepBep squid JTd KOIMMUPOBAHUST TAKeToB, cKadnBaeMbix cucremolt APT, n mactpoiire
HepeMeHHy0 OKpy2Kenus http proxy miam 3azaiite 3Hauenne napamerpy http B daiine /etc/apt
/apt.conf (mas Toro, arobsr APT wmcmosb3oBaga 3TOT MPOKCH-CEPBED - TPUM. MEPEBOTINKA).
ODTU MEpPBI CYIMIECTBEHHO Y/IYUIIAT TPOU3BOAUTEILHOCTD CETEBLIX OOHOBJIEHUHN, OCODEHHO, eciin
Bui nmeere meckonbko Debian-marnmun B cern.

Although the pinning feature of apt preferences(5) is powerful, it does not solve all the
dependency issues since dependency requirements tend to pull in newer versions of other
fundamental program packages.

Wcnonb3oBanne Meroja, omnucanHoro B ‘chroot’ wa crp. 130 mpeanouruTesbHO st obecrede-
HUA CTa6I/IJ'[bHOCTI/I CUCTEMbl U OJAHOBPEMEHHO AOCTYIla K IMMOC/JACAHUM BEPCUAM MIPOrPaAMMHOIO
obecriedeHus.

XoTs dTa IyIaBa OpeHa3Havena s ucrnosb3opannd Ha Woody-Bepcuu Debian, 6osbiias yacts
nrdOopMAIN Tak:Ke MpuMeHnMa K Potato-Bepcun (3a uckiouennem apt preferences(5) u pas-
JIeJIOB, CBsI3aHHBIX C /etc/apt/preferences).

6.1 Bsegenne

Ecsin arenne Beeit mokyMeHTanmn pa3pabOTIMKOB CJIUITKOM YTOMATEIBHO s Bac, To cHagamra
IPOYTHUTE STY TJABY U MOTOM HacjaxKzaaiiTrech Beelt Morbio cucrembl Debian, ucnonb3ysa muc-
TpubyTuBhl testing/unstable :-).

6.1.1 OcHOBHBIE HHCTPYMEHTBI

dselect — mHCTpYMEHT Jijisl ynpaB/eHUs AKETaMU C MEHIO-110400HbIM nHTepdeiicom (BhICO-
KOYPOBHEBDIH MHCTPYMEHT )
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dpkg — WHCTAJUISATOP TAKETOB (OCHOBHAS YTUIUTA JJist paboThl ¢ dailraMu-makeTaMu )

apt-get — mHCTALIATOpP MaKeToB (yTHaWTA st paboTAMU ¢ PEMO3UTAPUAME MAKETOB,
uaTepdeiic KoMaHIHO cTpoku K cucreme APT)

tasksel — mmCcTaTATOP 3amau (HAGOPA TTAKETOR)

aptitude — mHCTALTATOP TTaKeToB (makerhl & 3amaun, narepdeiic Kk APT wa 6asze ncurses)

deity  — anmbreprarwBa ncurses-uatepdeiica k APT

synaptic, gsynaptic — rpacpudeckne yruanTol st paboTet ¢ APT

JlamHble MHCTPYMEHTHI [IPUHAIIEKAT PA3HbIM YPOBHAM paboThl ¢ makeramu. dselect paboraer
uaz cucremoit APT (komanma apt-get) u mporpavmoit dpkg.

APT wncnomesyer daiinsr /var/lib/apt/lists/* mms orciexnBaHWus TOCTYIHBIX AKETOB, B TO
Bpems Kak dpkg s srux meseii wcnosbsyer daiin /var/lib/dpkg/available. Ecau Ber ycra-
HOBWJIU TTAKETHI HEMNOCPEJICTBEHHO HCIIOJIB3Ys MPOrpaMMy apt-get MIn moJ00HBIMU CPEICTBAME
(aptitude), To mepen Tem, kax 3amyckars Komauab dselect select, tasksel wnm dpkg -1, He 3a6ybTe
obuosuth daitn /var/lib/dpkg/available wepes nmynkT mento [U]pdate mporpammbr dselect wm,
3amyCcTuB B KOMaHIHON cTpoke komangy “dselect update”.

Tak Kak makeTbl UMEEIOT 3aBUCUMOCTH, IPOTPaMMa apt-get aBTOMAaTHYECKH TTPU YCTAHOBKE T1a-
KeTa BBIOMpaeT K yCTAHOBKE JONOJHATEIbHBIE ITAKETBI, OT KOTOPBIX yCTAHABIMBAEMBIN MaKeT
sasucut (depends), HO OHA HE TPOraeT NAKETHI, CBSI3AHHBIE ¢ HUM 3aBUCUMOCTSIME “DEKOMEH/1y-
er” (recommends) n “mpennaraer” (suggests). B To ke Bpemst nmporpamma dselect wepes memto
IpeJIaraeT YCTAHOBUTH TTAKETHI, OCHOBBIBASICH HA 3aBUCUMOCTAX Buaa “3aBucut’ (depends), “pe-
komengayer’ (recommends) u “npegaraer” (suggests). Ilporpamma aptitude nmeer onmuio mis
ABTOMATHYECKOH yCTAHOBKH BCEX IAKETOB, BLIOMPAEMBIX STUMH BHIAMHU 3aBHCHMOCTe. CMOT-
pute ‘3aBUCHMOCTH TTakeTOB’ Ha cTp. 16.

6.1.2 Yia00Hble UHCTPYMEHTbI

apt-cache - IIPOBEPKA JIOKAJBHOTO K31 [IAKETOB

dpkg-reconfigure - moropHas KOHMUrYpaAIUs yKEe YCTAHOBJEHHOTO TaKeTa (€C/M OH MCIIOTb-
syer debconf)

dpkg-source - YOpaB/geT UCXOAHBIMY (DaiiaMu TaKeTa

dpkg-buildpackage - aBTomaTusupyer c60pKy makera

6.2 OcHoBbl yrnpanjienus nakeramu B Debian

BI)I MOZKeETe ycTaHOBI/ITb Ha60p ITaKEeTOB, HA3bIBACMBbIX 3&,[(8}‘1@1717 yCTaHOBI/ITb ITaAKETHhI 110 O,ZLHOMy
W OOHOBUTEH CHCTEMY, HCIOJNb3Yyd HHCTPYMEHTHI YIPABICHUs IMTAKETAMH, OIMNCAHHLIE HUXKE .
Taxxke obpamaiitec Kk ‘Coerbl 110 ycranoBke cucrembl Debian’ wa crp. 27, ‘O6HOB/ICHHE 110
guctpubyTuna testing’ ma crp. 77 n ‘Rescue editors’ ma crp. 207.
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6.2.1 YcTaHOBKA 3a/a9H IIPHU IIOMOIIU IporpaMm tasksel win aptitude

IIporpamma tasksel asistercs /lebuanoBcKuM YCTAHOBITUKOM 33714, KOTOPbBIH UCIIOIb3YETCS IIPU
YCTAHOBKE CHCTEMBI B yIIPomeHHoM “simple” pexknme.

Korna Bam B cucreme HyKHA HEKOTOpasd (DYHKIMOHAJIBHOCTH, KOTODAS DPEAJTUIYETCS MHOYKE-
CTBOM ITaKeTOB, MCIO/Ib30Banne tasksel - camwiil ayurmuit ciocob ato caenars. [locaenoBarenn-
HOCTb KOMaHJI JIOJI?KHA OBITH TAKOIA:

# dselect update
# tasksel

IIporpamma aptitude rak:xe mpemnaraer JocTynd K 3agadaMm. Ho ona me Tosbko gaer Bam Bos-
MOYXKHOCTH BBIOPATH [IJId YCTAHOBKHU 33J1a9y, HO U MO3BOJISIET BHIOOPOTHO U€pPE3 MEHIO OTMEHUTH
YCTAHOBKY HEKOTOPBIX ITAKETOB U3 COCTABA 3aJIa4u.

6.2.2 Ycranoska cucteMbl APT - et mepepogalll!

If you try to track mixed environment as described here, you may likely to hit some package
dependency conflicts. It is good idea not to mix flavors. Followings are for people who is willing
to experiment knowing some risks.

For selective upgrade while tracking the testing distribution, the APT system (>Woody) must
be set up as in ‘Tlepesox cucrembr APT x ee Woody-Bepcun’ wa ctp. 77 to use apt_preferences(5)
features.

First, add the sources for stable, testing, and unstable to your /etc/apt/sources.list. Then, edit
/etc/apt /preferences to set the proper Pin-Priority. !

Package: *

Pin: release a=stable
Pin-Priority: 500
Package: *

Pin: release a=testing
Pin-Priority: 600
Package: *

Pin: release a=unstable
Pin-Priority: 50

'T kept the description around here as is to maintain conmsistency with other parts. If you are really
tracking testing or unstable, you should actually remove references to stable in /etc/apt/sources.list and /etc
/apt/preferences. This is because testing starts as a copy of stable.
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6.2.3 Ilporpamma dselect

ITocne crapra nporpammva dselect aBToMaTWyecKdn BBIOMpPAET BCe IMAKEThI C IPHOPUTETAMHE
“Required” (rpebytommuecs), “Important” (Baxubie) u “Standard” (crampmapraeie). B cucreme
Potato mekoTopbie 60sbinne makeTsl Bpojie teTex nan Emacs momaganim B 3T0T CIIUCOK, U CAMbBIM
JiydiuM Obll UX HPOIYCK [PU HAYAJIBHON yCTAHOBKE CHCTEMbI IIyTEM DYyYHOTO CHSITUSI OTMETKU
COOTBETCTBYIIMX makeroB (Haxkarne kjaasumm ‘). B Woody ke 3Tn makers yxke moMedeHb!
npuopuTeroM “Optional™ (onmuuoHaBHEII).

ITporpamma dselect mveer HECKOBKO HEOOBITHBIN MHTEep(eEiic momb3oBaress. CylmecTByer de-
THIPE HECKOJIbKO CTPAHHBIX KOMAH/IBI (perucTp OyKB BaKeH!):

Knapuma  [eiicTBue

Q Buixos. Ilogreepuurs Tekynuil BIOOD NAKETOB U BBITU M3 HPOrPAMMABI.
(He TPUHUMATH BO BHUMAHWE 3aBUCUMOCTN)

R BepuyTs Bce Hazama! 9 we mMmesn 5T0 BBUIY.

D [Mpokaaree! Mue we BoHyer, uto aymaer dselect. [Ipocro caemait s1o!

U YCTAHOBUTH BCE MAKETHI KAK PEKOMEHIYEMbIE

[Tpu momormu D u Q Bl Moxkere BBIOpaTh KOHMINKTYIOIMINE MAKETHl (HA CBOI CTpaX U PHCK).
C sTuMu KOMaHIAMU CJIeyeT O0paIiaThCsd OCTOPO:KHO. B Hacrosiiee Bpems dselect smiistet-
CsI IOCTATOYHO TMPOABUHYTHIM HHCTPYMEHTOM C MEHIO-uHTePGECOM, KOTOPBIi TIpeiaraeT TOH-
KWl KOHTPOJIb HAJ BEIGOPOM MAKETOB, B YACTHOCTH, IO 3aBUCUMOCTSAM suggests (mpemaraer) u
recommends (pekomenmyer).

Mg camxennst "pasroopanBocTu’ mporpamMbl Jobasbre B daitn /etc/dpkg/dselect.cfg crpoxy
¢ ommumett “expert’. Jlma memmenubix mamuHa Bol moxkere zamyckarh dselect ma mpyroit 6osiee
OLICTPO#l MalluHe JIJIsl TIOMCKA HYXKHBIX [AaKeTOB, a Ha MeJJIEHHON MAalllnHe yyKe MCIOJIb30BaTh
apt-get install jyist ux ycranoBkw.

dselect e maer moctym K makeram, koTopsie He preferred by the Pin-Priority.
6.2.4 Tlporpamma aptitude
aptitude - 3T0 HOBBIIl WHCTPAJIATOP TMAKETOB ¢ MeHtO-wHTepdeiicom, moxoxuit na dselect. On

TaK2Ke MOXKET UCIIOJIb30BaThCA KaK aIbTepHATHBHA KOHCOIBLHOM KoMaH/ e apt-get. I13y4uTe crpa-
nuiy aptitude(l).

IIporpamma aptitude obpabarbiBaeT 0HO-KJIABUIIHBIE KOMAH b, BBOJUMBbIE B HUKHEM PEIUCTPE

Knapuma  [leiictBue

F10 Memnto

? [Tomornp 110 KjIaBUIIAME YIIPABIEHUS

u Ob6noBUTL HHMOPMAIHIIO 00 JOCTYIIHBIX MAKETaX B PEIO3UTAPUU
g Ckauarb ¥ yCTaHOBUTH BHIOPAHHBIE TTAKETHI

q Brriitr u3 TekyIero skpaHa ¢ coxpaHeHHneM U3MeHeHUH

X Beiittu 6€3 coxpanenus uameHeHuii

Enter ITpocmorp wHpOpManm 0 makere
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IIporpamma aptitude ommoHaIBPHO MOYKET ABTOMATHYIECKH YCTAHABIMBATEH MTAKeThl, OCHOBBIBA-
$ICh HA 3aBUCHMOCTsX He TobkKO depends, Ho recommends u suggests. Bel Moxere nusmendarTs ee
nosejierne, Beidopas B Mmerro F10 -> Options -> Dependency handling.

ITporpamma aptitude mpeaaraer HO0CTyn KO BCEM BEPCHUSIM TAKETA.

6.2.5 Komanasr apt-cache u apt-get

While tracking testing as described in the above example, Mbl MOxkeMm ynpaB/gTbh CHUCTEMOLR
CIIETYTOIIMMEA KOMAH TaMIU:

* apt-get -u upgrade
This tracks the testing distribution and upgrades all the packages on the system while
installing their dependencies from testing.

® apt-get -u dist-upgrade
This tracks the testing distribution and upgrades all the packages on the system while
installing and resolving their dependencies from testing.

® apt-get -u dselect-upgrade
This tracks the testing distribution and upgrades all the packages on the system according
to the selections of dselect.

® apt-get -u install package
This installs package and its dependencies from the testing distribution.

* apt-get -u install package/unstable
VceranasmmBaer naker package n3 unstable-muctpubyTrBa, mpyw 9TOM TAKETHI, OT KOTOPHIX
OH 3aBUCHT, HepyTcs u3 testing-aucTpubyTUBa.

® apt-get -u install -t unstable package

Ycranapiuaer naker package nz unstable-muctpubyTusa, npu 3ToM, HAKETHI OT KOTOPBIX
OH 3aBHUCHUT, Takke Oepyrca m3 unstable nmpu nmomomm ycranosku Pin-Priority unstable B

990.

e apt-cache policy foo bar ...

IIposepsier cTaryc makeros foo bar .. ..

e apt-cache show foo bar ... | less

IIposepsier undopmanuio 1o nakeram foo bar .. ..

® apt-get install foo=2.2.4-1

YcranaBuBaeT KOHKpeTHYIO Bepcnto 2.2.4-1 nakera foo.

e apt-get -u install foo bar-

Ycranapamaer maker foo m ymasser maker bar.
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® apt-get remove bar

Ynasser nakeT bar, HO HE TPOTaeT ero KOH(MUTYpAIMOHHbBIE (halJIbL.

® apt-get remove —purge bar

Ynajser nakeT bar BMecTe cO BCeMHU €0 KOHpUrypalinoHHbIMu daiiiamMu.

B nmpuBenennrix BLIe TpuMepax UCHOJB30BAHNE OMIUN -1l TAPAHTUPYET, ITO apt-get BLIBegeT
CIIMCOK BCEX IAKEeTOB, I0/lJIe’KAINX OOHOBJIEHNIO, M 3AIIPOCUT IO/ ITBEPXK/IEHHUE Y 110JIb30BATEIs
nepes HaYaJIoM CBOUX JeficTBuit. BOT TaK MOKHO YCTAHOBUTD OMIITUIO -U B PEXKUM IO YMOTIAHUIO:

$ cat >> /etc/apt/apt.conf << .
// Bcerga nokaspiBarh nakeTsl st 0OHOBIeHUs (-u)

APT::Get::Show-Upgraded "true";

Ncnonsayiire ommuio -s it uMuTaum 0O0OHOB/IEHN 0€3 BBIIOJTHEHUS KAKUX-JIU00 J1eHCTBATE/Ib-
HBIX OIEPALUNA.

6.2.6 Tracking a flavor of Debian distribution

Depending on your preference for a flavor of Debian to track, you can change the sample /etc
/apt/preferences in ‘Veranoska cucrembr APT - mer nepesogal!lll” va crp. 83 to fit your needs:

track stable: change Pin-Priority of testing to 50
track testing: keep settings as shown above

track testing(unstable): change Pin-Priority of unstable to 500
track unstable(testing): change Pin-Priority of unstable to 800

A guideline for the choice of Pin-Priority is to move from the top to bottom in the above table
as the time moves from a time immediately after a distribution release to a time of freeze for
the next release.

Caution: tracking the testing flavor of Debian has a side effect of providing very slow security
fixes.

If you mix flavors of Debian, testing with stable or unstable with stable, you will be likely to
pull in unintentionally key packages from testing or unstable that may be buggy. So be warned.

Examples of /etc/apt/preferences which lock some key packages to the more mature version
while tracking the less mature version for other nonessential packages are available in the
examples subdirectory (http://www.debian.org/doc/manuals/debian-reference/examples/) as
preferences.testing and preferences.unstable. On the other hand, preferences.stable forces all
packages to be downgraded to stable.


http://www.debian.org/doc/manuals/debian-reference/examples/
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6.2.7 Otkar Bcex MakeToB /10 ypoBHs stable

Yrobbl OTKATHTH BCEe MAKETHI 0 ypoBHs stable, orpemakTupyiite aitn /etc/apt/preferences
CJIEIYIONIM 00Pa3oM:

*

Package:
Pin: release a=stable
Pin-Priority: 1001

U 3aMyCcTUTe KOMaH1y ~“apt-get upgrade”, KoTopas BBI30BET MIPUHYIUTENABHBIN OTKAT U3-3a 3HAUE-
ung Pin-priority > 1000. Hy:kHo npegynpeauTs, 9T0 MOTYT BO3HUKHYTH HEOOJIbININE HAKJIAIKI
€ 3aBUCUMOCTSIMH.

6.2.8 O630p daiina /etc/apt/preferences

B upumepe daiina /etc/apt/preferences, npejicrasiensoro B pazzese ‘Ycranoska cucrembl APT
- mer nepesogall!ll’ ma crp. 83, crpoka "Package: *
OIPUMEHACTCA KO BCEM ITaKeTaM. B]:)I MOZKeTEe UCIIOJIb30BAaTh UM I[TaKETd BMECTO
sHaueHns Pin-Priority aToro makera.

B IIEPBO# CTPOYKe 03HAYAET, YTO 3Ta CEKIIUS

PR 1 yKa3aHuS

Bo Bropoit crpouke 3ammcn "Pin: release a=stable“ ozmawaer, uro apt-get mosywaer daiin
Packages.gz n3 apxusa Debian, y xoroporo B ¢aiime Release ects crpoka "Archive: stable®.

B nocaenneit crpouke 3anuck "Pin-Priority: 500 ykassaer 3uauenue Pin-Priority pasnoe 500.

Fcam cymecTByeT HECKOMLKO MAKETOB C OMHUM W TeM 2Ke WMeHeM, YCTAHABJIMNBAETCS IMAKeT C
HambobIM 3HadeHueM Pin-Priority

B wactuocTu, 3uavenus Pin-Priority umeror cienyrommit cMbICT:

¢ 1001 u Boimme: Downgradable priorities.

ITaxersr ¢ Pin-Priority u3 sToro numamo3oua MOTYT ObITH MOHUKEHLI B BEPCHH.

e ot 100 mo 1000: CranmapTHBIE IPUOPUTETHI.

Takwme makeTshl HEAB3d MOHUXKATH B BEPCHU. BOT HECKOJIBKO KJIIOUEBLIX 3HadveHwuit Pin-
Priority:

— 990: npuopuTer ycTaHOBJIEH Yepe3 —target-release wiu omruio -t. Ilojpobuee Ha cTpa-
aune apt-get(8).
— 500: mpropuTeT BCEX TAKETOB IO YMOTIAHUIIO.

— 100: mpropUTET YCTAHOBJIEHHBLIX TTAKETOB B HACTOLAIIEE BPEMSI.

¢ (- 99: neapromarudeckue npuopuTeTsl. (OHU UCIOJB3YIOTCS TOJIBKO B CIIydae, eCu HaKeT
He YCTAHOBJIEH W HET JIPYTOil JOCTYIHONW BEPCUU MAKETA. )

® MEHee HYJIA: Bepcm{ IaKeTa HUKOTJa HE BBI6[/Ipa€TCH.
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Ddderr momobHBIT oT —target-release MokeT GbLITH TOJYyYeH OT ycTaHOBKHU baitia /etc/apt
/apt.conf ciemyromum obpazom:

# echo ’APT::Default-Release "testing";” >> /etc/apt/apt.conf

Ommus —target-release B KoMaH0#i cTpoKe W ycTaHOBKH B daitte /etc/apt/apt.conf umeror
Gosbiuit propuTeT ycTaHoBOK B (baiine /etc/apt/preferences. Byabre BHUMATENBHBI C 9THM
nobourbM addekTom mpu pabore ¢ daitiom /etc/apt/preferences.

6.3 Kowmanan! BokuBaHus B cucreMe Debian

Obnamas yTuMu 3HAHUSME, BbI MOXKeTe MpeObIBAThL B BEYHOM “OOGHOBJICHUH :-)

6.3.1 Ilporpammubie omubku B Debian u mojiep:kka

Ecau y Bac Bo3uukIM Tpo0IEMBI ¢ OMPEASTIEHHBIM MAKEeTOM, UCCAETYHTe CITYIONIE CARTHI Te-
3

peJt TeM, Kak 06paIaThCs 3a MOMOIIBIO 1u 0hOPMIATE OTIET 00 OMmmbKe. (CTPAHUIBI OIUHAKOBO

XopoIro 6yayT BRIIIETh B Gpay3epax lynx, links w w3m):

$ lynx http://bugs.debian.org/
$ lynx http://bugs.debian.org/ums-nakera # ec/au U3BECTHO MMs LAKETa
$ lynx http://bugs.debian.org/HoMep-ommbKn ~ # eC/Ii W3BECTEH HOMED OITHOKU

Baitgure na Google (www.google.com) mist moucka cyios, BKIo4mB (dhpasy “site:debian.org!.

Ecan uro-To me sAcHO, n3yunTe 3aMedaTehHOe PyKOBOJACTBO. YCTAHOBUTE TIEPEMEHHYIO OKPYIKe-
uusg CDPATH cneayrommm obpazom:

export CDPATH=.: /usr/local: /usr/share/doc
n Habepure

$ cd Nmallakera
$ pager README.Debian # eciu daiin cymecrByer
$ mc

BoJibimioe KoJm4uecTBO pecypeoB Mo MOJIEPKKe IIpuBeeHbl 10 agpecy ‘Support for Debian’ wa
crp. 245.
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6.3.2 Paspemenne npobaem APT upgrade

ITpobGsieMbl ¢ 3aBUCHMOCTSIMU [IAKETOB MOI'YT CJy4aThCs npu 0OHOBJIeHHsiX B unstable/testing,
onmcaHubIX B ‘O6HOBNeHUEe cucteMbl Debian’ wa ctp. 79. Yarte Bcero 310 ciy4yaercs IoTOMY, UTO
0OHOBJISIEMBIH TTAKET UMEET 3aBUCUMOCTH, KOTOPbIE HEJIb34 YI0BIeTBOPUTh. Il0100HbBIE TPODIEMBI
PEIIAIOTCS TaK:

# apt-get dist-upgrade
Ecan 310 me paboraer, To MOBTOPSATE OHY W3 CAETYIOMNX KOMAHI 70 PA3PEITeHust TPOOIeMbI:

# apt-get upgrade -f # npomoskenne obHoBeHus (upgrade) mazke mMOCae BO3SHUKHOBE-
HUS OMHIOKM
wer WK
# apt-get dist-upgrade -f # npomoskenue obuoBnerus nucrpubyrusa (dist-upgrade) mazxe mo-
¢Jie BOBHUKHOBEHHS OIIHOKHI

Hekoropeie pefictBuTe/ibHO HENPABU/IbHBIE CKPHUIITHI MOLYT HIPUBECTH K IOCTOSHHON IIPO-
6eme. OObIUHO Jiydle paspelrarsh Mog00HbIe curyarmu, usyans daitier /var/lib/dpkg/info
/packagename.{post,pre}{inst,rm} ckpunTos cGOHHOTO MaKETa U 3aTeM 3aMYCTUTh KOMAHIY:

# dpkg --configure -a  # HaCTpaWBaeT BCe HEHACTPOEHHBIE TTAKETHI

Eciun ckpunT Kajayercss Ha OTCYTCTBHE KaKOTO-HHOYIb KOH(MUTYDPAIHOHHOTO (aiina, MouimTe
ero B /etc. Ecim on cymecrByer, HO ¢ pacupenreM .new (Wiu 1m0g06HBIM ), H3MEHHUTE ero MMsl
Ha uMs 6e3 9TOro paciuperns (KOMaH/Ia mv).

IIpobiema 3aBucmMOCTEil MAKETOB MOXKET BO3HUKATH TPH YCTAHOBKE TAKETa B CMECh
unstable/testing. CyiecrByer HeCKOIBKO IyTeli 060#TH 3aBUCHMOCTH.

# apt-get install -f package # He npuHMMaTL BO BHUMaHUE CJIOMAHHBIE 3aBUCUMOCTH

AﬂbTepHaTI/IBHbIﬁ METOA HCHPABUTH 3ITY CUTYANUIO 3aKJAIYA€TCA B HUCHOJb30BAHUU IIaKETA
equivs. Cmorpure /usr/share/doc/equivs/README.Debian and ‘The equivs package’ Ha cTp.
99.

6.3.3 Boccranosienue depe3 dpkg

B kpaitaux ciaygasx BoccTaHOBIeHEE Hepaborocnocobuoii mporpammsl dselect (APT) na cepbes-
HO [OBPEXKICHHOM CUCTEeME MOXKEeT OBITb BBIIIOJHEHO IIPU IOMOIIU nporpammbl dpkg 6e3 ucmoib-
zopanust APT:
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# cd /var/cache/apt/archives
# dpkg -i libc6* 1libdb2* perl*
# dpkg -i apt™ dpkg* debconf*

# dpkg -i * # 10 Tex nmop, noka OmmMOKN HE MEPECTAHYT TMOABIATHCS
Ecan kakoro-nmubo makera HeT, MOJLYy9IUTE €0 C UCIOIb3YS:
# mc # ucnopayiite "FTP-coenqunenne", ykazas Debian FTP-cepsep

Crout 3aMeTHTB, UTO C HeJlaBHETo BpeMenu camu daitasl makeros vHa HT'TP /FTP-cepsepe pac-
LOJIAral0TCsl B HOBOM Katajore /pool, a He B Kiaccudeckom mecre - karasore /dist. (Cmorpure
‘Karasor pool” ma ctp. 9.)

3areM yCTaHABIMBAEM [TAKETHI:
# dpkg -i /var/cache/apt/archives/packagefile.deb
CromaHHBIe 3aBHCHMOCTH HJIH HCIPABJISEM, UK ITOCTYIIAeM TaKUM 06pa3oM:

# dpkg --ignore-depends=mnakerl,... -i umsa_ daitna_naxera.deb
# dpkg --force-depends -i umst_aitiamakera.deb
# dpkg --force-depends --purge naxer
# dpkg --force-confmiss -1 umsi_paitta_makera.deb # YcranoBka orcyrcrBytomux conf-
daitios

6.3.4 Boccranosienne nndopMaluu 0 BbIOpAHHBIX TTaKeTax

Ecnu daitn /var/lib/dpkg/status okazasicst moBpeKieH o Kakoii-mu6o mpuaunne, cucreMma Debian
TepsaeT nHMOPMAINIO O BHIOPAHHBIX MAKETAX U MOMAIAET B 3aTPyIHUTEIBHOE moT0KeHne. e
crapyio Bepcuo daitna /var/lib/dpkg/status mox nmenem /var/lib/dpkg/status-old wam /var
/backups/dpkg.status.*.

Hemmoxoit umeit siBasiercst pasmerienne kartajora /var/backups/ Ha oTaeJbHOM pasfesie ¥KecT-
KOTO ,ZLHCKa, TaK KaK OH CO/:[ep}KI/IT MaCCy Ba2KHBLIX CHUCTCMHBIX JaHHDIX.

Ecnu crapsiit daiin /var/lib/dpkg/status memocrynen, Bor Bece ke MozKeTe BOCCTAHOBUTH TIOTE-
psiHyto uadopmanmio u3 Karaisoros u3 /usr/share/doc/:

# 1s /usr/share/doc | \
grep -v [A-Z] | \
grep -v '“texmf$’ | \
grep -v '~debian$’ | \
awk '{print $1 " install"}’ | \
dpkg --set-selections
# dselect —-expert # reinstall system, de-select as needed
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6.3.5 Boccranopiaenne cucteMbl mocae cbos KaTaaora /var

Tak KaK KaTajor /var CONEpKHUT PEeryaspHO OOHOBJIsieMble TaHHBIC, TAKWe KaK M0YTa, OH TIOJI-
BEP2KEH PA3HOT0 Pojia mopue. Boineienne ero Ha HE3aBUCUMBIN PA3Ies X KECTKOr0 TUCKA OTPAHN-
uupaeT puck. Eciu cboit Bce xKe mpousornes, TO Jjs BoccraHopienus Barmreii Debian cucrembr
Bawm nonamoburcs BOCCTAaHOBATEH U 9TOT KATAJIOL.

TMonyunTe ckeser COAEpPKUMOrO Karasora /var oT MUHMMAaIbHON paboueii cucrembr Debian,
OCHOBaHHOMN Ha TO¥ ke mian Gosee npeBHeit Bepcuu Debian, mampuvep takoit, var.tar.gz(http:
/ /people.debian.org/~osamu/pub/), u nomecrurTe €ro B KOPHEBOIl KATAJIOr CJIOMAHHON CHCTEMBI.
Hamee:

ed

# mv var var-old # ecm BCe 2Ke UTO-TO TOJIE3HOE OCTAJIOCH
# tar xvzf var.tar.gz # ucnosssyiite ckeaer or Woody

# aptitude # mym dselect

D10 MOKHO BOCCO3AATH pabodyio cucremy. Bel Moxkere objaerduth BoCCTaHOBAEHWE MHMOP-
Malluu O BBIOPAHHBLIX MaKeTax, UCIOIb3ys NnpueM u3 pasnena ‘Boccranopsenne nuadopMalmu o
BeiGpannbix nakerax’ Ha crp. 90. ([FIXME]: This procedure needs more experiments to verify.)

6.3.6 YcraHoBKa MakKeTa B CHCTEMY, KOTOpasd He 3arpyrKaeTcs

Barpysure Linux co cnacarenbroro mmcka/muckersl Debian wim aapTepHATHBHOIO pasfena
MynbTu3arpy3outoit Linux-cucrembr. See ‘Booting the system’ wa crp. 109. IlogmouTtupyiite
HE3Arpy KAy CUCTEMY K KaTajory /target u ucmosb3yiite y dpkg chroot-pexum ycranos-
KH.

# dpkg --root /target -i ums_naxera.deb

3areM HACTPONTE MAKETHl U UCIPABLTE MPODOIEMBL.

Mexk Ty TpOYUM, €CJIN IIPUINHON HOPMAaJIBHOM 3arpy3KH sIBJISETCS HapYIIEHHbIH 3arpy34unk lilo,
Bor moxkeTe 3arpy3uTh CHCTEMY € WCIIOIB30BAHUEM CTAHIAPTHOTO CIacaTepHOTO nucka Debian.
Ha sarpysounoe mpurmiaiienue boot: BeeauTe (T0Ipa3yMeBaeTcsi, YTO KOPHEBOH pa3jen Bammeii
Linux-cucremst - /dev/hdal2, uro Hy»KHO BO#iTH Ha TpeTuil ypoBeHb UCIOJHEHUS CHCTEMBI):

boot: rescue root=/dev/hdal2 3

Ilocsne aToro Bel 3arpyzkaere NpakTUYECKHU TOJHOCTBIO (DYHKITUOHUPYIOIIYIO CUCTEMBI HA si/Ipe
¢ Tubkoro aucka. (BO3MOXKHO, 1pU 3arpyske OyayT HEKOTOPbIE IPOOJEMbI C OTCYTCTBHEM I10/I-
JIEPPKKU HEKOTOPBIX BO3MOXKHOCTE B 1/Ipe MM KaKNX-Tub0 MOJLyJIeit).


http: / /people.debian.org /~osamu /pub /
http: / /people.debian.org /~osamu /pub /
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6.3.7 Yro menarn, ecqim Komanga dpkg He paboraer

Hepaborococobrnocts nporpammvbr dpkg TpUBOAUT K HEBOBMOKHOCTH YCTAHOBKHY Ji000T0 .deb
daitna. Cremyromas mporeaypa MoMokeT Bam BeiiiTH U3 mogo6HOl curTyarmu. (B ceayormeii
KOMaH/JIe MOXKHO 3amenuTsh 'links* na Bam sro6umbrii 6paysep)

$ links http://http.us.debian.org/debian/pool /main/d/dpkg/
... ckaunBaeM maker dpkg Bepcusi  apxurekTypa.deb

$ su

password: *HHHk

# ar x dpkg version arch.deb

# mv data.tar.gz /data.tar.gz

iy

# tar xzfv data.tar.gz

Jsa APXUTEKTYPHI 1386 TaKKe MOXKHO NCTIONIHE30BATH CJIEeTY oIt ajipec:
http://packages.debian.org/dpkg.

6.4 Hwupsana B komanjax Debian

Oco3HaBINE CMBICJ 3TUX KOMAHI CMACYTCS OT BEYHBIX MYUEHU aJ1a OOHOBJEHWH W JTOCTUTHYT
nupBadbl B Debian.

6.4.1 U ndopmanus o daiine

Yrobb! HaiiTy mMakeT, K KOTOPOMY Hekwuit (haii MPUHAIIEKHUT, CaeTanTe:

$ dpkg {-S|--search} obpazern # HaiiTn cj0B0 06pazer] B yCTAaHOBJEHHBIX TTAKETaX
$ zgrep -e obpasen /local/copy/of/debian/woody/Contents-i386.gz
#... maittu obpasern (nmsa daiina) B apxuse Debian

WMau ucnonp3yiiTe crienuaibHO TPENHAZHATEHHYIO /I 9TOTO KOMAHIIY:

# apt-get install dlocate
$ dlocate ums_aiina # Gouiee bpicTpas anprepHaTuBa Komangam dpkg -L u dpkg -S

# apt-get install auto-apt # mHCTpyMeHTapuUil g yCTAHOBKH MMAKETOB 110 3aITPOCY
# auto-apt update # cozmarh 6a3y maHHbLIX A7ad auto-apt
$ auto-apt search obpaser| # mouck oOpasiia BO BCEX MAKeTa, YCTAHOBIEHHBIX W HET.
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6.4.2 Undopmanus o makere

TTouck m BBIBOJ MH(pOPMAIMY U3 apXUBa TakeToB. Ybenurecsh, uro cucrema APT macrpoena ma
cooTBeTcTBytoHii apxus(daitn /etc/apt/sources.list). Ecau Bol xorure yBuaerh, Kak MaKeThI
yCTaHOBJIEHBI n3 ucTpubyTnBoB testing/unstable, mosbsyiirech komanmoit apt-cache policy—
OYeHDb YI00HO.

# apt-get check # ODHOBUTH KOIII U IPOBEPUTH €0 HA MPEAMET CAOMAHHBIX TAKETOB
$ apt-cache search obpaser] # Mouck makera Mo TEKCTOBOMY 00pasILy

$ apt-cache policy obpazer # undopmanus no nakery priority/dists

$ apt-cache show -a obpaser # mokaszaTh ONMMCAHWE MAKETa BO BCEX IUCTPUOYTHBAX

$ apt-cache showsrc obpasern # moKa3aTh ONMUCAHKUE TTAKETOB C UCXOIHBIM TEKCTOM

$ apt-cache showpkg obpazen # orranoganas madOPMAINAA TTO TAKETY

# dpkg --audit|-C # TIOUCK HEMOJHOCTHIO YCTAHOBJIEHHBIX ITAKETOB

$ dpkg {-s|--status} maker ... # onuncanue ycTaHOBJIEHHOIO IAKETA

$ dpkg -1 maker ... # BbIBECTH CTATYC YCTAHOBJIEHHOTO MaKeTa (IO OJHON CTPOYKE HA TAKET)
$ dpkg -L maker ... # BbIBeCTH CIUCOK (DANIOB, YCTAHOBICHHBIX ITAKETOM

Komanma apt-cache showsrc ne sagsmena qyrs penmsza Woody, Ho ona paboTaer:)

Bbl Takzke MoxKeTe HalTh uHbOPMAIIUIO [0 TTAKETY B CJAeAYIONMX dailaax (a1 UCIoAb3YI0 MC JIJIs
uX POCMOTPA):

/var/lib/apt/lists/*
/var /lib/dpkg/available

Cpasrenne caenyrommx Gaiijiop gaerT uHAGOPMAIMID O TOM, YTO K€ TPOM3OINLI0 B MOCTETHUN
CeaHnc yCTaHOBKU.

/var/lib/dpkg/status
/var/backups/dpkg.status*

6.4.3 Apromaruyeckas yctanoBka npu mnomornu APT

Jnst aBroMaTndeckoii ycraHoBKH f006aBbre CieayolLyo cTpoky B daiin /etc/apt/apt.conf:
Dpkg::Options {"--force-confold";}

DTO0 SKBUBAJIEHTHO 3aITyCKy KOMaHbI apt-get -q -y packagename. Tak Kak Ha Bce BOIIPOCHI JAa€TCst
YTBEPAUTEIbHBIN OTBET “ma“, TO MHOTAA 9TO MOXKET BBI3BATH TPOOJIEMBI, TIO9TOMY HCIOIB3YyiHTe
9Ty BO3MOYKHOCTB C OCTOPOKHOCTBIO. CMoTpuTe crpanunsl apt.conf(5) u dpkg(1).

IToz:xe Bor moxkere noBropono kondurypupoBars Jjit0boit konkpernbiil naker nyrem ‘[loBropHoe
KOH(UTypUPOBaHE YCTAHOBJIEHHBIX TAaKeTOB Ha cTp. 94.
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6.4.4 lloBTopHOE KOHMUIYPUPOBAHUE YCTAHOBIECHHDBIX ITAKETOB

WenonbayiiTe cieayionue KOMaHIbI /I8 TOBTOPHOTO KOHMUTYPUPOBaHUS JIOHOTO yKe YCTaHOB-
JIEHHOTO TIaKeTa.

# dpkg-reconfigure --priority=medium naker |[...|

# dpkg-reconfigure --all # noBTOpPHO KOHPUIYPUPBOATH BCE MMAKETHI

# dpkg-reconfigure locales # remepupoBaTh JTOTOJHUTENBHBIE JIOKATH

# dpkg-reconfigure --p=low xserver-xfree86 # moBTOpHO HACTPOUTH X-CEPBED

Do this for debconf if you need to change the debconf dialog mode permanently.

HEKOTOpre nporpaMMbl ©AYT CO CHEIMAJIbHBIMU HACTPOCYHbBIMU CKPUIITAMMU.

apt-setup - cosmaer cmmcok /etc/apt/sources.list

install-mbr - ycramaBamBaeT MeHeIKep IIABHON 3arPy309UHON 3aATTUCH
tzconfig - YCTAHABJIMBAET BPEMEHHYIO 30HY

gpmconfig - HACTPOUTH JAEMOH MBIIH gpM

eximconfig - macrpouts Exim (MTA)

texconfig - macrpouts TeTeX

apacheconfig - macrpouts Apache (httpd)

cvsconfig - macrpours CVS

sndconfig - HacTpouThb 3BYyK

update-alternatives - set default command, e.g., vim as vi
update-rc.d - System-V init script management
update-menus - Debian menu system

6.4.5 Omuepanun remove u purge ¢ nakeTamu

Viajienne makeTa ¢ COXPAHEHUEM er0 KOHDUTY PAITHH:

# apt-get remove maker ...
# dpkg --remove naxer ...

Viasienne makeTa, BKIOYAsT €r0 KOHMUTYPATTHIO:

# apt-get remove --purge maxer ...
# dpkg --purge ITaKerT ...
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6.4.6 VYaep:kaHume cTapbIX MaKeTOB

Hampuwmep, yaep:xanne nakeros libc6 u libc6-dev npu pabore ¢ komamgamu dselect u apt-get -u
upgrade package MoxkeT ObITH BBITTOJHEHO TaK:

# echo -e "libc6 hold\nlibc6-dev hold" | dpkg --set-selections

Onraxko, st KoMaHIbl apt-get -u install maker stot "hold” we 6yaer momexoit. st Toro, aTobbI
yIepKATH TAKET OT OOHOBJICHUA TyTEM aBTOMATUYECKOTO OTKATa B KOMaHIax apt-get -u upgrade
naker wian apt-get -u dist-upgrade, nobasbre cienyiommpe crpoku B daitn /etc/apt/preferences:

Package: libc6
Pin: release a=stable
Pin-Priority: 2000

Baeck anement "Package:* He Moxker ucnonp3oBaTh 3anmck Buga 'libc6*. Ecam Bam nyxkuo yaep-
JKaTh BCe OMHAPHBIE TTAKETHI, CBSI3aHHBIE C TTAKETOM C UCXOJHBIME TeKcTaMu glibc B CHHXPOHHOM
cocTosiHWY, BaM HYKHO TEPeYnCInTh BCEX WX 3/IeCh ABHBIM 00PaA30M.

Creayromast KOMaHIa BRIBEIET BCEX VIAEPXKAHHBIE OT OOHOB/ICHHUA MaKeThI:

dpkg --get-selections "*"|grep -e "hold$"

6.4.7 Cucrema na cmecu stable/testing /unstable

Kowmanna apt-show-versions BoiBoanT CIHCOK BepCHil JOCTYIHBIX MAKETOB M0 AUCTPUOYyTUBAM.

$ apt-show-versions | fgrep /testing | wc
. KaK MHOTO TIaKeTOB MBI IMeeT B testing
$ apt-show-versions -u
... CITACOK TIAKETORB, MOJJIeKAIIUX OOHOBJICHHIO
$ apt-get install ‘apt-show-versions -u -b | fgrep /unstable’
... obHOBIsTeT makeThl U3 unstable Ha nx OoJiee HOBBIE BepcUM

6.4.8 VYaasenue ailioB KIMMPOBAHHBIX MAKETOB

B npomnecce ycranoeku depes APT B karasore /var/cache/apt/archives ksmupyrorcs daitibt
[AKETOB, ¥ X MOXKHO Y/IAJIUTh.

# apt-get autoclean # ymanager TOABKO HEMCITIOIb30BAHHBIE (DAIBI TAKETOB
# apt-get clean  # ynassier Bce aitbl u3z Kama
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6.4.9 3anuch/KonupoBaHue KOHMUTYDAIUH CUCTEMBI

Jltst co3anmst TOKAIbHON KOTIMK CIMCKA COCTOSIHUS BBIOPAHHBIX MMAKETOB Creaire:

# debconf-get-selections > debconfsel.txt
# dpkg --get-selections "*" >mou_mriGpanHble makeThl # wiauw ucnosanbsyiire \* Bmecro *

Ncmonb3oBanme

KeTax, TmojjiexKaniye yaaaenuo ("purge’).

MPUBOAUT K TTOMelrennio B daiisr Mon  BhIOpaHHbBIE TAKeTh! 3AIHMCeN O Tra-

Bur moxkere niepenectu 3ror daits Ha APYroit KOMIbIOTED U YCTAHOBUTD 110 HEMY CHCTEMBI:

# dselect update

# debconf-set-selections < debconfsel.txt

# dpkg --set-selections <mou_ BBIOpaHHBIE _ITaKeTH
# apt-get -u dselect-upgrade  # mam dselect install

6.4.10 TloprupoBanue makera B cucreMy Ha Oa3e stable

LLna qacTuuHoro o6HOBJIEHNsI cCUCTEMBI Ha, 6ase stable HeobxouMo epecobparTh makeT B OKPYyKe-
uum stable cucTeMBbl, UCTIOTB3YS COOTBETCTBYIOMINN TTAKET C MCXOAHBIM TEKCTOM. DTO TTO3BOJIUT
n36eKaTh OOJIBINOr0 KOJTUIECTBA ODHOBJIEHWI TAKETOB, OT KOTOPBIX YCTAHABIMBAEMBIH MTaKeT
3aBUCAT. Bo-niepBhIX, M06aBbTe Cileyomnme 3amucu B daiin to /etc/apt/sources.list:

deb-src http://http.us.debian.org/debian testing \
main contrib non-free

deb-src http://http.us.debian.org/debian unstable \
main contrib non-free

3rech Kaxkgas 3amuck deb-src¢ pazbura Ha JiBe CTPOKU jjig yAoOCTBA MOKa3a, OJHAKO B aiiie
sources.list Takoe paszbruenne Ha CTPOKU HEIOIIYCTHMO.

asiee 1osrydaeM MCXOHBIN TEKCT W COOMPAEM TaKeT:

apt-get update # obmOBisieM K3IIT CIIUCKA TTAKETOB
apt-get source maker
dpkg-source -x naker.dsc
cd makeT-Bepcus
. m3yuaem Tpebytomnmecs: nakers (3asucumoctn Build-depends B .dsc daiine) n
ycTaHaBJIMBaeM HX TakxKke. Bam Taxxke moramoburcd naxer "fakeroot".

$
$
$
$

$ dpkg-buildpackage -rfakeroot

.. (6e3 curHaryphbi)
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$ dpkg-buildpackage -rfakeroot -us -uc # ecau Hy:KHO, 032Ke Bocmoyb3yiiTech "debsign"

...3aTeM IS yCTAHOBKU ITAKETOB BBITOJIHIEM
$ su -¢ "dpkg -i uma_ daiina_maxera.deb"

OO6BIYHO HYXKHO YCTAHOBUTH HECKOJIbKO TAKeToB ¢ cyddukom "-dev' njs yaoBIeTBODEHUS 3a-
BucumocTeli makera. [Iporpamma debsign maxonunrea B nmakere devscripts. [Iporpamma auto-apt
criocobHa yIpOCTUTE Y/IOBJIETBOPEHUE TaKux 3aBucumocteii. Vcmosnb3yiite nporpammy fakeroot,
9TOOBI HE 3aHUMATHCI COOPKOIl TMAKEeTOB O root.

B Woody sty Bompochl ¢ 3aBUCUMOCTSAMEU MOTYT OBITH yIporieHbl. Hampumep, 11 KOMOIUISIIIT
MakeTa pine, KOTOPBIA MOCTABIIETCA TOJIBKO B BUJIE MCXOJHOIO TEKCTA, BHIOJTHUTE:

# apt-get build-dep pine
# apt-get source -b pine

6.4.11 Local package archive

In order to create a local package archive which is compatible with APT and the dselect system,
Packages needs to be created and package files need to be populated in a particular directory
tree.

A local deb repository similar to an official Debian archive can be made in this way:

# apt-get install dpkg-dev
# cd /usr/local
# install -d pool # physical packages are located here
# install -d dists/unstable/main /binary-i386
# 1s -1 pool | sed s/ _.*$/ priority section/’ | uniq > override
# editor override # adjust priority and section
# dpkg-scanpackages pool override /usr/local/ \
> dists/unstable/main /binary-i386 /Packages
# cat > dists/unstable/main/Release << EOF
Archive: unstable
Version: 3.0
Component: main
Origin: Local
Label: Local
Architecture: 1386
EOF
# echo "deb file: /usr/local unstable main" \
>> [etc/apt/sources.list

Alternatively, a quick-and-dirty local deb repository can be made:
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# apt-get install dpkg-dev
# mkdir /usr/local/debian
# mv /some/where/package.deb /usr/local/debian
# dpkg-scanpackages /usr/local /debian /dev/null | \
gzip - > /usr/local/debian/Packages.gz
# echo "deb file: /usr/local/debian ./" >> /etc/apt/sources.list

These archives can be remotely accessed by providing access to these directories through either
HTTP or FTP methods and changing entries in /etc/apt/sources.list accordingly.

6.4.12 Convert or install an alien binary package

alien enables the conversion of binary packages provided in Redhat rpm, Stampede slp, Slackware
tgz, and Solaris pkg file formats into a Debian deb package. If you want to use a package from
another Linux distribution than the one you have installed on your system, you can use alien to
convert it to your preferred package format and install it. alien also supports LSB packages.

6.4.13 Verify installed package files

debsums enables verification of installed package files against MD5 checksums. Some packages
do not have available MD5 checksums. A possible temporary fix for sysadmins:

# cat >> /etc/apt/apt.conf.d/90debsums
DPkg::Post-Install-Pkgs {"xargs /usr/bin/debsums -sg";};
"D

per Joerg Wendland <joergland@debian.org> (untested).

6.4.14 Optimized sources.list

In short, fancy efforts to create an optimized sources.list did not produce a significant
improvement for me from a location in the USA. I manually chose a nearby site using apt-
setup.

apt-spy creates sources.list automatically, based on latency and bandwidth. netselect-apt creates
a more complete sources.list, but uses an inferior method of choosing the best mirror (ping time
comparison).

# apt-get install apt-spy
# cd /etc/apt ; mv sources.list sources.list.org
# apt-spy -d testing -1 sources.apt
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6.5 Other Debian peculiarities

6.5.1 The dpkg-divert command

File diversions are a way of forcing dpkg not to install a file into its default location, but to
a diverted location. Diversions can be used through the Debian package scripts to move a file
away when it causes a conflict. System administrators can also use a diversion to override a
package’s configuration file, or whenever some files (which aren’t marked as conffiles) need to be
preserved by dpkg, when installing a newer version of a package which contains those files (see
‘Coxpanenne Tekyieil kKondurypanuu Ha cTp. 13).

# dpkg-divert [--add]| filename # add "diversion"
# dpkg-divert --remove filename # remove "diversion"

It’s usually a good idea not to use dpkg-divert unless it is absolutely necessary.

6.5.2 The equivs package

If you compile a program from source, it is best to make it into a real local debianized package
(*.deb). Use equivs as a last resort.

Package: equivs

Priority: extra

Section: admin

Description: Circumventing Debian package dependencies
This is a dummy package which can be used to create Debian
packages, which only contain dependency information.

6.5.3 Alternative commands

To make the command vi run vim, use update-alternatives:

# update-alternatives --display vi

# update-alternatives --config vi
Selection  Command

1 /usr /bin/elvis-tiny
2 Jusr/bin/vim
*+ 3 Jusr/bin/nvi

Enter to keep the default[*], or type selection number: 2
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Items in the Debian alternatives system are kept in /etc/alternatives as symlinks.

To set your favorite X Window environment, apply update-alternatives to /usr/bin/x-session-
manager and /usr/bin/x-window-manager. For details, see ‘Custom X sessions’ na ctp. 150.

/bin/sh is a direct symlink to /bin/bash or /bin/dash. It’s safer to use /bin/bash to be compatible
with old Bashism-contaminated scripts but better discipline to use /bin/dash to enforce POSIX
compliance. Upgrading to a 2.4 Linux kernel tends to set this to /bin/dash.

6.5.4 System-V init and runlevels

The default runlevel to boot into can be set in /etc/inittab.

Unlike other distributions, Debian makes the management of runlevel completely the sysadmin’s
responsibility. Management of System-V style init on Debian is intended to be performed through
update-rc.d scripts.

Starting /etc/init.d/name in runlevel 1,2,3 and stopping in 4,5 with sequencing priority number
20 (normal) can be done by:

# update-rc.d name start 20 1 2 3 . stop 204 5 .
Removing symbolic links while the script in init.d still exists can be done by:

# update-rc.d -f name remove

For editing runlevels, I cheat. I edit entries manually using the mv command at the shell prompt
of mc¢ while copying link entries using Alt-Enter. For example:

# mv S99xdm K99xdm # disable xdm (X display manager)

I even disable a daemon by inserting exit 0 at the start of an init.d script as a quick hack. These
are conffiles after all.

6.5.5 OTkj049eHne HENCHIOIB3YIOMNXCsl CEPBUCOB

Juctpubyrus Debian cepbe3no 0THOCHTCH K BOMIPOCaM 0€30MTACHOCTH M OXKUAAET YIaCTHE KOM-
[ETEHTHOr0 aJMuHnCcTparopa. [loaroMmy wHOrIA MPOCTOTA MCIOIB30BAHUS [IEPEXOIUT HA BTOPO
IIJIaH, 1 MHOTHUE CEPBUCHI UAYT C HAUBBLICIIINM YDPOBHEM 6e?;.Ol'[aCHOCTI/I7 a CaMa CHCT€EMa C MUHU-
MaJIbHBIM HAO0pOM PabOTAIIIUX CEPBUCOB [OCJIE YCTAHOBKH 110 YMOJYAHUIO.

Ecnu Bel numeere xakme-10 coMHeHust otHOcuTesnbHo cepsucoB (Exim, DHCP, ...), 3anycture
KOMaHJIy PS auX WIu TpoBepbTe cojepxkumoe daitnmos /etc/init.d/* u /etc/inetd.conf. Takxe
nposepbre daiin /etc/hosts.deny noapobuee B ‘Restricting logins with PAM’ na crp. 137. Ouens
nosresHast Koman a pidof (cmorpure pidof(8)).

C megasaux nop B Debian cucrema X11 we nossossier yaanenusie TCP /IP moarmoaenns. CmoT-
pure ‘Using X over TCP/IP’ na cp. 153. IIpobpoc rpaduka cucremsr X Window B rynesne SSH
takKe 3amperiera. Cmorpure ‘Connecting to a remote X server — ssh’ na crp. 153.
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The Linux kernel under Debian

Debian has its own method of recompiling the kernel and related modules. See also ‘Debian u
saapo’ Ha crp. 24.

7.1 Kernel recompile

The use of gcce, binutils, and modutils from Debian unstable may help when compiling the latest
Linux kernel. See /usr/share/doc/kernel-package/ README.gz, especially the bottom of this,
for the official information.

Since it is a moving target, kernel compilation is a difficult subject that may confuse even the

most admired developer:

Manoj Srivastava wrote: —initrd requires a Debian-only cramfs patch.

Herbert Xu wrote: No it does not, all you have to do to use a filesystem other than CRAMFS
is to set MKIMAGE in /etc/mkinitrd /mkinitrd.conf.

Be careful and always rely on the /usr/share/doc/kernel-package/ README.gz by Manoj and
Kent. Make sure to obtain the latest unstable version of the kernel-package package if you are
to compile the latest version of the kernel.

initrd is not needed for a kernel compiled only for one machine. I use it since [ want my kernel
to be almost the same as the one provided by the kernel-image packages. If you use initrd, make
sure to read mkinitrd(8) and mkinitrd.conf(5). See also http://bugs.debian.org/149236.

7.1.1 Debian standard method
Watch out for bug reports on kernel-package, gcc, binutils and modutils. Use new versions of
them as needed.

Compiling a custom kernel from source under a Debian system requires special care. Use the
new —append to version with make-kpkg to build multiple kernel-images.
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# apt-get install debhelper modutils kernel-package libncursess-dev
# apt-get install kernel-source-2.4.18 # use latest version
# apt-get install fakeroot

# vi /etc/kernel-pkg.conf # input my name and email

$ cd /usr/src # build directory

$ tar --bzip2 -xvf kernel-source-2.4.18.tar.bz2

$ cd kernel-source-2.4.18 # if this is your kernel source

$ cp /boot/config-2.4.18-386 .config ~ # get current config as default
$ make menuconfig # customize as one wishes

$ make-kpkg clean # must run (per: man make-kpkg)

$ fakeroot make-kpkg --append to_ version -486 --initrd \
--revision=rev.01 kernel image \
modules image # modules image is for pcmcia-cs* etc.
$cd ..

# dpkg -i kernel-image*.deb pcmcia-cs*.deb # install

make-kpkg kernel image actually does make oldconfig and make dep. Do not use —initrd if
initrd is not used.

If one wants to use modules from pcmcia-cs or no pemcia, one should select "General setup —>*
to "PCMCIA /CardBus support —>* in make menuconfig and set the configuration to "< >
PCMCIA /CardBus support” (i.e., uncheck the box).

On an SMP machine, set CONCURRENCY LEVEL according to kernel-pkg.conf(5).

7.1.2 Classic method

Get pristine sources from:
e Linux: http://www.kernel.org/
® pcmcia-cs: http://pemeia-cs.sourceforge.net/
or use equivalent sources in Debian and do the following:

# cd Jusr/src

# tar xfvz linux-whatever.tar.gz

# rm -rf linux

# In -s linux-whatever linux

# tar xfvz pcmcia-cs-whatever.tar.gz

# In -s pcmcia-cs-whatever pemcia

# cd linux

# make menuconfig

... configure stuff ...

# make dep

# make bzImage

... edits for lilo / grub ...

... move /usr/src/linux/arch/i386/boot/bzImage to boot ...
... /sbin/lilo or whatever you do for grub


http://www.kernel.org/
http://pcmcia-cs.sourceforge.net/
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# make modules; make modules_install

# cd ../pcmcia

# make config

# make all

# make install

... add needed module names to /etc/modules
# shutdown -r now

... boot to new kernel ...

7.1.3 Kernel headers

Most "normal“ programs don’t need kernel headers and in fact may break if you use them directly;
instead they should be compiled against the headers with which glibc was built, which are the
versions in /usr/include/linux and /usr/include/asm of the Debian system.

So do not put symlinks to the directories in /usr/src/linux from /usr/include/linux and /usr
/include/asm, as suggested by some outdated documents.

If you need particular kernel headers for some kernel-specific application programs, alter the
makefile(s) so that their include path points to dir-of-particular-kernel-headers/include/linux
and dir-of-particular-kernel-headers/include/asm.

7.2 The modularized 2.4 kernel

The new Debian 2.4 kernels provided by kernel-image-2.4.NN are very modularized. You have
to make sure those modules are activated to make the kernel function as you intend.

Although T have many examples for /etc/modules in the following section as a quick fix, I hear
that the correct way to fix these module-related issues is to provide an alias for the device in a file
in /etc/modutils/ since there are enough aliases available with current kernels. Some modules
may be auto activated by hardware detection programs such as discover. See also ‘Hardware
detection for X’ na ctp. 146.

See Documentation/*.txt in the Linux source for the precise information.

7.2.1 PCMCIA

/etc/modules may need to contain the following for some old PCMCIA to function:

# ISA PnP driver

isa-pnp

# New Low level PCMCIA driver

# yenta_socket # does not seem to be needed in my case
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The rest is taken care of by PCMCIA scripts (from the pcmcia-cs package), depmod and
kmod. T think I needed isa-pnp because my laptop is an old ISA-PCMCIA. Recent laptops
with CardBus/PCMCIA may not require this.

Voice of the genius Miquel van Smoorenburg < miquelsQ@cistron.nl>:

T simply removed the entire pcmcia stuff from the laptop here at work, including the cardmgr
etc and just installed a 2.4 kernel with cardbus support, and the new hotplug package from
woody.

As long as you only have 32-bit cards you don’t need the pcmcia package; 2.4 has card services
built in. And the standard tulip driver should work fine with your dlink card.

—Mike.”

See Linux PCMCIA HOWTO (http://www.tldp.org/HOWTO/PCMCIA-HOWTO.html) and
‘Network configuration and PCMCIA’ na crp. 198.

7.2.2 SCSI

[NOT TESTED)]| /etc/modules needs to contain the following for SCSI to function:

+# SCSI core

scsi_mod

# SCSI generic driver

58

# SCSI disk

sd_mod

# All other needed HW modules

depmod may take care of some of the above modules.

7.2.3 Network function

/etc/modules needs to contain the following for extra network function:

# net/ipv-4
ip_gre
ipip

# net/ipv-4/netfilter
# iptable (in order)
ip_tables

ip_ conntrack
ip_conntrack ftp
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iptable nat
iptable_filter
iptable mangle
#

ip_nat_ftp
ip__queue

i

ipt  LOG

ipt MARK
ipt MASQUERADE
ipt MIRROR
ipt REDIRECT
ipt REJECT
ipt TCPMSS
ipt_ TOS

ipt_ limit

ipt _mac
ipt_mark
ipt_multiport
ipt _owner
ipt_state
ipt_tcpmss
ipt_tos
ipt_unclean

i

#ipchains
#ipfwadm

The preceding may not be optimized. depmod may take care of some of the above modules.

7.2.4 EXTS3 filesystem ( > 2.4.17)

Enabling a journaling filesystem with the EXT3 FS involves the following steps using a Debian

precompiled kernel-image ( > 2.4.17) package:

# cd /etc; mv fstab fstab.old

# sed ’s/ext2/ext3,ext2/g’ <fstab.old >fstab

# vi /etc/fstab

... set root filesystem type to "auto" instead of "ext3,ext2"

# cd /etc/mkinitrd

# echo jbd >>modules
# echo ext3 >>modules
# echo ext2 >>modules

#ed /

# apt-get update; apt-get install kernel-image-2.4.17-686-smp
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... install latest kernel and set up boot (lilo is run here)
# tune2fs -j -i 0 /dev/hdal

# tune2fs -j -1 0 /dev/hda2

... For all EXT2 FS’s converted to EXT3

# shutdown -r now

Now EXT3 journaling is enabled. Using ext3,ext2 as the fstab "type entry ensures safe fallback
to EXT2 if the kernel does not support EXT3 for non-root partitions.

If you have previously installed a 2.4 kernel and do not wish to reinstall, perform the above steps
up to the apt-get commands, then:

# mkinitrd -o /boot /initrd.img-2.4.17-686-smp /lib/modules/2.4.17-686-smp
4 1ilo

# tune2fs -j -i 0 /dev/hdal

# tune2fs -j -1 0 /dev/hda2

... for all EXT2 FS’s converted to EXT3

# shutdown -r now

Now EXTS3 journaling is enabled.

If /etc/mkinitrd/modules was not set when mkinitrd was run and you would like to add some
modules at boot time:

... at initrd prompt to gain shell (5 sec.), type RETURN

# insmod jbd

# insmod ext3 # modprobe ext3 may take care of everything
# insmod ext2

# °D

... continue booting

At the system boot screen (dmesg), "cramfs: wrong magic* may appear but this is known
to be harmless. This issue has been resolved in Sarge (2002/10). See http://bugs.debian.
org/135537 and the EXT3 File System mini-HOWTO (http://www.zip.com.au/ akpm /linux/
ext3/ext3-usage.html) or /usr/share/doc/HOWTO /en-txt/mini/extra/ext3-mini-HOWTO.gz
for more information.

Some systems are reported to experience severe kernel lockup if EXT3 is enabled but I had no
problem (as of 2.4.17).

7.2.5 Realtek RTL-8139 support in 2.4

For whatever reason, the RTL-8139 support module is no longer called rt18139, it’s now called
8139too. Just edit your /etc/modules to reflect this change when upgrading a 2.2 kernel to a 2.4
kernel.


http://bugs.debian.org/135537
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7.2.6 Parallel port support

For kernel-image-2.4.* parallel port support is provided as a module. Enable it by:

# modprobe lp
# echo Ip >> /etc/modules

See Documentation /parport.txt in the Linux source.

7.3 Tuning the kernel through the proc filesystem

The behavior of the Linux kernel can be changed on the fly using the proc filesystem.

For basic information on changing kernel parameters through the /proc filesystem, read
Documentation/sysctl/* in the Linux source.

See some examples of kernel parameter manipulations in /etc/init.d /networking and ‘Crpamubie
mpobJIeMBbI TOCTYIIA HA HEKOTOPBIE Web-caiiTel’ Ha cTp. 45.

See sysctl.conf(5) for how to set up the boot time kernel configuration through /proc filesystem
with /etc/init.d/procps.sh script usually run from /etc/reS.d/S30procps.sh.

7.3.1 Too many open files

The Linux kernel may complain "Too many open files“. This is due to the small default value
(8096) for file-max. To fix this problem, run the following command as root:

# echo "65536" > /proc/sys/fs/file-max # for 2.2 and 2.4 kernel
# echo "131072" > /proc/sys/fs/inode-max # for 2.2 kernel only

or put the following into /etc/sysctl.conf for the permanent change:

filemax=65536 # for 2.2 and 2.4 kernel
inode-max=131072 # for 2.2 kernel only

7.3.2 Disk flush intervals

You can change disk flush intervals through the proc filesystem. The following will shorten its
interval from the default five seconds to one second.

# echo "40 0 0 0 100 30000 60 0 0" > /proc/sys/vm/bdflush
This may negatively impact file I/O performance a little bit. But this secures file contents

except for the last one second which is shorter than the default five seconds. This is true even
for journaling filesystems.
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7.3.3 Sluggish old low memory machines

For some old low memory systems, it may still be useful to enable over-commit of memory
through the proc filesystem:

# echo 1 > /proc/sys/vm/overcommit memory



109

['1aBa &

Debian tips

8.1 DBooting the system

See the LDP BootPrompt-HOWTO (http://www.tldp.org/HOWTO/BootPrompt-HOWTO.
html) for detailed information on the boot prompt.

8.1.1 T forgot the root password!“ (1)

It is possible to boot a system and log on to the root account without knowing the root password
as long as one has access to the console keyboard. (This assumes there are no password requests
from the BIOS or from a boot loader such as lilo that would prevent one from booting the
system.)

This is a procedure which requires no external boot disks and no change in BIOS boot settings.
Here, "Linux“ is the label for booting the Linux kernel in the default Debian install.

At the lilo boot screen, as soon as boot: appears (you must press a shift key at this point on
some systems to prevent automatic booting), enter:

boot: Linux init=/bin/sh

This causes the system to boot the kernel and run /bin/sh instead of its standard init. Now you
have gained root privileges and a root shell. Since / is currently mounted read-only and many
disk partitions have not been mounted yet, you must do the following to have a reasonably
functioning system.

init-2.03# mount -n -o remount,rw /
init-2.03# mount -avt nonfs,noproc,nosmbfs
init-2.03# cd /etc

init-2.03# vi passwd

init-2.03# vi shadow


http://www.tldp.org/HOWTO/BootPrompt-HOWTO.html
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(If the second data field in /etc/passwd is "x* for every username, your system uses shadow
passwords, and you must edit /etc/shadow.) To disable the root password, edit the second data
field in the password file so that it is empty. Now the system can be rebooted and you can log
on as root without a password. When booting into runlevel 1, Debian (at least after Potato)
requires a password, which some older distributions did not.

It is a good idea to have a minimal editor in /bin/ in case /usr/ is not accessible (see ‘Rescue
editors’ ma crp. 207).

Also consider installing the sash package. When the system becomes unbootable, execute:
boot: Linux init=/bin/sash

sash serves as an interactive substitute for sh even when /bin/sh is unusable. It’s statically linked,
and includes many standard utilities as built-ins (type "help“ at the prompt for a reference list).

8.1.2 " forgot the root password!“ (2)

Boot from any emergency boot/root disk set. If /dev/hda3 is the original root partition, the
following will let one edit the password file just as easily as the above.

# mkdir fixit

# mount /dev/hda3 fixit
# cd fixit/etc

# vi shadow

# vi passwd

The advantage of this approach over the previous method is one does not need to know the lilo
password (if any). But to use it one must be able to access the BIOS setup to allow the system
to boot from floppy disk or CD, if that is not already set.

8.1.3 Cannot boot the system

No problem, even if you didn’t bother to make a boot disk during install. If lilo is broken, grab
the boot disk from the Debian installation set and boot your system from it. At the boot prompt,
assuming the root partition of your Linux installation is on /dev/hdal2 and you want runlevel
3, enter:

boot: rescue root=/dev/hdal2 3

Then you are booted into an almost fully functional system using the kernel on the floppy. (There
may be minor glitches due to lack of kernel features or modules.)

See also ‘YcraHoBKka Imakera B CUCTEMY, KOTOpasd He 3arpyzkaercs’ Ha crp. 91 if you have a broken
System.

If you need a custom boot floppy, follow readme.txt on the rescue disk.
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8.1.4 Let me disable X on boot!“
Chasing unstable/sid is fun, but buggy xdm, gdm, kdm, and wdm started during the boot
process can bite you bad.

First get the root shell by entering the following at the boot prompt:
boot: Linux vga=normal s

Here, Linux is the label for the kernel image you are booting; "vga=normal“ will make sure lilo
runs in normal VGA screen, and ”s* (or "S¥) is the parameter passed to init to invoke single-user
mode. Enter the root password at the prompt.

There are few ways to disable all the X starting daemons:

e run update-rc.d 7dm stop 99123456 .
e insert "exit 0“ at the start of all /etc/init.d/?dm files.
e rename all /etc/rc2.d/S997dm files to /etc/rc2.d/K997dm.
e remove all /etc/rc2.d/S997dm files.
e run :>/etc/X11/default-display-manager
Here, number in rc2.d must correspond to the runlevel specified in the /etc/inittab. Also ?dm

means that you need to run the command multiple times by substituting it with all of the xdm,
gdm, kdm, and wdm.

Only the first one in the list is "the one true way*“ in Debian. The last one is easy but only
works on Debian and requires you to set the display manager again later using dpkg-reconfigure.
Others are generic methods to disable daemons.

You can still start X with the startx command from any console shell.

8.1.5 Other boot tricks with the boot prompt

The system can be booted into a particular runlevel and configuration using the lilo
boot prompt. Details are given in the BootPrompt-HOWTO (http://www.tldp.org/HOWTO/
BootPrompt-HOWTO.html) (LDP).

If you want to boot the system into runlevel 4, use the following input at the lilo boot prompt.
boot: Linux 4

If you want to boot the system into normally functioning single-user mode and you know the
root password, one of the following examples at the lilo boot prompt will work.


http://www.tldp.org/HOWTO/BootPrompt-HOWTO.html
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boot: Linux S
boot: Linux 1
boot: Linux -s

If you want to boot the system with less memory than system actually has (say 48MB for a
system with 64MB), use this input at the lilo boot prompt:

boot: Linux mem—48M

Make sure not to specify more than the actual memory size here, otherwise the kernel will crash.
If one has more than 64MB of memory, e.g. 128MB, unless one executes mem=128M at the boot
prompt or includes a similar append line in /etc/lilo.conf, old kernels and/or a motherboard
with an old BIOS will not use memory beyond 64MB.

8.1.6 Setting GRUB boot parameters

GRUB is a new boot manager from the GNU Hurd project and is much more flexible than Lilo
but has slightly different handling of boot parameters.

grub> find /vmlinuz

grub> root (hd0,0)

grub> kernel /vmlinuz root=/dev/hdal
grub> initrd /initrd

grub> boot

Here, you must be aware of the Hurd device names:

the Hurd/GRUB Linux MSDOS/Windows
(fd0) /dev /fd0 A:

(hd0,0) /dev/hdal C: (usually)

(hd0,3) /dev/hda4 F: (usually)

(hd1,3) /dev/hdb4 ?

See /usr/share/doc/grub/README.Debian.gz and /usr/share/doc/grub-doc/html/ for details.

8.2 Recording activities

8.2.1 Recording shell activities

System administration involves much more elaborate tasks in a Unix environment than in
an ordinary personal computer environment. Make sure to know the most basic means of
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configuration in case you need to recover from system trouble. X11-based GUI configuration
tools look nice and convenient but are often unsuitable in these emergency situations.

In this context, recording shell activities is a good practice, especially as root.

Emacs: Use M-x shell to start recording into a buffer, and use C-x C-w to write the buffer to a
file.

Shell: Use the screen command with "~ A H* as described in ‘Console switching with screen’ na
crp. 127; or use the script command.

$ script

Script started, file is typescript
... do whatever ...

Ctrl-D

$ col -bx <typescript >savefile
$ vi savefile

The following can be used instead of script:

$ bash -1 2>&1 | tee typescript

8.2.2 Recording X activities

If you need to record the graphic image of an X application, including an xterm display, use gimp
(GUI). Tt can capture each window or the whole screen. Alternatives are xwd (xbase-clients),
import (imagemagick), and scrot (scrot).

8.3 Copy and archive a whole subdirectory

8.3.1 Basic commands for copying a whole subdirectory

If you need to rearrange file structure, move content including file links by:

Standard method:
# cp -a /source/directory /dest/directory # requires GNU cp
# (cd /source/directory && tar cf - . ) |\
(cd /dest/directory && tar xvip - )
If a hard link is involved, a pedantic method is needed:
# cd /path/to/old/directory
# find . -depth -print0 | afio -p -xv -0a /mount/point/of/new /directory
If remote:
# (cd /source/directory && tar cf - . ) | \
ssh user@host.dom (cd /dest/directory && tar xvfp - )
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If there are no linked files:
# scp -pr userl@host1.dom:/source/directory \
user2@host2.dom:/dest /directory

Here, scp <==> rcp and ssh <==> rsh.

The following comparative information on copying a whole subdirectory was presented by Manoj
Srivastava < srivasta@debian.org> to debian-user@lists.debian.org.

8.3.2 «¢p

Traditionally, cp was not really a candidate for this task since it did not dereference symbolic
links, or preserve hard links either. Another thing to consider was sparse files (files with holes).

GNU cp has overcome these limitations; however, on a non-GNU system, cp could still have
problems. Also, you can’t generate small, portable archives using cp.

% cp -a . newdir

8.3.3 tar

Tar overcame some of the problems that cp had with symbolic links. However, although cpio
handles special files, traditional tar doesn’t.

tar’s way of handling multiple hard links to a file places only one copy of the link on the tape,
but the name attached to that copy is the only one you can use to retrieve the file; cpio’s way
puts one copy for every link, but you can retrieve it using any of the names.

The tar command changed its option for .bz2 files between Potato and Woody, so use —bzip2 in
scripts instead of its short form -1 (Potato) or -j (Woody).

8.3.4 pax

The new, POSIX (IEEE Std 1003.2-1992, pages 380-388 (section 4.48) and pages 936-940
(section E.4.48)), all-singing, all-dancing, Portable Archive Interchange utility. pax will read,
write, and list the members of an archive file, and will copy directory hierarchies. pax operation
is independent of the specific archive format, and supports a wide variety of different archive
formats.

pax implementations are still new and wet behind the ears.

# apt-get install pax

$ pax -rw -p e . newdir

or

$ find . -depth | pax -rw -p e newdir
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8.3.5 cpio

cpio copies files into or out of a cpio or tar archive. The archive can be another file on the disk,
a magnetic tape, or a pipe.

$ find . -depth -print0 | cpio --null --sparse -pvd new-dir

8.3.6 afio

afio is a better way of dealing with cpio-format archives. It is generally faster than cpio, provides
more diverse magnetic tape options and deals somewhat gracefully with input data corruption. It
supports multivolume archives during interactive operation. afio can make compressed archives
that are much safer than compressed tar or cpio archives. afio is best used as an "archive engine*
in a backup script.

$ find . -depth -print0 | afio -px -0a new-dir

All my backups onto tape use afio.

8.4 Differential backup and data synchronization
Differential backup and data synchronization can be implemented with several methods:

e rcs: backup and history, text-only

¢ rdiff-backup: backup and history. symlink OK.

e pdumpfs: backup and history within a filesystem. symlink OK
® rsync: 1-way synchronization

e unison: 2-way synchronization

e cvs: multi-way synchronization with server backup and history, text-only, mature. See
‘Concurrent Versions System (CVS)’ na crp. 213.

¢ arch: multi-way synchronization with server backup and history, no such thing as a "working
directory*.

e subversion: multi-way synchronization with server backup and history, Apache.

Combination of one of these with the archiving method described in ‘Copy and archive a whole
subdirectory’ ma crp. 113 and the automated regular job described in ‘Schedule activity (cron,
at)’ ma crp. 127 will make a nice backup system.

I will explain three easy-to-use utilities.
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8.4.1 Differential backup with rdiff

rdiff-backup offers nice and simple backup with differential history for any types of files, including
symlinks. To back up most of 7/ to /mnt/backup:

$ rdiff-backup --include ~/tmp/keep --exclude ~/tmp ~/ /mnt/backup
To restore three-day-old data from this archive to ~/old:
$ rdiff-backup -r 3D /mnt/backup ~/old

See rdiff-backup(1).

8.4.2 Daily backup with pdumpfs
pdumpfs is a simple daily backup system similar to Plan9’s dumpfs which preserves every daily

snapshot. You can access the past snapshots at any time for retrieving a certain day’s file. Let’s
backup your home directory with pdumpfs and cron!

pdumpfs constructs the snapshot YYYY/MM/DD in the destination directory. All source files
are copied to the snapshot directory when pdumpfs is run for the first time. On and after the
second time, pdumpfs copies only updated or newly created files and stores unchanged files as
hard links to the files of the previous day’s snapshot in order to save disk space.

$ pdumpfs sre-dir dest-dir [dest-basename)]
See pdumpfs(8).

8.4.3 Regular differential backup with RCS

Changetrack will record changes to the text-based configuration files in RCS archives regularly.
See changetrack(1).

# apt-get install changetrack
# vi changetrack.conf

8.5 System freeze recovery

8.5.1 Kill a process

Run top to see what process is acting funny. Press ‘P’ to sort by CPU usage, ‘M’ to sort by
memory, and ‘k’ to kill a process. Alternatively, BSD-style ps aux | less or System-V-style ps
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-efH | less may be used. The System-V-style syntax displays parent process IDs (PPID) which
can be used for killing zombie (defunct) children.

Use kill to kill (or send a signal to) a process by process ID, killall to do the same by process
command name. Frequently used signals:

1: HUP, restart daemon
15: TERM, normal kill
9: KILL, kill hard

8.5.2 Alt-SysRq

Insurance against system malfunction is provided by the kernel compile option "Magic SysRq
key“. Pressing Alt-SysRq on an i386, followed by one of the keys r 0 k e i s u b, does the magic.

Un‘r’aw restores the keyboard after things like X crashes. Changing the console loglevel to ‘0’
reduces error messages. sa‘’k’ (system attention key) kills all processes on the current virtual
console. t‘e’rminate kills all processes on the current terminal except init. k‘i’ll kills all processes
except init.

‘S’yne, ‘u'mount, and re‘b’oot are for getting out of really bad situations.

Debian default installation kernels are not compiled with this option at the time this
document is written. Recompile the kernel to activate this function. Detailed information
is in /usr/share/doc/kernel-doc-version /Documentation /sysrq.txt.gz or /usr/src/kernel-version
/Documentation/sysrq.txt.gz.

8.6 Nifty little commands to remember

8.6.1 Pager

less is the default pager (file content browser). Hit ‘h’ for help. It can do much more than more.
less can be supercharged by executing eval $(lesspipe) or eval $(lessfile) in the shell startup script.
See more in /usr/share/doc/lessf/LESSOPEN. The -R option allows raw character output and
enables ANSI color escape sequences. See less(1).

w3m may be a useful alternative pager for some code systems (EUC).

8.6.2 Free memory

free and top give good information on memory resources. Do not worry about the size of "used”
in the "Mem:“ line, but read the one under it (38792 in the example below).

$ free -k # for 256 MB machine
total used free shared  buffers cached
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Mem: 257136 230456 26680 45736 116136 75528
-/+ buffers/cache: ~ 38792 218344
Swap: 264996 0 264996

The exact amount of physical memory can be confirmed by grep ~Memory’ /var/log/dmesg,
which in this case gives "Memory: 256984k /262144k available (1652k kernel code, 412k reserved,
2944k data, 152k init)“.

Total = 262144k = 256M (1k=1024, 1M=1024k)
Free to dmesg = 256984k = Total - kernel - reserved - data - init
Free to shell = 257136k = Total - kernel - reserved - data

About 5MB is not usable by the system because the kernel uses it.

8.6.3 Set time (BIOS)

# date MMDDhhmmCCYY
# hweclock --utc --systohc
# hwclock --show

This will set system and hardware time to MM /DD hh:mm, CCYY. Times are displayed in local
time but hardware time uses UTC.

8.6.4 Set time (NTP)

Reference: Managing Accurate Date and Time HOWTO (http://www.tldp.org/HOWTO/
TimePrecision- HOWTO /index.html).

Set time with permanent Internet connection

Set system clock to the correct time automatically via a remote server:
# ntpdate server

This is good to have in /etc/cron.daily/ if your system has a permanent Internet connection.

Set time with sporadic Internet connection

Use the chrony package.


http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
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8.6.5 How to control console features such as the screensaver

For disabling the screensaver, use following commands.

In the Linux console:
# setterm -powersave off

Start the kon2 (kanji) console with:
# kon -SaveTime 0

While running X:

# xset s off
or

# xset -dpms
or

# xscreensaver-command -prefs

Read the corresponding manpages for controlling other console features. See also stty(1) for
changing and printing terminal line settings.

8.6.6 Search administrative database

Glibc offers getent(1) for searching entries from administrative databases, i.e., passwd, group,
hosts, services, protocols, or networks.

getent database |key ...|

8.6.7 Disable sound (beep)

One can always unplug the PC speaker. ;-) For the Bash shell:

echo "set bell-style none">> ~/.inputrc

8.6.8 Error messages on the console screen

In order to quiet on-screen error messages, the first place to check is /etc/init.d/klogd. Set
KLOGD="-¢ 3“ in this script and run /etc/init.d/klogd restart. An alternative method is to run
dmesg -n3.

Here error levels mean:
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: KERN EMERG, system is unusable

: KERN ALERT, action must be taken immediately
: KERN _CRIT, critical conditions

: KERN_ERR, error conditions

: KERN _ WARNING, warning conditions

: KERN NOTICE, normal but significant condition
: KERN _INFO, informational

: KERN DEBUG, debug-level messages

[ ]
N O Ul =~ W N~ O

If one particular useless error message bothers you a lot, consider making a trivial kernel
patch like shutup-abit-bp6 (available in the examples subdirectory (http://www.debian.org/
doc/manuals/debian-reference/examples/)).

Another place to look may be /etc/syslog.conf; check to see whether any messages are logged to
a console device.

8.6.9 Set console to the correct type

Console screens in Unix-like systems are usually accessed using (n)curses library routines. These
give the user a terminal-independent method of updating character screens with reasonable
optimization. See ncurses(3X) and terminfo(5).

On a Debian system, there are quite a lot of predefined entries:

$ toe | less # all entries
$ toe /etc/terminfo/ | less # user reconfigurable entries

Export your selection as environment variable TERM.

If the terminfo entry for xterm doesn’t work with a non-Debian xterm, change your terminal
type from "xterm* to one of the feature-limited versions such as “xterm-r6“ when you log in to
a Debian system remotely. See /usr/share/doc/libncursesb/FAQ for more. "dumb* is the lowest
common denominator for terminfo.

8.6.10 Get the console back to a sane state

When the screen goes berserk after cat some-binary-file (you may not be able to see the command
echoed as you type):

$ reset

8.6.11 Convert a text file from DOS to Unix style
Convert a DOS text file (end-of-line = "M~J) to a Unix text file (end-of-line = ~J).

# apt-get install sysutils
$ dos2unix dosfile


http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
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8.6.12 Regular-expression substitution

Replace all instances of FROM _REGEX with TO _TEXT in all of the files FILES .. .:
$ perl -i -p -e 's/FROM_REGEX/TO_TEXT/g;” FILES ...

-i is for "in-place editing, -p is for "implicit loop over FILES ... If the substitution is complex,
you can make recovery from errors easier by using the parameter -i.bak instead of -i; this will
keep each original file, adding .bak as a file extension.

8.6.13 Edit a file in place using a script

The following script will remove lines 5-10 and lines 16-20 in place.

#!/bin /bash
ed $1 <<EOF
16,20d

5,10d

w

q
EOF

Here, ed commands are the same as vi command-mode commands. Editing from the back of file
makes it easy for scripting.

8.6.14 Extract differences and merge updates for source files

Following one of these procedures will extract differences between two source files and create
unified diff files file.patchO or file.patchl depending on the file location:

$ diff -u file.old file.newl > file.patch0
$ diff -u old/file newl/file > file.patchl

The diff file (alternatively called patch file) is used to send a program update. The receiving
party will apply this update to another file by:

$ patch -p0 file < file.patch0
$ patch -pl file < file.patchl

If you have three versions of source code, you can merge them more effectively using diff3:

$ diff3 -m file.mine file.old file.yours > file
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8.6.15 Convert a large file into small files

$ split -b 650m file # split file into 650MB chunks
$ cat x* >largefile # merge files into 1 large file

8.6.16 Extract data from text file table

Let’s consider a text file called DPL in which all previous Debian project leader’s names and
their initiation days are listed in a space-separated format.

lan  Murdock August 1993
Bruce Perens April 1996

Tan  Jackson January 1998
Wichert Akkerman January 1999
Ben  Collins April 2001
Bdale Garbee April 2002
Martin Michlmayr March 2003

Awk is frequently used to extract data from these types of files.

$ awk ’{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ’($1=="Tan") { print }’ <DPL # DPL called Ian
lan  Murdock August 1993

lan  Jackson January 1998

$ awk ’($2=="Perens") { print $3,$4 }’ <DPL # When Perens started
April 1996

Shells such as Bash can be also used to parse this kind of file:

$ while read first last month year; do
echo $month
done <DPL
... same output as the first Awk example

Here, read built-in command uses the characters in $IFS (internal field separators) to split lines
into words.

99,40

If you change IFS to 7, you can parse /etc/passwd with shell nicely:
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$ oldIFS="$IFS" # save old value
$ IFS:H:H
$ while read user password uid gid rest _of line; do
if [ "$user" = "osamu" |; then
echo "$user’s ID is $uid"
fi
done < /etc/passwd
osamu’s ID is 1001
$ IFS="$oldIFS" # restore old value

(If Awk is used to do the equivalent, use FS=":“ to set the field separator.)

IFS is also used by the shell to split results of parameter expansion, command substitution, and
arithmetic expansion. These do not occur within double or single quoted words. The default
value of IFS is <space>, <tab> and <newline> combined.

Be careful about using this shell TFS tricks. Strange things may happen, when shell interprets
some parts of the script as its input.

$ IFS=":" # use ":" and "," as IFS

$ echo IFS=$IFS, IFS="S$IFS"  # echo is a Bash built-in
IFS— , IFS—:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

8.6.17 Script snippets for piping commands

The following scripts will do nice things as a part of a pipe.

find /usr | egrep -v " /usr/var|/usr/tmp|/usr/local"
# find all files in /usr excluding some files
xargs -n 1 command # run command for all items from stdin

xargs -n 1 echo | # split white-space-separated items into lines
xargs echo |  # merge all lines into a line

grep -e pattern| # extract lines containing pattern

cut -d: -f3 -|

# extract third field separated by : (passwd file etc.)
awk ’{ print $3 }’ | # extract third field separated by whitespaces
awk -F’\t" ’{ print $3 }’ |

# extract third field separated by tab
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col -bx | # remove backspace and expand tabs to spaces
expand -| 4 expand tabs

sort -u] # sort and remove duplicates

tr \n’ | # concatenate lines into one line
tr \r’ 7| # remove CR

tr 'A-Z’ a-z’| # convert uppercase to lowercase
sed s/ /# /| # make each line a comment
sed 's/\.ext//g’|  # remove .ext

sed -n -e 2p| # print the second line

head -n 2 -| # print the first 2 lines

tail -n 2 -| # print the last 2 lines

8.6.18 Script snippets for looping over each file

The following ways of looping over each file matching *.ext ensures proper handling of funny file
names such as ones with spaces and performs equivalent process:

e Shell loop:

for x in *.ext; do
if test -f "$x"; then
command "$x"

fi
done

¢ find and xargs combination:

find . -type f -maxdepth 1 -name "*.ext’ -print0 | \
xargs -0 -n 1 command

e find with -exec option with a command:

find . -type f -maxdepth 1 -name *.ext’ \
-exec command {}" \;

e find with -exec option with a short shell script:

find . -type f -maxdepth 1 -name "*.ext’ \
-exec sh -¢ "command {}’ && echo 'successful’” \;
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8.6.19 Perl short script madness

Although any Awk scripts can be automatically rewritten in Perl using a2p(1), one-liner Awk
scripts are best converted to one-liner perl scripts manually. For example

awk ’($2=="1957") { print $3 }" |
is equivalent to any one of the following lines:

perl -ne *@f=split; if ($f[1] eq "1957") { print "$f[2]\n"}" |
perl -ne ’if ((Qf=split)[1] eq "1957") { print "$f[2]\n"}" |
perl -ne *@f=split; print $f[2] if ( $f[1]|==1957 )’ |

perl -lane "print $F[2] if $F[1] eq "1957" |

Since all the whitespace in the arguments to perl in the line above can be removed, and taking
advantage of the automatic conversions between numbers and strings in Perl:

perl -lane "print$F|2]if$F|1]eq+1957 |

See perlrun(1) for the command-line options. For more crazy Perl scripts, http://perlgolf.
sourceforge.net may be interesting.

8.6.20 Get text or a mailing list archive from a web page

The following will read a web page into a text file. Very useful when copying configurations off
the Web.

$ lynx -dump http://www.remote-site.com/help-info.html >textfile

links and w3m can be used here, too, with slight differences in rendering.

If this is a mailing list archive, use munpack to obtain mime contents from text.

8.6.21 Pretty print a web page

The following will print a web page into a PostScript file/printer.

$ apt-get install html2ps
$ html2ps URL | lpr

See ‘Ipr/lpd’ wa crp. 42. Also check a2ps and mpage packages for creating PostScript files.


http://perlgolf.sourceforge.net
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8.6.22 Pretty print a manual page

The following will print a manual page into a PostScript file/printer.

$ man -Tps some-manpage | lpr
$ man -Tps some-manpage | mpage -2 | Ipr

8.6.23 Merge two PostScript or PDF files

You can merge two PostScript or PDF files.

$ gs -q -ANOPAUSE -dBATCH -sDEVICE=pswrite \
-sOutputFile=bla.ps -f fool.ps foo2.ps

$ gs -q -ANOPAUSE -dBATCH -sDEVICE=pdfwrite \
-sOutputFile=bla.pdf -f fool.pdf foo2.pdf

8.6.24 Time a command

Display time used by a process.

# time some-command > /dev/null

real  0m0.035s # time on wall clock (elapsed real time)
user  0m0.000s # time in user mode

sys  0m0.020s # time in kernel mode

8.6.25 nice command

Use nice (from the GNU shellutils package) to set a command’s nice value when starting. renice
(bsdutils) or top can renice a process. A nice value of 19 represents the slowest (lowest priority)
process; negative values are "not-nice”, with -20 being a very fast (high priority) process. Only
the superuser can set negative nice values.

# nice -19 top # very nice
# nice --20 cdrecord -v -eject speed=2 dev=0,0 disk.img # very fast

Sometimes an extreme nice value does more harm than good to the system. Use this command
carefully.
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8.6.26 Schedule activity (cron, at)

Use cron and at to schedule tasks under Linux. See at(1), crontab(5), crontab(8).

Run the command crontab -e to create or edit a crontab file to set up regularly scheduled events.
Example of a crontab file:

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL= /bin /sh

# mail any output to ‘paul’, no matter whose crontab this is
MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)
# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME /tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul
15141 ** $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
022* *1-5mail -s "It’s 10pm" joe%Joe, %% Where are your kids?%.%%
23 *%/212* echo "run 23 minutes after 0am, 2am, 4am ..., on Feb 1"

5 4* *gsun echo "run at 04:05 every sunday"

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)" == "Mon" | && command -args

Run the at command to schedule a one-time job:

$ echo 'command -args’| at 3:40 monday

8.6.27 Console switching with screen

The screen program allows you to run multiple virtual terminals, each with its own interactive
shell, on a single physical terminal or terminal emulation window. Even if you use Linux virtual
consoles or multiple xterm windows, it is worth exploring screen for its rich feature set, which
includes

¢ scrollback history,

® copy-and-paste,

* output logging,

e digraph entry, and

e the ability to detach an entire screen session from your terminal and reattach it later.

Remote access scenario

If you frequently log on to a Linux machine from a remote terminal or using a VT100 terminal
program, screen will make your life much easier with the detach feature.
1 You are logged in via a dialup connection, and are running a complex screen session with
editors and other programs open in several windows.
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2 Suddenly you need to leave your terminal, but you don’t want to lose your work by hanging
up.

3 Simply type ~A d to detach the session, then log out. (Or, even quicker, type ~A DD to
have screen detach and log you out itself.)

4 When you log on again later, enter the command screen -r, and screen will magically
reattach all the windows you had open.

Typical screen commands

Once you start screen, all keyboard input is sent to your current window except for the command
keystroke, by default ~A. All screen commands are entered by typing ~A plus a single key [plus
any parameters|. Useful commands:

~A' 7?7  show a help screen (display key bindings)
~A ¢ create a new window and switch to it
“An  go to next window

~"Ap go to previous window

“A 0  go to window number 0

~"Aw  show a list of windows

“A a send a Ctrl-A to current window as keyboard input
“A h  write a hardcopy of current window to file
“"A'H  begin/end logging current window to file
~A "X lock the terminal (password protected)
~A d detach screen session from the terminal
~A DD detach screen session and log out

This is only a small subset of screen’s commands and features. If there’s something you want
screen to be able to do, chances are it can! See screen(1) for details.

Backspace and/or Ctrl-H in screen session

If you find that backspace and/or Ctrl-H do not work properly when you are running screen,
edit /etc/screenrc, find the line reading

bindkey -k kb stuff "\ 177"

and comment it out (i.e., add "#“ as the first character).

Equivalent program to screen for X

Check out xmove. See xmove(1).
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8.6.28 Network testing basics

Install netkit-ping, traceroute, dnsutils, ipchains (for 2.2 kernel), iptables (for 2.4 kernel), and
net-tools packages and:

$ ping yahoo.com # check Internet connection
$ traceroute yahoo.com # trace IP packets
$ ifconfig # check host config
$ route -n # check routing config
$ dig |@dns-server.com| host.dom [{a|mx|any}| |less
# check host.dom DNS records by dns-server.com
# for a {mx|any} record

$ ipchains -L -n |less 4 check packet filter (2.2 kernel)

$ iptables -L -n [less # check packet filter (2.4 kernel)

$ netstat -a # find all open ports

$ netstat -1 --inet # find listening ports

$ netstat -In --tcp # find listening TCP ports (numeric)

8.6.29 Flush mail from local spool

To flush mail from the local spool:

# exim -q  # flush waiting mail
# exim -gf # flush all mail
# exim -gff # flush even frozen mail

-qff may be better as an option in the /etc/ppp/ip-up.d/exim script.

8.6.30 Remove frozen mail from local spool

To remove frozen mail from the local spool with a delivery error message:

# exim -Mg ‘mailq | grep frozen | awk ’{ print $3 }*

8.6.31 Redeliver mbox contents

You need to manually deliver mails to the sorted mailboxes in your home directory from /var
/mail /username if your home directory became full and procmail failed. After making disk space
in the home directory, run:

# /etc/init.d /exim stop
# formail -s procmail < /var/mail/username
# /etc/init.d /exim start
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8.6.32 Clear file contents

In order to clear the contents of a file such as a logfile, do not use rm to delete the file and then
create a new empty file, because the file may still be accessed in the interval between commands.
The following is the safe way to clear the contents of the file.

$ :>file-to-be-cleared

8.6.33 Dummy files

The following commands will create dummy or empty files:

$ dd if=/dev/zero  of=filename bs=1k count=>5 # 5KB of zero content
$ dd if=/dev/urandom of=filename bs=1M count=7 # 7TMB of random content
$ touch filename # create 0B file (if file exists, updates mtime)

For example, the following commands executed from the shell of the Debian boot floppy will
erase all the content of the hard disk /dev/hda completely for most practical uses.

# dd if=/dev/urandom of=/dev/hda ; dd if=/dev/zero of=/dev/hda

8.6.34 chroot

The chroot program, chroot(8), enables us to run different instances of the GNU/Linux
environment on a single system simultaneously without rebooting.

One may also run a resource hungry program such as apt-get or dselect under the chroot of
a fast host machine while NFS-mounting a slow satellite machine to the host as r/w and the
chroot point being the mount point of the satellite machine.

Run a different Debian flavor with chroot

A chroot Debian environment can easily be created by the debootstrap command in Woody. For
example, to create a Sid chroot on /sid-root while having fast Internet access:

main # cd / ; mkdir /sid-root

main # debootstrap sid /sid-root http://ftp.debian.org/debian/

... watch it download the whole system

main # echo "proc-sid /sid-root/proc proc none 0 0" >> /etc/fstab
main # mount proc-sid /sid-root/proc -t proc

main # cp /etc/hosts /sid-root/etc/hosts

main # chroot /sid-root /bin/bash

chroot # cd /dev; /sbin/MAKEDEV generic ; cd -
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chroot # apt-setup # set-up /etc/apt/sources.list
chroot # vi /etc/apt/sources.list # point the source to unstable
chroot # dselect # you may use aptitude, install mc and vim :-)

At this point you should have a fully working Debian system, where you can play around without
fear of affecting your main Debian installation.

This debootstrap trick can also be used to install Debian to a system without using a Debian
install disk, but instead one for another GNU/Linux distribution. See http://www.debian.org/
releases/stable /1386 /apcs04.

Setting up login for chroot

Typing chroot /sid-root /bin/bash is easy, but it retains all sorts of environment variables that
you may not want, and has other issues. A much better approach is to run another login process
on a separate virtual terminal where you can log in to the chroot directly.

Since on default Debian systems ttyl to tty6 run Linux consoles and tty7 runs the X Window
System, let’s set up tty8 for a chrooted console as an example. After creating a chroot system
as described in ‘Run a different Debian flavor with chroot’ ma ctp. 130, type from the root shell
of the main system:

main # echo "8:23:respawn:/usr/sbin/chroot /sid-root "\
" /sbin/getty 38400 tty8" >> /etc/inittab
main # init q # reload init

Setting up X for chroot

You want to run the latest X and GNOME safely in your chroot? That’s entirely possible! The
following example will make GDM run on virtual terminal vt9.

First install a chroot system using the method described in ‘Run a different Debian flavor with
chroot’ na crp. 130. From the root of the main system, copy key configuration files to the chroot
system.

main # cp /etc/X11/XF86Config-4 /sid-root/etc/X11/XF86Config-4
main # chroot /sid-root # or use chroot console

chroot # cd /dev; /sbin/MAKEDEV generic ; cd -

chroot # apt-get install gdm gnome x-window-system

chroot # vi /etc/gdm/gdm.conf # do s/vt7/vt9/ in [servers| section
chroot # /etc/init.d/gdm start

Here, /etc/gdm/gdm.conf was edited to change the first virtual console from vt7 to vt9.


http://www.debian.org/releases/stable/i386/apcs04
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Now you can easily switch back and forth between full X environments in your chroot and your
main system just by switching between Linux virtual terminals; e.g. by using Ctrl-Alt-F7 and
Ctrl-Alt-F9. Have fun!

[FIXME| Add a comment and link to the init script of the chrooted gdm.
Run other distributions with chroot
A chroot environment for another Linux distribution can easily be created. You install a system

into separate partitions using the installer of the other distribution. If its root partition is in
/dev/hda9:

main # cd / ; mkdir /other-dist
main # mount -t ext3 /dev/hda9 /other-dist
main # chroot /other-dist /bin/bash

Then proceed as in ‘Run a different Debian flavor with chroot’ #a crp. 130, ‘Setting up login for
chroot’ ma crp. 131, and ‘Setting up X for chroot’ na crp. 131.

Build a package with chroot

There is a more specialized chroot package, pbuilder, which constructs a chroot system and
builds a package inside the chroot. It is an ideal system to use to check that a package’s build-
dependencies are correct, and to be sure that unnecessary and wrong build dependencies will
not exist in the resulting package.

8.6.35 How to check hard links

You can check whether two files are the same file with two hard links by:

$ 1s -1i filel file2

8.6.36 mount hard disk image file

If file.img contains an image of hard disk contents and the original hard disk had a disk
configuration which gives xxxx = (bytes/sector) * (sectors/cylinder), then the following will
mount it to /mnt:

# mount -o loop,offset=xxxx file.img /mnt

Note that most hard disks have 512 bytes/sector.
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8.6.37 Samba

Basics of getting files from Windows:

# mount -t smbfs -0 username=myname,uid=my_uid,gid=my _gid \
/ /server/share /mnt/smb # mount Windows files to Linux

# smbmount //server/share /mnt/smb \
-0 "username=myname,uid=my_uid,gid=my _gid"

# smbclient -L 192.168.1.2 # list the shares on a computer

Samba neighbors can be checked from Linux using:

# smbclient -N -L ip _address_of your PC | less
# nmblookup -T "*"

8.6.38 Utilities for foreign filesystems

Many foreign filesystems have Linux kernel support, and can thus be accessed simply by mounting
the devices containing the filesystems. For certain filesystems, there are also a few specialized
tools to access the filesystems without mounting the devices. This is accomplished with user-
space programs so that kernel filesystem support is not needed.

e mtools: for MSDOS filesystem (MS-DOS, Windows)
cpmtools: for CP/M filesystem
hfsutils: for HF'S filesystem (native Macintosh)
hfsplus: for HFS+ filesystem (modern Macintosh)
In order to create and check an MS-DOS FAT filesystem, dosfstools is useful.

8.7 Typical mistakes to be noted

Here are few examples of dangerous actions. The negative impacts will be enhanced if you are
using privileged account: root.

8.7.1 rm -rf .*

In "rm -rf ¥ 7 * expands to include 7.“ and ”..“, and if you happen to have privileges to write
to the parent directory then you’ll end up removing all directories next to your current directory
as well.

e 7"rm -rf .“ : removes everything under current directory and current directory itself.

e "rm -rf ** : removes every non-dot files and non-dot directories under current directory

e rm -rf .[~.|* : removes every dot files and dot-directories under current directory.

e "rm -rf .* : removes everything under parent directory and parent directory itself.
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8.7.2 rm /etc/passwd

Loss of some important files such as /etc/passwd through your stupidity is tough. The Debian
system makes regular backups of them in /var/backups. When you restore these files, you may
manually have to set the proper permissions.

# cp /var/backups/passwd /etc/passwd
# chmod 644 /etc/passwd

See also ‘Boccranosienne wadopMalmu 0 BeIOpaHHBIX makerax’ Ha cTp. 90.
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Tuning a Debian system

This chapter describes only the basics of system configuration through a command-line interface.
Before reading this chapter you should read ‘Cosersi 1o ycranoeke cucremsbl Debian’ va cTp. 27.

If you are concerned about security then you should read the Securing Debian Manual (http://
www.debian.org/doc/manuals/securing-debian-howto /) which comes in the harden-doc package.

9.1 System initialization

Debian uses the System V init script system. See ‘IIporpamma init’ #a ctp. 22 for an introduction.

9.1.1 Customizing init scripts

The easiest way to control the behavior of an init script is by changing environment variable
assignments in the file named like the init script in the /etc/default directory. ' For example,
/etc/default /hotplug can be used to control how /etc/init.d/hotplug works. The /etc/default
/rcS file can be used to customize boot-time defaults for motd, sulogin, etc.

If you cannot get the behavior you want by changing such variables then you can modify the
init scripts themselves: they are all configuration files.

9.1.2 Customizing system logging

System log mode can be configured using /etc/syslog.conf. Check the colorize package for a
program to colorize system logfiles. See also syslogd(8) and syslog.conf(5).

!Files in /etc/default/ contain environment variable assignments only. Each file is sourced by the init script to
which it corresponds in such a way that these assignments override any default variable settings in the init script
itself. The choice of directory name is peculiar (http://lists.debian.org/debian-devel /2003 /debian-devel-200308,
msg02114.html) to Debian. It is roughly the equivalent of the /etc/sysconfig directory found in RedHat and other
distributions.


http://www.debian.org/doc/manuals/securing-debian-howto/
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T'maa 9. Tuning a Debian system 136

9.1.3 Optimizing hardware

There are a few hardware optimization configurations that Debian leaves to the sysadmin to
take care of.

® hdparm
— Hard disk access optimization. Very effective.
— Dangerous. You must read hdparm(8) first.
hdparm -tT /dev/hda to test disk access speed.
hdparm -q -¢3 -d1 -ul -m16 /dev/hda to speed up a modern IDE system. (It may be
dangerous.)

e seted
— Compact disc drive access optimization.
— seted -x 2 to slow down to 2x speed.
~ See seted(1).

® setserial
— Collection of tools for serial port management.

® scsitools
— Collection of tools for SCSI hardware management.

* memtest86
— Collection of tools for memory hardware management.

* hwtools
— Collection of tools for low-level hardware management.

+ irqtune: changes the TRQ priority of devices to allow devices that require high
priority and fast service (e.g. serial ports, modems) to have it. 3x speedup of
serial/modem throughput is possible.

+ scanport: scans 1/O space from 0x100 to 0x3ff looking for installed ISA devices.

+ inb: a quick little hack that reads an I/O port and dumps the value in hex and
binary.

e schedutils
— Linux scheduler utilities.
— taskset, irgset, Isrt, and rt are included.
— Together with nice and renice (not included), they allow full control of process
scheduling parameters.

Mounting a filesystem with the noatime option is also very effective in speeding up read access
to the file. See fstab(5) and mount(8).

Some hardware can be tuned directly by the Linux kernel itself through the proc filesystem. See
‘Tuning the kernel through the proc filesystem’ ma crp. 107.

There are many hardware-specific configuration utilities in Debian. Many of them address needs
specific to the laptop PC. Here are some interesting packages available in Debian:



T'maa 9. Tuning a Debian system 137

¢ tpconfig - A program to configure touchpad devices

e apmd - Utilities for Advanced Power Management (APM)

e acpi - displays information on ACPI devices

e acpid - Utilities for using ACPI

¢ |phdisk - prepares hibernation partition for Phoenix NoteBIOS

® sleepd - puts a laptop to sleep during inactivity

¢ noflushd - allow idle hard disks to spin down

® big-cursor - larger mouse cursors for X

e acme - Enables the "multimedia buttons* found on laptops

e tpctl - IBM ThinkPad hardware configuration tools

e mwavem - Mwave/ACP modem support

e toshset - Access much of the Toshiba laptop hardware interface

¢ toshutils - Toshiba laptop utilities

e sjog - A program to use the "Jog Dial“ on Sony Vaio Laptops

e gpicctrl - Sony Vaio controller program to set LCD backlight brightness
Here, ACPI is a newer framework for the power management system than APM.

Some of these packages require special kernel modules. They are already included in the latest
kernel source in many cases. In case of trouble, you may need to apply the latest patch to the
kernel yourself.

9.2 Restricting access

9.2.1 Restricting logins with PAM

PAM (Pluggable Authentication Modules) allow you to control how users log in.

/etc/pam.d/* # PAM control files

/etc/pam.d/login # PAM control file for login

/etc/security /* # PAM module parameters

/etc/securetty # this controls root login by console (login)
/etc/login.defs # this controls login behaviors (login)

Change the contents of /etc/pam.d/login as follows, if you want insecure but passwordless console
terminals at your own risk.

Hauth required pam _unix.so nullok
auth required pam permit.so
Similar tricks can be applied for xdm, gdm, ..., for passwordless console X.

On the other hand, install cracklib2 and set /etc/pam.d/passwd as follows, if you want to enforce
a good password policy.

password required pam_ cracklib.so retry=3 minlen=6 difok=3
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A one-time login password for account activation may also help. For this, use the passwd
command with the -e option. See passwd(1).

The maximum number of processes can be set with ulimit -u 1000 in a Bash shell or with settings
in /etc/security/limits.conf from PAM. Other parameters such as core can be set similarly. The
initial value of PATH can be set by /etc/login.defs before the shell startup script.

The documentation for PAM is packaged in the libpam-doc package. The Linux-PAM
System Administrator’s Guide covers configuring PAM, what modules are available, etc. The
documentation also includes The Linux-PAM Application Developers’ Guide and The Linux-
PAM Module Writers’ Guide.

9.2.2 "Why GNU su does not support the wheel group*

This is the famous phrase at the bottom of the old info su page by Richard M. Stallman. Not
to worry: the current su in Debian uses PAM, so that one can restrict the ability to use su to
any group using pam_wheel.so in /etc/pam.d/su. The following will set the adm group in a
Debian system as an equivalent of the BSD wheel group and allow su without a password for its
members.

# anti-RMS configuration in /etc/pam.d/su
auth required pam_wheel.so group=adm

# Wheel members to be able to su without a password
auth sufficient pam_wheel.so trust group=adm

9.2.3 Purposes of standard groups

A few interesting groups:

¢ root group is the default wheel group for su if pam wheel.so is used without the group=
argument.

e adm group can read logfiles.

e cdrom group can be used locally to give a set of users access to a CD-ROM drive.

e floppy group can be used locally to give a set of users access to a floppy drive.

e audio group can be used locally to give a set of users access to an audio device.

e src group owns source code, including files in /usr/src. It can be used locally to give a user
the ability to manage system source code.

o staff membership is useful for helpdesk types or junior sysadmins, giving them the ability
to do things in /usr/local and to create directories in /home.

For a complete list, see the "FAQ“ section in the Securing Debian Manual (http://www.debian.
org/doc/manuals/securing-debian-howto/), which can also be found as the harden-doc package
in Woody. Also the new base-passwd (>3.4.6) contains an authoritative list: /usr/share/doc
/base-passwd /users-and-groups.html.
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9.2.4 Working more safely — sudo

My usage of sudo is mostly a protection from my own stupidity. Personally, I consider using
sudo a better alternative to always using the system as root.

Install sudo and activate it by setting options in /etc/sudoers(http://www.debian.org/doc/
manuals/debian-reference /examples/). Also check out the sudo group feature in /usr/share/doc
/sudo/OPTIONS.

The sample configuration provides "staff* group members access to any commands run as root
under sudo and also gives "src members access to selected commands run as root under sudo.

The advantage of sudo is that it only requires an ordinary user’s password to log in, and activity
is monitored. This is a nice way to give some authority to a junior administrator. For example:

$ sudo chown -R myself:mygrp .

Of course if you know the root password (as most home users do), any command can be run
under root from a user account:

$ su -¢ "shutdown -h now"
Password:

(T know I should tighten the admin account’s sudo privileges. But since this is my home server,
I have not bothered yet.)

For a different program that allows ordinary users to run commands with root privileges, see the
super package.

9.2.5 Restricting access to services

The Internet super-server, inetd, is started at boot time by /etc/rc2.d/S20inetd (for
RUNLEVEL=2), which is a symlink to /etc/init.d/inetd. Essentially, inetd allows one running
daemon to invoke several others, reducing load on the system.

Whenever a request for service arrives, its protocol and service are identified by looking them
up in the databases in /etc/protocols and /etc/services. inetd then looks up a normal Internet
service in the /etc/inetd.conf database, or a Sun-RPC based service in /etc/rpc.conf.

For system security, make sure to disable unused services in /etc/inetd.conf. Sun-RPC services
need to be active for NFS and other RPC-based programs.

Sometimes, inetd does not start the intended server directly but starts the tcpd TCP/IP daemon
wrapper program with the intended server name as its argument in /etc/inetd.conf. In this case,
tepd runs the appropriate server program after logging the request and doing some additional
checks using /etc/hosts.deny and /etc/hosts.allow.

If you have problems with remote access in a recent Debian system, comment out "ALL:
PARANOID* in /etc/hosts.deny if it exists.
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For details, see inetd(8), inetd.conf(5), protocols(5), services(5), tcpd(8), hosts_access(5), and
hosts _options(5).

For more information on Sun-RPC, see rpcinfo(8), portmap(8), and /usr/share/doc/portmap
/portmapper.txt.gz.

9.2.6 Centralizing authentication — LDAP

Use Lightweight Directory Access Protocol (LDAP). References:

e OpenLDAP (http://www.openldap.org/)

e OpenLDAP Admin Guide in the openldap-guide package

e LDP: LDAP Linux HOWTO (http://www.tldp.org/HOWTO/LDAP-HOWTO /index.
html)

e LDP: LDAP Implementation HOWTO (http://www.tldp.org/HOWTO/
LDAP-Implementation-HOWTO /index.html)

e OpenLDAP, extensive use reports (http://portal.aphroland.org/~aphro/ldap-docs/ldap.
html)

e Open LDAP with Courier IMAP and Postfix (http://alinux.washcoll.edu/docs/ple/
postfix-courier-howto.html)

9.3 CD writers

CD-writers with ATAPI/IDE interfaces have recently become a very popular option. It is a nice
medium for system backup and archiving for the home user needing < 640MB capacity. For
the most authoritative information, see the LDP CD-Writing-HOWTO (http://www.tldp.org/
HOWTO/CD-Writing- HOWTO.html).

9.3.1 Introduction

First, any disruption of data sent to the CD-writer will cause irrecoverable damage to the CD.
Get a CD-writer with as large a buffer as possible. If money is no object, do not bother with
ATAPI/IDE, just get a SCSI version. If you have a choice of IDE interface to be connected, use
the one on the PCI-bus (i.e., on the motherboard) rather than one on the ISA-bus (an SB16
card, etc.).

When a CD-writer is connected to IDE, it has to be driven by the IDE-SCSI driver instead of
an ordinary IDE CD driver for Linux 2.2 and 2.4 kernels. Also, the SCSI generic driver needs
to be activated. There are two possible approaches to doing this, assuming a kernel distributed
with modern distributions (as of March 2001).

9.3.2 Approach 1: modules + lilo

Add the following line to /etc/lilo.conf if you are using a stock Debian kernel. If multiple options
are used, list them separated by spaces:


http://www.openldap.org/
http://www.tldp.org/HOWTO/LDAP-HOWTO/index.html
http://www.tldp.org/HOWTO/LDAP-HOWTO/index.html
http://www.tldp.org/HOWTO/LDAP-Implementation-HOWTO/index.html
http://www.tldp.org/HOWTO/LDAP-Implementation-HOWTO/index.html
http://portal.aphroland.org/~aphro/ldap-docs/ldap.html
http://portal.aphroland.org/~aphro/ldap-docs/ldap.html
http://alinux.washcoll.edu/docs/plc/postfix-courier-howto.html
http://alinux.washcoll.edu/docs/plc/postfix-courier-howto.html
http://www.tldp.org/HOWTO/CD-Writing-HOWTO.html
http://www.tldp.org/HOWTO/CD-Writing-HOWTO.html

T'masa 9. Tuning a Debian system 141

append="hdx=ide-scsi ignore=hdx"

Here the location of the CD-writer, which is accessed through the ide-scsi driver, is indicated by
hdx, where x represents one of the following:

hda for a master on the first IDE port
hdb for a slave on the first IDE port
hdc for a master on the second IDFE port
hdd for a slave on the second IDE port

hde ... hdh for a drive on an external IDE port or ATA66,/100 IDE port

Type the following commands as root to activate after finishing all the configuration:

# lilo
# shutdown -h now

9.3.3 Approach 2: recompile the kernel

Debian uses make-kpkg to create a kernel. Use the new —append to version with make-kpkg
to build multiple kernel images. See ‘“The Linux kernel under Debian’ na ctp. 101.

Use the following setup through make menuconfig:

® bzlmage
e Exclude the IDE CD driver (not a must, but simpler to do this)

e Compile in ide-scsi and sg, or make them modules
9.3.4 Post-configuration steps
Kernel support for the CD-writer can be activated during booting by the following:

# echo ide-scsi >> /etc/modules
# echo sg >> /etc/modules
# cd /dev; In -sf scd0 cdrom

Manual activation can be done by:

# modprobe ide-scsi
# modprobe sg

After reboot, you can check installation by:
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$ dmesg|less
# apt-get install cdrecord
# cdrecord -scanbus

[Per Warren Dodge| Sometimes there may be conflicts between ide-scsi and ide-cd if there are
both CD-ROM and CD-R/RW on the system. Try adding the following line to your /etc/modutils
/aliases, running update-modules, and rebooting.

pre-install ide-scsi modprobe ide-cd

This causes the IDE driver to load before ide-scsi. The IDE driver ide-cd takes control of the
ATAPI CD-ROM-—anything that it hasn’t been told to ignore. That leaves just the ignored
devices for ide-scsi to control.

9.3.5 CD-image file (bootable)

To create a CD-image of files under target-directory/ as cd-image.raw (bootable, Joliet
TRANS.TBL-enabled format; if not bootable, take out -b and -c options), insert a boot floppy
in the first floppy drive and

# dd if=/dev/fd0 target-directory/boot.img
# mkisofs -r -V volume _id -b boot.img -c¢ bootcatalog -J -T \
-0 cd-image.raw target directory/

One funny hack is to make a bootable DOS CD-ROM. If an ordinary DOS boot floppy disk
image is in the above boot.img, the CD-ROM will boot as if a DOS floppy were in the first
floppy drive (A:). Doing this with freeDOS may be more interesting.

This CD-image file can be inspected by mounting it on the loop device.

# mount -t 1809660 -o ro,loop cd-image.raw /cdrom
# cd /edrom

# mc

# umount /cdrom

9.3.6 Write to the CD-writer (R, RW):
First test with (assuming double speed)

# nice --10 cdrecord -dummy speed=2 dev=0,0 disk.img

Then if OK, write to CD-R with
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# nice --10 cdrecord -v -eject speed=2 dev=0,0 disk.img

Or write to a CD-RW disk with

# nice --10 cdrecord -v -eject blank=fast speed=2 dev=0,0 disk.img

Some CD-RW drives work better with

# nice --10 cdrecord -v blank=all speed=2 dev=0,0 disk.img

followed by

# nice --10 cdrecord -v -eject speed=2 dev=0,0 disk.img

Two steps are needed to prevent SCSI timeouts during blanking from interfering with the burning
step. The argument value to nice may require some adjustments.

9.3.7 Make an image file of a CD

Some CD-Rs and commercial CDs have junk sectors at the end that make copying by dd
impossible (the Windows 98 CD is one of them). The cdrecord package comes with the readcd
command. Use this to copy any CD contents to an image file. If it is a data disk, mount it and
run df to see its actual size. Divide the number shown in blocks (1 block — 1024 bytes) by 2 to
get the number of actual CD sectors (1 sector = 2048 bytes). Run readcd with options and use
this disk image to burn the CD-R/RW.

# readcd dev=target,lun,scsibusno # select function 11

Here, set all three parameters to 0 for most cases. Usually the number of sectors given by readcd
is excessive! Use the above number from an actual mount for better results.

It should be noted that the use of dd has a few problems if used on CD-ROM. The first run of the
dd command may cause an error message and may yield a shorter disk image with a lost tail-end.
The second run of dd command may yield a larger disk image with garbage data attached at the
end on some systems if the data size is not specified. Only the second run of the dd command
with the correct data size specified, and without ejecting the CD after an error message, seems
to avoid these problems. If for example the image size displayed by df is 46301184 blocks, use
the following command twice to get the right image (this is my empirical information):

# dd if=/dev/cdrom of=cd.img bs=2048 count—=$((46301184/2))
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9.3.8 Debian CD images

To obtain the latest information on Debian CDs, visit the Debian CD site (http://www.debian.
org/CD/).

If you have a fast Internet connection, think about installing over the network using:
e a few floppy images (http://www.debian.org/distrib/floppyinst).
* a minimal bootable CD image (http://www.debian.org/CD /netinst/).

If you do not have a fast Internet connection, think about purchasing CDs from a CD vendor
(http://www.debian.org/CD/vendors/).

Please do not waste bandwidth by downloading standard CD images unless you are a CD image
tester (even with the new jigdo method).

One noteworthy CD image is KNOPPIX - Live Linux Filesystem On CD (http://www.knopper.
net/knoppix/index-en.html). This CD will boot a functioning Debian system without installing
itself to the hard disk.

9.3.9 Back up the system to CD-R

To copy key configuration files and data files to CD-R, use the example backup script backup
(http://www.debian.org/doc/manuals/debian-reference /examples/). Also see ‘Copy and archive
a whole subdirectory’ ma crp. 113 and ‘Differential backup and data synchronization’ ma ctp.
115.

9.3.10 Copy a music CD to CD-R

Not tested by me:

# apt-get install cdrecord cdparanoia
# cdparanoia -s -B
# cdrecord dev=0,0,0 speed=2 -v -dao -eject defpregap—1 -audio *.wav

or,

# apt-get install cdrdao #disk at once
# cdrdao read-cd --device /dev/cdrom --paranoia-mode 3 my cd # read cd
# cdrdao write --device /dev/cdrom --speed 8 my cd  # write a new CD

cdrdao does a real copy (no gaps, etc...).


http://www.debian.org/CD/
http://www.debian.org/CD/
http://www.debian.org/distrib/floppyinst
http://www.debian.org/CD/netinst/
http://www.debian.org/CD/vendors/
http://www.knopper.net/knoppix/index-en.html
http://www.knopper.net/knoppix/index-en.html
http: / /www.debian.org /doc /manuals /debian-reference /examples /

T'masa 9. Tuning a Debian system 145

94 X

The X Window System is provided by XFree86 (http://www.xfree86.org/). There are two major
versions of X server available on the Debian system: XFree86 Version 3.3 (XF3) and XFree86
Version 4.x series (XF4) both based on X11R6 specifications by X.Org (http://www.x.org/).

For the basics of X, refer to X(7), the LDP XWindow-User-HOWTO (http://www.tldp.org/
HOWTO/XWindow-User-HOWTO.html), and the Remote X Apps mini-HOWTO (http://
www.tldp.org/HOWTO /mini/Remote- X- Apps.html). For a Debian-specific user guide, read /usr
/share/doc/xfree86-common /FAQ.gz provided in the xfree86-common package. This contains an
interesting and authoritative review of the key binding issues by Branden Robinson.

‘The X server’ ma ctp. 146 a program on a local host that displays an X window and/or desktop
on a user’s monitor (CRT, LCD) and accepts keyboard and mouse input.

‘X clients’ ma ctp. 148 a program on a (local or remote) host that runs X-compatible application
software.

This reverses the ordinary use of "server” and "client” in other contexts.

There are several ways of getting the "X server (display side) to accept remote connections from
an "X client* (application side):

¢ xhost method
— the host list mechanism (very insecure).
— non-encrypted protocol (prone to eavesdropping attack).
— Do not use this, if possible.
— See ‘Connecting to a remote X server — xhost’ ma crp. 153 and xhost(1x).

e xauth method
— the MIT magic cookie mechanism (insecure but better than xhost).
— non-encrypted protocol (prone to eavesdropping attack).
— use this only for local connection since it is less CPU-intensive than ssh -X.
— See ‘Getting root in X’ ma crp. 155 and xauth(1x).

® xdm, wdm, gdm, kdm, ... methods

the MIT magic cookie mechanism (insecure as xauth).

— See xdm(1x) and Xsecurity(7) for the basics of X display access control.

~ See wdm(1x), gdm(8), and kdm.options(5) for more information, if these are installed.

— See ‘System-V init and runlevels’ na ctp. 100 for how to disable xdm to gain a Linux
console upon boot without purging the xdm package.

e gsh -X method
— port forwarding mechanism through secure shell (secure).
— encrypted protocol (a waste of resources if used locally).
— use this for remote connections.
— See ‘Connecting to a remote X server — ssh’ ma ctp. 153.


http://www.xfree86.org/
http://www.x.org/
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
http://www.tldp.org/HOWTO/mini/Remote-X-Apps.html
http://www.tldp.org/HOWTO/mini/Remote-X-Apps.html
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All remote connection methods, except ssh, require TCP/IP connection enabled on the X server.
See ‘Using X over TCP/IP’ na crp. 153.

9.4.1 X packages
There are a few (meta)packages provided to ease installation of the X system in Woody.

x-window-system-core This metapackage provides the essential components for a stand-alone
workstation running the X Window System. It provides the X libraries, an X server
(xserver-xfree86), a set of fonts, and a group of basic X clients and utilities.

x-window-system This metapackage provides substantially all the components of the X Window
System as developed by the XFree86 Project, as well as a set of historically popular
accessory programs. (Notably, it depends on x-window-system-core, twm, and xdm, i.e.,
no need to install x-window-system-core if you install this.)

xserver-common-v3 Files and utilities common to XFree86 3.x X servers (XF3)

xserver-* Supplemental XF3 server packages to support hardware not supported by the new XF4
server (xserver-xfree86) for whatever reason. Some old ATI mach64 cards are not supported
in XF4, other cards hang badly in the Woody version of XF4, etc. (For available packages,
use apt-cache search xserver-|less. All of these XF3 servers depend on xserver-common-v3.)

For most cases, x-window-system is the package to install. (If you want console login, be sure to
disable xdm as described in “’Let me disable X on boot!’ na crp. 111.)

9.4.2 Hardware detection for X

To enable hardware detection during the X configuration stage, install the following packages
prior to installing the X system.:

e discover — hardware identification system.

¢ mdetect — mouse device autodetection tool.

¢ read-edid — hardware information-gathering tool for VESA PnP monitors.

9.4.3 The X server

See XFree86(1x) for X server information.

Invoke X server from a local console:

$ startx -- :<<display > vtXX

e.g.:
$ startx -- :1 vt8 -bpp 16
... start on vt8 connected to localhost:1 with 16 bpp mode
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Arguments given after — are for the X server.

Note, when using a ~/.xserverrc script to customize the X server startup process, be sure to exec
the real X server. Failing to do this can make the X server slow to start and exit. For example:

#!/bin/sh
exec /usr/bin/X11/X -dpi 100 -nolisten tcp

Configuring the X server (version 4)

To (re-)configure an XF4 server,

# dpkg-reconfigure --priority=low xserver-common
# dpkg-reconfigure --priority=low xserver-xfree86

will generate /etc/X11/XF86Config-4 file and configure X using the script dexconf.

Configuring the X server (version 3)

To (re-)configure an XF3 server, for example, for ATT mach64,

# dpkg-reconfigure --priority=low xserver-common-v3
# dpkg-reconfigure --priority=low xserver-mach64

will generate /etc/X11/XF86Config file and configure X using the script xf86config-v3.

Configuring the X server manually

For Woody, to add user customizations to /etc/X11/XF86Config-4 file, do not edit the
configuration file between the text:

### BEGIN DEBCONF SECTION

[snip]|
#4## END DEBCONF SECTION

Instead, add the customizations before the text. For example, to use a custom video device, add
something resembling the following text to the top of the file:

Section "Device"
Identifier "Custom Device"
Driver "ati"

Option "NoAccel"
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EndSection

Section "Screen"
Identifier "Custom Screen"
Device "Custom Device"
Monitor "Generic Monitor"
DefaultDepth 24
Subsection "Display"

Depth 8

Modes "1280x960" "1152x864" "1024x768" "800x600" "640x480"
EndSubsection
Subsection "Display"

Depth 16

Modes "1280x960" "1152x864" "1024x768" "800x600" "640x480"
EndSubsection
Subsection "Display"

Depth 24

Modes "1280x960" "1152x864" "1024x768" "800x600" "640x480"
EndSubsection

EndSection

Section "ServerLayout"

Identifier "Custom"

Screen "Custom Screen"

InputDevice "Generic Keyboard" "CoreKeyboard"

InputDevice "Configured Mouse" "CorePointer"
EndSection

For Sarge (testing at the time of writing), if you wish to retain user customizations to /etc/X11

/XF86Config file through upgrade, run the following commands as root:

# cp /etc/X11/XF86Config-4 /etc/X11/XF86Config-4.custom

# mdbsum /etc/X11/XF86Config-4 > /var/lib/xfree86/XF86Config-4.md5sum

# dpkg-reconfigure xserver-xfree86

In order to achieve font de-uglification, you need to edit /etc/X11/XF86Config-4 as described

in “TrueType fonts in X’ va ctp. 157.

Please also check the other parts of your X configuration. Bad monitor settings can be even
more of a headache than bad fonts, so make sure your refresh rate is as high as your monitor

can handle (85 Hz is great, 75 Hz is OK, 60 Hz is painful.).

9.4.4 X clients

Most X client programs can be started with a command like this:
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client $ xterm -geometry 80x24-+30-+200 -fn 6x10 -display hostname:0 &

Here, the optional command-line arguments mean:

e —geometry WIDTHxHEIGHT+XOFF+YOFF: the initial size and location of the window.

e -fn FONTNAME: the font to use for displaying text. FONTNAME can be:
— al4: Normal size font
— a24: Large size font
— ... (check available fonts with xlsfont.)

e -display displayname: the name of the X server to use. displayname can be:

— hostname:D.S means screen S on display D of host hostname; the X server for this
display is listening to TCP port 6000+D.

— host/unix:D.S means screen S on display D of host host; the X server for this display
is listening to UNIX domain socket /tmp/.X11-unix/XD (so it’s only reachable from
host).

— :D.S is equivalent to host/unix:D.S, where host is the local hostname.

The default displayname for the X client program (application side) can be set by the DISPLAY
environment variable. For example, prior to running an X client program, executing one of the
following commands achieves this:

$ export DISPLAY=:0

# The default, local machine using the first X screen
$ export DISPLAY=hostname.fulldomain.name:0.2
$ export DISPLAY=localhost:0

Its startup can be customized by ~/.xinitrc. For example:

xrdb -load $SHOME /. Xresources
xsetroot -solid gray &

xclock -g 50x50-0+0 -bw 0 &
xload -g 50x50-50+0 -bw 0 &
xterm -g 80x24+4-0+0 &

xterm -g 80x24+0-0 &

twm

As described in ‘Custom X sessions’ na crp. 150, this overrides everything normal execution of
Xsession does when started from startx. Use ~/.xsession instead and use this approach only as
the last resort. See xsetroot(1x), xset(1x) and ‘X resources’ ma ctp. 154.
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9.4.5 X sessions

An X session (X server + X client) can be started by:

e startx: wrapper script command for xinit to start an X server and client from a Linux
character console. If ~/.xinitrc does not exist, /etc/X11/Xsession is executed through /etc
/X11/xinit /xinitre.

® xdm, gdm, kdm, or wdm: X display manager daemons to start the X server and client,
and to control login via a GUI screen. /etc/X11/Xsession is directly executed.

The console can be made available as in “Let me disable X on boot!’ ma ctp. 111.

Custom X sessions

The default startup script /etc/X11/Xsession is effectively a combination of /etc/X11/Xsession.d
/b0xfree86-common_determine-startup and /etc/X11/Xsession.d/99xfree86-common _ start.

Execution of /etc/X11/Xsession is somewhat affected by /etc/X11/Xsession.options and is
essentially an execution of a program which was first found in the following order with the
exec command:

1 ~/.xsession or ~/.Xsession, if it is defined.

2 /usr/bin/x-session-manager, if it is defined.

3 /usr/bin/x-window-manager, if it is defined.

4 /usr/bin/x-terminal-emulator, if it is defined.

The exact meaning of these commands is determined by the Debian alternative system described
in ‘Alternative commands’ na crp. 99. For example:

# update-alternatives --config x-session-manager
w. OT
# update-alternatives --config x-window-manager

In order to make any X window manager a default while keeping GNOME and KDE session
managers installed, replace /etc/X11/Xsession.d/50xfree86-common determine-startup with
the one attached in the second bug report at http://bugs.debian.org/168347 (I hope this will be
included soon) and edit /etc/X11/Xsession.options as follows to disallow the X session manager:

# Jetc/X11/Xsession.options

#

# configuration options for /etc/X11/Xsession

# See Xsession.options(5) for an explanation of the available options.
# Default enabled

allow-failsafe

allow-user-resources

allow-user-xsession

use-ssh-agent

# Default disabled (enable them by uncommenting)
do-not-use-x-session-manager
#do-not-use-x-window-manager


http://bugs.debian.org/168347
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Without the above mentioned modification to the system, gnome-session and kdebase are the
packages containing these X session managers. Removing them allows X window manager to be
a default. (Yack, any better idea?)

On a system where /etc/X11/Xsession.options contains a line allow-user-xsession without
preceding characters, any user who defines ~/.xsession or ~/.Xsession will be able to customize
the action of /etc/X11/Xsession.

The last command in the ~/.xsession file should use form of exec some-window /session-manager
to start your favorite X window /session manager.

A good example of an ~/.xsession script is given at /usr/share/doc/xfree86-common/examples
/xsession.gz.

T use this to set the window manager, screen access, and language support for each user account.
See ‘Starting an X session for a user’ na crp. 151, ‘Getting root in X’ ma ctp. 155, and ‘Example
for a multilingual X window system’ ma ctp. 171.

If you wish to have several X client programs started automatically, see ‘X clients’ ma cTp. 148
examples and invoke them from ~/.xsession instead of ~/.xinitrc.

User-specific additional X resources can be stored in ~/.Xresources. See ‘X resources’ Ha cTp.
154.

User-customized keymaps and pointer button mappings in X can also be specified in the user’s
start up script. See ‘Keymaps and pointer button mappings in X’ ma ctp. 155.

Starting an X session for a user

Following the principle described at ‘Custom X sessions’ wa crtp. 150, a user-specific X
session/window manager can be activated by installing the package indicated and setting the
contents at the end of ~/.xsession file as follows. (I like blackbox /fluxbox for its simple style and
fast speed.):

default X session manager
— See ‘Alternative commands’ ma ctp. 99
— exec /usr/bin/x-session-manager

default X window manager
— See ‘Alternative commands’ wa ctp. 99
— exec /usr/bin/x-window-manager

GNOME session manager (loaded)
— Install package: gnome-session
— exec /usr/bin/gnome-session

KDE session manager (loaded)
— Install package: kdebase (or kdebase3 for KDE3)
— exec /usr/bin/kde2
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¢ Blackbox window manager (lightweight, slick)
— Install package: blackbox
— exec /usr/bin/blackbox

¢ Fluxbox window manager (lightweight, new blackbox)
— Install package: fluxbox
— exec /usr/bin/fluxbox

e Xfce window manager (Mac OS-X, SUN CDE-like)
— Install package: xfce
— exec /usr/bin/xfwm

e IceWM window manager (lightweight, GNOME alternative)
— Install package: icewm
— exec /usr/bin/X11/icewm

e FVWM2 virtual window manager (lightweight, Win95-like)
— Install package: fvwm
— exec /usr/bin/fvwm?2

¢ Windowmaker window manager (somewhat NexT-like)
— Install package: wmaker
— exec /usr/bin/wmaker

e Enlightenment window manager (loaded)
— Install package: enlightenment
— exec /usr/bin/enlightenment

See Window Managers for X (http://www.xwinman.org).

Setting up KDE and GNOME

In order to setup full KDE or GNOME environment, the following metapackages are useful:

e KDE: install the kde package

e GNOME: install the gnome package
Installing these packages with tools which handle recommends, such as dselect and aptitude,
provides you with richer choices of software than just installing these with apt-get.

If you want console login, be sure to disable X display managers, such as kdm, gdm, and wdm,
which may be pulled in by the dependencies, as described in “’Let me disable X on boot!" ma
ctp. 111.

If you want to have GNOME as the system default over KDE, make sure to configure x-session-
manager as in ‘Alternative commands’ Ha cTp. 99.


http://www.xwinman.org
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9.4.6 Using X over TCP/IP

Because a remote TCP /IP socket connection without encryption is prone to an eavesdropping
attack, the default setting for X in recent Debian versions disables the TCP /IP socket. Consider
using ssh for a remote X connection (see ‘Connecting to a remote X server — ssh’ ma crp. 153).

The method described here is not encouraged unless one is in a very secure environment behind
a good firewall system with only trusted users present. Use the following command to verify
your current X server setting for the TCP /TP socket:

# find /etc/X11 -type f -print0 | xargs -0 grep nolisten
/etc/X11/xinit/xserverrc:exec /usr/bin/X11/X -dpi 100 -nolisten tcp

Remove -nolisten to restore TCP/IP listening on the X server.

9.4.7 Connecting to a remote X server — xhost

xhost allows access based on hostnames. This is very insecure. The following will disable host
checking and allow connections from anywhere if a TCP/IP socket connection is allowed (see
‘Using X over T'CP/IP’ ma ctp. 153):

$ xhost +
You can re-enable host checking with:
$ xhost -

xhost does not distinguish between different users on the remote host. Also, hostnames (addresses
actually) can be spoofed.

This method must be avoided even with more restrictive host criteria if you’re on an untrusted
network (for instance with dial-up PPP access to the Internet). See xhost(1x).

9.4.8 Connecting to a remote X server — ssh

The use of ssh enables a secure connection from a local X server to a remote application server.
e Set X11Forwarding and AllowTcpForwarding entries to yes in /etc/ssh/sshd config of the
remote host, if you want to avoid corresponding command-line options.
e Start the X server on the local host.

¢ Open an xterm in the local host.
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e Run ssh to establish a connection with the remote site.

localname @ localhost $ ssh -q -X -1 loginname remotehost.domain
Password:

e Run X application commands on the remote site.
loginname @ remotehost $§ gimp &

This method allows the display of the remote X client output as if it were locally connected
through a local UNIX domain socket.

9.4.9 The X terminal emulator — xterm

Learn everything about xterm at http://dickey.his.com/xterm /xterm.faq.html.

9.4.10 X resources

Many older X programs, such as xterm, use the X resource database to configure their
appearance. The file 7/ Xresources is used to store user resource specifications. This file is
automatically merged into the default X resources upon login. The system-wide defaults of X
resources are stored in /etc/X11/Xresources/* and application defaults of them are stored in
Jetc/X11/app-defaults/*. Use these settings as the starting points.

Here are some helpful settings to add to your ~/.Xresources file:

! Set the font to a more readable 9x15
XTerm*font: 9x15

! Display a scrollbar
XTerm*scrollBar: true

! Set the size of the buffer to 1000 lines
XTerm*saveLines: 1000

! Large kterm screen

KTerm*VT100*fontList: -*-fixed-medium-r-normal--24-* \
-*-gothic-medium-r-normal--24-* \

-*-mincho-medium-r-normal--24-*

To make these settings take effect immediately, merge them into the database using the
command:

xrdb -merge ~/.Xresources

See xrdb(1x).


http://dickey.his.com/xterm/xterm.faq.html
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9.4.11 Keymaps and pointer button mappings in X

The xmodmap program is used to edit and display the keyboard modifier map and keymap table
that are used by client applications to convert event keycodes into keysyms in X.

$ xmodmap -pm

... display the current modifier map

$ xmodmap -pk | pager

... display the current keymap table

$ xmodmap -e "pointer = 3 2 1" # set mouse for the left hand.
$ xmodmap ~/.xmodmaprc # set keyboad as in ~/.xmodmaprc

It is usually run from the user’s session startup script, ~/.xsession.

To get the keycode, run xev in X and press keys. To get the meaning of keysym, look into the
MACRO definition in /usr/include/X11/keysymdef.h file. All the #define statements in this file
are named as XK  prepended to the keysym names.

See xmodmap(1x).

9.4.12 Getting root in X

If a GUI program needs to be run with root privilege, use the following procedures to display
program output on a user’s X server. Never attempt to start an X server directly from the root
account in order to avoid possible security risks.

Start the X server as a normal user and open an xterm console. Then:

$ XAUTHORITY=$HOME/ . Xauthority
$ export XAUTHORITY

$ su root

Password:*****

# printtool &

When using this trick to su to a non-root user, make sure ~ /. Xauthority is group readable by
this non-root user.

To automate this command sequence, create a file ~/.xsession from the user’s account, containing
the following lines:

# This makes X work when I su to the root account.
if [ -z "$XAUTHORITY" |; then
XAUTHORITY=$HOME/ . Xauthority
export XAUTHORITY
fi
unset XSTARTUP
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# If a particular window /session manager is desired, uncomment
# the following and edit it to fit your needs.
#XSTARTUP= /usr/bin/blackbox
# This starts x-window/session-manager program
if [ -z "$XSTARTUP" |; then
if | -x /usr/bin/x-session-manager |; then
XSTARTUP=x-session-manager
elif | -x /usr/bin/x-window-manager |; then
XSTARTUP=x-window-manager
elif [ -x /usr/bin/x-terminal-emulator |; then
XSTARTUP=x-terminal-emulator
fi
fi
# execute auto selected X window /session manager
exec $XSTARTUP

Then run su (not su -) in an xterm window of the user. Now GUI programs started from this
xterm can display output on this user’s X window while running with root privilege. This trick
works as long as the default /etc/X11/Xsession is executed. If a user set up his customization
using ~/.xinit or ~/.xsession, the above mentioned environment variable XAUTHORITY needs
to be set similarly in those scripts.

Alternatively, sudo can be used to automate the command sequence:

$ sudo xterm
.. OT
$ sudo -H -s

Here /root/.bashrc should contain:

if [ $SUDO_USER |; then
sudo -H -u $SUDO_ USER xauth extract - $DISPLAY | xauth merge -
fi

This works fine even with the home directory of the user on an NFS mount, because root does
not read the .Xauthority file.

There are also several specialized packages for this purpose: kdesu, gksu, gksudo, gnome-sudo,
and xsu. Some other methods can be used to achieve similar results: creating a symlink from
/root/.Xauthority to the user’s corresponding one; use of the script sux (http://fgouget.free.fr/
sux/sux-readme.shtml); or putting "xauth merge "USER_RUNNING X/.Xauthority“ in the
root initialization script.

See more on the debian-devel mailing list (http://lists.debian.org/debian-devel /2002/
debian-devel-200207 /msg00259.html).


http://fgouget.free.fr/sux/sux-readme.shtml
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9.4.13 TrueType fonts in X

The standard xfs in XFree86-4 works fine with TrueType fonts. You have to install a third-party
font server such as xfs-xtt, if you are using XFree86-3.

You just need to make sure that whatever applications you want to use the TrueType fonts are
linked against libXft or libfreetype (you probably don’t even have to worry about this if you're
using pre-compiled .debs).

First set up font support infrastructure:
e Install x-ttcidfont-conf and defoma packages. This automates generation of the fonts.scale
and fonts.dir files.
# apt-get install x-ttcidfont-conf
e Edit /etc/X11/XF86Config-4 in the Section "Files* as:
Section "Files"
FontPath "/var/lib/defoma/x-ttcidfont-conf.d/dirs/TrueType"
FontPath " /usr/share/fonts/truetype"
FontPath "/usr/lib/X11/fonts/CID"
FontPath "/usr/lib/X11/fonts/Speedo”
FontPath " /usr/lib/X11/fonts/misc"
FontPath " /usr/lib/X11/fonts/cyrillic"
FontPath "/usr/lib/X11/fonts/100dpi:unscaled"
FontPath "/usr/lib/X11/fonts/75dpi:unscaled"
FontPath "/usr/lib/X11/fonts/Typel"
EndSection
The first line will setup XFree86 to use any TrueType fonts you install from Debian
packages. Typel font entry is moved down since XFree86 does a rather poor job of rendering
Typel fonts. The :unscaled trick for bitmap fonts should not be needed for new XF4
anymore but I included it here just be sure. In order to preserve manual changes of /etc
/X11/XF86Config-4 follow instructions in ‘Configuring the X server manually’ wa ctp. 147.

Then install DSFG font packages:
* Western TrueType fonts:
— ttf-bitstream-vera: A set of high-quality TrueType fonts created by Bitstream, Inc. ?
— ttf-freefont: A set of free high-quality TrueType fonts covering the UCS character set.
— ttf~thryomanes: A TrueType Unicode font covering Latin, Greek, Cyrillic and TPA.
e Asgian fonts:
— tfm-arphic-bsmiQ0lp: Chinese Arphic "AR PL Mingti2l. Bigh* TrueType font TeX
font metric data
— tfm-arphic-bkai0Omp: Chinese Arphic "AR PL KaitiM Bigh* TrueType font TeX font
metric data
— tfm-arphic-gbsn00lp: Chinese Arphic "AR PL SungtilL GB* TrueType font TeX font
metric data
— tfm-arphic-gkai00mp: Chinese Arphic AR PL KaitiM GB* TrueType font TeX font
metric data
— ttf-baekmuk: Korean Baekmuk series TrueType fonts

2Though this is not available in Woody, you can install this from Sarge.
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— hbf-jfs56: Chinese Jianti Fangsong 56x56 bitmap font (GB2312) for CJK
— hbf-cns40-b5: Chinese Fanti Song 40x40 bitmap font (Bigh) for CJK
— hbf-kanji48: Japanese Kanji 48x48 bitmap font (JIS X-0208) for CJK

Since Free fonts are sometimes limited, installing or sharing some commercial TrueType fonts is
an option for a Debian users. In order to make this process easy for the user, some convenience
packages have been created:

e ttf-commercial

* msttcorefonts (>1.1.0) *
You’ll have a really good selection of TruType fonts at the expense of contaminating your Free
system with non-Free fonts.

All these font packages in Debian should work without any efforts and appear available to all X
programs that use the regular “core* font system. This includes things like Xterm, Emacs and
most other non-KDE and non-GNOME applications.

Now, run xfontsel and select any TrueType fonts in the fndry menu, you should be able to see
many ungrayed out entries in the "fmly“ menu.

For KDE2.2 and GNOME1.4 (with libgdkxft0, which is a hack to get GTK 1.2 to do anti-aliased
font rendering), you need to setup Xft1, as well. Xft1 is highly deprecated, and is basically only
used by GNOMEL.4 and KDE2.2. Edit /etc/X11/XftConfig and add a line like

dir " /var/lib/defoma/x-ttcidfont-conf.d /dirs/TrueType"

before the other dir lines. *

For GNOME2 and KDE3 (post Sarge release), you need to setup fontconfig which Xft2 uses to
find fonts. ® You shouldn’t need to install anything extra for this, since all the packages using
fontconfig will Depend on it (indirectly) already.

First, look in /etc/fonts/fonts.conf. There should be a line like the one below. If not, open up
/etc/fonts/local.conf and add this

<dir>/var/lib/defoma/x-ttcidfont-conf.d /dirs/ TrueType< /dir>

just after the <fontconfig> line.

Fontconfig should pick these up immediately, and “fc-list“ should list your new fonts. Another
neat feature of fontconfig is that you can just drop fonts in ~/.fonts/ and all your fontconfigified
programs will have access to them immediately.

If you manually install a new set of TrueType fonts while in X without using Debian package,
run

3The package in Woody does not work as of 8/2002 due to a change in Microsoft’s website. Use Sarge version
even in Woody instead.

T don’t have any xft1 stuff on my machine anymore, so I’m not sure if you need to restart X or not before
this change will take effect. I seem to remember that "xftcache* would update the Xft1 cache, but it’d be good if
someone could confirm that for me.

SFontconfig does not exist in Woody.
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# xset fp rehash

to get XFree86 to look at the contents of that directory again and to pickup new ones.

9.4.14 Web browsers in X

There are a few web browser packages with graphical display capabilities as of the Woody release:
e mozilla The Mozilla browser (new)
¢ galeon Mozilla-based browser with a Gnome Ul (new)
* konqueror KDE browser
¢ dillo GTK browser
e amaya-gtk W3C reference browser
e amaya-lesstif W3C reference browser
® netscape-... (many, old)
e communicator-... (many, old)

The version of mozilla must match the version that galeon requires. Although they differ in UI,
these two programs share the Gecko HTML rendering engine.

Plug-ins for browsers such as mozilla and galeon can be enabled by installing 7*

the plug-in directory and restarting the browsers.

.50 manually in

Plug-in resources:
e Java plug-in: install binary "J2SE“ from http://java.sun.com.
e Flash plug-in: install binary "Macromedia Flash Player 5 from http://www.macromedia.
com /software/flashplayer/.
o freewrl: VRML browser and Netscape plug-in

9.5 SSH

SSH (Secure SHell) is the secure way to connect over the Internet. A free version of SSH called
OpenSSH is available as the ssh package in Debian.

9.5.1 Basics of SSH

First install the OpenSSH server and client.

# apt-get update && apt-get install ssh

/etc/ssh/sshd _not to be run must not be present if one wishes to run the OpenSSH server.

SSH has two authentication protocols:


http://java.sun.com
http://www.macromedia.com/software/flashplayer/
http://www.macromedia.com/software/flashplayer/
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e SSH protocol version 1:

— Potato version only supports this protocol.

— available authentication methods:
+* RSAAuthentication: RSA identity key based user authentication
+ RhostsAuthentication: .rhosts based host authentication (insecure, disabled)
+ RhostsRSA Authentication: .rhosts authentication combined with RSA host key

(disabled)

* ChallengeResponseAuthentication: RSA challenge-response authentication
+ PasswordAuthentication: password based authentication

e SSH protocol version 2:

— post-Woody versions use this as the primary protocol.

— available authentication methods:
+ PubkeyAuthentication: public key based user authentication
+ HostbasedAuthentication: .rhosts or /etc/hosts.equiv authentication combined

with public key client host authentication (disabled)

+ ChallengeResponseAuthentication: challenge-response authentication
+ Pagsword Authentication: password based authentication

Be careful about these differences if you are migrating to Woody or using a non-Debian system.

See /usr/share/doc/ssh/README.Debian.gz, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1)
for details.

Following are the key configuration files:

e Jetc/ssh/ssh_config: SSH client defaults. See ssh(1). Notable entries are:

— Host: Restricts the following declarations (up to the next Host keyword) to be only
for those hosts that match one of the patterns given after the keyword.

— Protocol: Specifies the SSH protocol versions. The default is 72,1

— Preferred Authentications: Specifies the SSH2 client authentication method. The
default is "hostbased,publickey,keyboard-interactive,password".

— PasswordAuthentication: If you want to log in with a password, you have to make
sure this is not set no.

— ForwardX11: The default is disabled. This can be overridden by the command-line
option 7-X“.

e /etc/ssh/sshd_config: SSH server defaults. See sshd(8). Notable entries are:
— ListenAddress: Specifies the local addresses sshd should listen on. Multiple options
are permitted.
— AllowTcpForwarding: The default is disabled.
— X1lForwarding: The default is disabled.

e SHOME/.ssh/authorized keys: the lists of the default public keys that clients use to
connect to this account on this host. See ssh-keygen(1).

e $HOME/.ssh/identity: See ssh-add(1) and ssh-agent(1).
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The following will start an ssh connection from a client.

$ ssh username@hostname.domain.ext
$ ssh -1 username@hostname.domain.ext # Force SSH version 1
$ ssh -1 -0 RSAAuthentication—no -1 username foo.host
# force password on SSH1
$ ssh -0 Preferred Authentications—password -1 username foo.host
# force password on SSH2

For the user, ssh functions as a smarter and more secure telnet (will not bomb with ~]).

9.5.2 Port forwarding for SMTP/POP3 tunneling

To establish a pipe to connect to port 25 of remote-server from port 4025 of localhost, and to
port 110 of remote-server from port 4110 of localhost through ssh, execute on the local machine:

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 \
username@remote-server

This is a secure way to make connections to SMTP/POP3 servers over the Internet. Set the
AllowTcpForwarding entry to yes in /etc/ssh/sshd config of the remote host.

9.5.3 Connecting with fewer passwords — RSA

One can avoid having to remember a password for each remote system by using
RSAAuthentication (SSHI protocol) or PubkeyAuthentication (SSH2 protocol).

On the remote system, set the respective entries, "RSAAuthentication yes“ or
"PubkeyAuthentication yes“, in /etc/ssh/sshd config.

Then generate authentication keys locally and install the public key on the remote system:

$ ssh-keygen # RSAAuthentication: RSA1 key for SSH1
$ cat .ssh/identity.pub | ssh userl@remote \
"cat - >>.ssh/authorized keys"

$ ssh-keygen -t rsa  # PubkeyAuthentication: RSA key for SSH2
$ cat .ssh/id_rsa.pub | ssh userl@remote \
"cat - >>.ssh/authorized keys"

$ ssh-keygen -t dsa # PubkeyAuthentication: DSA key for SSH2
$ cat .ssh/id _dsa.pub | ssh userl@remote \
"cat - >>.ssh/authorized keys"
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One can change the passphrase later with ”ssh-keygen -p“. Make sure to verify settings by testing
the connection. In case of any problem, use ”ssh -v*.

You can add options to the entries in authorized keys to limit hosts and to run specific
commands. See sshd(8) for details.

Note that SSH2 has Hostbased Authentication. For this to work, you must adjust the settings of
Hostbased Authentication to yes in both /etc/ssh/sshd config on the server machine and /etc
/ssh/ssh_config or SHOME/ .ssh/config on the client machine.

9.5.4 Dealing with alien SSH clients

There are a few free SSH clients available for non-Unix-like platforms.

Windows puTTY (http://www.chiark.greenend.org.uk/“sgtatham /putty/) (GPL)
Windows (cygwin) SSH in cygwin (http://www.cygwin.com/) (GPL)

Macintosh Classic macSSH (http://www.macssh.com/) (GPL) [Note that Mac OS X includes
OpenSSH; use ssh in the Terminal application]

See also SourceForge.net, site documentation (http://www.sourceforge.net/docman/?group
id=1), "6. CVS Instructions®.

9.5.5 Setting up ssh-agent

It is safer to protect your SSH authentication key with a passphrase. If it was not set, use
ssh-keygen -p to set it.

Place your public key (e.g. ~/.ssh/id_rsa.pub) into ~/.ssh/authorized keys on a remote host
using a password-based connection to the remote host as described in ‘Connecting with fewer
passwords — RSA’ nva crp. 161.

$ ssh-agent bash ## or run zsh/tcsh/pdksh program instead.

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/osamu/.ssh/id_rsa:

Identity added: /home/osamu/.ssh/id rsa (/home/osamu/.ssh/id rsa)
$ scp foo user@remote.host:foo

... no passphrase needed from here on :-)

$°D

... terminating ssh-agent session

For the X server, normal Debian startup scripts execute ssh-agent as parent process. So you only
need to execute ssh-add once.

For more, read ssh-agent(1)and ssh-add(1).


http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
http://www.sourceforge.net/docman/?group_id=1
http://www.sourceforge.net/docman/?group_id=1
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9.5.6 Troubleshooting SSH

” [4

If you have problems, check the permissions of configuration files and run ssh with the ”-v¢

option.

Use the ”-P* option if you are root and have trouble with a firewall; this avoids the use of server
ports 1-1023.

If ssh connections to a remote site suddenly stop working, it may be the result of tinkering
by the sysadmin, most likely a change in host key during system maintenance. After making
sure this is the case and nobody is trying to fake the remote host by some clever hack, one can
regain a connection by removing the host key entry from $HOME/.ssh/known hosts on the
local machine.

9.6 Mail

Mail configuration divides into three categories:

e mail transfer agent (MTA): exim, postfix, sendmail, qmail, ssmtp, nullmailer, ...
e mail utilities: procmail, fetchmail, mailx, ...

e mail user agent (MUA): mutt, emacs+gnus, ...

9.6.1 Mail transport agents (MTAs)

For a full-featured MTA, use exim. References:

¢ exim-doc and exim-doc-html packages

e http://www.exim.org/
The only reasonable alternative MTA is postfix if you care about security. sendmail and gmail
are available as Debian packages but are not recommended.

If you do not need the relay capability of an MTA as in the case of a satellite system such as a
laptop PC, you may consider using one of these lightweight packages:

e gsmtp: needs an SMTP connection and is alias-capable, or

e nullmailer: can spool but is not alias-capable.
At this moment, I find exim to be more suitable even for my personal workstation machine,
which is a laptop PC.

You may need to remove exim for the installation of these conflicting packages:

# dpkg -P --force-depends exim
# apt-get install nullmailer # or ssmtp


http://www.exim.org/
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Smarthost

If you are running exim on a host which is connected through the consumer grade services,
please make sure to send outgoing mail through a smarthost offered by your ISP or some others.
6 There are few good reasons:
e to ensure SMTP retries since your ISP’s smarthost usually have more reliably connection.
¢ to avoid sending mail directly from a dynamic IP address which will likely be blocked by
dial-up spam lists.
® to save your local bandwidth to send mails with multiple recipients.

The only conceivable exceptions are:
e the emergency cure for your ISP’s SMTP service trouble.
e an experiment for the educational purpose.
e your host being a professionally hosted server.

Basic configuration of Exim

In order to use exim as your MTA, configure the following:

Jetc/exim /exim.conf  "eximconfig" to create and edit
/etc/inetd.conf comment out smtp to run exim as daemon
/etc/email-addresses  Add spoofed source address lists

check filters using exim -brw, -bf, -bF, -bV, ... etc.

Setting up a catchall for nonexistent email addresses under Exim

In /etc/exim/exim.conf (Woody or later), in the DIRECTORS part, at the end (after the
localuser: director) add a catch-all director that matches all addresses that the previous directors
couldn’t resolve (per Miquel van Smoorenburg):

catchall:
driver — smartuser
new_address = webmaster@mydomain.com

If one wants to have more a detailed recipe for each virtual domain, etc., add the following at
the end of /etc/exim/exim.conf (per me, not well tested):

*Qyourdomain.com ${lookup{$1}lsearch*{/etc/email-addresses} \
{$value}fail} T

595k

Then have an " entry in /etc/email-addresses.

5You must follow this rule for any hosts on dial-up, DSL, cable services or LAN through some broadband
router. Even if your home host has a fixed IP from your ISP, it is still a good idea to follow this rule. Most
workstations and home servers fall into this category.
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Configuring selective address rewriting for outgoing mail under Exim

Selective address rewrite for outgoing mail to produce proper "From:* headers can be done using
exim by configuring near the end of /etc/exim/exim.conf:

*@hostl.something.dyndns.org \

"${if eq {${lookup{$1}search{ /etc/passwd}{1}{0}}} {1} \
{$0}{$1@somethig.dyndns.org}}" frFs

This rewrites all addresses matching *@host1.something.dyndns.org.

1 It searches through /etc/password to see if the local part ($1) is a local user or not.
2 If it is a local user, it rewrites the address to the same thing it was in the first place ($0).

3 If it is not a local user, it rewrites the domain part.

Configuring SMTP authentication under Exim

Some SMTP services such as yahoo.com require SMTP auth. Configure /etc/exim/exim.conf as
follows:

remote smtp:
driver = smtp
authenticate hosts = smtp.mail.yahoo.com

smarthost:
driver = domainlist
transport — remote smtp
route_list = "* smtp.mail.yahoo.com bydns_a"

plain:
driver = plaintext
public_name = PLAIN
client send = "“cmatheson3~this is my password"

Do not forget double quotes in the last line.

9.6.2 Fetching mail — Fetchmail

fetchmail is run in daemon mode to fetch mail from a POP3 account with an ISP into the local
mail system. Configure:
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/etc/init.d /fetchmail
Jete/rc?.d/ 777 fetchmail run update-rc.d fetchmail default priority 30
/etc/fetchmailre configuration file (chown 600, owned by fetchmail)

Information on how to start fetchmail as a daemon from the init.d script for Potato is confusing
(Woody fixed this). See the sample /etc/init.d/fetchmail and /etc/fetchmailrc files in the example
scripts (http://www.debian.org/doc/manuals/debian-reference/examples/).

If your email headers are contaminated by “M due to your ISP’s mailer, add "stripcr to your
options in SHOME/ fetchmailrc:

options fetchall no keep stripcr

9.6.3 Processing mail - Procmail

procmail is a local mail delivery and filter program. One needs to create SHOME/.procmailrc
for each account that uses it. Example: procmailre (http://www.debian.org/doc/manuals/
debian-reference/examples/)

9.6.4 Reading mail — Mutt

Use mutt as the mail user agent (MUA) in combination with vim. Customize with ~/.muttrc;
for example:

# use visual mode and "gq" to reformat quotes
set editor="vim -c ’set tw=72 et ft=mail’"

7*

# header weeding taken from the manual (Sven’s Draconian header weeding)
#

ignore *

unignore from: date subject to cc

unignore user-agent x-mailer

hdr order from subject to cc date user-agent x-mailer

auto_view application/msword

Add the following to /etc/mailcap or SHOME/.mailcap to display HTML mail and MS Word
attachments inline:

text/html; lynx -force html %s; needsterminal,
application /msword; /usr/bin/antiword "%s’; copiousoutput;
description="Microsoft Word Text"; nametemplate=%s.doc


http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
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9.7 Localization

Debian is internationalized, offering support for a growing number of languages and local
usage conventions. The next subsection lists some of the forms of diversity that Debian
currently supports, and the following subsections discuss localization, the process of customizing
your working environment to allow current input and output of your chosen language(s) and
conventions for dates, numeric and monetary formats, and other aspects of a system that differ
according to your region.

9.7.1 Basics of localization

There are several aspects to customizing for localization and national language support.

Localizing the keyboard

Debian is distributed with keymaps for nearly two dozen keyboards. In Woody, reconfigure the
keyboard by:

o dpkg-reconfigure —priority=low console-data # console

¢ dpkg-reconfigure —priority=low xserver-xfree86 # XF4

e dpkg-reconfigure —priority=low xserver-common-v3 # XF3

Localizing data files

The vast majority of Debian software packages support data handling of non-US-ASCII
characters through the LC_CTYPE environment variable offered by the locale technology in
glibe.

e 8-bit clean: practically all programs

e other Latin character sets (e.g. ISO-8859-1 or ISO-8859-2): the majority of programs

e multibyte languages such as Chinese, Japanese, or Korean: many new applications

Localizing the display

X can display any coding, including UTF-8, and supports all fonts. The list includes not only all
the 8-bit fonts but also 16-bit fonts such as Chinese, Japanese, or Korean. Multibyte character
input method is supported by the ‘Alternative X input methods’ ma ctp. 174 mechanism. See
‘Example for a multilingual X window system’ na ctp. 171 and ‘UTF-8 support for the X terminal
emulator’ ma cTp. 175.

Japanese EUC code display is also available in a (S)VGA graphics console through the kon2
package. There is an alternative new Japanese display, jfbterm, which uses a frame-buffer
console, too. In these console environments, the Japanese input method must be supplied by the
application. Use egg package for Emacs and use japanized jvim package for a Vim environment.

Installation of non Unicode fonts to X will help in displaying documents with any encoding in
X. So do not worry too much about encoding of fonts.
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Localizing messages and documentation

Translations exist for many of the text messages and documents that are displayed in the Debian
system, such as error messages, standard program output, menus, and manual pages. Currently,
support for manual pages in German, Spanish, Finnish, French, Hungarian, Italian, Japanese,
Korean, Polish, Portuguese, Chinese, and Russian is provided through the manpages-LANG
packages (where LANG is a comma-separated list of two-letter ISO country codes. Use apt-
cache search manpages-|less to get a list of available Unix manual pages.)

To access an NLS manual page, the user must set the environment variable LC_MESSAGES
to the appropriate string. For example, in the case of the Italian-language manual pages,
LC_ MESSAGES needs to be set to it. The man program will then search for Italian manual
pages under /usr/share/man/it/.

9.7.2 Locales

Debian supports locale technology. Locale is a mechanism that allows programs to provide
suitable output and functionality according to local conventions such as character set, format
for date and time, currency symbol, and so on. It uses environment variables to determine the
appropriate behavior. For example, assuming you have both the American English and German
locales installed on your system, the error messages of many programs can be multilingual:

$ LANG="en_US" cat foo

cat: foo: No such file or directory

$ LANG="de_DE" cat foo

cat: foo: Datei oder Verzeichnis nicht gefunden

Glibc offers support for this functionality to programs as a library. See locale(7).

9.7.3 Introduction to locales

Full locale description consists of 3 parts: xx_ YY.ZZZZ.
e xx: ISO 639 language codes (lower case)
* YY: ISO 3166 country codes (upper case)
e 7777: codeset, i.e., character set or encoding identifier.

For language codes and country codes, see pertinent description in the info gettext.

Please note this codeset part may be normalized internally to achieve cross platform compatibility
by removing all - and by converting all characters into lower case. Typical codesets are:
UTF-8: Unicode for all regions, mostly in 1-3 Octets (new de facto standard)
ISO-8859-1: western Europe (de facto old standard)

ISO-8859-2: eastern Europe (Bosnian, Croatian, Czech, Hungarian, Polish, Romanian,
Serbian, Slovak, Slovenian)

ISO-8859-3: Maltese
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e [S0O-8859-5: Macedonian, Serbian

e ISO-8859-6: Arabic

e [SO-8859-7: Greek

e [SO-8859-8: Hebrew

e [S0-8859-9: Turkish

e 1SO-8859-11: Thai (=T1S-620)

e [S0-8859-13: Latvian, Lithuanian, Maori

e [SO-8859-14: Welsh

e [SO-8859-15: western Europe with euro

¢ KOI8-R: Russian

e KOIS8-U: Ukrainian

e CP1250: Czech, Hungarian, Polish (MS Windows origin)

e CP1251: Bulgarian, Byelorussian (MS Windows origin)

e cucJP: Unix style Japanese (=ujis)

® eucKR: Unix style Korean

e (GB2312: Unix style Simplified Chinese (=GB, =eucCN) for zh CN

¢ Bigh: Traditional Chinese for zh TW

e sjis: Microsoft style Japanese (Shift-JIS)
As for the meaning of basic encoding system jargons:

e ASCII: 7 bits (0-0x7f)

e ISO-8859-7: 8 bits (0-0xff)

e 1SO-10646-1: Universal Character Set (UCS) (31 bits, 0-Ox7ffffff)

e UCS-2: First 16 bit of UCS as straight 2 Octets (Unicode: 0-0xffff)

e UCS-4: UCS as straight 4 Octets (UCS: 0-Ox T{Ffffff)

e UTF-8: UCS encoded in 1-6 Octets (mostly in 3 Octets)

e 1SO-2022: 7 bits (0-0xfT) with the escape sequence. ISO-2022-JP is the most popular

encoding for the Japanese e-mail.

e EUC: 8 bits + 16 bits combination (0-0xff), Unix style

e Shift-JIS: 8 bits + 16 bits combination (0-0xff), Microsoft style.
ISO-8859-7, EUC, ISO-10646-1, UCS-2, UCS-4, and UTF-8 share the same code with ASCII
for the 7 bit characters. EUC or Shift-JIS uses high-bit characters (0x80-0xff) to indicate that
part of encoding is 16 bit. UTF-8 also uses high-bit characters (0x80-0xff) to indicate non 7
bit character sequence bytes and this is the most sane encoding system to handle non-ASCII
characters.

Please note the byte order difference of Unicode implementation:
e Standard UCS-2, UCS-4: big endian
e Microsoft UCS-2, UCS-4: little endian for ix86 (machine-dependent)
For more see Introduction to i18n (http://www.debian.org/doc/manuals/intro-i18n/).

9.7.4 Activating locale support

Debian does not come with all available locales pre-compiled. Check /usr/lib/locale to see which
locales (besides the default ”C*) are compiled for your system. If the one you need is not present,
you have two options:


http://www.debian.org/doc/manuals/intro-i18n/
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e Edit /etc/locale.gen to add the desired locale, then run locale-gen as root to compile it.
See locale-gen(8) and the manpages listed in its "SEE ALSO* section.

¢ Run dpkg-reconfigure locales to reconfigure the locales package. Or if it is not already
installed, installing locales will invoke the debconf interface to let you choose needed locales
and compile the database.

9.7.5 Activating a particular locale

The following environment variables are evaluated in this order to provide particular locale values
to programs:

1 LANGUAGE: This environment variable consists of a colon-separated list of locale names
in order of priority. Used only if the POSIX locale is set to a value other than "C* [in
Woody; the Potato version always has priority over the POSIX locale]. (GNU extension)

2 LC_ALL: If this is non-null, the value is used for all locale categories. (POSIX.1) Usually
¢ (null).

3 LC_*: If this is non-null, the value is used for the corresponding category (POSIX.1).
Usually "C*.

LC_* variables are:
e LC_ CTYPE: Character classification and case conversion.
e LC COLLATE: Collation order.
e LC_ TIME: Date and time formats.
e LC_ NUMERIC: Non-monetary numeric formats.
e LC_ MONETARY: Monetary formats.
e LC MESSAGES: Formats of informative and diagnostic messages and interactive
responses.
e LC_PAPER: Paper size.
e LC NAME: Name formats.
e LC_ ADDRESS: Address formats and location information.
e LC_ TELEPHONE: Telephone number formats.
e LC_MEASUREMENT: Measurement units (Metric or Other).
e LC_ IDENTIFICATION: Metadata about the locale information.

4 LANG: If this is non-null and LC__ALL is undefined, the value is used for all LC_* locale
categories with undefined values. (POSIX.1) Usually "C*.

Note that some applications (e.g., Netscape 4) ignore LC_* settings.

The locale program can display active locale settings and available locales; see locale(1). (NOTE:
locale -a lists all the locales that your system knows about; this does not mean that all of them
are compiled! See ‘Activating locale support’ ma crp. 169.)
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9.7.6 ISO 8601 date format locale

The locale support for the international date standard of yyyy-mm-dd (ISO 8601 date format)
is provided by the locale called en DK, ”English in Denmark®, which is a bit of joke :-) This
seems to work only in a console screen for Is.

9.7.7 Example for the US (ISO-8859-1)

Add the following lines to ~/.bash_profile:

LC CTYPE=en US.ISO-8859-1
export LC_CTYPE

9.7.8 Example for France with Euro sign (ISO-8859-15)

Add the following lines to ~/.bash _profile:

LANG=fr FR@euro
export LANG
LC_CTYPE=fr FR@euro
export LC_CTYPE

Configure the keyboard for French "JAZERTY* as described in ‘Localizing the keyboard’ ua ctp.
167; add French manual pages by installing manpages-fr. The Right-Alt key in the US is called
Alt-Gr in Europe. Pressing this together with other keys creates numerous accented and special
characters. For example, Alt-Gr+E creates a Euro sign.

Most western European languages can be configured similarly.

See Debian Euro HOWTO (http://www.debian.org/doc/manuals/debian-euro-support/) for
adding support for the new Euro currency and Utiliser et configurer Debian pour le francais
(http://www.debian.org/doc/manuals/fr /debian-fr-howto/) for more details in French.

9.7.9 Example for a multilingual X window system

Let us set up a multilingual X window system which simultaneously supports Japanese, English,
German and French with EUC, UTF-8 and ISO-8859-1 encodings in different consoles.

I will show you a customization using the Debian menu system. See the details of Debian menu
system in /usr/share/doc/menu/html/index.html. T also create a shortcut to the mozilla web
browser in this example. 7

"In this example, 2 bug work arounds are deployed for the version of blackbox in 2003. I use sh -c in command.
Also ~/.menu/* entry is not used but root requiring /etc/menu/* was used instead.


http://www.debian.org/doc/manuals/debian-euro-support/
http://www.debian.org/doc/manuals/fr/debian-fr-howto/
/usr/share/doc/menu/html/index.html
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® add locale support for the Japanese ja_JP.eucJP locale and other required locales using
the method described at ‘Localization’ na crp. 167. (for all)

e install Kana-to-Kanji conversion system and dictionary (for Japanese):
— canna — Local server ("free-beer” license), or
— freewnn-jserver — Network-extensible server (Public Domain)

e install Japanese input method system (for Japanese):
— kinput2-canna — for X, or
— kinput2-canna-wnn — for X, and
— egg — directly works with Emacsen even in console (optional)

e Install compatible terminals (for all):
— xterm — X (for ISO-8859-1 and UTF-8),
— kterm — X (for Japanese EUC), and
— mlterm — X (multilingual).

e add all the required font packages. (for all)

e create the ~/.xsession that sets the user-specific X environment as described in ‘Custom
X sessions’ ma crp. 150 (for all):

#!/bin/sh

# This makes X work when I su to root.

if [ -z "$XAUTHORITY" |; then
XAUTHORITY=$HOME /. Xauthority
export XAUTHORITY

fi

# Set specific environment through debian menu system.

# Reset locale
unset LC_CTYPELC NUMERIC LC_ TIME LC COLLATELC MONETARY LC MESSAGES
unset LC_ PAPERLC NAMELC ADDRESSLC TELEPHONELC MEASUREMENT

unset LC _IDENTIFICATION LC ALL LANG LANGUAGE PAGER

# set locale default in X

LANG=C

# export locale
export LC_CTYPE LC_ NUMERICLC TIMELC COLLATELC MONETARY LC_ MESSAGES
export LC_PAPER LC_NAMELC ADDRESSLC TELEPHONE LC MEASUREMENT

export LC_IDENTIFICATION LC ALL LANG LANGUAGE PAGER

idoaia

# activate input method for Japanese with kinput2

kinput2 &

XMODIFIERS="@im=kinput2"

export XMODIFIERS

# How about blackbox window manager (lightweight)

exec blackbox
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F#exec xfwm
#exec wmaker

e set locale in 7/.bash profile for Linux consoles (for all).
e remove locale settings from ~/.bashre, if existed (for all).

e create few files in /etc/menu/ (for all).
— /etc/menu /xterm-local: (add new entries to menu)

Tpackage(xterm):\

needs=x11\

section=XShells\

longtitle="XTerm: terminal emulator (en US.ISO-8859-1)"\
title="XTerm (en_US.ISO-8859-1)"\

command="gh -c 'LC_ALL=en_ US.ISO-8859-1 xterm’"
Tpackage(xterm):\

needs=x11\

section=XShells\

longtitle="XTerm: terminal emulator (de_ DE.ISO-8859-1)"\
title="XTerm (de DE.ISO-8859-1)"\

command="sh -c 'LC_ ALL=de DE.ISO-8859-1 xterm -T xterm-de’"
Tpackage(xterm):\

needs=x11\

section=XShells\

longtitle="XTerm: terminal emulator for X with Unicode support (Japanese)™\
title="UXTerm (ja_JP.UTF-8)"\

command="sh -¢c 'LC_ALL=ja JP.UTF-8 uxterm"

— /etc/menu/kterm: (override the system default)

?package(kterm):\

needs="x11"\

section="XShells"\

command="sh -¢c’LC_ALL=ja_JP.eucJP PAGER=w3m /usr/X11R6/bin/kterm -
xim™" \

title="Kanji Terminal"

?package(kterm):\

needs="x11"\

section="XShells"\

command="sh -c 'TLANG=ja_ JP.eucJP \

LC_ MESSAGES=en US.ISO-8859-
1 PAGER=w3m /usr/X11R6/bin/kterm -xim’" \
title="Kanji Terminal (bilingal)"

— /etc/menu/mozilla-local: (add a new shortcut)

8Use a file name which does not overwrap with any package names.

®Use a file name which overwraps with the package name.

19T he slash in section="/“ enables entry to the initial menu, and the leading space in title=" Mozilla Navigator*
enables entry to the top of the list.
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Tpackage(morzilla-browser):needs="x11" section="/"\
title=" Mozilla Navigator" command="mozilla-1.5" hints="Web browsers" \
icon=/usr/share/pixmaps/mozilla.xpm
— run update-menus from the root account.

e add the following lines to ~/.muttrc (for Japanese):

# UTF-8 support is not popular in popular Japanese EMACS environment
# T-bit encoding of is0-2022-jp is easier for everyone.

# default encoding order = us-ascii --> i30-8859-1 -->> i80-2022-jp

set send charset="us-ascii:is0-8859-1:is0-2022-jp"

set allow _8bit=no

e activate XIM kinput2 for X applications (for Japanese):
— add *inputMethod: kinput2 and KTerm*VT100*Openlm: true to your X resources
file, /. Xresources (it looks like Debian takes care of this automatically somehow).
— Some applications (such as mlterm) also allow you to set up *inputMethod: and other
information dynamically at runtime (press Ctrl-MouseButton-3 in mlterm).

e start X by typing startx or from one of the display managers (xdm, gdm, kdm, wdm, ...)
(for all).

e start a Japanese-compatible application such as Vim 6, (x)emacs21, mc-4.5, mutt-1.4, ...
in kterm (for Japanese). (Emacs seems to be the most popular platform, though I do not
use it.)

e press Shift+Space to toggle Japanese character input mode on and off (for Japanese).

e read the localized manual page by starting command in localized console (for all).

For other CJK language supports, see the following sections and SuSE pages for CJK (http:
/ /www.suse.de/” mfabian /suse-cjk /suse-cjk.html).

9.7.10 Alternative X input methods

There are many alternative X input methods support packages available:

Language LC_ CTYPE  XIM server XMODIFIERS Start key
Japanese ja JP* kinput2 "@im=kinput2" Shift-Space
Korean ko KR* ami "@im=Ami" Shift-Space
Chinese(T) zh  TW.Bigh xcin "@im=xcin-zh TW.bigh" Ctrl-Space
Chinese(S) zh  CN.GB2312 xcin "@im=xcin-zh CN.GB2312" Ctrl-Space

Japanese input method kinput2 is offered by the packages such as kinput2-canna-wnn, kinput2-
canna, and kinput2-wnn. Japanese needs dictionary server such as canna and freewnn-jserver to
be practical.


http://www.suse.de/~mfabian/suse-cjk/suse-cjk.html
http://www.suse.de/~mfabian/suse-cjk/suse-cjk.html
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9.7.11 X terminal emulators

There are many X consoles which support simple 8 bit encodings when pertinent font packages
are installed:

® xterm — The X terminal emulator

¢ gnome-terminal — xterm for Gnome

¢ konsole — xterm for KDE

e rxvt — VT102 terminal (lighter)

e aterm — VT102 for Afterstep WM

e cterm — VT102 for Enlightment WM

o wterm — VT102 for WindowMaker WM

Multi-byte encoding supports of X console are provided by xterm through UTF-8 encoding
(‘UTF-8 support for the X terminal emulator’ va crp. 175). Other traditional encoding supports
are in progress (as of 2003). Following packages offer traditional encoding supports:

¢ aterm-ml — Multi-lingual

e kterm — Multi-lingual (Japanese, ...)

o rxvt-ml — Multi-lingual

* wterm-ml — Multi-lingual

e cxterm-bigh — Chinese (Trad., Big5)

e cxterm-gb — Chinese (Simp., GB)

e cxterm-ks — Chinese (KS)

® cxterm-jis — Japanese

e hanterm-classic — Korean (Hangul)

e hanterm-xf — Korean (Hangul)

¢ hztty — Chinese (GB, Bigh, zW/HZ)
For kterm (and possibly others), you may want to activate XIM through menu after Ctrl-middle-
click mouse action.

9.7.12 UTF-8 support for the X terminal emulator

UTF-8 support for X terminal emulator is provided by the uxterm program in the xterm package
for XFree86 4.x. It enables support for all languages. It is a wrapper around the xterm(1) program
that invokes the latter program with the "UXTerm" X resource class set.

For example, to enable nice large display of English, Russian, Japanese, Chinese and Korean
characters, add following to your ~/.Xresources after installing all the pertinent fonts:

! set large font

UXTerm*font: -misc-fixed-medium-r-normal-*-18-120-100-100-c-90-is010646-1
! Use XIM for Japanese

*inputMethod: kinput2

Then run xrdb -merge ~/.Xresources to update X resources as described in ‘X resources’ Ha crp.
154.
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Although most of the popular console program packages such as vim, mutt, and emacs have been
made compatible with UTF-8 recently (Woody-Sarge). Program such as mc still is not UTF-8
compatible but simply 8-bit clean. If you are editing 7 bit ASCII part of unknown or mixed
encoding file, it is safer to use the locale unaware 8-bit clean editor.

See The Unicode HOWTO (http://www.tldp.org/HOWTO /Unicode-HOWTO html).

9.7.13 Example for UTF-8 in a framebuffer console

UTF-8 support on a FB console is provided by bterm used in the debian-installer.

9.7.14 Beyond locales

When you are first setting the system up for a national language environment, please consider
using tasksel or aptitude to find out what packages are selected by choosing the corresponding
language environment task. The package choice made is useful even for a multilingual setup. If
you encounter any package dependency conflicts during the install to your carefully configured
system, avoid installing any software that conflicts with the existing system. You may have to
use update-alternative to regain the original state for some commands since a newly installed
one may have higher priority than existing ones.

Newer major programs are using glibc 2.2 and are mostly internationalized. So a specially
localized version such as jvim for Vim may not be needed as its functionality is offered by vim
version 6.0 in X. In reality, it is still somewhat rough-edged. Since jvim has a version compiled
with direct Japanese input method (canna) support even in the console and addresses many
other Japanese-specific issues maturely, you may still want it :-)

Programs may need to be configured beyond locale configuration to enable a comfortable working
environment. The language-env package and its command set-language-env greatly eases this
process.

Also see the internationalization document, Introduction to i18n (http://www.debian.org/doc/
manuals/intro-i18n/). It is aimed at developers but is also useful for system administrators.


http://www.tldp.org/HOWTO/Unicode-HOWTO.html
http://www.debian.org/doc/manuals/intro-i18n/
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Network configuration

This chapter focuses on network administration in Debian. For a general introduction to
GNU/Linux networking read the Net-HOWTO (http://www.tldp.org/HOWTO/Net-HOWTO/

index.html).

In order for a Debian host to be able to access the Internet its network interfaces need to be
supported by the kernel and properly configured.

The first requirement is kernel support for network interface devices such as Ethernet cards,
Wi-Fi cards, and modems. To obtain this support you may need to recompile the kernel or add
modules to it as described in ‘The Linux kernel under Debian’ na ctp. 101.

Configuration of network devices is explained below. The information in this chapter has been
updated for Sarge. Much of it does not apply to earlier releases.

10.1 Basics of IP networking

A Debian host may have several interfaces each with a different Internet Protocol (IP) address.
Interfaces may be of several different types, including:

Loopback: 1o

Ethernet: eth0, ethl, ...

Wi-Fi: wlan0, wlanl, ... !

Token Ring: tr0, trl, ...

PPP: ppp0, pppl, ...

There is a wide range of other network devices available, including SLIP, PLIP (serial and
parallel line IP), "shaper” devices for controlling the traffic on certain interfaces, frame relay,
AX.25, X.25, ARCnet, and LocalTalk.

Every network interface connected directly to the Internet (or to any IP-based network) is
identified by a unique 32 bit IP address. > The IP address can be divided into the part that

'Note that a Wi-Fi interface is really an alias for an Ethernet interface that gives access to the configuration
parameters peculiar to Wi-Fi. These parameters are controlled using the iwconfig program.
2This is true if TP version 4 is being used. In TPv6 addresses are 128 bits. See http://www.ipv6.org/.


http://www.tldp.org/HOWTO/Net-HOWTO/index.html
http://www.tldp.org/HOWTO/Net-HOWTO/index.html
http://www.ipv6.org/
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addresses the network and the part that addresses the host. If you take an IP address, set to
1 the bits that are part of the network address and set to 0 the bits that are part of the host
address then you get the net mask of the network.

Traditionally, IP networks were grouped into classes whose net address parts were 8, 16 or 24
bits in length. *

IP addresses net mask length
Class A 1.0.0.0 - 126.255.255.255 255.0.0.0 — /8
Class B 128.0.0.0 - 191.255.255.255 255.255.0.0 = /16
Class C  192.0.0.0 - 223.255.255.255 255.255.255.0 = /24

IP addresses not in these ranges are used for special purposes.

There are address ranges in each class reserved for use on local area networks (LANSs). These
addresses are guaranteed not to conflict with any addresses on the Internet proper. (By the same
token, if one of these addresses is assigned to a host then that host must not access the Internet
directly but must access it through a gateway that acts as a proxy for individual services or else
does Network Address Translation.) These address ranges are given in the following table along
with the number of ranges in each class.

network addresses length how many
Class A 10.x.x.x /8 1
Class B 172.16.x.x- 17231xx /16 16
Class C  192.168.0.x - 192.168.255.x /24 256

The first address in an IP network is the address of the network itself. The last address is
the broadcast address for the network. * All other addresses may be allocated to hosts on the
network. Of these, the first or the last address is usually allocated to the Internet gateway for
the network.

The routing table contains the kernel’s information on how to send IP packets to their
destinations. Here is a sample routing table printout for a Debian host on a local area network
(LAN) with IP address 192.168.50.x/24. Host 192.168.50.1 (also on the LAN) is a router for the
corporate network 172.20.x.x/16 and host 192.168.50.254 (also on the LAN) is a router for the
Internet at large.

# route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
127.0.0.0  * 255.0.000 U 0 0 2lo

3This system was inflexible and wasted many IP addresses, so today IPv4 networks are allocated with network
address parts of varying length.

“The address of the network can be obtained by bitwise ANDing an address on the network with the net
mask. The broadcast address can be obtained by bitwise ORing the network address with the 1’s complement of
the net mask.
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192.168.50.0 * 255.255.255.0U0 0 0 137 ethO
172.20.0.0  192.168.50.1 255.255.0.0 UG 1 0 7eth0
default 192.168.50.254 0.0.0.0 uG 1 0 36 ethO

e The first line after the heading says that traffic destined for network 127.x.x.x will be
routed through lo, the loopback interface.
e The second line says that traffic destined for hosts on the LAN will be routed through
eth0.
e The third line says that traffic destined for the corporate network will be routed toward
gateway 192.168.50.1 also through eth0.
e The fourth line says that traffic destined for the Internet at large will be routed toward
gateway 192.168.50.254 also through eth0.
IP addresses in the table may also appear as names that are obtained by looking up addresses
in /etc/networks or by using the C Library resolver.

In addition to routing, the kernel can perform network address translation, traffic shaping and
filtering.

See the Net-HOWTO (http://www.tldp.org/HOWTO /Net-HOWTO /index.html) and other
networking HOWTOs (http://www.tldp.org/HOWTO/Networking-Overview-HOWTO.html)

for more background information.

10.2  Low level network configuration

The traditional low level network configuration tools on GNU/Linux systems are the ifconfig and
route programs which come in the net-tools package. These tools have officially been superseded
by ip which comes in the iproute package. The ip program works with Linux 2.2 and higher and
is more capable than the old tools. However, the old tools still work and are more familiar to
many users.

10.2.1 Low level network configuration — ifconfig and route

Here is an illustration of how to change the IP address of interface ethQ from 192.168.0.3 to
192.168.0.111 and to make eth0 the route to network 10.0.0.0 via 192.168.0.1. We begin by
running ifconfig and route without interface arguments in order to display the current status of
all network interfaces and routing.

# ifconfig

eth0 Link encap:Ethernet HWaddr 08:00:46:7A:02:B0
inet addr:192.168.0.3 Bcast:192.168.255.255 Magk:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:23363 errors:0 dropped:0 overruns:0 frame:0
TX packets:21798 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:13479541 (12.8 MiB) TX bytes:20262643 (19.3 MiB)


http://www.tldp.org/HOWTO/Net-HOWTO/index.html
http://www.tldp.org/HOWTO/Networking-Overview-HOWTO.html
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Interrupt:9

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:230172 errors:0 dropped:0 overruns:0 frame:0
TX packets:230172 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:22685256 (21.6 MiB) TX bytes:22685256 (21.6 MiB)

# route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.0.0 * 255.255.0.0 Uu o0 0 0 ethO

default 192.168.0.1 255.255.255.255 UG 0 0  0ethO
First we bring down the interface.

# ifconfig eth0 inet down
# ifconfig
lo Link encap:Local Loopback
.. (no more eth0 entry)
# route
.. (no more routing table entries)

Then we bring it up with the new IP address and new routing.
# ifconfig eth( inet up 192.168.0.111 \
netmask 255.255.255.0 broadcast 192.168.0.255
# route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.0.1 dev eth0

The result:

# ifconfig

ethO Link encap:Ethernet HWaddr 08:00:46:7A:02:B0
inet addr:192.168.0.111 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

# route

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.0.0 * 255.255.255.0 U 0 0 0 ethO

10.0.0.0  192.168.0.1 255.0.0.0 uG o0 0  0ethO
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For more information see ifconfig(8) and route(8).

10.2.2  Low level network configuration — ip

The ip equivalents of the preceding ifconfig and route commands are:

ip link show

® ip route list

¢ ip link set eth() down

¢ ip addr del dev ethO local 192.168.0.3

e ip addr add dev ethO local 192.168.0.111/24 broadcast 192.168.0.255
¢ ip link set ethO up

e ip route add dev eth0 to 10.0.0.0/8 src 192.168.0.111 via 192.168.0.1

The ip program prints its command syntax when run with the argument help. For example, ip
link help prints:

Usage: ip link set DEVICE { up | down | arp { on | off } |
dynamic { on | off } |
multicast { on | off } | txqueuelen PACKETS |
name NEWNAME |
address LLADDR | broadcast LLADDR |
mtu MTU }
ip link show | DEVICE |

See also ip(8).

10.2.3 Configuring a Wi-Fi interface
For Wi-Fi interfaces the iwconfig program which comes in the wireless-tools package is used in
addition to either ifconfig or ip.

See iwconfig(8).

10.2.4 Configuring a PPP interface

If you access the Internet through a modem connected to a dial-up telephone line then the
connection is negotiated using the Point-to-Point Protocol (PPP). Such connections are accessed
as network interface ppp0, pppl, and so on.

A PPP interface is managed by the PPP daemon pppd which comes in the ppp package. Thus,
for the user, configuring a PPP interface means configuring pppd.
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Configuring pppd manually

For a network link to be established, a communication port (usually a serial port) needs to be
opened, commands have to be sent to a communication device (usually a modem), a telephone
number may have to be dialed, identity has to be authenticated to a foreign PPP daemon, a
PPP interface has to be created and then routing tables have to be modified so that traffic can
be sent over the link. pppd can do all of this and consequently has a very long list of operating
options. These options are described in pppd(8).

On a Debian system, global options are set up in /etc/ppp/options. User-specific options are
set up in ~/.ppprc. Options that must depend on the communication port used are stored in
/etc/ppp/options.portname. For example, suppose you have two modems—a built-in Lucent LT
modem accessed through /dev/LT-modem and an external modem accessed through /dev/ttyS0.
Create the following two options files.

# cat > /etc/ppp/options.LT-modem <<EOF

115200

init " /usr/sbin/chat -f /etc/chatscripts/setup-LT-modem"
EOF

# cat > /etc/ppp/options.ttySO0 <<EOF

115200

init " /usr/sbin/chat -f /etc/chatscripts/setup-ttyS0"
EOF

These refer to the following chat scripts. First, /etc/chatscripts/setup-LT-modem.

ABORT ERROR

7 ATZ

OK "ATW2X2 S7=70 S11=55’
OK AT

Second, /etc/chatscripts/setup-ttyS0.

ABORT ERROR

7 ATZ

OK "ATLIM1Q0V1IW2X4&C1&D2 S6=4 S7=70 S11=55 S95=63 S109=1 +FCLASS=0’
OK AT

The contents of these files must depend on your hardware, of course.
Options can also be given to pppd as arguments.

In Debian pppd is usually started using the pon command. When pon is used its first argument
names an options file in /etc/ppp/peers/ which is also read by pppd. ® This is where you set up

This options file is included using the call option.
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options that are specific to a particular peer—for example, a particular Internet Service Provider
(ISP).

Suppose for example you commute between Amsterdam and Den Haag. In each city you have
access to two ISP services—Planet and KPN. First create a basic options file for each ISP.

# cat > /etc/ppp/peers/KPN <<EOF
remotename KPN

noauth

user kpn

noipdefault

ipparam KPN

EOF

# cat > /etc/ppp/peers/Planet <<EOF
remotename Planet

auth

user user3579@planet.nl

noipdefault

mru 1000

mtu 1000

ipparam Planet

EOF

These files set options that differ between the two ISPs. Options common to both ISPs can be
placed in /etc/ppp/options or in one of the interface-specific options files as appropriate.

Now create options files for each ISP in each city. In our example the only difference between
connecting to an ISP in one location versus connecting in another is the chatscript that is
required. (The chatscript is different because the local access telephone number is different. )

# cat > /etc/ppp/peers/KPN-Amsterdam <<EOF

connect " /usr/sbin/chat -v -f /etc/chatscripts/ KPN-Amsterdam"
file /etc/ppp/peers/KPN

EOF

# cat > /etc/ppp/peers/KPN-DenHaag <<EOF

connect " /usr/sbin/chat -v -f /etc/chatscripts/ KPN-DenHaag"
file /etc/ppp/peers/KPN

EOF

# cat > /etc/ppp/peers/Planet-Amsterdam <<EOF

connect " /usr/shin/chat -v -f /etc/chatscripts/Planet-Amsterdam"
file /etc/ppp/peers/Planet

EOF

# cat > /etc/ppp/peers/Planet-DenHaag <<EOF

connect " /usr/sbin/chat -v -f /etc/chatscripts/Planet-DenHaag"
file /etc/ppp/peers/Planet

EOF
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The file directives each include one of the options files shown earlier. The connect directive
specifies the command that pppd uses to make the connection. Normally one uses the chat
program for this, adapting the chatscript to the ISP. Here are the chatscripts for Den Haag; the
chatscripts for Amsterdam might be similar except for the telephone number or they might be
different if the ISP offers service through another company there.

# cat > /etc/chatscripts/KPN-DenHaag <<EOF
ABORT BUSY

ABORT 'NO CARRIER’
ABORT VOICE

ABORT 'NO DIALTONE’
ABORT 'NO DIAL TONE’
ABORT 'NO ANSWER’
ABORT ERROR

OK-AT-OK ATDT 0676012321
CONNECT \d\c

EOF

# cat > /etc/chatscripts/Planet-DenHaag < <EOF
ABORT BUSY

ABORT 'NO CARRIER’
ABORT VOICE

ABORT ’'NO DIALTONE’
ABORT 'NO DIAL TONE’
ABORT 'NO ANSWER’
ABORT ERROR

OK-AT-OK ATDT 0676002505
CONNECT \d\c

EOF

To be able to connect to these ISPs you need client names and passwords that pppd can supply
to the peer on demand. This information is stored either in /etc/ppp/pap-secrets (if the PAP
protocol is used) or in /etc/ppp/chap-secrets (if the CHAP protocol is used). Although CHAP
is more secure, PAP is still more widely used. Because these files contain secrets, group and
world should not have permission to read or write them. The format of these files is explained
in pppd(8). A "secret* (third field) is looked up in the file by finding the client name (first field)
and/or the server name (second field). When connecting to an ISP one generally doesn’t know
the server name, so one supplies a client name instead; this was done on the user lines in peers
/KPN and peers/Planet above.

# client name server name secret
kpn * kpn
user3579@planet.nl * myfavoritepet

See /usr/share/doc/ppp/README.Debian.gz for more information.
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Configuring pppd using pppconfig

A quick way to configure pppd is to use the pppconfig program which comes in the package of
the same name. pppconfig sets up files like those above after asking the user questions through
a menu interface.

Configuring a PPP interface using wvdial

A different approach to using pppd is to run it from wvdial which comes in the wvdial package.
Instead of pppd running chat to dial in and negotiate the connection, wvdial does the dialing
and initial negotiating and then starts pppd to do the rest. Given only phone number, username,
and password wvdial succeeds in making the connection in most cases.

10.3 Naming the computer

10.3.1 Hostname

A Debian system sometimes needs to identify itself by name. For this purpose a hostname is
maintained by the kernel.

The initscript /etc/init.d/hostname.sh sets the hostname at boot time (using the hostname
command) to the name stored in /etc/hostname. This file should contain only the hostname,
not a fully qualified domain name.

To print out the current hostname run hostname without an argument.

10.3.2 Mailname

The mailname of a host is the name that mail-related programs use to identify the host. The
file /etc/mailname contains of this name followed by a newline. The mailname is usually one of
the host’s fully qualified domain names. See mailname(5).

What the recipient of e-mail sees in the From: header of mail sent by your Debian host depends
on how Mail User Agents (MUA) and Mail Transfer Agents (MTA) are configured. Suppose
a local user foo sends a mail from a host with mailname myhost.dom. The From: header of
outgoing e-mail will be:

¢ "From: foo@myhost.dom* if the MUA has no From: header set;

¢ "From: bar@myhost.dom* if the MUA has "From: bar“ set;

¢ "From: bar@bogus.dom® if the MUA has "From: bar@bogus.dom® set.
Even when the MUA has a From: header set the MTA may add a ”Sender:foo@herman.dom*
header to indicate its true origin.

Of course when any involved MTA performs address rewriting as discussed in ‘Setting up a
catchall for nonexistent email addresses under Exim’ na crp. 164 and ‘Configuring selective
address rewriting for outgoing mail under Exim’ ma ctp. 165, the e-mail address seen by the
recipient can be changed to anything.
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10.4 Domain Name Service (DNS)

Hosts are referred to by domain name as well as by IP address. DNS is a client-server system in
which name resolvers consult nameservers in order to associate domain names with TP addresses
and other properties of hosts. The GNU C Library resolver(3) can also look up IP addresses in
files or consult Network Information Services (NIS).

To see what domain name is associated with the local host, use the hostname —fgdn command.

This prints out the first fully qualified domain name that the resolver finds for the local hostname.
6

10.4.1 The resolver

The job of finding out what IP addresses are associated with a particular domain name is the
job of a resolver. The most commonly used resolver is the set of functions that go by that
name (resolver(3)) in the GNU C Library. Another is the FireDNS resolver which comes in the
libfiredns package.

How the LIBC resolver resolves names is governed by the hosts line in the /etc/nsswitch.conf
configuration file. This line lists the services that should be used to resolve a name: e.g., dns,
files, nis, nisplus. © See nsswitch.conf(5). Insofar as the files service is used, the behavior of the
resolver is also governed by the /etc/hosts configuration file. See hosts(5).

All of the above files are static and can be edited with your favorite editor.

Insofar as the dns service is used, the behavior of the resolver is also governed by the /etc
/resolv.conf configuration file. See resolv.conf(5). One of the important functions of resolv.conf
is to list the [P addresses of nameservers that will be contacted to resolve the name. This list
often has to depend upon the network environment and the network environment may change
from time to time while your computer is running. Programs such as pppd and dhclient are
able to manipulate resolv.conf to add and remove lines, but these features do not always work
properly and they conflict with one another. The resolvconf package solves the problem better
by providing a standard framework for updating this file. See ‘Managing nameserver information
— resolvconf’ na ctp. 186.

10.4.2 Managing nameserver information — resolvconf

The resolvconf package provides a framework for dynamic management of information about
available nameservers. It solves the long standing problem of how to maintain dynamic lists of
nameservers for the resolver and DNS caches to use. Resolvconf sets itself up as the intermediary
between programs that control network interfaces and supply nameserver information, and
applications that need nameserver information.

STechnically, it is the FQDN returned by gethostbyname(2) for the hostname returned by gethostname(2).

"How the resolver resolves names is also alleged to be governed by the /etc/host.conf configuration file. The
order line in this file lists the methods that should be used to resolve a name: e.g., bind, hosts, nis. See host.conf(5).
I believe that this line has been superseded by the hosts line in nsswitch.conf but I am not sure.
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resolvconf is designed to work without any manual configuration needing to be done. However,
the package is quite new and may require some manual intervention to get it to work properly.
This is certainly true if you have ever customized packages so that they update /etc/resolv.conf:
you will need to disable your customizations. See /usr/share/doc/resolveonf/ README.gz for
details.

10.4.3 Caching looked-up names — nscd, dnsmasq, pdnsd, bind9

If your nameserver is slow to respond then you may want to use nscd to cache the results of
things that are looked up using the libc6 resolver.

If you want to cache results for other hosts on your local network then you may want to run a
caching forwarding nameserver such as dnsmasq or pdnsd.

If you wish you can also use bind9’s named as a caching forwarding nameserver. It is a heavy
program, though, so unless you need its advanced features you are better off with one of the
packages mentioned earlier.

All of these packages work well with resolvconf.

10.4.4 Providing Domain Name Service — bind

If you need to provide authoritative name service for a domain then you need a fully fledged
nameserver such as named which comes in the bind9 package.

If you install bind9 you should also install dnsutils. You may also want to install these
utility packages: bind9-host; dns-browse; dnscvsutil; nslint. You may also want to install this
documentation package: bind9-doc. You may also want to install these development packages:
libbind-dev; libnet-dns-perl. If you configure interfaces using DHCP then you may find this
package useful: dhcp-dns.

Install bind9 or dpkg-reconfigure it to do the basic set-up. Configuration consists of editing
named.conf. In Debian this file is found in /etc/bind/ and is used mainly to define the basic
DNS zones; it includes two other files: named.conf.local, used for defining local zones, and
named.conf.options, used for setting options. (The latter is processed by resolvconf to produce
/var/run/bind /named.options which is the same as the original except that the forwarders
specification is a list of the currently available non-local nameservers. To make use of this,
change the include line in named.conf so that it includes /var/run/bind/named.options. See
‘Managing nameserver information — resolvconf’ na crp. 186.)

Database files named in named.conf* without a full pathname will be stored in /var/cache/bind
/. This is the right place to store files generated by named: for example, database files for zones
for which the daemon is secondary. Static database files in /etc/bind/ are and must be referred
to in named.conf by their full path names. See /usr/share/doc/bind9/README . Debian.gz for
details.


/usr/share/doc/resolvconf/README.gz
/usr/share/doc/bind9/README.Debian.gz

Fnasa 10. Network configuration 188

10.5 Configuring network interfaces using DHCP

Low-level configuration of network interfaces can be automated by means of the Dynamic Host
Configuration Protocol (DHCP). Your firewall or router box or your broadband ISP may furnish
IP addresses and other parameters this way.

To make this work you must install one of the following packages:
e dhcp3-client (version 3, Internet Software Consortium)
e dhcped (Yoichi Hariguchi and Sergei Viznyuk)
e pump (Red Hat)
pump is simple and widely used. dhcp3-client is complex but more configurable.

10.6 High level network configuration in Debian

In order to make network configuration easier Debian provides a standard high level network
configuration tool consisting of the ifup and ifdown programs and the /etc/network/interfaces
file. ¥ If you choose to use ifupdown to do your network configuration then normally you should
not use low-level commands too. 'Y The ifupdown program was written with the intent that it
alone be used to configure and deconfigure network interfaces.

To update interface configuration do this:

# ifdown ethO
# editor /etc/network/interfaces # tweak as you wish
# ifup ethO

For more information see interfaces(5), /usr/share/doc/ifupdown/examples/network-interfaces.
gz, and ifup(8).

10.6.1 Configuring an interface with a static IP address

Suppose you want to configure an Ethernet interface such that it has a fixed IP address of
192.168.0.111. This address begins with 192.168.0 so it must be on a LAN. Suppose further that
192.168.0.1 is the address of the LAN’s gateway to the Internet. Edit /etc/network/interfaces
so that it includes a stanza like this:

8As of April 2004 there is also a dhcp-client package available. This contains version 2 of the ISC DHCP
Client. This has been superseded by version 3 which is currently packaged as dhcp3-client. The maintainers plan
to rename dhcp3-client to dhep-client after the release of Sarge. Make sure you do not have the experimental
versions of dhcp-client installed. ifupdown does not work with them.

°The /etc/network/interfaces file format for current versions of ifupdown is slightly incompatible with the
file format for earlier Potato versions of the package. The ifupdown post-installation script should upgrade the
file automatically if necessary. However, it is a good idea to check over the converted file.

10T his means also that you should not use other high level configuration tools such as whereami that call low
level configuration tools.


/usr/share/doc/ifupdown/examples/network-interfaces.gz
/usr/share/doc/ifupdown/examples/network-interfaces.gz
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iface eth( inet static
address 192.168.0.111
netmask 255.255.255.0
gateway 192.168.0.1

You can configure other aspects of the interface or perform other actions after the interface is
brought up or before it is brought down by specifying appropriate commands on "up“ and "down*
lines.

iface ethO inet static
address 192.168.0.111
netmask 255.255.255.0
gateway 192.168.0.1
up route add -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.0.2 dev $IFACE
down route del -net 10.0.0.0 netmask 255.0.0.0 gw 192.168.0.2 dev $IFACE
up echo Interface $IFACE going up | /usr/bin/logger -t ifup
down echo Interface $IFACE Going down | /usr/bin/logger -t ifdown

Alternatively, commands can be inserted into scripts in the /etc/network/if-up.d and /etc
/network /if-down.d directories. Such scripts can also implement extended options. See
interfaces(5) for details. For example, the resolvconf package includes scripts that allow you
to add options specifying DNS information to be included in /etc/resolv.conf while the interface
is up:

iface ethQ inet static
address 192.168.0.111
netmask 255.255.255.0
gateway 192.168.0.1
dns-search somedomain.org
dns-nameservers 195.238.2.21 195.238.2.22

The argument somedomain.org of the dns-search option corresponds to the argument of a search
option in resolv.conf(5). The arguments 195.238.2.21 and 195.238.2.22 of the dns-nameservers

option correspond to the arguments of nameserver options. Other recognized options are dns-
domain and dns-sortlist. See ‘Managing nameserver information — resolvconf’ na ctp. 186.

10.6.2 Configuring an interface using DHCP

To configure an interface using DHCP edit /etc/network/interfaces so that it includes a stanza
like this:

iface eth( inet dhcp

In order for this to work you must have installed one of the DHCP clients mentioned in
‘Configuring network interfaces using DHCP’ ua ctp. 188.
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10.6.3 Configuring a Wi-Fi interface

The wireless-tools package includes a hook script /etc/network /if-pre-up.d/wireless-tools which
makes it possible to configure Wi-Fi (802.11a/b/g) hardware before the interface is brought up.
Configuration is done using the iwconfig program; see iwconfig(8). For each possible command
parameter of iwconfig you can include an option in /etc/network/interfaces named like that
parameter with a “wireless-“ prefix. For example, to set the ESSID of eth0 to myessid and
the encryption key to 123456789¢ prior to bringing eth0O up using DHCP, edit /etc/network
/interfaces so that it includes a stanza like this:

iface ethO inet dhcp
wireless-essid myessid
wireless-key 123456789

Note that you should not use this method of setting the ESSID and key if you are running
waproamd for this interface. By the time ifup is run waproamd has already set the ESSID and
key. See ‘Triggering network configuration — waproamd’ ma crp. 198.

10.6.4 Configuring a PPP interface
The ifup and ifdown programs use pon and poff to add and remove PPP interfaces so first read
‘Configuring a PPP interface’ ma crp. 181.

Suppose you have set up PPP to work with peer myisp. Edit /etc/network/interfaces so that it
includes a stanza like this:

iface ppp0 inet ppp
provider myisp

With this stanza in place, ifup ppp0 does
pon myisp

Unfortunately it is currently not possible to provide additional pppd options in a ppp stanza in
/etc/network /interfaces. !

It is currently not possible to use ifupdown to perform auxiliary configuration of PPP interfaces.
Because pon exits before pppd has finished making the connection, ifup runs up scripts before
the PPP interface is ready for use. Until this bug '? is fixed it remains necessary to do auxiliary

configuration in /etc/ppp/ip-up or /etc/ppp/ip-up.d/.

See bug #196877 (http://bugs.debian.org/196877).
12See bug #127786 (http://bugs.debian.org/127786).


http://bugs.debian.org/196877
http://bugs.debian.org/127786
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10.6.5 Configuring a PPPoE interface

Many broadband Internet Service Providers (ISPs) use PPP to negotiate connections even
though customer machines are connected to them through Ethernet and/or ATM networks.
This is accomplished by means of PPP over Ethernet (PPPoE) which is a technique for the
encapsulation of PPP streams inside of Ethernet frames. Suppose your ISP is called myisp. First
configure PPP and PPPoE for peer myisp. The easiest way to do this is to install the pppoeconf
package and to run pppoeconf from the console. Then edit /etc/network/interfaces so that it
includes a stanza like this:

iface eth( inet ppp
provider myisp

There are sometimes Maximum Transmit Unit (MTU) issues with PPPoE over Digital Subscriber
Line (DSL). See DSL-HOWTO (http://www.tldp.org/ HOWTO/DSL-HOWTO/) for details.

Note that if your broadband modem contains a router then the modem/router handles the
PPPoE connection itself and appears on the LAN side as a simple Ethernet gateway to the
Internet.

10.6.6 Configuring multiple Ethernet interfaces for a gateway

Suppose eth( is connected to the Internet with a DHCP-configured IP address and ethl is
connected to the LAN with static IP address 192.168.1.1. Edit /etc/network/interfaces so that
it includes stanzas like these:

iface eth( inet dhcp

iface ethl inet static
address 192.168.1.1
netmask 255.255.255.0

If you activate NAT on this host as described in ‘Building a gateway router’ ma ctp. 201 then
you can share the Internet connection with all the hosts on the LAN.

10.6.7 Configuring virtual interfaces

Using virtual interfaces you can configure a single Ethernet card to be an interface to several
IP subnetworks. For example, suppose your host is on LAN network 192.168.0.x/24. You want
to connect the host to the Internet using a public IP address provided via DHCP using your
existing Ethernet card. Edit /etc/network/interfaces so that it includes stanzas like these:

iface eth0 inet static


http://www.tldp.org/HOWTO/DSL-HOWTO/
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address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
broadcast 192.168.0.255

iface eth0:0 inet dhcp

The interface eth0:0 is a virtual interface. When it is brought up, so will its parent eth0.

10.7 Network configuration using logical interface definitions

In the following it will be important for the reader to understand the difference between a
physical interface and a logical interface. * A physical interface is what we have been calling
“the interface”, the thing that the kernel names eth0, ethl, ppp0, or what have you. A logical
interface is a set of values that can be assigned to the variable parameters of a physical interface.
If you find that confusing, replace the expression "configured as logical interface X“ with the
expression “configured with interface profile X* as you read.

The iface definitions in /etc/network/interfaces are actually definitions of logical interfaces, not
of physical interfaces. '* If you never want to reconfigure your interfaces then you can ignore
this fact since the physical interface foo will by default be configured as logical interface foo.

However, suppose your computer is a laptop that you transport between home and work. When
you connect the computer to the corporate network or to your home LAN you need to configure
eth0 accordingly.

First define two logical interfaces home and work (instead of ethO as we did earlier) which
describe how the interface should be configured for the home network and the work network,
respectively.

iface home inet static
address 192.168.0.123
netmask 255.255.255.0
gateway 192.168.0.1

iface work inet static
address 81.201.3.123
netmask 255.255.0.0
gateway 81.201.1.1

Then physical interface ethQ can be brought up for the home network with the appropriate
configuration by specifying it on the command line:

13This terminology is used in the ifupdown documentation.
!4Note that the interfaces named on auto lines must be physical interfaces, not logical interfaces.
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# ifup ethO=home
To reconfigure eth0 for the work network issue the commands:

# ifdown ethO
# ifup ethO=work

Note that with the interfaces file written as above it will no longer be possible to bring up eth0
by doing ifup eth(0 alone. The reason is that ifup uses the physical interface name as the default
logical interface name and now in our example no eth( logical interface is defined.

10.8 Magic network configuration

Interface names can be "mapped” to other names when ifup runs. How names are mapped can
be made to depend on circumstances. Thus ifup can be so configured that it brings up a given
physical interface as the appropriate logical interface among a set of predefined alternatives.

Logical interface name mapping occurs as follows:

¢ If no logical interface name is given on the ifup command line then the physical interface
name is used as the initial logical interface name.

o If the logical interface name matches the glob-pattern of a mapping stanza then that
mapping is applied to generate a new logical interface name. This is done for each mapping
stanza in turn.

e If the final logical interface name is the label of a logical interface definition in /etc/network
/interfaces then the physical interface is brought up as that logical interface. Otherwise
ifup prints a message that it is "Ignoring unknown interface and exits.

The syntax of a mapping stanza is:

mapping glob-pattern
script script-name
[map script input]

The script named in the mapping stanza is always run with the physical interface name as its
argument and with the contents of all following "map® lines in the stanza (without the word
"map® itself) provided to it on its standard input. The script prints the result of the mapping
on its standard output before exiting.

For example, the following mapping stanza will cause ifup to bring up interface eth0 as the home
logical interface.

mapping eth(
script /usr/local /sbin/echo-home

where /usr/local/sbin/echo-home is:
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#!/bin/sh

echo home

Because mapping is done with a script it is possible to select the logical interface automatically
— based on some sort of test. See ‘Logical interface selection using guessnet’ na ctp. 194 for an
example of this.

10.8.1 Logical interface selection using guessnet

Install guessnet and then add a stanza like the following to /etc/network/interfaces:

mapping eth0
script guessnet-ifupdown
map home
map work

Now when you ifup eth0, guessnet will check whether ethO can be brought up as home or work.
To do this it uses information stored in the logical interface definitions.

10.8.2 Automatic network configuration using laptop-net

The laptop-net package takes a different approach to automagic network reconfiguration. Laptop-
net does not make use of ifupdown’s logical interfaces but instead has its own system of
configuration "schemes“ and system ”profiles“. Laptop-net still uses ifup and ifdown to configure
physical interfaces, though. For more information consult the well written documentation in
laptop-net-doc.

10.9 Dealing with inconsistent naming of interfaces by the kernel

The names eth0, ethl, etc. are assigned by the kernel in the order that the kernel creates the
interfaces that go by those names. While adapters that are detected at boot time are usually
detected in the same order every time, and are therefore assigned the same names every time,
the same is not true of adapters that are hot plugged. These can be detected in any order and
end up getting assigned different names by the kernel on different occasions.

Because of this fact, on a system into which network adapters are hot plugged it won’t always
do to define logical interfaces in /etc/network /interfaces with names eth0, ethl, etc., and to rely
on the default mapping. Instead you must give distinct names to the logical interfaces and use
one of the following two methods to restrict which logical interfaces can be assigned to which
adapters.

One method is to use either the nameif utility (in the net-tools package) or the more flexible
ifrename utility (in the ifrename package) to make the kernel assign names to interfaces according
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to properties of the underlying adapters. With this naming scheme in effect, the physical interface
name can be used to infer which adapter underlies it.

Another method is to use ifup’s mapping mechanism in such a way that a logical interface is
chosen for a physical interface being brought up according to some property of the adapter that
underlies it.

Suppose, for example, you have two different network adapters which you use with networks net1
and net2, respectively. The /usr/share/doc/ifupdown/examples/ directory contains a mapping
script that can be used to select a logical interface based on the Media Access Controller address
(MAC address) of the adapter. First install the script to an appropriate directory.

# install -m770 /usr/share/doc/ifupdown/examples/get-mac-address.sh \
Jusr/local /shin/

Then add a stanza like the following to /etc/network /interfaces:

mapping eth0
script /usr/local/sbin/get-mac-address.sh
map 02:23:45:3C:45:3C netl
map 00:A3:03:63:26:93 net2

See ‘Multi-stage mapping’ wa crp. 199 for a more complex example.

In applying either method the property that is most commonly used to identify the adapter is
the MAC address.

10.10 Triggering network configuration

We have seen how interfaces can be configured or reconfigured. This needs to be done at
appropriate times.

Traditionally the network was configured during the boot sequence via the /etc/rcS.d
/S40networking initscript and was rarely reconfigured. Services that depended on networking
were started later in the boot sequence. On shutdown or reboot the initscripts were run in the
opposite order.

Currently, however, there is a trend in GNU and Linux toward supporting hardware and
circumstances that change dynamically. First support was added for hot swappable PCMCIA
cards; more recently the hotplug mechanism has been added so that many more peripherals
can be swapped in and out while the computer is running. This includes networking hardware.
Note that services that depend on hardware that is hot swapped must only be started after the
hardware is inserted and must be stopped when the hardware is removed. This means that such
services must be removed from the control of the System V init system and put under the control
of ifupdown instead.

For example, suppose service foo controlled by initscript /etc/init.d /foo depends on dynamically
reconfigured network interface eth0.
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e First remove foo from the control of the init system. If you are using the sysv-rc init system
then do the following. '
# rm /etc/rc[2345].d/S??foo
e Then put foo under the control of ifupdown by adding up and down options to the eth0
stanza in /etc/network/interfaces which contain calls to the foo initscript:
iface eth0 inet dhcp
up /etc/init.d/foo start
down /etc/init.d/foo stop

10.10.1 Triggering network configuration at boot time

On boot the /etc/rcS.d/S40networking init script runs the command ifup -a. This brings up all
physical interfaces listed in auto stanzas in /etc/network/interfaces.

These days it is often better to handle network configuration using dynamic methods. Once
mechanisms for supporting dynamically changing hardware are in place it becomes simplest to
treat static hardware as if it were dynamic too. Booting can then be treated as just another
hotplug event. (See ‘Triggering network configuration — hotplug’ ua ctp. 196.)

However, in almost all cases one wants at least the loopback interface lo to be brought up on
boot. Therefore, make sure that /etc/network/interfaces includes the following stanzas.

auto lo

iface lo inet loopback

You can list additional physical interface names in auto stanzas if you want them to be brought
up on boot too. Never list PCMCIA interfaces in auto stanzas. The PCMCIA cardmgr is started
later in the boot sequence than when /etc/rcS.d/S40networking runs.

10.10.2 Triggering network configuration — hotplug

For hot-plug support install the hotplug package.

Networking hardware can be hot plugged either at boot time or after a card (e.g., a PCMCIA
card) is inserted into the machine or after a utility such as discover runs and loads necessary
driver modules.

When the kernel detects new hardware it initializes the driver for the hardware and then runs the
hotplug program to configure it. Later if the hardware is removed then the kernel runs hotplug
again with different environment variable settings. In Debian, when hotplug is called it runs
scripts in /etc/hotplug/ and /etc/hotplug.d/. See hotplug(8) for details.

5Note that this leaves the "stop“ links (/etc/rc?.d/K??foo) behind. See ‘Yposuu Buimonmenus’ #a crp. 22 for
more information.
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Newly inserted network hardware is configured by the script /etc/hotplug/net.agent. ' Suppose
your PCMCIA network card has been inserted resulting in interface ethO becoming available for
use. /etc/hotplug/net.agent does the following !7 :

ifup ethO=hotplug

Unless you have added a logical interface definition or mapping named hotplug to /etc/network
/interfaces, this command will do nothing. To make it so that the command will configure eth0,
add the following stanza to /etc/network /interfaces:

mapping hotplug
script echo

As explained in ‘Network configuration using logical interface definitions’ na crp. 192 this will
map the command shown above so that it is equivalent to the following:

ifup eth0=eth0

(Do not include a mapping stanza like this if you are using ifplugd or waproamd instances started
by hotplug to control the interface.)

If you want only eth(O and no other interfaces to be brought up on hot plug then use grep instead
of echo as follows:

mapping hotplug
script grep
map eth(

See ‘Magic network configuration’ ua crp. 193 and /usr/share/doc/hotplug/README.Debian
for more tips.

10.10.3 Triggering network configuration — ifplugd

The ifplugd daemon brings an interface up or down according to whether or not its underlying
hardware is plugged in to a network. The program can detect a live cable connected to an
Ethernet interface or an access point associated to a Wi-Fi interface (although waproamd is
probably what you want to use in the latter case). When ifplugd sees that the state of the link
has changed it runs a proxy script which by default calls ifup or ifdown.

15Tt may also be configured by any hook scripts that have been installed in /etc/hotplug.d/net/. The ifplugd
and waproamd packages install hook scripts there, for example.

17 As of version 0.0.20040329-4 or so, hotplug can optionally be put into modes wherein it behaves differently
from how it is described here as behaving. One such mode is so-called "all“ mode wherein hotplug brings up all
hot plugged interfaces. The other such mode is so-called "auto” mode wherein hotplug brings up interfaces only
if they are listed on auto lines in /etc/network/interfaces. In these alternative modes ifup is invoked without the
=hotplug suffix.


/usr/share/doc/hotplug/README.Debian
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10.10.4 Triggering network configuration — waproamd

The waproamd daemon is just like ifplugd except that it is designed to be used with Wi-Fi
cards. It actively scans for access points to which the Wi-Fi hardware is able to associate. When
association is achieved, waproamd runs ifup.

If you are using waproamd then in general you configure the Wi-Fi card via waproamd and not
via wireless-* options in /etc/network/interfaces.

10.10.5 Network configuration and PCMCTA

There are several possible approaches to configuring PCMCTA network interfaces (for 2.4 and
2.6 kernels).
e For 32 bit PCI (CardBus) PCMCIA network cards:
— ifupdown controlled by hotplug
+ In Woody and Sarge you must locally enable hotplug’s control of ifupdown by
adding a mapping stanza to /etc/network/interfaces as described in ‘“ITriggering
network configuration — hotplug’ na ctp. 196.
e For 16 bit ISA PCMCIA network cards:
— ifupdown controlled by hotplug with pcmcia-cs confined to loading modules
* recommended
* In Woody and Sarge you must locally disable pcmcia-cs’s default behavior of
controlling ifupdown by adding the line exit 0 to the beginning of /etc/pcmcia
/network. Also, you must locally enable hotplug’s control of ifupdown by adding
a mapping stanza to /etc/network/interfaces as described in ‘Triggering network
configuration — hotplug’ ma crp. 196.
— ifupdown controlled by pcmcia-cs via the default /etc/pcmcia/network
* deprecated but still the default for Woody and Sarge
— low level tools controlled by pcmcia-cs via special code in /etc/pemceia/network
* deprecated
+ In Woody and Sarge the special code is enabled by editing /etc/pcmcia
/network.opts

The recommended approach for 16 bit cards takes advantage of the fact that the Linux 2.4
hotplug subsystem now supports PCMCIA. '®

PCMCIA network cards are hot pluggable. Accordingly, any services that require networking
through a PCMCIA card should be so configured that they get started on card insertion and get
stopped on card removal. This is usually accomplished by arranging for the service to start on
ifup and stop on ifdown. Some people, however, choose to confine themselves to cold plugging

'8Tn past releases of Debian the standard way to configure PCMCIA network cards was through the cardmgr
hook scripts /etc/pcmcia/network and /etc/pcmcia/network.opts. These hook scripts were developed in the era
before Linux acquired a more general purpose hot plug capability. Some people still use the Debian Woody scripts
in their default state wherein they simply call ifup after the interface is added and ifdown when the interface is
removed. As noted above, it is now recommended to use hotplug to do this. Others still use the special system
of calling low level network configuration commands that gets activated when certain variables in /etc/pcmcia
/network.opts are set to "y“. This system has several problems. It is afflicted by race conditions; it only works for
16 bit PCMCIA cards; it does what is better left to ifupdown to do. Consequently it is deprecated.



Fnasa 10. Network configuration 199

their PCMCIA network card: they insert the card before booting the system and they start
services that require networking through the card in the boot sequence. If you are such a person
then in order to ensure that the card is fully configured before the services are started you should
do the following:

e Set CARDMGR_OPTS="-f* in /etc/default/pcmcia in order to force cardmgr to run in

the foreground.

® Rename /etc/rc?.d/S20pcmcia to something like /etc/rc?.d/S12pcmecia.

This hack only works for 16 bit PCMCIA cards.

Note that pemcia-cs is still needed if you use 16 bit PCMCIA cards. The cardmgr daemon that
the package contains is responsible for managing the sockets and loading driver modules. We
just don’t want it to call network configuration programs via /etc/pcmecia/network.

In order for cardmgr to work properly you may need to edit /etc/pcemecia/config.opts in order
to configure resources assigned to 16 bit PCMCIA cards. See ‘PCMCIA’ ma ctp. 103 and the
Linux PCMCIA HOWTO (http://www.tldp.org/HOWTO/PCMCIA-HOWTO . html) for more

information.

10.11  Multi-stage mapping

Suppose your network adapters are hotplugged and you enable automatic configuration as
described in ‘Triggering network configuration — hotplug’ #a c¢rp. 196. Suppose further that you
need to map logical interfaces to "physical” interfaces depending both on the adapter underlying
the physical interface (as described in ‘Dealing with inconsistent naming of interfaces by the
kernel” ma ctp. 194) and on the network connected to the interface (as described, for example, in
‘Logical interface selection using guessnet’ ma crp. 194). You can accomplish this with multi-stage

mapping.

The first mapping stage takes the hotplug group name and outputs the kernel-assigned interface
name if the interface is to be hot plugged. The second mapping stage takes a kernel-assigned
interface name and outputs an adapter name. The third mapping stage maps adapter names to
logical interface names based on the network environment.

# Allow hotplug to bring up interfaces
mapping hotplug
script echo

# Determine whether interface is wired or Wi-Fi
mapping eth?
script /usr/local /sbin/get-mac-address.sh
map 02:23:45:3C:45:3C wired
map 00:A3:03:63:26:93 wifi

# Detect which wired network is available
mapping wired
script guessnet-ifupdown


http://www.tldp.org/HOWTO/PCMCIA-HOWTO.html

Fnasa 10. Network configuration 200

map work-wired
map home

# Detect which Wi-Fi network is available
mapping wifi

script ifscout

map starbucks

map work-wireless

iface work-wired inet static

10.12 Network service configuration

Typical network service configuration on the desktop or home server environment involves:
e The Internet super-server and TCP /TP daemon wrapper, see ‘Restricting access to services’
Ha cTp. 139.
— /etc/inetd.conf
e gsh: OpenSSH secure shell, see ‘SSH’ wa cTp. 159.
— Jetc/ssh/ssh_config
— Jetc/ssh/sshd_config
® exim: mail transport agent, see ‘Mailname’ na ctp. 185 and ‘Mail transport agents (MTAs)’
Ha cTp. 163.
— Jetc/exim /exim.conf
— /etc/mailname
— /etc/aliases
— /etc/email-addresses
e fetchmail: daemon to fetch mail from a POP3 account, see ‘Fetching mail — Fetchmail’ na
cTp. 165.
— Jetc/fetchmailre
e procmail: local mail delivery and filter program, see ‘Processing mail — Procmail” ma ctp.
166.
— 7 /.procmailrc
e Hostname and DNS (proxy, cache, ...), see ‘Hostname’ na ctp. 185 and ‘Domain Name
Service (DNS)’ na crp. 186.
— Jetc/host.conf
— /etc/hostname
— Jetc/hosts
— /etc/hosts.allow
— /etc/hosts.deny
— /etc/resolv.conf
— /etc/bind /named.conf (edit)
— Jetc/bind/db.lan (add for LAN hosts)
— Jetc/bind/db.192.168.0 (add for LAN reverse)
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¢ DHCP, see ‘Configuring network interfaces using DHCP’ na ctp. 188.
— Jetc/dhep3/dhclient.conf (DHCP client side)
— Jetc/default/dhcp3-server (DHCP server side)
— Jetc/dhep3/dhepd.conf (DHCP server side)
e cvs: concurrent versions system, see ‘Concurrent Versions System (CVS)’ ma ctp. 213.
— Jetc/cvs-cron.conf
— Jetc/cvs-pserver.conf
e nfs-kernel-server: network file system, see ‘Kondurypanus NFS’ na crp. 40. (for unix-like
systems)
— /etc/exports
e samba: network file and printer share for Windows, see ‘Hactpoiika Samba’ na ctp. 41 and
‘Samba’ ma cTp. 133.
— /etc/samba/smb.conf
e Printer daemon system, see ‘Hacrpoiika npunrepa’ Ha cTp. 41.
— Jete/printcap (for lpr)
e apache and apache2: web server.
— Jetc/apache/*
— /etc/apache2/*
® squid: web proxy cache server.
— Jetc/squid /*

10.13 Network troubleshooting

If you encounter problems then check the output of the following as the first reality check:

# ifconfig

# cat /proc/pci
# cat /proc/interrupts

# dmesg | more

Also see the sections following ‘Network testing basics’ ®a cTp. 129.

If you have problems with certain websites, see ‘Crpannbie TpobJeMbl JOCTYIIA HA HEKOTOPHIE
web-caiiTer’ Ha cTp. 45.

10.14 Building a gateway router

A Debian host can be an all-purpose gateway machine that does Network Address Translation
(NAT, also known as masquerading), mail transfer, DHCP, DNS caching, HT'TP proxy caching,
CVS service, NFS serving, and Samba serving. See ‘Xocrer u [P-ajpeca jia ucnoib3oBanus B
JOKaILHBIX cersax’ Ha cTp. 31 for the example of such set up.
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10.14.1 Netfilter configuration

The netfilter/iptables project is a firewalling subsystem for Linux 2.4 and after. See Netfilter
(http://www.netfilter.org/), where many network configuration issues are explained.

Basics of netfilter

Netfilter process packets use five built-in chains: PREROUTING, INPUT, FORWARD,
OUTPUT, and POSTROUTING.

routing

decision
IN - > PRE ---> - > FORWARD ----- > ----> POST ----- > OUT
interface ROUTING \ filter / ROUTING  interface

DNAT | tracking ~ ° SNAT
REDIRECT | | MASQUERADE
v |
INPUT OUTPUT
| filter " filter, DNAT
v |

\--> Local Process --/
user-space programs

Netfilter table

Packets are processed at each built-in chain using the following tables.
e filter (packet filter, default)
— INPUT (for packets coming into the box itself)
— FORWARD (for packets being routed through the box)
— OUTPUT (for locally generated packets).
® nat (network address translation )
— PREROUTING (for altering packets as soon as they come in)
— OUTPUT (for altering locally generated packets before routing)
~ POSTROUTING (for altering packets as they are about to go out)
e mangle (network address mangling, good only after 2.4.18)
— all five built-in chains.

Netfilter target

Firewall rules have several targets:
e four basic targets:
— ACCEPT means to let the packet through.
— DROP means to drop the packet.
—~ QUEUE means to pass the packet to userspace (if supported by the kernel).


http://www.netfilter.org/
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RETURN means stop traversing this chain and resume at the next rule in the previous
(calling) chain.

* extended targets:

LOG turns on kernel logging.
REJECT sends back an error packet and drops the packet.
SNAT alters the source address of the packet and is used only in the POSTROUTING
chain. (nat table only)
--to-source ipaddr[-ipaddr]|[:port-port]
MASQUERADE is the same as SNAT but for dynamically assigned TP (dialup)
connections. (nat table only)
--to-ports port[-port]
DNAT alters the destination address of the packet and is used in the PREROUTING
and OUTPUT chains, and user-defined chains which are only called from those chains.
(nat table only)
--to-destination ipaddr|[-ipaddr]||:port-port|
REDIRECT alters the destination IP address to send the packet to the machine itself.
--to-ports port|-port]

Netfilter commands

The basic commands of iptables are:

iptables -N chain # create a chain

iptables -A chain \ # add rule to chain
-t table \ # use table (filter, nat, mangle)
-p protocol \ #£ tcp, udp, icmp, or all,

-s source-address|/mask| \

--sport port|:port] \ # source port if -p is tcp or udp

-d destination-address|/mask]| \

--dport port[:port| \ # dest. port if -p is tep or udp

-j target \ # what to do if match

-1 in-interface-name \  # for INPUT, FORWARD, PREROUTING

-0 out-interface-name # for FORWARD, OUTPUT, POSTROUTING

Network Address Translation

Machines on a LAN can access Internet resources through a gateway that translates IP address
on the LAN to IP addresses usable on the Internet.

# apt-get install ipmasq

Apply example rules to strengthen the ipmasq protection. See /usr/share/doc/ipmasq/
examples/stronger/ README. For Debian kernel-image-2.4 under woody, make sure to load


/usr/share/doc/ipmasq/examples/stronger/README
/usr/share/doc/ipmasq/examples/stronger/README
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the proper modules. Sarge version of ipmasq fixed this issue. See ‘Network function’ na crp. 104
for configuration instructions.

For Debian kernel-image-2.2, edit Z92timeouts.rul in /etc/masq/rules as follows to ensure a
longer connection to remote sites (good for large emails, etc.):

# tep, tep-fin, udp

# 2hr, 10 sec, 160 sec - default

# 1 day, 10 min, 10 min - longer example
$IPCHAINS -M -S 86400 600 600

Also, if the network is accessed through a PCMCIA NIC, ipmasq needs to be started either from
/etc/pemcia/network.opts (read: /usr/share/doc/ipmasq/ipmasq.txt.gz) or from /etc/network
/interfaces (read: ‘Network configuration and PCMCIA’ ma crp. 198 and ‘Triggering network
configuration’ ua crp. 195).

Redirect SMTP connection (2.4)
Suppose you have a notebook PC which is configured to use other LAN environments and you
want to use your mail user agent on the notebook PC without reconfiguring it.

Adding the following rules through the iptables command to the gateway machine will redirect
the SMTP connection to the gateway machine.

# iptables -t nat -A PREROUTING -s 192.168.1.0/24 -j REDIRECT \
-p tep --dport smtp --to-port 25 # smtp=25, INPUT is open

For a more thorough redirect rule set consider installing the ipmasq package and adding
M30redirect.def(http://www.debian.org/doc/manuals/debian-reference /examples/) to the /etc
/ipmasq/rules/ directory.

10.14.2 Manage multiple net connections
[FIXME]| Policy routing (by Phil Brutsche <pbrutsch@tux.creighton.edu>): See the iproute
manual (http://lartc.org/) for details. Traffic control (tc) may also be interesting.

Environment:

eth0: 192.168.1.2/24; gateway 192.168.1.1
ethl: 10.0.0.2/24; gateway 10.0.0.1
No masquerading on this machine.

Special magic:
1 ip rule add from 192.168.1.2 lookup 1


/usr/share/doc/ipmasq/ipmasq.txt.gz
http: / /www.debian.org /doc /manuals /debian-reference /examples /
http://lartc.org/
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ip rule add from 10.0.0.2 lookup 2

ip route add to default via 10.0.0.1 metric 0

ip route add to default via 192.168.1.1 metric 1

ip route add table 1 to 192.168.1.0/24 via eth0

ip route add table 1 to 10.0.0.2/24 via ethl

ip route add table 1 to default via 192.168.1.1

ip route add table 2 to 192.168.1.0/24 via ethO
9 ip route add table 2 to 10.0.0.2/24 via ethl

10 ip route add table 2 to default via 10.0.0.2

CO 3 O U W N

[FIXME] I’ve never done this. How to set up dialup as backup to a fast connection with autodial
features? Please send me a patch here :)
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Editors

11.1  Popular editors

Linux offers many alternatives for console text editors. Among them:
e vim: Powerful and light BSD-heritage editor. VI iMproved.
e emacs: Ultimate and heavy GNU-heritage editor. RMS (Richard M. Stallman) original.
e xemacs: Emacs: The Next Generation, originally from Lucid.
e mcedit: Newbie GNU editor. Identical to mc internal editor. See ‘Pemaxrop B MC’ Ha ctp.
52.
e ae: Default small editor (Potato). Avoid this.
e nano: Default small GNU editor (Woody). Emulates pico.
e joe: For WordStar or TurboPascal old-timers.
¢ jed: Fast, full-featured menu-driven editor with Emacs key bindings.
e jove: Very small editor with Emacs key bindings.
e nvi: New vi. Bug-for-bug compatible with the original vi.

Use update-alternatives —config editor to change the default editor. Also, many programs use
environment variables EDITOR or VISUAL to decide which editor to use. See ‘Pemakrop 8 MC’
Ha CTP. H2.

Also a few X-based text editors are noteworthy:

e gvim: Vim with GUI (vim and vim-gtk package)

¢ emacs: The One True Emacs (auto-detect X).

e xemacs: Next generation Emacs (auto-detect X).
These xclient commands take standard options such as -fn a24, which makes life easy for older
folks like me :) See ‘X clients’ ma crp. 148.

11.2 Rescue editors

There are a few editors which reside in /bin. One of these should be installed to ease editing
files when /usr is not accessible.
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e eclvis-tiny: Minimum vi editor (vi to start)
® nano-tiny: Minimum non-vi editor (nano-tiny to start)
¢ ed: Minimum editor (always there but tough to use)

11.3 Emacs and Vim

11.3.1 Vim hints

Read the "VIM - main help file“ document by pressing <F1> while running the program.

<F1> Help

<esc> Back to normal mode
A% Visual mode

i Insert mode

: Command-line commands
:set tw="72 Set text width to 72

<F11> Insert (paste) mode

vl date -R Insert RFC-822 date

qa Record keystrokes into register a

q Stop keystroke recording

@a Execute keystrokes from register a
:edit foo.txt Edit another file by loading foo.txt
:wnext Write current file and edit next file

q and @ can be used for simple macro recording and playback. For instance, to create a macro
that inserts HT'ML italics tags around the word at the cursor, you could enter qii<i>"|ea</i>"[q
(where [ is the ESC key). Then typing @i at the start of a word would add the tags <i> and
<Ji>.

See also ‘Using GnuPG with Vim’ na ctp. 243.
11.3.2  Emacs hints
<F1> Help

<F10> Menu
C-u M-! date -R Insert RFC-822 date

11.3.3 Starting the editor

start editor: emacs filename vim filename
start in vi compatible: vim -C
start in vi non-compatible: vim -N

start with compile default:  emacs -q vim -N -u NONE
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11.3.4 Editor command summary (Emacs, Vim)

exit: C-x C-c :qa /:wq /:xa /:q!
Get back/command mode: C-g <esc>
Backward(left): C-b h
Forward(right): C-f 1

Next(down): C-n j

Previous(up): C-p k

stArt of line("): C-a 0

End of line($): C-e $

mUltiple commands:
Multiple commands:

C-u nnn cmd nnn cmd

M-digitkey cmd

save File: C-x C-s :w file
beginning of buffer: M-< 1G
end of buffer: M-> G
scroll forward 1 screen: C-v ~F
scroll forward 1/2 screen: D
scroll forward 1 line: “E
scroll backward 1 screen: M-v "B
scroll backward 1/2 screen: ~U
scroll backward 1 line: Y
scroll the other window: M-C-v

delete under cursor: C-d X
delete from cursor to eol: C-k D
iSearch forward: C-s

isearch Reverse: C-r

Search forward: C-s enter /
search Reverse: C-r enter 7
isearch regexp: M-C-s

isearch backward regexp: M-C-r

search regexp:

search backward regexp:
Help:

Help Apropos:

Help key Bindings:
Help Info:

Help Major mode:
Help tutorial:

Undo:

Redo:

Mark cursor position:

M-C-s enter  /
M-C-r enter ?

C-h C-h :help
C-h a
C-h b ‘help [key]
C-hi
C-h m
C-ht :help howto
C-_ u
C-f "R
C-@ m{a-zA-Z}

eXchange Mark and position: C-x C-x

goto mark in current file:

goto mark in any file:
copy region:
kill region:

{a-z}
{A-Z}
M-w {visual}y
C-w {visual}d
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Yank and keep buffer: C-y
Yank from kill buffer: M-y p
convert region to Upper: C-x C-u {visual}U
convert region to Lower: C-x C-1 {visual}u
Insert special char: C-q octalnum /keystroke

~V decimal /keystroke
replace: M-x replace-string :%s/aaa/bbb/g
replace regexp: M-x replace-regexp :%s/aaa/bbb/g
query replace: M-% :%s/aaa/bbb/gc
query replace: M-x query-replace
query replace regexp: M-x query-replace-regexp
Open file: C-x Cf 1 file
Save file: C-x C-s W
Save all buffers: C-xs wa
Save as: C-x C-w file :w file
Prompt for buffer: Cxb
List buffers: Cx C-b :buffers
Toggle read-only: C-x Cq :set ro
Prompt and kill buffer: C-x k
Split vertical: Cx2 :split
Split horizontal: C-x 3 :vsplit (ver. 6)
Move to other window: Cxo “Wp
Delete this window: Cx0 :q
Delete other window(s): C-x1 ~Wo
run shell in bg: M-x compile
kill shell run in bg: M-x kill-compilation
run make: :make Makefile
check error message: C-x' :echo errmsg
run shell and record: M-x shell Iscript -a tmp
...clean BS, ... :lcol -b <tmp >record
...save/recall shell record: ~ C-x C-w record :r record
run shell: M-! sh :sh
run command: M-! e¢md :lemd
run command and insert: C-uM-temd  :rlemd
run filter: M-| file {visual}:w file
run filter and insert: C-u M-| filter {visual}:!filter
show option :se[t] {option}?
reset option to default :se[t] {option}&
reset boolean option :se[t] no{option}
toggle boolean option :selt] inv{option}
wrap text at column 72 se tw="72
do not wrap :se tw=0
autoindent :se ai
expand tab :se et

specify comment (mail) :se comments=n:>n:\|
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run GDB M-x gdb

describe GDB mode C-h m

step one line M-s

next line M-n

step one instruction (stepi) M-i

finish current stack frame C-¢c C-f

continue M-c

up arg frames M-u

down arg frames M-d

copy number from point, insert at the end
Cx &

set break point C-x SPC

11.3.5 Vim configuration

In order to use all Vim features and syntax highlighting, include the following lines in ~/.vimrc
or /etc/vimre:

set nocompatible

set nopaste

set pastetoggle=<f11>
syn on

Paste mode enables one to avoid autoindent interfering with cut-and-paste operations on a
console terminal. It does more than just a simple ":set noai.

See ‘Using GnuPG with Vim’ na crp. 243 for GnuPG integration.
11.3.6 Ctags
apt-get install exuberant-ctags and run ctags on the source files. Type :tag function name in

Vim to jump to the line where function name starts. The tags work for C, C+-, Java, Python,
and many other languages.

FEmacs has the same ctags capabilities.
11.3.7 Convert a syntax-highlighted screen to HTML source

so \$VIMRUNTIME /syntax/2html.vim from Vim command mode will convert highlighted text
to HTML text. Save with :w file.html and :q. Useful for C code, etc.

11.3.8 Split screen with vim

vim can edit multiple files in a multi-split-screen environment. Type :help usr_ 08.txt for details.

To split the screen display between different files, type at the vi command prompt:
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:split another-file
:vsplit another-file

Or at a shell prompt:

$ vi -o filel.txt file2.txt # Horizontal split
$ vi -O filel.txt file2.txt # Vertical split

will provide multiwindow vi.

$ vimdiff file.txt™ file.txt # check recent changes of file.txt
$ vimdiff file.en.sgml file.fr.sgml # check changes of translation
$ gvimdiff file.txt™ file.txt #in X

will provide a nice view of differences between an original and a backup file. In SGML it matches
tags, so comparing translations in this mode works very well.

Special cursor movements with Ctrl-W commands:

Ctrl-W + increase the size of a window
Ctrl-W - decrease the size of a window
Ctrl-W h move to the window left
Ctrl-W j move to the window below
Ctrl-W k move to the window above

Ctrl-W 1 move to the window right

Use the following to control screen scrolling:

:set scrollbind
:set noscrollbind
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Version Control Systems

12.1 Concurrent Versions System (CVS)

Check  /usr/share/doc/cvs/html-cvsclient, /usr/share/doc/cvs/html-info, /usr/share/doc
/cvsbook with lynx or run info cvs and man cvs for detailed information.

12.1.1 Installing a CVS server

The following setup will allow commits to the CVS repository only by a member of the "src*
group, and administration of CVS only by a member of the "staff“ group, thus reducing the
chance of shooting oneself.

# cd /var/lib; umask 002; mkdir cvs # [Woody| FSH

# apt-get install cvs cvs-doc cvsbook

# export CVSROOT= /var/lib/cvs

# cd SCVSROOT

# chown root:src . # "staff" to restrict more for starting project.
# chmod 3775 . # If above uses "staff", use 2775

# cvs -d /var/lib/cvs init # safer to specify -d here explicitly!
# c¢d CVSROOT

# chown -R root:staff .

# chmod 2775 .

# touch val-tags

# chmod 664 history val-tags

# chown root:src history val-tags

12.1.2 CVS session examples

The following will set up shell environments for CVS repository access.
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Anonymous CVS (download only)

Read-only remote access:

$ export CVSROOT=:pserver:anonymous@cvs.sf.net: /cvsroot /qref
$ cvs login
$ cvs -z3 co qref

Use local CVS server

Local access from a shell on the same machine:

$ export CVSROOT=/var/lib/cvs

Use remote CVS pserver

Remote access without SSH (use RSH protocol capability in cvs):

$ export CVSROOT =:pserver:account@cvs.foobar.com:/var/lib/cvs
$ cvs login

This is prone to eavesdropping attack.

Use remote CVS through ssh

Remote access with SSH:

$ export CVSROOT=:ext:account@cvs.foobar.com:/var/lib/cvs

or for SourceForge:

$ export CVSROOT=:ext:account@cvs.sf.net:/cvsroot/qref

You can also use RSA authentication (‘Connecting with fewer passwords — RSA’ na crp. 161),

which eliminates the password prompt.
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Create a new CVS archive

For,
ITEM VALUE MEANING
source tree: ~ /project-x All source codes
Project name:  project-x Name for this project
Vendor Tag: Main-branch Tag for the entire branch
Release Tag: Release-initial ~ Tag for a specific release
Then,
$ c¢d 7 /project-x # dive into source directory

... create a source tree ...
$ cvs import -m "Start project-x" project-x Main-branch Release-initial
$ cd ..; rm -R 7 /project-x

Work with CVS

To work with project-x using the local CVS repository:

$ cd # move to the work area
$ cvs co project-x # get sources from CVS to local
$ cd project-x

... make changes to the content ...
$ cvs diff -u # similar to diff -u repository/ local/
$ cvs up -C modified file # undo changes to a file
$ cvs ci -m "Describe change" # save local sources to CVS
$ vi newfile added
$ cvs add newfile added
$ cvs ci -m "Added newfile added"
$ cvs up # merge latest version from CVS

... to create all newly created subdirectories from CVS, use

.. "cvs up -d -P" instead

.. watch out for lines starting with "C filename"

.. unmodified code is moved to ‘.#filename.version’

. search for "<<<<<<<"and ">>>>>>>"in filename

$ cvs tag Release-1 # add release tag

... edit further ...

$ cvs tag -d Release-1 # remove release tag

$ cvs ¢i -m "more comments"

$ cvs tag Release-1 # re-add release tag

$cd # move back to the work area
$ cvs co -r Release-initial -d old project-x
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... get original version to old directory

$ cd old

$ cvs tag -b Release-initial-bugfixes # create branch (-b) tag

... now you can work on the old version (Tag=sticky)

$ cvs update -d -P # don’t create empty directories
... source tree now has sticky tag "Release-initial-bugfixes"

... work on this branch

$ cvs up -d -P # sync with files modified by others on this branch
$ cvs ci -m "check into this branch"

$ cvs update -kk -A -d -P

... remove sticky tag and forget contents

... update from main trunk without keyword expansion

$ cvs update -kk -d -P -j Release-initial-bugfixes

... Merge from Release-initial-bugfixes branch into the main

... trunk without keyword expansion. Fix conflicts with editor.
cvs ci -m "merge Release-initial-bugfixes"

cd

tar -cvzf old-project-x.tar.gz old # make archive, -j for bz2
cvs release -d old # remove local source (optional)

$
$
$
$

Nice options to remember (use as first argument(s) to cvs):

-n dry run, no effect
-t display messages showing steps of cvs activity

Export files from CVS

To get the latest version from CVS, use "tomorrow*:

$ cvs ex -D tomorrow module name

Administer CVS

Add alias to a project (local server):

$ su - admin # a member of staff

$ export CVSROOT=/var/lib/cvs

$ cvs co CVSROOT /modules

$ cd CVSROOT

$ echo "px -a project-x" >>modules

$ cvs ¢l -m "Now px is an alias for project-x"

$ cvs release -d .

$ exit # or Ctrl-D to get back from su
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$ cvs co -d project px

... check out project-x (alias:px) from CVS to directory project
$ cd project

... make changes to the content ...

12.1.3 Troubleshooting CVS
File permissions in repository

CVS will not overwrite the current repository file but replaces it with another one. Thus, write
permission to the repository directory is critical. For every new repository creation, run the
following to ensure this condition if needed.

# cd /var/lib/cvs

# chown -R root:src repository

# chmod -R ug+rwX repository

# chmod 2775  repository # if needed, this and subdirectory

Execution bit

A file’s execution bit is retained when checked out. Whenever you see execution permission
problems in checked-out files, change permissions of the file in the CVS repository with the
following command.

# chmod ugo-x filename

12.1.4 CVS commands

Here are CVS commands with their shortcuts.

{add|adnew} [-k kflag] [-m 'message’| files...
{admin|adm|rcs} [rcs-options] files...
{annotate|ann} [options| [files...]
{checkout|co|get} [options| modules...
{commit|cijcom} [-InR| [-m ’log_ message’ | -f file] \

[-r revision] [files...|
{diff|di|dif} [-kl| [rcsdiff options]| [[-r revl | -D datel] \

[-r rev2 | -D date2|] [files...]
{export|ex|exp} [-INn] -r rev|-D date [-d dir| [-k kflag] module...
{history|hi|his} [-report]| [-flags| [-options args]| [files...]
{import|im|imp} [-options| repository vendortag releasetag...
{login|logon|lgn}
{log[lo|rlog} [-1] rlog-options [files...]



[nasa 12. Version Control Systems 218

{rdiff|patch|pa} [-flags| [V vn] [-r t|-D d [-r t2]-D d2|] modules...

{release|re|rel} [-d] directories...

{remove|rm|delete} [-IR] [files...]

{rtag|rt|rfreeze} [-falnR| [-b] [-d| [-r tag | -D date| \
symbolic tag modules...

{status|st|stat} [-IR] [-v] [files...]

{tag|tal|freeze} [-IR] [-F] [-b] |[-d| |-r tag | -D date| [-f] \
symbolic_ tag [files...]

{update|up|upd} [-AdfiPpR] [-d] [-r tag|-D date] files...

12.2 Subversion

Subversion is a next-generation version control system that is intended to replace CVS. The
developers currently consider it to be in the "alpha“ stage, but it is probably stable enough for
most uses. At the time of this writing, Subversion is only available in Debian unstable.

12.2.1 Installing a Subversion server

The subversion-server meta-package depends on the packages needed (libapache2-dav-svn and
subversion-tools) to set up a server.

Setting up a repository

Currently, the subversion package does not set up a repository, so one must be set up manually.
One possible location for a repository is in /var/local/repos.

Create the directory:

# mkdir -p /var/local/repos

Create the repository database:

# svnadmin create /var/local/repos

Make the repository writable by the WWW server:

# chown -R www-data:www-data /var/local/repos
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Configuring Apache2

To allow access to the repository via user authentication, add (or uncomment) the following in
/etc/apache2 /mods-available/dav _svn.conf:

<Location /repos>
DAV svn
SVNPath /var/local/repos
AuthType Basic
AuthName "Subversion repository"
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT >
Require valid-user
< /LimitExcept>
< /Location>

Then, create a user authentication file with the command:

htpasswd2 -c /etc/subversion/passwd some-username

Restart Apache2, and your new Subversion repository will be accessible with the URL
http://hostname/repos.

12.2.2  Moving a CVS repository to Subversion
12.2.3 Subversion usage examples

The following sections teach you how to use different commands in Subversion.

Create a new Subversion archive

To create a new Subversion archive, type the following:

$ c¢d 7 /your-project # go to your source directory
svn impor p://localhost /repos your-projec

$ i t http://localhost y ject
project-name -m "initial project import"

This creates a directory named project-name in your Subversion repository which contains your
project files. Look at http://localhost/repos/ to see if it’s there.
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Working with Subversion

Working with project-y using Subversion:

$cd # move to the work area
$ svn co http://localhost/repos/project-y # Check out sources
$ cd project-y
... do some work ...
$ svn diff # similar to diff -u repository/ local/
$ svn revert modified file # undo changes to a file
$ svn ¢i -m "Describe changes" # check in your changes to the repository
$ vi newfile added
$ svn add newfile _added
$ svn add new_ dir # recursively add all files in new dir
$ svn add -N new_ dir2 # nonrecursively add the directory
$ svn ci -m "Added newfile added, new dir, new dir2"
$ svn up # merge in latest version from repository
$ svn log # shows all changes committed
$ svn copy http://localhost /repos/project-y \
http://localhost/repos/project-y-branch \
-m "creating my branch of project-y" # branching project-y
$ svn copy http://localhost /repos/project-y \
http://localhost/repos/proj-y_releasel.0 \
-m "project-y 1.0 release"  # added release tag
... note that branching and tagging are the same. The only difference
... is that branches get committed whereas tags do not.

... make changes to branch ...

$ # merge branched copy back to main copy

$ svn merge http://localhost /repos/project-y \
http://localhost /repos/project-y-branch

$ svn co -r 4 http://localhost/repos/project-y # get revision 4
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Programming

Do not use "test” as the name of an executable test file. test is a shell built-in.

13.1 Where to start

References:
e Documents and examples under /usr/share/doc/package
e Unix / Programming Information (http://arioch.unomaha.edu/~ jelark /#info)
e Linux Programming Bible (John Goerzen/IDG books)

Many long info documents can be obtained as paperbacks from GNU (http://www.gnu.org/).

The next four sections contain sample scripts in different languages for creating a text file of
account information to be added to /etc/passwd using a batch processor such as the newusers
program. Each script requires as input a file with lines of the form first name last name
password. (Actual user home directories will not be created via these scripts.)

13.2  Shell

Reading shell scripts is the best way to understand how a Unix-like system works. Here, I give
some pointers and reminders for shell programming. See Shell Mistakes (http://www.greenend.
org.uk/rjk/2001/04 /shell.html) to learn from mistakes.

13.2.1 Bash — GNU standard interactive shell

References for Bash:
e bash(1)
¢ info bash
e the LDP BASH Programming - Introduction HOWTO (http://www.tldp.org/HOWTO/
Bash-Prog-Intro-HOWTO.html) as starter information.


http://arioch.unomaha.edu/~jclark/#info
http://www.gnu.org/
http://www.greenend.org.uk/rjk/2001/04/shell.html
http://www.greenend.org.uk/rjk/2001/04/shell.html
http://www.tldp.org/HOWTO/Bash-Prog-Intro-HOWTO.html
http://www.tldp.org/HOWTO/Bash-Prog-Intro-HOWTO.html
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e mc /usr/share/doc/bash/examples/ /usr/share/doc/bash/ (Install the bash-doc package
to see the example files.)
® Learning the bash Shell, 2nd edition (O’Reilly)

Short program example (creates account entries for newusers from standard input):

#!/bin/bash

# (C) Osamu Aoki Sun Aug 26 16:53:55 UTC 2001 Public Domain
pid=1000;

while read n1 n2 n3 ; do

if [ ${nl:0:1} = "#" |; then

let pid=$pid+1

echo ${n1} ${n2}:password:${pid}:${pid}:,,,/home/${n1} ${n2}:/bin/bash
fi

done

13.2.2 POSIX shells

Several packages provide a POSIX shell in Debian:

e dash (Sarge)

— Priority: optional

— Installed-Size: 176

— Smallest and fastest by far — best for initial boot
e ash (Woody)

— Priority: optional

— Installed-Size: 180

— Smaller and much faster — good for initial boot
® bash

— Essential: yes

— Priority: required

— Installed-Size: 580

— Larger and featureful — many extensions implemented
¢ pdksh

— Priority: optional

— Installed-Size: 408

— Complete AT&T ksh look-alike

If you are writing a shell script for portability, it is best to write it as a POSIX shell script.
Use /bin/sh linked to ash (or dash) to test its POSIX compliance. Avoid writing scripts with
bashism or the zshism which seems to resemble csh syntax. For example, avoid:

e if [ foo == bar | ; then ...

e diff -u file.c{.orig,}

e mkdir /foo{bar,baz}

The description for the shell in this document applies only for the POSIX type shells and thus
does not apply for the csh type shells including tcsh.
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13.2.3 Shell parameters

Several special parameters to remember:

$0 = name of the shell or shell script

$1 = first(1) shell argument

$9 = ninth(9) shell argument

$H# = number of positional parameters

H$>l<” — H$1 $2 $3 $4 $nll

H$@” — ”$1H H$2” ”$3H H$4” . H$n”

$7 = exit status of the most recent command

$% = PID of this shell script

$! = PID of most recently started background job

Basic parameter expansions to remember:

Form If var is set If var is not set
${var:-string} $var string
${var:+string} string null
${var:=string} $var string
(and run var=string)
${var:?string} $var (echo string and then exit)

4

Here, the colon ‘2 in all of these operators is actually optional.
e With ¢’ = operator test for "exist* and "not null®.
e Without ‘> = operator test for "exist* only.

Basic parameter substitutions to remember:

Form Result
${var%suffix} Remove smallest suffix pattern
${var%%suffix} Remove largest suffix pattern
${var#prefix} Remove smallest prefix pattern
${var##prefix} Remove largest prefix pattern

13.2.4 Shell redirection

Basic redirection to remember (here the [n] is an optional number to specify the file descriptor):

[n]> file  Redirect stdout (or n) to file.

[n]>> file  Append stdout (or n) to file.

[n]< file Redirect stdin (or n) from file.

[n1]>&n2 Redirect stdout (or nl) to n2.

2> file >&2 Redirect stdout and stderr to file.

> file 2>&1 Redirect stdout and stderr to file.

| command Pipe stdout to command.

2>&1 | command Pipe stderr and stdout to command.
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Here,
e stdin: standard input (file descriptor = 0)
¢ stdout: standard output (file descriptor = 1)
e stderr: standard error (file descriptor = 2)

The shell allows you to open files using the exec built-in with an arbitrary file descriptor.

$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&-  # close files

$ cat bar

Hello

Here n<&- and n>&- mean to close the file descriptor n.

13.2.5 Shell conditionals

Each command returns an exit status which can be used for conditional expressions:

e Success: 0 (True)

e Error: 1-255 (False)
Note that the use here of a 0 value to mean "true” differs from the usual convention in some
other areas of computing. Also, ‘[’ is the equivalent of the test command, which evaluates its
arguments up to ‘|” as a conditional expression.

Basic conditional idioms to remember are:

command && if success run_this command _too || true
command || if not_success run_this command instead

if [ conditional expression |; then

if success run_this command

else

if not success run_this command

fi

Here || true was needed to ensure this shell script will not exit at this line accidentally when
shell is invoked with -e flag.

File comparison operators in the conditional expression are:

-¢ file True if file exists.

-d file True if file exists and is a directory.
-f file True if file exists and is a regular file.
-w file True if file exists and is writable.

-x file True if file exists and is executable.

filel -nt file2 True if filel is newer than file2. (modification)
filel -ot file2 True if filel is older than file2. (modification)
filel -ef file2 True if they are the same device and inode numbers.



T'nasa 13. Programming 225

String comparison operators in the conditional expression are:

-z str True if the length of str is zero.
-n str True if the length of str is non-zero.

strl == str2 True if the strings are equal.
strl = str2 True if the strings are equal.
("=" should be used in place of "==" for strict POSIX compliance)

strl !=str2 True if the strings are not equal.
strl < str2 True if strl sorts before str2 (locale dependent).
strl > str2 True if strl sorts after str2 (locale dependent).

Arithmetic integer comparison operators in the conditional expression are -eq, -ne, -lt, -le, -gt,
and -ge.

13.2.6 Command-line processing

The shell processes a script as follows:
split into tokens by the metacharacters: SPACE, TAB, NEWLINE, ;, (, ), <, >, |, &

e check keyword if not within ”...*“ or ’..." (loop)

e expand alias if not within ”...“ or "...” (loop)

* expand brace, a{l 2} > al a2 if not Wlthln or’...’

® expand tilde, “user -> user’s home directory, 1f not w1th1n “or’...’

e expand parameter, SPARAMETER, if not within ’...’
e expand command substitution, $(command), if not within ...

Y Y

e split into words with $IFS if not within ”...“ or ...
e expand *?[] in pathname if not within 7...“ or ’...’
¢ look up command

— function

— built-in

— file in SPATH
e Joop

)

Single quotes within double quotes have no effect.

Executing set -x in the shell or invoking the shell with -x option make the shell to print all of
commands executed. This is quite handy for debugging.

13.3 Awk

References for Awk:
e Effective awk Programming, 3rd edition (O’Reilly)
* Sed & awk, 2nd edition (O’Reilly)

mawk(1) and gawk(1)

¢ info gawk

Short program example (creates newusers command entry):
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#!/usr/bin/awk -f

# Script to create a file suitable for use in the 'newusers’ command,

# from a file consisting of user IDs and passwords in the form:

# first name last name password

# Copyright (¢) KMSelf Sat Aug 25 20:47:38 PDT 2001

# Distributed under GNU GPL v 2, or at your option, any later version.
# This program is distributed WITHOUT ANY WARRANTY.

BEGIN {
# Assign starting UID, GID
if (ARGC > 2){
startuid = ARGV([1]
delete ARGV|1]
}
else {
printf( "Usage: newusers startUID file\n" \
" where:\n" \
" startUID is the starting userid to add, and\n" \
" file is an input file in form:\n" \
" first_name last _name password\n" \
)
exit

}

infile = ARG V[1]
printf( "Starting UID: %s\n\n", startuid )

}
/"7 /[ { mext }
{

+-record

first = $1

last = $2

passwd = $3

user= substr( tolower( first ), 1, 1 ) tolower( last )

uid = startuid + record - 1

gid = uid

printf( "%s:%s:%d:%d:%s %s,,/home/%s: /bin/bash\n", \
user, passwd, uid, gid, first, last, user \

)
¥

Two packages provide POSIX awk in Debian:
* mawk
— Priority: required
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— Installed-Size: 228
— Smaller and much faster — good for default install
— Compile-time limits exist
« NF = 32767
+ sprintf buffer = 1020
o gawk
— Priority: optional
— Installed-Size: 1708
— Larger and featureful — many extensions implemented
+ System V Release 4 version of UNIX
+ Bell Labs awk
* GNU-specific

13.4 Perl

This is the interpreter on a Unix-like system.
References for Perl:

e perl(1)

e Programming Perl, 3rd edition (O'Reilly)

Short program example (creates newusers command entry):

#!/usr/bin/perl
# (C) Osamu Aoki Sun Aug 26 16:53:55 UTC 2001 Public Domain
$pid—1000:
while (<STDIN>) {

if (/~4#/) { next;}

chop;

$pid++;

($n1, $n2, $n3) = split / /;

print $nl1," " $n2":" $n3, ":" $pid,

"M $pid,",,,/home/".$nl," " $n2":/bin/bash\n"

Install Perl module module name:

# perl -MCPAN -e ’install module name’

13.5 Python

It’s a nice object-oriented interpreter.

References for Python:
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e python(1)
e Learning Python (O'Reilly).

Short program example (creates newusers command entry):

#! /usr/bin/env python
import sys, string

# (C) Osamu Aoki Sun Aug 26 16:53:55 UTC 2001 Public Domain
# Ported from awk script by KMSelf Sat Aug 25 20:47:38 PDT 2001
# This program is distributed WITHOUT ANY WARRANTY.

def usages():

print \
"Usage: ", sys.argv[0], " start UID [filename]\n" \
"\tstartUID is the starting userid to add.\n" \
"\ tfilename is input filename. If not specified, standard input.\n\n" \
"Input file format:\n"\
"\tfirst name last name password\n"

return 1

def parsefile(startuid):

#
# main filtering
#
uid = startuid
while 1:
line = infile.readline()
if not line:
break
if line[0] == "#"
continue
(first, last, passwd) = string.split(string.lower(line))
# above crashes with wrong # of parameters :-)
user = first[0] + last
gid = uid
lineout = "%s:%s:%d:%d:%s %s,,/home/%s: /bin/bash\n" % \
(user, passwd, uid, gid, first, last, user)
sys.stdout.write(lineout)
—+uid
if name ==’ main "
if len(sys.argv) ==
usages()
else:

uid = int(sys.argv|[1])
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#print "# UID start from: %d\n" % uid
if len(sys.argv) > 1:
infilename = string.join(sys.argv|2:|)
infile = open(infilename, 'r’)
#print "# Read file from: %s\n\n" % infilename

else:
infile = sys.stdin
parsefile(uid)
13.6 Make

References for Make:
¢ info make
e make(1)
e Managing Projects with make, 2nd edition (O’Reilly)

Simple automatic variables:

Rule syntax:

target: | prerequisites ... |

[TAB] commandl

[TAB| -command2 # ignore errors
|[TAB| @command3 # suppress echoing

Here [TAB| is a TAB code. Each line is interpreted by the shell after make variable substitution.
Use \ at the end of a line to continue the script. Use $$ to enter $ for environment values for a
shell script.

Implicit rules for the target and prerequisites can be written, for example, as:

%: %.c header.h

or,

%.0: %.c header.h

Here, the target contains the character % (exactly one of them). The % can match any nonempty
substring in the actual target filenames. The prerequisites likewise use % to show how their names
relate to the actual target name.

Suffix rules are the obsolete way of defining implicit rules for make. They are still supported in
GNU make for compatibility, but use equivalent pattern rules whenever possible:
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old suffix rule -->> new pattern rule
. ->% : %.c
.C.0: —> %.0: %.c

Automatic variables for the rule:

foo.o: newl.c new2.c oldl.c new3.c

$@ == foo.o (target)

$< == newl.c (first one)

$7 == newl.c new2.c new3.c (newer omnes)
$~ == newl.c new2.c oldl.c new3.c (all)

$* == ‘%’ matched stem in the target pattern.

Variable references:

fool := bar  # One-time expansion

foo2 = bar # Recursive expansion

food += bar # Append

SRCS := §(wildcard *.c)

OBIS := $(foo:c=0)

OBJS = $(foo:%.c=%.0)

OBIJS := $(patsubst %.c,%.0,$(foo))

DIRS = $(dir directory/filename.ext) # Extracts "directory"
$(notdir NAMES...), $(basename NAMES...), $(suffix NAMES...) ...

Run make -p -f/dev/null to see automatic internal rules.

13.7 C

Preparation:

# apt-get install glibc-doc manpages-dev libc6-dev gee

References for C:
e info libc (C library function reference)
* gee(l)
e cach C_library function name(3)
e Kernighan & Ritchie, The C Programming Language, 2nd edition (Prentice Hall).
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13.7.1 Simple C program (gcc)

A simple example to compile example.c with a library libm into an executable run__example:

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv|0], 10); /* prevent buffer overflow */
y[10] = "\07; /* fill to make sure string ends with ’\0” */
printf("%51, %5.3f, %10s, %10s\n", argc, x, y, argv[1]);
return 0;

}

EOF

$ gce -Wall -g -0 run__example example.c -lm

$ ./run_example
1, 2915, ./run_exam,  (null)

$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

Here, -lm is needed to link library libm for sqrt(). The actual library is in /lib/ with filename
libm.so.6, which is a symlink to libm-2.1.3.s0.

Look at the last parameter in the output text. There are more than 10 characters even though
%10s is specified.

The use of pointer memory operation functions without boundary checks, such as sprintf and
strcpy, is deprecated to prevent buffer overflow exploits that leverage the above overrun effects.
Instead, use snprintf and strncpy.

13.7.2 Debugging
Debugging with gdb
Preparation:

# apt-get install gdb

References for gdb:
e info gdb (tutorial)
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* gdb(1)
e http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html

Use gdb to debug a program compiled with the -g option. Many commands can be abbreviated.
Tab expansion works as in the shell.

$ gdb program

(gdb) b 1 # set breakpoint at line 1
(gdb) run argl arg2 arg3 # run program

(gdb) next # next line

(gdb) step 4 step forward

(gdb) p parm # print parm

(gdb) p parm=12 # set value to 12

For debugging from within Emacs, refer to ‘Editor command summary (Emacs, Vim)’ wa ctp.
209.

Check dependency on libraries

Use 1dd to find out a program’s dependency on libraries:

$ 1dd /bin/ls
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so.6 —=> /lib/libc.so.6 (0x40030000)
libpthread.so.0 => /lib/libpthread.so.0 (0x40153000)
/lib/1d-linux.s0.2 => /lib/1d-linux.s0.2 (0x40000000)

For 1s to work in a chrooted environment, the above libraries must be available in your chrooted
environment.

The following commands will also be useful:
® strace: trace system calls and signals
e ltrace: trace library calls

Debugging with memory leak detection tools

There are several memory leak detection tools available in Debian.
* njamd
e valgrind
* dmalloc
e electric-fence


http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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e memprof

e memwatch (not packaged, get this from memwatch (http://directory.fsf.org/devel /debug/
memwatch.html).)

* mpatrol

¢ leaktracer

® libgc6

e Insure++ from Parasoft (http://www.parasoft.com). (non-free, commercial for fee)

Also check out Debugging Tools for Dynamic Storage Allocation and Memory Management
(http://www.cs.colorado.edu/homes/zorn /public_html/MallocDebug.html).

13.7.3 Flex — a better Lex

flex is a fast lexical analyzer generator.

References for flex:
e info flex (tutorial)
e flex(1)

You need to provide your own main() and yywrap(), or your program.l should look like this
to compile without a library (yywrap is a macro; %option main turns on %option noyywrap
implicitly):

%option main

%%
J\n  ECHO ;
%%

Alternatively, you may compile with the -1fl linker option at the end of your cc command line
(like AT&T-Lex with -11). No %option is needed in this case.

13.7.4 Bison — a better Yacc

Several packages provide a Yacc-compatible LALR parser generator in Debian:
¢ bison: GNU LALR parser generator
¢ byacc: The Berkeley LALR parser generator
* btyacc: Backtracking parser generator based on byacc

References for bison:
e info bison (tutorial)
* bison(1)

You need to provide your own main() and yyerror(). main() calls yyparse() which calls yylex(),
usually created with FleX.

%%

%%


http://directory.fsf.org/devel/debug/memwatch.html
http://directory.fsf.org/devel/debug/memwatch.html
http://www.parasoft.com
http://www.cs.colorado.edu/homes/zorn/public_html/MallocDebug.html
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13.7.5 Autoconf

autoconf is a tool for producing shell scripts that automatically configure software source code
packages to adapt to many kinds of UNIX-like systems using the entire GNU build system.

autoconf produces the configuration script configure. configure automatically creates a
customized Makefile using the Makefile.in template.

Compile and install a program

Debian does not touch files in /usr/local (see ‘Ilognepxanne MHOr0OO6pasus TPOTPAMMHOTO 0HEC-
nevenusi’ Ha crp. 24). So if you compile a program from source, install it into /usr/local so it
will not interfere with Debian.

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # this puts the files in the system

Uninstall program

If you still have the source and if it uses autoconf /automake and if you can remember how you
configured it:

$ ./configure all-of-the-options-you-gave-it
# make uninstall

Alternatively, if you are absolutely sure that the install process puts files only under /usr/local
and there is nothing important there, you can erase all its contents by:

# find /usr/local -type f -print0 | xargs -0 rm -f
If you are not sure where files are installed, you should consider using checkinstall, which provides

a clean path for the uninstall.

13.8 Document preparation

13.8.1 roff typesetting

Traditionally, roff is the main Unix text processing system.

See roff(7), groff(7), groff(1), grotty(1), troff(1), groff mdoc(7), groff man(7), groff ms(7),
groff me(7), groff mm(7), and info groff.

A good tutorial on -me macros exists. If you have groff (1.18 or newer), find /usr/share/doc
/groff /meintro.me.gz and do the following:
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$ zcat /usr/share/doc/groff/meintro.me.gz | \
groff -Tascii -me - | less -R

The following will make a completely plain text file:

$ zcat /usr/share/doc/groff/meintro.me.gz | \
GROFF_NO_SGR=1 groff -Tascii -me - | col -b -x > meintro.txt

For printing, use PostScript output.

$ groff -Tps meintro.txt | Ipr
$ groff -Tps meintro.txt | mpage -2 | lpr

13.8.2 SGML

Preparation:
# apt-get install debiandoc-sgml debiandoc-sgml-doc

References for debiandoc-sgml:
e /usr/share/doc/debiandoc-sgml-doc
¢ debiandoc-sgml(1)
* DocBook: The Definitive Guide (/usr/share/doc/docbook-defguide /html/docbook.html),
by Walsh and Muellner, (O’Reilly) (package docbook-defguide)

SGML enables management of multiple formats of a document. One easy SGML system is
Debiandoc, which is used here. This requires minor conversion from original text files for the
following characters:

o Ut > &t

o M &gt

e 7% > &nbsp; (nonbreakable space)

o & —> &amp;

* "% —> &percnt;

* 7(c)* —> &copy;

e 7~ &ndash;

o " > &mdash;

To mark a section as a nonprintable comment, enter:
<!-- State issue here ... -->
To mark a section with a switchable comment, enter:

<! %FIXME; | State issue here ... ||>


/usr/share/doc/docbook-defguide/html/docbook.html
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In SGML, the first definition of an entity wins. For example:

<lentity % qref "INCLUDE" >

<] %oqref; | <lentity param "Data 1"> ||>
<lentity param "Data 2">

&param;

This ends up as "Data 1“. If the first line has IGNORE® instead of INCLUDE", this ends up
as "Data 2“ (the second line is a conditional statement). Also, repeating phrases can be defined
in advance separately from the context.

<lentity whoisthis "my" >
Hello &whoisthis; friend.
This is &whoisthis; book.

This results in the following:

Hello my friend.
This is my book.

See the short SGML example sample.sgml in the examples (http://www.debian.org/doc/
manuals/debian-reference /examples/).

When SGML documents become bigger, sometimes TeX which is used as the backend text
processor may cause errors. See ‘TeX/LaTeX’ ma ctp. 236.

13.8.3 TeX/LaTeX

Preparation:
# tasksel # select Miscellaneous --> TeX/LaTeX environment

References for LaTeX:
e The teTeX HOWTO: The Linux-teTeX Local Guide (http://www.tldp.org/HOWTO/
TeTeX-HOWTO.html)
e tex(1)
e latex(1)
e The TeXbook, by Donald E. Knuth, (Addison-Wesley) *

!The TeX source of this book is available at ftp://ftp.dante.de/pub/tex/systems/knuth /tex/texbook.tex. ftp:
//ftp.dante.de/pub/tex/systems/knuth/lib/manmac.tex contains most of the required macros. You can process
this document with tex after commenting lines 7 to 10 and adding \input manmac \proofmodefalse. It’s strongly
recommended to buy this book (and all other books from Donald E. Knuth) instead of using the online version
but the source is a great example of TeX input!


http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
ftp://ftp.dante.de/pub/tex/systems/knuth/tex/texbook.tex
ftp://ftp.dante.de/pub/tex/systems/knuth/lib/manmac.tex
ftp://ftp.dante.de/pub/tex/systems/knuth/lib/manmac.tex
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e LaTeX - A Document Preparation System, by Leslie Lamport, (Addison-Wesley)
e The LaTeX Companion, by Goossens, Mittelbach, Samarin, (Addison-Wesley)

This is the most powerful typesetting environment. Many SGML processors use this as their back
end text processor. Lyx provided by lyx, lyx-xforms, or lyx-qt package offers nice WYSIWYG
editing environment for LaTeX while many use Emacs and Vim as the choice for the source
editor.

There are many online resources available:
e teTeX - A Documentation Guide (/usr/share/doc/texmf/newhelpindex.html) (tetex-doc
package)
® A Quick Introduction to LaTeX (http://www.msu.edu/user/pfaffben/writings/)
e A Simple Guide to Latex/Lyx (http://www.stat.rice.edu/ helpdesk/howto/lyxguide.
html)
e Word Processing Using LaTeX (http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/
latex basic/latex basic.html)
e Local User Guide to teTeX/LaTeX (http://supportweb.cs.bham.ac.uk/documentation/
LaTeX/lguide/local-guide/local-guide.html)
When documents become bigger, sometimes TeX may cause errors. You must increase pool size
in /etc/texmf/texmf.cnf (or more appropriately edit /etc/texmf/texmf.d/95NonPath and run
update-texmf) to fix this.

13.8.4 Literate Programming
Instead of writing code containing documentation, the literate programmer writes documentation
containing code. This approach ensures a good documentation for a program.

For more on literate-programming, see Literate  Programming  (http://www.
literateprogramming.com/).

Noweb

Preparation:
# apt-get install nowebm

References for Noweb:
e Noweb — A Simple, Extensible Tool for Literate Programming (http://www.eecs.harvard.
edu/ "nr/noweb/)
e noweb(1)

This is a WEB-like literate-programming tool which is simpler while providing extensibility and
language-independence. > When noweb is invoked, it writes the program source code to the
output files mentioned in the noweb file, and it writes a TeX file for typeset documentation.

2This WEB has nothing to do with World Wide Web. WEB (for PASCAL) and CWEB (for C/C++) are
traditional literate-programming tools.


/usr/share/doc/texmf/newhelpindex.html
http://www.msu.edu/user/pfaffben/writings/
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://www.literateprogramming.com/
http://www.literateprogramming.com/
http://www.eecs.harvard.edu/~nr/noweb/
http://www.eecs.harvard.edu/~nr/noweb/
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The Debian ifupdown package is a fine example.

$ apt-get source ifupdown
$ cd ifupdown*
$ make ifupdown.pdf ifupdown.ps

Doxygen

Preparation:
# apt-get install doxygen doxygen-doc doxygen-gui

References for Doxygen (created by doxygen!):
e Homepage (http://www.doxygen.org/)
e /usr/share/doc/doxygen-doc/html/index.html

It can generate HTML, RTF, Unix manual pages, PostScript, and PDF (using LaTeX)
documentation for C++, C, Java, IDL and to some extent PHP and C# programs. Doxygen
is compatible to JavaDoc (1.1), Qt-Doc, KDOC and was specifically designed to be used for
projects that make use of Troll Tech’s Qt (http://www.trolltech.no/qt/) toolkit. It creates
include dependency graphs, collaboration diagrams, and graphical class hierarchy graphs even
for not documented programs. The output is similar to Qt’s documentation.

13.9 Packaging

Preparation:

# apt-get install debian-policy developers-reference \
maint-guide dh-make debhelper
# apt-get install packaging-manual # if Potato

References for packaging:
e ‘Cucrema ympasienus nakeramu B Debian’ ma crp. 11 (basics)
Debian New Maintainers’ Guide (tutorial)
dh-make(1)
Debian Developer’s Reference (best practice)
Debian Policy Manual (authoritative)
e Packaging Manual (Potato)


http://www.doxygen.org/
/usr/share/doc/doxygen-doc/html/index.html
http://www.trolltech.no/qt/
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13.9.1 Packaging a single binary

Quick-and-dirty method to Package a single binary per Joey Hess.

# mkdir -p mypkg/usr/bin mypkg/DEBIAN
# cp binary mypkg/usr/bin

# cat > mypkg/DEBIAN /control

Package: mypackage

Version: 1

Architecture: 1386

Maintainer: Joey Hess <joeyh@debian.org>
Description: my little package

Don’t expect much.

D

# dpkg-deb -b mypkg

13.9.2 Packaging with tools

Use dh__make from the dh-make package to create a baseline package. Then, proceed according
to instructions in dh-make(1). This uses debhelper in debian/rules.

An older approach is to use deb-make from the debmake package. This uses no debhelper scripts
and depends only on the shell.

For examples of multiple-source packages, see "mc* (dpkg-source -x mec_ 4.5.54.dsc), which uses
"sys-build.mk“ by Adam Heath (< doogie@debian.org>), and "glibc* (dpkg-source -x glibc_ 2.2.4-
1.dsc), which uses another system by the late Joel Klecker (<espy@debian.org>).
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GnuPG

References:
* gpg(l).
e /usr/share/doc/gnupg/README.gz
e GNU privacy handbook in /usr/share/doc/gnupg-doc/GNU _Privacy Handbook/ (install

gnupg-doc package)

14.1 Installing GnuPG

7 gpg --gen-key # generate a new key
# gpg --gen-revoke my user ID # generate revoke key for my user ID
# host -1 pgp.net | grep www|less # figure out pgp keyservers

As of now, good keyservers are:

keyserver wwwkeys.eu.pgp.net
keyserver wwwkeys.pgp.net

Here one must be careful not to create more than 2 sub-keys. If you do, keyservers on pgp.net
will corrupt your key. Use the newer gnupg (>1.2.1-2) to handle these corrupted subkeys. See
http://fortytwo.ch/gpg/subkeys.

Also, only one keyserver can be specified in $HOME/.gnupg/options.

Unfortunately, the following does not work any more:

keyserver search.keyserver.net
keyserver pgp.ai.mit.edu


http://fortytwo.ch/gpg/subkeys
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14.2  Using GnuPG

File handling:

$ gpg [options| command |args]

$ gpg {--armor|-a} {--sign|-s} file # sign file into a text file.asc

$ gpg --clearsign file # clear-sign message

$ gpg --clearsign --not-dash-escaped patchfile # clear-sign patchfile
$ gpg —-verify file # verify clear-signed file

$ gpg -o file.sig {-b|--detach-sig} file # create detached signature

$ gpg —-verify file.sig file # verify file with file.sig

$ gpg -o crypt_file {--recipient|-r} name {--encrypt|-e} file

# public-key encryption intended for name
$ gpg -o crypt_file {--symmetric|-c} file # symmetric encryption
$ gpg -o file --decrypt crypt_file # decryption

14.3 Managing GnuPG

Key management:

$ gpg —-edit-key user ID # "help" for help, interactive

$ gpg -o file --exports # export all keys to file

$ gpg —-imports file # import all keys from file

$ gpg --send-keys user 1D # send key of user ID to keyserver

$ gpg --recv-keys user ID # recv. key of user ID from keyserver
$ gpg --list-keys user_ID # list keys of user ID

$ gpg --list-sigs user 1D # list sig. of user 1D

$ gpg --check-sigs user 1D # check sig. of user ID

$ gpg --fingerprint user_ 1D ## check fingerprint of user_ID

$ gpg --list-sigs | grep *"sig’ | grep ’[User id not found]” \

| awk {print $2}’ | sort -u | xargs gpg --recv-keys # get unknown keys

# update keys for all unknown sigs.

Trust code:

No ownertrust assigned / not yet calculated.
Trust calculation has failed.

Not enough information for calculation.
Never trust this key.

Marginally trusted.
Fully trusted.

Ultimately trusted.

e ™mBE RO ®



Tnasa 14. GnuPG 243

The following will upload my key "A8061F32“ to multiple keyservers:

$ for xx in us es cz de dk uk ch net.uk earth.net.uk; \
$ do gpg --keyserver wwwkeys.$xx.pgp.net --send-keys A8061F32; done

14.4 Using GnuPG with applications

14.4.1 Using GnuPG with Mutt

Add the following to = /.muttrc to keep a slow GnuPG from automatically starting, while allowing
it to be used by typing ‘S’ at the index menu.

macro index S ":toggle pgp verify sig\n"
set pgp_ verify sig—no

14.4.2  Using GnuPG with Vim

Add the contents of _vimrc obtained from the examples subdirectory (http://www.debian.org/
doc/manuals/debian-reference/examples/) into ~/.vimrc to run GnuPG transparently.


http://www.debian.org/doc/manuals/debian-reference/examples/
http://www.debian.org/doc/manuals/debian-reference/examples/
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Support for Debian

The following resources provide help, advice, and support for Debian. Try your best to use
self-help resources before crying out loud in the mailing lists. :)

Note that you can access a lot of documentation on your system by using a WWW browser, via
the dwww or dhelp commands, found in their respective packages.

15.1 References

The following references are available for Debian and Linux in general. If their contents conflict
with each other, always rely more on primary information sources than on secondary ones such
as this document.

e Installation Manual (primary)
— Read before installation and upgrade.
— Web: http://www.debian.org/releases/stable /installmanual
— Web: http://www.debian.org/releases/testing /installmanual (work in progress,
sometimes this may not exist)
Package: Not available in install-doc: Bug#155374
— File: DebianCDunder/doc/

® Release Notes (primary)
— A must-read before installation and upgrade even if you are experienced.
Web: http://www.debian.org/releases/stable/releasenotes
— Web: http://www.debian.org/releases/testing /releasenotes  (work in progress,
sometimes this may not exist)
— Package: Not available in install-doc: Bug#£155374
— File: DebianCDunder/doc/

e FAQ (secondary)
— Frequently asked questions
— Web: http://www.debian.org/doc/manuals/debian-faq/


http://www.debian.org/releases/stable/installmanual
http://www.debian.org/releases/testing/installmanual
http://www.debian.org/releases/stable/releasenotes
http://www.debian.org/releases/testing/releasenotes
http://www.debian.org/doc/manuals/debian-faq/
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— Package: doc-debian
— File: /usr/share/doc/debian/FAQ/index.html

¢ Debian Reference (secondary)
— Most comprehensive post-install user manual
— Web: http://www.debian.org/doc/manuals/debian-reference/
— Package: debian-reference-en
— File: /usr/share/doc/Debian /reference/

e APT HOWTO (secondary)
— Detailed user guide for Debian package management. (Woody)
— Web: http://www.debian.org/doc/manuals/apt-howto/
— Package: apt-howto
— File: /usr/share/doc/Debian/apt-howto/

¢ Securing Debian Manual (secondary)
— Detailed user guide for securing and hardening of the default Debian installation.
(Woody)
— Web: http://www.debian.org/doc/manuals/securing-debian-howto,
— Package: harden-doc
— File: /usr/share/doc/harden-doc/html/securing-debian-howto/

¢ dselect Documentation for Beginners (secondary)
— Tutorial for dselect
— Web: http://www.debian.org/releases/woody /1386 /dselect-beginner
— Package: Not available in install-doc: Bug#155374
— File: DebianCDunder/doc/

e Debian Policy Manual (primary)
— Technical backbone of Debian.
— Web: http://www.debian.org/doc/debian-policy/
— Package: debian-policy
— File: /usr/share/doc/debian-policy/

e Debian Developer’s Reference (primary)

— Basic knowledge for developers.

— The rest of us should also browse this once.

— Web: http://www.debian.org/doc/manuals/developers-reference,
Package: developers-reference
File: /usr/share/doc/developers-reference/

¢ Debian New Maintainers’ Guide (primary)
— Practical guide for developers.
— Packaging tutorials for the rest of us.
Web: http://www.debian.org/doc/manuals/maint-guide/
— Package: maint-guide
— File: /usr/share/doc/maint-guide/


http://www.debian.org/doc/manuals/debian-reference/
http://www.debian.org/doc/manuals/apt-howto/
http://www.debian.org/doc/manuals/securing-debian-howto/
http://www.debian.org/releases/woody/i386/dselect-beginner
http://www.debian.org/doc/debian-policy/
http://www.debian.org/doc/manuals/developers-reference/
http://www.debian.org/doc/manuals/maint-guide/
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e Packaging Manual (Potato)
— packaging-manual package in Potato. (Moved into appendix of Developer’s
Reference.)

® Unix-style manual pages (primary)
— man package-name

¢ GNU-style info pages (primary)
— info package-name

e Package-specific documents (primary)
— Find them under /usr/share/doc/package-name

e LDP: Linux Documentation Project (secondary)
— General Linux HOWTOs and mini-HOWTOs
Web: http://www.tldp.org/
Package: doc-linux-text
— File: /usr/share/doc/HOWTO/

* DDP: Debian Documentation Project (secondary)
— Debian-specific manuals
— Web: http://www.debian.org/doc/

¢ Debian Developers’ Corner (secondary)
— Key information for Debian developers
— Insightful for end users
— Web: http://www.debian.org/devel/

e Source code (absolutely primary)
— No one can argue with this :-)
— Download source code following ‘Wexomubiit ko’ #Ha cTp. 11

The following references are available for Unix in general. Please note that there are some minor
differences between different Unix systems. Device names and init methods need extra attention.

e The UNIX Programming Environment
— The book to read to learn about how UNIX works.
— By B. W. Kernighan and R. Pike
— Published by Princeton Hall Software Series

e The C Programming Language (second edition)
— The book to read to learn about ANSI C.
— By B. W. Kernighan and D. M. Ritchie
— Published by Princeton Hall Software Series

e UNIX Power Tools
— The book to read to learn Unix tips.


http://www.tldp.org/
http://www.debian.org/doc/
http://www.debian.org/devel/
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By Jerry Peek, Tim O’Reilly, and Mike Loukides
Published by O’Reilly and Associates

¢ Essential System Administration (second edition)

The book to read to learn about Unix system administration for many Unix flavors.
By Aeleen Frisch
Published by O’Reilly and Associates

e Bell Labs: Computing Sciences Research

Rich archive of Unix history

Main: http://cm.bell-labs.com/cm/cs/

Selected technical reports: http://cm.bell-labs.com/cm /cs/cstr.html
Some papers: http://cm.bell-labs.com/cm /cs/papers.html

e Online Linux general support resources

Debian Planet (http://www.debianplanet.org/)

debianHELP (http://www.debianhelp.org/)

Linux.com (http://linux.com/)

The Linux Home Page at Linux Online (http://www.linux.org/)

Red Hat (commercial Linux vender) (http://www.redhat.com/) (RPM, Sys-V init)
SuSE, Inc. (commercial Linux vender) (http://www.suse.de/) (RPM, Sys-V init)
Slackware (http://www.slackware.com/) (T'GZ, BSD-style init)

¢ Online general Unix guide resources

A UNIX Introductory Course from Ohio State University (http://www-wks.acs.
ohio-state.edu/unix _course/unix.html)

UNIXhelp from The University of Edinburgh (http://unixhelp.ed.ac.uk/)

Unix / Programming Information (http://arioch.unomaha.edu/~jclark /#info)
comp.unix.questions FAQ (http://www.fags.org/faqgs/unix-faq/faq/)
comp.unix.user-friendly FAQ (http://www.camelcity.com/ noel /usenet /cuuf-FAQ.
htm)

FreeBSD Documentation (http://www.freebsd.org/docs.html)

The FreeBSD Handbook (http://www.freebsd.org/doc/en US.ISO8859-1/books/
handbook/index.html)

UNIX GUIDE (http://ieee.uow.edu.au/documents)/)

The Unix Heritage Society (http://www.tuhs.org/)

e Free software project home pages

GNU Project (http://www.gnu.org/)

The Linux Documentation Project (http://www.tldp.org/)
The Linux Kernel Archives (http://www.linux.org/)

The XFree86 Project, Inc (http://www.xfree86.org/)
GNOME (http://www.gnome.org/)

K Desktop Environment (http://www.kde.org/)

GNU software at Red Hat (http://sources.redhat.com/)
Mozilla (http://www.mozilla.org)

FreeBSD (http://www.freebsd.org/)


http://cm.bell-labs.com/cm/cs/
http://cm.bell-labs.com/cm/cs/cstr.html
http://cm.bell-labs.com/cm/cs/papers.html
http://www.debianplanet.org/
http://www.debianhelp.org/
http://linux.com/
http://www.linux.org/
http://www.redhat.com/
http://www.suse.de/
http://www.slackware.com/
http://www-wks.acs.ohio-state.edu/unix_course/unix.html
http://www-wks.acs.ohio-state.edu/unix_course/unix.html
http://unixhelp.ed.ac.uk/
http://arioch.unomaha.edu/~jclark/#info
http://www.faqs.org/faqs/unix-faq/faq/
http://www.camelcity.com/~noel/usenet/cuuf-FAQ.htm
http://www.camelcity.com/~noel/usenet/cuuf-FAQ.htm
http://www.freebsd.org/docs.html
http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/index.html
http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/index.html
http://ieee.uow.edu.au/documents/
http://www.tuhs.org/
http://www.gnu.org/
http://www.tldp.org/
http://www.linux.org/
http://www.xfree86.org/
http://www.gnome.org/
http://www.kde.org/
http://sources.redhat.com/
http://www.mozilla.org
http://www.freebsd.org/
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— OpenBSD (http://www.openbsd.org/)
— NetBSD (http://www.netbsd.org/)

15.2 Finding the meaning of a word

Many words used in Debian are cryptic jargon or acronyms. The following will solve most
questions:

$ dict put-a-weird-word-here

15.3 Finding the popularity of a Debian package

Many packages exist in Debian and it is sometimes difficult to know which one to try first. See
Debian Popularity Contest Results (http://popcon.debian.org/) to get insight into what others
are using. Also install the popularity-contest package to contribute.

15.4 The Debian bug tracking system

The Debian distribution has a bug tracking system (BTS) (http://bugs.debian.org/) which files
details of bugs reported by users and developers. Each bug is given a number, and is kept on file
until it is marked as having been dealt with.

You should check to see whether your bug report has already been filed by someone else
before submitting it. Lists of currently outstanding bugs are available on the World Wide Web
(http://bugs.debian.org/) and elsewhere (http://www.debian.org/Bugs/Access). See also ‘IIpo-
rpaMmubie ommbkm B Debian u mommepskka’ Ha cTp. 88.

There may be many release-critical bug reports marked with F'TBFS. This means "Fails To Build
From Source®.

Instructions for reporting a bug are given at http://www.debian.org/Bugs/Reporting.

15.5 Mailing lists

Read at least "debian-devel-announce®* (English, read-only and low-traffic) to stay current with
Debian.

The mailing lists of most interest to Debian users are "debian-user” (English, open and high-
traffic) and other "debian-user-language* lists (for other languages).

For information on these lists and details of how to subscribe, see http://lists.debian.org/. Please
check the archives for answers to your question prior to posting and also adhere to standard list
etiquette.
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If you do not wish to get CCed for the reply to your mailing list posting, use the Mail-Followup-
To: header which is a very effective measure. This is the informal convention of mailing lists as
explained in http://cr.yp.to/proto/replyto.html.

15.6 Internet Relay Chat (IRC)

IRC (Internet Relay Chat) is a way to chat with people from all over the world in real time.
IRC channels dedicated to Debian can be found on the freenode (http://www.freenode.info/)
IRC network. To connect, you need an IRC client. Some of the most popular clients are XChat,
BitchX, ircll, irssi, epicd and KSirc, all of which have been packaged for Debian. Once you have
the client installed, you need to tell it to connect to the server. In most clients, you can do that
by typing:

/server irc.debian.org
Once you are connected, join channel #debian by typing

/join ##debian
To leave channel #debian type

/part #debian
You can quit the irc client by typing

/quit
To send a private message "Hello Mr. Foo“ to foo type

/msg foo Hello Mr. Foo

Note that anything you type without the preceding / is sent to the channel as a message.

Note: clients like XChat often have a different graphical user interface for joining
servers/channels.

15.7 Search engines
There are many search engines that serve documentation related to Debian:

e Debian WWW search site (http://search.debian.org/).
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e Google (http://www.google.com/): include "site:debian.org* as a search term.

e Google Groups (http://groups.google.com/): a search engine for newsgroups. Include
"group:linux.debian.** as a search term.

e AltaVista (http://www.altavista.com/)
For example, searching on the string "cgi-perl“ gives a more detailed explanation of this package

than the brief description field in its control file. See ‘IIporpammusbie omubku B Debian u mos-
nepxkka’ Ha crp. 88 for related advice.

15.8 Websites

The following are a few random URLs I collected for specific issues.

e IBM developerWorks: Linux (http://www.ibm.com /developerworks/linux/)

e Adrian Bunk’s latest packages (back port to stable) (http://www.fs.tum.de/ " bunk/)
e Linux on Laptops (http://www.linux-laptop.net/)

e Xterm FAQ (http://dickey.his.com/xterm /xterm.faq.html)

e EXT3 File System mini-HOWTO  (http://www.zip.com.au/ akpm/linux/ext3/
ext3-usage.html)

e Large File Support in Linux (http://www.suse.de/ aj/linux _Ifs.html)

e Window Managers for X (http://www.xwinman.org)

e Linux USB Project (http://www.linux-usb.org/)

e SuSE pages for CJK (http://www.suse.de/  mfabian/suse-cjk /suse-cjk.html)
e LNX-BBC (Business-card-sized boot CD project) (http://www.Ilnx-bbc.org/)

e Linux info by Karsten Self (partitioning, backup, browsers...) (http://kmself.home.
netcom.com/Linux/index.html)

e Backup info HOWTO by Alvin Oga (http://www.Linux-Backup.net/)
® Security info HOWTO by Alvin Oga (http://www.Linux-Sec.net/)
e Various UNOFFICIAL sources for APT (http://www.apt-get.org/)

e Laptop Ethernet Configuration (http://www.orthogony.com/gjw/lap/lap-ether-intro.
html)
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[Ipunoxxenne A

Appendix

A.1 Authors

Cnpasounnk o Debian was initiated by Osamu Aoki <osamu\\#at\#debian.org> as a personal
installation memo that was eventually called "Quick Reference ...“ Many contents came from
the archives of the ”debian-user mailing list. Also "Debian Installation Manual“ and ”Debian
Release Notes* were referenced.

Following a suggestion from Josip Rodin, who is very active with the Debian Documentation
Project (http://www.debian.org/doc/ddp) (DDP) and is the current maintainer of "The Debian
FAQ¥, this document was renamed as "Cropasounuk mo Debian“ and was merged with several
chapters from the "The Debian FAQ“ with reference-like contents. Then "Kparkuii cupaBouHuk
no Debian“ was formed as an excerpt.

This document has been edited, translated, and expanded by the following QREF team members:
e English originals for original "Quick Reference. ..*
— Osamu Aoki <osamu'\#at\#debian.org> (leader: all contents)
English proofreading and additional contribution
— David Sewell <dsewell\#at\#virginia.edu> (leader: en style)
— Thomas Hood <jdthood\#at\#yahoo.co.uk> (network related)
— Brian Nelson <nelson\#at\#bignachos.com> (especially X related)
— Jan Michael C Alonzo <jmalonzo\#at\ #spaceants.net>
Daniel Webb <webb\#at\#robust.colorado.edu>
Feedback from all translators
French translation
— Guillaume Erbs <gerbs\#at\#free.fr> (leader: fr)
— Rénald Casagraude <rcasagraude\#at\#interfaces.fr>
— Jean-Pierre Delange <adeimantos\#at\#free.fr>
— Daniel Desages < daniel\#at\#desages.com>
Italian translation
— Davide Di Lazzaro <mc0315\#at\#mclink.it> (leader: it)
Portuguese (Brazil) translation
— Paulo Rogério Ormenese < pormenese\#£at\#uol.com.br> (leader: pt-br)


http://www.debian.org/doc/ddp

Tmasa A. Appendix 254

— Andre Luis Lopes <andrelop\ #at\#ig.com.br>
— Marcio Roberto Teixeira < marciotex' #at\#pop.com.br>
Rildo Taveira de Oliveira <to_rei\#at\#yahoo.com >
Raphael Bittencourt Simoes Costa <raphael-bsc\#at\#bol.com.br>
— Gustavo Noronha Silva <kov\#at\#debian.org> (coordinator)
e Spanish translation
— Walter Echarri <wecharri\#at\#infovia.com.ar> (leader: es)
— José Carreiro <ffx\#at\#urbanet.ch>
e German translation
— Jens Seidel <tux-master\#at\#web.de> (leader: de)
— Willi Dyck <wdyck\#at\#gmx.net>
— Stefan Schroder <stefan\#at\#fkp.uni-hannover.de>
— Agon S. Buchholz <asb\#at\#kefk.net>
e Polish translation—the following members of PDDP (http://debian linux.org.pl):
— Marcin Andruszkiewicz
— Mariusz Centka <mariusz.centka'\#at\#debian.linux.org.pl>
— Bartosz Fenski <fenio\#fat\#debian.linux.org.pl> (leader: pl)
— Radostaw Grzanka <radekg\#at\#debian.linux.org.pl>
— Bartosz "Xebord’ Janowski
— Jacek Lachowicz
— Rafat Michaluk
— Leonard Milcin, Jr.
— Tomasz Z. Napierala <zen\#at\#debian.linux.org.pl>
— Oskar Ostafin <cx\#tat\#debian.linux.org.pl>
— Tomasz Piekos
— Jacek Politowski
— Mateusz Prichacz <mateusz\#at\#debian.linux.org.pl>
— Marcin Rogowski
— Pawet Rézaniski
— Mariusz Strzelecki
— Krzysztof Scierski
— Przemystaw Adam Smiejek < tristan\#at\#debian linux.org.pl>
— Mateusz Tryka < uszek\#at\##debian.linux.org.pl>
— Cezary Uchto
— Krzysztof Witkowski <tjup\#+at\#debian.linux.org.pl>
— Bartosz Zapatowski <zapal\#at\#debian.linux.org.pl>
e Chinese (simplified) translation
— Hao "Lyoo“ LIU <iamlyoo\#at\#163.net>
— Ming Hua <minghua\#at\#rice.edu>
— Xiao Sheng Wen <atzlinux\#at\#163.com> (leader: zh-cn)
— Haifeng Chen <optical.dlz\#at\#gmail.com>
Xie Yanbo <xieyanbo\#at\#gmail.com >
— easthero <easthero\#at\#gmail.com>
e Chinese (traditional) translation
— Tang Wei Ching <wctang\#at\#csienctu.edu.tw> (leader: zh-tw)
e Japanese translation
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— Shinichi Tsunoda <tsuno\#at\#ngy.1st.ne.jp> (leader: ja)

[13

QREF was short for the original document title, "Quick Reference. ..
name at qref.sourceforge.net.

and also is the project

Many manual pages and info pages on the Debian system were used as the primary references
to write this document. To the extent Osamu Aoki considered within the fair quotation stature,
many parts of them, especially command definitions, were used as phrase pieces after careful
editorial efforts to fit them into the style and the objective of this document.

Most of the contents of ‘Ocmosb Debian’ ma ctp. 5 originally came from "The Debian FAQ®
(March 2002):

e 5. The Debian FTP archives: ftparchives.sgml (entire chapter)

® 6. Basics of the Debian Package Management System: pkg basics.sgml (entire chapter)

e 7. The Debian Package Management Tools: pkgtools.sgml (entire chapter)

e 8. Keeping Your Debian System Up To Date: uptodate.sgml (entire chapter)

® 9. Debian and the kernel: kernel.sgml (entire chapter)

e 10. Customizing your installation of Debian GNU/Linux: customizing.sgml (part of

chapter)

These sections of "The Debian FAQ* were included in this document after major reorganization
to reflect changes in the Debian system. Both documents are updated concurrently now.

The original "Debian FAQ“ was made and maintained by J. H. M. Dassen (Ray) and Chuck
Stickelman. Authors of the rewritten "Debian FAQ“ are Susan G. Kleinmann and Sven Rudolph.
After them, "The Debian FAQ" was maintained by Santiago Vila. The current maintainer is Josip
Rodin.

Parts of the information for "The Debian FAQ* came from:
e The Debian-1.1 release announcement, by Bruce Perens (http://www.perens.com/).
e The Linux FAQ, by Ian Jackson (http://www.chiark.greenend.org.uk/“ijackson/).
e Debian Mailing List Archives (http://lists.debian.org/),
e the dpkg programmers’ manual and the Debian Policy manual (see ‘References’ na crp.
245)
* many developers, volunteers, and beta testers, and
e the flaky memories of its authors. :-)

Some parts of "Tutorial“ section were derived from
e "Debian Tutorial* by Havoc Pennington, Oliver Elphick, Ole Tetlie, James Treacy, Craig
Sawyer, and Ivan E. Moore II. (This document was derived from “Linux User’s Guide* by
Larry Greenfield.)
® "Debian GNU/Linux: Guide to Installation and Usage* by John Goerzen and Ossama
Othman.

The authors would like to thank all those who helped make this document possible.
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A.2 Warranties

Since I am not an expert, I do not pretend to be fully knowledgeable about Debian or Linux in
general. Security considerations I use may only be applicable for home use.

This document does not replace any authoritative guides.

All warranties are disclaimed. All trademarks are property of their respective trademark owners.

A.3 Feedback

Comments and additions to this document are always welcome. Please send email to the
Debian BTS system (http://bugs.debian.org/) under the debian-reference package or under
the respective translation packages. Use of reportbug makes it easy to file a thorough bug
report. You may still send email to Osamu Aoki (http://people.debian.org/ osamu/) at
<osamu) #at\#debian.org> in English or to each translator in their respective language.

Although T used to live in the USA, T am a non-native English user. Any grammatical corrections
are welcomed.

The best feedback is a patch against the SGML version, but a patch against the text version is
also welcomed. See ‘Odurmanbubrit jokyment’ Ha cTp. 1 for the official document site.

The original SGML files used to create this document are also available in CVS at:
:pserver:anonymous@cvs.sf.net /cvsroot /qref or http://qref.sourceforge.net /Debian/qref.tar.gz.

A.4 Document format

This document was written using the DebianDoc SGML DTD (rewritten from LinuxDoc SGML).
The DebianDoc SGML system enables us to create files in a variety of formats from one source,
e.g. this document can be viewed as HTML, plain text, TeX DVI, PostScript, PDF, and GNU
info.

Conversion utilities for DebianDoc SGML are available in the Debian package debiandoc-sgml.

A.5 The Debian maze

The Linux system is a very powerful computing platform for a networked computer. However,
learning how to use all its capabilities is not easy. Setting up the printer is a good example.

There is a complete, detailed map called the "SOURCE CODE*. This is very accurate but very
hard to understand. There are also references called HOWTO and mini-HOWTO. They are
easier to understand but tend to give too much detail and lose the big picture. I sometimes have
a problem finding the right section in a long HOWTO when I need a few commands to invoke.
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In order to navigate through this maze of Linux system configuration, I started writing down
simple reminder memos in text file format as my quick reference. This list of memos grew larger
and I learned debiandoc in the meantime. The product is this Cupasounuk no Debian.

A.6  The Debian quotes
Here are some interesting quotes from the Debian mailing list.

e "This is Unix. It gives you enough rope to hang yourself.“ —Miquel van Smoorenburg
<miquelsQ@cistron.nl>

® "Unix IS user friendly... It’s just selective about who its friends are. —Tollef Fog Heen
<tollef@add.no>
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