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Who Invented the EPC?

by Kevin Ashton

One of the questions I get asked most often is “Who invented the Electronic
Product Code?” I know I am expected to answer with a single name — some
heroic figure who labored completely alone, perhaps me, perhaps someone
else. But that’s never how invention works, and it’s certainly not true of the

™

EPC . Many hundreds if not thousands of people deserve credit.

The EPC system is just a way of using RFID - radio-frequency identifica-
tion. The name RFID dates back to the early 1990s. The technology has
roots in radar-related work done in the 1940s. During these six decades,
hundreds of engineers and scientists, most of them unknown, worked on
RFID. By the time I first saw it in the mid-1990s it was commercially availa-
ble, used for applications like controlling access to office buildings and
automating toll collection. The same is true of Sanjay Sarma, David Brock
and Sunny Siu, the three people with whom I cofounded MIT’s Auto-ID
Center. If any of us “discovered” RFID, it was only by looking in our pock-
ets or at the windshields of our cars.

The big challenge in the mid-1990s was to make RFID cheap and standard
enough that it could be used everywhere, and to find the killer applications
that would make ubiquity useful - to build a mass market for what, until
then, was a niche technology.

David Brock, a research scientist in MIT’s Artificial Intelligence Lab,
wanted to use RFID to help robots interact with the world around them. He
saw that combining the automatic identification capability of RFID with the
limitless information access of the Internet could be a powerful, practical
way to do this. Sanjay Sarma, a rising Professor in MIT’s Mechanical Engi-
neering department, championed Brock’s idea and helped develop it.
Sarma also reached out to his faculty colleague Sunny Siu for additional
expertise on the networking challenges.
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At the same time, I was a junior Brand Manager at Procter & Gamble wor-
ried about a much more mundane problem: how to keep my products on
the shelf. Embedding RFID tags in the products, and RFID readers in the
shelf, seemed like the perfect — indeed the only — way to do this. But I
needed RFID to be cheaper, better, and standardized in an open system. In
early 1999, by sheer chance, I met Brock and Sarma. The result was a potent
meeting of minds. I was looking to fund research, and Brock, Sarma and
Siu were looking for research funding.

Working with Alan Haberman of the Uniform Code Council, one of the
founding fathers of the UPC bar code, and Allan Boath of the Gillette Com-
pany, we developed a plan for a new industry funded research consortium
at MIT. Haberman wanted to call it the Center For Automatic Identification
And Data Capture. At the last minute I persuaded him to abbreviate it to
the Auto-ID Center. But my luck with names is hit and miss: inspired by
the bar code, I had the bad idea of calling Auto-ID Center’s technology
UPC2. Brock and Sarma saved the day — one of them, I cannot remember
which, proposed a far better alternative: EPC, for electronic product code.

The Auto-ID Center opened on October 1, 1999. P&G loaned me to MIT to
act as Executive Director, and Sunny Siu was the first Research Director.
When Sunny left MIT in 2000, Sanjay Sarma, always the guiding light
behind the research, took on his role.

The four-year project was more challenging and ultimately more fruitful
than any of us expected. The Center grew from its founding three sponsors,
P&G, Gillette and the UCC, to 103 companies. It expanded globally, fund-
ing additional research labs in Japan, Australia, China, Switzerland and the
United Kingdom. Working closely with industry, it published hundreds of
research papers by hundreds of researchers, and solved many of the prob-
lems standing in the way of low cost, high performance, ubiquitous RFID.

In 2003 the Center’s sponsors were ready to use the EPC. MIT licensed the
technology to the UCC, which established a new subsidiary, called EPC
Global, to operate the EPC system all over the world. The labs were
renamed Auto-ID Labs and funded by EPC Global to continue advanced
research related to the EPC System.

Who invented the EPC? It's the wrong question. Invention is not an activity
of individuals. It is the output of many people, spread around the world
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and across decades, working hard to improve things, sometimes alone, but
more often in teams and frequently unaware of one another. The heroic
individual inventor is a myth created after the fact — an unfortunate side
effect of success. When something succeeds, as the EPC indisputably has,
people want to know ‘who invented it?” as if they urgently needed to carve
a statue. But no one invented the EPC system. It was and still is the art of
many - a brilliant, vibrant society of disparate minds and voices, all work-
ing passionately to make something new and important. That may be a
more complicated answer, but it is also more uplifting. One of the greatest
lessons of the EPC, and of all other technologies if their stories were truly
told, is that invention is not a lonely act: it means bridging oceans, gener-
ations, and cultures to build a community of creativity.

Kevin Ashton, cofounder and former executive director, MIT Auto-ID Center



A Large-Scale Effort

by Sanjay Sarma

This book chronicles the technological advancement of RFID (Radio Fre-
quency Identification) technology and the EPCglobal Network™. David
Brock, one of the authors of this book, was a key part of the EPC research
effort, and it is a pleasure to see him and his fellow authors describe the
technology and its applications. The EPC was developed with goals both
mundane and magnificent: from tagging cases of milk to the vision of an
“Internet of Things.”

Looking back, many of the predictions made by the Auto-ID Center, which
at the time were considered reckless or visionary depending on the per-
spective, have come true. Others seem to be on the way to coming true. For
example, in May 2006, the first press-release announcing 5 cent EPC tags
appeared in the commercial media. It is easy to forget how contentious an
issue the mere mention of a 5 cent tag was in 2000 and 2001. However, time
smoothes even the most intense debate. At the time of writing this Fore-
word, over 800 companies worldwide are members of EPCglobal, and there
have been thousands of EPC site implementations and millions of EPC tags
shipped on five continents.

Some of our speculations have also not come true (yet). For example item-
level tagging has not taken off as we expected it would. Stay tuned, though,
because it is beginning to accelerate in the pharmaceutical, electronics, and
media industries almost unnoticed.

The Auto-ID Center was something of a saga in technology development
and collaboration. Through all this, careers were wagered and made, com-
panies were floated (though some did not survive), reputations were put
on the line, theses were written, and degrees were granted. The people
involved need to be recognized, and I attempt to do so below.

Beginning in October 1999, the effort behind the EPC (electronic product
code) and RFID rapidly expanded to include 103 sponsors who contributed
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over $20 million for research and development. As an outgrowth of the
original MIT Auto-ID Center, six other academic laboratories quickly
formed including (with founders listed) the University of Cambridge, UK
(2000, Dr. Duncan McFarlane); the University of Adelaide, Australia (2001,
Professor Peter Cole); the University of St. Gallen, Switzerland (2002, Pro-
fessor Elgar Fleisch); Keio University, Japan (2002, Professor Jun Murai);
Fudan University, China (2002, Professor Hao Min); and Information and
Communication University, Korea (2005, Professor Sang Gug Lee). These
universities are all currently in a confederation called Auto-ID Labs
(www.autoidlabs.org), which is funded largely by EPCglobal, Inc.
(www.epcglobalinc.org), a non profit, joint venture of GS1 US (formerly
known as the Uniform Code Council (UCC)) and GS1 (formerly know as
the International Article Numbering Association (EAN)).

Independent of this organization, other universities worldwide are con-
ducting ongoing RFID research along with many large corporations from a
variety of industries. Governmental agencies have also done much work.

In October 2003, the standards of the MIT Auto-ID Center were licensed to
EPCglobal Inc. for commercial development. Since 2003, companies from
several different industries, in conjunction with EPCglobal, have continued
to refine the technology for practical application.

The four people who founded the MIT Auto-ID Center were, in addition to
me, Dr. David L. Brock and Professor Sunny Siu from MIT, and Kevin Ash-
ton from industry. While it is simpler to attribute the contributions of the
academics in idea-generation, technology development, and system engi-
neering, it is sometimes difficult to understand the importance and power
of organization and communication. For this, Kevin Ashton, who served as
Executive Director, and is now Vice President of Marketing for Thingmagic,
deserves a great deal of credit and gratitude from the industry. Through
many challenges, the Auto-ID Center was successful largely because of the
leadership, teamwork, and interaction between the four of us.

In addition to the founders, several people from industry and academia
also contributed a great deal to the formation and expansion of the MIT
Auto-ID Center. Alan Haberman of the UCC, who served as the founding
Chairman and Dick Cantwell of Gillette, who took over this role in 2001,
both added a dimension of credibility, integrity, and leadership that pro-
pelled the MIT Auto-ID Center from an academic research project to a force



A Large-Scale Effort XVII

in industry. Their enthusiasm and progressive attitudes toward technology
acted as an effective lightning rod to draw attention to the EPC and its
potential as an operational tool to create value for business. Noel Eber-
hardt, who was at a fledgling, but now defunct division of Motorola was a
great source of moral support. Finally, Professor Nam Suh, head of the
Department of Mechanical Engineering at MIT, was a beacon of support
not only by seeding the project financially, but also by encouraging us to
take risks.

Several research engineers and students at the MIT Auto-ID Center were
instrumental in its early success. They are Joe Foley (who implemented the
first version of the EPC System in its entirety), Dan Engels (then still a grad-
uate student in Electrical Engineering), Erik Nygren, Ching Law (whose
early paper on anti-collision with Sunny Siu was very influential), Steven
Ho (who examined warehouses designed with RFID), Yogesh Joshi (who
studied the bull-whip effect with and without RFID-enabled visibility),
Bink, Niranjan Kundapur, Yun Kang, Kashif Khan (who studied vibratory
assembly of tags), Brendon Lewis, Timothy P. Milne (who was a key player
in the development of an integration strategy for EPC), Grabriel Nasser,
Prasad Putta, and Sridhar Ramachandran. Also members of this group, the
afore-mentioned Dr. Daniel W. Engels and Robin Koh (associate directors),
and Tom A. Scharfeld (research manager), continued to conduct research
and lead students as part of Auto-ID Labs. Their efforts contributed a great
deal to tag protocols (Engels), an understanding of the medical counterfeit
problem (Koh), and the development of a certification process along with
early RFID research in the US and Japan (Scharfeld).

Christian Floerkemeier of ETH Zurich deserves credit for leading the Prod-
uct Markup Language (PML) group. Mark Harrison, Steven Hodges, and
Allan Thorne of Cambridge were key early contributors in software and
hardware thinking. Steve Weis was our security and privacy guru along
with his advisor, the famous Professor Ronald Rivest. Elliott Maxwell led
the public policy council, which served as the conscience of the MIT Auto-
ID Center in matters involving social issues related to the large -scale use of
RFID. In particular, Simson Garfinkel deserves special mention as a mem-
ber of this council and as a prominent writer and journalist in the field.

We had many contributors from the technical community. A number of fac-
ulty, friends, and industrial colleagues from the industry were impromptu



XVIII Foreword

advisors, including Timo Lindstrom (then head of Rafsec, who with Samuli
Stromberg, gave us many insights into tag manufacturing); John Price, Dr.
Stephen Smith, and John Rolin of Alien Technology (who gave us a deep
understanding of UHF tags and fluidic self-assembly); Andreas Plettner (a
founder of Flexchip, a pioneering company that unfortunately did not sur-
vive); and Dr. Gitanjali Swamy, our informal expert on VLSI and the eco-
nomics of the 5 cent tag from the early days until our final paper on the
detailed simulation showing that a 5c tag was possible. Dirk Heyman and
his colleagues at Sun Microsystems, Inc. were also very influential support-
ers of the Auto-ID Center in the early days, and Dirk went on to become the
chairman of the Technology Board. Silvio Albano led the field trial and was
a dynamo in the evangelization of EPC technology.

The birth of EPCglobal from the Auto-ID Center also involved significant
work, leadership, and risk-taking on behalf of non-profit groups. From the
Uniform Code Council, Bernie Hogan, Mike Di Yeso, and Steve Brown
were extraordinary partners. In my view, the saga of their work in forming
EPCglobal is an effort about which another book needs to be written. From
MIT, Carol Carr and Tom Henneberry were key contributors along with
Lita Nelsen. Aside from their roles in industry, Bruce Delagi of Sun
Microsystems and Ken Traub of Connecterra spent a great deal of time
driving the standards effort, which eventually blossomed within EPCglo-
bal.

Administrators and program managers involved in the development and
execution of the numerous meetings and membership relations efforts of
the MIT Auto-ID Center deserve recognition for their long hours of work
and dedication. These include Brooke K. Peterson, who served as associate
director, Joyce Lo (program manager), Tracy Skeete (events manager), Toni
Pommet (program manager — Auto-ID Labs), and Carolyn Skeete (adminis-
trative assistant). Finally, there is David Rodriguera who was and remains a
key member of the Auto-ID Center and now Labs both as my assistant and
as the glue for the students.

As Kevin Ashton mentions above, a number of people from universities
and business contributed ideas to the MIT Auto-ID Center through pub-
lished research. Many of theses papers have become citations included as
part of this book, although all of these authors contributed in various ways
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to the idea of using unique identification as a tool in supply chains. A list of
these individuals includes:

Vivek Agarwal, Silvio Albano, Keith Alexander, Dipan Anarkat, Alfred
Angerer, KevinAshton, Sana Ayub, Brandon Bean, Attilio Bellman,
Anthony Bigornia, Garry Birkhofer, Michael Boushka, Jeffrey D.Brooks,
Stephen A.Brown, James Brusey, Brian Cantwell, Carol T.Carr, James Carr,
Indy Chackrabarti,Yoon Chang, Gavin Chappell, Chunhong Chen, Xiaojun
Chen, Jin-Lung Chirn, Nirav Chokshi, Yvonne Chow, Peter H.Cole, Daniel
Corsten, Chris Cummins, Markus Dierkes, Dittmann, Lars, Helen Duce,
Robert Dudley, Joe Dunlap, David Durdan, Noel Eberhardt, Daniel
W.Engels, Elgar Fleisch, Martyn Fletcher, Rich Fletcher, Christian Floerke-
meier, Andrés Garcia, Greg Gilbert, Tig Gilliam, Lyle Ginsburg, Amit
Goyal, Kathryn Gramling, Sandra Gross, Chris Grubelic, Jennifer Haber-
stroh, Hisakazu Hada, Thaddeus Haffey, David M.Hall, Stephan Haller,
Yifeng Han, Mark Harrison, Junius K.Ho, Steve Hodges, Chenling Huang,
Behnam Jamali, Dawei Jin, Yogesh V.Joshi, Shang-ling Jui, Ajit Kambil, Yun
Y.Kang, Yuusuke Kawakita, Kashif Khan, Mike Kindy, Herb Kleinberger,
Robin Koh, Jiro Kokuryo, A. G.Kulkarni, Elaine M.Lai, Nhat-So Lam, Mat-
thias Lampe, Ching Law, Kayi Lee, Sang-Gug Lee, Stephen Leng, Kin
Seong Leong, Brendon W. Lewis, Qiang Li, Joyce S. Lo, Paschalis
Loucaides, Yael Maguire, Hugo Mallinson, Uttara Marti, Andrew McDon-
ald, Duncan McFarlane, Florian Michahelles, Timothy P.Milne, Hao Min,
Jin Mitsugi, Dhaval Moogimane, Humberto Moran, Jun Murai, Osamu
Nakamura, Mun Leng Ng, Mikako Ogawa, Ted Osinski, Ravikanth Pappu,
Ajith Kumar Parlikad, Sumukh Pathare, Christian Plenge, Rehmi Post, Kart
Prince, Laxmiprasad Putta, Damith C.Ranasinghe, Richard Redemski, Mat-
thew Reynolds, Jason Richard, Joseph Richards, Jiirgen Ringbeck, Sanjay E.
Sarma, Tom A. Scharfeld, Paul Schmidt, Patrick Schmitt, Bernd Schoner,
Chris Sheedy, Kai-Yeung Siu, Jeffrey Smith, Simon Smith, Thorsten Staake,
Martin Strassner, Stefan Stroh, Gitanjali Swamy, Christian Tellkamp,
Frédéric Thiesse, Alan Thorne, Joseph Tobolski, Hideaki Tomikawa, Colin
J.Towner, Harry Tsai, Masaki Umejima, Yojiro Uo, Tianyang Wang, Stephen
A Weis, John R.Williams, Jonathan Wolk, Chien Yaw Wong, Maurice
Woods, Alia Ahmad Zaharudin, Feng Zhou, Zheng Zhu, Steve Zujkowski.

Our apologies in advance for anyone we have inadvertently not listed. For
those interested in reading these early papers, Auto-ID Labs has made
them available at www.autoidlabs.org
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Special thanks must go to the numerous people who have contributed time,
expertise, equipment, encouragement, and funding from the member com-

panies of the MIT Auto-ID Center, including;:

Board of Overseers
Abbott Laboratories

Best Buy Corporation
Carrefour

Coca-Cola

Dai Nippon Printing Co., Ltd
Ean International

Gillette

International Paper
Kellogg's Corporation

Kraft

Metro

Nestle

PepsiCo

Philip Morris USA

Sara Lee

Target Corp.

The Gillette Company
Uniform Code Council
United States Postal Service
Visy Industries

Wegmans Food Markets, Inc.

Ahold, IS

Canon Inc.

Chep International

Cvs

Department of Defense
Eastman Kodak

Johnson & Johnson
Kimberely Clark Corporation
Lowes Companies, Inc.
Mitsui & Co, Ltd.

Pepsi

Pfizer

Procter and Gamble Company
Smurfit-Stone Container Corp
Tesco Stores Ltd.

Toppan Printing

Unilever

ups

Wal-Mart Stores, Inc.
Westvaco

Yuen Foong Yu Paper Mfg. Co., LTD.
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Technology Board

Accenture ACNielsen

Alien Avery Dennison

AWID British Telecommunications (BT)
Cash'’s Catalina Marketing Corp
Checkpoint Systems, Inc. ConnecTerra, Inc.

Ember Corporation Embrace Networks

Flexchip AG Flint Ink

GEA Consulting GlobeRanger

IBM Business Consulting Services IDTechEx

Impinj, Inc. Information Resources, Inc.
Intel Intermec

Invensys PLC Ishida Co, Ltd.

KSW Microtec AG Manhattan Associates

Markem Corp. Matrics

Morningside Technologies NCR Corporation

Nihon Unisys Ltd. Nippon Telegraph and Telephone Corporation
NTT Comware OATSystems

Omron Corporation Philips Semiconductors

Rafsec RF Saw Components

SAMSYS SAP

Savi Technology Sensitech

Sensormatic Electronics Corp Siemens Dematic Corp.
STMicroelectronics Sun Microsystems

Symbol Technologies Toppan Forms

ThingMagic Vizional Te

Toray International, Inc. Zebra Technologies Corporation

Ongoing research concerning RFID and the EPCglobal Network continues
at MIT through a new entity, Auto-ID Labs (http://autoid.mit.edu/cs/),
under the leadership of Professor John R. Williams (Director). This new
group includes Dr. Abel Sanchez, Dr. Daniel Engels, Dr. Brian Subirana,
Stephen Miles, Sivaram Cheekiralla, Ching-Huei Tsou, and David Rod-
riguera. Former members of Auto-ID Labs who deserve recognition
include Tatsuya Inaba, Robin Koh, and Tom A. Scharfeld.

Through many years of extremely hard work, I am happy to see that the
EPCgobal Network and RFID technology are on a firm footing to add value
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in business. Given my direct experience with the MIT Auto-ID Center, I
have found that the complex interaction between theoretical and applied
academic research, in combination with industrial application and practical
innovation, can be harnessed to create something meaningful and lasting.
While it is hard to predict the future, the momentum behind the EPC will
most certainly lead to more innovations occurring at an increasingly rapid
pace. Being a part of this process has provided special insights to me that
will become the focus of some of my future research at MIT.

Professor Sanjay E. Sarma,
cofounder and chairman of research, MIT Auto-ID Labs,
Associate Professor of Mechanical Engineering, MIT



Preface

Edward Gibbon once wrote, “All that is human must retrograde if it does
not advance.”' We believe technological progress is a fundamental aspect
of human nature that must be encouraged. Without it, living standards fall
and civilizations collapse.

This book examines RFID (Radio Frequency Identification) technology and
the EPCglobal Network™ through case studies along with our insights
concerning the future influence RFID and the EPC will have on business.
An ambitious effort to create value within commerce, the technology
focuses on building the capability and infrastructure to achieve unique
identification for physical objects on a large scale. The ultimate goal is to
create an “Internet of Things” by connecting physical objects to computer
networks.

This book introduces the topic of RFID and the EPCglobal Network to a
wide audience. In doing so, we focus on the essentials of the technology
and a number of application areas. With primary focus on supply chain
management (SCM), a significant part of the book analyzes the practical
aspects of implementation.

Taking a longer view, the advancement of SCM is very much dependent on
data. The wave of the future is the integration of SCM with innovations in
computer science and other areas, to create better decision-making and to
increase speed. With this perspective, we envision RFID and the EPCglobal
Network as basic information technology to support greater integration.
To this end, the book details the technological potential along with a bal-
anced appraisal of strengths and weaknesses.

Upon publication of this book, we feel honored to acknowledge a number
of people who have contributed in many ways. The nature of our work
depends heavily on collaboration with a wide group of colleagues from
industry, academia, and governmental agencies, along with student
research work. It is only through intellectual discourse that we have been
able to continually refine and improve our ideas.
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Professional colleagues and friends who have generously shared their ideas
with us over the years include Mark Dinning, Pinaki Kar, Professor Masa-
hiro Arakawa (Kansai University, Japan), Tom A. Scharfeld, and Dr. James
M. Masters of the RAND Corporation. Parts of this book trace to their con-
tributions in a range of different areas including case studies and overall
philosophy of what is relevant in education and research.

We would also like to recognize the cadre of undergraduate and graduate
students at MIT (2000 — 2006) who through their insights, enthusiasm, and
desire to learn have been an inspiration. The students with whom we have
worked as thesis and internship supervisors come from several degree pro-
grams at MIT, ranging from Undergraduate (Mechanical Engineering, Aer-
ospace Engineering, Physics) to Graduate (Master of Engineering in
Electrical Engineering and Computer Science, EECS; Master of Engineering
in Logistics, MLOG; and Master of Science in Systems Design and Manage-
ment, SDM). These students include Tom Albertson, Attilio Bellman, Chai-
tra Chandrasekhar, Mary Chang, Indy Chakrabarti, Henry Chen, I-Han
Chen, Joseph Dahmen, Mark Dinning, Kevin Emery, Narsi Reddy Gayam,
Taehee Han, Pinaki Kar, Elaine M. Lai, Nhat-So Lam, Kuang Yuan Ler,
Hongmin Li, Ming Li, Max Locher, Peden P. Nichols, Christian K. (Rocco)
Repetski, Adam Schlesinger, Chatchai Unahabhokha, Ping Wang, Kazunari
Watanabe, and Marat Zborovskiy.

Preparation of a book is not a singular effort. It takes input from a number
of different people. We wish to thank those who have helped with specific
comments about content, especially Stefanie Alki Delichatsios, a graduate
student at MIT Auto-ID Labs, who provided technical guidance at a critical
juncture during the writing of this book. Others also made significant con-
tributions including Timothy ]. Kutz, Sr. of MorganFranklin Corporation,
Nicholas Fergusson of EPCglobal, Inc., Professor John R. Williams of MIT
Auto-ID Labs, and Dee E. Biggs of Welch Foods, a long time colleague,
friend, and leader.

From an editorial standpoint, we thank Dr. Niels Peter Thomas of Springer
Verlag for his abundant skills in improving the organization and focus of
the book, along with help in various administrative and creative matters.
Above all, we appreciated Niels’ dedication to handling important deci-
sions quickly with insight and decisiveness.
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Participation in professional societies always serves as an important part of
gaining insight into the big picture surrounding a new technology like
RFID. We would like to thank our colleagues in the American Production
and Inventory Control Society: the Association for Operations Manage-
ment (APICS), the Council for Supply Chain Management Professionals
(CSCMP), and the Institute for Operations Research and Management Sci-
ences (INFORMS).

In addition, trade publications are an important part of communicating
with industry. We would like to thank Mark Roberti, Editor of RFID Jour-
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CHAPTER 1

The Emergence of a New Key Technology

The essence of innovation is the blending of ideas with the science and
practice of engineering. Nowhere is this process more active than in the
area of identification technologies. Taking full advantage of improvements
in microcircuit design and production, computer science, the Internet, and
other mechanical technologies, the EPCglobal Network ™" seeks to establish
a large-scale computer infrastructure for merging data, information, and
physical objects together. This will create a new, networked physical world
that is similar to the Internet.

The power of the EPCglobal Network involves the combination of knowl-
edge from many different fields ranging from computer science and engi-
neering to supply chain management. Within the next ten years,
practitioners and researchers alike envision the EPCglobal Network as
becoming the predominant means of object identification within business.

The Bar Code and Beyond

Considered one of the greatest innovations of the 20" century,' the bar code
represents the first large-scale, automated effort to identify objects. For
retailers, the implementation of the bar code has led to improved pricing
accuracy, greater labor efficiency, and reduced checkout time for custom-
ers.” In addition to these operational efficiencies, the bar code has come to
represent an icon present on the package of nearly every consumer good
marketed in the United States.

Given these early successes, manufacturers began to adopt the bar code as
a means of improving inventory accuracy and to coordinate supply chain
operations. Product level data on time and place obtained from bar code
systems greatly improved temporal and spatial utility within supply
chains.>* During the 1980s, this was an important element in better man-
agement of inventory deployed at forward warehouses along with
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enhanced customer service. The decreasing cost of computing hardware
along with improved Enterprise Resource Planning (ERP) systems used to
organize and communicate data combined to accelerate the adoption of the
bar code by many firms.

Since bar codes are now a mature technology, it is natural to look forward
to the next stage in the commercial use of identification systems. The histor-
ical focus of bar codes has concentrated on identification of an object type.
For a consumer goods item, this means the brand and size of an individual
product, or the brand, size, and quantity contained in cases shipped from
manufacturers to retailers.

Product type data, obtained with the ease of a laser scanner, provides
enough information to automate checkout lines or to improve inventory
management. The Universal Product Code (UPC), established by the Uni-
form Code Council (UCC) in 1973, serves an important role in establishing
uniformity and order concerning the product type data read from bar
codes.® As of 2005, over 1,000,000 organizations use the EAN/UPC on their
products.® This has unlocked enormous amounts of data to retailers and
firms in other industries.”

With an increase in the intricacy and sophistication of products, the needs
of business are moving beyond identification of product type to unique
identification of individual objects by serial number. This represents a sig-
nificant transition because unique identification introduces a much greater
degree of complexity in system management.

Yet at the same time, unique identification also offers a number of possibili-
ties that include greater visibility and real-time control of objects located
anywhere between the manufacturer and the customer. The full realization
of these capabilities will most certainly revolutionize the practice of supply
chain management.

Organizing for Unique Identification

The EPCglobal Network is a system that builds on the tradition of auto-
matic identification first established by the bar code. At the core of this sys-
tem is the Electronic Product Code (EPC"™), a serial numbering system
designed to handle unique identification of trillions of objects. This num-

bering system forms a standard, uniform basis for linking physical objects
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together within a network that applies to all levels of the supply chain and
across industries.

The means of creating such a network involves the placement of low cost
Radio Frequency Identification (RFID) tags on objects such as cases, pallets,
or individual products. In addition, RFID technology provides the capabil-
ity for these tags to communicate with the Internet, secure Intranets, or
point-to-point communication between organizations, through readers sit-
uated at various points within the supply chain. In the future, this type of
network will form the base for “pervasive computing capabilities embed-

ded in our everyday environments.” ®

Given such a computer infrastructure, it becomes possible to manufacture
smart objects that can ”“sense,” “do,” and “understand.” Resembling tiny
robots, smart objects are things that can make decisions independently
based on external data gathered through sensing technology combined
with computer logic imbedded into the object. Examples might include
consumer products that can automatically change price based on sensing
supply and demand conditions on the retail shelf and the likelihood of
going out of stock.

The foundation for creating smart objects is unique identification that only
the EPCglobal Network can provide. In simple terms, the goal is to make
new connections between physical objects regardless of location within the
supply chain.

Positioned to be one of the major advances of the 21* century, this “web of
things” is a significant innovation that has the potential to affect nearly all
of commerce.

Creating a Global Standard

An important aspect of the EPCglobal Network is the development of com-
mon standards. Considered the bedrock of commerce, standards enable
interoperability and the free flow of various business transactions. Often
following technological breakthroughs, standards setting efforts have a
positive record in driving economic growth that dates to the origins of
trade in the ancient world.

During modern times, the co-development of new technologies along with
the establishment of common standards represents a complex activity
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involving many different groups that must depend on each other for
mutual success. Given expanding trade between countries, the interaction
between new technologies and standards setting bodies will play an
increasingly critical role in guiding the direction of innovation and future
economic development.

As businesses begin the process of discerning the importance of the EPC-
global Network to profits and revenue growth, it is essential to know the
fundamental aspects of the technology and to be able to abstract these
capabilities to the practical applications of the present and future.

The Basic Elements of Unique Identification

The original designers of the EPCglobal Network had a predetermined idea
of how to use the Internet as a means of implementing unique identifica-
tion.” Early researchers also introduced the goal of interoperability across
all levels of the supply chain.

The basic design called for three components. First, and perhaps most
important, a low cost RFID tag serves as the base of the system. To reduce
the cost of the tag, researchers focused on new methods that would turn the
manufacture of tags into a mass production process.

A second major development involved placing a unique serial number on
the RFID tag capable of identifying trillions of objects. This task involved
the calculation of the size of the number to ensure adequate coverage. The
numbering system developed during this phase of research became the
EPC.

The last step was to build a computer infrastructure capable of processing
identification data and information. Since initial designs of RFID tags
called for minimum functionality as a means of reducing costs, the EPC
became the only data contained on tags. It served as a pointer to greater
amounts of data and information held in a network. In this way, an efficient
balance was struck between the limited functionality (and cost) of RFID
tags, and the ability of computer networks to hold important data and
information about objects.

With these components in place — low cost tags, the EPC, and a network
infrastructure for handling data — the EPCglobal Network is capable of new
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types of data and information exchange as compared to current bar code
systems. In business, it is a general rule that the value of information
increases when it moves beyond the four walls of a firm. Many firms from a
wide range of industries are convinced collaboration provides extensive
benefits and are looking for new technologies to enhance its application
with trading partners.

The greatest value of the EPCglobal Network may be the set of standards
necessary for supply chain wide communication of unique identification
data. In this way, collaboration between trading partners can take place on
a more sophisticated level and it becomes theoretically possible to monitor
and communicate with objects at any step of a supply chain. This type of
collaboration and control has definite benefits that are quantifiable once the
EPCglobal system is in place.

RFID versus the EPCglobal Network

The use of RFID tags to identify and track objects is not a new technology.
The beginning of modern RFID traces to WWII where the military used
transponders for the important purpose of identifying a returning aircraft

as friend or foe.l> !

Since the 1940s, businesses have applied RFID in a number of industry sit-
uations, mostly in the area of asset tracking, collection of highway tolls,
security access, and consumer convenience. It is important to note that at
least one inventor proposed the use of RFID during the 1970s as an alterna-
tive to the bar code.”? At that time, RFID was about seven times more
expensive than bar codes, prompting supermarkets to choose the latter.

Perhaps one of the most famous RFID applications to date is the ExxonMo-
bile SpeedPass. With this service, consumers can purchase gasoline using a
key chain fob that contains an RFID tag. When the customer arrives at a
gasoline station, and begins pumping, an RFID reader located nearby auto-
matically identifies the customer and charges their account upon comple-
tion of the transaction. This all happens without ever inserting a credit or
debit card into the card-reading unit located at the pump. As a testament to
its popularity, there are currently over 6 million users of ExxonMobil
SpeedPass in the United States."
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A common characteristic of these early applications involves a ”closed
loop” approach. In this situation, RFID communication is tightly coupled
and applications are highly specific. Proprietary standards dominate these
systems and limited interoperability exists.

This is in contrast to the EPCglobal Network, where open standards enable
supply chain wide interoperability. With this approach, there are many
more opportunities to exchange data across multiple levels of a supply
chain or across different industry sectors.

Charting the Future

There is no question that the EPCglobal Network and RFID technology
have great potential to provide detailed data about objects within a supply
chain. Current forecasts put the build-out of the technology on a gradual
pace with the first comprehensive applications being in place by 2007.'* As
companies install dense ubiquitous reader networks within manufacturing
facilities and supply chains, greater amounts of data will become available
with improved accuracy and timeliness.

This represents a growth industry for vendors of RFID technology. ABI
Research of Oyster Bay, NY estimates that RFID hardware and software
sales alone have reached $1.53 billion in 2004, up from $915 million
recorded in 2000." Forecasts for the future size of the RFID industry vary a
great deal with some predicting sales as high as $4.6 billion by 2007.'¢

Mandates in the retail industry'” along with interest by the Department of
Defense and the Food and Drug Administration will almost certainly
ensure growing demand, although the near-term value to retailers and
manufacturers remains unclear. If the past is any guide, one author predicts
that in a high tech gold rush like RFID, it is usually those who sell the picks
and shovels who make all of the money.18 In this case, RFID tags, readers,
and supporting software are the modern day equivalents of the picks and
shovels.

The development of the EPCglobal Network and RFID technology will
undoubtedly take many turns in practice. It is seldom that new technology
finds application without a great deal of experimentation and a number of
failures. However, the process of creative destruction, an economic princi-
ple first put forth by Joseph Schumpeter, ultimately means that mature
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technologies like the bar code will eventually make way for new innova-
tions like the EPCglobal Network and RFID technology.” Though the bar
code will be a mainstay of business for many years to come, its replacement
is inevitable.

The task that business, academia, and non-profit standards organizations
now face is the true measure of any innovation; initiating widespread
application through a convincing argument of commercial value. Those
who deal firsthand with the everyday problems of business will be instru-
mental in this effort.

Initial Application Ideas

During the early stages of development, practitioners and researchers have
identified a number of applications that utilize the data and information
anticipated from the EPCglobal Network. Some applications include track
and trace within entire supply chains,® ! theft detection,? improved serv-

t,” product obsolescence control,** and the

ice parts inventory managemen
management of production and logistics within military and civilian sup-
ply chains.” With almost all of these initial application ideas, the aim was

to use information as a way to improve supply chain control.

In some cases, the EPCglobal Network holds the potential to go beyond
information-based applications by changing basic business processes that
have historically formed the structure of commerce.

For example, in the consumer goods industry the business model of manu-
facturers producing products that are sold to retailers, which in turn sell to
customers, has remained essentially unchanged since the rise of depart-
ment store chains during the late 19 century. With the supply chain visibil-
ity that the EPCglobal Network enables, it is possible that manufacturers
can “own” products until the time of purchase by consumers in retail
stores. Often called scan-based sales, this approach would redefine the con-
sumer goods industry, turning retailers into providers of real estate for
multiple stores within a store, and allowing manufacturers to make basic
merchandising decisions involving price and promotion.*

This type of potential application highlights the inherent characteristic that
networks often transcend the established boundaries of organizations.”
Ocean shipping, roads, railroads, air transportation, telegraph, radio, tele-
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vision and the Internet are all examples of networks that contributed a
great deal to economic growth, yet have the unique characteristic of cutting
across significant business, governmental, social, and geographical bound-
aries.

As a final note, innovations like the EPCglobal Network also have a power-
ful transformative property. Some argue that networks often alter new

inventions and ideas into something much more influential.®

Steam power
is one example. During the early stages of the Industrial Revolution the
greatest changes did not come from the steam engine itself but rather from
the invention of the railroad network, which utilized the steam engine to
increase the average speed within a land-based transportation network.?
Without the railroads, the agricultural and manufacturing capabilities of
the 19" and 20" centuries would never have fully developed, and the

United States would never have emerged as a world power.

While it is hard to predict what other technologies the EPCglobal network
might transform, a precedent exists that such transformations will take
place with the result of improved productivity.

The History of Technological Advances

Taking something new like the EPCglobal Network and RFID technology
from an initial idea to wide-scale industrial application requires an appreci-
ation of the history of technological advances. An understanding of this
history will help to form the perspective that only the past can provide.

Seldom originating from a single source, innovations like the EPCglobal
Network are often the result of many incremental improvements in tech-
nology that in total add up to big things. This type of process, which thrives
in a free market economy, depends on communication and information
sharing through various means, such as academic journals and the business
literature, to stimulate ideas among individuals or small groups that pos-
sess a competitive desire to make something better. Historically, the result
of such a process, as apparent with most of the significant mechanical
inventions of ancient times, the middle ages, and the early stages of the
Industrial Revolution, is that many innovations bear little resemblance to
anything that had happened previously.
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Archimedes’ levers and pulleys, Gutenberg’s printing press and movable
type, Watt’s steam engine, Whitney’s cotton gin, and the Wright’s airplane,
were all innovations that changed the course of economies and history but
had no prior equivalent. Though these engineers seldom created their
devices without building upon the work of others, their unique insights
about the potential of applied technology served to harness existing knowl-
edge in new ways. Breakthroughs occurred primarily because of incremen-
tal innovations and the ability and focus of a single person to create
something of economic value.

One invention alone, the printing press, accounted for massive increases in
productivity and represented the first case where a mechanical device
became an integral part of data and information creation though the manu-
facture of newspapers, pamphlets, and books. By a single account given in
the late 18™ century, a book would have cost 100 times the present price had
the efficiencies of the printing press not existed.*

In situations where innovations are successful, it sometimes takes years to
recognize applications. Inventive inspiration, often rooted in the idea of
incremental improvement, sometimes focuses on the potential of what is,
rather than the expectation of what might be. This means that inventors
tend to overlook the practical applications of the things they create. Some
researchers go as far as to assert that new technologies are not productive
until nearly a generation after introduction.®® The argument is that it takes
time to learn how to use the technology in new ways and for new ideas to
diffuse through the economy.

A case in point is the invention of air flight.*> The Wright brothers first flew
their machine on December 17, 1903, yet it was 1906 before issue of the first
patent and 1909 before the US Army took delivery of the first aircraft.

Another important aspect of innovation is relevance along with the source
of the initial inspiration for design. During the age of the Industrial Revolu-
tion, the great innovations in devices involving the manipulation of force
and mechanical power frequently traced to a close relationship with the
practical problems of everyday life. For example, the design of machines
that replaced the backbreaking work of agriculture often mimicked the
observed physical motions of humans working in the fields.
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In perhaps one of the best descriptions of this type of innovation, Sherwood
Anderson put forth a compelling fictional account of agricultural innova-
tion in a small Midwestern town during the late 19 century. With a single
sentence, he sums up the prevailing attitude of this time of great American
innovation, ”"Do little things well and big opportunities are bound to

come.”

Parallels with Identification Technology

The EPCglobal Network shares all of the characteristics of innovation that
have previously occurred in the Industrial age. The technology carries the
mark of its predecessor the bar code and the Uniform Product Code (UPC),
first invented in 1948 (bar code) and fully implemented in 1974 (bar code
and UPC).** Yet the idea of unique identification at the object level with
RFID tags that communicate over a distance was beyond anything
remotely considered by those who initiated the first bar codes.

Through the combination of RFID tags and a sophisticated information
technology infrastructure, the EPCglobal Network has the potential to cre-
ate a revolution in the quantity, quality, and timeliness of data generated
within supply chains. In this way, the EPCglobal Network is a ground-
breaking technology much like the printing press, which revolutionized
communication, learning, and information sharing. Improving the quan-
tity, quality, and timeliness of data has the potential to lead to better plan-
ning and control internal and external to business organizations, and the
widespread application of automation.

Even though the EPCglobal Network has impressive potential, there also
exists the risk of failure because of infrastructure complexity. To date, con-
siderable theoretical development has taken place and prototype applica-
tions of the EPCglobal Network have proven successful in practice.
However, the viability of large-scale implementation across a number of
industrial sectors remains an unanswered question.

It is also true that other technologies might supplant the EPCglobal Net-
work before full implementation. Though few such technologies are cur-
rently on the horizon, businesses in a free market economy have
exceptional capability to identify and put into practice least cost alterna-
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tives that might include non-technological solutions to the various aspects
of object identification within supply chains.

Finally, because it is a new technology, the most innovative applications of
the EPCglobal Network are in the future and will probably have an origin
in the everyday problems of commerce that cause loss of productivity.
Much like the advent of air flight, it might take years to comprehend the
full potential of the EPCglobal Network and RFID Technology. Taking the
bar code as an example, more than 25 years passed between the invention
of the bar code and widespread commercial application.

Productivity Through Information

The essential nature of the EPCglobal network differs from the devices
developed during the age of industrial revolution in that the primary
goal is production of data and information. Lacking the tangible aspects
of mechanical innovation, this new technology depends on using data
and information to enhance practical decision-making in business rather
than a focus on improvements in equipment, training, or methodologies,
which were the traditional ways of increasing manufacturing productiv-
ity.

In support of the productivity potential of the EPCglobal Network, evi-
dence exists that the information economy has created significant results.
According to a Federal Reserve report published in 2000, productivity
growth has increased an average of one percent when comparing the first
half (1990-1995) to the second half (1995-2000) of the 1990s.%® Two-thirds of
the increase has been traced to better use of information technology and
increasingly efficient production of computers.* Further, a significant por-
tion traces to better supply chain management in the retail industry, an out-
come of increased data about operations.*’

Conquering the dynamics of supply chains can only happen through the
innovative use of information. As Harvard psychologist Donald Cox once
stated, “information is the antidote to uncertainty.” 38 Having real-time
information on the location of an object within a supply chain improves
visibility and enhances such critical business functions as inventory control
and the delivery of customer service. To date, various information technol-
ogies including the bar code have already had an important impact on the
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US economy by helping to mitigate inventory imbalances that often caused
deep recessions.”” The EPCglobal Network and RFID technology have
every prospect to strengthen this trend.



CHAPTER 2

Hardware: RFID Tags and Readers

The EPCglobal Network and RFID technologies are much more than a
replacement for the bar code. Designed as an information gathering system
in addition to a means of automatic identification, the technologies estab-
lish a common base for the manufacturing and the supply chain systems of
the future.'

The essential concept of RFID involves attaching a radio frequency identifi-
cation (RFID) tag to a physical object. The tag either emits a signal continu-
ously or it is activated to transmit information upon receiving a
predertermined signal from another source.

RFID technology is often thought of as being similar to connecting a low
cost, two-way communication device, like a cell phone, directly to an indi-
vidual item, case, or pallet. Accomplishing this type of connection requires
a great deal of engineering to develop cost effective systems that can han-
dle large scale applications.”

RFID tags provide the capability for seamless and continuous two-way
communication as an object moves through a supply chain. This means
that any object bearing a tag can become networked without human inter-
vention or manipulation by automated machines, as is the case with bar
codes.

Most of the time, the tag is placed on the outside of a package, such as a
retail item, a case, or a pallet of merchandise. In some situations, it is also
possible to place the tag on the inside of packaging or as part of the product
itself. For example, according to Dr. Daniel Engels of MIT, elecronic manu-
facturers have experimented with integrating tags directly into products
such as stereos, digital cameras, or home entertainment centers.

A network of readers is the means used to automatically communicate with
tagged physical objects that might be stationary or moving through a sup-
ply chain. Reader arrays have been fabricated and integrated in floor tiles,
carpeting, shelf paper, cabinets, appliances, and shopping carts.>*
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Generally, a reader has a specific field for detection of the tag that depends
on the frequency of the signal. For a given power level, the higher the fre-
quency, the greater the area that the field covers. In situations where there
is little physical space, multiple antenna’s can extend the effective range of
a reader. When a tagged object enters the reader field, two way communi-
cation begins allowing for the exchange of information between the object
and the reader. The type of information exhanged varies in complexity,
ranging from a simple identification code like the EPC, to telemetry involv-
ing measurements of environmental parameters such as temperature or
humidity within the proximity of the tagged object.

Tags come in many sizes and are durable, withstanding a number of differ-
ent environments. The integrated circuit portion of the tag size is small, on
the order of several millimeters in diameter. However, the antenna is much
larger. The size depends of the frequency of the tag. Figure 2-1 shows a
close-up picture of a tag, used in an early supply chain test. In this case the
size is about 5 centimeters square with a thickness of about .2 mm.

Figure 2-1 — A Passive RFID Tag

Photograph Credit — the MIT Auto-ID Center
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Figure 2-2 shows a picture of a reader (manufactured by Thingmagic).
Resembling a metal plate, readers take up relatively little space and can be
mounted in a number of different positions.

Figure 2-2 — A Reader

Photograph Credit — Thingmagic

Advantages of RFID Relative to Bar Codes

Few other inventions developed during the 20th century have had as wide
an impact on everyday life as the bar code.” First implemented in 1974, the
bar code has drastically reduced the amount of labor needed to operate
retail stores, improved unit pricing and inventory accuracy, and shortened
countless checkout lines.

Beyond retail stores, bar codes have been applied in many other situations
to provide important information such as the coordination of production
within manufacturing plants or tracking data for overnight packages in
transit. Bar codes transmit a small amount of data that identifies the manu-
facturer and links to a description of the object. Non-profit standards
groups such as GS1 and others administer the numbering system used for
the bar code ensuring identification without duplication by other firms.

New research and development efforts have led to the development of the
two-dimensional bar code that is able to carry more data about an object.
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This opens possibilities to attach important information such as billing
details directly to the object as it passes through the supply chain.

A basic characteristic of all bar codes is that a predetermined set of informa-
tion travels with the object. In the case of a two-dimensional bar code, more
information travels with the object as compared to a regular bar code.
However, all bar codes have limitations including:

¢ The need for a direct line of sight from the scanner to the bar code,

¢ The ability to read only one code at time, and

* Bar codes often require human intervention to capture data or to orient
packages.

In addition, bar codes provide only one-way communication and seldom
provide real time information or Internet connectivity to the data. There is
always a chance the bar code will be misread or in other cases, read twice.
In addition, bar codes can be damaged or compromised in a way that
makes them impossible to read.

RFID technology is designed to overcome all of these limitations and make
it possible to automate the scanning process, providing real-time data
within supply chains.

The Gradual Movement to Electronic Tags

In the last fifteen years, refinements in the design of integrated circuits
along with advances in the manufacture of electronic tags have led to a
decrease in cost per unit. Though the costs are still well above bar codes,
the decreasing price of RFID tags opens the possibility for wider applica-
tion in practice.

In addition to the advances in manufacturing technology for integrated cir-
cuits, there are several other important aspects worth noting that deal with
the way tags are powered. Currently there are three basic types of tags used
most often: 1. Active, 2. Passive, and 3. Semi-passive.

An active tag requires a small battery that provides electric power to contin-
uously generate and transmit the radio frequency (RF) signal. Active tags
can be read by readers (capable of receiving RF signals) located within the
supply chain from a relatively long range — up to 30 meters. In general,
these tags have significant amounts of memory to store information such as
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bill of lading details. In some cases, specialized readers called interrogators
can read data from an active tag and send signals to reprogram the tag with
new information or instructions.

However, active tags have several drawbacks, including signal interfer-
ence, expense, and battery life. Because these tags transmit signals signifi-
cant distances, there is greater chance of a “"frequency collision” with other
electromagnetic waves such as those emitted by radios, transformers, or
cellular phones. This type of interference could cause the reader not to pick
up the tag signal. Another issue is that with longer read distances, the
opportunity of providing exact location information diminishes. Since one
of the anticipated benefits of RFID and the EPCglobal Network is unique
identification of an object and its location, active tags are not suitable for
some applications where exact location is a critical piece of information.

In addition, the tiny batteries are somewhat expensive, limiting widespread
use. Common prices for active tags range from $5 or more per unit,
depending on capability, memory, and order size.® Because of relatively
high prices, active tags are generally used for high value objects or in situa-
tions where the tag can be re-used a number of times.

Beyond the expense, the other disadvantage of active tags is that the batter-
ies eventually wear out resulting in total loss of signal. This is disastrous if
the tag fulfills a critical function such as tracking and tracing a physical
object. Battery life varies a great deal depending on many different factors,
so it is difficult to predict when a failure might occur. Though battery tech-
nology has improved for active tags, there will always exist a chance that
battery wear-out will cause loss of signal.

Given the cost of active tags, industry and academics have undertaken
research to develop low cost passive tags as an alternative.” With this tech-
nology, each tag does not contain a battery. Rather, the energy needed to
power the tag is drawn from electromagnetic fields created by readers that
also serve a dual purpose of gathering the signals emanating from the pas-
sive tags. The read distance of a passive tag is usually between five to seven
meters.

Since no fixed power source is required, passive tags hold a great advan-
tage over active tags in terms of lower cost per unit. This opens the possibil-
ity for the use of passive tags in a far greater number of applications.



20 Part I: Introduction

Gradually, as costs decrease, passive tags will challenge bar codes as a
means of gathering information within supply chains.

Designed to operate at low energy levels, passive tags store relatively little
information. Just enough memory exists to store a serial number (the EPC).
Information is stored on the Internet, or other private network, not on the
tag. This provides a distributed means of holding information, which is
very efficient.

A third type, the semi-passive tag, is a hybrid of both active and passive tags.
It has a smaller battery that is partially recharged each time the tag enters
the electromagnetic field of the reader. These tags are currently under com-
mercial development and are not widely used in industrial applications
though there is promise that such technologies might be an important ena-
bler in the future. For specific applications, some semi-passive tags are just
now coming into use.

In summary, there exists a range of choices concerning the type of RFID to
employ within supply chains (see Table 2-1).

Table 2-1 — Comparison of Different Tags

Active Passive Semi-Passive

Induction from
Power Source Battery electromagic waves Battery and Induction
emitted by reader

Read Distance Up to 30 meters 3-7 meters Up to 30 meters
Proximity Information Poor Good Poor
Frequency Collision  Hi Medium Hi
. 32 kb or more. 32 kb or more.
Information Storage Read/Write 2 kb Read only Read/Write
Under Development,
Cost/Tag $5 — $100 10 ¢*® Some commercial
applications

Because of lower cost, passive tags hold the promise of ubiquitous applica-
tion to objects within a supply chain. The next section provides an over-
view of passive tags important to practitioners.
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Technical Aspects of Tags

According to Professor Sanjay Sarma of MIT, a passive RFID tag has four
components; the integrated circuit (IC), the antenna, the connection
between the IC and the antenna, and the substrate on which the antenna
resides.” In the past, the cost of tags relative to bar codes limited wide-scale
application because traditional integrated circuit manufacturing techniques
were not economical for production of large quantities of cheap tags.

New methods developed in academia and industry offer the prospect of
continuous manufacturing of tags, a radical change from previous methods
of producing integrated circuits. Using methods such as fluidic self assem-
bly (FSA), originally developed at the University of California, Berkeley,
companies such as Alien Technology are producing passive tags on rolls,
similar to label production.”” In addition, new ways of producing antennas
using conductive ink printed directly on packaging such as corrugated
boxes, will contribute to a goal of producing a 5-cent per unit tag." While
this cost still exceeds the cost of a bar code, it is anticipated that a 5-cent tag
will be economically viable for use with cases and pallets.

Besides mass-producing passive RFID tags, technology vendors are also
focusing on reducing the cost of readers to the range of $100 to $200 per
unit."”” In addition, several companies have developed special antennas that
extend the capabilities of readers.”®> With multiple antennas attached to a
single reader, the effective scanning range can be increased to 10 meters or
more depending on the number of external antennas. This reduces the
number of readers needed to cover an area.

Both passive and active tags operate at a range of different frequencies.
Although there are few universal global standards, some common frequen-
cies do exist. Examples include 13.56 MHz and 2.45 GHz, which are availa-
ble in most parts of the world.' It is important to note that the 433 MHz
frequency is used predominately for active tags."

The frequency available for passive tags in the United States is the UHF
spectrum between 902 and 928 MHz." This is the frequency that the FCC
has allotted as the ISM (industrial, scientific, and medical) band. Passive
tags use the 915 MHz frequency, the midpoint of the ISM band.
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However, this frequency is not universally available worldwide. For exam-
ple in Europe, because of limitations on frequency allotment, the band-
width is between 865.7 and 867.6 MHz. This provides a narrow two MHz
bandwidth for RFID tags. China has not yet allocated a frequency range for
passive tags, although it is expected that by 2007 an allocation will be
made.

Because there is a desire to make RFID a global standard, the lack of a uni-
versally available frequency presents a number of difficulties in applica-
tion. Some hardware vendors have developed an ”agile” reader capable of
working in a band of frequencies around 915 MHz."” This would allow for
interoperability regardless of the country regulations that govern the exact
frequency available. In addition, other developments in technology involv-
ing tag protocols also hold much promise in overcoming poblems associ-
ated with differences in frequency.

It also is important to understand that each frequency has strengths and
weaknesses. For example, in general, passive tags that use a lower fre-
quency experience a better scan rate when near metals or liquids. However,
it is also true that lower frequencies mean a slower rate of data transmis-
sion. This limits applications where large amounts of data are being trans-
ferred.'®

As a recent development (2006), at least one tag manufacturer has pre-
sented a strong case that tags using the 915 MHz frequency, combined with
new tag standards mentioned at the conclusion of this chapter, perform
very well when scanning occurs near metal or liquids (see http://www.
impinj.com/). Practitioners should keep in mind that tag technology is
evolving very quickly and new developments are being announced on a
daily basis.

A final aspect of tags that is worth noting involves functionality. Keeping in
mind that tags are like small computers, there are opportunities for differ-
ent levels of sophistication. While passive tags generally have limited func-
tionality, there are other classes of tags that have much more capability.
Figure 2-3 " gives a rough guide to functionality.
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Class V

Class V tags are essentially readers. They can power other Class |,
Il and Il tags, as well as communicate with other Class |V tags and
with each other wirelessly.

Class IV

Class IV tags are active tags. They may be capable of
broadband peer-to-peer communication with other active
tag in the same frequency band, and with readers.

" Class Il

Class Ill tags are semi-passive RFID tags. They may
support broadband communication.

Class Il
Class |l tags are passive tags with

additional functionality like memory or
encryption.

[ Class 0/ Class 1

Class 0/Class | tags are read-only
passive identity tags.

Figure 2-3 — Classes of Tags

The Electronic Product Code

The EPC is a numbering system designed to identify all physical objects
and aggregations of objects.””*! The EPC code is sufficiently large to accom-
modate all current and future naming methods. It provides for industry
coding standards, such as those from GS1. These standards include the
original Uniform Product Code (UPC), as well as other numbering
schemes. The EPC is intended to be globally accepted. Since the EPC is
used primarily to link physical objects to the network, it is designed to
serve as an efficient information reference. A final point, the code is extensi-
ble, allowing future expansion in both size and design.
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The EPC scheme consists of four distinct partitions: version number,
domain manager number, class code, and serial number.?? All EPC codings
contain these four partitions. The first partition, the version number, con-
tains information on the length and structure of the code being used, and
the three remaining partitions contain the actual unique identifier for the
object (Figure 2-4 shows the structure of the EPC).

01.0000A89.00016F.000169DCO

Header EPC Manager Object Class Serial Number
bit 0-¥ bit 7-35 bit 36-59 bit 60-85
Versions 8-bits Manufacturers 28-bits Product types 24-bits ndividual items 36-bits
(256) (268 Million+) (16 Million+) (68 Billion+)

Figure 2-4 — The Electronic Product Code

The EPC combined with RFID provides great power to identify tagged
objects within the supply chain. Though unique identity enables a number
of innovative supply chain applications, it is especially important that
RFID achieve a level of reliability in order to gain credibility. The final sec-
tion of this chapter examines read rates and reliability.

Factors That Influence Read Reliability

RFID adds an additional layer of intricacy in obtaining an accurate read as
compared to bar codes.” Because bar coding is a mature technology with
fifty years of testing and development, conditions necessary for successful
production and use are well understood. Further, because bar codes
depend on optical means for a successful read, the technology is direct and
understandable. As long as the correct conditions exist, read reliability
should be high.

Yet with RFID, tags are coupled to readers via radio-frequency fields and
waves that are invisible to the human eye. As a result, read performance
can seem highly variable and sometimes difficult to predict because it is
hard to visualize the properties of electromagnetic fields. In addition, envi-
ronmental factors play a much larger role in negatively affecting perform-
ance as compared to bar codes.” Materials surrounding or blocking tags,
such as liquids and metals, can absorb and reflect the radio frequency
energy. Humidity, not a factor in bar code reading, can significantly reduce
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the read range for RFID tags. A final complicating factor is that the manu-
facturing process for tags has still not achieved critical mass. In some cases,
manufacturing imperfections lead to poor read reliability. This type of fail-
ure is independent of environmental factors influencing electromagnetic
fields, and causes complexity in achieving high reliability.

Reliable and accurate reading of RFID tags is generally not a problem for a
specific process if thorough testing and debugging is possible as part of the
installation. However, in open system applications such as tracking an
object throughout the supply chain, neither the applicator of a tag, nor the
integrator of a reader installation have direct control over a single imple-
mentation. In this case, the proprietary model of deploying RFID is no
longer viable because interoperability is not possible.”” Current research
and development efforts are focusing on standardization and testing to
improve tag and reader designs so that true interoperability exists within
supply chains.

Along the path toward 100% read reliability, many companies are consid-
ering adopting an “inferred read” approach. By associating all items within
a case to that case, or all cases on a pallet to that pallet, a successful read of
some fraction of the aggregation can be used to represent a successful read
of all objects in the aggregation. For example, if a full pallet contains
60 cases (each tagged), then a successful read of only one of the EPC tags
implies that a complete pallet has been read. The RFID approach, where
information is held on the network rather than in tags, is a great advantage
in facilitating inferred reads.

However, the inferred reads approach assumes that the aggregation is
always intact (i.e., all items are in a case or all cases are on a pallet). This is a
disadvantage when data is needed for such things as a drug pedigree
where the EPC code for each package must be linked to previous ship-
ments. If a high reliability read of RFID tags placed on each package of
drugs is not possible, the tracing information must be entered manually.
With the large volume of drugs moving through the supply chain, even
partial manual entry of information needed for the pedigree might be over-
whelming.
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The Way Forward

By one estimate, “companies worldwide are expected to use more than
20 billion RFID tags and labels” by 2008.2 However, before widespread
application of RFID can occur within supply chains, tag and reader costs
must decrease and read-rates must increase to the reliability demonstrated
by the bar code. It is especially important that tag cost drop to single dig-
its.”” Given the perceived value of the EPCglobal Network and RFID tech-
nology, there are many efforts within industry and academia to make
incremental engineering and production improvements that will establish
RFID as the predominant identification technology for physical objects.

In December 2004, the standards for generation 2 (Gen 2) tags were estab-
lished with hopes of improving interoperability between different manu-
facturers and reducing cost.®® * Attracting a great deal of attention, the
Gen 2 standard will also increase the speed and reliability of reading Class
0 and Class 1 tags. Though additional changes to standards are certain in
the years to come, Gen 2 represents major progress in achieving the reliabil-
ity, security, and speed needed for a “web of things.”

Beyond standards development, there are substantial research and testing
efforts underway to solve the practical problems of implementing RFID
with a wide range of industrial environments. In 2004, the University of
Kansas established the RFID Alliance Lab, an independent effort to con-
duct testing of tags and readers.”® As part of an academic institution, the lab
has no commercial interests that might influence testing. The work of the
lab concentrates on intensive empirical testing and reporting of results.

Also in 2004, MIT established the Packaging Special Interest Group (SIG) as
part of Auto-ID Labs.?! With the purpose of investigating the impact of var-
ious packaging materials on RFID systems, the group concentrated on four
areas:

¢ Design of a Field Probe
Since the electromagnetic fields used as part of RFID are invisible to the
human eye, tools are needed to measure the strength of the field and map
its boundaries. Such tools are important in providing specific data for
implementations of readers in industrial environments.
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¢ Graphical Simulator
Using the data produced by the field probe, the specific shape of the elec-
tromagnetic field can be visualized by a simulator. This type of visualiza-
tion is a further aid to determining the optimal reader placement.

¢ Antenna
Design of antennas represents an area for improved read ranges.

¢ Electromagnetic (EM) Propagation in RFID Systems
A final area of the SIG involved understanding of how electromagnetic
waves propagate between layers of cases on pallets and through various
materials.

Receiving support from a consortium of eight companies, the Packaging
SIG was successful in generating new research of value to industry.> 334
This builds on earlier research that established a base for the study of open

standards for RFID.®

Perhaps the greatest value of this type of industrial research effort in a uni-
versity setting is the opportunity to stimulate innovations among each suc-
cessive group of undergraduate and graduate engineering students. This
building process is fundamental to the advancement of science, engineer-
ing, and industry. The research of the Packaging SIG has influenced other

researchers working on the problem of increasing read rates.’

In one case, a novel approach has been developed that involves a three
dimensional ”corner tag” with an antenna capable of receiving electromag-
netic waves in all directions as compared to conventional planar tag anten-
nas that are orientation-limited.* Called the Albano tag, it fits on the corner
of a case. Preliminary testing shows that this approach adds little cost to
applying the tag and improves the consistency of read rates in static situa-
tions.

As a final note, the long-term future might not depend on the manufacture
of integrated circuits as an integral part of RFID tags. New technologies
currently under development allow for printable electronics.” This raises
the prospect of printing tags directly onto cases or individual items, reduc-
ing costs as compared to conventional tags. Though this technology is in
the development stage, the flexibility of printable electronics at the point of
application raises a number of new possibilities for the wide-scale deploy-
ment of RFID within industry.
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While RFID tags and readers provide a great deal of opportunity to gather
data from the supply chain, there remains the question of the infrastructure
needed to organize data obtained from RFID tags. The next chapter exam-
ines infrastructure issues that are important to practitioners.



CHAPTER 3

Infrastructure: EPCglobal Network

Though tags and readers are important in achieving RFID on a large scale,
there are other critical system elements needed for successful implementa-
tion in practice. The fundamental assumption of the EPCglobal Network is
that low cost tags applied to objects will hold just enough data for identifi-
cation using a serial number (the EPC). Additional information about a
tagged object resides not on the object itself, but on a computer network.
With this architecture, the serial number is the key for accessing informa-
tion about the object.

For RFID Technology to become viable in practice, an infrastructure must
exist for processing and communicating EPC data.' In meeting the goal of
creating a common infrastructure, MIT announced Auto-ID Release 1.0 in
October 2003. At the same time, MIT entered into an exclusive licensing
agreement with GS1.

In turn, GS1 established a new division called EPCglobal to implement
Release 1.0 and to conduct further development based on industry input.
This put forth an initial set of standards that formed the basis of an infra-
structure for EPC data. Later, Auto-ID Release 1.0 became the starting-point
for the EPCglobal Network.

Representing a mature set of standards,” the original infrastructure design
for linking physical objects to the Internet closely resembled that of the
Internet itself. Distributed processing and open standards were the defin-
ing characteristics that combined to make the EPC and RFID technology
operable across business and international boundaries. In the future,
knowledge of this type of infrastructure will be as common as that of
microcomputers, networks, and the Internet. All in business will need to
understand at least the conceptual aspects of how the technology works in
practice.
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The EPCglobal Network and RFID technology have potential to combine
the strengths of wireless broadcast networks such as television and radio,
with the power of instant two-way communication.® This accomplishes a
task of great value to commerce through the merging of information with
physical objects. In essence, the EPCglobal Network creates an object-cen-
tric system based on unique identification. This type of infrastructure
serves as a base for creating new forms of automation and ubiquitous com-
puting needed for “smart objects” that will populate the supply chains of
the future.

The next section explores the essential aspects of Release 1.0. This serves as
an important base for understanding the current development of the EPC-
global Network.

An Overview of Release 1.0

In conjunction with advances by tag and equipment manufacturers, the
objective of Release 1.0 was to establish infrastructure and set open stand-
ards for wide-scale adoption of passive RFID technology across many dif-
ferent industries, thus creating a web of things. Encompassing a compre-
hensive information technology infrastructure along with open standards
for data transmition, Release 1.0 marked a change in approach as compared
to traditional RFID systems that depended upon proprietary standards.
Though effective in specific applications, traditional RFID technology
stopped short of completely fulfilling the need for open communication
within business, government, and medical organizations.

As is the case with most information technology, the lack of open standards
for RFID tended to inhibit widespread adoption within supply chains for
consumer goods and other manufactured products because organizations
were wary of implementing a system that might cause internal and external
compatibility challenges. Interoperability between tags and readers situ-
ated at various stages of the supply chain was a major concern. This fact,
combined with significant tag and reader costs that were dependent on vol-
ume of production, has limited widespread adoption of RFID in spite of
advances in sophistication.

Beginning in 1999, the MIT research and development effort that culmi-
nated in Release 1.0 sought to overcome these limitations by taking advan-
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tage of the Internet as a blueprint for a future design that was not
dependent on traditional RFID technology used in the past. The result was
a comprehensive system that featured open standards and a flexible infor-
mation technology infrastructure able to meet the needs of various entities
within supply chains. From a practical standpoint, this meant that a tag
produced by one manufacturer could be read using equipment produced
by a different manufacturer. Interoperability between tags and readers is an
essential condition for the wide-scale application of RFID technology.

The original design of Release 1.0 consisted of four components:

¢ EPC (electronic product code)

ONS (object naming service)
e PML (physical markup language)
¢ Savant (data handling)

As mentioned in Chapter 2, the EPC is a numbering system that contains
enough combinations to identify trillions of objects. This is necessary
because the ultimate goal is to provide a structure for low cost identifica-
tion at the individual item level, meaning every single object will have its
unique code. From the early stages of conceptual development, researchers
envisioned that tags would contain the EPC allowing for capture through
RFID.

PML served as the communication format for the data gathered from tags.’
Based on XML (extensible markup language), a computer language that
has gained popularity in eCommerce transactions, PML represented a for-
malized data organization to store information in an open format that
allows portability within organizations and externally among partners
within entire supply chains. By having a standardized means of describing
physical objects and processes, PML was designed to facilitate inter- and
intra-company commercial transactions and data transfer.

The ONS acted as a pointer (or registry) to connect an EPC to a PML file
stored either on a local area network or over the Internet. The ONS per-
forms a similar function to the Domain Naming Service (DNS) of the Inter-
net, which connects a text web address to an underlying IP address. An IP
address is comprised of a 32-bit numeric address written as four numbers
separated by periods, to find resources over the Internet. However, with
the EPC, the ONS conducts a look-up on a serial number to find the prod-
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uct information linked to that number. This is the opposite functionality of
the DNS, which uses text to find an IP address.

The original founders of the Auto-ID Center thought of the Savant as a
“middleware” application that processes the data, and performs error
checking and de-duplication procedures in the event that more than one
reader receives a signal from the same tag. Primarily, the Savant was
designed to deal with collection of local data from the readers. It handles
the scalability problem associated with the massive amount of data cap-
tured by RFID through filtering and aggregation prior to transfer to the
Enterprise applications.

In summary, the EPC identifies the product, PML describes the product,
and ONS links them together. This forms a cohesive system with the flexi-
bility to span industries and international boundaries, just like the Internet.

To make the system work, products are tagged with passive RFID chips
containing the EPC. The tags are placed on surface areas of pallets, cartons
or contained within item packaging. Readers are positioned at strategic
points throughout the supply chain where companies need to capture data.
Readers constantly emit an electromagnetic field that is received by the tags
through a small antenna. This energy activates the tag, and in turn, a signal
is generated and transmitted to the reader.

Through this process, readers capture the EPC and interact with a Savant to
look up the information on the product using ONS. The position of the
reader receiving the EPC signal provides important information on loca-
tion, and environmental conditions such as temperature, vibration, and
humidity, which is then linked through databases to the EPC. All this infor-
mation is housed and written to corporate databases using the PML format.
(See figure 3-1 — Technology Overview)

Testing of the technology associated with Release 1.0 began in 2001 and
involved a complete supply chain comprised of suppliers, retail outlets,
and technology vendors.® Companies participating in the study included
Coca-Cola, Gillette, International Paper, Johnson & Johnson, Kraft Foods,
Procter & Gamble, Unilever, Wal-Mart, Sun Microsystems, CHEP, and oth-
ers.

Initial results of the study indicated that Release 1.0 was technologically
feasible in practice. An important aspect of the study involved the use of a
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Figure 3-1 — Technology Overview

portal approach for reading tagged pallets. With readers placed at the
entrances and exits of warehouses, 97% of all tagged pallets loaded with
untagged finished goods were identified.” Though this was a tightly con-
trolled test, the ability to identify pallets of finished goods using RFID tech-
nology and the EPC provided encouragement that with continuing
refinement, Release 1.0 was viable in a real supply chain situation.

Developments Since 2003

Release 1.0 represented a major advancement in establishing interoperable
systems for RFID using passive tags. However, the practical realities of
implementation forced a re-thinking of the network architecture. In all sub-
sequent updates, the EPC has maintained its role as the centerpiece of the
system. However, the other components have undergone slight modifica-
tion to meet the needs of industry.

From its inception in 2004, EPCglobal has grown to include over 800 mem-
ber companies with 62% from North America and 20% from Asia (for more
information, http://www.epcglobalinc.org/).® A large number of compa-
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nies belonging to EPCglobal are from the food and consumer goods seg-
ments although other firms from industries such as healthcare, technology,
and aerospace are also members.

With equal representation from both manufacturers of goods and technol-
ogy vendors of tags, readers, and software, a substantial international RFID
community exists. Given this base of interested parties, EPCglobal has
established a number of working committees to adapt Release 1.0 to the
needs of industrial supply chains. Under the leadership of the Business,
Technology, and Public Policy steering committees, over 40 sub groups
engage in regular meetings to perform the work needed for finalizing all
standards associated with EPCglobal and RFID technology.’

These standards should be complete sometime in 2006."° Many believe the
tipping point for implementation of the EPCglobal Network and RFID
technology will come in late 2006 or early 2007 as the standards for the
information technology infrastructure become set and the production and
use of Gen 2 tags increases."

Strengthening Authentication

As the various working groups of EPCglobal analyzed the implications of
Release 1.0, attention began to focus on issues of security and authorized
users. Keeping in mind that the original design of Release 1.0 was fash-
ioned based on the Internet, attention focused on the centralized look-up
approach for EPC data, which resembled the DNS. Though this approach
would efficiently meet the needs of communicating the information associ-
ated with billions of EPC’s being read in supply chains, there were concerns
among various working groups within EPCglobal about what organization
would control and administer the centralized look-up authority, namely
the ONS.

While the DNS currently used for linking domain names to IP addresses is
a fundamental component of the Internet, it provides access to public infor-
mation contained in web pages written in HTML. On the other hand, the
ONS as originally designed, links the EPC to data contained in private
databases located within firms.'? Using this approach eliminates the ineffi-
ciencies of point-to-point communication commonly associated with com-
puter communication technologies such as Electronic Data Interchange
(EDI).
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However, the ONS also presents a significant security concern because it
plays a vital role in connecting potentially confidential information about
products like pricing or volume sold through a particular retail outlet. Fur-
ther, if the customer information obtained at retail outlets becomes associ-
ated with a particular EPC, there are also concerns regarding privacy.

It is also true that in some cases, firms might not want to share certain types
of product data with other trading partners.”* Without modifications to the
existing ONS, situations might arise where an EPC query by a trading part-
ner such as a retail store might show that a product came from a particular
manufacturer, but no other information would be available because the
manufacturer had previously decided to keep all information contained
within internal computing systems private."* This has critical implications
for various supply chain wide functions such as inventory management,
track and trace, and authentication, all potential benefits of the EPCglobal
Network and RFID technology.

Though encryption technologies exist to protect the ONS from intrusion,
several leading companies have expressed a preference to communicate
EPCs and associated data by using direct database-to-database communi-
cation along with user authorization, thus bypassing the need for PML and
ONS as envisioned in Release 1.0.

The term EPC-IS describes this new approach, which essentially is an inter-
face for servers that store physical object information.'” This approach con-
siders not only the types of data associated with an EPC, but also the
business processes that are a part of computer-to-computer communica-
tion. While it remains uncertain what final structure the architecture will
take, it is clear that the basic functionality of Release 1.0 will continue into
the future, although there will probably be more emphasis on private, secu-
rity enabled, one-to one transactions involving the communication of EPC
related data. There are indications that at least some members of EPCglobal
are supporting the use of Applicability Statement 2 (AS2), which is "a
method of doing electronic data interchange (EDI) over the Internet”'® as
an alternative to network-based management of EPC data.

A New Role for Middleware

The ongoing work of the EPCglobal committees along with initiatives in
the vendor community and at universities, have also defined a new role for
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the EPC middleware, formerly called the Savant. In essence, the middle-
ware is a layer that “filters data from RFID hardware devices and sends it
to enterprise systems.”'” A new specification for application-level events
(ALE) will link the software used to gather EPC data from readers with the
EPC-IS that stores product level information.'® All members of the EPCglo-
bal Network will use the ALE.

Though technology vendors offer a number of different middleware solu-
tions on a proprietary basis, there are also movements to make middleware
an open system. Most notable is the work of the Radioactive Project, and
free access to EPC middleware located at Sourceforce.net.

At least one university has moved into the area of developing middleware.
Using a consortium approach that includes Intel, Northrop Grumman, and
Hewlett Packard among others, the University of California at Los angles
(UCLA) has been working in the area of RFID since 2002.*° In 2004, the
research group demonstrated middleware that runs on ”a distributed sys-
tem based on Web services and built on a Microsoft .Net framework.” *!

Since every firm that becomes a member of the EPCglobal Network will
need to use some type of middleware based on the ALE standards, the mar-
ket for software vendors is substantial. Leading companies such as OAT
Systems, H-P, BEA, and SAP have participated in middleware develop-
ment efforts since the early stages of the MIT Auto-ID Center. Through sig-
nificant real world experience, these firms are on the cutting edge of
building the systems needed to link EPC data gathered from readers to the
complex Enterprise Resource Planning (ERP) systems in place within com-
panies.

The EPC Simulator

An additional development worth noting involves an initiative begun in
August 2005 to build a software simulation for studying the impact of the
EPC on data flows internally within firms and across entire supply chains.”
Led by MIT Auto-ID Labs, the simulation will be international in scope,
involving other members of Auto-ID Labs located in Europe and Asia. The
plan is to utilize simulated RFID read events associated with manufactur-
ing facilities, warehouses, regional distribution centers, and retail stores.
Objectives of this project are to test the viability of EPC-IS on a large scale
and to help companies learn about the intricacies of handling EPC data in a
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simulated manner rather than through live experiments in operational sup-
ply chains. A focus will be on the issues of security and system capacity.

The anticipated completion of the project, which has the endorsement of
EPCglobal, will provide “a reference implementation for software vendors
that want to develop EPCglobal Network applications, and for end user
companies that want to model their own systems before deploying EPC
technologies.”* This type of work is fundamental to the future deployment
of the EPCglobal Network.

Kevin Aston, the V.P. of marketing at ThingMagic and former Executive
Director of MIT Auto-ID Center stated at Frontline 2004 that “once the cost
of the infrastructure is covered, the cost of the information is free.” Like
bridges, public utilities, and the national interstate highway system, invest-
ments in infrastructure are often significant and require intensive engineer-
ing to determine the optimal design. However, once standards are tested
and set, designs can be duplicated many times, reducing the incremental
cost of application and building a sustainable infrastructure that can return
many future benefits.

The EPC Network follows this pattern and shares the characteristics of
physical infrastructure development. While the EPC is in the beginning
stages of application, there is no question that once the proper infrastruc-
ture is developed, benefits will flow to firms many years into the future.
Already, the food and consumer goods industry has invested about $100
million in testing for 2005 alone.** However, for the technology to move for-
ward, other industries must follow the same example.

Historical Reference

As a concluding note to this chapter, it is useful to provide some back-
ground concerning early technological innovations that influenced the
development of the EPC.

Usually with most technology, the path to commercial application has its
beginnings in loosely related research that offers an important fundamental
insight. According to Dr. David L. Brock, a cofounder and former Director
of the MIT Auto-ID Center, the roots of the EPCglobal Network trace to the
idea of using the Internet as a means of controlling machines such as
robots.” 2 Commonly termed “Internet devices” the first was the Trojan
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Room Coffee Machine, which researchers implemented in 1992 at the Uni-
versity of Cambridge.” In this early example, a video card captured an
image of a coffee pot every second and made this data available on a net-
work, allowing researchers to see the status of the coffee without an unnec-
essary trip to the machine.

At about the same time engineers were exploring the use of Internet
devices, computer scientists were working on a parallel track involving the
development of standards for improved internet communication. The first
was the Gopher protocol, introduced in 1991. Gopher grew rapidly as aca-
demics placed news and research information on the network. However, by
the mid 1990s, Gopher had nearly disappeared. It was replaced by the
World Wide Web, which featured an improved user interface and a free-
form markup language.

Building on these advances in engineering and computer science, Dr. Brock
founded the ”Virtual Worlds Project” at the MIT Artificial Intelligence Lab
in 1994. This was an early effort to link networked devices, such as robots
and home appliances, with mathematical models located on a network. The
models provided various instructions to operate theses devices automati-
28,29, 30,31

cally.

With these improvements in Internet control there remained a single, fun-
damental problem, the lack of unique identification for physical objects.
Initial research efforts experimented with bar codes as a means of object
identification. These efforts failed because bar codes required object manip-
ulation to acquire a clear line-of-sight for a scan. At the time, the bar code
also did not provide the unique identification needed for automated proc-
esses.

To solve this problem, Dr. Brock acquired some radio frequency security
tags from a small company named Arizona Microchip. These tags operated
at low frequency (135 kHz) and had 64-bits of raw data storage. The idea
was to store all relevant data on a tag affixed to an object. Using a reader,
the tagged object could be scanned to retrieve the data.

With this approach, it quickly became clear that the amount of data associ-
ated with each object far exceeded the amount of storage available on the
tag. The only viable alternative involved storing a minimum amount of
data on the tag consisting of some sort of identifier, which could then be
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linked to larger amounts of data located on the Internet. This approach
required the development of a globally unique identifier for RFID tags.

After initial contact with Thomas Brady, a senior scientist at the Uniform
Code Council (UCC), it became clear that others were working on similar
ideas involving electronic identification. Viewed as a potential replacement
for the bar code, an initial research effort was formed at MIT called the Dis-
tributed Intelligent Systems Center (DISC) to develop unique identification
methods needed for the automation of physical objects. Professor Sanjay
Sarma, who held an assistant professorship appointment in the MIT
Department of Mechanical Engineering, joined Dr. Brock and Professor
Sunny Siu in this initial effort. Kevin Ashton, who worked at Proctor &
Gamble and was thinking about applications of RFID to reduce stock-outs
on retail shelves, met Brock, Sarma, and Siu during this time.

About one year later, this led to the establishment of the MIT Auto-ID
Center (1999) that focused on supply chain applications of unique identifi-
cation. Alan Hamerman, who had previously played a pivotal role in the
development of the bar code in the consumer goods industry, became inter-
ested and provided the necessary credibility and contacts to help establish
the MIT Auto-ID Center as an industry sponsored research project with
broad support.*?

In summary, it was through an interdisciplinary approach combined with
various forms of communication, sometimes by chance, that several differ-
ent parties came to the understanding that ideas intended for the improve-
ment of automation and robotics, namely the use of RFID and unique
identification, also applied to the identification of objects within the supply
chain. This has led to the notion that physical objects could have the capa-
bility of “self identification.”

Taking this a step further, Chapter 16 examines the idea of self-identifica-
tion as applied to non-physical objects, namely data, information, and
mathematical models. Like the EPCglobal Network, this new approach has
potential to create significant improvements in productivity.



CHAPTER 4
Data: What, When, and Where?

As companies deploy the first generation of RFID systems based on the
EPCglobal standards, complex issues are arising involving the end use of
the data. One area of immediate interest involves the type of data to cap-
ture from the RFID read event. In simple terms, this means the what, when,
and where for a RFID tag affixed to an object. Decisions (and potential
standards) for data capture must take into account the uses of the data in a
host of computer applications, including the need to achieve supply chain
wide visibility.

During the implementation of RFID technology, questions continually arise
concerning the time and location of the read event associated with an EPC,
and the sharing of this data between trading partners. Since the installation
of all RFID middleware requires the identification of reader locations, there
are underlying operational issues concerning a universal standard for loca-
tion.

Choices of what data to capture during the read event also impacts the
interface with legacy information networks and systems, such as Electronic
Data Interchange (EDI), Warehouse Management Systems (WMS), Trans-
portation Management Systems (TMS), the Global Data Synchronization
network (GDS"), and Enterprise Resource Planning (ERP) systems. These
systems serve as the bedrock of commerce for a wide range of industrial
firms.!

An important characteristic of future supply chains will be the ability to
locate objects that might be stationary or in transit, potentially anywhere
within or beyond the boundaries of a company. Having a common set of
specifications for location is essential for various supply chain functions
such as track and trace.

This chapter explores the issues associated with defining location in a
robust way to meet the needs of supply chain stakeholders. The lack of a
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standard framework for location is a major obstacle that impedes interoper-
ability. If non-standard definitions of location proliferate, it will become
increasingly difficult to achieve data integration across supply chains that
might span several different industries.

In the next section, a simple example is put forth to demonstrate the com-
plexity involved in defining location within RFID systems. Later sections
deal with the importance of location in day-to day commerce and a discus-
sion of the approach proposed by EPCglobal.

An Example from the Consumer Goods Industry

The concept of a precise location is a relatively recent development in the
course of history. For example, a letter sent in London during the late 1600s
might include the following address:

To Mr. Henry Olenburge at his house about the middle of the old Pal-
mail in St. James Fields in Westminster *

Though modern addresses have greater consistency, there continues to be
significant international interoperability issues as countries choose differ-
ent ways to express location for businesses and residences.

The complexity in designing a standard, machine understandable code
structure for location arises because in almost all cases the locations of an
object are relative to something else. Since commerce is composed of a large
number of objects, fixed and moving, location has a vast number of
answers depending upon the frame of reference. Further complicating mat-
ters, location is described with words that can have multiple meanings
depending on the context of usage. No single semantic definition exists for
words used to describe location.

An example of this complexity is the simple question "Where is my ship-
ment?” Does this mean the current in-transit location relative to a road-
map? Or, where is the shipment located on the surface of the earth —
latitude, longitude, and altitude? Alternatively, where is the shipment
inside its shipping container?

The answer to the question "Where is it?” likely contains several parts. For
example, suppose a supply chain manager asks, “Where is my shipment of
Proctor & Gamble (P&G) Bounty Paper Towels?”
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The answer might be “the shipment is in the Proctor and Gamble Manufac-
turing Center, Cape Girardeau, MO, USA.”

This phrase contains the following parts: (1) my shipment, (2) Proctor and
Gamble Manufacturing Center, (3) Cape Girardeau, (4) MO (Missouri), and
(5) USA. Each of these parts represents a progressively larger spatial area.
Therefore, a simple expression for machine understandable location might
be:

P&G Manufacturing Center,
in Cape Girardeau, in Missouri,

in the United States of America.

For this example, the street address is sufficient to identify location. The
exact location of Cape Girardeau, in terms of longitude and latitude, within
Missouri is not an important information element for many transactions.

However, RFID tags containing the EPC have the potential for more
detailed information about location. Using another related example, a sup-
ply chain manager might ask a question about the location of a particular
item, P&G Ultra Downy Mountain Spring, and receive the following
response:

P&G Ultra Downy Mountain Spring,

item epc:id:gid:37000.35830.344098943

is located in case urn:epc:id:sgtin:37000.800031.400

is located on pallet urn:epc:id:sgtin:0652642.800031.400
is located on the top shelf of Shelving Unit C

Proctor and Gamble Manufacturing Center

Cape Girardeau, MO

USA

From this example, a comprehensive solution to the RFID location issue
contains a number of different elements: (1) street address, (2) logistics con-
tainment (case and pallet), (3) spatial location (inside a warehouse), and (4)
geo-position (longitude and latitude). Connecting these elements in a
standard that is portable across different industries is a challenging task.
However, achieving a common representation for location is a fundamental
building block in gaining supply chain visibility along with other goals
such as automation.
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Why Location Is Important to Business

Increasingly, governmental agencies are holding manufacturers accounta-
ble for goods that flow through distribution partners to the end consumer.
This might include pedigree tracking as a means of reducing counterfeit, or
providing accurate records for taxation purposes. In both cases, a common
definition of location becomes essential to generating a robust tracking and
tracing capability.

For example, the Food and Drug Administration (FDA) has announced a
guideline that recommends tracking and tracing of drugs through complex
supply chains by using unique identification technologies.’ Given location
data about a drug as it passes through the supply chain, a pedigree could
be generated showing the entire history of movement and the time spent at
each location. If pedigrees accompany shipment through the supply chain,
it is less likely counterfeit will occur because buyers will not purchase phar-
maceuticals with a suspicious history of movement.

The European Union provides another example of imposed requirements
for track and trace. In this case, the initiative involves verification of Value
Added Tax (VAT) collection. In July 2004, the world's top tobacco company,
Philip Morris, agreed to pay $1.25 billion to the European Union over 12
years to fight contraband cigarettes and to end legal disputes with the EU
over smuggling charges. Regulators in Europe have been holding manufac-
turers (in this case Altria Group, Parent Company of Philip Morris Interna-
tional) responsible for control of supply chains from start to finish,
regardless who puts its products in the hands of consumers.*

In both situations involving drug pedigrees or VAT tax compliance, the
need exists for a standard definition of location. Yet there are few location
standards in place for specific industries. In no case is there a universal
standard that encompasses all of industry.”

Existing Location Standards

The Global Location Number (GLN) is the standard for data shared across
the Global Data Synchronizations Network (GDSN), operated by GS1 the
parent organization of EPCglobal. The GLN is simply a thirteen-digit

number associated with a static location that could be in a manufacturing
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facility or customer distribution center, or the back room of a retail store.
The first 2-3 digits are the country header, the next 4-6 digits the company
prefix, followed by 3-6 figits representing a location, and finally a check
digit at the end. The exact numbering structure depends on the GS1 organi-
zation that issues the number. Using the GLN, look-up systems at each
manufacturer or retailer match the code to a physical location.

The system used to express the location associated with the GLN could be
in a number of different formats depending on the preferences of the firm.
One standard that might be helpful is GLN Al 414, which identifies shelf or
rack locations within a warehouse. Manufacturers and retailers use this
standard in conjunction with forklift-mounted readers that scan bar codes
placed at rack or shelf locations during put-away or removal of merchan-
dise. This detailed location information is then transmitted to warehouse
management systems, providing real-time updates for location and inven-
tory.

The use of bar code standards to add a location component to the EPC read
event might be the only option available in the near term. However, the
nesting of existing standards into the EPC read event raises a number of
longer-term questions concerning overall system design. If several different
pre-existing standards for location become part of the EPC read event, the
opportunity for interoperability diminishes rapidly as additional transla-
tion must take place between different location systems. Building point-to-
point translations is time consuming and prone to error. As the volume of
EPC transactions increases, it might become impossible to make all of the
translations.

Recognizing the importance of location, and its impact on EPC data inter-
operability, EPCglobal has initiated the Data Exchange (DE) Work Group to
address the issue. The final section of this chapter gives a brief overview of
the group’s preliminary findings

An Approach to Location

When a tag passes within the field of a reader, the serial number of the EPC
combines with the location code for the reader, forming a payload of data
that also includes a time stamp. This is a read event. The data payload from
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the read event then travels through the middleware for use in various
enterprise systems

The current TDS specification assumes that legacy numbering systems will
be embedded within the data payload, either as part of the EPC or the
reader code (location and time). This means that in addition to the reader
location, the payload will also have the ability to carry extra information
about shelf location through the GLN.

For many industries, having a second identifier for location as part of the
payload offers another incentive to become a member of EPCglobal Net-
work. These industries include automotive, healthcare, aviation, and
defense, which all have existing numbering schemes for location that
involve shelving systems.

The use of the GLN in combination with the reader location code also
allows for the possibility that the reader might be in motion (affixed to a
forklift). In this case, the reader code does not correspond to a fixed posi-
tion unless a Global Positioning System (GPS) provides additional real time
data. The GLN could be associated with the GPS data, providing an accu-
rate location for a forklift within a warehouse. Alternatively, the GLN
might map to a fixed location, allowing a mobile reader to accurately sense
a RFID tag affixed to a shelf or warehouse racking system.

Though the potential uses for a second location code within the EPC pay-
load data are still under consideration, the possibilities of using specific
location information are fundamental to the advancement of automation in
warehouses and the ability to send instructions to a specific object located
within a supply chain.

Achieving this level of interoperability and automation will only be possi-
ble through the detailed work of standards bodies such as EPCglobal, fun-
damental research on the issues, and objective input from industry
practitioners.
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CHAPTER 5

Warehousing: Improving Customer Service

The reality of modern business is that “all competitive advantage is tempo-
rary.”! To remain viable, firms must continually focus on current capabili-
ties along with building new competencies for the future.” This process of
renewal is a multi-dimensional activity that requires diligence in pursuing
opportunities where cost savings are apparent, such as improvements in
manufacturing efficiency or reduction in the cost of raw materials. How-
ever, other areas within business also offer significant opportunities for
competitive advantage based on subtleties that are no less important than

cost savings.

One such area is warehousing and customer service. Typically considered
the primary interface between a firm and its customers, warehousing and
customer service represents both a significant cost center and an important
element of the marketing mix. These activities require precise execution to
achieve a required level of competency that customers expect.

Within supply chains, warehousing plays an important role in the storage
of finished goods.? All physical objects are stored in warehouses at least one
time prior to sale. The storing, handling, and shipping of items involves
many manual processes that contribute to cost and the ability to provide
service.

Though it is a separate discipline within supply chain management, cus-
tomer service relates to warehousing through the goal of ensuring the effi-
cient hand-off of goods between a firm and its customers. Often focusing
on numerous details, the delivery of acceptable customer service depends
on knowledge of products and business processes,* proper systems to pro-
vide relevant information, and a well-conceived supply chain design.

Warehousing and customer service provide the operational parameters for
a good relationship with the customer. In the case of consumer goods (CG)
manufacturing firms, the customer is the retail trade. Many large retailers
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such as Wal-Mart place significant emphasis on the efficient transfer of
goods from vendors and cost-effective storage and handling within their
own facilities.’

The EPCglobal Network and RFID technology offer a number of opportu-
nities to improve warehousing and customer service through new types of
information and methodologies. During the past 30 years, identification
technologies such as the bar code have made a significant impact in reduc-
ing warehouse cost and improving throughput. However, as one researcher
has noted, ”...the efficiency gains from the use of bar codes have largely
been achieved and now the industry is looking for the next generation of
AIDC [automatic identification and data capture].”® Future advances in
warehousing productivity will probably come from the elimination of the
“human element in gathering data,” an area in which RFID can make sig-
nificant contributions.”

Taking an initial step to analyze the opportunities of RFID requires a funda-
mental understanding of the customer interface. The next section explores
some of these basics.

The Value of Customer Service

While customer satisfaction is generally defined as the output of the total
marketing effort, customer service is the direct output of supply chain
activities such as ontime delivery to the customer and order accuracy.® An
essential part of the marketing effort is satisfying the customer while earn-
ing a profit.” The basic business model of the consumer goods and other
industries is that a satisfied customer will make repeat purchases, thus cre-
ating long-term economic value through building a recognized brand."

In building brand awareness, four marketing activities create customer sat-
isfaction. These are product, price, promotion, and place. The first three are
classic marketing functions, however, the fourth, place, is associated with
customer service and supply chain management.

Evidence exists that the four “"ps” do not contribute equally to market
share. In at least one study, product and place contributed more to increases
in market share than price and promotion for a specific situation involving
furniture distributors." These results have been validated by additional
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empirical studies, which found among other things that customer service
has a direct link to market share.'

Given the importance of customer service, concentrating marketing efforts
solely on product, pricing, and promotion would be a disastrous strategy
for firms to follow."* Because of an awareness of the value of customer serv-
ice in the consumer goods industry, many firms have built significant com-
petencies in this area. However, like marketing activities, it is difficult to
establish the exact contribution of customer service to improved sales.
While it appears to be true that comparable levels of customer service rela-
tive to a competitor do not seem to increase sales, it does seem to be the
case that poor customer service will inhibit sales.'*

With customer service being an important part of the marketing mix, it
makes sense to examine the prospects of applying RFID to create improve-
ment through better information flow. The first step in uncovering these
opportunities involves an understanding of the specific businesses proc-
esses that make up customer service. Although each business and industry
is different, there are some commonalities. An early research project identi-
fied the elements of customer service considered important for a specific
industry.” The following is a list of these elements:

— Ability of manufacturer to meet promised delivery date

— accuracy in filling orders

— advanced notice on shipping delays

— order cycle consistency

— length of promised lead time for quick ship orders

— accuracy of manufacturer in forecasting estimated ship dates
— completeness of contracted orders

— ability to expedite and/or provide rush service

— completeness of quick ship orders

— action on customer service complaints

— manufacturer’s willingness to accept returns of damaged product
— manufacturer pays freight and handling returns

A common theme for all of these elements involves speed, accuracy, relia-
bility, and the ability to get detailed information about specific orders (and
products) quickly. These are all areas where RFID implemented within
warehouses along with unique identification can make a significant contri-
bution to the improvement of customer service.
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Because customer service deals with some subtle aspects of the business
relationship between a vendor and a customer, documented outcomes of
poor service and the resulting effect on revenues and profits are sometimes
hard to find. However, one example presents an interesting case.

Considered a fundamental aspect of customer service, the billing process is
a typical instance where details can have a big impact. In one situation, a
major corporation redesigned its entire billing system to organize around
three business lines. The transition caused a great deal of confusion and a
large increase in the number of billing errors. By one account, “salespeople
were spending as much as 80% of their time sorting out billing problems”
drastically reducing their ability to seek new business.'® In addition to cus-
tomers being upset, many refused to pay. All of these developments served
to cause a severe crisis for the company and sales decreased a substantial
amount. Acknowledging that poor customer service was the root issue, the
company took radical measures to reverse the damage.

Even though customer service often carries a low profile, it can cause sig-
nificant amounts of business disruption if the proper information does not
exist at the right time to satisfy customer needs. Since many customer serv-
ice elements link directly to warehousing operations, it is important to look
at basic activities, such as billing, receiving, put-away, picking, and
transferring for improvements that utilize RFID and the EPCglobal Net-
wok.!” "By automating manual, error-prone tasks common in the consumer
goods industry, companies can better manage their supply chains” and
provide improved customer service.'®

To date, much of the focus on achieving greater efficiency and accuracy for
warehousing and customer service has focused on establishing and moni-
toring process metrics, continuous improvement programs, and bench-
marking with other companies.'” While these activities will achieve results
in practice, there are future technological alternatives involving RFID that
have the potential to surpass the strides made by bar code implementations
within warehousing.

Automating Warehouse Operations

Assuming that passive RFID technology will become economical for tag-
ging of cases and pallets, there are a number of warehousing tasks that can
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be automated to speed the flow of inventory and provide better service to
customers.

For example, it is common that workers reconcile shipments against bills-
of-lading, packing, and pick lists by using physical counts and manual data
entry. Having humans perform these tasks causes friction at transition
points within the supply chain leading to errors and slower processing
times.” By removing friction points using RFID technology, firms will bet-
ter serve their customers with more accurate orders. As noted, delivering
superior service creates customer loyalty and eventually contributes to
increased profit and market share. For the future, RFID technology holds
great potential in reducing supply chain friction at all levels.

The need for accurate, real time data about products in the supply chain is
particularly important in the CG (consumer goods) industry. During the
past 20 years, CG firms have made significant gains in improving manufac-
turing methods. This has reduced the cost of many products. CG compa-
nies are now looking to their supply chains for future cost reductions. The
CG industry moves large volumes of many different products through
complex supply chains that often span great distances. Despite the success
and widespread use of bar codes, it is becoming clear that the CG industry
needs more specific information than what bar codes can provide to man-
age the flow of goods. Additional information might include:

1. Complete bill-of-lading information attached to each case or pallet.
2. Manufacturing details, lot, plant and quality information
3. Technical aspects of the product, including proper usage.

All of these are essential parts of customer service. To demonstrate the
potential of using RFID in warehousing and customer service, this chapter
concludes with an illustration drawn from the CG industry. The example
was part of a MIT Master of Engineering in Logistics thesis project con-
ducted on-site at a warehouse located in the Boston area.”! The firm is well
known in the CG industry, and will be referred to as “Company A” to
maintain confidentiality.

Efficient Handoffs in Order Fulfillment

By looking at typical order delivery processes at Company A, we can
explore how RFID will affect warehousing. In shipping customer orders,
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goods are constantly transferred from one stopping point to the next. For
example moving inventory:

¢ From a distribution center onto a truck.

¢ From the truck into a trucking terminal.

¢ From the trucking terminal onto another vehicle for transport to the
retailer or retailer’s distribution center.

At each transfer point, personnel perform a series of counts and documen-
tation tasks. These tasks have two components that affect warehousing. The
first is a labor cost, because humans are needed to perform these tasks. This
introduces the risk of error and exposure to loss through theft. The second
disadvantage of manual processes is the friction it causes in slowing down
the flow of goods. Each time a worker must manually check and record
data to process an order impedes the movement of goods.

Using RFID Technology, Company A has implemented a prototype portal
approach (readers located on the loading dock) where the goods pass near
a scanner to verify the type and quantity during loading into a truck or rail-
car. The results are compared against the packing list generated from a pur-
chase order. If an exact match does not occur, the system can automatically
alert the distribution center staff at Company A about the discrepancy. This
RFID enabled process eliminates the need for manual counting and
improves customer service by eliminating shipping errors.

In addition, since Auto-ID technology does not rely on a direct line of sight
to capture information, as is the case for bar codes, the labor involved in
rearranging and orienting goods for scanning is eliminated.

By decreasing the number of times inventory or shipments are manually
verified, Company A can increase supply chain velocity. Looking at a spe-
cific situation, the time spent checking goods and reading bar codes, was
over 11,000 hours per year. RFID would eliminate the need for these man-
ual procedures.”

The process of counting, checking, and reconciling the goods does not stop
at Company A’s distribution center. These tasks are repeated many times
before goods arrive on retail shelves. For less than truckload shipments,
goods are typically sent to a consolidation hub. Here the goods are
removed from one truck and staged with other items. The new combina-
tion of goods is then loaded onto another truck for transport to either a
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retailer or a retailer’s distribution center. Each time the goods are moved at
the terminal, the trucking company performs a count for confirmation of
the bill of lading. There is also a packing slip and freight record for each
order placed on a truck that must be reconciled.

During the consolidation process there is constant risk that the goods will
be left behind or loaded onto the wrong truck. This results in lost inventory
and poor customer service to retail outlets through late and incorrect deliv-
eries. There are many opportunities to apply RFID for all of these basic
processes.

A Deeper Look

By installing RFID systems, Company A can quickly count goods when
they are ready for shipment, eliminating the need for manual counts. Man-
ual counting and verification is purely an error reduction process that adds
no value. With RFID, companies have the potential to quickly and accu-
rately trace an item anywhere in the supply chain as long as there are read-
ers to detect its presence.

For example, several readers could be situated on loading docks near truck
bays. As forklifts move goods into trucks, the readers’ could automatically
scan and record the amount loaded. Orders can be instantly checked to
ensure that the shipment has the right products and the right quantity.
RFID reveals the problem of shipping the wrong unit or incorrect quantity
of goods at the point of origin rather than at the end. By having the confir-
mation at each step, errors in shipments are caught along the way, when
they are cheaper to remedy.

RFID simplifies the shipping process and reduces the supporting documen-
tation required to fulfill an order. This decreases the chance that a docu-
ment will be misplaced or forgotten altogether. The instant verification
along each major transition point can locate where an order was compro-
mised. Manufacturers thus gain the advantage they need to bill correctly
and reconcile disputes at each point in the supply chain. By automating
these tasks, companies reduce friction in the supply chain. The goods flow
faster, thus reducing the order cycle time and allowing for faster inventory
turns and better customer service.
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Other Areas for Improvement

In addition to the order fulfillment process and associated shipping opera-
tions, there are other areas where RFID can have a potentially positive
impact on warehousing and customer service. For Company A these areas
include reduced invoice deductions, automated inventory cycle counts,
and enhancements to the returns process. Table 5-1 shows the projected
dollar savings for a single distribution center operated by Company A.”

Table 5-1 — Cost Savings in Warehousing

Hard Savings Additional Benefits
Efficient Handoffs $1.0 MM in labor costs reduced processing times
Reduction of Invoice $2.5 MM in write downs and .

) better customer service

Deductions capital cost
Automated Inventory Counts  $0.1 MM in labor costs reduced year end write downs
Efficient Returns Management $1.0 MM in labor costs faster returns processing
Total $4.6 MM

Though the study of Company A did not include a detailed assessment of
RFID deployment costs, the fact that more than $4 million in savings could
result from streamlining activities using RFID attracted the attention of sen-
ior management. This savings represented 0.2% of the sales throughput for
the distribution center, a significant amount for the CG industry where

profit margins are thin.

Of particular interest to management was the savings associated with
deductions that resulted from inaccurate counts and invoicing errors. Bet-
ter information and the elimination of manual counting, both capabilities of
RFID, could reduce a good portion of this cost.

Besides the cost savings, RFID has potential to create value that often does
not show up on the balance sheet or income statement. Sometimes called
“organizational assets,” capabilities such as short lead times and speed of
delivery are intangible yet these activities have significant financial value
for firms such as Wal-Mart and Dell.** Creating new forms of organization
assets might be the greatest value of RFID in supply chain management.

As a concluding note, supply chain friction caused by small, time-consum-
ing activities that slow the velocity of goods, has national implications in
terms of cost. By one estimate, the security measures implemented after the
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9/11 attacks on the United States resulted in an additional $151 billion in
cost because a number of verification activities slowed the velocity of goods
and services.” As RFID expands in use, it will become a powerful force to
uncover and reduce these hidden costs.



CHAPTER 6

Maintenance:
Service Parts Inventory Management

Perhaps one of the most promising areas for application of the EPCglobal
Network and RFID technology involves service parts inventory manage-
ment. Often associated with high value items such as critical components
for aircraft or computers, service parts inventory management plays an
important role in providing maintenance support once various machines
leave the manufacturing facility and become operational in the field.

Though manufacturers have focused a great deal of emphasis on increasing
reliability, there continues to be a need to stock service parts in the event of
a product failure. To limit machine downtime, many suppliers have a pol-
icy that guarantees extremely high service levels, making parts available
almost all of the time. For example, leading companies like Caterpillar ship
99.7% of parts ordered within one day to virtually any area of the world
where their equipment is in use.'

Since service parts are often expensive, it becomes important to make the
proper tradeoff between inventory investment and service levels to mini-
mize cost. One of the main factors in calculating the amount of service parts
to keep on hand is an accurate forecast of component failure rates.” Going
the extra step of gathering information to improve the forecast is especially
important under the following conditions:

— Short product lifetimes

— High sales levels

— Products sold during longer spans of time

— Seasonal product sales

— Desire for high customer service levels

— The cost of a shortage is high and the cost of holding is low
— The cost of collecting the information is low
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From a practical standpoint, the information needed to do an accurate fore-
cast is often unavailable. The EPCglobal Network along with RFID technol-
ogy holds the promise of new ways to generate information for improving
service parts forecasting. This is especially the case when there is a known
installed base of machinery and formal maintenance agreements exist to
provide service parts when machine failures occur.

With a focus on a real-world situation, this chapter examines the opportu-
nity for implementing the EPCglobal Network and RFID technology in a
specific service parts business. It is through the examination of business
processes that practitioners can gain a clearer picture of the benefits and
challenges associated with the EPCglobal Network and RFID technology.

Overview

The case study outlined below involves service parts logistics operations
for a company that supports an installed base of computing machines.* The
company offers hardware and software support for network servers and
workstations housed on both UNIX and Windows platforms. Customers
predominantly are Fortune 500 firms with massive information processing
infrastructures. To provide quick service when component failures occur,
the company maintains a network of parts banks in the United States and
Europe. Coordination of this network is done at a central call center that is
the initial point of contact for all customer service requests. The company
also employs field engineers, both directly and under contract, in each of
the geographical areas that it provides service.

Mid-sized and headquartered in the Boston area, primary competition for
the company comes from the service parts operations of large OEM ven-
dors in the computer industry. Privately held, the current owner was also
the founder.

Since its inception, the company has maintained a competitive strategy
based on three policies: 1) high service levels, 2) flexible service plans to
meet the needs of a wide range of customers, and 3) a single point of serv-
ice for equipment manufactured by different vendors. The commitment to
deliver flexible service plans differentiates the company from OEM ven-
dors that tend to offer a standardized service plan for all customers. This
strategy has led to impressive revenue growth during the past decade.
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However, with the economic downturn beginning in 2001 the company has
experienced declining profit margins primarily from the rising cost of oper-
ations. This happened because of an increase in the complexity of the
installed base of network servers and workstations. In addition, increased
competition from OEM vendors forced downward pricing pressure for
new service contracts further squeezing profit margins. Rising operational
costs, invigorated competition, and the lack of pricing power in the market
led the company to conduct a review of current operations and established
practices.

Business Operations for Service Parts

The following subsections discuss the fundamental aspects of the business
including the structure of service contracts, the evaluation of new contracts,
and the typical process flow for a service request from a customer. The sec-
tion concludes with a discussion of the main issues that caused the recent
decrease in profitability.

Contracts

Detailed contracts are negotiated for all business conducted by the com-
pany. A typical service contract specifies the following:

— Types of equipment supported — This includes a listing of the make and
model of the computing machines supported at each location. There is
usually no indenture level information for any of the equipment. Much
of the information captured in the contracts is incomplete. Updates are
infrequent.

— Term of contract — Length of time the contract is in force, usually one or
two years.

— Type of service — hardware or software support, or both.

— Guaranteed response times — The contract specifies the maximum allow-
able response time for a service request at each location. The most fre-
quent choices for response times are same day (2, 4, 6, and 8 hour
response) and next day.

— Penalty clauses — Not meeting guaranteed response times for a pre-spec-
ified percentage of the requests results in a penalty. This pre-specified
percentage is the contract service level. Usually, the service level is
between 80% and 90% and is specified in the contract.
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Before entering into each service contract, the company performs a detailed
evaluation of the customer’s requirements, taking into consideration the
existing capabilities of the parts bank network. This evaluation results in an
estimate of the incremental profit contribution for each potential new cus-
tomer. A flow diagram of the evaluation process appears in Figure 6-1.

Get Customer
Requirements

Current Parts
Bank Available?

Potential Parts
Bank Available?

No

Yes

Is the Service Estimate Cost

Yes Profitable?

No
Present a
Proposal to the -
Customer I
Decline
No

y

Negotiate
Proposal with Yes Sign the Service
Customer Contract

Figure 6-1 — Business Process for Evaluation and Signing of Service and Support
Contracts with Customers

Because the company has done a number of service contracts in the past
with profitable outcomes, the process described in Figure 6-1 is an estab-
lished practice. Though this process provides a structure to ensure profita-
bility during the life of the contract, it depends upon information about the
installed base. Often, during the lifetime of the contract, the installed base
changes causing additional complexity, lower service, and increased costs.
Once the contract is in place, it is seldom renegotiated because of a change
in the installed base. This presents a significant management challenge for
the company to overcome.
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Service Network

The service parts network is a two-echelon distribution system consisting
of a central depot and 50 regional parts banks maintained by third party
logistics providers (3PLs). These facilities serve about 2,000 customer sites.
The 3PL providers make local delivery of parts to customer sites. The com-
pany also maintains parts banks onsite at the customer location for con-
tracts that guarantee a two-hour response time. A min/max (s, S)
continuous review replenishment policy is the method used by the com-
pany to determine reordering for all of the parts banks. All defective parts
replaced at customer sites are shipped back to the central depot for repair
and testing before being returned to stock.

Since most of the service parts have similar weight, the transportation cost
depends on the distance between the parts banks and the customers. Parts
banks are usually located within 200 miles of the customer site if the cus-
tomer requires one-day part delivery service.

Inventory Planning

The safety stock levels at the parts banks are determined based on the his-
torical demand rate. This simple approach also serves as the forecast. For
lower demand items, the safety stock level is simply the demand during
the previous month. For higher demand, the safety level is two times the
demand during the last 15 days. These rules apply to both the parts bank
and the central depot. For a new part where no historical demand data
exists, the company uses the safety stock level recommended by the manu-
facturer of the part.

Fulfillment Process

Once a service contract is in force, the company maintains a disciplined ful-
fillment process described by Figure 6-2.
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Figure 6-2 — The Service Operation



Maintenance: Service Parts Inventory Management 65

This fulfillment process is the critical aspect of day-to-day operations. To
meet the specified service levels, the right part must be at the right place at
the right time. As a result, a significant investment in inventory exists.
Managing this critical asset is the most important variable in maintaining
profit margins. The company has found that it is easy to over invest in
inventory as a quick means of increasing service levels. With increasing
complexity of the installed base, this leads to reduced cash flow.

Critical Business Issues

Like any business, the company faced a number of important operational
issues. Three primary issues were thought to be significantly affecting the
profitability of the company.

— High Inventory Cost, Low Service Level — Inventory carrying cost for
all the parts located in the Parts banks and the Central Depot was 25% of
annual service contract revenue. Average parts availability was less than
80%. This compares unfavorably to other companies in the computer
service and support industry based on survey results (see Table 6-1).

Table 6-1 — Performance Metrics

Service Level

COMPANY Inventory Investment/Service Revenue (%) (% On-time Parts Availability)
1 10% 92%
2 23% 88%
3 40% 88%
4 17% 90%

— High Scrap Rate — Because of obsolescence, the company scrapped
approximately 4% of the service parts inventory cost per month.

— High transportation costs — The annual transportation cost equaled 15%
of the total value of the inventory. In contrast, a survey finds that the
average transportation costs for companies ranged between 2.2% to
11.4%.° Stock outs on frequently used parts resulted in high expediting
costs. In addition, there were significant lateral transshipments between
parts banks to meet backorders and correct stock allocation based on
recent demand.
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These three issues produced downward pressure on operating margin.
With decrease profits, the company was willing to consider new methods
that could improve productivity.

Suggested Solutions (Non-RFID)

To address the critical business issues, the firm needed to make better
trade-offs between inventory carrying cost and service. Given the complex-
ity of the service parts network, these cost and service trade-offs required
implementation of mathematical models for effective solutions.

Most would accept that traditional time-series methods for calculating fore-
cast demand, and in turn optimal inventory levels, do not work for service
parts because the demand is ”sparse.” This means that demand is often
zero for many periods. In this case, specialized models are needed to pre-
dict service parts demand.

From the initial review of operations, a recommendation to implement two
models surfaced: METRIC developed by the RAND Corporation and used
by the Air Force, and a location model to optimize the number and location
of parts banks” ® % ! Both of these models are established methods that
optimize cost and service trade-offs. Through implementation of these
models, the company would realize significant cost savings.

However, METRIC and the location model did not address the issue of a
lack of information about the installed base. A full understanding of the
installed base covered under the service contract is critical in determining
projected demand. The EPCglobal Network and RFID technology provide
a powerful means to gather this information.

A Deeper Look at Service Parts Demand

At the most basic level, demand for service parts arises from the failure of
one or more components in a computing machine. For purposes of manag-
ing inventory, the forecast should consider only failures that occur during
the useful life of the part. Warranties usually cover initial malfunctions dur-
ing the ”“burn-in” phase. Because of rapid obsolescence for computing
machines, wear-out is hardly an issue. Few components reach the end of
the operating life prior to the replacement of the computing machine.
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Excluding burn-in malfunction and wear-out, the remaining failures that
occur during the useful life of a part happen because of “chance” occur-
rence. In this case, sudden breakdowns take place, sometimes without
advanced signs of pending failure. Machine load does have correlation to
component failures in some cases.

Hence, the overall demand rates for service parts depend on 1) the number
of machines being supported (the installed base) and 2) how much these
machines are used (the program usage). However, service providers for com-
puting machines, like the company in this case study, often have only a
general idea of the installed base, and program usage.

Because of this lack of information, there is no alternative but to rely upon
time series data of failures as a means of calculating safety stock levels. The
problem with this method is that there is often a significant time lag
between a change in the installed base, or program usage, and a change in
the failure rate. In addition, it is very difficult to correlate the installed base,
measured in machines, to failures measured in demand for parts, because
some components are interchangeable with other machines at the same
location. Adding to complexity, service support organizations typically
stock thousands of parts making manual review of changing failure rates
difficult to accomplish.

The EPCglobal Network and RFID technology offers a solution through the
prospect of identification and monitoring of the entire installed base. The
next section discusses some of the aspects of RFID technology that are
important to increasing productivity in the service parts industry.

RFID Enhancements

Though there are few current applications of RFID technology in service
parts inventory management, several opportunities exist to apply the tech-
nology. In the context of the case study presented in this chapter, two basic
applications make sense.

1. Monitoring — Perhaps the most important aspect of RFID related to serv-
ice parts inventory management is the capability of monitoring the
installed base and program usage within computer facilities. Given the lack
of information in these areas along with the high value of service parts
needed to support complex computing systems, monitoring will almost
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certainly reduce the amount of service parts needed to achieve target serv-
ice levels.

Assuming that critical components contain RFID tags, either applied exter-
nally or integrated into the electronics, there are two basic ways of monitor-
ing the installed base, intermittent or continuous. First, a technician could
manually scan machines with an RFID reader to gain an accurate under-
standing of the installed base of components. This is essential information
for projecting the number of probable failures for a span of time, thus
improving the forecast. With a better forecast, the proper amount of inven-
tory to meet a specific service level can be reserved.

A second way of monitoring involves a continuous scan of the installed
base using readers that are permanently fixed in the customer’s facility.
Besides confirmation of the installed base, sensors could be added that
would monitor such variables as electric current draw to determine the
time of usage for a component and confirm it is operational. This approach
is similar to that discussed in Chapter 10 (food) for sensing technology. In
addition, the consumer goods industry already uses “in-store” monitoring,
a topic discussed in more detail as part of Chapter 15.

Both methods, intermittent or continuous monitoring, allow the service
parts supplier a means of linking directly to the customer with the longer-
term prospect of gaining real-time information about critical components.
The EPCglobal Network and its ability to organize serial numbers to
achieve unique identification will serve an important role in enabling this
link so that specific information can be gathered for an individual compo-
nent.

2. Repair Operations — Beyond ability to gather information about the
installed base and program usage, the EPCglobal Network and RFID tech-
nology also has potential to redefine repair operations in terms of produc-
tivity. Often customers return high value, non-functional components to a
central facility for repair. After the repair work is completed, these compo-
nents then re-enter the inventory of service parts for future use.

Attaching a RFID tag to each component before shipping to a central repair
facility would greatly improve the process of tracking. There are anecdotal
accounts where considerable productivity can be achieved from knowing
the precise location of high value components.
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The telecommunications industry offers an example." Network cards used
in telephone switching operations often cost $35,000 or more, yet have
small dimensions and can be easily lost. Occasionally, these network cards
fail and are returned to a central repair facility that occupies 10,000 square
feet. Though central facility workers scan a bar code placed on each net-
work card upon receipt, there are situations where repairs take place and
the location of individual network cards becomes unknown. This happens
because the bar code only identifies the product type and not the individ-
ual item. Since each item requires different types of repair work, it becomes
important to have unique identity.

Further, even though the facility had bar coded racks, and location of the
network cards was known, the specific part at a specific location was
unknown. By one account, workers often spent up to a day trying to find a
specific network card within the repair facility.

By affixing an RFID tag at the time of shipping, unique identity for a com-
ponent can be maintained throughout the repair process. This has a
number of advantages in tracking the exact location within a facility and
the amount of repair labor expended per individual component.

While the above recommendations for using RFID technology have not yet
been implemented by the company described in the case study, there are
situations where firms have aggressive schedules to implement RFID for
service parts on a large scale.

In 2005, "Boeing announced it would require many of its suppliers to begin
placing RFID tags on a number of parts used in its latest line of commercial
airliners, the Dreamliner 787.” > During the announcement, Boeing men-
tioned that the company believed tagging would make it much easier to
track the maintenance histories. As planned, the tags would remain
attached for the entire life cycle of the part.

A further extension is to use RFID for unique identification at the end of the
life cycle for a product® Unique identification would also be helpful in
recycling and handling of hazardous materials.



CHAPTER 7

Pharmaceuticals: Preventing Counterfeits

The complexity of the United States health care system is increasing rap-
idly. Demographic changes, along with a host of new drugs, are causing
greater volumes of raw materials and finished products to move through
the pharmaceutical supply chain. In many ways, the pharmaceutical sup-
ply chain is beginning to resemble the distribution of consumer goods.'
However, several important differences remain.

The fundamental goal of the medical industry is patient care and safety. To
achieve these goals for the public good, the Food and Drug Administration
(FDA) and individual States regulate the industry through laws and
administrative orders designed to protect the integrity of drugs throughout
the pharmaceutical supply chain. Specifically, the Prescription Drug Mar-
keting Act (PDMA) of 1988 calls for transactional history to follow individ-
ual packages of drugs that travel from manufacturers through wholesalers
and finally to retail outlets such as pharmacies and hospitals.

The FDA uses the term "pedigree” to denote the requirement for documen-
tation of transactional history. The pedigree requirement, legislated as part
of the PDMA has been on hold because of practical limits in terms of imple-
mentation. Determining a pedigree for all the drugs in circulation would
require millions of pages of information to document the flow of drugs
from manufacture to consumption. >

With a recent renewed threat of counterfeit medications entering the US
pharmaceutical supply chain, greater interest exists in achieving full imple-
mentation of pedigree laws first outlined in PDMA. While the number of
counterfeit cases in the US remains below that of developing countries such
as India and China, an increase has occurred from an average of five cases
per year prior to 2000, to over 20 cases per year currently.’ By some esti-
mates, counterfeit is as much as 80% of all drugs sold in some third world

countries.” *
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Since the US pharmaceutical market is vulnerable to fake drugs, manufac-
turers have introduced a variety of measures in an attempt to thwart coun-
terfeiters. All of these technologies share the common strategy of placing
some indicator on the package, or the drug itself, as a means of verifying
authenticity.

However, it appears by using various computer and packaging technolo-
gies, counterfeiters have the ability to quickly imitate these measures and
infiltrate counterfeit drugs into the legitimate drug distribution chain. By
one account, counterfeit and theft combined cost the pharmaceutical indus-
try $30 billion per year.

Implicit in the documentation process outlined by the PDMA is the admin-
istrative requirement to do track and trace. Tracking involves knowing the
real-time physical location of a particular drug and its future path within
the supply chain. Tracing is the ability to know the historical locations, the
time spent at each location, record of ownership, packaging configurations,
and environmental storage conditions for a particular drug.

Track and trace forms the foundation for improved patient safety by giving
manufacturers, distributors, and pharmacies a systematic method to detect
and control counterfeiting, drug diversions, and mishandling. These are
important aspects of supply chain security. Unfortunately, the current sys-
tem for the documentation and organization of data is cumbersome
because of a reliance on manual procedures and storage of information on
paper. As a practical result, track and trace takes place only in an emer-
gency such as a drug recall.

The EPCglobal Network and RFID technology offers the prospect for an
integrated solution to the track and trace problem, providing a means of
reducing the amount of counterfeit drugs within the United States pharma-
ceutical supply chain. The open standards feature of the technology aids in
the implementation of a supply chain wide application. In addition, the
EPCglobal Network sets the foundation for a number of other applications
within the health care industry that include continuous patient monitoring,
shared yet secure medical records, valid and accurate medical dosages,
medical equipment tracking and improved information display and com-
munication.®
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The next section examines the scope of the counterfeit problem and the
legal underpinnings for improved trace and trace capabilities within the
pharmaceutical supply chain.

An International Problem of Significant Magnitude

The World Health Organization (WHO) defines counterfeit as: ” A medicine
that is deliberately and fraudulently mislabeled with respect to identity
and/or source. Counterfeiting can apply to both branded and generic prod-
ucts and counterfeit products may include products with the correct ingre-
dients or with the wrong ingredients, without active ingredients, with

insufficient active ingredients or with fake packaging.” ”

According to the WHO definition, what makes a drug/medicine counter-
feit is the deliberate or intentional (criminal) nature of the mislabeling or
adulteration of a drug. This type of illegal behavior leads to 1) compro-
mises of patient safety, 2) economic loss to established drug manufacturers,
and 3) a threat to the national security of sovereign countries.

The WHO estimates that between five and eight percent of the worldwide
trade in pharmaceuticals is counterfeit.* Many industry experts believe this
to be a conservative estimate. Anecdotal reports indicate a significant
increase in counterfeit drugs during the past few years.

A few examples of published articles on counterfeit include:

Up to 33% of anti-malarial drugs for sale in Cambodia, Laos, Burma,

Thailand and Vietnam contained no active ingredient.” °

” Approximately 192,000 people died in China in 2001 due to the effects
of counterfeit drugs. As much as 40% of drugs in China are counter-
feit.” 1

“In Columbia, up to 40% of medications are believed to be counter-
feit.”!!

” Approximately 50% of drugs sold in Nigeria are counterfeit.” 2

In a study conducted simultaneously at Dulles and Oakland Interna-
tional Airports, U.S. Customs and FDA agents found that 10% of the
drugs they analyzed contained no active ingredients."
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The problem of counterfeit drugs has reached grass roots America. Phar-
macist Lowell Anderson of Bel-Aire Pharmacy in White Bear Lake, MN
states, ”I have been in this business for 40 years...I have less confidence in
the integrity of the supply chain today than ever before. It scares me.”'*
This appears to be a well-founded concern. During the past ten years,
drugs sold in America such as Procrit, Epogen, Serostim, Zyprexa, Diflu-
can, Combivir and Retrovir have been counterfeited. Even Lipitor, the
widely prescribed drug to control cholesterol levels, was recalled because
of a counterfeiting incident. In this particular case, the FDA could not
determine how many bottles were in each of three counterfeit lots. In addi-
tion, the counterfeit lots could not be accurately tracked or traced. While
most counterfeit drugs contain harmless ingredients such as water or glu-
cose, the counterfeiting of Lipitor “posed a potentially significant health
hazard” according to the FDA."

Even though the overwhelming majority of drugs sold in the United States
are safe, the $220 billion per year pharmaceutical market is an attractive tar-
get for counterfeiters.'® With the complete mapping of the Human Genome,
there will be a number of new, high priced drugs appearing on the market
during the next few years. This will increase the opportunity for counter-
feit.

The Causes of Counterfeit

Three factors account for the increase in counterfeit drugs:'” First, the com-
puter technology available to forge labels has become more sophisticated. It
is now possible to reproduce any label. Second, there is an abundance of
small wholesalers buying and selling medications. Along with differences
in pricing, the increase in small wholesalers creates an active secondary, or
gray market. In some situations, drugs change hands many times before
reaching pharmacies. This increases the opportunity to introduce counter-
feit into the supply chain. Finally, an increased number of expensive drug
therapies provide lucrative potential for forgers to net large profits. In some
cases, organized crime and former illicit drug dealers have entered the
counterfeit ethical drug market because the profit potential is so large.

Federal efforts to deal with counterfeit are hindered by laws that do not
assign supply chain wide accountability to any one authority. Re-importa-
tion and diversion, in addition to the advent of internet pharmacies, makes
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counterfeit hard to prevent. In summary, it is not very difficult to produce a
counterfeit drug for introduction into the United States pharmaceutical
supply chain. The incentive is great for criminals to take part in this illegal
activity.

The Changing Regulatory Environment

With greater awareness of counterfeit drugs, the FDA and states are mov-
ing forward with new legislation to combat the problem. Florida gained
national attention when Governor Jeb Bush signed the Prescription Drug
Protection Act on June 3, 2003."® This establishes the legal requirement for a
“pedigree” to accompany each drug sold in the state.'” The intention of the
law is to verify authenticity and reduce the chance of counterfeit. The law
calls for a phase-in of pedigree documentation over several years with full
implementation for all drugs by July 2006. This introduces a number of
important issues for the pharmaceutical industry to consider.

Specifically, the law calls for the following information to accompany each
drug through all steps of the supply chain:

Drug Name

Dosage

Container size

Number of containers

Drug Lot or Control numbers

S S

Business Name and Address of ALL parties to each prior transaction,
starting with the manufacturer
7. The date of each previous transaction

These requirements add a great deal of complexity for manufacturers and
distributors. As an example, the typical drug distributor carries at least
34,000 stock keeping units.”’ Maintaining pedigrees given this volume of
drugs is overwhelming with current identification and information tech-
nology.

Following Florida’s lead, California passed a statute requiring an electronic
pedigree for all drugs sold in the state.”’ The California law requires full
implementation by January 2007. At that time, all pedigrees transmitted
between buyers and sellers must be in electronic form.
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Other countries besides the United States have also moved forward with
pedigree regulations. Most notably the Italian government, with financial
support from the European Union, began in 2000 to enforce the track and
trace of pharmaceuticals through the Bollini Law.” This law requires appli-
cation of a special sticker containing a serial number and bar code to each
unit of sale.

The Bollini Law also requires all parties within the supply chain to record
and archive each serial number. This has created great difficulty for manu-
facturers and distributors. As a result, the full implementation of the law
did not take place until after June 2004 because of a lack of technology to
handle the task of recording and archiving the serial numbers. A final
design of the database structure needed to accomplish drug tracing had not
yet been determined. Open questions remain about the role of the Italian
government in controlling and maintaining a large-scale central database
containing all drug pedigree information. In an average year, Italian dis-
tributors handle 1.2 billion items. It remains uncertain how bar code tech-
nology and existing information processing infrastructure will cope with
this much data.

Current Solutions to the Pharmaceutical Counterfeit Problem

In response to regulatory and business pressures, the pharmaceutical
industry attempts to combat counterfeit using a number of different tech-
niques. To date, no technique has proven effective in totally eliminating the
problem. Most detection procedures currently in place rely on manual
product inspection by pharmacists or sales representatives to check for evi-
dence of counterfeiting. In the absence of automated inspection technology,
these methods are often too costly to do counterfeit inspection on a broad,
periodic basis. If positive detection of counterfeit does occur, it is not clear
what action to take because current methods provide incomplete informa-
tion about the scope of counterfeiting for a particular drug.

Recent efforts to deal with counterfeit involve both information and mate-
rial technologies. Several examples include:

Some drug companies have injected an inert chemical signature

directly into medications, which can be checked with a small handheld

device much like a home pregnancy test.”
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Tamper proof packaging, in addition to technical measures such as
holograms, difficult to replicate packaging designs, and unique fonts
have been used.

FDA Medwatch is an excellent resource for patient safety information,
from label changes to counterfeit product warnings and recalls.**

HDMA Product Safety Task Force recommends steps and guidelines
the industry should consider for the safe purchase of products.”

The Institute for Safe Medication Practices is dedicated to the safe use
of medications through improvements in drug distribution, naming,
packaging, labeling, and delivery system design.?

Product Surety is a joint industry initiative with the FDA to curb the
incidence of counterfeiting.”’

Product anti-counterfeit technologies fall into two broad categories, intra-
formulary or package based. There are a large number of these technologies
in use today. Table 7-1 lists the most commonly used technologies and an
assessment about the chances of defeating each approach. In some cases,
certain counterfeit detection measures can be both covert and overt. For
example, fibers or threads embedded into a label can be seen with the
naked eye or in some cases are invisible without the aid of ultraviolet light.

Table 7-1 — Common Anti-counterfeit Methods

ANTI-COUNTERFEIT

MEASURE COVERT OVERT REPLICATION
Intra-formulation

Imunnoassay X Low

Unique Flavoring X Low

Package

Design X High
Watermarks X X High

Digital Watermarks X X N/A

Fibres and Threads X X Somewhat - Low
Reative Inks X X Somewhat - Low
Holograms X X High

Bar Code X High

Low —small probability of successful counterfeit
High — increased probability of successful counterfeit
N/A - not enough information to make a determination



78 Part II: Leveraging the Supply Chain: Case Studies

These approaches are static and there are high fixed costs for switching to
new anti-counterfeit measures. Manufacturers replicate the approach many
times to cover millions of individual dosages for a specific drug. After a
particular anti-counterfeiting solution has been in the market for some
time, counterfeiters learn ways to defeat the safeguard. Manufacturers con-
stantly have to remain a step ahead by either adopting new measures or
mixing and matching current technologies. While the changing of anti-
counterfeit approaches helps manufacturers and regulatory agencies differ-
entiate genuine product from false product, the rapid changes are confus-
ing to the public at large. This creates a situation where consumers have a
difficult time checking the authenticity of a product themselves.

An Anti-counterfeit System Based on Information

The EPCglobal Network and RFID technology enables two fundamental,
supply chain wide approaches to deal with counterfeit drugs. Both of these
approaches complement the current techniques employed by the pharma-
ceutical industry.

First, RFID technology allows the possibility of instant verification for any
drug, at any location. This verification process is possible through a pro-
posed information technology infrastructure that spans the complete sup-
ply chain. Second, RFID technology provides track and trace capability.
This capability supplies true pedigree information about drugs accessible
by partners within a supply chain. Together, track and trace, and drug veri-
fication, are difficult barriers for potential counterfeiters to overcome.

Both approaches depend on the capability to identify individual drugs
within the supply chain at the primary package level. RFID tags, containing
an EPC, applied to each unit of dosage provides this capability. To under-
stand the environment in which tags must operate, Figure 7-1 shows a typ-
ical pharmaceutical supply chain. Later in the chapter, this supply chain
will be used to show how each element of RFID technology, RFID tags,
readers, the middleware, ONS and the PML server fit together to form an
integrated solution that achieves unique identification of individual drugs.

The RFID approach has advantages as compared to bar codes when doing
track and trace or drug verification. Using bar code systems to read the bil-
lions of identifiers needed to record location and serial number information
for individual drugs suffers from several limitations. First, bar codes
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Figure 7-1 — The Pharmaceutical Supply Chain

require a line of sight to do a proper read. For serialized drugs individually
labeled with bar codes at the primary package level, and shipped in car-
tons, direct reads are laborious. In addition, bar codes can only provide uni-
directional information, ie. an item cannot be remotely “asked” to
communicate information such as location, or temperature, for recording in
an enterprise resource planning (ERP) system database.

The appeal of RFID technology lies in the ability to use the EPC as a pointer
to look up important information about a drug that is contained in a remote
database. Either the Internet or dedicated computer networks can provide
the communication link. This ability to link physical objects to information
provides a powerful capability for track and trace, and drug authentication.

However, this new capability does have drawbacks. The task of handling
streaming information for billions of individual pharmaceutical products
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taxes the capacity of the Internet or dedicated computer networks. The next
section discusses approaches to overcome this capacity concern.

An Example of Pharmaceutical Supply Chain Complexity

Figure 7-1 shows that the form of the physical goods can change during
each step of the pharmaceutical manufacturing and distribution process.
Immediately after completion of each step, the product becomes a finished
good that continues as an input to the next step in the supply chain.

Referring to Figure 7-1, the finished product for the chemical plant is bulk
active ingredient packaged in drums with a specific name, composition, lot
number, and expiration date. In contrast, the transport carrier that moves
the drums of active ingredient from the chemical plant to the manufacturer
sees only a shipment of specific weight and volume. Other attributes are
not important to the carrier. There is no direct, continuous link to attributes
of the shipment such as lot number or expiration date.

To deal with this situation, pharmaceutical manufacturers have placed
select pieces of information directly onto the package by printing bar codes
or lot numbers. In this case, the package becomes the vehicle for carrying
the information needed for track and trace, and authenticity verification
through the supply chain. Though the information carrying capacity of this
approach is limited, it does guarantee universal access to all parties within
the supply chain.

Unfortunately, this ”self contained” approach of physically attaching infor-
mation to the secondary package can be, and often is counterfeited. In addi-
tion, information contained on the secondary package is hard to access
quickly because there is no integrated network to organize the data for an
entire supply chain consisting of multiple trading partners. This limits pos-
sibilities for serialization of drugs at the secondary package level. As a com-
promise, pharmaceutical manufacturers often rely on assigning lot
numbers to large amounts of drugs that might exceed one hour of produc-
tion. However, this practice lacks the granularity needed for the supply
chain of the future.

The identity change for a product continues throughout each step of the
supply chain making drug verification, and track and trace, difficult to
accomplish even with the self-contained approach for transmitting infor-
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mation. Historically, pharmaceutical manufacturers and distributors have
gathered the information needed for drug authentication, and track and
trace, using detailed forms and secure databases as storage devices. In even
the best situations, this information is difficult to retrieve and seldom
shared with other parties outside of the firm. In the event of a recall, special
teams within firms are charged with the task of accessing data to make
important decisions about the extent of the problem, a labor-intensive proc-
ess.

Aggregation and Inheritance

Although the physical form of goods changes throughout manufacturing
and distribution, a link still exists for all raw materials and work in process
used to produce finished goods. This type of link demonstrates inheritance
of specific attributes. Each medicine used by the patient has a specific lot
number and expiration date printed on the container. The drug is shipped
on a specific truck, at a specific temperature for a specific duration. The
effectiveness of the medicine ultimately depends on the quality of the man-
ufacturing process and the environmental conditions of transport and stor-
age. These are all inherited attributes.

Organizing the large number of informational links for drugs in the supply
chain requires adherence to two concepts:

Data Aggregation is the logical equivalent of item aggregation or
assembly. By viewing data within a supply chain as a series of parent —
child relationships, track and trace becomes possible.

Data Inheritance is the history of the parent data. To reconstruct the
history of an item, each change in form must transfer from parent to
child.

Data aggregation reduces the number readings at critical points within the
supply chain, making feasible the capture of informational links needed for
large-scale drug verification, and track and trace. This becomes evident
when dealing with pallet level shipments. Adopting the concept of data
aggregation and inheritance allows the opportunity to read a single RFID
tag, fixed to a pallet, for specific details about each product on the pallet. If
data aggregation were not possible, the RFID tag for each product on the
pallet would need to be read, resulting in a great number of reads.
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Figure 7-2 shows a visualization of data aggregation for the flow of infor-
mation between a chemical plant and the manufacturer represented in Fig-
ure 7-1. In this case, information flow is in parallel to physical product flow.
The information infrastructure built by the RFID center and implemented
by EPCGlobal takes advantage of data aggregation and inheritance.
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Figure 7-2 — Data Aggregation in the Pharmaceutical Supply Chain

The Flow of Information Within a Pharmaceutical Supply Chain

The underlying success of logistics depends on the flow of information for
effective management. In particular, the information flow between two
physical locations must synchronize with the parallel flow of goods. Data
pre-positioning or the use of a central repository within the supply chain are

important concepts that simplify the synchronization process.?® *

As an example to explain information flows, consider the data needed for
shipments between two firms. Finished products in the consumer goods
and pharmaceutical industries typically are packed into cases that in turn
are loaded onto pallets. A complete shipment consists of a specific number
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of pallets. Each shipment has an identification number, a bill of lading
number, a quantity of pallets, an invoice number, an origin and destination,
a driver, and a truck ID number.

Assume that each individual unit, carton, or pallet contains an EPC embed-
ded in an RFID chip. When scanned, the EPC number is linked by the ONS
to specific information about the item accessible through the Internet or
other type of computer network.*® To synchronize the flow of both goods
and information the shipper must either 1) send in advance (pre-position)
complete PML files containing all the information regarding the objects to
be received (the thick file approach), 2) preposition only EPCs (the thin file
approach) or 3) write select information to a third party for use by all sup-
ply chain partners.

These alternatives represent different ways to share important information
within the supply chain. For drug verification, only EPC validation is nec-
essary. This is binary, yes/no information. However, for track and trace
purposes transfer of additional information that is dynamic must occur.
This information might include:

— Origin
Destination

Time stamps

Company names

Telemetry information — temperature and humidity

For track and trace, location information is extremely important because it
provides 1) the past position of the goods, 2) present position of the goods
and 3) the anticipated future position of the goods (assuming a scheduled
shipment exists). Time stamps at each location allow the calculation of resi-
dence time.

An RFID Based Solution

This section deals with the specific information infrastructure needed for
the two alternatives to combat counterfeit; track and trace, and drug
authentication. Building on the principles of data aggregation and inherit-
ance, the goal is to gain complete supply chain visibility for detection and
control of counterfeit. The outcome of such an approach is an information
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infrastructure that provides anti-counterfeit measures to deal with several
major categories:

completely fake product

- tampered product

— adulteration

— substitution

— unacceptable status of the product including, expired, discarded,
returned, recalled, and samples given by Doctors

Two components of RFID technology form the backbone of supply chain
wide visibility. As one group of researchers state: “The key to the RFID
architecture is the Electronic Product Code, which extends the granularity
of identity data far beyond that which is currently achieved by most bar-
code systems in use today.”*" In addition, the PML servers, located at each
node of the supply chain, and secure Internet based communication com-
bine to provide the primary information handling structure.

Both hardware components, the EPC tags and PML servers, are technologi-
cally feasible with significant development having taken place since 2000.
In the case of EPC tags, encryption technology, the ability to sense and
record temperature and humidity, and the ability to sense certain types of
tampering are recent advances that fit nicely with the anti-counterfeit
mission. A number of vendors are capable of producing these two infra-
structure components in sufficient supplies to meet demands of the phar-
maceutical industry. As commercial volumes of production occur, costs will
decrease because of learning curve effects. In summary, RFID technology is
ready for the challenges of large-scale commercial application.

In preparation for a detailed analysis of drug verification and track and
trace, the next section discusses three important databases that will handle
the storage and transfer of information.

Database Overview

The proposed RFID technology solution to counterfeit is comprised of three
different types of databases with access levels restricted based on business
rules defined by supply chain partners. The Manufacturer Database contains
information about a particular drug and a potential link to third party
product registries.’® The Central Repository Database contains the trail of all
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exchanges for a drug in the supply chain. Administered through a 3rd
party, this database contains only select information from manufacturers
and distributors needed to secure the supply chain. Finally, the Local Data-
base contains information important to the manufacturer or distributor han-
dling the drug. This might include such information as the warehouse
location for an individual drug, or management signatures indicating com-
pletion of critical procedures. This information is important only to the
organization in possession of the drug. Figure 7-3 provides a schematic of
all three databases within the pharmaceutical supply chain.
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Figure 7-3 — Databases Within the Pharmaceutical Supply Chain

With this supply chain wide view, a broad categorization of information

exists:

Static — information that does not change through time (ex. product
size and weights)

Semi Dynamic - information that changes with long time intervals (lot
numbers based on production run)

Dynamic - information that changes with short time intervals (loca-
tion, temperature, pressure and humidity readings)

The manufacturer database contains static and semi-dynamic information.
In the RFID view, a subset of this database is made available for supply
chain wide access using several means, including secure Internet access. In
turn, the repository database contains predominantly EPCs and related
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location and timestamp information obtained from nodes within the sup-
ply chain. This information is available to all who have security clearance.
Finally, the local database contains dynamic information; some of which
might also be written to the repository database.

Counterfeit Detection Within an RFID Enabled Supply Chain

With the RFID infrastructure in place track and trace, and drug verification,
becomes possible. The final section of this chapter examines how RFID ena-
bles these important pharmaceutical supply chain security measures.

Track and Trace

In 2003, a group of researchers made significant progress in providing the
following design for a supply chain wide central repository database (Fig-
ure 7-4).%
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Figure 7-4 — Central Information Repository for the Pharmaceutical Supply Chain

Figure 7-4 shows a supply chain representation with PML Servers as the
backbone for routing information. The four step supply chain example in
the diagram is analogous to the pharmaceutical supply chain representa-
tion given in Figure 7-1, with Company A, B, C, & D corresponding to
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1) The Chemical Plant, 2) The Manufacturer, 3) The Wholesaler and 4) The
Retail Pharmacy.

In this scenario, information needed for a drug pedigree is written into the
central repository from each node in the supply chain. The concepts of
aggregation and inheritance reduce the amount of data reported to the
repository by associating groups of EPCs with activities that occur at each
supply chain node such as storage and shipping. Writing the pedigree
information to a single database also increases accessibility to all parties
within the supply chain. Real time query is possible.

In contrast to the central repository approach, using a second method, pre-
positioning, where information moves sequentially through PML servers
as drugs are shipped means that current pedigrees are only available at the
farthest point of progress through the supply chain. Information pre-posi-
tioning does provide effective tracking capabilities for shipments between
two nodes, however, trace information requires following pointers back-
ward through PML servers located in the separate business organizations
that make up the pharmaceutical supply chain. This would appear to limit
real time access to pedigree information and make supply chain wide tele-
metric information hard to consolidate.

In summary, the central repository approach proposed provides a more
robust solution in creating supply chain wide pedigrees for drugs. With
RFID based pedigrees, there will be systematic, timely, and targeted ways
to build information for every drug.

Drug Verification

In contrast to building an information infrastructure for pedigrees that
depends on a 3rd party repository, drug verification is a simpler case. The
informational focus of drug verification centers on the PML files located at
the manufacturer. The process of verifying a drug is binary. Either the drug
is authentic or it is counterfeit. A thin subset of PML files that contain only
valid EPCs, and current status, could be extracted from PML servers and
posted for secure internet access. No other information except valid EPCs
would be listed. Other supply chain organizations, such as wholesalers and
pharmacies could scan the EPCs contained on drugs and compare to valid
EPCs posted by the manufacturer. Any discrepancies would be a strong
indication of counterfeit.
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In this situation, no pedigree information is available, so it is possible that a
valid EPC could be mishandled or adulterated as it passes out of the con-
trol of the manufacturer. To deal with these issues, RFID could utilize
sophisticated anti-tamper tags and integrate with current anti-tampering
packaging methods to ensure the physical product is secure.

In summary, drug verification requires a much simpler information infra-
structure; however, the approach does not provide as much security. It is
possible that implementation of drug verification might be a first step
toward obtaining full track and trace capability needed for complete drug
pedigrees.

Steps Toward Practical Implementation

In February 2004, the FDA released a report on the future role of RFID tech-
nology in the prevention of counterfeit medicines.* This was the culmina-
tion of several years of public and private research involving the
application of technology to improve patient safety. There was also a reali-
zation that the United States pharmaceutical supply chain was increasingly
vulnerable to counterfeit. Prior to the 2004 report, Mark B. McClellan,
former FDA Commissioner had stated the goal of combating counterfeit
through ”...build[ing] a 21st century system that can better protect con-

sumers against this emerging public health threat.”®

In the future, the FDA will focus on technologies that allow track and trace
of all medicines sold in the United States at the pallet, case, and unit of dos-
age levels. Though no immediate solution for track and trace has been pro-
posed, the FDA has established a goal of implementing RFID Technology
by 2007.

In accomplishing this goal, the FDA also has put forth broad guidelines for
implementation after hearing testimony about RFID technology. These
guidelines appear in the APPENDIX. This provides an early attempt at
establishing the critical factors and activities needed to construct a practical
system based on RFID technology for pharmaceutical supply chain secu-
rity.

It is important to note that the FDA report also mentions other initiatives
designed to decrease the chances of counterfeit drugs entering the U.S.
pharmaceutical supply chain. The FDA makes clear that in their view RFID
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technology alone is not the total solution to combating counterfeit drugs.
However, the FDA does make a strong declaration in favor of the capabili-
ties of RFID technology by stating that the “use of mass serialization to
uniquely identify all drug products intended for use in the United States is

the single most powerful tool available to secure the U. S. drug supply.”>*

Both track and trace, and drug verification are feasible through the imple-
mentation of RFID technology. While application of RFID technology to
combat counterfeit is compelling, several factors offer complexities that
must be overcome.

The RFID approach assumes that all drug manufacturers, carriers, whole-
salers and pharmacies have the necessary hardware and computing ability
to read and process EPC information. It is unrealistic to believe that this
capability will occur immediately. However, through merger activity, the
number of players in the pharmaceutical industry has decreased. This situ-
ation could make the job of implementing an industry wide RFID solution
to detect and control counterfeit easier because there are fewer major play-
ers.

The RFID approach will have to be fine-tuned in terms of information syn-
chronization among many different supply chain partners to ensure a high
level of reliability for pedigree and drug verification information. If a single
supply chain partner does not properly handle information, pedigrees
might show gaps that would raise counterfeit questions. The RFID
approach assumes different entities within the pharmaceutical supply
chain can achieve a common level of cooperation in supporting the infor-
mation infrastructure.

Besides proposed applications in improving track and trace, and drug veri-
fication, RFID infrastructure also serves as the foundation for future appli-
cations of importance to the health care industry. For example, the Human
Genome Project will create greater opportunities for engineering drugs to
treat small groups of individuals that suffer from specific illnesses.”” This
marks a shift away from the development and marketing of blockbuster
drugs targeted at large population segments.*

Traditionally, big pharmaceutical companies have taken a broad approach
in drug development “aiming their blunderbusses at big categories in pri-
mary care, such as cholesterol reduction, blood pressure control, and
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depression.”* By focusing on a handful of drugs targeted at wide segments
of the population, the pharmaceutical industry adopted a strategy of mass
marketing that significantly influenced revenue growth. A study con-
ducted by a leading consulting firm found that "80% of growth for the 10
biggest drug-makers during the last decade came from the eight or so
7740

blockbusters a year launched during the 1990s.

As the pharmaceutical industry enters the 21 century, there are signs of
movement away from the blockbuster strategy in drug development and
marketing. Currently at least one big pharmaceutical company has taken a
lead in creating “personalized medicine” where drug therapies for specific
diseases are customized to individual patients based on genetic diagnostic
tests that can be performed in the Doctor’s office.*! In addition, other tests
can determine an individual patient’s ability to metabolize commonly pre-
scribed drugs.*” It is thought that individual genetic make-up has a great
influence on the rate that drugs metabolize and thus the effectiveness of
currently prescribed drugs in treating specific diseases such as hyperten-
sion.

Although the pharmaceutical industry is in the early stages of personalized
medicine, the gradual move toward “designer drugs” and treatment thera-
pies with current prescriptions that are customized to a specific individ-
ual’s metabolic characteristics will mean big changes to the pharmaceutical
supply chain. Designer drugs will be manufactured in small lot sizes on a
make-to-order basis. In this environment, logistics and coordination takes a
new form as thousands of biotechnology drugs flood the pharmaceutical
supply chain. Delivery of these new drugs to the right group of people, at
the right time and location, and in the correct quantity presents a challenge
that the current logistical system cannot handle effectively. RFID lays the
foundation for the management of this not-too-distant complexity through
improved supply chain information and visibility, and provides the frame-
work for a safer and securer supply chain.

The Realities of Implementation

Few would argue against creating a safe and secure supply chain for phar-
maceuticals distributed within the United States and other countries. Both
government and business interests agree that un-adulterated prescription
and over-the- counter drugs are fundamental for a healthy pharmaceutical
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market and the basis for future growth. If counterfeit incidents injure peo-
ple and undermine the public confidence in the medical system, it will
become difficult to introduce new pharmaceutical therapies such as
genetic-based drugs that could help many people.

In particular, one instance involving a Long Island, NY teenager who
“unknowingly took counterfeit drugs” after a liver transplant, has brought
a great deal of attention to the problem.* * In this case, the counterfeit
drugs passed through established channels of distribution, raising further
concern about the safety of the United States supply chain. Luckily, the
teenager survived, however, there are other accounts of similar circum-
stances where critically ill people took counterfeit drugs as part of their
treatment and eventually died as a result.

While counterfeit drugs have yet to become an acute problem within the
United States, isolated accounts of practices employed by counterfeiters
have raised universal concern among government agencies and businesses.
For example, one pharmaceutical company has reported that counterfeiters
"used yellow highway paint to get the right color match for fake painkill-
ers.” ® The yellow paint contained lead and the base for the counterfeit
drug contained a combination of boric acid and floor wax.*

In another case, a lifestyle drug has been extensively counterfeited through

the Internet sales channel.””

By utilizing the Internet to target customers
through spam e-mails and as a means of taking customer orders, produc-
tion of the counterfeit drugs took place outside of the United States.
Though the active ingredient of the drug was present in varying quantities,
it is impossible to know the manufacturing conditions under which pro-
duction occurred or the integrity of the other ingredients contained in the
drug. Besides production in un-monitored conditions, this type of counter-

feit also violates intellectual property laws, costing billions in lost sales.*

As the pharmaceutical industry faces a future that will include more world-
wide outsourcing of manufacturing, there will be an even greater need to
secure the supply chain to ensure that no counterfeit drugs enter the United
States.* In achieving this goal, it is important to understand the strengths
and drawbacks of various anti-counterfeit approaches involving RFID tech-
nology. Though a particular technology might work well in test applica-
tions, it is not certain that wide-scale implementation will yield similar
results.
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Besides technological concerns, the role of industry and government in the
practical implementation of RFID is an additional issue of great impor-
tance. To date, the FDA has relied upon reports, recommendations, and
subtle pressure to encourage implementation within the pharmaceutical
industry rather than administrative orders designed to make failure to
comply a violation of the law. However, if there is not significant progress
in preventing counterfeit, the possibility exists that the FDA will enforce
mandatory RFID tagging of drugs, probably sometime after January 2007.

This policy presumes that the FDA has a clear idea of the optimal solution
for controlling counterfeit along with the technology needed to achieve
practical implementation within the pharmaceutical supply chain. Control-
ling counterfeit is both a business issue and an issue involving the common
good. In achieving the common good, laws and administrative orders
drafted with honest intentions sometimes do not achieve planned goals
because it is difficult for governments to anticipate the future direction of
business. Perhaps the first to make this point, David Hume, a historian and
philosopher who lived during the early stages of the industrial revolution
in England once noted ”...the principles of commerce are much more com-
plicated, and require long experience and deep reflection to be well under-
stood in any state. The real consequence of a law or practice is ... often
contrary to first appearances.”  In this view, the free market is the best
determinant of how to control counterfeit in the most cost effective way.

The pharmaceutical companies and wholesalers have significant economic
interest in protecting the United States pharmaceutical supply to minimize
business risk and enhance the value of their brands. Failure to do so might
jeopardize future profits, elevating the financial risk of continuing opera-
tions. This raises the prospect of investors discounting pharmaceutical
equities for the uncertainty associated with potential episodes of counter-
feit drugs. Though no evidence exists to date that Wall Street has dis-
counted pharmaceutical stocks for this reason, the credible threat of this
type of disruption exists along with other business risks such as new prod-
uct development failure, pharmaceutical price controls, and product recalls
resulting from unanticipated side effects.

Before analyzing business and governmental issues in the context of imple-
menting RFID technology, the next section provides an overview of the
pharmaceutical industries as related to security and the adoption of RFID.
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In order to maximize effectiveness, comprehensive anti-counterfeit meas-
ures must account for the complete supply chain, from raw materials to
final dispensing by pharmacies. Understanding the unique elements of the
pharmaceutical supply chain is fundamentally important in providing a
basis to evaluate the applicability of RFID.

The Pharmaceutical Supply Chain

The pharmaceutical industry has complex characteristics beyond the need
to ensure that counterfeit does not enter the supply chain. Being a regulated
industry, a great deal of management attention and capital investment is
focused on meeting the Good Manufacturing Practices (GMP) and other
regulations as outlined by the Food and Drug Administration (FDA). Cus-
tomers, including wholesalers, hospitals, and pharmacies, all carry an
extensive product line of drugs that require high levels of in-stock availabil-
ity along with short transit times. An out-of-stock on a critical drug might
create a life or death situation.

In many cases, the value of these drugs is very high and special handling
conditions such as continuous refrigeration are necessary to guarantee
potency. All drugs have expiration dates causing situations where obsoles-
cence becomes an important criterion in manufacturing and logistical deci-
sion-making.

After leaving manufacturing plants, pallets of drugs are broken down into
individual cases at the first step in the supply chain by wholesalers who
eventually distribute small quantities (sometimes at the individual con-
tainer level) to thousands of pharmacies. This is in contrast to the food and
consumer goods industries where full pallets of fast moving goods are
often shipped directly to retail outlets. Given the special handling demands
of the pharmaceutical industry, it is not surprising that logistical costs are
high relative to other manufacturing industries.”

The Pharmaceutical Manufacturing Process

Taking a broader view, the pharmaceutical industry is part of a category
called process-oriented manufacturing. This form of manufacturing is char-
acterized by “mixing, separating, forming, and chemical reactions.” > The
bills-of-material used for production are flat, consisting of only several lev-
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els. This is in contrast to heavy manufacturing, such as production of loco-
motives or airplanes, where the BOM is complex and deep containing a
number of different levels.”

In conjunction with flat bills-of-materials, product families in pharmaceuti-
cal manufacturing take on the additional trait of a ”V” structure. Generally,
V-shaped product families have the following common characteristics: **

1. The number of end items is large compared to the number of raw mate-
rials.

2. All end items sold by the plant are processed in essentially the same
way.

3. The equipment is generally capital intensive and highly specialized.

With this manufacturing structure, inbound raw materials required for
manufacturing are subject to lot control and quality assurance checks.
Because of the relatively simple BOM structure and manufacturing process
within the pharmaceutical industry, raw material lots can be traced to spe-
cific production runs of end items. This is useful information in situations
where a manufacturing process failure or a contaminated raw material
leads to a recall of finished goods. Most Enterprise Resource Planning
(ERP) systems used in the process industries provide some means of keep-
ing a history for each lot of inbound raw material.

Given the established practice of inbound raw material lot control within
the pharmaceutical industry, there is little immediate need for using RFID
tags as a means of tracking and tracing. Though tags will ultimately appear
on raw material packaging, the current practice of lot control is sufficient to
ensure security.

The FDA is concentrating its efforts on track and trace capabilities for fin-
ished goods traveling through the supply chain. In the context of these
efforts, the main supply chain players involved in establishing security are
the manufacturers and wholesalers. Pharmacies, hospital or retail, play a
role only in being the end-point for receiving and dispensing drugs.
Though there are some cases where pharmacists have diluted drugs for
personal gain,” the main source of concern for counterfeit entry into the
supply chain involves the links between manufacturers and wholesalers.
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Since the problem of counterfeit drugs is interwoven within the industrial
organization of the pharmaceutical industry, it becomes important to
understand the practices that govern the industry.

Industrial Structure of Wholesalers and Manufacturers

The dominant feature of the pharmaceutical supply chain is a two-tier
structure of wholesalers. While three major wholesalers account for more
than 90 percent of the drugs distributed in the United States, there are thou-
sands of smaller, second tier wholesalers located thoughout the coun’cry.56
In Florida alone, there are 1,399 registered second tier wholesalers, one for
every three pharmacies located within the state.”’”

The three large wholesalers are huge companies. All are included in the
Fortune 50.® Even though sales for these companies are in the billions of
dollars, profit margins are slim, often less than 2 percent of revenue.”

With thin profit margins, wholesalers have engaged in a number of activi-
ties to boost marginal profits. These include arbitrage operations intended
to take advantage of price discrepancies within the market, particularly
between primary and secondary wholesalers.

These price discrepancies develop because of an imbalance in supply and
demand. One reason that imbalances occur is the historical practice of
”“channel stuffing” by pharmaceutical manufacturers as a means of increas-
ing sales at the end of a quarter or a fiscal year.”” By announcing price
increases in advance to wholesalers, pharmaceutical manufacturers encour-
age forward buying before the price increase takes effect.

The result of this practice is an accumulation of surplus inventory at the
wholesalers. Aware of the approximate timing of manufacturer price
increases, wholesalers go one-step further by having sophisticated logisti-
cal models that calculate the exact amount of a forward purchase given
inventory carrying and storage costs. By one estimate, approximately 40
percent of wholesaler profits come from speculative buying.®!

The disadvantage of speculative buying is that when large inventories
accumulate at the wholesalers there is an increased risk that the drugs will
pass expiration dates before final sale to pharmacies. To reduce this risk,
primary wholesalers unload inventory that is near expiration to secondary
wholesalers at a deep discount. In turn, the secondary wholesalers contact
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retail pharmacies, hospitals, and nursing homes offering drugs at reduced
prices, usually on a one-time-only purchase basis. Likewise, retailers some-
times sell excess inventory to secondary wholesalers to avoid problems
with expired product.

Since there are such a large number of secondary wholesalers that engage
in re-selling practices, it is extremely hard to trace the path of drugs to
pharmacies or to monitor storage conditions. Often secondary wholesalers
are small operations consisting of little more than a refrigerator for stor-
age.*”?

Given an active secondary market and complex product flows, there are
many opportunities to introduce counterfeit drugs into the United States
supply chain through secondary wholesalers. Making matters even more
complex, there have been unproven accusations that primary wholesalers
have illegally diverted drugs as a means of receiving double rebates from
manufacturers for the same purchase.

An allegation put forth in the national news media claimed that a particular
primary wholesaler sold drugs to an institutional pharmacy and then col-
lected a rebate from the manufacturer according to standard terms. Based
on prior agreement with the primary wholesaler, the institutional phar-
macy then sold the drugs to a designated secondary wholesaler. The pri-
mary wholesaler in turn repurchased the same drugs from the secondary
wholesaler and “cycled the drugs back through the system, each time sell-
ing them to an institutional pharmacy to collect an additional rebate from

the drug company.” ©

This type of diversion, while offering even more opportunities for counter-
feit to enter the supply chain, also takes advantage of the manufacturer’s
inability to identify drugs uniquely once shipments have left manufactur-
ing plants. Unique identification is a fundamental capability needed to
accurately match rebate claims by wholesalers to specific shipments made
by manufacturers. With current bar code identification technology, there
are few ways that manufacturers can detect double rebates claimed by the
primary wholesaler for the same drug.

In summary, the concentration of wholesalers in the middle of the supply
chain creates a situation where primary wholesalers command a great deal
of market power over manufacturers and pharmacies alike. Secondary
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wholesalers play a lesser role in making a market for various drugs, usually
when some urgency is involved in moving drugs quickly though the sup-
ply chain at reduced prices.

The perspective of the pharmaceutical supply chain is an important funda-
mental in understanding the issues of implementing RFID. The next section
provides additional details concerning the use of RFID to control counter-
feit.

Basic Implementation Issues

The initial research and development of RFID technology conducted at the
MIT Auto-ID Center concentrated on improvements for the consumer
goods industry, in terms of decreased out-of-stocks at retailers and general
inventory reduction through greater supply chain visibility. Counterfeit
control was not an initial research consideration. Early on, an influential
group of consumer goods companies, including Proctor & Gamble and
Unilever, and retailers such as Wal-Mart and Target, recognized the poten-
tial of RFID for operational improvements. In many ways, the technology
represented the next generation of bar code. Consensus agreement existed
that bar codes were hugely successful since implementation during the
1970s. Much enthusiasm existed for full development of RFID within the
consumer goods industry.

It was later that research uncovered the alternative of using RFID technol-
ogy for counterfeit control. The first publication by the MIT Auto-ID Center
concentrating on RFID as an anti-counterfeit measure for the pharmaceuti-
cal industry was in 2003, though other authors from industry have
claimed they proposed similar ideas as early as 2000.® While a number of
pilot tests proved commercial viability of RFID within the consumer goods
industry,®® ® the process of full-scale deployment is still in the early stages.
With no proven benchmarks, it is not clear whether the pharmaceutical
industry will take a similar implementation path given supply chain char-
acteristics that differ from those found in the consumer goods industry.

Because of the urgency that the counterfeit problem presents, some experts
predict, “the pharmaceutical industry is going to move faster than other
industries ...” in adopting RFID technology.®® Others maintain that by 2007
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the use of RFID by drug makers will surpass applications by consumer
packaged goods companies.®

However, this estimate is based on benefits derived from improved inven-
tory management, better product recall capabilities, and enhanced patient
safety in addition to counterfeit control. Since RFID is a flexible system that
can address many different concerns, it may very well be the case that eco-
nomic justification must take place on a number of different levels within
the pharmaceutical supply chain.

Efforts to Organize Implementation

To coordinate RFID implementation and to address the special needs of the
pharmaceutical industry, EPCGlobal has established a Healthcare Life Sci-
ences Business Action Group (HLS BAG).” The group consists of a number
of working committees, including: information, policy, process, research
and development, strategic planning, technology, applied tag performance.
The number and scope of the working committees underscores the practi-
cal complexity in applying RFID technology to control counterfeit in the
pharmaceutical industry. Supporting these efforts, several consulting com-
panies have also conducted focused pilot projects using a consortium
approach.”

The overall goal of all this work reduces to simple implementation objec-
tives in the following general areas: education, performance, standards,
cost and safety.” It is only through a comprehensive understanding of the
theory of RFID, including tags and readers, combined with experimenta-
tion and development that practitioners will realize the full potential of
RFID.”

As a starting point to establish a foundation for implementation analysis
and practice, several factors will play an important role regarding the
application of RFID in the pharmaceutical supply chain.”* The balance of
this section details these factors.

Reading RFID Tags on a Large Scale

Overall, the tag read rate is perhaps one of the most significant issues fac-
ing the pharmaceutical industry as the FDA deadline approaches for imple-
menting an electronic based system to control counterfeit. The approach in
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dealing with tag readability issues is a source of significant divergence
between the consumer goods and pharmaceutical industries.

In the case of the consumer good industry, system based methods exist to
compensate for the current lack of 100% read rates. Some companies are
considering adopting an “inferred read” approach to deal with this funda-
mental problem.

However, this approach assumes that the aggregation is always intact i.e.
all items are in a case or all cases are on a pallet. This is a disadvantage
when data is needed for such things as a drug tracing through the supply
chain where the EPC code for each package must be linked to previous
shipments.

If a high read rate for tags placed on each package of drugs is not possible,
the alternative is to enter tracking and tracing information manually by
EPC code. With the large volume of drugs moving through the supply
chain, even partial manual entry of information needed for tracking and
tracing is overwhelming. An EPC used in the pharmaceutical industry
could contain 31 or more digits.”

For these reasons, inferred reads are probably not effective in the pharma-
ceutical industry where 100% read rates are an important element of auto-
matically generating tracking and tracing information for every step of the
supply chain.

Choice of Radio Frequency Standard

An important variable in achieving successful reads for tags is the fre-
quency employed. Specific frequencies work better in certain situations
such as scanning tags placed on objects that are metal or contain liquids. It
is possible that the final implementation of RFID in the pharmaceutical
industry will mean different tags, with different frequencies, working
together.

For example, one frequency could be used for tags placed on individual
packages and a different frequency for tags places on cases and pallets. To
understand what works best, the pharmaceutical industry will need to go
through a process of trial and error in testing tags of different frequencies
before deciding the best mix of frequencies to use. An important part of this
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process is full scientific and engineering knowledge of the properties asso-
ciated with electromagnetic fields and RFID.

Product Stability

Before large-scale application of RFID can take place in the pharmaceutical
supply chain, testing must occur concerning the impact of electromagnetic
fields on the stability of drugs. Increasingly, pharmaceutical products are
becoming highly bioengineered molecules that are inherently unstable in
nature. For many of these medicines, overexposure to heat or light can
degrade chemical bonds and render the drug ineffective. Though the
chances are low, the additional energy transmitted from readers in the form
of magnetic fields might be enough to break critical chemical bonds within
medicines.

To date, there is no direct evidence that the levels of energy associated with
prolonged exposure in an RFID system, such as in a warehouse, are high
enough to cause product quality problems. However, testing must take
place to provide empirical evidence for conclusive proof before RFID tech-
nology can move forward as an aid to supply chain security and other
functions such as improved inventory control. Though the amount of heat-
ing that takes place when a drug is in the presence of the reader field is
minimal, other non-thermal effects could break chemical bonds within mol-
ecules. Biologics, such as vaccines, are at the greatest risk for breakdown.
However, the entire question of product degradation still requires more
study.”®

Electromagnetic Compatibility

Hospitals and medical clinics are filled with complex electronic equipment
used to maintain and save lives. Specific frequencies of radio waves that are
associated with RFID tags might negatively affect the operation of some
types of medical equipment. For example, the use of cell phones within
hospitals has been banned because of fears that the signal might interfere
with medical equipment.”” Potential interference must be completely
understood before full-scale implementation of RFID can take place.
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The Code Structure of the EPC System

Identifying an individual item within the supply chain by using a mass
serialized identifier is the corner stone of the EPC system. However, less
than full agreement exists within industry concerning the essential ele-
ments of the code structure

There are two approaches to code structure: 1) use the EPC as a substitute
for existing codes, such as the National Drug Code (NDC), or 2) create a
new structure by nesting previous codes, such as the NDC, within the EPC.
The decision on which approach to adopt has worldwide implications
because each country has a different code structure for the current identifi-
cation of drugs. With outsourcing of manufacturing occurring on a world-
wide basis, this will become an important issue for consensus.

ONS Constraint

One of the important design characteristics of the EPC system is the storage
of a small amount of data on the tag, (the EPC, a 96 bit serial number). Stor-
age of relevant information about the object (drug) resides on servers that
can be accessed through the Internet. The mechanism to link the EPC to a
server location is the Object Naming Service (ONS). One fundamental
problem of the current release of ONS is that it does not specify the linking
mechanism at an individual item level. This means that a drug can be
traced to an individual manufacturer, however, no link through the EPC
exists to specific information about the drug located on the manufacturers’
servers. This offers significant drawbacks in authentication of specific
drugs and the generation of tracing information that accounts for all drugs
within a lot.

Privacy Issues

With the potential of linking specific drugs to an individual through a
large-scale system, maintaining privacy is a significant issue for further
research. The direction of this research will probably move toward various
encryption technologies to cipher the link between a specific drug and an
individual.
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Cost of Tags

Under ideal situations, end-item tagging would occur for all pharmaceuti-
cal products at the package level. With this scenario, all packages contained
within a case, along with all cases and pallets would contain tags. This
would create demand for billions of tags.

At these volume levels, early research projected that cost would approach 5
cents per tag after industry wide adoption of RFID.”® However, recent pro-
jections show the 5 cent tag to be a distant goal beyond 2008. In the near
term, tag costs should stabilize at 16 cents per unit.”

At this cost, it is unlikely that end item tagging will take place for a wide
range of pharmaceuticals. In one early case, limited testing involving a sin-
gle drug resulted in an initial technological infrastructure cost of $2 million
along with 50 cents for each tag.®” Although prices for RFID technology
should decrease with time, early adopters face significant costs.

Redundancy

A final issue worth considering involves the need to build a redundant sys-
tem for securing the pharmaceutical supply chain. The dispensing of drugs
is sometimes a life or death situation. If verification of the authenticity of a
drug is not possible because of system failure, then lives could be lost.
Before full implementation of RFID technology can take place in the phar-
maceutical industry, significant research must take place to ensure system
reliability never becomes a factor in slowing the administration of drugs.

In some cases, suppliers are adding bar codes to RFID tags as a measure of
redundancy in the case of tag failure. Along with this approach, suppliers
are also offering hand-held readers that can read both bar codes and tags.®!

Choosing an Industry-Wide Architecture

Beyond the basic issues of implementing RFID are greater questions con-
cerning the proper industry-wide information technology infrastructure to
use for controlling counterfeit. Choosing an architecture will have signifi-
cant impact of the overall success of RFID in practice.

As previously mentioned, there are two basic approaches: 1) track and trace
to create a pedigree that will accompany each drug throughout the supply
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chain, and 2) drug verification where a manufacturer database can be que-
ried remotely to check the authenticity of a drug.

In the case of track and trace, data on individual drugs could be handed-off
through the supply chain, creating a pedigree. This is sometimes called the
”daisy chain” approach because of the sequential nature of information
flows between entities within supply chain.** While these sequential infor-
mation flows would be handled electronically, passing from wholesaler to
wholesaler, it is also possible to write data to a central repository, assessable
from anywhere within the supply chain. With the central repository
approach, pedigrees would be updated for each move through the supply
chain.

In contrast, the verification approach is independent of a drug’s location
within the supply chain and is similar in architecture to commercial credit
card processing.®> With this approach, a pedigree does not trace with the
product movement. Rather, at the end of the supply chain just before dis-
pensing, the EPC is verified against a database of valid EPCs held either at
the manufacturer or centrally.

While there has been no clear trend on which supply chain architecture the
pharmaceutical industry will adopt, there have been some interesting
developments that will point the way for future anti-counterfeit systems. In
one case, several technology firms have collaborated to develop an end-
item verification system using 13.56 MHz RFID tags. The system uses pub-
lic key infrastructure (PKI), and provides both track and trace, and verifica-
tion in two steps.®*

In the first phase, tags and the PKI would be used to provide an off net-
work method of verifying the authenticity of drugs at dispensing (the phar-
macy). This approach does not require manufacturers and wholesalers to
do a full implementation of RFID technology within the pharmaceutical
supply chain. The benefit of this approach is a minimum investment in
infrastructure.

The second phase combines the PKI technology with e-pedigree software.
By using specially developed readers at shipping and receiving points, the
verification process could be duplicated many times as a product moves
through the supply chain. A single time stamp would accompany each ver-
ification. This would provide documentation of all of the steps from manu-
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facturers to pharmacies, fulfilling the pedigree requirements established by
select states and the federal government.

Regardless of the architecture chosen by industry, the critical issue remains
concerning the reliability of tag reads. If a tag fails to read properly, there is
no data input and no way of establishing a pedigree or verifying a drug is
authentic. Because of the uncertainty of knowing when in the future tag
read rates will reach the standard establishing by bar code technology,
many industrial and software/hardware firms are looking to other meth-
ods to control counterfeit.

Alternatives to Using RFID Tags

Using RFID tags as a means of counterfeit control takes advantage of the
EPC code to identify an object uniquely. While RFID tags are one means of
unique identification, other alternatives exist that involve encoding a serial
number into a 2 dimensional (2-D) bar code. The advantage of this
approach is that 2-D bar codes are thought to have better read rates as com-
pared to RFID tags. However, it is also true that 2-D bar codes have never
achieved the reliability of convential bar codes, so there remains the ques-
tion of how much is gained through using the 2-D bar code as an alterna-
tive to RFID. Another drawback is that the serialization approach taken
with 2-D bar codes does not utilize the EPC numbering system, although
there are no technical reasons that restrict the EPC to RFID tags.®

During the transition period between bar codes and RFID technology, the
use of 2-D bar codes is drawing attention as an attractive alternative.*® To
highlight the point of 2-D bar codes being a transitional technology, one
vendor representative comments ”... we are giving people the ability to do

today what RFID will allow them to do 10 years from now.” ¥

Besides the use of 2-D bar codes, there are indications that the pharmaceuti-
cal industry is responding to the counterfeit problem by using means other
than identification technology to control counterfeit.

In at least one case, a primary wholesaler has announced plans to eliminate
its drug trading business as a means of reducing the chance of counterfeit
drugs entering the supply chain.®® Following this lead, a major drug retailer
with 5,400 stores announced that it will no longer purchase phar-
maceuticals from the secondary market.®
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Manufacturers have also taken steps to reduce the chances of counterfeit
entering pharmaceutical supply chain by limiting the amount sold to
wholesalers to one month of inventory.” ®® In addition, drug manufacturers
have developed special software that detects instances of speculative buy-
ing by wholesalers.

Other Anti-counterfeit Applications

Pharmaceuticals are not the only products subject to counterfeit. The World
Customs Organization has estimated that counterfeit equals 5% — 7% of the
global merchandise trade or about $512 billion in lost sales for 2004.%! Just
about any brand name merchandise can be counterfeited. There is even a
documented case of a counterfeit elevator system located in a high-rise

building that ”... stopped between floors.” 2

The abilities of counterfeiters have become sophisticated with expertise in
shipping, warehousing, and other logistics activities needed to infiltrate
existing supply chains. Since the profits from counterfeit merchandise are
lucrative, large criminal organizations are becoming involved in the prac-
tice. Some believe that at least one Asian government has a policy of organ-
ized counterfeit operations directed at both Western and Asian goods that
grosses as much as $500 million per year.”

Because of improvements in technology, low value products are also sub-
ject to counterfeit. The Subway restaurant chain announced discontinua-
tion of decades-old free sandwich program because counterfeiters were re-
producing proof-of-purchase stamps. Thousands of these stamps appeared
for sale on online auction sites.”

With increasing globalization, and greater opportunities for counterfeit to
enter legitimate supply chains, the role of RFID in terms of tracking, trac-
ing, and verification should increase in importance. Testing of anti-counter-
feit measures in the pharmaceutical industry, an important aspect of patient
safety and homeland security, should pave the way for wider applications
in other industries. Though there exists a great deal of work to make RFID
an everyday reality, the prospects of reducing counterfeit of pharmaceuti-
cals and general merchandise offers great incentives that are hard for any
industrial firm to ignore.
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Appendix

1

Business Steps for Industry

Each industry stakeholder interested in implementing RFID would benefit

from the following steps:

Create an internal team focused on the adoption of mass serialization
and use of RFID technology;

Perform internal feasibility studies to gain experience with mass seriali-
zation and RFID technology and to identify internal business issues
requiring resolution;

Perform external pilot studies with stakeholders across the supply chain
to gain experience using mass serialization and RFID and to identify
opportunities, barriers and external business issues associated with
them;

Develop policy and a business case for the use of mass serialization and
RFID;

Cooperate and work with other stakeholders and government agencies
to develop infrastructure and information systems to use with mass seri-
alization of pallets, cases, and packages of drugs;

Participate on standard setting groups developing technical standards
and business rules for use of mass serialization and RFID;

Work with government agencies and other members of the supply chain
to identify and address regulatory and economic issues that could delay
the adoption of mass serialization and RFID; and

Educate other members of the supply chain and government agencies
about mass serialization and RFID.

To the extent possible, it would be most useful for interested firms to per-

form these actions concurrently. For example, standards development

requires knowledge gained from feasibility studies in order to move for-

ward, and vice versa.

2

Standards Setting Issues

Any effort to develop standards for mass serialization of pallets, cases, and

packages would be most effective if it addressed the following issues:



Pharmaceuticals: Preventing Counterfeits 107

Minimum Information Requirements for the serial number — in the case
of RFID tags this means containing a mass serialization code that
uniquely identifies the object to which it is attached (e. g., minimum of 96
bits of information);

Communication protocol standards — in the case of RFID this means
standard protocols for interrogating and reading tags;

Reader Requirements — Readers of mass serialization codes should be
interoperable (e. g., readers must use protocols that allow them to read
multiple classes of tags or bar codes, as applicable) and should be able to
automatically upgrade software over an information network;

Pedigree requirements — this means that databases containing transac-
tion information should be compatible (e.g., format, mark-up language);
Information Network Requirements 1. Database Structure (e .g., central-
ized vs. distributive) 2. Data ownership 3. Data access (to meet business,
track and trace, and recall needs) 4. Data Access controls to assure infor-
mation security;

Software Requirements — all applications should be compatible and com-
pliant to assure global interoperability; and

Best use of Frequencies — (e. g., 13.56 megahertz on packages and 915
megahertz on cases and pallets due to interference and read range
issues).



CHAPTER 8

Medical Devices:
Smart Healthcare Infrastructure

The maintenance of health and the treatment of disease are clinical sciences
that rely upon skilled observation and testing. This generates a large
amount of data in the form of patient records, which are often vital in mak-
ing life or death decisions. In spite of the importance of data and informa-
tion, the healthcare industry “lags behind other industries in using
technology to store and retrieve data, to the detriment of doctors and

patients.”!

Employing a large amount of expensive assets, the practice of medicine
consumes about fifteen percent of the US gross national product each year
with costs continually growing faster than the rate of inflation.? Given
demographic shifts within the US during the next twenty years, costs will
increase even more as the number of people reaching old age goes up.’

In the context of these developments, the EPCglobal Network and RFID
technology are likely to play an important role as the medical system
responds to the challenges of reducing costs. One study estimates that the
market size for RFID products within the healthcare industry will be $8.8
billion by 2010.* Polls show that most Americans support new technologies
to improve the quality and reduce the cost of medical care. For example,
more than 83 percent expressed a willingness to adopt home monitoring

and testing, including basic medical procedures.’

Large corporations are watching these trends closely. General Electric has a
program to deliver “personalized healthcare” that will tailor treatments to
individual patents. With an emphasis on early diagnosis, the company
anticipates rapid growth in this area. Already, GE Healthcare is “nearly as

big as the GE Transportation unit, which includes aircraft engines.”°
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While the application of RFID in the medical industry is in its early stages,
there are several emerging areas worth examination. The ability to provide
continuity of care, continuous patient monitoring, shared yet secure medi-
cal records, valid and accurate medical dosages, medical equipment track-
ing, and improved information display and communication, are some of
the opportunities provided by the proposed infrastructure put forth by
EPCglobal. RFID technology has the potential to increase the effectiveness,
reduce costs, and ensure the reliability of healthcare services.

An Intelligent Infrastructure for Healthcare

The vision of the EPCglobal Network and RFID technology is to provide
continual access to the identity, location, and the state of physical objects.
This has a number of applications for medical practice and healthcare in
general.

Item Identification and Tracking

The most apparent application of RFID technology to healthcare is its use in
the identification and tracking of medical products and devices. From
larger equipment, such as wheel chairs, gurneys, incubators and anesthesia
carts; to diagnostic tools, such as portable ultrasound, endoscopes, aspira-
tors, insufflators and defibrillators; and to small products, such as surgical
instruments, medications, syringes, clothing, and dressings; real-time,
automatic tracking will provide a direct increase in clinical efficiency while
also reducing cost. For example, ”If a hospital just knew what medical
equipment it had, and where it had it, it wouldn't buy multiple pieces of
equipment that go unused.””’

Using RFID as a means of tracking expensive assets is not a new idea. Pre-
vious surveys indicate that it is a leading application in industries outside
of healthcare.? Several companies sell tracking systems that utilize active
tags operating at 433 MHz, and in some cases Wi-Fi networks.” '° Based on
experience in installing tracking systems, one author projects a 1-3%
decrease in operating costs through reduced loss, improved tracking of
maintenance, and protection from theft, fraud or damage." Since most of
medical assets are of high value, the cost of the tag is a low percentage of
the value of the asset. This makes the medical industry one of the best can-
didates for early RFID adoption.
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Even the electronic tagging and tracking of medical records, charts, and
films may have near-term benefits pending eventual conversion to elec-
tronic formats. All of these applications should improve inventory manage-
ment, equipment utilization and tracking, and theft prevention.

Medical Instrument Tracking

Besides tracking assets or medical records, RFID has other specific applica-
tions in tracking. Surgery involves a number of different instruments, some
very small. Various procedures require specific sequences of insertion and
removal. Though a checklist for removal of instruments exists, it is vitally
important to “ensure they're not left inside a sewn-up body.” '* Placing
small, passive tags on instruments would enable a surgeon to perform a
scan of the patient after completion of surgery to be positive that no foreign
objects remain.

Beyond the function of tracking during surgery, there are other important
reasons for tagging medical instruments. After use, surgical instruments
must be properly scrubbed, autoclaved, and packaged in preparation for
the next medical procedure. Electronic tags on the instrument and tag read-
ers on the instrument trays, in the sterilization chamber and in the storage
cabinets can locate instruments and validate proper cleaning. A single
example shows why this is important.

In 2004, nearly 4,000 patients were exposed to medical instruments that
were not properly cleaned.”® The specific case involved an unforeseen situ-
ation where the medical instruments were mistakenly cleaned in hydraulic
fluid instead of soap prior to sterilization.

The mishap occurred because elevator workers “drained hydraulic fluid
into empty soap containers without changing the labels.” '* Other workers
then used what they thought was soap to clean the instruments.

With RFID enabled systems, medical instruments and cleaning agents can
be tracked simultaneously, creating “fail-safe” validation. With sophisti-
cated middleware, the EPC associated with specific medical instruments
could be associated with the EPC on the container of cleaning agents used.

This type of linking provides insights into cause and effect that are impor-
tant in addressing complex problems like the causes of infection and the
effectiveness of products and procedures.



112 Part II: Leveraging the Supply Chain: Case Studies

Monitoring Radioactive Isotopes

A final area where tracking is extremely important involves potentially
hazardous materials. Tracking radioactive isotopes in a hospital is currently
a major administrative and security burden for the medical staff. The radia-
tion safety officer must monitor, control, and record the interaction and
location of radioactive materials for every step in the medical process —
from storage to transport to administration to disposal. Automated moni-
toring of these controlled materials would greatly relieve bureaucratic com-
plexity, as well as increasing safety and security.

In all medical applications, having a standard for unique identification,
which is the goal of EPCglobal, is a fundamental part of creating computer
systems to better utilize assets and to increase safety. The general idea of
linking physical objects to a network has great potential to change the
nature of medicine through new forms of data and interaction previously
unavailable.

Continuity of Care

The general approach of the EPCglobal Network in using unique identifica-
tion to create a base for an integrated, intelligent infrastructure might have
the greatest impact on medical practice and healthcare information net-
works. This is especially true given the traditional organization of the
healthcare industry.

Medicine, as it exists today, segments care into specific domains ranging
from the intensive care unit in a hospital to the medicine chest in the home.
In every case, these domains are separate from one another with few if any
means of integration.

For example, in a modern hospital, there are many different departments,
each with varying degrees of monitoring and care, across a wide range of
specialties. Within each department (dermatology, medicine, neurology,
obstetrics, orthopedics, pathology, pediatrics, radiology, surgery, etc.)
patient records, registration, monitoring and display information do not
exist in a common format.

Beyond physician offices and hospitals, there are many other places where
medical care takes place. These include emergency personnel (police, fire,
and ambulatory services), their vehicles and facilities; and assisted living
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and nursing facilities, as well as individual homes, businesses, and public
transportation systems.

The disconnection between patient information and the healthcare pro-
vider is even more of an issue across international borders. Language barri-
ers, standards of care, recording methods, units of measure, communica-
tions infrastructure, and time zones, all contribute to a nearly impenetrable
wall between physician and information about a patient. At best, this may
simply inhibit or delay treatment. At worst, lack of relevant information
might be life threatening.

In cases where a lack of complete information exists, which is true in almost
every medical instance, physicians and other medical personnel must rely
on physical examination, follow-up observation, judgment, and experience
to make decisions concerning the correct course of medical care. An impor-
tant objective of the EPCglobal Network and RFID technology is to
improve this situation through employing a common standard for unique
identification of physical objects. With a standardized approach, a base is
set for information to move freely from one medical domain to another.
This enables such things as remote medicine where physicians can admin-
ister treatment at a distance without direct contact between a physician and
the patient. In addition, common standards also allow new software devel-
opment for a host of different applications including user interfaces, data
management tools, and archival systems.

Patient Identification and Location

The patient is the most important person in a hospital or clinic. All efforts
focus on his or her treatment, recovery and eventual discharge. Just as the
medical ID bracelet has for years provided positive identification of a
patient, an RFID tag containing the EPC might provide accurate, automatic,
and real-time identification of the person under medical care. Through the
EPCglobal Network Infrastructure, such an electronic identification system
would allow all patient information to “follow” them wherever they may
go. This has great potential to integrate data and information from many
different disciplines and to help in situations where a patient is incapaci-
tated, or in situations where communication is not possible such as with an
infant.
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Employing an RFID approach, the physician could know patient location in
real time. Although this is not necessary for all circumstances, tracking
patient movement throughout a medical facility for the critically ill would
be very helpful.

With the standards that EPCglobal puts forth, it becomes possible to
develop sophisticated network interface devices such as a personal digital
assistant (PDA) or bedside display, providing access to the most up-to-date
patient data.

From the point of view of the nursing function, knowing the current loca-
tion and history of movement for a patient could be extremely helpful in
providing efficient care and treatment. Given hospital environments where
patients might be mobile, the value of real-time location reduces search
time, a significant cost within large medical facilities.

In addition, information about patient location is a fundamental input to
advanced scheduling systems capable of maximizing resource utilization.
For the hospital administrator, this information is critical in sizing
resources to match patient demand for the near and long-term.

Patient identification also has implications concerning medical insurance.
With unique identification and RFID enabled medical facilities, it becomes
possible to keep track and verify the interaction between physicians and
patients. This type of automated system has great potential to eliminate
billing errors and fraud.

In the extreme case, it is now possible to implant a tag into a person that
contains important medical information in the event that a patient losses
consciousness." The chip is the size of a grain of rice and can provide a link
using the EPC to important information such as allergic reactions to medi-
cine.

Drug Validation

With the large number of prescription drugs available for treatment, a great
deal of potential exists for administering the wrong drug. In the effort to
reduce costs, medical personal are under constant time pressure. Similar
drug names can often be confused.

In particular, the FDA has issued a warning concerning two drugs with
similar names; “Zyprexa, an antipsychotic drug made by Eli Lilly & Co.
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and Zyrtec, an antihistamine made by Pfizer, used to treat allergies.” '

Complicating matters, these drugs are often stored near each other on phar-
macy shelves, and have the same dosage (once per day)."” Since 1996, there
have been at least 79 reports of prescribing errors for these two drugs.'® As
might be expected, the situation where Zyrtec is prescribed or mistakenly
dispensed by a pharmacy instead of Zyprexa can lead to serious conse-
quences.

Assuming the patient wears an RFID tag while in the hospital, a simple
drug record and validation process could be performed automatically to
alert for possible errors. While current safeguards minimize mistakes, an
automatic system (if properly administered) could provide reassurance,
and eliminate rare, but costly medical errors. Similar types of verification
systems could also be installed in pharmacies.

Compliance

In addition to the proper administration of drugs, there is also the increas-
ingly important issue of compliance. To measure the response of a patient
to a particular drug, physicians presume that the drug is taken in the
proper dosage and at the correct time as prescribed. While in a hospital or
nursing home setting it is more likely that compliance takes place, it is far
more likely that doses will be missed if a patient is at home, especially if
they are alone.

Though tags placed on pharmaceutical containers, along with readers
located in the medicine cabinet, could identify removal of the container
there still would be no actual verification that the dose was taken. While
other approaches such as placing removable tags on individual pills have
been proposed, there remain considerable safety issues to overcome. In the
future, it might be possible to print a tag onto an individual tablet that can
be safely ingested. This would provide a means for determining accurate
compliance.

Sensors and Telemetry

Measuring the vital states of a patient is the first priority for doctors,
nurses, and technicians. From the basic “ABC’s” (Airway, Breathing and
Circulation) to sophisticated blood chemical analysis and three-dimen-
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sional medical imaging, measuring, understanding, and recording patient
data is an ongoing activity in the healthcare facility.

Some clinical states, such as general anatomy or chronic lesions, change
slowly over time. Others change more rapidly. Examples include glucose
levels, blood gas, or temperature. Still others change almost instantane-
ously. These include cardiac electrical state, muscle activation, or nerve
conduction. Sensor systems exist for measuring many physiological states
such as heart rate, electrocardiogram (EKG), respiration, blood oxygen sat-
uration, temperature, body position, muscle activity and others, as well as
analytic systems for measuring states of recovered tissue and fluid samples.

What is common to all these systems in the measurement and recording of
data values and associated information, such as the date and time of meas-
urement, characteristics of the measuring device, and the particulars of the
patient. All of this data can be linked to the EPC through the underlying
infrastructure that comprises the EPCglobal Network. This provides a uni-
versal means of referencing data and information associated with a specific
patient.

The active tags currently available have the potential to provide telemetry
in addition to unique identification. Active tags equipped with sensors
could be adhered to the patient, providing continuous measurement of
physiological variables. This measurement could be transmitted wirelessly
to the hospital reader network, for communication to the appropriate hos-
pital staff. Furthermore, since the tags would comply with the proposed
open standards of EPCglobal, their transmission would work equally well
in the hospital, clinic, emergency transport or home.

There has also been research conducted into using passive sensors for med-
ical data. In one case, a small passive tag and sensor can monitor blood glu-
cose levels for people with diabetes.” By waving an arm or hand
containing the implanted sensor close to a reader, the blood sugar levels
would automatically be recorded. This eliminates the need to draw blood
for testing.

The Future

While much of the focus of RFID technology has concentrated on supply
chain management, there remain significant opportunities for implement-
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ing the EPCglobal network in healthcare. This chapter details just a few
applications that are likely to become commonplace in hospitals, clinics,
and even the home. The first step in gaining value from RFID is the refine-
ment of a standard to identify physical objects. With an established means
of unique identification, a large number of innovations should result as the
medical community strives to make US healthcare more cost efficient.

To take advantage of these opportunities, hospitals and other medical facil-
ities will need to make investments in equipment, tags, and software, along
with an understanding of the value of unique identification in everyday
operations. Concern exists within the medical community that because of
pressure for hospitals? to have the most advanced equipment for the treat-
ment of illness, there will be little surplus money available for RFID invest-
ments. One administrator has commented, “"Hospitals aren't ready to
adopt RFID from a financial perspective and because of the hospital IT
infrastructure. They’re barely ready for bar-coding...I see in 10 to 20 years
bar-coding still being used at hospitals, as opposed to RFID.” !

This is a valid criticism given the cost of RFID technology and the complex-
ity of medical operations. However, the alternative is not appealing either.
Foregoing investment in a key technology such as RFID will likely make
medical operations even more complex in the future, as a lack of informa-
tion inhibits treatment. Given that the cost for RFID technology should
decrease during the next few years, the benefits of the technology will
become apparent. In preparation, hospitals need a framework in place to
evaluate the costs, clinical /operational benefits, reliability, the path to tech-
nological implementation, along with the issues surrounding liability.”

The practice of medicine is a complex matter involving a number of differ-
ent constituencies. Doctors, healthcare workers, and administrators must
take a broad view concerning the EPCglobal Network and RFID technol-
ogy because the principles of unique identification affect so many different
aspects of medicine.

One area that has gained a great deal of attention involves medical records.
Overwhelming support, 75% of those polled, exists for moving to a system
of electronic medical records that would include patient information and
digital images.” However even though such a system could “trim 20% off
the nation’s $1.6 trillion healthcare bill, reduce the alarming number of
medical mistakes, and improve the quality of the nation's health care” ** the
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conversion costs are staggering. Some estimates put the cost of a national,
computerized health care record system at “more than $300 billion over a

decade.”?

Many organizations and companies have attempted to standardize medical
records in the past, with little success. Part of the reason may be the com-
plexity and variety of the data. Another may be the individuality and vari-
ability of clinical care by both the institutions and physicians. Still another
reason may be that standardization is typically implemented and recog-
nized within professional medical specialties and not across the entire
healthcare space.”® Finally, there is the complex issue of privacy and secu-
rity of medical histories.

Whatever the reason, the net result is that there is no simple, efficient and
agreed upon method to share medical information. This becomes more
than obvious during any visit to the clinic or trip to the emergency room.
Basic health and status information is gathered at every point, and each for-
mat is different.

As a fist step in solving this problem, the EPCglobal Network and RFID
technology provides a standard way to describe physical objects. With a
common identifier, relevant data can be linked, thus improving informa-
tion handling efficiency. While much more work needs to be done in the
area to formulate a comprehensive solution, having standards for unique
identification is a good start.



CHAPTER 9

Agriculture: Animal Tracking

The publication of The Jungle in 1906 by Upton Sinclair focused national
attention on the sanitary conditions of the meat industry and the potential
for extensive outbreaks of disease from the consumption of tainted food.
Given a wave of public outrage, US Congress passed the Meat Inspection
Act along with the Federal Food, Drug, and Cosmetic Act during the same
year that Sinclair’s book first appeared in print.! This represented a major
step forward in ensuring the safety of both fresh and process foods.

Though food technology has advanced a great deal since 1906, there contin-
ues to be concern about the safety of fresh foods that are the unprocessed
product of farms. Prone to contamination from salmonella, E. Coli, and
other bacteria, the freshness of high protein foods such as meat, fish, poul-
try, and eggs is especially important in controlling outbreaks of foodborne
illnesses.? By one account, there are 76 million illnesses and 5,000 deaths
each year from food contaminated with various pathogens.’

The appearance of Bovine Spongiform Encephalopathy (BSE) or “Mad
Cow Disease” in the U.K., Canada, and the United States along with other
parts of the world has raised additional questions about food safety
because the disease has a long latency period that spans several years. In
this case, manifestation in humans would be difficult to associate with spe-
cific sources of foods, causing great uncertainty in linking cause to effect.

Because of all of these factors, there has been a growing interest in imple-
menting tracing systems within agriculture, specifically the livestock
industry. The basis of any system of this type depends on some form of
unique identification. In many ways, establishing a tracing system in agri-
culture bears similarities to the pharmaceutical and medical industries as
discussed in chapters 7, and 8. However, there are basic differences that
make agriculture a unique situation regarding the application of the RFID
technology.
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For example, all agricultural supply chains share a commodity orientation
where production of like goods takes place on numerous farms. The com-
plexity of the agricultural supply chain arises because agricultural products
often have significant variations in taste, vitamin, mineral, and protein con-
tent, bacterial contamination, and numerous other attributes that define the
quality, safety, and identity of food. These variations sometimes depend on
the location where production occurs, but it is also true that variation is a
function of methods employed in agriculture, which do not always follow a
standard practice.

Along with biological variation, there is also the inherent characteristic of
raw material mixing. The output from farms must undergo various forms
of processing before eventual consumption. This makes the task of main-
taining unique identification throughout the supply chain difficult.

In the agribusiness environment, food traceability serves several different
functions for various constituencies including identification of the origin of
contaminated food (public safety), the limitation of liability in the event of
disease outbreak (business), and information about inferred physical qual-
ity characteristics (consumer).” Within the US livestock industry, most of
the emphasis concerning traceability relates to safety and liability issues.
Consumers tend to depend on branding for making quality and purchase
decisions rather than a comprehensive understanding of the origin of spe-
cific food products.®

In addition to the underlying complexity of agricultural supply chains,
there is also the established trend of globalization that adds new dimen-
sions to traceability. Though there are many benefits from world trade, the
crossing of borders increases the risks that various types of contamination
might spread quickly worldwide.” Trading partners from around the world
are increasingly interested in establishing agricultural tracing systems as a
means of mitigating the negative economic consequences of disease out-
breaks.

With these characteristics in mind, this chapter introduces the issues sur-
rounding traceability in agriculture. Although few public or private organi-
zations have announced specific plans for implementing the EPCglobal
Network within agriculture, there are several important examples where
RFID technology will play a role. The next section takes a deep look into
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the US livestock industry, where traceability has surfaced as a major safety
and business issue.

Disease Threat and Animal Tracking

The largest single segment of the US agricultural economy, beef sales are
more that $50 billion per year at the retail level.® The scale of the industry is
massive. Figure 9-1 shows the various steps of the beef supply chain, from
production through sale to consumers. ’
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5,700 buyers
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Figure 9-1 — The Beef Supply Chain

Like all commodities, beef is subject to price swings based on supply and
demand. Factors such as the price of feed, time lags in herd growth, the
existence of a futures market, and the prices of substitutes such as pork and
chicken all play an important role in the beef commodity cycle, which had
followed a predictable trend for many years until 2003. '

During 2003, the US Agricultural industry was at the peak of the commod-
ity cycle in almost all areas. Strong demand from overseas for American
soybeans and meat pushed commodity prices up. A consumer shift toward
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high protein diets stimulated domestic demand for beef, pork, and chicken,
and the gradual increase in petroleum prices meant more demand for etha-
nol, which diverted corn from traditional food processing and feed uses of
lesser profit margin. The farm economy appeared to be recovering from a
multi-year recession characterized by low commodity prices and financial
hardships for many Midwestern rural communities. For the first time in
five years, farmers began to consider purchases of new equipment and
investments in their operations."

Then in December 2003, a single case of Mad Cow disease was discovered
in Washington State.'” Almost overnight, more than 40 countries slapped a
ban on beef imports from the US. On an annualized basis, beef exports
equal $3 billion in revenue and about 10% of the domestic beef market.!?
Virtually all of the US export market was lost.

In the next few months, prices for live cattle decreased about 20% and sev-
eral meat packers began to layoff workers. Some regional economists pro-
jected that 50,000 jobs in the Great Plains states could be lost if the ban
continued.' Fears existed among livestock producers that major trading
partners such as Japan and Mexico would seek alternative sources of beef
from places such as Australia, New Zealand, and South America, causing
long-term structural damage to the US beef industry.

Previously, Canada had reported a case of Mad Cow disease seven months
earlier (May 2003) resulting in a near worldwide ban on imports to other
countries. This was a particularly bad development because at the time
50% of Canadian beef was sold to other countries. Prices dropped by about
half and many ranchers went out of business. The overall Canadian farm
economy recorded a net loss for 2003 in spite of heavy subsidies from the
government to prop up the industry."”

Since cattle freely move across the border between the US and Canada as
part of a complex supply chain that includes trade in live dairy and beef
animals, it was just a matter of time before discovery of a case of Mad Cow
disease in the US. During the 1980s, Canada had imported animals from
the UK where Mad Cow disease was identified in 1985.'° Because of the
introduction of contaminated meat into the supply chain processed from
animals with Mad Cow disease, the UK had experienced over 100 deaths
during the past ten years.”” What is particularly alarming about this disease
is that the incubation period lasts from 10 — 16 years. Luckily, the UK took
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many steps during the 1980s to limit the spread of the disease or it is possi-
ble many more people could have died.

Upon discovery of Mad Cow disease in Washington State, US Department
of Agriculture (USDA) scrambled to find information about the extent of
the problem. With no national system of cattle identification or tracking,
the USDA sifted through paper records kept at local farms for information
on the details surrounding the movements of the infected cow. The process
required several weeks before an understanding of the magnitude of the
problem became clear.

Initially, government investigators believed the infected Washington cow
was among 80 that were raised on the same farm in Canada and eventually
sold to various interests in the US. Since contaminated feed was probably
the cause of the outbreak, USDA officials felt it was reasonable to conclude
that the other cows in the herd were also exposed to Mad Cow disease and
perhaps infected. At the conclusion of the investigation in February 2004,
only 27 of the 80 were positively identified."® Likely, the other cattle in the
group had already entered the US food supply by the time the first case
appeared. The USDA stated that it was impossible to determine which
retailers might have sold the meat. In retrospect, a lack of information pre-
vented development of timely answers to basic questions about the
infected cow including; "Where did this animal come from, where were the

feed sources, where did animals move out of this herd?” '

The reality of modern agriculture is that feedlots, dairy farms, and other
animal growing operations are potential breeding grounds for a number of
diseases that could threaten the US food supply. The close proximity of ani-
mals in these operations means that rapid transmission of bacterial and
viral diseases is highly probable and use of animal remains as a protein
supplement for feed, a practice banned in the US in 1997 for beef feedlots,
can lead to unanticipated outcomes such as the spread of Mad Cow dis-
ease. Dealing with these situations means that the USDA must have the
best information to identify outbreaks and take action needed to reduce the
spread of animal diseases.

In the aftermath of the US Mad Cow disease outbreak, several systems
have been proposed to improve animal identification and tracing capabili-
ties within agricultural supply chains. Most notably, a company named
Digital Angels has technology that allows veterinarians to implant an RFID
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chip into animals as a means of tracing and monitoring.*’ The technology
allows a ”"biography” to be assembled for each animal that would include
origin, location and health status of the animal as it moves through the sup-
ply chain. In addition, the company has a new microchip that measures the
body temperature of the animal. Since elevated body temperature is a relia-
ble indication of disease, a quicker diagnosis might result through constant
monitoring.

In another development, Swift & Company announced a new system that
provides the capability to trace boxed beef back through the supply chain
to the feedlot.”! Eventually, this system will feature unique identification of
each animal through technology developed by Optibrand, Inc. that scans
an animal’s retina and possibly an RFID tag placed on the ear as a means of
unique identification, and then records information into a database. The
scanning process will also use global positioning system information to
provide location data for any animal, at any farm supplying Swift with live
cattle for slaughter.

Though both of these technologies provide a means of tracing within the
livestock supply chain, there are issues concerning cost, the use of proprie-
tary systems, and interoperability. Given an outbreak of disease that might
involve numerous farms, meat packers, and retailers, the USDA has main-
tained the need for a national system of identification and tracing that
spans all entities within the livestock supply chain. Such a system would
allow authorities to “pinpoint a single animal among the nation’s nine bil-

lion cattle, pigs and chickens.”

Setting a mandatory participation date of January 2009, cattle would be
identified and monitored using a combination of technologies including
RFID ear tags, retinal scans, and DNA testing. Other farm animals such as
hogs and chickens generally move in groups through the supply chain and
the USDA has proposed different methods for traceability. As of early 2006,
the USDA was holding public hearings on the implementation of a national
animal ID system.

Several private groups have proposed alternative national tracking systems
that they say will achieve the same goals at lower cost.”® In one case, a
Montana livestock auction company named Northern Livestock Video
recommends a system called Verified Electronically ID Source and Age
Program (VESA).?* Acting much like product authentication in the
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pharmaceutical system, the approach verifies origin and age of animals
without constant monitoring as they are transferred within the supply
chain. The system works as follows: %

1. The producer would purchase RFID tags from their state veterinarian.

2. When a calf is born, the producer would send the animal’s birth data
along with address information to the state.

3. Upon receipt, the state would enter the information into a national data-
base. This data is then encoded into the RFID tag sent by the producer.

4. The state would return the tag to the producer, who would have a veter-
inarian affix in the animal’s ear as part of the health inspection process
prior to a sale.

The advantage of this approach is relatively little investment in computer
equipment to monitor RFID tags. No readers or computers would be
required at the farm level. This would allay concerns by producers about
the amount of data generated from constant monitoring as required by the
USDA plan. In the words of one stockyard operator who turns over 450,000
head of cattle each year, “The wad of data that would go with that would
be almost impossible. God Himself couldn't do it.”

Beyond the logistical aspects of managing RFID data as part of a tracing
system for livestock, there are also technical limitations that need further
research and development effort. Most of the existing passive tags used for
animals operate at low frequency, which means the reader must be within
about ten centimeters to retrieve data and the transmission rate is slower.
Though these types of RFID tags can be implanted under the skin of pets,
there are limitations when applying the same tag to farm animals. In this
situation, it is nearly impossible to get close enough to the reader for a suc-
cessful scan especially when some farm animals weight more than 500 kilo-
grams and tend to thrash about when in confined areas such as narrow
corrals or stanchions.

One group of researchers has proposed the use of passive UHF tags that
operate in the 915 MHz range as a better approach.?® These tags could be
affixed to the ear of the animal. With read ranges in excess of five meters
and faster data transmission rates, this allows for greater practicality in
scanning animals as they move through stockyards.
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However, one significant limitation with this approach exists. With passive
UHF tags, the size of the antenna is much larger as compared to low fre-
quency tags. The configuration of the antenna is such that it might be too
large to fit on an animal’s ear. Research continues to focus on alternative
antenna designs for general use in livestock agriculture.

With these advances in identification, meat processors and the USDA will
eventually have complete tracing capability within the entire beef supply
chain. In the event of a future problem, such as another outbreak of Mad
Cow or other highly contagious animal illness like hoof and mouth disease,
the improved track and trace technologies will enable sense and respond
capabilities that might ultimately save lives. This type of capability ensures
the safety of the food, and strengthens the agricultural industry in the face
of potential bans on US beef imports from other countries. World customers
for US agricultural products increasingly desire more information about
the production and handling of such products as meat and grains. Follow-
ing the announcements by Wal-Mart, the Department of Defense, and the
FDA, concerning implementation of the EPCglobal Network and improved
track and trace technology, it is likely that further developments concerning
RFID in the agricultural industry will occur in the future.



CHAPTER 10

Food: Dynamic Expiration Dates

Many of the RFID applications in agriculture have focused on developing a
tracing capability in the event of an outbreak of disease. While this is an
important part of ensuring food safety, there are other potential applica-
tions of RFID technology that relate to the quality of processed food. In this
regard, the EPCglobal Network and RFID enable emerging sensing tech-
nologies that can monitor the essential factors responsible for affecting the
flavor of food after packaging.

In the field of food science and technology, there are a number of different
processes to achieve food preservation on a large scale. Perhaps one of the
oldest, the idea of using heat to destroy the bacteria, molds, and yeasts that
cause spoilage and foodbourne illness, dates to 1809 when Nicholaus
Appert won a cash prize given by Napoleon Bonaparte for preserving food
contained in large, sealed glass bottles that were heated in boiling water.!
Napoleon became interested in food preservation as a means of provision-
ing his troops while they were on the march during foreign military cam-
paigns.

Many years later, Louis Pasteur discovered in 1862 that controlled heating
at a predetermined temperature for a fixed amount of time destroyed spe-
cific microorganisms present in fluid foods.> The discovery that heat
destroyed pathogenic bacteria has protected countless numbers of people
from exposure to various diseases associated with fresh milk such as tuber-
culosis.

The work of Pasteur also had an important impact on others. After reading
about the pasteurization of milk, Dr. Thomas Bramwell Welch of Vineland,
N.J. applied similar heating techniques to 40 gallons of freshly squeezed
Concord grape juice in 1869.> He observed that the juice, contained in
sealed glass containers much like what Appert had done, remained unfer-
mented after treatment with heat. The use of five-gallon glass containers as
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a commercial means for the preservation of fruit juice continued for many
years until the development of large, steel, storage tanks during the 1920s.
This single event, the pasteurization and storage of Concord grape juice by
Dr. Welch, was the birth of the processed fruit juice industry in the US,
which now equals billions of dollars in sales each year.

Though heating is effective in achieving food preservation, it also has
inherent downsides that can have a significant impact on consumer accept-
ance. Heating destroys some of the delicate organic chemicals responsible
for flavor in food.* In the case of fruit juice, naturally occurring chemicals
called esters are highly sensitive to heat. Further, preserved foods in glass
or plastic bottles, metal cans, or flexible pouches can experience additional
flavor loss after processing because chemical reactions continue to take
place.

The most common post-processing chemical reaction is oxidation, which is
dependent on the levels of oxygen inside the package along with tempera-
ture and other factors such as motion.” Food processors control the rate of
oxidation through packaging designs that limit the amount of oxygen in
contact with food along with controlling storage conditions. However, in
spite of a number of techniques designed to reduce the speed of chemical
reactions, it is impossible to totally stop flavor loss in preserved food prod-
ucts. As a general rule of thumb, the speed of chemical reactions responsi-
ble for flavor loss doubles with each 10 degree Celsius increase in
temperature.®

To deal with this reality, food processors establish a standard shelf life for
almost all products sold in retail stores or food service establishments. This
provides a rough indicator of time-dependent quality for the benefit of
upstream links in the supply chain such as retailers, distributors, and con-
sumers. The method to establish shelf life usually depends on test data
from keeping quality studies (KQS), where technologists expose a specific
food product to elevated temperature and then evaluate flavor at various
intervals of time.

Based on the results of the KQS, food and beverage manufacturers establish
a shelf life for a product at the time of production. Most often, a “use by”
date appears on the package, sometimes as a code, to alert consumers and
others within the supply chain that the food might be beyond acceptable
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flavor.” This printed expiration date remains fixed during the life cycle of
the product.

The lack of a “dynamic” shelf life indicator that takes into account storage
conditions and other factors responsible for diminishing flavor has practi-
cal economic consequences. For example, beverages such as beer begin los-
ing flavor almost the moment after bottling.® If a consumer purchases an
old bottle of beer, and it tastes stale or “skunky,” the chance of repeat pur-
chases is reduced.” This is an extremely important consideration because
the business model for a food processing firm is built upon the assumption
of repeat sales.

To achieve a dynamic shelf life indicator that takes into account environ-
mental conditions such as temperature requires a way of obtaining real-
time data on the state of a food product as it travels through the supply
chain. Given this information, various types of mathematical models can
calculate the time remaining for optimal freshness and communicate this
knowledge to consumers along with those responsible for managing inven-
tories. This predictive modeling approach holds much promise in reducing
the chances that consumers will unknowingly purchase a food product that
has unacceptable flavor. In addition, predictive models can also play a role
in reducing spoilage for fresh products such as fruits and vegetables.

The next section takes a deeper look into the development of dynamic expi-
ration dates and predictive modeling using the EPCglobal network, RFID
technology, wireless communication, and sensors. While the test applica-
tion put forth deals with food used in the military, the underlying technol-
ogy has applications in civilian supply chains for anything that is
temperature sensitive.

Tracking Flavor Electronically

Perhaps one of the most important aspects of an Army involves the provi-
sions required for the troops in the field. Beyond the logistical issues associ-
ated with maintaining adequate lines of supply for critical items like
ammunition and medical gear, the variety and flavor of food plays an
important role concerning the health and morale of a fighting force.

The unique properties of military operations require that food for the
troops must meet a number of criteria that have no equivalent in civilian
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supply chains. Besides being of high nutritional value to enhance troop
performance under intense periods of physical activity that might include
battle, the food supply must have a reasonable cost along with self-heating
capabilities for field operations."” Given that transportation is always of
great importance in maneuver, military food must occupy the minimum
cube and have the lightest possible weight. This is particularly important if
the food is carried into battle by the troops. Finally, as with all military sup-
plies, the food must be able to withstand rough handling that might
include airdrops via parachute.

Since military conflicts seldom take place under ideal circumstances, signif-
icant extremes often occur in terms of temperature. For example, severe
heat such as experienced in Iraq can reduce the shelf life of the military’s
Meals Ready to Eat (MRE) from ”36 months to just one month.” ! Though
the use of time and temperature indicators (TTI) ' on each case of MREs
has provided greater visibility concerning expired product, these label-
based indicators require manual reading and there is no mechanism to pre-
dict when product quality might become unacceptable. Figure 10-1 shows a
picture of the contents of an MRE."

Figure 10-1 — The MRE
Used with permission, US Army Soldier Systems Center — Natick

A System for Dynamic Expiration Dates

Unique identification forms the future basis for a number of automated
functions within the supply chain. Nowhere is this more apparent than in a
US Army prototype of a system that calculates dynamic expiration dates
for MREs."*
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Using temperature sensors attached to pallets of MREs allows for real time
information on the state of a specific product that can in turn become the
inputs for mathematical models designed to update the predicted shelf life
of the food."” With this approach involving a combination of the EPC, sen-
sors, and mathematical models, the calculation of a dynamic expiration
date becomes possible in addition to a historical record of heat exposure.

The prototype tested by the Army included battery powered, semi-passive
sensors designed to report real-time data on temperature.'® These tempera-
ture sensors transmit data at 2.4 GHz."” '® Each box of MREs also contained
a standard, 915 MHz RFID tag of the type used in the consumer goods
industry. Figure 10-2 shows a picture of a temperature sensor."

Figure 10-2 — A Temperature Sensor

Used with permission, US Army Soldier Systems Center — Natick

Even though a box of MREs contains a number of different types of foods,
breakfast, lunch, and dinner, real-time information concerning the storage
temperature of the entire unit is still useful in determining overall shelf life.
For the prototype, a single sensor continuously transmitted temperature
data and the EPC for each pallet, which was gathered by readers within
close proximity. The EPC contained on the passive tag for each box of
MREs was associated with the pallet identification EPC through the mid-
dleware. When a reader identified an EPC for a particular case, it was
linked to the temperature record for the pallet from which it came.

Given this type of system, sensing capabilities to monitor environmental
variables are not limited to just temperature. There are a number of oppor-
tunities to link other types of sensors to active RFID tags. For example, sen-
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sors can measure variables such as light, humidity, pressure, vibration,
sound, acceleration, current draw, motion, among others.?’ In almost all
cases, the data stream is not the actual measurement taken at some time
interval, but rather the deviations as compared to the pre-existing state of
the measurement.”! With this approach to measurement there are some-
times concerns relating to calibration, time lags, and drift because small
errors in the state of initial conditions tend to amplify through time. Future
research in this area is expected to improve the accuracy of sensors.

Extensions to the Civilian Supply Chain

While the use of sensors in the fresh food supply chain is not yet common,
there are a number of applications under consideration that have potential
to reduce the waste resulting from spoilage. For many fresh fruits and veg-
etables, the shelf life is as little as one week.*” This means that any spike in
temperature or time lag in transportation can become critical to freshness.
In addition, the consumer trend toward purchasing prepared meals and
other items such as sushi at the retailer means temperature control becomes
an important factor to reduce spoilage and the incidence of food poisoning.
Although temperature is perhaps the most significant factor to monitor,
specific foods also require other types of monitoring that are no less impor-
tant in controlling quality.

For example, high value fresh fruits such as strawberries are particularly
sensitive to bruising during transport. This has significant economic conse-
quences because about 10 percent of all perishable goods become unusable

before reaching consumers.”

In the case of strawberries, it is possible to attach vibration sensors to ship-
ping containers allowing for measurement of the number of bumps
encountered during over-the-road transport.** With this information, retail-
ers can analyze the cause and effect between poor roads, distance of trans-
port, and the quality of delicate fresh fruits like strawberries. These types of
measurements are also significant for other purposes such as understand-
ing the stresses encountered by food packaging. In the situation of glass
packaging containing fluid foods, hydrodynamic stress caused by road
vibration can be a significant factor in breakage.

Beyond sensing, RFID can have other favorable impacts on shelf life
through tracking and tracing capabilities. Tanimura & Antle, a produce
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packer from Salinas, California, uses the tracing capabilities of RFID as an
integral part of logistical decision-making.”® When farm workers harvest
heads of lettuce, the product is wrapped and placed in a re-usable plastic
container that contains an RFID tag. The EPC helps to identify where the
lettuce was grown and the time that the lettuce was picked.

Given that harvest operations take place over a wide area, a number of
trucks converge at the central refrigerated warehouse nearly simultane-
ously. Since chilling of the lettuce is the first step in packing, a bottleneck
sometimes develops. When the tagged containers of lettuce arrive at the
refrigerated warehouse, each is scanned and the EPC information recorded
in a database. This information is vital in helping warehouse managers pri-
oritize which containers to place into refrigerated storage first. By giving
top priority to refrigerating the lettuce with the longest time since picking,
the shelf life of this product can be extended. In the case of lettuce, getting
the product chilled even one hour quicker can make a significant difference
in extending shelf life.

Though uncertainty exists concerning the ROI associated with using sensor
networks for monitoring processed and fresh foods, there is optimism that
value will result from reducing spoilage losses and monitoring the fresh-
ness of processed foods. A major factor in achieving a return will be the
declining cost of sensors to detect temperature. The current prices of up to
$20 per unit preclude widespread use within the food industry.?* However,
as different applications develop, some expect prices to drop to about $1
per sensor.”’ At this cost, widespread use in conjunction with the EPC is
possible. Continuing research at academic institutions such as the Univer-
sity of Florida should refine the application of the EPC along with sensor
networks in the fresh fruit and vegetable industry.



CHAPTER 11

Retailing: Theft Prevention

Based on his years of experience in retailing, Sam Walton, the founder and
former CEO of Wal-Mart, once commented that theft is “one of the biggest
enemies of profitability in the retail business.” ' Unfortunately, his observa-
tion continues to remain valid today. According to various surveys, theft is
a serious problem within supply chains costing North American retailers
and manufacturers at least $25.0 billion each year. *

While theft has historically taken forms such as shoplifting from stores,
new technologies give thieves the capability to attempt increasingly sophis-
ticated forms of theft. In 2003 a web site named Re-code.com offered Inter-
net users barcodes that could be printed at home on stickers, taken to a
store such as Wal-Mart, and applied over the top of bar codes already exist-
ing on products.®> The web site encouraged visitors to “name their own
price” as a political protest against the pricing policies of large corpora-
tions.*

For example, a customer could change in-store prices by “sticking a bar
code for generic cereal on a name-brand box in the store.”” By using the
automated checkout lanes, which are not closely monitored, customers
would receive the lower price. This type of theft is extremely hard to con-
trol and exploits the weaknesses of bar codes along with advancements in
home printing capabilities. Wal-Mart took quick legal action to shut the site
down.

Though theft has been an ongoing problem, it has received comparatively
little attention in business because of the difficulty in finding a solution
capable of withstanding the test of time and the almost limitless ingenuity
of thieves. As a result, losses from theft have remained constant at about
1.1% of sales with no improvement during the past ten years.® The ongoing
cost of theft directly reduces net income dollar for dollar. For a stolen item
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with a profit margin of 10%, revenues must increase by 10 times the
amount of the theft to recover the net income lost.”

With a general lack of pricing power in most consumer goods markets, few
firms are in a position to cover these losses through higher sales volume or
increased prices. Industry needs a comprehensive solution to this continu-
ing problem.

Theft is part of the broader category of shrinkage and is hard to pinpoint
with accuracy. Total shrinkage, as measured by inventory adjustments, is
the only true indicator of theft; however, this category also includes other
losses from process failures, spoilage, accounting errors, and vendor fraud.?
Few, if any firms know precisely the amount of theft that occurs each year
from their stores, manufacturing plants, and warehouses. The consensus
estimate puts theft at 75% of total shrinkage.’

Complicating matters, current investments in technology to reduce theft in
one area of the supply chain frequently achieve mixed results. Theft seldom
totally disappears. It tends to shift, appearing in other parts of the supply
chain where security measures are soft. A truly effective theft containment
solution must address losses across the entire supply chain.

This chapter analyzes both internal and external theft within the supply
chain along with technological methods for controlling theft. The discus-
sion concentrates on the implementation of RFID technology as a means of
predicting, preventing, detecting, and providing proof of theft for high
value items that are compact in size, easy to conceal, not immediately per-
ishable, and with high resale value.

Theft is not just a problem experienced in retail stores. Financial loss from
cargo theft totals at least $10 billion per year for the United States alone.'
This is a staggering amount for businesses to withstand."

Besides direct monetary loss, theft affects firms in other more subtle ways
that often add indirect costs, reduce customer service, and limit revenues.
The next section outlines a few of these hidden impacts to retail and manu-
facturing operations.
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The Indirect Impact of Theft

When theft occurs, computerized perpetual inventory systems get out of
synchronization with physical counts. Inventory records become inflated
because there is no accounting transaction for goods stolen from manufac-
turing plants, warehouses, or stores. This is particularly important because
many Enterprise Resource Planning (ERP) systems use a perpetual inven-
tory method called “back flushing.” With this technique, inventories are
adjusted for depletions based on a paper transaction with ongoing re-calcu-
lation of inventory balances. Comprehensive physical counts occur only
once or twice per year to verify the calculated inventory level.

Given this type of system, theft causes inaccurate inventory records that
may be in error for many months. The cumulative effects are devastating to
customer service because many stores and warehouses depend on continu-
ous replenishment systems, and accurate inventories, to maintain stock lev-
els for thousands of items.’? Out-of-stocks are a particular concern to
retailers. According to a recent study, nearly 23% of consumers leave a store
immediately in response to an out-of-stock.” No retailer can afford this loss
of business.

Pushing Responsibility Upstream

Increasingly, retailers are requesting development and manufacture of
“theft proof” items. Often this involves expensive packaging modifications
such as altering the size of small high-value items to make stealing more
difficult. Many retailers also ask that manufacturers make investments in
store fixtures such as locked cabinets in an effort to reduce theft.

This is consistent with the gradual trend in industry toward supply chain
integration. Retailers are shifting more responsibility for many aspects of
store operations upstream to the suppliers, including such practices as
vender managed inventory and category management. Theft reduction fol-
lows this trend.

For example, manufacturers are often required to attach electronic article
surveillance (EAS) tags to products and packaging during production (this
is called source tagging). Each retailer currently uses one or more of several
proprietary systems for the tags. Since no single, universal standard for
EAS tags exists, source tagging results in an exponential increase in SKU’s
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for manufacturers adding considerable complexity, and cost, in managing
inventory.

Finally, a recent trend exists toward consignment sales (also called scan
based sales) where manufacturers receive payment from retailers upon
scanning at checkout and are responsible for customer service and shrink-
age within the supply chain up to the point of sale. In this situation, the
manufacturer will absorb all retail theft losses occurring in warehouses or
retail stores prior to actual purchase by consumers. With no integrated pro-
gram for theft control, implementing a consignment sales program repre-
sents an immediate and substantial negative liability for the profit margins
of manufacturers.

For all these reasons, understanding and controlling theft across the entire
supply chain is important for manufacturers and retailers alike.

Defensive Merchandising

Besides operational impacts on inventory accuracy and consignment sales,
theft also causes indirect constraints to merchandising. Retailers often limit
the number of items on display to control theft. This practice is termed
"defensive” merchandising. Some retailers go farther and do “restrictive
merchandising” by placing goods behind counters or using locked display
booths. In these cases, retailers will leave a dummy package or sign on the
shelf directing customers to the counter for eventual purchase.

While these two policies prove effective in reducing shelf stock loss from
theft, each method also limits sales because customers must request assist-
ance to make a purchase. Marketing executives at one firm estimate that
sales would increase up to 75% by removing restrictive access and defen-
sive merchandising."* In this case, the estimate has a firm analytical basis in
market research conducted in the United States and Europe.

Though defensive and restrictive merchandising is a common tactic used in
retailing, reported sales increases from removing these constraints depend
on a number of variables. Firms should not interpret anticipated sales
increases broadly, although it is logical to expect that removing merchan-
dising constraints should improve sales to varying degrees.

Theft is not just an issue of direct financial loss but often the tactics
involved in controlling theft place burdensome limitations on business
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operations, which often decrease revenues. Retailers cannot ignore the
potentially huge positive impacts of removing specific constraints such as
restrictive access or defensive merchandising, or improvement in inventory
accuracy.

Analyzing Theft

Given the size of the theft problem in North America, several studies have
attempted to analyze the reasons why people steal." '® 71 These studies
assume that understanding the psychology of theft, pre-meditated behav-
ior or impulse, will lead to better methods of prevention. However, it is dif-
ficult to develop a classification of thieves that has meaningful use in
practice.'”*® Some argue that a precise classification scheme is not the right
direction.”! Rather, emphasis should focus on the mechanics of theft and
technological solutions that will make theft hard to execute regardless of
the class of thief or personal motivations. Typing thieves into psychological
constructs as a means of targeting certain types of theft, misses the emerg-
ing consensus among criminologists that thieves do not fit pre-determined
patterns.”

An effective solution to theft will ultimately depend on both technological
and psychological deterrence. Theft of merchandise is a “victimless” crime
in the minds of thieves.” ** For many years, the simple use of employees as
"floor walkers” was enough to deter some types of theft. The floor walkers
made crime seem less of a victimless offense by building relationships with
customers.

Many retailers continue to employ greeters and store staff to approach cus-
tomers in a positive way and to serve as a watchdog for suspicious behav-
ior in the store. The presence of store employees on the floor, though
underutilized as a deterrent, is an effective means of reducing theft.*

Some thieves actively calculate the risk of apprehension. In this case, meth-
ods of detection based on rigorous technology play an important role in
producing uncertainty in the mind of a thief. Deterrence through the
rational expectation of penalty makes the odds of a successful theft look
less attractive. However, a technology that relies on stimulating fear of
apprehension during theft will not be effective if the thief disregards or is
unaffected by the stimuli generated by technology.
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Characteristics of RFID Technology

In developing an approach to combat theft, it is important to highlight a
few characteristics of RFID technology that provide unique anti-theft capa-
bilities.

No Line of Sight Identification

One of the primary advantages of Radio Frequency Identification (RFID)
technology is that it does not require a direct line of sight between the
reader and the tag. The RFID reader is capable of communicating with a tag
through optically inert mediums such as the package containing the prod-
uct or even the product itself. This is in contrast to barcodes that require
unobstructed alignment with a reader.

Mass Serialization

The Electronic Product Code (EPC) permits the assignment of unique serial
numbers to identify discrete manufactured objects and object aggregates
(e.g. secondary packaging, pallets etc.). The primary goal of this numbering
system is to ensure that any manufactured object can have a unique identi-
fier. The identifier is very important. It not only provides ubiquitous
unique identity for objects but it is also a key to access data on a network
about the object.

Real-Time Visibility

EPC Tags along with the RFID information infrastructure provide the capa-
bility to monitor objects moving through the supply chain in real time. This
enables companies to account for inventory at all locations. Because of open
standards, RFID is designed to integrate with other technologies, such as
closed circuit television (CCTV) and motion detectors, to provide security
staff with information as crimes transpire.

Track

Together, RFID capabilities such as mass serialization and real-time visibil-
ity allow detailed tracking within the entire supply chain. Tracking is
defined as maintaining control on a particular object going forward in time.
An example of maintaining control is the process of pre-positioning infor-
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mation during the execution of a transaction like the Advanced Shipment
Notice (ASN). The EPCs of products that comprise a shipment can be sent
in advance to the receiving company. When the goods arrive, the EPCs are
checked off the advance list. Missing, different, or excess EPCs are then
investigated.

Trace

Besides tracking, RFID also provides unique capability to do tracing within
the entire supply chain. Traceability, used interchangeably with the term
"pedigree,” is the ability to build the supply chain history for a uniquely
identified object, i.e. location, ownership, telemetry etc. This may involve
accessing data in distributed databases across a number of companies. The
PML Service/Server is an important component of this tracing capability.

Table 11-1 summarizes the various characteristics of RFID that pertain to
anti-theft applications and the components of RFID that enable these char-
acteristics:

Table 11-1 — Characteristics of RFID Technology That Relate to Theft

Tag PML
EPC ONS Middleware PML
Reader Server

No Line of Sight Identification X

Mass Serialization X

Real-Time Visibility X X

Track X X X X X
Trace X X X

A Conceptual Model for the Analysis of Theft

The advantages of RFID technology opens many possibilities for anti-theft
applications in retail stores and manufacturing firms. However, before
exploring specific RFID applications, an initial conceptual model of the
process of theft must exist to guide thinking about the appropriate use of
the technology. Based on work initially conducted at the MIT Auto-ID
Center, the next sections discuss three basic steps that form a simple con-

ceptual model of theft.”
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Before Theft

Theft is a complex process that takes many different forms. It is extremely
difficult to pinpoint the exact time when a thief makes the decision to steal
but has not yet executed the theft. In some cases, the decision to steal is con-
scious and rational, made before entering a store, warehouse, or manufac-
turing facility. In other cases, theft occurs as an impulse while the thief is
close to merchandise. Because of these reasons, it becomes difficult to estab-
lish a uniform decision-making process for theft. However, it is clear that
certain types of behavior precede different types of theft. If detection of
these behaviors can take place then the opportunity exists to design sys-
tems to deter theft before it ever occurs.

For a number of safety and legal reasons, it is best to detect in advance and
deter theft as opposed to dealing with theft after it has occurred. Detection
of a potential theft can occur through a combination of human intervention,
such as store personal on the floor, in addition to various detection and
monitoring technologies, like closed circuit televisions (CCTVs) and RFID
technology, which might give information about suspicious behavior that
often precedes a theft. RFID provides unique predictive potential through
the ability to monitor the sudden, simultaneous disappearance of a number
of tags from the reader field and the ability to flag unusual patterns of
product movement.

RFID is most effective as a theft predictive and deterrence measure when
combined with other antitheft sensing devices. The various components of
the technology also provide a dynamic platform to integrate different
measures over time.

For example, the technological ability to predict theft allows the option of
enabling deterrence measures. This might be in the form of a Light Emit-
ting Diode (LED) display that acknowledges the person and the quantity
they have removed from the store shelf. This can act as reinforcement to
posted signs directed at potential thieves that warn of theft monitoring
activities within a store. A combination of all of these measures is enough
to discourage some thieves from attempting a theft.
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During Theft

Even the best theft deterrence system will not work for some thieves. When
a thief has physically taken merchandise (concealed or unconcealed) with
the goal of exiting a store, warehouse, or manufacturing facility, a poten-
tially dangerous situation exists. Detection of a theft in progress can be
accomplished through a number of different technologies such as EAS,
CCTV, and RFID. In this regard, RFID has great potential to detect con-
cealed merchandise.

However, if successful detection does take place, there is always the ques-
tion of what to do to stop a theft in progress. In many cases, employees are
instructed by management not to confront a thief attempting to exit a facil-
ity because the chance of physical injury to the employee is not worth the
value of the recovered merchandise.”® Though a theft in progress can be
detected, it is unclear if this information has any practical value in prevent-
ing theft at the time it occurs.

After Theft

Even with comprehensive security measures, there are situations where
thieves will succeed in stealing items. At this stage, RFID, the EPC, and
trace capabilities can help law enforcement authorities to prove the pedi-
gree of a particular item that might be sold in secondary or black markets.
This helps in proving if an item was legally purchased, including status —
returned, recalled etc. The ability to determine the status of a particular
item could potentially lead to the disruption of the goods to cash conver-
sion cycle for stolen merchandise. Over time, this should reduce the incen-
tive for professional thieves.

These stages of theft, before, during, and after, form a basis for analyzing
the application of RFID technology as a means of theft reduction. As men-
tioned previously, theft is a complex human process that is hard to charac-
terize with consistency. Figure 11-1 is a flow diagram intended to visualize
the steps involved in conducting a theft, though at best it can only serve as
an approximation.
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Figure 11-1 - The Three Conceptual Stages of Theft

RFID and Different Types of Theft

According to a previously published study, eight percent of all store cus-
tomers shoplift merchandise while over 50 percent of employees at retailers
steal from their employers.” In spite of these statistics, local police often
consider shoplifting and internal theft soft crimes. Typically, theft from
stores or warehouses is non-violent, in contrast to other crimes such armed
robbery.

With scarce resources, law enforcement authorities place a higher priority
on solving crimes that are more serious. For this reason, the control of shop-
lifting and internal theft becomes by default the direct responsibility of
retailers and manufacturers.”®

Few firms employ an integrated solution for theft reduction that includes
real-time information on movement of goods through their entire supply
chain. A recent study states, “at best company information on this problem

(theft) is partial and incomplete and at worst, it is non-existent.” %
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To reduce theft it is necessary to have information about the scope and size
of the problem. RFID has the potential to provide granular data to help
determine 1) where along the supply chain theft occurs, 2) when it occurs
and 3) how it occurs. This is an important first step in identifying the scope
of the problem.

The remaining subsections study the applicability of RFID to prevent spe-
cific types of theft. By no means is this list comprehensive. Thieves are
extremely flexible and change approaches very quickly. However, each
known type of theft discussed below fits into the classification model
appearing in Figure 11-1.

Prediction (Before Theft)

Theft Prediction is possible with RFID because it can work in conjunction
with middleware to recognize patterns in real time and trigger deterrence
measures. To be effective at theft prediction, the readers have to communi-
cate with the EPC tags, feeding a constant stream of real time data to the
middleware. This type of monitoring is effective in combating three impor-
tant types of theft.

Open Pack Thefts

This type of theft occurs when thieves remove primary packaging from
items before taking the item from the facility — e.g. retail floor, backroom, or
warehouse. Theft prediction is possible at the shelf if the thief removes
tagged items from the reader field, and the middleware senses the disap-
pearances.

Package design plays a fundamental role in enabling RFID to sense this
type of theft. Designs currently exist making it impossible to remove pack-
aging without disabling the antenna, causing the signal to be lost. Another
method to combat this form of theft is to mount the EPC tag on the item
itself as opposed to the primary packaging. This ensures that the tag could
be read all the way to the checkout area.

Sweep Theft

This type of theft occurs when a thief “sweeps” a shelf, taking large quanti-
ties of products at once. By placing readers on shelves, RFID can detect
abnormal item activity. With real time detection, RFID can electronically
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alert the appropriate personnel within the store or facility whenever large
numbers of items disappear simultaneously. On the retail floor, the middle-
ware can be used to trigger an information display so that the would-be
thief would know that their actions are being monitored.

Disabling Tngs

Thieves employ several methods to disable anti-theft tags, including the
application of a strong magnetic field close to the tags or by shielding items
in a metal or aluminum foil-lined bag. Smart RFID retail shelves can com-
bat this shoplifting method by constantly monitoring the items and detect-
ing suspicious activity through the sudden absence of tag signals.

Another disincentive for thieves to destroy RFID tags is the removal of the
item’s legal identity. This will mean the item cannot be re-sold in the legal
retail supply chain thus diminishing its value. Essentially, the item becomes
“counterfeit.”

In all of these cases, the thief has not attempted to leave a facility with the
merchandise. Simply tampering with a product, or removing a large quan-
tity from a shelf is not legally considered theft, although it is reasonably
certain that this type of behavior is an initial step that will lead to theft.

Detection (During Theft)

In the event that predictive and deterrence measures are ineffective, RFID is
able to enhance detection of a theft as it occurs. For detection, all compo-
nents of RFID, including RFID, EPC, ONS, middleware, PML, and PML
Servers, are required. The RFID system has great potential to detect the fol-
lowing types of theft.

Concealment

This occurs when a thief hides an item under a jacket or in a bag and exits a
facility with the intention of stealing the item. Since RFID does not require
direct line-of-sight, detection of unpaid items can still occur even when the
object is not visible. During checkout, most retailers will either deactivate
the tag or set the appropriate payment flag for the item. Therefore, if facility
designers place sufficient distance between payment counters and exit
doors, with appropriately positioned readers, store staff can identify stolen
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items and take appropriate action. Similarly, warehouse security staff can
tell if unauthorized goods are leaving the facility.

As noted, confronting thieves is a dangerous practice. Though RFID could
be used to detect a theft in progress, it is unclear if the technology will aid
in apprehension of thieves.

Barcode Switch

Another common theft technique involves switching bar-coded pricing
tags by taking a tag with a lower price and attaching it to a more expensive
item. Retailers have attempted to fight this practice by putting two bar
codes on a single item. Even if the cashier notices a switched bar code, the
thief can claim it was the fault of the store. ”If you do not conceal anything

and are ready to pay for the article, it is hard to prove felonious intent.”

A similar technique involves thieves removing price tags and claiming the
item was theirs. Unless security observes the individual removing the tag,
it is difficult to counter the thief’s assertion. Since the EPC is unique to the
item, all relevant information can be obtained from the network to deter-
mine proof of payment, price, and status of the item. This will help elimi-
nate the uncertainty associated with mixed tags. If a false EPC tag is used as
a substitute, the serial number cannot be verified within the retailer’s data-
base signaling a potential theft in progress. The EPC can also be queried in
the manufacturer’s database to understand if the number is valid in situa-
tions where the product is located in a warehouse controlled by the manu-
facturer.

Collusion

Situations exist where internal employees collude with outside individuals
to commit theft. For example, cashiers might register a product of lesser
value, or not register the product at all by hiding the barcode with their
hand while sweeping the product through the scanner. In the warehouse, a
dockworker might collude with a trucker to load extra, uncounted goods
onto a pallet prior to shipment.

RFID does not require line-of-sight reads, reducing the possibility of false
reads at registers by covering the scanner as can currently be done with bar
codes. Consequently, it will be much harder to violate the integrity of the
checkout process. In the warehouse, items can be tracked in real-time, as
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they are loaded into vehicles. If employees carry radio frequency identity
cards, an association of missing item to employee can be recorded and, over
time, patterns can be established.

Intentional Undercount

During physical inventories, employees can underreport the actual number
of goods, and then return to take the “lost items” after the accounting
adjustments for shrinkage. When this theft technique is used, physical and
perpetual inventories will be in agreement. The intentional undercount
might appear when reconciling the receipt of goods versus sales and deliv-
eries, but usually these discrepancies would be included in the overall
shrinkage account — an example of why internal theft is sometimes difficult
to measure.

RFID middleware is used by RFID to detect the movement of goods in real
time while the EPC provides a method of accounting for transactions exe-
cuted on an object-by-object basis. A result of this granular real time
accountability is the continuous updating of material and information sys-
tem data. There is less opportunity for physical and perpetual inventories
to be mismatched through intentional undercounting. In the event that
physical and perpetual inventories do not match, reconciliations can be
made on an item-by-item basis and a trace can be placed on every unac-
counted item.

Trash

One of the more unusual methods of stealing from a facility is to put items
into trash for pick up later. RFID readers near the disposal area will help
detect items that should not be in the trash and the middleware can then
send the appropriate warnings to relevant personnel.

Proof (After Theft)

Depriving thieves of the ability to convert goods to cash is an excellent
deterrent to theft. In the event that items are stolen, the ability to find out
where they were manufactured and when they disappeared from the sup-
ply chain will not only provide retailers and manufacturers with valuable
data as to weak points in their supply chain but also give law enforcement
the opportunity to take action against the contraband.
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Burglary

It is very difficult for any technological system to protect against forced
entry or armed robbery. This is also true for RFID. However, the technology
does provide an indirect means to counter burglary.

In many situations involving burglary, thieves convert stolen goods into
cash through “black” or ”gray” markets. Using RFID technology, an inves-
tigator could scan the EPCs of goods in these markets to determine their
history. It might also be feasible to post a central list of EPCs for potentially
stolen merchandise. This provides legal and corporate authorities with
information to fight the unlawful sale of products through unauthorized
markets. Slowing down the re-sale of stolen merchandise eliminates a
major incentive for theft to occur.

Grab and Run

Brazen shoplifters will take items and rush out of the door. They rely on
speed and surprise to escape security. The list of methods for this type of
theft includes using emergency exits, running the anti-theft gates, and sim-
ply walking innocently out the store."

The overall ability of RFID to prevent this shoplifting technique is minimal.
As is the case with burglary, the unique EPC could potentially help law
enforcement officials in determining the history of a suspect product if the
items turned up in ‘black” and ‘gray’ markets.

Fraudulent Refund

This technique involves a thief entering a store, taking something and pro-
ceeding straight to the returns counter. The idea is to create the impression
that the thief came into the store with the item. While trying to return the
particular item, the thief pretends to have lost the sales receipt or implies it
is a gift. Store employees presently have almost no way to determine
whether the item was part of a legal purchase.

A variation of this technique involves stores that have a “no refund without
receipt” policy. In this case, the thief visits the returns desk with an
unchecked item. When the clerk denies the request because of the lack of a
sales receipt, the thief then walks out the door with the item completing the
theft.
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In both these circumstances, the ability for the returns clerk to trace the his-
tory of the particular item by using the unique EPC will help reduce the
uncertainty concerning about whether the item has been stolen from the
store.

Fraudulent Receipts

Shoplifters sometimes create a fake receipt and use it as evidence of a pur-
chase if security or store staff approaches them. The thief enters the store
with the receipt, goes to the shelf, and takes the corresponding item. Alter-
natively, the thief can purchase the desired item, leave the store, and then
return to steal the same item repeatedly. If caught, the individual will use
the receipt acquired earlier as proof of purchase.

The EPC’s ability to uniquely identity the item means it can be matched
against the financial transaction (and receipt) used to purchase the item.
This level of granularity will help eliminate any uncertainty between the
physical product and the accompanying receipt.

An Integrated Solution to Theft

RFID offers a comprehensive solution through a hardware/software infra-
structure based on open standards. This is in contrast to current anti-theft
applications that work independently using proprietary systems. As such,
RFID is a flexible approach that can be adapted to meet the changing
requirements of manufacturers and retailers. Summarized below are three
additional technical attributes that make RFID an appropriate solution.
Each attribute plays an important role in thwarting the different types of
theft.

Embedding RFID Tags into the Product or Packaging

Tags embedded as part of the item or ingrained in the packaging will make
it difficult for thieves to identify and remove the security tag. The embed-
ded tag also prevents attempts to remove or switch price tags because
thieves would have to remove the packaging to do so. Tampering with
packaging is cumbersome, draws attention, and reduces the resale value of
the item in secondary markets.
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Expanded Scope of Coverage

With reader costs expected to drop to the $100 — $200 range, firms can place
readers in shelves, aisles, shopping carts, and at exits and entrances. With
the expanded coverage, internal thieves will have difficulty colluding with
outside parties to steal from warehouses or by using backrooms and emer-
gency exits to remove goods. Shoplifters will not be able to conceal mer-
chandise and escape detection while leaving the store. While the long- term
goal is ubiquity, the relatively high current price of readers restricts their
use to a portal approach where important access points such as entrances
and exits will be the optimal locations to accomplish a read event.

Reduced Human Involvement

Overall, the RFID system provides a dynamic platform for addressing dif-
ferent stages of theft. As more sophisticated applications that are devel-
oped at the Predictive and Deterrence stages, there will be an opportunity
to reduce the need for human intervention in the resolution of theft. This
will not only make for a system less prone to human judgment, but will
help contribute to the important goal of a safer and less confrontational
environment for employees.

Additional Benefits

Besides the immediate impact of reducing both internal and external theft,
RFID technology provides several important long-term benefits.

Product Display and Store Layout

With RFID, managers can feel comfortable about open access to merchan-
dise on the floor. About 40 percent of all purchase decisions rely on impulse
buying, so allowing consumers to touch items will increase sales.” In addi-
tion, stores can optimize the display of goods for maximum merchandising
impact.

Greater Control of Theft Prone Items

Hot products are items most desired by thieves.* “In many stores, 10% of
the inventory yields as much as 40% of the total shrinkage experienced by a
retailer.” ** Currently, security personnel develop hot products lists based
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upon perceived theft potential. RFID technology provides the necessary
data to pinpoint the products vulnerable to theft and identify patterns if the
hot products change.

Source Tagging

There are numerous venders of anti-theft tagging systems, each with pro-
prietary standards. Manufacturers must tag the goods in accordance with
anti-theft systems used by individual retailers. In addition, retailers often
request several tagging configurations including dual tagging, tagging
every other item, and no tag. These requests are an effort by the retailer to
optimize the trade-off between the cost of the tags and the amount of theft
prevented.

With RFID, there is a single open standard. While the primary purpose of
RFID tags is to serve as an Automatic Identification and Data Capture
(AIDC) technology for supply chain management, the tags also can be
applied in a variety of anti-theft applications. The multi-functionality of
RFID tags has the potential to reduce the requirement to have specific SKUs
for individual retailers. This will have a positive impact on inventory lev-
els.

Dynamic System

Internal and professional thieves rely on the fact that current security solu-
tions are static. Though cameras, complicated packaging, and inaccessible
items serve to deter thieves, all of these measures can eventually be
defeated.®® Once thieves learn the vulnerabilities, they are free to exploit
these deficiencies at will. With no real time information about theft, it takes
many months for manufacturers and retailers to realize if theft control
methods have been compromised. Retailers must suspect the effectiveness
of any anti-theft strategy that has remained the same for a long time.*

RFID, however, is a real time system that can constantly be adapted to meet
changing needs. By receiving immediate feedback on theft patterns, secu-
rity officials can find weaknesses and make changes.
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Getting Ready for RFID as an Anti-theft Device

The task of making RFID work in practice is perhaps more daunting than
the initial research on RFID tags or reader technology. As well, with any
new approach there are many “buy-ins” that must happen at all manage-
ment levels for manufacturers and retailers.

The vision of a total RFID solution for theft is conceptually sound. How-
ever, there will be a measured transition to practice as further technological
development occurs. Engineers, information technology specialists, and
security professionals must analyze numerous details of implementation
along with financial justifications. Recent research work in the area of
shrinkage takes an important first step toward the economic rationalization
of RFID.”

Making implementation more complex, each market channel provides a
different challenge for RFID anti-theft applications. However, manufactur-
ing and warehouse environments present even greater challenges. The next
two sections provide a brief analysis by market channel and manufacturing
operation.

Retailers

Stores offer a clean environment for electronic equipment to operate.
Smaller stores associated with specialty market channels often carry high
value merchandise in a relatively small store space. In these situations,
RFID applications for theft prevention can focus on a concentrated area for
detection and deterrence. Several readers positioned at doorways, and the
application of tags to merchandise, probably will reduce a large amount of
theft and improve overall inventory management. With small store dimen-
sions, more advanced applications become feasible at reasonable cost. Use
of “absence of signal” to alert of a possible theft in progress has the best
chance of working in a small space that is blanketed with readers.

For mass merchandise market channels, the large size of stores will be a
prime determinant in the level of RFID application to restrict theft. Two
strategies exist; 1) a store could reserve a small area for intensive RFID
applications including automatic checkout or 2) management could rely on
general tagging of merchandise with readers located at return areas, store
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exits or blind spots. The cost of readers will determine which strategy
makes greatest sense.

Regardless of the size of the store, RFID theft applications will follow a sim-
ilar architecture. Figure 11-2 shows one view of a complete conceptual dia-
gram of RFID infrastructure for a store.

Enterprise Applications
Inventory, Management, Supply Chain Management,
PML Server Planning, Data Warehouse and Analytics, Merchandising,
- Logistics, Promotions, etc.
— 7

Receiving Sales
Data
ONS Server Bes
( Master | )
Data and
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In-Store Application
Reader System *L Savant oo CppRcatons
Store Level Inventory Tracking
Store Out of Stock Applications
Environmental Security
Controls

Shrink Application
Promotions Management

Wired/Wireless

Store
Manager

Figure 11-2 — Conceptual Applications Environment — Store

Adapted from IBM (Alexader, et al., http://www.autoidlabs.org/)

The key interface for store POS and corporate ERP systems is the RFID
middleware. This means that RFID will require additional computing
power at the store level. A network handles store-level data transmissions
from the readers and hosts the RFID middleware. Remote servers handle
PML files with a direct connection to the ERP system. The important issue
with this architecture is that the middleware will plug into existing store
POS systems. In this way, RFID is a decentralized system that can be
adapted to individual store operations. The critical link is between the mid-
dleware and the ONS server. Likely, there will be a number of data trans-
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missions between these two important parts of RFID. An interruption in
transmission causes all theft monitoring to cease. Although this risk exists,
itis a tradeoff with intensive investment in additional store level servers for
PML and ONS. A decentralized architecture makes data maintenance
extremely difficult to coordinate.

Manufacturing Plants and Warehouses

In contrast to stores, plants are a harsh environment. Even the cleanest
operation is seldom free of dust particles that can cause difficulty around
electronic equipment. Temperature and humidity vary a great deal and
electrical utilities throughout manufacturing plants and warehouses often
emit strong electromagnetic fields that can interfere with tag reads. Always
present is the danger of damaging the readers. The manufacturing environ-
ment will probably always require greater maintenance and more attention
to design of hardware that can operate in a number of difficult conditions.
The widespread use of radio frequency communication with bar code sys-
tems gives some confidence about operating an RFID system in manufac-
turing environments.

The architecture for plant and distribution center applications (see Figure
11-3) of RFID is similar to the case for stores. From a systems standpoint,
implementation of RFID in manufacturing and warehousing is simpler.
Most firms already have extensive ERP systems in place. The previous use
of bar code systems also serves as a base of expertise to build upon.
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Figure 11-3 — Conceptual Applications Environment — Distribution Center

Adapted from IBM (Alexader, et al., http://www.autoidlabs.org/)

Following a similar combination of central and distributed data processing,
RFID will have the warehouse management systems as a primary interface.
With many warehouse operations having extensive computing capabilities,
there should be less risk of system interruptions because all communica-
tions are self- contained. In the case of retailers, there might be one thou-
sand stores to install RFID. The amount of installations would be much less
for manufacturing and warehouse operations.

Implementation of RFID

Beyond issues of programming and IT infrastructure, RFID requires a
detailed plan for installation. Currently, many stores and warehouses do
not have the electrical utilities needed to support RFID. Readers in shelves
and at exits must rely on power from ceiling electrical conduit pipes. Like-
wise, data transmission wires must link to networks. The option exists of
achieving both power and data transmission links using wires located in
floor channels. However, this requires extensive modification of stores.
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Few other options exist to get electrical power to readers; however, data
from readers can be transmitted by infrared signal to networks. Several
companies currently provide this technology and it might be a better choice
than extensive modifications to stores and warehouses.

False Alarms

The success of any new technology ultimately depends on its reliability.
There must be a high percent reliability if a potential theft in progress
causes alarm activation. False alarms are particularly disturbing to custom-
ers and employees alike.®® One survey shows that 16 percent of people
would no longer shop at a store if they were subject to a false alarm and
wrongly accused of stealing.* Further, 50 percent of people surveyed indi-
cated that high technology theft prevention devices make them feel uncom-
fortable.** Given this data, stores must be sensitive to concerns that
customers might have about new technology.

Conclusion

RFID has potential to reduce internal and external theft within the supply
chain by providing real-time information to security managers. Though
RFID technology will never be a complete substitute for good procedures
to reduce theft, it does provide an open standard for the theft prevention
systems of the future. It is important to note that reducing theft requires a
holistic approach that includes optimal business processes, qualified
employees, training, technology, execution, store design, and the quality of
information available.*’ With this view, a new technology such as RFID,
used in isolation, will be less effective in practice as thieves learn ways to
circumvent the system. This has been the case with past innovative technol-
ogies such as CCTV and EAS, which were initially thought to be a total
solution to the problem of theft. **

Recognizing the potential for supply chain efficiencies, Wal-Mart and other
retailers such as Tesco (U.K.) and Metro (Germany) have invested a great
deal of time and money into developing RFID systems with the potential to
reduce theft among other benefits. As of January 2005, Wal-Mart had RFID
readers in 104 Wal-Mart stores and 36 Sam’s Clubs. At that time, the com-
pany had received over 200,000 tagged cases and had 1.5 million EPC
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reads.” In total, 57 suppliers were using RFID technology, tagging inbound
pallets and cases delivered to select Wal-Mart distribution centers.*

While this represents impressive progress, Wal-Mart, Metro, and Tesco
have indicated that there remains much work to be done before RFID
achieves its potential in a number of areas including theft reduction. Tag
costs must decrease a great deal from current levels before tagging of a
wide range of end items becomes feasible. At current prices, it makes sense
to tag only high value items that are compact and prone to theft along with
items where the case contains one unit, such as consumer electronics.

In addition, tag read rates must increase before a reliable theft control sys-
tem based on RFID technology can work in practice. Though progress has
been made concerning the read rate issue, there are still a number of varia-
bles that limit reliable reads in many different situations. To sum up the
current state of affairs, Metro’s Zygmunt Mierdorf has stated, “We are at

the very beginning of the journey.” *

As a concluding note, several researchers and consultants believe that proc-
ess failures represent a much higher proportion of shrink than previously
thought.* In this view, process failures cause shrinkage because of the ina-
bility to achieve precise measurements of inventory along with a lack of
proper control of operations.

Support for this theory comes from the fact that almost all of the industry
data on shrink is from surveys where respondents often rely on ”“guess-
work and anecdotal evidence” to establish the causes for losses.”” The sus-
pect nature of the available data draws into question the true proportion of
shrinkage attributed to internal and external theft.

Assuming that process failures will take on greater importance in the future
as a target for management action, RFID continues to have the potential to
play a significant role in the overall reduction of shrinkage. However, other
management actions such as improved methods, training, and equipment
also provide effective means to reduce shrinkage associated with process
failures and theft.

The long-term viability of RFID technology as a tool to reduce theft and
remedy process failures will ultimately depend on management choice, as
the costs and advantages of other alternatives are considered in the context
of the overall needs and goals of individual organizations.



CHAPTER 12

Defense: Improving Security and Efficiency

The problem of military logistics is as old as warfare itself. Supplying
armies with provisions, arms, and military equipment requires a sophisti-
cated level of coordination in terms of logistics and inventory control to
ensure victory. An important aspect of military logistics includes obtaining
accurate information on the location and amount of various supplies
needed to conduct a campaign, which can often extend great distances into
the hostile territories of opposing sovereigns. The course of history records
many examples of reliable supply lines being the decisive factor for the suc-
cess or failure of warfare.

In ancient times, some large foreign military campaigns took place even as
measured by today’s standards. Perhaps one of the greatest expeditions of
antiquity involved a decisive battle that cast the fate of the Roman Empire.
In 363 A.D. the Emperor Julian, who was accustomed to significant military
success in continental Europe, fielded an army of 65,000 with the intention
of attacking the forces led by the Persian King, Sapor.! Upon reaching the
Euphrates river, the eastern most boundary of Roman domination, Julian
assembled a fleet of eleven hundred ships containing “an inexhaustible
supply of arms and engines [military equipment for sieges], of utensils and
provisions” that included “vinegar and biscuit for the use of the soldiers.” >
The logistical support provided by the river-based armada of ships contrib-
uted to the early success of the campaign as the Roman soldiers won sev-
eral important victories along the shores of the Euphrates.

However, as Julian moved farther into Persia beyond the Tigris and
Euphrates rivers, he was forced to destroy his stores and scuttle much of
the fleet of ships to prevent them from falling into the hands of the enemy
and strengthening their position. This tactical move left his troops located
in the hostile deserts of Persia with only 20 days of provisions.’
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Julian’s unanticipated death in battle resulted in an agonizing western
retreat without the benefit of adequate provisions or the ability to live from
the land, which had been burned by the subjects of the Persian King as a
defensive measure.? The retreat, and the subsequent concessions made in a
peace treaty with Persia by Julian’s immediate successor, Jovian, weakened
the empire and marked the beginning of decline. Historians attribute this
battle, characterized by poor logistics and the unfortunate circumstance of
Julian’s death as the turning point in Rome’s fortunes, although other fac-
tors such as political instability and religious conflict also contributed to the
decline.”

History also records the early challenges of logistics for U.S. military forces
as the country began to assert itself as a world power. During America’s
first major foreign military expedition, the Spanish American War of 1898,
there were numerous reports of major difficulties in organizing logistics for
the campaign. As an example in point, President McKinley initially decided
at the last minute to increase the landing force destined for Cuba from
10,000 to 70,000 troops. However, just prior to the launch of the invasion, he
discovered to his amazement that “there was not enough ammunition in
the United States to keep such an army firing for one hour in battle.” ¢ After
an urgent cancellation and a reduction of the landing force to 20,000 troops,
the proper staging of supplies in the Southern U.S. still did not take place
until one month later.

The logistical problems persisted beyond the initial delay. Upon embarking
from Tampa to land on the shores of Cuba, an ambitious young cavalry
officer, Lt. Col. Theodore Roosevelt, who was commander of a regiment
named the Rough Riders, wrote in his diary “no words can paint the confu-
sion.”’” As the fleet of ships prepared to depart for Cuba, “desperate quar-
termasters broke open dozens of unmarked railcars to see if they contained

guns, uniforms, grain, or medicinal brandy.” 8

Amid the logistical confusion at Tampa, the commanding General ordered
that no horses be loaded on the ships for lack of space. The Rough Riders,
accustomed to cavalry drill, fought the entire war on foot. Thus one of the
most famous battles in American history, the charge of San Juan Heights,
became an infantry operation by default rather than a cavalry maneuver as
romanticized in American folklore.”
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In recent times, foreign military operations are more organized and this
aspect of management no doubt has been the primary contributing factor to
battlefield success. However, logistical difficulties continue to result in
waste and disruption.

During the 1991 Gulf war, unmarked steamship containers became a con-
cern as military planners had imprecise information about contents and
arrival times. Between 40% and 75% of all containers shipped to Middle
East depots had to be opened to find out what was in them.'” "' By one
account ”...some soldiers ate three breakfasts a day because they couldn't
find lunch.”

In addition, a report from the General Accounting Office concluded, "$2.7
billion worth of spare parts shipped to the Gulf theater in 1991 went
unused.” ¥ Without real time information about what supplies were in
transit, planners often re-ordered supplies causing a large stockpile of
unneeded materials to form at depots located in the Middle East. To cover
the uncertainty of not knowing what was in transit to the Gulf, U.S. field
commanders often ordered three times what they needed to improve their
chances of getting supplies.'* At the end of the war, the U.S. military
destroyed many of these materials at great expense.

According to an initial report by the Department of the Army, the 2003 Iraq
war also was characterized by logistical problems that affected opera-
tions."® During the military dash to Baghdad, forces outran their supply
lines causing significant shortages in items ranging from tank engines to
paper clips. In one case outlined in the report, the Third Infantry Division
was within two weeks of halting operations because of a lack of spare parts.
In another case, soldiers scavenged parts from abandoned Iraqi howitzers
to keep their own weapons in working order.

These historical examples introduce the complexities of warfare and the
importance of having real-time information about the quantity and location
of supplies in support of armies. In contrast to applications in the consumer
goods, agricultural, pharmaceutical or healthcare industries, the U.S. mili-
tary supply chain offers an entirely different set of challenges for the appli-
cation of RFID technology.

To ensure the readiness of the U.S. military to fight and win in any conflict,
the Department of Defense (DOD) maintains a worldwide inventory of
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supplies and equipment valued at $67 billion."® Keeping track of this
inventory is a large-scale systems problem with one of the most important
inputs being real-time information about the location and availability of
materials.

Achieving real-time information for a logistical network that contains a
large variety of different materials and a great deal of physical movement
requires the use of a unique identification system along with a massive
information technology infrastructure. The development of RFID technolo-
gies presents an opportunity for the DOD to begin a change process that
will alter the nature of planning and execution for military operations. This
change will improve the effectiveness of American troops in a range of
future combat scenarios that are likely to occur.

Information and Networking as a Future Strategy

Managing the widely dispersed inventory controlled by the DOD is diffi-
cult because the various military services and organizations that make up
the U.S. armed forces use different automated supply systems. Adding to
this difficulty, U.S. involvement in military conflicts is hard to predict and
often occur quickly. For all of these reasons, the complexity of military
logistics has reached an all time peak. Never before has it been so important
for political and military leaders to know the exact level of readiness for the
armed forces.

Recognizing the need for improvement, the DOD has initiated an effort to
move the military out of the industrial age and into the information age.
The goal is to acquire the ability to do networked warfare where informa-
tion becomes as important as strength in force.” The military needs to be
light, flexible, and agile to deal with future threats that could be drastically
different from those faced in the past. It is becoming less likely that the
strategic plan of the cold war era, which included preparations for mass
infantry invasions and use of big-ticket strategic weapons such as Intercon-
tinental Continental Ballistic Missiles (ICBMs), will be a politically viable
alternative. Future world conflicts will increasingly be characterized by
small clusters of combatants hiding out in “Third World slums, deserts, and
jungles.” '® Massive buildups of supplies for foreign campaigns, which took
90-120 days in the case of the 2003 Iraqi war, ' will no longer be quick or
flexible enough to meet the challenge of asymmetric warfare where oppos-
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ing forces are not equally matched and the rules of engagement are erratic.
Creation of an effective organization to deal with this new threat of guerilla
warfare is a formidable task involving 1.4 million existing active duty per-
sonnel, a civilian support structure numbering 700,000, and a large contin-
gent of military contractors.”

As a first step in moving the DOD into the information age, planners are
adopting a uniform identification standard for all supplies needed for mili-
tary operations. By some estimates, this effort could save the DOD billions
of dollars per year through elimination of redundant systems.” The capa-
bility to have real-time information about the location and availability of
inventoried materials is critical for overall planning at the strategic, tactical,
and operational levels. In addition, it is critical to maintaining troop readi-

ness.

Real-time visibility throughout the military supply chain improves the
chances that soldiers will have the proper equipment, at the right time, to
ensure success when entering battle. This reduces the likelihood of casual-
ties and improves the morale of the military force. Soldiers going into battle
deserve the assurance that important supplies will be available when
needed.

To guide the military in issues that involve long-range strategic planning
for the new realities of American security, the Joint Chiefs of Staff issues a
report once every five years that looks into the future and establishes goals
as part of a continuous improvement process for military effectiveness. The
most recent report, titled Joint Vision 2020, is a significant document that
recognizes the role of logistics and supply chain management in the success
of future warfare. An important operational concept of the report is
Focused Logistics, defined as:

"The ability to provide the joint force the right personnel, equipment,
and supplies in the right place, at the right time, and in the right quan-
tity, across the full range of military operations. This will be made pos-
sible through a real-time, web-based information system providing
total asset visibility as part of a common relevant operational picture,
effectively linking the operator and logistician across Services and sup-

port agencies.”
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Building a real-time, web based information system that provides total
asset visibility depends on the ability to link physical items to the Internet
using low cost RFID tags that can uniquely identify individual objects. For
an organization as large as the DOD, it is critical that a universal standard
be adopted so that interoperability exists within all branches of the military.
This ensures maximum supply and equipment availability to the soldiers
and offers the opportunity for joint procurement of common items. Interop-
erability and joint procurement reduces the cost of military operations.

As important as a universal standard for identifying materials and equip-
ment has become for the military, the scope of the DOD does not include
development of comprehensive standards for identification. Rather, the
DOD depends upon civilian groups such as non-profit organizations,
academia, and industry to develop the standards. Once fully tested, the
military then adopts these standards, making the civilian-military interface
reflect the common practices of business.

DOD Supply Chain

In many ways, the DOD supply chain is similar to those of commercial sup-
pliers because many of the products and supplies contained within the
DOD supply chain are also available commercially. However, differences in
optimization criteria lead to a number of characteristics that set the DOD
supply chain apart from the commercial supply chain. For the most part,
civilian logistics managers use cost and customer service as the main opti-
mization criteria. In contrast, officers and civilian personnel planning mili-
tary supply chains have much different objectives. Some of the most
important of these differentiating characteristics follow.”

Readiness. The primary purpose for optimizing the military supply chain is
to enhance readiness for war. Knowing the location and status of all materi-
als needed to support operations is an essential component of readiness. In
some regards, this is similar to customer service as measured in business.
However, the outcome of failure in meeting the standards needed for mili-
tary readiness is battlefront failure and the loss of lives.

Long supply lines. War is an international activity, which means that lines of
supply to support operations are long. Without automatic identification
technology that provides real-time visibility of items moving from the sup-



Defense: Improving Security and Efficiency 165

pliers to the front-line troops, it is extremely difficult to maintain accurate
knowledge of supply-chain-wide inventories. While it is true that interna-
tional companies also face long supply chains, few rival the complexity of
the U.S. military. Another differentiating factor is that military supply lines
within hostile territories must be secured against attack by the enemy.

Variety of items. Military operations require a large number of items ranging
from everyday supplies to food and clothing to specialized equipment. Dif-
ferent categories of items have different standards for inventory accuracy
and visibility.

Unstable demand. Military demand is often variable and unpredictable
because conflicts can happen anywhere in the world at any time. When a
conflict occurs, demand for supplies increases dramatically and existing
stockpiles of materiel are depleted quickly. Accurate inventories are critical
to maintaining readiness in the presence of variable demand.

Moving end-points. The end, or destination, points of the military supply
chain generally move forward with advancing troops and are either termi-
nated or transformed, creating additional difficulties for transportation and
inventory management.

Priority. The military supply chain operates on priorities set by unit com-
manders based on urgency of need.

Equipment reliability and maintenance. Military operations take place in all
types of environments and on all kinds of terrain. Under battle conditions,
it is important that all identification technologies work effectively and that
system maintenance is minimal.

Detection. In a theater of operations, the military must always be careful not
to divulge information about its position that would be advantageous to
the enemy.

As an example to highlight the overall complexity of the military supply
chain, Table 12-1 shows the wide range of materials needed to support the
U.S. Army.**
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Table 12-1 - Procurement Classes of Materials and Equipment

CLASS  DESCRIPTION
| Subsistence and commercially bottled water.

Clothing, individual equipment, tools, tool kits, tents, administrative and

I housekeeping type supplies, as well as unclassified maps.

" Petroleum, oils, and lubricants: includes bulk fuels and packaged products such as

antifreeze.

\Y Construction items, including fortification and barrier material.

\ Ammunition.

Vi Persqnal demand items (nonmilitary sales items) and gratuitous health and comfort
pack items.

Vil Majgr end items, such as launchers, tanks, mobile maintenance shops, and
vehicles.

VI Medical supplies, including repair parts for medical equipment.

IX Repair parts and components required for maintenance support of all equipment.

X Material to support nonmilitary programs, such as agricultural and economic

development.

Each class of material listed in the table receives a rating in terms of impor-
tance for a specific type of operation. When doing planning, the military
builds various combinations of the classes to support operations in peace-
time and during war. The characteristics of each class, such as cube, weight,
shelf life, and level of hazard to personnel become important criteria in
logistics planning. In many respects, the military classification system is
similar to the freight rating system used in commercial practice.”

The problems that have resulted in the past from the special characteristics
of the DOD supply chain often were exacerbated by poor inventory visibil-
ity. The use of RFID systems that are customized to accommodate the
unique aspects of the DOD supply chain can significantly reduce the recur-
rence of these problems. Some general areas where inventory visibility is
important for military operations include:

Inventory Management

Recent analyses have found that faulty inventory records often result in
miscalculated order quantities.” In addition, shipping delays create uncer-
tain transit times. Faced with poor supply chain visibility, military planners
have no choice but to over-order in an attempt to compensate for uncer-
tainty. This leads to invalid priorities, excess inventory, and bottlenecks in
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transportation. Accurate, real-time inventory management throughout the
supply chain would improve visibility and reduce over-ordering.

Repair and Maintenance

Any large-scale repair operation is complex because it is difficult to predict
demand for spare parts. In military repair operations, expensive parts are
given high priority and customer wait-time is usually very short. However,
inexpensive parts are often critical to completing a repair. These parts are
usually assigned a lower priority, which often causes them to be delayed in
shipment. In turn, this causes delays in the entire repair cycle.”” Military
planners often increase the total fleet size to compensate for lengthy repair

times.”

In addition, the long life cycle for many weapons systems used by the mili-
tary means that there are often several different versions of the same part
depending on how many engineering changes have been made through
time. The existence of several different versions of the same part number
causes confusion in maintenance operations as technicians attempt to
determine if one version of a part fails more frequently then another ver-
sion. Simply locating all the versions of a part throughout the entire mili-
tary supply chain can be a major operational bottleneck.

Readiness and Mobility

Combat forces must be ready to engage in a conflict, and they must be able
to move to the conflict location quickly. Troop readiness is determined in
part by equipment readiness, and equipment readiness hinges on proper
repair and maintenance.

Mobility is determined primarily by the quantity of materiel that must be
moved and the number of transport vehicles available to carry it. In gen-
eral, the smaller the inventory required to travel with a force, the greater its
mobility. Accurate data on inventory quantities and locations enables logis-
tics support systems to transport a greater quantity of items, because there
is less need to transport extra stock to cover for the uncertainty that results
from inaccurate inventories.
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Tracking

The lack of a single, standardized RFID system severely limits the tracking
of assets as they move through the supply chain from the supplier to the
troops. Similarly, the visibility of objects flowing back through the supply
chain is limited. The inability to track individual items negatively affects all
supply-chain-related applications, including repair and maintenance, iden-
tification of failure-prone parts, and the ability to perform predictive main-
tenance.

System Improvement

In response to recognized problems with asset visibility throughout the
military services, DOD has made significant investments in research and
development of RFID systems that will improve security, cargo visibility,
hazardous materials (HAZMAT) recognition, inventory management,
product tracking, and quality control.

Security.® Automatic Vehicle Identification (AVI) is a project to enhance
security at access-control points. The Army has hired Transcore, Inc., to test
access control at Fort Monmouth, New Jersey, using passive, ultra-high-fre-
quency (UHF), "eGo” wireless RFID tags.

Testing of eGo tags began in November 2002. Vehicles with proper security
clearances are equipped with eGo tags on their windshields. As vehicles
approach the entrance to the fort, they encounter a simple tilt-arm gate. An
RFID reader scans the eGo tag, and the gate opens. The car then proceeds to
a common access reader, where the driver is identified using established,
non-RFID procedures.

Technology used for this test includes the thin eGo windshield tag and the
eGo 2210 reader. The tag has 1,024 bits of memory, is tamper resistant, and
can withstand extreme temperatures, sunlight, humidity, and vibration.
Since this is passive tag technology, the read range is about 5 meters.
Approximate cost of the tag is $10.

Cargo visibility.*® DOD and Savi Technology are collaborating on two
projects, Smart and Secure Tradelines (SST) and Total Asset Visibility
(TAV). With SST, tags are placed on cargo containers before they are
shipped. The tags record any activity during transit, such as nonconform-
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ance to security measures, and make this information available on arrival
of the containers at a port. The tags also include detailed information on
what is inside the containers.

TAV was created by Savi Technology to track cargo containers and record
their location at any time during transit. The system is based on Savi’s Uni-
versal Data Appliance Protocol, which allows integration of devices such as
RFID and global positioning systems.

HAZMAT recognition.*! The Defense Logistics Agency has organized a test
of Advanced HAZMAT Rapid Identification, Sorting, and Tracking
(AHRIST). Currently, no system exists to alert receiving personnel automat-
ically before HAZMAT arrives. The objective of the AHRIST project is to
track HAZMAT through the supply chain, and to give notification similar
to an advanced shipping notice (ASN) transmitted using electronic data
interchange or some other computer-to-computer communication protocol.
The Micron Technologies tags used in the test have a read range of 10 feet
and 128 bits of storage.

Product tracking.** DOD is working with several companies on materiel-
tracking applications. In 1999, Symbol Technologies was awarded a 5-year,
$248 million contract for RFID technologies and services. Projects under
this contract include tracking materiel deployed throughout the world and
advanced identification of military personnel through ID cards containing
RFID chips. The tracking system uses NATO (North Atlantic Treaty Organ-
ization) stock numbers and can distinctly identify 1.8 million line items.
The computer system interface uses the IBM ES9000 Series mainframe to
run Mincom’s Management information System. The system tracks goods
received, performs spot-checks, and notes other factors such as batch
number, shelf life, expiration date, and reparable or non-reparable designa-
tion.

Quality control.®® Quality control of meals, ready to eat (MREs), is currently
being tested at the Army Soldier Systems Center at Natick, Massachusetts.
Hardware and tags developed by Savi Technologies are used to inventory
containers of MREs at supply points. Low-cost passive and semi-passive
RFID tags developed by Alien Technology are being used to identify MRE
cases and pallets. This project relies on the MIT Auto-ID Labs’ technology
to track shelf life and the environmental conditions (temperature, humidity,
and vibration) under which MREs are stored.
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Ordnance.** An important part of military operations, ordnance represents a
large inventory that must be accounted for on a periodic basis. The U.S.
Army has 5 million ammunition pallets worldwide, with about 10,000
earth-covered storage bunkers located in the U.S. Some of these bunkers
are enormous, covering 100 square miles underground. Complicating mat-
ters, the product line is a broad category with a number of different stock
keeping units (SKU’s). This inventory also includes ammunition that is
expired or no longer in working order. It is important to ensure expired
ordnance never enters the military supply chain supporting active military
operations.

To eliminate manual counting, which includes accounting for stock (prod-
uct), lot, and serial numbers, the U.S. Army has implemented a new system
to replace the existing use of bar codes. However, instead of implementing
RFID technology, the U.S. army decided to use a system that utilizes two-
dimensional (2-D) bar codes. The new system reduced the amount of time
required to count the inventory and “reconciliation costs have dropped
from about $1.5 million per depot to tens of thousands of dollars.”

The choice of 2-D bar codes as opposed to RFID technology is important in
that the electromagnetic waves emitted from tags and readers might deto-
nate some types of ordnance. Beyond the issue of safety, the U.S. Army also
cited that lack of infrastructure within bunkers to accommodate RFID tech-
nology as an important factor limiting its use in practice. Most of the bun-
kers are little more than holes in the ground with few utilities.

The 2-D bar codes can hold 100 times the information as compared to a con-
ventional bar code, allowing the stock, lot, and serial numbers to be stored
in readable format on the pallet. Though this method requires line of sight
scanning similar to bar code readers, and simultaneous reads of many dif-
ferent pallets are not possible, 2-D does take advantage of the ability to do
unique identification of individual pallets. In this way, the example of auto-
mating counting processes for ordnance demonstrates the flexibility of dif-
ferent approaches beyond RFID technology for achieving unique identifica-
tion under extreme conditions.
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How RFID and DOD Come Together

The most important element missing from current DOD testing of RFID
systems is standardization. A standard system for RFID across the entire
DOD will facilitate inventory management and related applications,
thereby creating increased readiness at a reduced cost. Several future possi-
bilities exist to utilize current open standards that are being administered
by EPCGlobal.

Tracking. Using mass serialization and the Office of NATO Standardization
database, the EPC system will allow for real-time tracking of supplies with
a single technology. A standardized inventory management system will
give visibility of the location of spare and repair parts. Maintenance and
repair then will be more efficient, and applications such as predictive main-
tenance will be possible.

Product identification. The EPC is a unique identifier that points to a data-
base holding all information about an item. The current Universal Product
Code holds only limited information about a product and its manufacturer.
With the EPC system, military planners anywhere along the supply chain
will be able to access detailed information, including suppliers of each
component of the item, transportation methods, and environmental storage
conditions for the item throughout its lifetime. With more information
about an item, military planners will be able to make better decisions.

Military-civilian interface. By using the same standard as industry, DOD will
be able to communicate with commercial vendors and have direct visibility
of inventories at civilian locations. An active military-civilian interface also
will give vendors and military planners the opportunity to collaborate on
ways to enhance readiness for war.

As an example, precise inventory levels by version will be possible with the
EPC system. Under the current system that uses bar codes, a part number is
not unique because a new number is not assigned each time an engineering
change is made. Therefore, an inventory of spare parts for equipment that
has a long life cycle often includes many different versions of a part as engi-
neering changes occur over the life of the equipment.

Civilian warehouses will be able to assist the military in stockpiling enough
supplies to sustain several simultaneous war scenarios. This could take the
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form of maintaining “warm” inventories that are reserved for military
operations, yet continue to cycle into normal shipments. This practice
would reduce losses resulting from exceeding shelf-life limits. Using inven-
tory pooling between civilian and military organizations would signifi-
cantly reduce waste and improve readiness.

Predictive maintenance. The military currently employs a preventive mainte-
nance policy for complex equipment. This means that regularly scheduled
overhauls take expensive weapon systems out of operation for long peri-
ods. This policy is not efficient. With the serialization capability of the EPC,
the history of every service part can be stored in a database. The history is a
vital piece of information in predicting failure. Rather than scheduling
overhauls on a periodic basis, maintenance could take place when a mili-
tary planner sees that a part is likely to fail. Service parts could be pre-
ordered. Instead of ordering a larger, more expensive system part, such as
an aircraft engine, component parts that are likely to fail, such as water
pumps, could be identified and stocked. Vehicles would operate at their
maximum efficiency, which would result in reduced total life-cycle costs.

Budgeting. The real-time inventory information provided by the EPC sys-
tem would improve the accuracy of budgetary decision-making. Current
budgetary decisions are sometimes based on faulty information about
inventory levels and troop readiness. The EPC system would reduce uncer-
tainty caused by counting or timing errors in the information used for
budgetary purposes.

Table 12-2 provides a summary of specific RFID possibilities.> Boxes
marked "RFID” suggest that identification tags would improve efficiency
in that area. Boxes marked “Auto-ID” indicate areas in which the net-
worked EPC system would be substantially more beneficial than a proprie-
tary RFID system. The boxes marked ”“Being tested” indicate that RFID
technology is currently being used or tested.
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Table 12-2 — Implementation Opportunities for RFID in the DOD Supply Chain

Weap.o ns/ Ammunition HAZMAT MREs Everyfiay Sh'pp'.ngportPersonnel
Machines Supplies Containers
Track AutoID  Auto ID Being testedAuto D Auto D oo Being
tested tested
Shelf Life-
Product Auto ID RFID Being testedBeing tested RFID RFID
Information
Iventory  »4o1D0  AutolD  AutolD  AuolD  AuolD AutolD
Management
Recall RFID RFID RFID RFID RFID RFID
Security RFID RFID RFID RFID RFID RFID RFID
Military-
Civilian Auto ID Auto ID Auto ID
Interface

Increasingly, success in warfare depends on accurate information on the
identity and location of parts and systems. This is true not only for battle-
field operations but also for the support functions that must get supplies to
the right place at the right time. In the future, DOD will be expected to
enhance readiness for war while minimizing procurement costs. The RFID
technology will play an important role in this enhancement by providing
open standards for both DOD and industry while creating unprecedented
total supply chain visibility.

Conclusion

Since 1994, the U.S. military has issued contracts equaling $280 million dol-
lars to implement proprietary RFID technology for tracking cargo contain-
ers as part of the DOD’s TAV network, along with tracking other military
supplies.” This is a large task in that the military must manage over 270,000
cargo containers needed to ship supplies around the world.”” An early
innovator in RFID technology, one of the first recorded applications of pro-
prietary RFID technology in the military involved the tracking of air ship-
ments to Bosnia in 1996.%

Because early pilot projects demonstrated the practical advantages of RFID
technology for military supply chains, the DOD issued a mandate in Octo-
ber 2003 that requires all of its suppliers to use passive RFID tags on cases
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and pallets by January 2005.* NATO has also announced plans to imple-
ment a pilot RFID system to manage the flow of military supplies.*’

The application of RFID technology by the military has not been without
problems. In one case where a proprietary RFID system was implemented,
the military ran out of serial numbers for tags.*! This “required the Defense
Department to update 20 major logistics management information systems

and more than 1,500 RFID workstations worldwide in the past year.” **

There have also been anecdotal accounts of high maintenance costs
required to operate a RFID system. By one account, annual maintenance

t.43

costs equal 30% of the installation cost.® Readers located in military ware-

houses are particularly susceptible to damage by forklifts.

Further, the DOD has its own numbering system for procured items called
the Unique ID (UID). Since the announcement in 2003 requiring all vendors
to tag items sold to the military, there has been confusion concerning if the
military will require the UID or the EPC to be included on tags. In April
2004, there was clarification that the military will, ”in many cases” accept
the EPC as a replacement for the UID.* There have also been discussions of
embedding the UID as part of the EPC.

As a final note, there are reports the Pentagon is planning to invest billions
of dollars in a program called Future Combat Systems, with the broad goal
of creating a 21* century military force of automated equipment for warfare
that will be controlled by a “network of satellites, sensors and supercom-
puters.” ** In such a system, RFID technologies will play an important role
in establishing the infrastructure for real-time information about the loca-
tion and quantity of supplies needed for combat.

Even as the art and science of warfare advances to an era of automated
combat where machines rather than humans engage in battles, logistics
remains as an important element needed for success. In this regard, little
has changed since the first organized armies of antiquity marched against
opposing sovereign nations. The realities of warfare in terms of logistics are
eternal to the history of humankind.
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CHAPTER 13

The Role of Data
in Enterprise Resource Planning

For nearly all supply chains, Enterprise Resource Planning (ERP) plays an
important role in coordinating the various activities and business processes
inside individual firms.! An enormously complex system, ERP depends on
data to accomplish planning and scheduling tasks of great importance to
the management of modern manufacturing. Increasingly, many service-ori-
ented firms are also adopting ERP.

A flexible approach to coordination, ERP has a history that traces to the
emergence of commercial computing systems during the early 1960s. While
manufacturing depends on more than planning, scheduling, and control,
ERP is an important element of manufacturing strategy, which has histori-
cally been comprised of three parts: >

1. Vertical integration to reduce cost and ensure raw material availability

2. Creating new products that are superior

3. Achieving dominant market share to take advantage of the economies
of scale

While this strategy has worked well for many years, the increasing impor-
tance of the customer has driven manufacturers in new directions. Globali-
zation, outsourcing, proliferation of stock keeping units (SKU’s), and
shorter life cycles ® have brought customers expanded product variety at
low cost, along with new types of supply chain complexity. For example, a
typical third party warehouse in Ohio carries goods “made in 120 locations
around the world.” *

Adding to this complexity, the scale of data capture needed for input to
ERP systems is likely to expand dramatically once the EPCglobal Network
and RFID technology are operational. A large consumer goods firm might
handle 60 billion tagged end-items per year, with each item being read an
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average of five times as it moves through a manufacturing facility or ware-
house.’ Given this additional volume of data, ERP systems will need to
evolve in new ways to handle the EPC.

This chapter examines the role of the EPCglobal Network and RFID tech-
nology in capturing input data for ERP systems. The implications of RFID
technology affect several important areas including data interfaces, bill of
material structure, accounting, and the treatment of capacity in material
requirements planning. All of these are new developments that will change
the nature of ERP in the years to come.

The Value of ERP 8

In many respects MRP, the subsequent development of manufacturing
resource planning (MRPII), and ERP, represent increasingly sophisticated
databases that over time have improved tactical and strategic business
planning. Essentially, ERP serves an “uncertainty absorption” function.® It
is impossible to know with certainty all future outcomes that might occur
for a business. However, with enough data and proper methods of analysis,
reasonable projections of future outcomes become feasible. Having data
allows for the possibility of calculating risk, where several different out-
comes are possible, and a probability calculated from the data can be
assigned to each outcome.’

The crowning achievement of ERP systems in practice is that business deci-
sion making has moved from an uncertainty basis where no comprehension
of risk exists, to a risk basis where ERP serves the important function of mit-
igating uncertainty. The result: Much more effective business decision-mak-
ing based on rational analysis of data available rather than pure conjecture.
With the established success of ERP in practice, it is realistic to begin think-
ing about what changes in information technology will further enhance
ERP, thus reducing even more uncertainty within business planning. Since
ERP is at its essence a data management tool, it is reasonable that any
advancement in the way that data is obtained, organized, and employed
will have a significant impact on the structure of ERP software.

Data and ERP Systems

Accuracy of data has been an important goal since the inception of ERP.
Early efforts focused on improving the accuracy of the bill of material
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(BOM). In the past, popular management programs such as Class A MRP 11
and cycle counting became important in helping practitioners get the most
benefit from these systems. With the perfection of the BOM approach,
emphasis has shifted to raw data accuracy as a means of further improving
the overall results of planning.

Many firms have benefited from bar codes as a means of automatic data
capture for raw materials, work in process (WIP) and finished goods. The
use of bar codes has drastically reduced the amount of labor needed to con-
duct many basic business transactions. At the same time, bar codes have
also improved data accuracy by reducing human input for data entry. Table
13-1 summarizes the progression of data entry methods associated with
ERP and its forerunners.

Table 13-1 — Data and ERP
MRP(1960s) MRPII (1980s)  ERP (1990s) ERP + RFID (2004)

Data

Manual Barcode + Manual Barcode + Manual RFID
Capture

SKU code or item serial Mass serialization a
Data Type SKU code SKU code serial number for each

number .
item or component

Granular data at serial
number level, middle
Improved plan- Speed collection of ~ Standardized collection of ware to manage serial

ning capabilites— data and improved data, some lot control = numbers, common
Pro/Con limited data avail- accuracy, limited serial number con- standards, real time —
able, accuracy Batch mode — trol, lack of middleware, initial stages of devel-
problems delays in updates  mature technology opment, technology to
read tags must be
refined

In the case of bar codes, data is gathered through close proximity optical
scanning. Updates to ERP occur in batch mode for the most part. While this
approach increases the amount and accuracy of data available for ERP cal-
culations, there are several limitations to bar code data capture systems.
The biggest drawback affecting ERP is timeliness of inputs because of the
difficulty in configuring true high-speed, fully automatic data collection
points.

In spite of the success of the bar code, the goal of tracking items through an
entire supply chain with 100% inventory accuracy remains elusive. This
type of effort represents a huge challenge to current information technol-
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ogy infrastructures that are a critical part of ERP. In the future, automated
methods of planning and control within manufacturing and service opera-
tions, and entire supply chains, will depend on accurate, real time informa-
tion and unique identification of individual objects. Because manufacturing
systems are in constant flux, data accuracy is not just a function of having
the correct value, but of having the correct value at the correct time to
reflect the proper state of the system. Accurate data that is old is of no use
in a dynamic system.

RFID technology offers the potential to increase by an order of magnitude
the amount, accuracy, and timeliness of data within businesses by blanket-
ing the supply chain with readers. With RFID, real-time streaming data, fil-
tering, processing, and response are possible.

With this in mind, it is no surprise that an independent online survey con-
ducted by APICS (the American Production and Inventory Control Society)
supports the importance of data accuracy. When polled about relevance
and main goal RFID technology, 55% of respondents indicated improved
inventory accuracy was the most important objective. The total results of
the poll are as follows:

RFID Poll (spring 2004)

What is your main goal in implementing an Auto-ID solution?

Improve inventory accuracy 55%
Trading partner requirement 13%
Increase inventory turns 10%
Reduce out-of-stock situation 9%
Enhance supplier relationship 9%
Improve fill rates 4%
Sample size 658 respondents

Thinking beyond the utilization of real-time data, RFID offers other oppor-
tunities to capture detailed data about objects within a supply chain on a
scale never before experienced in commerce. However, organizing EPCs
represents a challenge requiring significant changes to ERP systems.
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Organizing Data from the EPC

Properly capturing EPCs without the capability to use the data in a timely
manner, because of the lack of organizing software, is a serious issue given
the volume of EPC data anticipated. Having the right data means little if it
cannot be properly applied within ERP at the right time.

Though it is early in the development of RFID technology, it appears ERP
will play an important role in managing the EPC data needed for supply
chain wide visibility. The EPC, a fundamental aspect of RFID Technology,
provides the capability for unique identification of trillions of objects.
Unique identification on this scale results in useful information for track
and trace, and the authentication of objects located anywhere in a supply
chain. However, managing serial numbers for trillions of objects presents a
difficult challenge for current ERP systems to handle. As a result, there will
be a measured transition from lot control, currently available in some ERP
systems, to serial number control enabled by new software concepts such
as the Transactional Bill of Material (T-BOM).’

With the T-BOM approach, serial numbers contained in the EPC are organ-
ized to provide the history of movement for an item (pedigree informa-
tion), a schematic of the serial numbers for all components contained in the
finished item, and a mechanism to allow a query for authentication by any
party within a particular supply chain. This is accomplished through
sophisticated database technology that utilizes EPC information gathered
from the middleware interface to RFID.

The T-BOM represents a new generation of software intended to enhance
system integration as RFID technology begins to take hold in industry.
Since current ERP systems use only lot control for tracking and tracing, it is
important to add capabilities that handle EPC data so that it can be queried
and communicated as needed. Without these types of new structures to
enhance ERP, there will be much less effectiveness in using data from RFID
technology.

Besides tracking, tracing, and authentication, serial data on components
opens new possibilities to gain insight into complex operations. There are
many situations where lack of detailed information leads to ineffective sup-
ply chain management. For example, difficulties with management of ver-
sions is a common problem in the capital asset industries where service
parts for long life cycle items such as aircraft frequently undergo modifica-
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tion and redesign midway through the life of the asset.'

With most part
numbering systems, different versions of a service part cannot be identi-
fied, inventoried, traced or tracked. In situations where there are large net-
works that do maintenance of deployed assets, such as airbases in support
of combat aircraft, knowing the exact version of a service part in inventory
is essential to providing high levels of service and readiness. In addition,
the ability to track failure rates by serial number (version) is also critical to
understanding overall reliability as service parts move from manufacture,

to distribution and finally to installation and use."

There is no question that RFID has great potential to provide detailed data
about objects within a supply chain. The data capabilities of the technology
also allow other possibilities such as a change in the algorithmic structure
of ERP. The next section explores just a few of these possibilities.

Capacitated Planning and Automated Scheduling

One of the most basic processes of ERP is planning and scheduling.
Figure 13-1 provides a conceptual overview of the various planning and
scheduling functions common to all ERP systems.

Forecast of future demand

v

Aggregate plan

v

Master production schedule
Schedule of production quantities by product
and time period

v

Materials requirements planning system
Explode master schedule to obtain requirements
for components and final product

v

Detailed job shop schedule
To meet specification of production quantities
from MRP systems

Figure 13-1 — Hierarchy of Production Decisions

Adapted from Nahmias (1993) 2
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Two aspects of RFID technology have the potential to change the way that
practitioners use ERP for planning and scheduling.

First, the ability to have manufacturing plant and supply chain wide visi-
bility of objects identified with the EPC allows for large amounts of infor-
mation and executable instructions to be assigned to an object.” An
example that has been in application for several years involves attaching an
electronic tag to a component that is work in process (WIP)."* As the com-
ponent moves through different manufacturing stages, the tagged item is
scanned and instructions are downloaded from databases into computer
numeric control (CNC) milling machines that automatically cut the compo-
nent to exact specifications. When the component moves to the next stage
of manufacturing, another scan takes place and a new set of instructions are
loaded into processing machines. It is even feasible that a queue of tagged
parts for an individual work center could be scanned simultaneously to
identify important information for adjusting work center priorities. In this
manner, detailed day-to-day shop scheduling and management of instruc-
tions become automated processes.

With this level of control, there are almost unlimited opportunities to
improve information handling and automation within manufacturing
plants. The opportunity also exists to increase the level of automation
across entire supply chains so that a component manufactured at one plant
can be transferred to another with the knowledge that all relevant informa-
tion and manufacturing instructions are attached to the component and can
be processed automatically. The open standards and protocols are an
important feature of the EPCglobal Network that allow for this type of
information transfer and communication within the supply chain.

The second important aspect of Auto-ID technology that will change the
way planning and scheduling is performed within ERP involves the contin-
uous flow of data. A well designed RFID system is always “on.” With this
improved sensing capability, critical subsystems of ERP will have accessi-
bility to more data for scheduling calculations. Given real-time data, new
possibilities exist to apply advanced algorithms such as math program-
ming and heuristics in every practical aspect of planning and scheduling.

One of the most important goals of manufacturing is the management of
capacity utilization. Several ERP subsystems are crucial in achieving this
short and medium term goal. The master production schedule, the MRP
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system, and the detailed shop schedule all visualized in Figure 13-1 are the
current tools within ERP to manage capacity. For many years, all of these
systems assumed infinite capacity when doing planning and scheduling.

This assumption, though widely recognized as an important weakness,
reflected the reality that in many cases data did not exist to support
advanced finite planning and scheduling. Planners have spent untold
hours manually balancing production to meet available capacity. When the
problem could not be solved manually, due dates were not met and cus-
tomer service suffered.

Beginning in the mid 1980s, the advent of microcomputers resulted in the
introduction of master scheduling software that accomplished capacitated
planning and scheduling for end items. These software packages existed
outside of ERP systems and required significant integration to achieve
operability. During this time computer spreadsheets began to be used as a
powerful means to build models and do finite capacity scheduling for end

items.15' 16,17, 18

However, achieving capacitated planning and scheduling for a single level,
finished good, is far easier than achieving the same task for dependent
demand (MRP). In this case, the consideration of capacity constraints and
cost optimization must take place through multiple levels for the BOM.
Manufacturing multiple complex end items at a single facility adds to this
complexity.

MRP has been singled out by managers and academics alike for the lack of
consideration of capacity constraints when planning lots sizes. As one
group of authors writes, "MRP systems in their basic form assume that
there are no capacity constraints. That is, they perform ‘infinite loading’ in

that any amount of production is presumed possible...” **

For some types of industries, like heavy manufacturing, this limitation is an
annoying inconvenience. With finished items requiring high labor inputs,
the primary capacity constraint is often availability of skilled workers to do
the job. If high production levels press the capacity of available trained
labor, more workers can be hired or existing workers can be retrained. In
other situations, such as the process industries, lack of capacitated planning
and scheduling is a much more serious matter.
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The process industries are asset intensive with huge investments in long
lead-time equipment. In this case, adding additional capacity is not a short-
term managerial prerogative so it becomes imperative to get the greatest
amount of capacity utilization possible through scheduling methods that
find the optimal solution and consider dynamic capacity constraints. The
lack of capacitated MRP is such a serious issue that some leading compa-
nies have declined to use MRP for planning and scheduling.*® While the
algorithms to do aspects of capacitated MRP (CMRP) are available, the
drawback to implementation is partially dependent on lack of real-time
data needed for a meaningful solution. To deal with dynamic demand for
end items, manufacturers must account for capacity constraints at all levels
of the supply chain. This ambitious goal remains elusive for most firms.

RFID technology overcomes one barrier to the implementation of advanced
algorithms for capacitated MRP by providing a continuous stream of data
for mathematical programming models to achieve CMRP in practice.
Although there are a number of complicating factors that limit the wide-
spread use of advanced models, a major drawback appears to be schedule
stability.*! Because of a lack of continuous data, replanning often occurs less
frequently than needed. In addition, small changes inventory and pro-
duction values caused by inaccurate counts or poor execution to plan (for
both production and the sales forecast) also contribute to the schedule sta-
bility problem. The combination of these two factors can create large
changes in out-front schedules and a great amount of instability within
CMRP. Having a continuous stream of data allows quick adjustment to var-
iances and frequent updates. If the proper buffers exist, a stable schedule
results with only minor changes occurring over the time horizon with each
new planning run.

There are several documented examples of the application of CMRP in
industry. * Most notable are early applications achieved in the semicon-
ductor industry.** The approach uses large-scale linear programming (LP)
to accomplish CMRP with the goal of improving on-time delivery. The
authors note that before implementing the LP approach, sector-wide plan-
ning took place only once per month because of the poor quality and avail-
ability of data on demand, work in process and inventory. Essentially,
planners always had incomplete information. A large part of the project
included design of databases to feed the LP planning model and the devel-
opment of standard ways to represent data. In the end, the authors state
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that data accuracy, availability, and timeliness were significant factors in
the overall success of their efforts to implement CMRP as a management
tool.

These are just a few examples of how RFID technology will change the
nature of ERP systems in practice.

Reliable data capture along with software to manage EPC data in a timely

manner are critical elements for success in creating the granular informa-

tion needed for the supply chains of the future. In time, the EPCglobal Net-

work and RFID will create an “Internet of things” that will have a

significant impact on business. Harnessed with ERP systems, early projec-

tions call for RFID to deliver significant operational improvements, includ-
ing:

— Increased revenues of up to 1 percent from improved quality and cus-
tomer service.

— Decreased Cost Of Goods Sold (COGS) of 1 to 5 percent from improved
overall equipment effectiveness.

— Reduced working capital of 2 to 8 percent from reducing raw materials,
work-in-process and finished goods inventories with shorter cycle times
and better visibility.

— Reduced fixed assets of 1 to 5 percent from better maintenance and utili-
zation of plant equipment.

To capitalize on this productivity trend, leading software companies such
as SAP have already developed software modules to utilize data from RFID
systems.”® With time, this new source of data will become an integral part
of ERP systems and decision-making in business.



CHAPTER 14

Building a Business Case
for the EPCglobal Network

With the current state of the EPCglobal Network and RFID technology, it is
feasible to do large scale tagging of objects within supply chains. This
opens new possibilities for gaining real-time information, which line man-
agers and executive’s value as an important part of running a business.' By
enabling real-time information, RFID technology has the potential to
improve monitoring and coordination internal and external to the firm.

Given these capabilities, companies desire to identify areas where RFID
technology can provide bottom line results in terms of reduced costs, better
customer service, and improved profits. Building a business case for RFID,
given current prices for tags, readers, and IT infrastructure, is a top priority
that will determine the rate of future adoption.

However, as a practical matter the calculation of costs and returns on
investment (ROI) becomes difficult because many elements of RFID tech-
nology fall into the category of corporate overhead. Application of tags to
individual objects represents the only true variable cost. Yet even tag costs
can change a great amount depending on the quantity purchased and the
overall quality of the tags. Since the cost of tags should decrease within the
next several years, the primary cost of RFID will result from changes to
information technology (IT) infrastructure.

For most firms IT infrastructure is overhead that supports many different
functions. Often it is hard to assign a proper allocation of overhead that is a
fair representation of the amortized asset value for specific business proc-
esses. Further, it is also difficult to identify both quantitative and qualita-
tive benefits that arise from RFID technology. With a bias toward high
returns and quick paybacks on investments, there is a need to develop
methods for fairly calculating the financial and qualitative impact of RFID
technology in practice.
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The overall costs of implementing RFID are substantial even by the stand-
ards of large corporations. Early projections are raising concern about the
short and long-term ROI for the technology. One study shows that each of
Wal-Mart’s top 100 suppliers would have to spend between $13 and $23
million on RFID for the technology to be fully effective.? Another study
conducted about the same time shows that of 24 companies independently
surveyed, only one indicated it anticipates getting an acceptable return on
investment in less than two years.” With these projections, it becomes
extremely important for companies to analyze the ROI of RFID using
proven tools established by industry leaders.

This chapter provides a case study and a method to evaluate the costs and
benefits of RFID technology based on analysis conducted by the Dell strate-
gic supply chain group.* The results of the study include an initial means to
evaluate RFID technology that is applicable to other firms in other indus-
tries.

Before exploring ways to evaluate economic contributions, it is important
to understand why the role of infrastructure is critical to the success of
building an Internet of things. Infrastructure issues trace to the fundamen-
tal difference between EPCglobal Network and the traditional application
of RFID.

RFID Infrastructure

As noted in Chapter 2, the majority of RFID applications have been propri-
etary. From an investment standpoint, RFID can offer acceptable financial
returns for limited scope projects. In this situation, all investments associ-
ated with RFID can be easily identified.

An example is the application of active tags to railroad cars. This has been
in place for more than ten years.” The cost of the tags and infrastructure to
support these types of closed loop RFID applications are identifiable in that
all computing systems are stand-alone. This makes the job of financial eval-
uation straightforward.

In contrast, interoperability between tags and readers characteristic of RFID
technology is essential for wide-scale application within supply chains, but
also complicates financial justification because the system IT infrastructure
becomes a significant element of corporate overhead. This overhead might
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not contribute directly to the benefit of companies, but rather the customers
served by companies. The rollout of RFID technology by Wal-Mart is an
example where few manufacturers are receiving any initial benefit.® Since
RFID is a supply chain wide technology, companies should expect that
“much of the value of RFID will not be generated within the four walls of
the warehouse or store, but instead, will depend on close cooperation

between supply chain partners.””’

This raises some interesting questions concerning the long-term trend of
supply chain integration. Historically, integration has taken the form of
tightly coupled relationships with suppliers characterized by greater infor-
mation sharing, improved coordination, and joint performance measures. ®
This has led to the predominance of dyadic relationships that “rarely span

across more than two adjacent partners in a supply chain.” *

Though these tightly coupled relationships have produced results in terms
of better coordination and reduced inventory, ° there remain opportunities
for multi-tier coordination to reduce the “redundancies in the supply chain
that would otherwise not have been considered.” ' In this view, manufac-
turers, distributors, raw material suppliers, and retail outlets all work
together to achieve supply chain efficiencies specifically in the areas of
reduced inventory and improved customer service. Through supply chain
coordination, it might be possible to reduce the impact of the bullwhip
effect that often causes devastating swings in demand and inventory levels
especially for suppliers located deep in the supply chain."

Some have even gone as far as to predict that in the future companies will
not compete directly, but rather, entire supply chains will compete against
each other. The theory behind this prediction is that tightly formed supply
chains closely resembling a vertically integrated company will generate
much greater efficiencies and lower costs as compared to traditional busi-
ness organization where independence is the norm.

While this is an interesting concept, the reality of the supply chain versus
supply chain competition is not straightforward. It should not be assumed
that this is a universal model of future organization."” Suppliers seldom
conduct all of their business with a single customer or belong to a single
supply chain guided by a channel captain.
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However, beyond the questions of supply chain to supply chain industrial
organization, RFID does provide the theoretical capability to gain detailed
information, at the unique identification level, about mult-tiered supply
chains. The most beneficial information obtained through RFID technology
would be real-time inventory for finished goods, work in process, and raw
materials at specific locations. Assuming that RFID can provide this infor-
mation, there are several mathematical models that could be applied to
optimize an entire supply chain spanning many individual firms.

Though this has value to companies, there remains the question of who will
pay for a supply chain wide infrastructure that will provide detailed inven-
tory information. Those that benefit from improved information flows
might not be the same companies that must make the investments in the
infrastructure needed to produce the information. This complex issue
results from the new forms of supply chain visibility at the individual end-
item level that RFID technology can create.

As a starting point in the analysis of RFID RO], either inside a company or
within an entire supply chain, there are only two ways a new technology
can create benefits; reduction of cost or increasing sales.* According to a
recent study, RFID has the potential “to reduce costs in five ways and
increase sales in two.” *° Costs can be lowered through:

¢ Labor savings

¢ Reduction of theft

¢ Reduction of disputes with trading partners
* Reduction of excess inventory

¢ Reduction of spoilage/obsolescence

Sales can be increased through:
* Reduction of out-of-stocks
* Greater responsiveness to the customer

These categories of benefit creation could be individually applied any-
where within a supply chain, although there are few if any means of decid-
ing how to divide global benefits among supply chain partners in
proportion to infrastructure investment. The eventual wide-scale deploy-
ment of RFID will likely depend on working out the details of how to share
benefits and investments in a multi-tiered situation.
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Though there are few concrete examples to demonstrate financial evalua-
tion techniques for RFID, some leading companies have undertaken early
attempts to establish robust methods for financial analysis. In the absence
of a universally accepted conceptual model to calculate RFID RO, the case
study approach provides the best short term means to gain insight about
this difficult problem.

The next section provides a brief background summary of Dell Corporation
that will set the stage for a case study discussion involving the calculation
of the ROI for RFID based on specific business processes within the com-

pany.

The Dell Case

Starting with $1,000 in capitalization, 16 Dell Corporation has built a com-
puter business that has achieved $50 billion in revenue within 21 years and
has a present market capitalization of $100 billion."” This growth has
occurred without acquisitions or mergers. An important aspect of this suc-
cess has been something called the direct business model, originally put
into practice by Dell starting in 1984.

By bypassing the dealer channel, Dell managed to sell directly to the cus-
tomer and build computers to order. This eliminated the re-sellers” markup
along with the costs and risks of carrying large inventories of finished
goods. The direct business model has given Dell a substantial cost advan-
tage and the ability to obtain valuable direct information from customers.'®

In essence, the underlying key to the direct business model is Dell’s insight
on how to integrate different approaches such as customer focus, supplier
partnerships, mass customization, and just-in-time manufacturing, into a
unified whole. This insight enables ”coordination across company bounda-
ries to achieve new levels of efficiency and productivity, as well as extraor-

dinary returns to investors.” 19

However, other attributes of the company beyond the direct business
model also contribute to its success. The company has a cultural tradition
that emphasizes day-to-day execution and consistency along with a strong
bias toward action and decision-making based on data. There also exists a
tradition of innovation in the details of daily operations. This emphasis has
proven effective for Dell in terms of cost control and cash flow. In the words
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of the CEO Kevin Rollins, “we challenge our people to substitute ingenuity

for investment.” ?°

With this culture, new technologies such as RFID must pass a rigorous test
to win acceptance within the company. “We're very risk averse,” states Rol-
lins.?! He adds, “Occasionally our managers develop emotional connec-
tions to businesses that they really want to drive. But we make them prove
the opportunity to us, and if we're not convinced, we don’t move forward.
We avoid areas where it's not clear we can be successful.” ?*> In this case,
“proof” means a plausible financial analysis based on hard savings. Dell
makes few decisions based on qualitative assessments or gut feel.

The RFID Scorecard

The Dell supply chain is unique in that it supports an assemble-to-order
inventory strategy that entails high though-put volume and short lead
times. Previously, most assemble to order inventory strategies involved low
volume and long lead times. Typical examples included the automotive
industry.”

Figure 14-1 shows a diagram of the Dell supply chain from beginning to
end. Suppliers stock parts in logistics centers located close to Dell assembly
plants. The plants assemble computers as needed to fulfill orders placed
directly from customers. After assembly, the computers are shipped to the
Dell Merge Center where other components, such as monitors or peripher-
als, are combined to form a complete order. This represents a merge in tran-
sit capability that is considered among the most advanced in American
manufacturing.” Once all of the components are merged, the final product
is shipped to customers.

Manufacturing

> < P o H - ].)

shio

Merge Center

Recewing

Supplier
Supplier Logistics
Centor

Customer

Recewving Doors

h 4

Manufacturer takes
ownership of parls

Figure 14-1 — Dell’s Supply Chain — Overview



Building a Business Case for the EPCglobal Network 193

Taking insight from various efforts to evaluate corporate balance sheets and
supply chain costs,” Dell has designed a scorecard approach for the financial
analysis of RFID applications within its supply chain (See Figure 14-2).
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Figure 14-2 — Radio Frequency Identification Scorecard

Advantage (A) — The application of RFID is an advantage over an existing business process
Disadvantage (D) — The Application of RFID will not improve an existing business process

The scorecard is a simple set of critical questions designed to assess if a par-
ticular RFID application is worth pursuing. In the case of Dell, each ques-
tion is weighted to reflect the importance and strategic direction that
management wants to promote. After completion of the scorecard for each
business process, all of the scorecards are gathered together and evaluated
relative to each other. This provides a simple yet effective method to screen
business processes for the best candidates. Once a subset of high potential
candidates are identified, detailed financial analysis is conducted. Using
this approach, Dell is able to screen a number of businesses quickly, focus-
ing only on the best candidates for detailed analysis of hard savings.

Figure 14-2 shows an example for a high potential RFID application (Busi-
ness Process A) at Dell. This simple analysis identifies the current state of a
business process and the potential benefit if RFID were employed. The
intent is to identify situations subject to high rates of error and that are
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labor intensive in terms of tracking and tracing. Applying RFID in these sit-
uations will give Dell a higher payback.

The example detailed in Figure 14-2 shows a situation where it makes sense
to proceed with detailed analysis of RFID. An advantage score of 10 and
disadvantage score of 4 indicates application potential. Dell has applied the
scorecard to the following business processes: tracking totes and trays
within plant operations (assembly); tracking notebook computers from
manufacture in Asia to delivery in the US; and tracking the inbound deliv-
ery of microprocessors to domestic manufacturing plants; other business
processes.

In most of these cases, the score is 8 advantage, 5 disadvantage. All busi-
ness processes are evaluated and ranked using the scorecard. Those proc-
esses that rank highest are selected for further analysis. There is no specific
cut-off for processes selected for further analysis and processes considered
inappropriate for RFID. In this way, the scorecard is a relative means of
evaluation.

In addition, Dell uses the scorecard to identify areas where existing data-
capture technologies such as barcodes are not working to peak perform-
ance. Since bar codes represent a means of ubiquitous identification, it is
likely that RFID technology, which overcomes some of the limitations of
bar codes, might prove a better alternative.

One common theme from all early RFID implementation efforts is that
achieving an acceptable return is difficult when application occurs on a lim-
ited scale. Being a networked based technology, there is no question that
the full benefit of RFID will not be achieved until all firms within a supply
chain implement the technology. In this regard, implementation resembles
that of a ground based telephone system. A partial network of telephone
lines does improve communication; however, it is only through coast-to-
coast wiring of every home that the full potential of a telephone network
can be realized.

The emphasis at Dell has been to identify opportunities where acceptable
returns can be achieved through limited application of RFID technology.
This assumes that much larger benefits will probably happen through full
implementation; however, a limited project offers the opportunity to
become familiar with RFID technology while still achieving positive finan-
cial results in practice. Smaller projects also mean less risk. In many ways,
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this approach resembles experimentation needed for all innovations, with
each experiment being chosen based on the likelihood of financial success.

Dell examines RFID justification as it does for all new types of technology.
Hard savings take precedence in making investments with particular
emphasis on savings in reduced labor, fewer errors, and inventory carrying
cost. Though RFID technology has great potential to make significant con-
tributions in all three of these areas, partial implementation increases the
difficulty in justifying leading edge applications that in the long-run will
return the greatest amount of value to Dell.

A Conservative Approach

To reduce the cost of the initial implementation, Dell has taken the
approach of looking for a promising subset of the supply chain for early
applications within their own operations. By narrowing the scope of appli-
cation, less hardware such as readers for tags is needed and there are fewer
coordination problems.

In addition, it is not possible to wire an entire distribution center or factory
as a starting point for RFID. Rather, Dell looks for a defined location within
a facility and specific individual product flows. This enables the test to be
completed with the minimum of tags and readers, thus reducing the initial
hardware investment. Using this approach also diminishes the impact to
ongoing operations. However, care must be taken that this does not over-
simplify the issues relating to RFID applications between trading partners.

As a final comment, all of the scenarios examined by Dell involve tagging
at the case and pallet levels. To date, there has been no analysis of tagging
finished goods shipped to customers such as home or corporate users. For
the realistic future, Dell will focus on RFID applications that deal with sup-
ply chain issues that include suppliers and internal plant operations rather
than customer applications that might involve computers or printers.

Building the Business Case

Once the scorecards for each process identify the best candidates for RFID
technology, the next step is to do the financial analysis of the benefits and
costs. At Dell, all benefits must come from hard savings including reduced
labor, fewer errors, and lower inventory carrying cost.
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There are many important questions to ask at this stage. How many readers
are needed? What are the incremental computing requirements? How are
tags applied? What software will manage the data provided through RFID?

Dell has concluded that although industries have focused on the price of
tags as the biggest hurdle, the largest cost is in systems integration. Figure
14-3 shows a mock payback calculation for a particular business process. In
this business case, the payback was about one year.

Benefits

Reduce Labor 80

Reduce Errors 75

Reduce Inventory 0

Total Yearly Benefit $155 |

One-Time Costs

Hardware

Readers 5

Application Servers 8

Data Storage

Software

Operating System 2

RFID and Database Software 18

Subtotal for Hardware and Software $37

Installation and Integration Services $50

Total One-Time Costs $87 |

Recurring Costs

Support and Maintenance (15% of Hardware and Software costs) $5

Number of Cases and Pallets Per Year 100

Cost Per Tag $0.25

Annual Tag Costs $25

Total Yearly Recurring Cost $30 |

Payback Calculation

Yearly Return @ Stabilization (Annual Benefits Less Recurring Costs) $125

Installation, Integration, and Stabilization Time (Years) 0.3 years

Years to Recoup One-Time Cost (One-Time Costs/Yearly Return) 0.7 vyears

Payback 1.0 | years
Recap

Yearly Return 155 — 30 = 125
Years to Recoup One-Time Cost 87/125 = 0.7 years

Figure 14-3 — Sample RFID Business Case
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Making the Decision

After completing the scorecards and business case analysis, Dell has a
structured approach for going forward that involves three options.

Go

The scorecard shows an advantage and the business case has an acceptable
payback period or ROI based on capital hurdle rates. In this instance, the
project is implemented immediately.

Stop

The scorecard shows no advantage over existing processes in the applica-
tion of RFID technology. The project is stopped.

Hold

In the situation where the scorecard shows an advantage but the business
case does not quite show returns that meet corporate objectives, the project
is put on hold pending further developments. As costs change, it might
become feasible to go forward with the project. For example, the mandates
for RFID technology from Wal-Mart, the Department of Defense and the
Food and Drug Administration will drive greater production of tags, read-
ers, software, and systems integration. The increased volume of activity
will result in economies of scale and more intense competition among ven-
dors. In addition, technology performance will improve over time.

For most situations at Dell, RFID technology currently falls into the cate-
gory of hold. This is the case because the calculations for justification
depend entirely on hard savings. Since Dell has already invested billions of
dollars to develop business processes that are state of the art, especially in
the area of minimizing inventory, it is often hard to find overwhelming sav-
ings from RFID that justifies immediate implementation. However, this
could all change in a relatively short period as the costs of RFID technology
decrease.

The greater value of RFID technology may be in the realm of customer
service. It is very difficult to measure these benefits directly, however every
business knows that when done right customer service is a factor in long-
term sales growth. Being able to track and trace parts by serial number, cal-
culate the reliability of critical components such as hard drives, and deliver
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service by treating each computer sale as a unique event offers great benefit
to customers. This type of capability also offers differentiation from com-
petitors who have not yet developed methods to treat each customer as a
unique entity.

Conclusion

As a broad statement, there is concern in industry that RFID mandates by
Wal-Mart, the Food and Drug Administration, and the Department of
Defense are the only driving forces for industry to adopt RFID technol-
ogy.” Many believe that an overriding business case does not exist for the
immediate implementation of RFID in a wide range of industries because
of general uncertainty in terms of ROI and functionality, and because there
are so many alternative IT and operational investments that compete with
RFID.” However, as costs decrease and tag read rates improve, this situa-
tion could turnaround very quickly.

Of particular importance to the ROI and initial investment in infrastructure
for tags and readers is the strategy for implementation.” Retailers desire to
deploy tags and readers geographically targeting select distribution cent-
ers. This regional approach helps to control the cost of deployment in terms
of infrastructure. However, it also means that all products handled in a par-
ticular distribution center must be tagged to obtain the benefits of RFID.
This includes slower turning items where the advantage of RFID is mar-
ginal.

On the other hand, manufacturers want to deploy on a select product cate-
gory basis with national distribution. In this case, manufacturers see
advantages in improving in-store stock rates on fast moving items and
reduced theft and counterfeit for high value items.

These opposing views of deployment held individually by retailers and
manufacturers will need to be reconciled before substantial progress can
occur in situations where RFID is mandated.



CHAPTER 15

Enhancing Revenue Using the EPC°

Most of the proposed applications for the EPCglobal Network and RFID
technology have focused on innovative ways to reduce cost within the sup-
ply chain through tagging cases and pallets. While this cost orientation
should create significant savings given continued improvements in tag
costs and read rates, there is also the possibility of creating value in other
ways. Within the consumer goods industry, the data generated by the EPC
could be an effective tool to enhance revenue. Achieving top line growth is
the goal of every firm and an area of great interest to senior management.
Driving revenue growth might prove to be the ultimate value of the EPC.

There are three basic ways to grow revenue.' First, a company can stimulate
sales of existing products through improved pricing, promotion, and
advertising. Second, a firm can increase overall sales though introduction
of new products. Finally, growth can occur though acquisition of busi-
nesses lines or entire companies.

Given the competitive nature of many markets, growth through selling
more of existing products is becoming increasingly difficult and often
causes a drain on profits because of rising advertising and promotion costs.
As an alternative, growth through acquisition presents significant risks.
Most corporate mergers do not achieve pre-merger growth targets.”
Because of these business realities, many firms are looking to increase reve-
nue through the introduction of new products. This is especially the case in
the consumer goods industry, although new product introductions also
bear great risk.

Many managers and business consultants feel that increasing the efficiency
of advertising and promotion for existing products, along with improving
the process for introducing new products into markets, is the most consis-

* The authors wish to thank Professor John R. Williams and Ching-Huei Tsou, both of MIT
Auto-ID Labs, for technical guidance concerning this chapter.
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tent overall strategy for achieving long-term revenue growth. Historically,
the bar code has played a role in supporting revenue growth by providing
product data on the volume sold through retailers for both durable and
non-durable consumer goods.’ This data has been instrumental in creating
an entire family of market mix models that measure customer response to
promotion and advertising, allowing retail managers and manufacturers to
make better trade-offs in practice.* However, even with the large amounts
of data generated from barcodes the science of marketing remains a “fact-

based art.”®

The EPC has the potential to go a step further by helping companies not
only to understand what stores are selling, but also what individual cus-
tomers are buying.® With the capability of unique identification for an item,
the possibility exists of tracking customer sales at a level of detail not
currently possible. This could lead to important insights concerning the
demographic, economic, and geographic forces influencing purchasing
decisions. At least one marketing services company has already managed
to take the first steps in building customer profiles using transactional data
gathered from barcodes.” The EPC will enhance this process by providing
unique identification of individual customers.

Though it will be several years before tagging of all items in retail stores
becomes economically feasible, situations currently exist where tagging
single, high value items might make sense. The top candidates are durable
consumer items such as appliances and electronics. These consumer items
share a common characteristic in that the logistical shipping unit, a case,
contains a single end-item. In these situations, tagging individual cases and
the use of the EPC becomes a favorable option given the additional supply
chain and marketing information that could result.

There are also opportunities to use the EPC on loyalty cards, a means of
customer sales tracking used by many retailers such as CVS/pharmacy.®
This type of application provides opportunities to do interactive marketing
within a store, expanding the ways to send advertising and promotional
messages to targeted individual customers.

In all of these cases, the use of the EPC to obtain detailed information on
individual customer purchasing behavior presents significant issues of pri-
vacy and data security that retailers and manufacturers must address
before widespread application can take place. Though privacy is an unan-
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swered issue, the value of unique identification poses many yet to be real-
ized advantages for customers, retailers, and manufacturers.

It is seldom the case that technological innovations like the EPCglobal Net-
work and RFID technology take place within a vacuum. Even as manufac-
turers and retailers analyze its implications, there are other structural
changes taking place in the consumer goods industry that could have an
impact on the eventual use of the EPC. This is especially true in the area of
advertising and interactive marketing.

The traditional notion of mass marketing and the concept of the economies
of scale for advertising are changing rapidly. With new possibilities for
reaching individual consumers through the Internet and other communica-
tion networks, advertisers no longer “treat consumers as homogeneous
masses.” ’ In this environment unique identification, whether through the
EPC, a personal computer, or a cell phone, takes on new meaning and value
to business. The next section discusses several emerging applications
poised to change the way advertisers reach customers, and the way indus-
try and the public view technologies such as the EPC.

New Developments in Advertising

In practice, only about half of all advertising is successful."’ With the
advent of commercial skipping devices like TiVo, along with the fragmenta-
tion of viewers caused by cable television, video games, and the Internet,
the traditional business practice of mass communication through television
and radio commercials is coming under increasing pressure." Though this
approach has worked well since the beginning of radio in the 1920s and
television in the 1950s, the impact on today’s audience appears to be dimin-
ishing. Companies well known for popular network television commercials
such as the GAP, inc. and Anheuser-Busch are shifting advertising dollars
to direct mail catalogs, cable TV, and the Internet.'> ' The primary reason
given for these shifts in advertising budgets is recognition of the changing
nature of viewership associated with network television.

As the growth rate of network television advertising declines, Internet-
based advertising continues to grow rapidly. For example, the home pages
of Yahoo, America On Line (AOL), and Microsoft’s MSN are sold out for
display ads “months in advance.” '* In some cases, online advertisers are
seeing double digit increases in ad prices.
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Even though online advertising totaled only 3.7% of the total ad dollars in
the US during 2004, ° ad response rates are comparatively high at about 3%
for popular web sites such as AOL.'® Some believe this high response rate is
a result of the community aspects of a web site like AOL, where news,
entertainment, and the opportunity to interact with other online users keep
visitors returning and spending money.”” As businesses such as AOL,
Yahoo, and MSN refine the techniques of building a community, online ads
should increase in importance.

With more Internet users responding to online ads, it becomes possible to
measure a particular advertisement’s effectiveness using such methods as
econometrics to estimate how various factors affect sales.”® Through vari-
ous means, the Internet can provide a wealth of data needed for economet-
ric models. As the online advertisement business matures, some companies
such as Yahoo are hiring firms to track the effectiveness of search related
ads. Concerning this trend, one author comments that ”the effectiveness of
search-related ads is seen as easy to measure — advertisers only pay for the
ads' placement when people click on them, and can track when clicks trans-
late into purchases.” ' This represents a major improvement in targeting a
marketing message.

Marketing Innovations

Along with the new developments in online advertising, a number of inno-
vative marketing ideas are emerging as retailers and manufacturers explore
new ways to use technology. Three interesting ideas involve using wireless
communication as a means to reward customers who visit a restaurant,
employing an EPC loyalty card for interactive marketing within a store,
and the use of cell phones as a promotional tool and to measure advertising
effectiveness.

Walt Disney Corporation has filed a patent application for a system that
would provide a portable media player to those who visit particular restau-

rants and purchase a meal.’

The media player is capable of holding a Dis-
ney movie, music, games, or photographs and is WiFi enabled. According
to the pending patent, users would receive an electronic code “that author-
izes a partial download of a movie, video or other media file, which can be
downloaded while in the restaurant.” *! With each subsequent visit to the

restaurant, patrons would earn points and could download additional files.
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This produces a powerful incentive to return to the restaurant and pur-
chase more meals.

In another example, retailers and technology companies are experimenting
with different methods of in-store interactive marketing. For some time,
researchers have known that a significant relationship exists between a
store’s marketing environment and customer purchasing behavior.”> Reach-
ing the customer with a promotional message at the instant of purchase is a
powerful method of increasing sales and brand loyalty. The only barrier
holding retailers and manufacturers from doing more interactive market-
ing is the expense and lack of technology at the store level.

However, with the imminent changes in the mass communication industry
as advertisers attempt to reach an increasingly fragmented audience, retail-
ers and manufacturers view in-store interactive advertising as the wave of
the future. Even established consumer goods manufacturers like Proctor &
Gamble, the company that popularized mass market advertising almost
one century ago, are shifting to a strategy of pitching brands directly to cus-
tomers as they shop in stores.”

To build on this trend, one company has created an entire business based
on in-store, interactive digital signage that responds in different ways to
customer traffic along with methods to evaluate the effectiveness of the
posted message.** The fundamental technology employs video camera sur-
veillance. Most of these in-store applications are outside of the United
States. Anecdotal accounts put product sales gains at about 10% through
the use of digital, interactive signage.”

In another situation, IBM has proposed technology that uses an EPC
embedded in clothing displayed for sale. As a potential customer selects an
article of clothing from a rack or shelf, a reader scans the tag and a digital
display located close-by shows information about potential accessories or
other types of clothing that match.?® This type of technology reduces search
time inside stores, satisfies the customer and increases the probability of a
sale. In a similar way, loyalty cards might contain an EPC, allowing cus-
tomized messages to be displayed as customers walk through a store.

Interactive marketing and monitoring provides other benefits indirectly
linked to increasing sales. One company has developed a means of using
RFID technology to monitor the timing of point-of-sale (POS) displays sent
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by manufacturers to retailers for set-up in stores. Goliath, Inc. reports that
about 50% of the time, stores “do not deploy the displays in a timely and
consistent manner.” ¥ The company provides an in-store monitoring serv-
ice for consumer goods companies to audit the timeliness of POS displays.
By combining this information with check-out scanner data gathered from
barcodes, a true picture of the impact of POS displays on sales emerges. In
this case, data from RFID supplements existing data obtained from bar
codes.

A final example involves an interesting situation in Japan where cell
phones are used in an elaborate system of interactive advertising. As part
of a promotional campaign, Northwest Airlines has constructed billboard
advertisements in Tokyo that also contain two-dimensional bar codes. A
passerby can scan the bar code posted on the billboard with a cell phone
specially equipped to decode the information contained in the bar code.
Once decoded, the message automatically directs the cell phones” web
browser “to coupons, games, or further details on a product” located on the
Internet.”® There are 30 million cell phones in Japan equipped with QR tech-
nology, the means needed for scanning and decoding of large bar codes
located on billboards. The technology-oriented Japanese find QR scanning
a curious pastime. Advertisers find QR technology a valuable source of
information about traffic patterns in cities and the advertising effectiveness
of billboards.

In all of these cases, unique identification plays an important role in ena-
bling the interaction between consumers, retailers, advertising and market-
ing research companies, and manufacturers. As business moves into an age
of mass customization for consumer products, markets will continue to
fragment. Given this ongoing trend, the EPC should take on greater impor-
tance as a basic element in dealing with the complexity of future markets
where product life cycles are shorter and new product introductions are
frequent.

Beyond enhancements to advertising and promotion, the next section
explores ways the EPC might improve the logistics of new product intro-
ductions. This builds on another important trend in business, the integra-
tion of marketing science, engineering technology, and supply chain
management.
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New Product Launches

The launch of a new product is a challenging task that every consumer
goods firm must face. With individual stores now carrying up to 100,000
different items,” the ongoing reality of marketing is that the average cus-
tomer encounters over 1 million different stock keeping units (SKUs) across
all channels of distribution. Yet the typical family gets 85% of their needs
from only 150 SKUs.*

Complicating matters, each year there are over 10,000 new product intro-
ductions in the non-durable consumer goods segment alone.*" About 80%
of these new introductions are food products. Of the non-food items intro-
duced each year, about 80% are health and beauty aids.

Few reliable estimates exist concerning the number of new durable con-
sumer goods introduced each year. Counting all of the line extensions
within individual brands, and the wide range of durable consumer prod-
ucts ranging from personal computers to lawn equipment, the number
must be staggering.

Given these conditions, manufacturers and retailers need to focus on inno-
vative ways to advertise and track new products and to target potential
customers. Future success will depend on using technologies that create
opportunities for detailed analysis, and the ability to optimize advertise-
ment expenditures during critical new product rollouts. With slotting
allowances charged by retailers accounting for 16% of product introduction
costs, it becomes critical that sales take-off for each retail outlet to realize a

positive return on this investment.”

One of the most important factors influencing new product rollouts
involves the geographic forces that affect adoption by individual custom-
ers. Commonly called spatial diffusion, this area studies the rate and pat-
tern of adoption for a geographical area based on the frequency and type of
advertising, demographics, and distance to retail outlets, along with other
elements of the market mix such as pricing, promotion, and tactical product
positioning versus competitors. Besides the general goal of describing and
understanding customer behavior, the study of spatial diffusion also seeks
to build mathematical models of the adoption process through time. This
model building approach has practical value for retailers and manufactur-
ers in providing general guidelines about how consumers adopt new prod-
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ucts. Future trends in information technology, discussed in the final chapter
of this book, will allow these models to exist in a network with the prospect
of rapid linkage to data for real-time analysis.*

Marketing managers and academic researchers realize the importance of
studying spatial diffusion. A research article on the subject notes, “Manag-
ers who understand the geography of the processes by which consumers
change their behaviors can be much more successful in launching new initi-

atives and can make much better use of their resources while doing so.” **

For all types of consumer goods companies, the initial spatial pattern of
adoption is an early indicator of longer-term success or failure. This
becomes critical information for the process of establishing a new national
brand. Achieving rapid market penetration in select areas of the US is vital
in gaining profitability and forestalling competitor response, especially
since national rollouts are costly, characterized by historical risk of failure,
and seldom done in practice.”

While the development of marketing research in the US economy has been
a fundamental reason for the growth and sophistication of the consumer
goods industry, the introduction of new products into select markets con-
tinues to represent an area of great inefficiency in terms of supply chain
and advertisement costs. For example, in examining the entire new product
introduction process from initial conceptualization to successful launch,
only 1 in 58 are successful in the food industry.*

Assuming a new product is properly developed and is reasonably matched

to customer needs, ¥ 38

a significant reason for failure lies in the amount,
quality, level of aggregation, and timeliness of data available to managers
concerning the rate of geographic customer adoption. With a lack of data,
marketing managers have no chance to take a rational and analytic
approach to decision-making about advertising and supply chain factors
such as level of customer service that influence the degree of success for a

new product.

In a typical product launch, the only sources of near real-time data are
point estimates of aggregate demand from retailers obtained from scan
data, consumer feedback from various types of interviews, namely focus
groups, and household market research sampling by companies such as IRI
and Neilsen. Often data from these sources give conflicting views of new
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product success.”” In addition, none of these sources include the detailed
geographical data needed for observation and modeling of spatial diffu-
sion. Sometimes important geographical links do exist in the data although
these links must be culled from daily purchase transactions. Technologies
such as the EPCglobal Network and RFID offer the future prospect of
obtaining real-time geographical data on spatial diffusion within a market,
serving as an important data input to decision-making.

Further, there currently is a lack of efficient ways to visualize and organize
the data needed to make spatial diffusion a management tool suitable for
daily decision-making. There are no open computing systems capable of
matching mathematical models describing spatial diffusion to geographic
location data obtained from such sources as loyalty cards, and other future
means that might include virtual private networks.* While history-based
methods such as share and distribution analysis are valuable market
research tools, spatial diffusion through its focus on the dynamics of cus-
tomer behavior and real-time analysis of data offers much more potential to
gain insight into the success or failure of a new product. This is especially
the case for high tech products such as consumer electronics.

Recent advances in three-dimensional geographic visualization of urban
areas and improved ability to manage different types of digital maps
through browsers open a range of possibilities for the widespread applica-
tion of spatial diffusion modeling. The next two sections analyze the details
and value of spatial diffusion along with a more detailed discussion of
data. The remaining parts of this chapter examine several examples of how
information technology can advance the practice of using spatial diffusion
as a marketing decision-making tool.

Spatial Diffusion in Markets

Regardless of advertising on television, radio, magazines, newspapers, and
the Internet, word-of-mouth remains a powerful force in marketing. Some
initial survey data suggest that recommendations from a “friend, expert, or
relative” influences up to 80% of all purchases.*’ Large and small compa-
nies alike hold this type of advertising in high esteem.*

Geographical proximity is perhaps one of the strongest determinants of the
rate of word-of-mouth communication. In a first attempt to understand the
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impact of product recommendations made through interpersonal commu-
nication, a study conducted in the 1940s focused on the diffusion of techno-
logical innovation within an agricultural setting.* The authors concluded
that personal networks, in conjunction with mass communication, played
an important role in the decision by each farmer to purchase hybrid seed
corn. This work also categorized adopters into types and developed curves
of cumulative market share through time.

During the late 1960s, Professor Frank M. Bass took this work a giant step
further by developing a model that predicts the number of users who will
adopt a new product.* This model has been applied to describe the “sales
of televisions, clothes, dryers, dishwashers, refrigerators, and other con-
sumer durables.” * Through time, researchers have added modifications to
the basic model and applied it to a variety of products and situations. An
interesting example is the diffusion of a free email service (Hotmail).** In
this case, the Bass model made an accurate prediction of adoption rate
when matched to historical data.

Through the intensive examination of new product introductions, Professor
Gerard Tellis goes even further in developing a large set of aggregate data
and modeling techniques to determine the time of product take-off in the
United States and other countries based on different cultural and categori-
cal variables.”” *® This is valuable to know given that executives like Gen-
eral Electric’s Jeff Immelt predict that as much as 60% of the companies’
growth during the next decade will come from overseas, specifically from
developing countries.*’

The basic diffusion models made famous by Bass and others provide
insight and an analytical tool for marketers to make decisions. The next
stage in the development of this type of analysis involves the introduction
of spatial data. For many years, economists have used spatial data to pre-
dict the location of industry, the expansion of cities, and the clustering of
similar businesses within regions.”® Making the transition to using spatial
data as a common element of marketing and supply chain analysis requires
the capability of unique identification that the EPCglobal Network and
RFID technology can provide. With this capability, it becomes possible to
analyze the geographical forces that influence word-of-mouth communica-
tion and the adoption of new products.
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The modern history of spatial diffusion in marketing begins with research
conducted by William H. Whyte in 1954.”" In this study, aerial photographs
of urban Philadelphia were used to identify homes that had window
mounted air conditioning units, an innovative home appliance that gained
popularity in the immediate post WWII era.

After compiling the data, Whyte observed that city blocks of equal size and
demographics had sharply different rates of market penetration. For exam-
ple, some city blocks had 18 air conditioners while others, located in the
same general area, had only three. This study provided the first evidence
that adoption of a new product, like an air conditioner, occurs in clusters
and is not homogeneous over a geographical area.

Three Important Stages

Since the Whyte study, there has been a great deal of research about spatial
diffusion in the context of geography, sociology, urban planning, and envi-
ronmental science. However, little research has related to the introduction
of new products and services to consumers in a defined geographical area.
In theory, spatial diffusion for consumer products comprises three rela-
tively predictable stages: 1) lead adopters, 2) neighborhood effects, and 3)
consolidation of adoption.”” As a generalization, the outcome of the three
stages is an S-shaped curve of cumulative adoptions through time. The
main driver of each stage is the rate of information dissemination to con-
sumers within a market. Temporal aspects of spatial diffusion have particu-
lar importance in analyzing dynamic customer behavior, an under
researched area of marketing.

When a new product is introduced into a market, no information about it
exists. Leading adopters piqued by curiosity will likely be the first to make
a purchase. The geographical pattern of these lead adopters is random.
Since there are relatively few lead adopters in any market, the random pat-
tern is characterized by significant physical distance between purchasers.

If experience with the product is positive, there tends to be local word-of-
mouth communication by lead adopters, which influences others within
close proximity to consider purchasing the product. In addition, advertise-
ment often provides an impersonal means of communicating information
about a new product across a wide geographical area. Because of both
advertising and word-of-mouth from lead adopters, there tends to develop
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a neighborhood effect where clusters of adopters begin to form within a
geographical area. These clusters continue to consolidate as more informa-
tion about the product is diffused within the neighborhood network.

Finally, the overall market reaches a saturation of information about the
new product. Lag adopters, who are inherently cautious in taking risks,
begin to make purchases. Clusters of adopters tend to merge forming a pat-
tern of complete market penetration.

Figure 15- 1 shows a classic case of spatial diffusion for a successful new
product introduction through time. Figure 15-2 shows a different situation
where spatial diffusion never advances from state 1 to stage 2. The result is
a failure of the new product introduction.
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Figure 15-1 — Successful Introduction ~ Figure 15-2 — Unsuccessful Introduction

Source — (Garber et al. 2004)
Used with permission, Marketing Science — INFORMS

Implications for Marketing and Supply Chain Managers

The characteristics of spatial diffusion raise a number of implications for
managers. First, the rate of diffusion is very important in determining the
overall success of a new product. Keeping in mind that lead adopters tend
to be randomly distributed within a geographical area, understanding their
spatial pattern gives some insight into the future rate of diffusion. This is
important because the formation of clusters (stage 2) is partially rooted in
communication between lead adopters and others in close proximity.

Any management effort designed to increase the rate of diffusion from
stage 1 to stage 2 reduces the chances that competitors will dislodge a new
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product introduction. Once consolidation takes place in stage 3, competi-
tors must confront the cost of getting a customer to switch in order to
increase market penetration. This presents a barrier to gains in competitor
market share.

Rate of diffusion also has another important implication. If a slow pattern
emerges, as indicated in Figure 15-2, this might be an advanced indication
of new product introduction failure. If lead adopters are dissatisfied, neigh-
borhood effects will not take place and clusters of adopters characterized
by stage 2, will never properly form. Without this base, advance to stage 3
saturation becomes nearly impossible.

Some advocate using spatial diffusion for predicting the overall success of a
new product during the initial stages of the launch. An interesting research
article develops indicators that can quickly show management the proba-
bility of success, and highlight opportunities to change marketing strate-
gies such as advertisement, in-store promotion, and pricing to increase the
rate of diffusion for a new product that is lagging.”

This work has important implications regarding demand forecasting for a
new product introduction into a specific market. Time series forecasting
methods frequently used in retailing and consumer goods manufacturing
have little connection to predicting the spatial diffusion process because
growth in demand is non-linear and dependent on external variables such
as advertising. As a result, common forecasting techniques used in practice
are ineffective when determining future demand for new products through
time.

Improvements in new product demand forecasting have important impli-
cations for optimizing supply chain costs and customer service. If a new
product introduction is successful, spatial diffusion will move quickly from
stage 1 to stage 2 and demand will increase sharply for a specific market. If
supply chain managers are unprepared to handle this increase because of
an inaccurate forecast, significant stockouts at the retail level will occur. As
previously mentioned in Chapter 11, an important study found that nearly
23% of consumers leave a store immediately in response to an out-of-
stock.> This is devastating to new product success. Many new products
have not progressed from stage 1 to stage 2 solely because poor customer
service caused discontent in the mind of the consumer.
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A final application of spatial diffusion involves optimization of spending
on advertisement. Marketers have a number of mass media options to
deliver a message to customers. Determining the optimal pattern and level
of spending on advertisement represents a challenging problem in optimi-
zation. Because of the complexity of the problem, and the difficulty in
obtaining real-time spatial data, historical demand trends often become the
basic means to make media purchasing decisions. This represents an aggre-
gation approach that simplifies the problem.

However, point estimates of demand commonly used in share and distribu-
tion analysis give few indications concerning the stage of spatial diffusion
for a particular marketing area. This uncertainty leads to sub-optimal deci-
sions concerning advertisement spending.

For example, a common opportunity for improvement involves the rate of
advertising spending once a market has reached stage 2 in the spatial diffu-
sion process. Some believe that further advertising upon reaching stage 2

accounts for lower marginal gains in sales at best.”

By the time a market
reaches stage 2, there is enough adoption, cluster formation, and momen-

tum that further advertising has much less effect on overall sales.

Reducing media spending, just as overall sales for a marketing area are
beginning to accelerate, appears counterintuitive if marketing managers
have no understanding of spatial diffusion, or real-time geographical data
to measure patterns of geographical adoption. Spatial diffusion offers
deeper insights that allow marketing managers to make better decisions.

The Data Issue

To initiate spatial diffusion studies, data for new product sales must con-
tain some aspect of time and location for a specific geographical area. Since
the late 1980s, there has been a consistent effort by marketing research firms
to gather “single source” data at the household level.” The EPC will play a
future role in this type of data capture, both for marketing research studies
and for new product sales to the public.

Single source data contains information on several independent variables
and allows for causal analysis at the point of effect, either the store or the
household level. Independent variables might include the impact of pro-
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motions, advertising, coupons, or the local competitive dynamics between
stores. The level of detail is often on an individual product basis.

Obtaining large volumes of household level single-source data has been a
historical limitation in conducting spatial diffusion studies. Improved tech-
nology is creating new opportunities to overcome this limitation through
high tech market research techniques where individual household occu-
pants agree to independent monitoring of their shopping, reading, and tel-
evision habits.”” However, this still only represents a sample of all house-
holds within a geographical area. At best, various in-home technologies
might allow monitoring of perhaps several hundred thousand households
across 24 countries including all marketing channels.”® In some cases, the
sample is not large enough within specific demographic groups for reliable
spatial diffusion analysis, especially when considering large, developed
economies like the United States where a great deal of diversity exists and
population densities differ by a wide range.

At the store level, the situation is no better. In general, data gathered from
barcode scanners provides little value in making short-term decisions
about product strategy, advertising, forecasting, and spatial diffusion. This
is because important demographic information and knowledge of other
independent variables that might affect the purchasing habits of specific
consumer segments are missing.”” An additional limitation, important to
the study of spatial diffusion, involves the lack of customer geographic
information.

Some firms, most notably Target, have gone as far as to issue a branded
Visa credit card in an attempt to get improved data about customer demo-
graphics and sales patterns for products purchased in their stores and else-
where.”” This follows a general trend toward using credit card information
and other means as indicators of aggregate sales increases by category dur-
61,62

ing the holiday shopping season.

Because none of these approaches provides a truly representative sample of
total commerce, there is often divergence in the sales increases predicted,
even between various credit card reporting groups. No indications exist
that transactional data from credit cards is a fundamental part of spatial
diffusion studies even though this data contains customer location and
products purchased.
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In one of the most practical and comprehensive efforts to date, a research
study used data obtained from loyalty card information.”” The purpose of
this study was to understand the rate of spatial diffusion for loyalty card
adoption; hence, the address for each adopter and the time of enrollment
became the data needed to conduct the study. Advanced information tech-
nologies, discussed in the next section, can convert street addresses appear-
ing in databases to earth coordinates, longitude and latitude, for automatic
use in digital mapping. This is a powerful tool to visualize spatial diffusion
through time.

With the loyalty card example, each enrollment results in a data element
consisting of time and location within a geographical area. Loyalty cards
also allow the ability to record individual customer transactions, poten-
tially giving data concerning a new product’s sales history. However, since
those customers that hold a loyalty card represent a subset of all customers
for a particular retail outlet and geographical area, the data obtained from
loyalty cards is subject to sampling statistics. Since lag adopters are likely to
hold a loyalty card in fewer numbers, no direct inference can be drawn
unless a high percentage of all customers visiting the store hold loyalty
cards and use them regularly to make purchases.

The growing trend toward online sales offers additional prospects for gain-
ing the data needed to conduct spatial diffusion studies. When a customer
purchases a product, it is shipped to a specific location at a specific time.
Since online retailers capture all of this information, detailed geographical,
time, and location data exist.

However, spatial diffusion studies might be of lesser value to online retail-
ers, because the means of promotion and advertisement mostly occurs
through the Internet, a medium that has no geographic boundaries.
Although spontaneous, interpersonal word-of-mouth advertising remains
an important element of marketing, product recommendations obtained
though the Internet are taking on greater importance as millions of Blogs
provide useful information to consumers and emails alert of pending new
product introductions. In this instance, diffusion studies with no specific
geographical component, like those first initiated by Bass, might provide
greater insight concerning Internet communication and its impact on new
product sales.
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In all cases mentioned above, the central theme is the lack of unique identi-
fication associated with individual product at time of purchase. The EPC
has a role in providing this information for high value, durable consumer
products such as electronics and home appliances sold through traditional
retailers where the purchase amount is generally one unit.

Perhaps the more important near-term role of the EPC involves increasing
the efficiency of household market research studies and placement on loy-
alty cards as a means of increasing ease of use. This opens a number of pos-
sibilities for interactive marketing, understanding the true impact of
advertising and promotion, and local spatial diffusion studies of new prod-
ucts.

While the data gathering capabilities of the EPC offer a number of benefi-
cial possibilities for marketing analysis, there also exists the important
issue of privacy. Obtaining detailed information about personal purchasing
patterns is something that makes many consumer groups and the Ameri-
can public feel uncomfortable. There is always the possibility that personal
data could be compromised through computer hacking.

As a case in point, the drug store retailer CVS/pharmacy has received criti-
cism for making available to customers the purchase data from loyalty
cards through a password secured web site.** The password security did
not prove to be robust and this web site was hacked, allowing access to a
history of recent purchases for each customer. Since CVS/pharmacy has
issued 50 million loyalty cards, a great deal of private information existed
on the web site for a large cross-section of the American public. Since the
incident, the company has improved its security procedures in an effort to
eliminate the future possibility of a data compromise.

Assuming that privacy and security issues can be overcome, ® the integra-
tion of EPC and other data into digital maps holds great promise for build-
ing real-time systems that highlight the important aspects of spatial
diffusion of new products. The final section of this chapter introduces dig-
ital mapping capabilities and data handling approaches needed to make
these systems a useful management tool.
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Visualizing Spatial Diffusion

Two powerful information-processing systems exist in the world, the
human mind and the digital computer. The main connection between the
two systems is the display of data and information, commonly called a user
interface.®® Maps of all types serve as some of the most effective user inter-
faces, especially when computerized.

Digital mapping technology has been in use since the early 1980s, however,
there has been a lack of application to marketing analysis.”” ERSI was an
early leader in the field, concentrating in the urban planning and envi-
ronmental science areas.”® In most situations, applications of digital maps
have involved proprietary systems and are stand-alone projects. Likewise,
the ability to combine data sets together for input into mapping software is
also dominated by proprietary systems that take the form of software pack-
ages.

In these situations, there is no capability to link data to mathematical mod-
els for improved analysis. This lack of an open system, Internet based
approach has slowed the progress of mapping and graphics applications
use in day-to-day decision-making. With advances in Web Services (XML
and SOAP) along with the advent of browser based open systems this situ-
ation is changing.

In addition, advances in RFID technology provide another means of obtain-
ing consumer data with a geographical component. The read event for an
EPC, which contains "what,” “when,” and "where,” represents a parallel
stream of data, in addition to loyalty and credit/debit cards (see Figure 15-
3). As the costs of the technology decrease and reliability improves, it is
probable that this form of data collection will surpass financial transactions
and loyalty cards as a means of gaining geographic specific data on new
products. In any case, the use of standard protocols to move data across
application interfaces will enable improved analysis. Combining this
approach with visualization is essential in helping managers make quick
decisions.
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Figure 15-3 — Gathering Data for Spatial Diffusion Analysis

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.

Important Developments in Digital Mapping Technology

The City of Philadelphia announced in February 2005 an interesting project
to build a 3D model of the downtown area.®” Using aerial photographs and
ground imaging, the representation provides stunning detail of buildings
and shops even to the level of mailboxes and shrubbery. This physical rep-
resentation can be combined with other data such as office rental vacancies
to provide a virtual world accessible from any computer. In a similar effort,
Yahoo is offering a new service that provides maps of traffic conditions for
more than 70 metropolitan areas based on real-time data from embedded
road sensors, traffic cameras, police scanners and traffic helicopters.70

Google has also entered the digital mapping market with the purchase of
Keyhole in October 2004. The Google technology uses aerial photographs
at different resolutions along with an existing browser technology collec-
tively termed Ajax (Asynchronous Javascript and XML). This allows users
to zoom in through aerial maps at different resolutions to street level
images that show details of buildings and urban areas. The Ajax technol-
ogy uses Javascript, dynamic HTML and XMLHTTP.”" This set of technolo-
gies provides speed and responsiveness in viewing digital maps. The major
advantage of using Ajax is that it allows asynchronous data transmission



218 Part III: Creating Business Value

between clients and server, so users can interact with the program without
waiting for the “postback,” which occurs every time a button is clicked on a
traditional web page. All of this technology is open source, allowing pro-
grammers to write applications quickly.

Google even provides for local map search capabilities, allowing users to
locate individual businesses.”” Plans include linking local search to poten-
tial advertisements about the business, essentially becoming an alternative
to locally published Yellow Pages.” This is an important development
because according to a national survey of 99 firms conducted by Forrester
Research, 85% plan to increase online advertising spending.”* The market
for online advertising continued to expand at a double-digit rate through
2004 and 2005.

Taking digital mapping a step further, several emerging businesses extend
the technology developed by Google and others to plot real estate for sale
on maps along with overlays of schools, access to main roads, restaurants,
medical offices, and coffee shops within the vicinity. Through a single
glance, potential buyers can determine if a particular home or apartment
meets their needs in terms of convenience and life style. An example can be
found at www.housingmaps.com.”

With these emerging technologies, there are opportunities to integrate dig-
ital maps, spatial data, and mathematical models into entirely new tools for
analysis. In the next section, several examples are put forth to highlight the
potential of using digital mapping technology as a tool for analyzing spa-
tial diffusion.

Using Aerial Images in World Wind

The most common means of plotting data for spatial diffusion studies
involves paper maps. Figure 15-4 is an example of a paper map used to
show spatial diffusion differentiated by innovators, adopters, and non-
adopters.
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Figure 15-4 — Mapping Spatial Diffusion

(Allaway, Berkowitz, and Giles 2003)
Used with permission, Journal of Retailing

Though this means of visualization is effective, various types of three-
dimensional digital maps carry more information about the geographical
area under study. For example, Figure 15-5 shows an aerial map of the MIT
campus viewed through World Wind, an open source application devel-
oped by NASA and written in C++ (Microsoft .Net) and Managed Direct X
(http:/ /worldwind.arc.nasa.gov/). The application uses aerial photo-
graphs from the US Geological Survey along with topographic maps from
USGS and satellite images taken from NASA Landsat 7, a satellite system.
At some time in the future, real-time satellite images might be available.
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Figure 15-5 — Aerial Picture of MIT

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.

Because this imaging technology is open source, World Wind can be
adjusted to overlay data using Web Services interfaces to various data
sources. As long as a data source is exposed through a Web Service, the
application (World Wind) can consume the data. This adds additional value
to the map. Some public sources for additional data overlays might
include:

1. Geocode from the US Census Bureau termed Topologically Integrated
Geographic Encoding and Referencing (TIGER).

http:/ /www.census.gov/geo/www /tiger/
The information about spatial objects is organized in records files. The
2004 TIGER/Line data consists of 19 record types that collectively con-

tain attributes like address ranges and ZIP codes, street names, and lati-
tude and longitude coordinates.
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2. Conversion between mailing addresses and longitude, latitude.

TIGER/Line data is publicly available. It is in text file format. By storing
the data within a database and exposing through web service, TIGER
allows for mapping between mailing addresses and longitude/latitude.

http:/ /pdaitl.mit.edu/Geocoding /lookup.asmx

3. Zip Code Tabulation Areas
This provides the boundary (lat, long coordinates) for each Zip code
area.

http:/ /www.census.gov/geo/ZCTA /zcta.html

Utilizing these resources, such things as zip code boundaries can be
added to digital maps (Figure 15-6). The approach can also be used for
aerial maps (Figure 15-7). With the aerial maps, the user has the ability
to zoom into a particular area and see details such as the type of build-
ings and transportation network for an urban area.

() Kamhucky -
(LA): Lowisiana
(ME): Maina W Boundany

Displeny

ZIP Code

Animaton

Figure 15-6 — Zip Code Boundaries for Massachusetts

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.
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Figure 15-7 — Zip Codes Overlaid on Aerial Map

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.

Interoperability of Data

Taking advantage of the open sourced architecture of World Wind soft-
ware, other digital maps from providers like Google can be used. It is also
possible to use USGS maps in the Google Maps Web application. This type
of interoperability between different data sources results in a great deal of
computational flexibility. It should be noted that this sometimes requires
web applications to convert different scales and datum measurements.

The Google mapping software includes both two-dimensional maps and
satellite images from Keyhole. In some cases, the Google maps provide
more detail as compared to the USGS images (Figurel5-5). An example of
each is shown in Figures 15-8 and 15-9 (both show areas of MIT along the
Charles River).
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Figure 15-8 — Google Two Dimensional Maps

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.
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Figure 15-9 — Google Aerial Map of MIT

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.

Spatial Diffusion

Another example of this digital mapping technology involves the visualiza-
tion of spatial diffusion for a particular product. The interesting aspect of
this example is that diffusion can be animated to show changes through
time using different types of maps and at different resolutions. If street
address information is available, adopters can be plotted automatically as
part of the animation. As an alternative, if only zip code data exists anima-
tion of spatial diffusion can still take place, although at a lower level of res-
olution. Even animations with low-level resolution through time have
value if correlated with aggregate demographics for a particular area (Fig-
ure 15-10 and 15-11).
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Figure 15-10 — Spatial Diffusion, Aerial Map

This diagram represents a digital view of spatial diffusion. The view can be
simulated through time.

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.
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Figure 15-11 — Spatial Diffusion, Two Dimensional Map

This diagram represents a digital view of spatial diffusion. The view can be
simulated through time.

Diagram credit — Ching-Huei Tsou and Professor John R. Williams — MIT Auto-ID Labs,
Used with permission.

With improved digital mapping technology, open source systems, ” data,
and model interoperability, detailed studies of spatial diffusion are possible
at the street address level for new product launches. Assuming compro-
mise can be reached on privacy concerns, spatial diffusion will become an
important tool in new product demand forecasting and optimizing adver-
tising expenditures during an initial launch.

Making this tool a part of everyday management decision in supply chain
and marketing will require continuing integration of data, digital maps,
and mathematical models. The information technology infrastructure is in
place to accomplish this integration with the long-term prospect of
improved new product launches in terms of supply chain efficiency, cost,
and success.
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Knowing the location of customers is perhaps the most important part of
retailing.”” This is particularly true in choosing the means of advertising.
The announcement of Google’s proposal to offer city wide, free WiFi access
for San Francisco highlights the importance that the company places on
customer location. As part of the announcement, a company representative
noted that Google, ”...is especially interested in testing out future services
and advertising systems that take advantage of knowing a user’s location,

which would be possible through offering such wireless Internet access.” 7

The emphasis regarding customer location will only increase in the future
as innovative companies like Google develop new approaches in advertis-
ing. Hence, the EPC will play a greater role in customer location, interactive
marketing, and spatial diffusion analysis.



CHAPTER 16

Outlook: Navigating the Sea of Data

At Smart World 2004,” Sunil Gupta of SAP paraphrased Samuel Taylor Col-

eridge by saying “data, data everywhere but not a byte to use.” !

Each year, the amount of data grows by as much as 40 — 60% for many
organizations.” In 2004 alone, shipments of data storage devices equaled
four times the space needed to store every word ever spoken during the
entire course of human history.?

The explosion of storage device sales has gone largely unnoticed because
the selling price has decreased sharply during the past few years. While the
increase in unit sales has meant larger revenues for companies like EMC,
the amount of the increase has not been great enough to draw widespread
attention. Since the growth rate appears to be exponential, businesses are
likely to face a mounting data organization problem in the years to come.

Compounding matters, a large amount of the increase is from unstructured
data that are extremely hard to organize using current computer-based
approaches. Unstructured data includes images, text, emails, and engineer-
ing designs.* In all of these cases, object representation requires more than a
serial number that can be stored in a database.

For example, a serial number does not adequately describe data such as an
image or a section of text. It is only through using words in a machine
understandable way that descriptions of these objects can become useful
for search, organizational, and analytical purposes.

Amidst the ever-increasing amounts of data, ”...companies are struggling
to figure out how to turn all those bits and bytes from a liability into a com-
petitive advantage.”” Emerging technologies such as the EPCglobal Net-

® Smart World 2004 was sponsored by the MIT Industrial Liaison Program
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work and RFID technology, along with sensor networks and the use of
“loyalty cards” are certain to generate even more data.

By one estimate, there will be 300 million RFID readers active in supply
chains within ten years.® In another prediction, “the number of deployed
sensors will dwarf the number of personal computers by a thousand fold”
in 2010.” Both of these technologies will boost the amount of raw data avail-
able for supply chain management.

Dealing with the increasing volumes of structured and unstructured data
will require new standards and information architectures to improve inte-
gration and communication between hardware, software, and business
entities. This becomes important as companies seek to overcome the barri-
ers that limit the seamless transfer of data, internal and external to the firm.
However, the bigger question remains “How are we going to make sense of
large volumes of data generated from RFID?”

Analyzing Data Using Models

The underlying success of supply chain management depends on the flow
of data and information for improved business decision-making.® Unique
identification, interoperability, standards, and automated Internet-based
systems to track, trace, and control physical objects are all important ele-
ments of RFID technology that are moving out of the laboratory and into
practical application within various commercial and governmental supply
chains. Though there is a long road to full implementation of the EPCglobal
Network, the merging of information and physical objects opens so many
new opportunities that it is important for all organizations to plan for
future operations by learning as much as possible about the technology.

Analyzing the large volume of raw data (including real-time telemetry)
produced by RFID and sensors in an orderly way requires the additional
use of mathematical models to provide understanding. Mathematical mod-
els are simple representations involving characteristics of the real world
that are determined to be important.” Models highlight facts and interests
at hand, and depict only part of reality. Some go as far as to say that the
human thought process is essentially a specialized model of the real
world."



Outlook: Navigating the Sea of Data 231

Mathematical models are especially useful in making sense of complex sit-
uations like those encountered in supply chain management. Beyond iden-
tifying important issues and serving as an aid to communication, models
provide the greatest value in suggesting explanations for observed events
such as unanticipated build-ups of inventory or poor customer service.

Though mathematical models are extremely useful in providing insight,
the process of building models often lacks productivity because develop-
ment seldom follows a linear path, ' '? and because separate natural, math-
ematical, and computer representations are needed for managers, model
builders, and computer programmers."® This increases the need for detailed
interfacing that tends to inhibit seamless sharing of models within a net-
work. As a result, implementing mathematical models is complex, time
consuming, and requires advanced technical capabilities and infra-
structure.

Although there is a strong history of applying models to help managers
make decisions about intricate supply chains, specialists often develop
these comprehensive models internally within business organizations or
academia. This is commonly an application specific job and the same model
building technique must be re-invented afresh for each new situation.
Though internal development can lead to significant breakthroughs, this
approach depends on trial and error to find what works in practice, com-
bined with mathematical intuition and an extensive knowledge of technical
publications.

In the subsequent sections of this chapter, the initial standards for a new
computer language are put forth that will enable computers to describe and
share models across the Internet and to interoperate data obtained through
RFID technology ' and other means. This will substantially increase the
Clockspeed '® of modeling, and the computational efficiency of applying
models to perform the functions of ”“sense,” “understand,” and “do” that
comprise the underpinning of creating smart objects within supply chains.

Building a Network Using Words

At the most basic level of communication, words are the glue that connects
nearly everything together. The power of words can give descriptive mean-
ing to the most complex physical objects existing in business or nature, and
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to the most diffuse ideas that exist only in the mind. Data is described with
words, information is word based, and computer code uses words as a way
of communicating the various operators available to programmers. Words
establish not only the limits of human imagination and intellect, but also
the possibilities for the computing systems of the future.

Every word has at least one definition and, when used in conjunction with
other words, it is possible to create a countless number of sentences. For
example, a simple cartoon shown to twenty-five different people will gen-
erate twenty-five individually unique perspectives if each writes a single
sentence about what they see.”” Dictionaries organize and define words
used to make sentences, and a weak ontology* based on groupings such as
synonyms and antonyms provides the relationships that the human mind
can fathom into linguistic communication.

In spite of the almost limitless capacity of human language, describing
physical or abstract objects in a consistent machine understandable way
remains a challenging objective for both computer scientists and practition-
ers within business. Although English is a powerful tool for communicat-
ing meaning through words, noun phrases, and sentences of varying
patterns and complexity, this ability is under-utilized by modern comput-
ing systems because meaning is a combination of syntax, semantics, and
context that is beyond the cognitive abilities of computers.

The fundamental problem with employing words as a descriptor is that a
single word can have several different definitions and multiple words can
have the same definition. This paradox means that natural language often
does not have the internal consistency required for straightforward appli-
cation as an identifier or a unit of meaning within computer systems.

Complicating matters, the intricacy of meaning increases dramatically
when dealing with the noun phrases and sentences needed to describe
abstractions. Given this property of English, it is impossible with current
technology to conduct a semantically precise, computer-based search of
information contained in web pages (HTML), quantitative data tagged
with words, news feeds comprised of text files, complex mathematical
models, or any other situation where words describe physical or abstract
objects. Achieving the goal of word descriptions that are machine under-

¢ In computer science, an ontology represents the relationships between things.
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standable requires a deeper appreciation of the role of semantics in com-
puting systems, and especially the Internet.

Integrating Semantics into Computer Communication

The Internet provides a natural means of sharing data and models between
organizations. However, the existing standards of the Internet do not pro-
vide any semantics to describe models and data precisely or to achieve
interoperation.

For the most part, the Internet is a ”static repository of unstructured data”
that is accessible only though extensive use of search engines."® Though
these means of finding data have improved since the inception of the Inter-
net, human interaction is still required and there are substantial problems
concerning semantics. In general, "THTML does not provide a means for

presenting rich syntax and semantics of data.”

For example, one of the authors of this book did a search for “harvest table,
oak” hoping to find suppliers of home furniture. Instead, the search yielded
a number of references to forestry and the best time to harvest oak trees.
Locating the URLs relating to furniture required an extensive review of a
number of different web sites. This process of filtering can only be accom-
plished though human interaction and is time consuming.

With inaccurate means of doing specific searches based on one semantic
interpretation of data, information, or models, it is nearly impossible for the
Internet to advance as a productive tool for modeling the vast quantities of
data resulting from RFID technology.

Several Types of Webs

The problem of semantics arises from the fact that keywords are the means
used to describe the content of web pages and other material that appears
on the Web. As noted, each keyword can have multiple meanings, creating
a situation of great difficulty when attempting to accomplish an exact
search. The difficulty increases by an order of magnitude when attempting
to do phrase-based searches. Without exact search capability, it is impossi-
ble to create any sort of machine understandable language for the current
Web of Information.
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Even though the search engine issue has not been resolved, the EPC and
RFID technology lay the groundwork for a new type of Internet character-
ized as the Web of Things. With serial identification of physical objects utiliz-
ing the EPC, searches accomplished through Internet search engines or
proprietary IT infrastructures will become much more effective in finding
an exact match.

This provides the ability to do track and trace across entire supply chains
and other computerized functions important to business. A strong case
exists that linking the physical world using RFID technology and ubiqui-
tous computing will form the basis for a revolution in commerce by provid-
ing real-time information and enabling smart objects.”

As impressive as the effort to create the Web of Things has become, it still
does not address the question of semantics in describing objects beyond the
use of a simple serial number. A large number of abstractions, such as
mathematical models and data, cannot be characterized by a unique serial
number no matter how sophisticated the syntax. Without the ability to pro-
vide unique identification of an abstraction, the Internet will serve little
useful purpose in linking mathematical models and data together in a way
similar to the manner that the Web of Things will eventually link the physi-
cal world.

In the future, the means of semantic description for models will become
extremely important for the analysis of RFID generated data. To accom-
plish this higher goal, the Internet must become a Web of Abstractions, in
addition to a Web of Information and a Web of Things.

Through a Web of Abstractions, models can be matched much more quickly
to practical problems, along with the available data, and shared beyond
single end-user applications. This capability is of great value to practition-
ers who are interested in gaining the maximum understanding of data gen-
erated from RFID technology.

The general mechanism of creating a web of abstractions is Semantic Mod-
eling, an overall approach that allows for precise descriptions expressed in
words that are machine understandable. Through Semantic Modeling,
practitioners will be able to match models to data in a timely manner with
greater productivity and relevance.
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The vision of Semantic Modeling calls for a network where data from
widely divergent sources merge seamlessly into a coherent whole within
and across enterprises. In this new type of network, mathematical models,
algorithms, and software can automatically combine with data to form an
intelligent information infrastructure.

From a practical viewpoint, there are ten basic areas where Semantic Mode-
ling provides value to business. These include:

— Creating a standard format for data that allows sharing
— Internet search using the definition of a word

— Various forms of data visualization

— Improved data quality

— Basic forms of automatic language translation

— Linking models and data within a network

— Aggregation of data

- Standards for spatial data

— Standards for data from sensors

— Standards for location

The specific tool to accomplish Semantic Modeling in practice is the M Lan-
guage,? a comprehensive means of achieving large-scale data and model
interoperability. Though this language is still under development, the gen-
eral direction of improved interoperability remains clear. For organizations
to realize the full value of RFID, new technologies must emerge that will
eliminate barriers to the flow of data along with the ability to deal with
semantics in a machine understandable way. The M Language accom-
plishes this task.

The next two sections of this final chapter outline the details of a new
approach to standards along with a discussion of the M Language.

Establishing a Standard for Semantics

The current solution to the problem of semantics involves relying upon
various standards groups that spend a great deal of time attempting to
derive a single, universal definition for a commonly used word or noun

¢ The M Language is currently under development at the MIT Laboratory for Manufacturing
and Productivity — Data Center Program, www.mitdatacenter.org.
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phrase that fits all contexts within a particular industry. Several groups
have gone as far as to employ the practice of creating camel case words, a
situation where two or more words combine to form a new word. The new
camel case word then takes on a single meaning. This practice expands the
number of words used to describe objects; however, various industries
might still assign different definitions to a single camel case word. In addi-
tion, a loss of flexibility occurs when combining strings of words into new
words.

™

Some examples of standards groups include RosettaNet =~ (a division of
GS1), the National Retail Federation (NRF), Association for Retail Technol-
ogy Standards (ARTS), the GS1-US and GS1 (GS1 US formerly known as
the UCC), Global Data Dictionary (GDD™, a product of GS1) and many
others. Though not participating in formal standards development, nearly
all non-profit professional groups establish a dictionary to give common
meaning for frequently used words. Several consortia like RosettaNet go a
step further in developing standard terminologies and in some cases use
XML-based schema as a means of describing business processes and data,
and other abstract objects commonly used in commerce.

Though the single definition method has worked very well in highly struc-
tured situations, each industry segment tends to become unique regarding
the words and definitions employed. This insular approach increases trans-
actional efficiency within a particular industry. However, industry specific
definitions also sacrifice opportunities to share data, models, and other
abstractions across industries because of the lack of a universally agreed
upon definition that is globally visible.

Limits of the Standards Approach

Though developing a single definition for words or noun phrases works
well within science and engineering, there are significant limitations when
applying this approach to business situations. Researchers have employed
various computer-based techniques, such as Artificial Intelligence (AI), in
an effort to infer the contextual meaning of words associated with a physi-
cal or abstract object.

These approaches have largely failed in practice because the meaning of a
word, a phrase, or a sentence used to describe an object depends on the
semantics of each word, the syntax or order of usage, and the context in
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which the word(s) appear. The unique properties of the human mind can
determine contextual relevance, and then figure out how several relevant
variables are associated.”!

To date, machine languages have not duplicated this human property. Fur-
ther, most Al techniques rely upon deductive reasoning where general con-
cepts are applied to solve specific situations in terms of meaning. This
becomes difficult to do in practice, because most word meanings in busi-
ness situations are inductive with a strong dependence on specific context.

Interoperability in Practice

The current inability to interoperate and search data, information, and
models arises from the need for translation between various independent
dictionaries (situated in numerous standards groups), which involves writ-
ing a custom computer program for each translation. This situation
becomes even more complex as the numerous dictionaries currently in
existence undergo revision as words change meaning over time.

For example, the word “Chad” has existed for 14 centuries as the name of a
saint who lived in the most northern county of England.” During the U.S.
Presidential election of 2000, the word took on new meaning where a hang-
ing chad referred to an improperly punched ballot.

As commerce expands, the use of distributed dictionaries will become even
more unmanageable. By one estimate, for every n words contained in exist-
ing dictionaries there need to be about n* translations as part of normal
communication within industry.” As the number of words used to describe
objects in a machine-understandable way increases, and dictionaries
become larger, the volume of translations will become untenable, thus mak-
ing inter-industry data sharing impossible to achieve in practice.

In the area of computer transaction systems, single-term standardization
has its roots in several hundred years of engineering standards develop-
ment, where the historic goal was precision in definition for highly specific
situations along with universal adoption of the agreed upon definition. In
the case of commerce, most of these standards efforts have focused on
words used in transactions with little emphasis placed on describing com-
plex objects such as data, information, business processes, and mathemati-
cal models in a common, interoperable way.
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Establishing Semantic Based Computing

The essence of developing future machine understandable semantics
depends on the fact that language, and English specifically, is relative in
meaning based on the intended usage and context by those who originate
the communication, object description, or search. This becomes apparent
when comparing the definition of words used in different business and aca-
demic disciplines.

Since all words have definitions residing in various dictionaries, and all
words are subject to classification, it is possible to design a computer sys-
tem that utilizes multiple definitions for a single word, yet maintains sys-
tem-wide consistency in relative meaning. Though complete machine
contextual understanding of sentences is a distant goal, current computer
technology, given the proper architecture, is capable of applying relative
meaning to words and noun phrases used as descriptors for abstract objects
like data, information, and mathematical models.

Relying on words and noun phrases as descriptors with multiple meanings
defined in a centralized open dictionary, drastically improves the prospects
for finding an exact semantic match when conducting an Internet-wide
search based on a single definition. This offers the possibility of searching
and matching data, information, and models from different disciplines, cre-
ating new types of interaction that do not currently exist because of barriers
in description, definition, or format.

The last section of this chapter provides details of the M Language, a means
of incorporating semantics into computer-to-computer communication.

A Language for Interoperability

The M Language is conceptually simple, consisting of two parts, words, and
rules. In M, words take on a new form that allows for machine understand-
ing. Rules provide guidelines about how to place words together for repre-
senting data or models in a common format that is interoperable. These
representations are in the form of messages capable of transfer between
computing systems within an organization or across the Internet.

Words and rules are the starting point for understanding the M Language.
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Words

The words used in the M Language are slightly different from English
words. In M, every word has only one definition. This is an extremely
important characteristic because computers that communicate using M do
not need to understand the context or usage of a word to know its meaning.

English words are ambiguous. For example, the word “cell” might mean
”cellular phone,” “biological cell,” “jail cell,” or ”fuel cell.” Without some
idea of the context, it is impossible to know the meaning of the word “cell.”

To overcome this issue, the M language includes a number to denote indi-
vidual words as in the following example:

cell.l

To account for multiple definitions, the M Language allows numeric exten-
sions, one for each definition. Thus, cel1.1 is a word in M and cell.2 is a
different word. With this method, every word has only one meaning.

In English, dictionaries define the meaning of a word. M also uses a dic-
tionary. The M dictionary serves as a repository for definitions of words
used in computer transactions. The dictionary also is a means of storing
other important information associated with a particular word. This pro-
vides an effective means of unifying various aspects of a word and forms a
base for common computer-to-computer communication.

The M Dictionary

In the M-Dictionary, words and definitions are stored in the following
form:

cell.1 | The basic structural and functional unit of all organisms; they
may exist as independent units of life (as in monads) or may form
colonies or tissues (as in higher plants and animals).

This, of course, is the only definition for the word cel1.1. Other words,
such as cel1.2, ce11.3, and cel1.4 all have different definitions expressed
using the same format. Depending on usage, some compound words are
also part of the M Dictionary. An example is ”"operations research,” repre-

sented as operations_research.l.?
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In addition to the definition, the dictionary entry also contains three other
pieces of important information. These include (1) word relations, (2) data
format, and (3) language translations. This information helps in forming
and understanding messages composed in M.

Word relations are simply the connections between words. These relation-
ships include synonyms, antonyms, types, and parts.” Synonyms and
antonyms are the same as in English.

Types refer to word generalizations. For example, automobile.l is a type of
motor_vehicle.l.

Parts are words that are components of another word. This is often the case
when thinking about physical objects, although this could also be the case

with abstractions. For example, a wing.4 is a part of airplane.1.

Both types and parts establish a hierarchy within the dictionary through
making connections between entries. These word connections are valuable
in a number of different ways, including improved search.

Data format provides guidance concerning the forms and patterns of data
values that are associated with a particular word. In many situations,
computer-to-computer communication might contain a word such as
first_name.1 that has an associated data value such as “John.” Other com-
mon situations include words like telephone_number.1, account_balance.1,
or postal_code.1. In all of these cases, a word in the dictionary has a partic-
ular format or pattern for associated data.

Finally, the language translation portion is simply the representation of the
word in M as a word (or phrase) in another human language besides Eng-
lish. In most situations, computer-based language translation is very diffi-
cult because a lack of context exists for the specific communication. Since in
M each word has only one definition, the word cell.1 (biological), for
example, cannot be confused with cel1.2 (telephone). Words with a single
definition allow users to specify exact meaning independent of context.
This eliminates ambiguity in translation.

Dictionary Development

Developing common definitions for the words, data formats, and transla-
tions used in commerce along with the analysis of data across all industries
has traditionally been a source of great debate within business. To build a
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robust global dictionary containing the words used in the M Language
along with other important information, such as relations between words,
associated data patterns, and translations requires a different approach.

The ”"wiki” process has emerged as an innovative application of Internet
technology to knowledge management and consensus building. A ‘wiki” is
a type of website that allows users to add and edit content and is especially
suited to collaborative authoring.” It is remarkably accurate *® and several
companies have begun to use the process internally.”

Since 2001, Wikipedia has become the largest encyclopedia ever created
with over 3 million entries.*” The M dictionary uses the wiki approach with
several important modifications including improved security through user
registration, maintenance of the integrity of word relations, a monitoring
function to reduce the chances of near identical definitions, and administra-
tive controls to ensure accuracy. The dictionary also has various statistical
features that measure usage.

However, having a robust dictionary is just a part of the M Language. To
form messages, computers need a set of rules that give instructions on how
to glue the words together. The next section discusses the rules of the M
Language.

Rules

Language is more than just a collection of words defined by a dictionary.
For most languages, grammar gives explicit rules concerning the word
order needed to give meaning to a sentence. In English, the simple sentence
“Threw ball the Jack” has little meaning. Establishing correct word order is
essential. Thus the sentence “Jack threw the ball” formed by rearranging
the words makes sense.

From this example, it is clear that word order, sometimes called syntax, has
an important role in communicating meaning. If words are in the correct
order, instant recognition takes place.

Just as English has rules of grammar for word order, the M Language also
has rules establishing the order needed for machine understanding of mes-
sages.
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The initial version of the M Language contains three simple rules. These
three rules, however, represent a significant portion of computer-to-compu-
ter communication. The three are (1) phrases, (2) key-value pairs, and (3)
tables.

A phrase is a sequence of machine-understandable words representing a
single idea. A phrase in M is just like a phrase in English. The syntax is such
that the last word in the phrase is the root and all the others are modifiers.
As an example, the phrase “initial account balance” appears in M as:

initial.l account.l balance.l

In this phrase, balance.l is the root word, while initial.1 and account.1 are
modifiers. Phrases within the M Language represent a unit of meaning that
is extremely useful in increasing the precision of data element descriptions.

Key-value pairs are simply a list of words with associated data values. Tax
forms, medical records, and financial statements are all representations of
key-value pairs. An example is:

Name.l — "John Smith"
Telephone_number.1 — "(211)-459-1234"

Key value pairs in the M Language are useful in making data interoperable
within and external to the firm. Interoperable data opens a number of pos-
sibilities for combining data posted on the Internet with internal company
data.

The final rule involves tables, which are the most common way to store
data on the computer. There are many different ways to represent tables;
comma separated values (CSV), Excel spreadsheets, HTML tables, and oth-
ers. In the M Language, a table takes on the pattern of repeating sets of key
value pairs, each with identical keys. The following is an example:

patient.l

name.l — "John Smith"

telephone number.1l — "(211) - 459 — 1234
patient.1l

name.l — "John Doe"

telephone number.1l — "(211) - 459 — 4321

Subsequent versions of M will include additional rules for spatial data,
equations, and mathematical models. Integrating spatial information, for
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example, will be valuable in marketing, demographics, transportation, and
logistics, while rules for mathematical equations and algorithms will ulti-
mately allow the integration of data and models.

Applications

The M Language is a tool that enables the free flow of data and models
across the network by creating machine understandable semantics and syn-
tax. Achievement of this vision will result in a number of practical applica-
tions in industry. The final section of this chapter outlines a few prototype
applications.

Interoperable Data

Perhaps the most obvious application of the M Language is as an interme-
diary between proprietary data systems. In this application, data from one
database is translated into M before it is communicated to another, as shown
in Figure 16-1. Here data from a source system is translated at the server into
M. This data is sent via the network — either as human readable text or com-
pact binary — to the target system. The data can then be used in the native
M format, or translated into another proprietary schema and stored in the
local database.

In broad terms, the M Language serves as a common transport between
distributed, incompatible data systems. The advantage of this approach is
that data providers do not need to know the format or content of every pos-
sible target application. Providers need only expose data in the standard M
language for data to be interoperable. Using M as a common carrier, trans-
lation takes place only once at the server instead of many times for every
possible consumer.

This approach is a powerful means of merging data available on the Inter-
net with private data resident within a firm. The resulting data set would
be under the control of the firm and not be open to the Internet.
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Target

2l . Data is transformed from M
back into preprietary formats
ar commercial applications.

3 . Data is sent from the
souree to the target or
made available on the
network for general use
among customers and
suppliers.

vereneeeesg

Source

2 . Data is transformed inte M
using the M Dictionary to
check the vocabulary and b
validate the data values. '

M Dictionary

.[ . Retrieve data fram legacy applications,
proprietary databases or commercial
packaaes, such as ERP. CRM, PLM, etc.

Figure 16-1 — The M Interface

Browser

The M Language provides more than just a data translation service. As a
common language, M encourages third-party developers to create a wide
range of software tools and applications. As a first step, the MIT Laboratory
for Manufacturing and Productivity - Data Center Program has created a
browser to view, edit, and manipulate data directly in M. The browser
presents data in an easy-to-understand format without the need for addi-
tional styling information. Sections are indented, headings aligned, data
color-keyed and tables displayed properly as spreadsheets.

The application also provides data plotting functions, definition based
search, data validation, language translation, and model integration. Data
plotting functions refers simply to charts and graphs common in spread-
sheet applications. The other features, however, are novel.
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Definition Based Search

Since words in M have only one meaning, a key-word search in M yields
matches based on the definition, not on the character string. This allows for
search based on meaning rather than keyword. Further, the dictionary pro-
posed for M provides additional search capabilities as compared with cur-
rent approaches.

Every definition in the M dictionary includes provision for word relations.
From the previous example in this chapter, automobile.l is a type-of
motor_vehicle.l and wing.4 is a part-of an airplane. 1.

Combined with definition-based search, these relations provide a powerful
tool. For example, search can span types of a word. A query for types-of
flower.2 would return rose.4, violet.3, or marigold.1. A search for parts-of
automobile.l would return fender.1, muffler.3, or engine.1.

Searching on a definition and using the word relations from the dictionary
greatly increases the precision of Internet search. In addition, words and
phrases from the M dictionary could become part of meta-tags used in
HTML, significantly increasing the accuracy and performance of web-
based search tools such as Google, MSN Search, and Yahoo.

Data Validation and Quality

Given the rapidly increasing amounts of data available within business,
data integrity is taking on even greater importance. In addition to defini-
tions for a word, the M dictionary also specifies the structure and format of
any attached data value.

For example, the entry telephone_number.1 might specify that data values
should conform to those of a specific country or internationally recognized
patterns. Thus, an entry (617) 258-123 would be recognized as incorrect
since United States domestic telephone numbers require a four digit exten-
sion. Likewise, the entry 128(0) 2522 1111 is also improper because a coun-
try code of 128 does not exist.

This capability provides an opportunity for data sharing and information
validation at time of entry, with the goal of improving data quality.
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Language Translation

Another benefit of the M Language is translation to different languages.
Since words in M have only one meaning, translation to another human
language is much easier. It is not necessary to use the context or meaning of
a passage to discern the definition of a word.

For example, cell.2 means cellular telephone. Thus cell.2 translates into
“cell phone” in American English, “mobile” in British English, “Handy” in
German, “portable” in French, ”F #” in Chinese, or ”“mkuecem” in Bulgar-
ian.

Model Integration

The most far-reaching feature of the M Language is the ability to share not
only data across the network, but also models. All mathematical models
contain three basic features — inputs, outputs, and an algorithm for compu-
tation.

By describing the inputs and outputs in the M Language, a model can be
linked to data semantically. In other words, because the data and models
are described in the same language, they can be connected together using
the words and word relations from the common dictionary.

Models can also be connected to one another. In this case, outputs from one
model can be matched semantically to the inputs of another model, form-
ing a model pair. Connecting more models in the same way can build the
simple pair into a larger model network. These model networks can then
function as single units, operating on data and performing complex mathe-
matical analysis.

The Future

As Professor Grosof of MIT once commented during a public lecture, there
are only several certainties in the world, “death, taxes, and integration.” 31
Interoperability through greater semantic integration will be one of the

major IT trends of the next ten years.

Even before the advent of computer based communication and networks,
scholars from many different disciplines have often noted the importance
of language and the value of a universal dictionary to the overall health of
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nations and to the advantage of commerce. Samuel Johnson, the creator of
the first English dictionary, once commented, “Languages are the pedigrees

of nations.” %2

In the future, languages for computer-to-computer communication will
become the pedigrees of businesses. To this end, the MIT Laboratory for
Manufacturing and Productivity - Data Center Program is actively pursu-
ing the research, development, and application activities needed to build
the next generation of computer systems that will connect physical and
abstract objects through words and noun phrases of different definitions.
Much of this work involves integrating existing standards developed by
the W3C¢, such as XML, with fresh innovations. This new generation of
semantic-based systems will be capable of organizing and searching the
ever-increasing volumes of data within business.

Navigating the sea of data will be one of the most important aspects of
gaining success from the EPCglobal Network and RFID technology. This
requires skill along with the innovative spirit that flourishes in a free mar-
ket enterprise system. Meeting the challenge of implementation is a tre-
mendous task with an uncertain outcome. The only certainty is that the
future will hold failures along with successes, and unforeseen events will
cause changes in course. Thriving in this environment requires exceptional
ability and great knowledge of business and technology.

Firms can achieve successful RFID implementations that add value given
the determination to rise above unexpected challenges. Knowledge, skill,
and leadership will play a major role in successful RFID implementations
using the EPCglobal Network. In the words of Edward Gibbon, “the winds

and the waves are always on the side of the ablest navigators.” *

¢ http://www.w3.org/
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Adaptive Control

1) The ability of a control system to change its own parameters in response to a
measured change in operating conditions. 2) Machine control units in which
feeds and/or speeds are not fixed. The control unit, working from feedback
sensors, is able to optimize favorable situations by automatically increasing or
decreasing the machining parameters. This process ensures optimum tool life
or surface finish and/or machining costs or production rates.t

Advance Ship Notice (ASN)

An EDI notification of shipment of product. t

Advanced Planning and Scheduling (APS)

Techniques that deal with analysis and planning of logistics and manufacturing
over the short, intermediate, and long-term time periods. APS describes any
computer program that uses advanced mathematical algorithms or logic to per-
form optimization or simulation on finite capacity scheduling, sourcing, capital
planning, resource planning, forecasting, demand management, and others.
These techniques simultaneously consider a range of constraints and business
rules to provide real-time planning and scheduling, decision support, availa-
ble-to-promise, and capable-to-promise capabilities. APS often generates and
evaluates multiple scenarios. Management then selects one scenario to use as
the “official plan.” The five main components of APS systems are demand
planning, production planning, production scheduling, distribution planning,
and transportation planning. t

Agile Reader

Generic term for a reader that can read different types of RFID tags, such as
those made by different manufacturers, or those that operate at different fre-
quencies.*

f tFrom the APICS Dictionary
*From the Auto-ID Center Web Site
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Algorithm

A prescribed set of well-defined rules or processes for solving a problem in a
finite number of steps, e.g., the full statement of the arithmetic procedure for
calculating the reorder point. t

American National Standards Institute (ANSI)

The parent organization of the interindustry electronic interchange of the busi-
ness transaction standard. This group is the clearinghouse on U.S. electronic
data interchange standards. t

Amplitude

The maximum height of a radio wave. *

Analog Data

Information that is represented by continuously changing physical quantity,
such as length or height of an electromagnetic wave (see below). *

Analog

As applied to an electrical or computer system, the capability of representing
data in continuously varying physical phenomena (as in a voltmeter) and con-
verting them into numbers. t

ANSI

Acronym for American National Standards Institute. t

Antenna

A device for sending or receiving electromagnetic waves. *

Anti-collision

A technique used to prevent several tags in the field of a single reader, or read-
ers with overlapping fields, from interfering with one another. Anti-collision
algorithms typically work by ensuring that the tags or readers don’t transmit at
the same time. *

APICS

The Educational Society for Resource Management : Founded in 1957 as the
American Production and Inventory Control Society, APICS is a not-for-profit
educational organization consisting of 70,000 members in the production/oper-
ations, materials, and integrated resource management areas. t
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Application Package

A computer program or set of programs designed for a specific application;
e.g., inventory control, MRP. +

Application System

A set of programs of specific instructions for processing activities needed to
compute specific tasks for computer users, as opposed to operating systems
that control the computer’s internal operations. Examples are payroll, spread-
sheets, and word processing programs. +

Applications Software

Programs created for a particular business purpose such as payroll or inventory
control. t

ASN

Abbreviation for advance ship notice. t

Automated Data Capture System

Any device such as a bar-code reader or optical character reader that mecha-
nizes the entry of information into an information system. +

Automatic Data Capture (ADC)

Methods of collecting data and entering it directly into computer systems
without human involvement (see also automatic identification and data collec-
tion).*

Automatic Identification and Data Collection (AIDC)

A broad term that covers methods of entering data directly into a computer
system without using a keyboard. These include barcode scanning, radio fre-
quency identification, voice recognition and other technologies. *

Automated Information System (AIS)

Computer hardware and software configured to automate calculating, comput-
ing, sequencing, storing, retrieving, displaying, communicating, or otherwise
manipulating data and textual material to provide information. +

Automation

The substitution of machine work for human physical and mental work, or the
use of machines for work not otherwise able to be accomplished, entailing a
less continuous interaction with humans than previous equipment used for
similar tasks. t
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Backflush

A method of inventory bookkeeping where the book (computer) inventory of
components is automatically reduced by the computer after completion of acti-
vity on the component’s upper-level parent item based on what should have
been used as specified on the bill of material and allocation records. This
approach has the disadvantage of a built-in differential between the book
record and what is physically in stock. Syn: explode-to-deduct, post-deduct
inventory transaction processing. See: pre-deduct inventory transaction proces-
sing. T

Bandwidth

In telecommunications, a measurement of how much data can be moved along
a communications channel per unit of time, usually measured in bits per sec-
ond. t

Bar Code

A standard adopted to make it possible for machines to automatically identify
labeled objects. The barcode was adopted because the bars were easier for
machines to read than characters that humans could read. The main drawbacks
of the bar code system in common use are that it can’t distinguish one can of
soup from another and scanners have to have line of sight to read the label. *

Bar Coding

A method of encoding data using bar code for fast and accurate readability. t
Baud

The number of bits transmitted per second. +

Bit

The smallest unit of digital information — a single one or zero. A 96-bit EPC is a
string of 96 ones and zeros. *

BOM

Abbreviation for bill of material. +

BPR

Abbreviation for business process reengineering. t

Broadband

A coaxial cable offering several channels for text, voice, and/or video transmis-
sion. t
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Browser

Software used on the Web to retrieve and display documents on-screen, con-
nect to other sites using hypertext links, display images, and play audio files. t

Bullwhip Effect

An extreme change in the supply position upstream in a supply chain gener-
ated by a small change in demand downstream in the supply chain. Inventory
can quickly move from being backordered to being excess. This is caused by the
serial nature of communicating orders up the chain with the inherent transpor-
tation delays of moving product down the chain. The bullwhip effect can be eli-
minated by synchronizing the supply chain. t

Business Process Reengineering (BPR)

A procedure that involves the fundamental rethinking and radical redesign of
business processes to achieve dramatic organizational improvements in such
critical measures of performance as cost, quality, service, and speed. Any BPR
activity is distinguished by its emphasis on (1) process rather than functions
and products and (2) the customers for the process. Syn: reengineering. +

Byte
A string of 8 bits used to represent a single character in a computer code. t

Cache

A high-speed device used within a computer to store frequently retrieved data.
.|.

Capacity

1) The capability of a system to perform its expected function. 2) The capability
of a worker, machine, work center, plant, or organization to produce output per
time period. Capacity required represents the system capability needed to
make a given product mix (assuming technology, product specification, etc.).
As a planning function, both capacity available and capacity required can be
measured in the short term (capacity requirements plan), intermediate term
(rough-cut capacity plan), and long term (resource requirements plan). Capac-
ity control is the execution through the I/O control report of the short-term
plan. Capacity can be classified as budgeted, dedicated, demonstrated, produc-
tive, protective, rated, safety, standing, or theoretical. See: capacity available,
capacity required. 3) Required mental ability to enter into a contract. +

Capacity Management

The function of establishing, measuring, monitoring, and adjusting limits or
levels of capacity in order to execute all manufacturing schedules; i.e., the pro-
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duction plan, master production schedule, material requirements plan, and dis-
patch list. Capacity management is executed at four levels: resource
requirements planning, rough-cut capacity planning, capacity requirements
planning, and input/output control. t

Cargo

A product shipped in an aircraft, railroad car, ship, barge, or truck. t

Carrying Cost

The cost of holding inventory, usually defined as a percentage of the dollar
value of inventory per unit of time (generally one year). Carrying cost depends
mainly on the cost of capital invested as well as such costs of maintaining the
inventory as taxes and insurance, obsolescence, spoilage, and space occupied.
Such costs vary from 10% to 35% annually, depending on type of industry. Car-
rying cost is ultimately a policy variable reflecting the opportunity cost of alter-
native uses for funds invested in inventory. Syn: holding costs. t

Category Management

In marketing, an organizational structure giving managers responsibility for
planning and implementing marketing systems for certain product lines. *

Cellular Manufacturing

A manufacturing process that produces families of parts within a single line or
cell of machines controlled by operators who work only within the line or cell. +

Central Processing Unit (CPU)

The electronic processing unit of a computer, where mathematical calculations
are -performed. 1

Channels of Distribution

Any series of firms or individuals that participates in the flow of goods and ser-
vices from the raw material supplier and producer to the final user or con-
sumer. See: distribution channel. t

Check Digit

A digit added to each number in a coding system that allows for detection of
errors in the recording of the code numbers. Through the use of the check digit
and a predetermined mathematical formula, recording errors such as digit
reversal or omission can be discovered. t

Chip

See microchip. *
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Closed-Loop Feedback System

A planning and control system that monitors system progress toward the plan
and has an internal control and replanning capability. t

Closed-Loop MRP

A system built around material requirements planning that includes the addi-
tional planning processes of production planning (sales and operations plan-
ning), master production scheduling, and capacity requirements planning.
Once this planning phase is complete and the plans have been accepted as real-
istic and attainable, the execution processes come into play. These processes
include the manufacturing control processes of input-output (capacity) meas-
urement, detailed scheduling and dispatching, as well as anticipated delay
reports from both the plant and suppliers, supplier scheduling, and so on. The
term closed loop implies not only that each of these processes is included in the
overall system, but also that feedback is provided by the execution processes so
that the planning can be kept valid at all times. *

Collaborative Planning

Syn: collaborative planning, forecasting, and replenishment. +

Collaborative Planning, Forecasting, and Replenishment (CPFR)

1) A collaboration process whereby supply chain trading partners can jointly
plan key supply chain activities from production and delivery of raw materials
to production and delivery of final products to end customers. Collaboration
encompasses business planning, sales forecasting, and all operations required
to replenish raw materials and finished goods. 2) A process philosophy for faci-
litating collaborative communications. CPFR is considered a standard, endor-
sed by the Voluntary Interindustry Commerce Standards. Syn: collaborative
planning. +

Collision

Radio signals interfering with one another. Signals from tags or readers can col-
lide (see below). *

Competitive Advantage

An edge, e.g., a process, patent, management philosophy, or distribution sys-
tem, that a seller has that enables the seller to control a larger market share or
profit than the seller would otherwise have. Syn: competitive edge. *

Competitive Analysis

An analysis of a competitor that includes its strategies, capabilities, prices, and
costs. t
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Competitive Intelligence

The information required to conduct a competitive analysis.

Connectivity

The ability to communicate effectively with supply chain partners to facilitate
interorganization synchronization. +

Constraint

Any element or factor that prevents a system from achieving a higher level of
performance with respect to its goal. Constraints can be physical, such as a
machine center or lack of material, but they can also be managerial, such as a
policy or procedure. t

Container

A large box in which commodities to be shipped are placed. t

Containerization

A shipment method in which commodities are placed in containers, and after
initial loading, the commodities per se are not rehandled in shipment until they
are unloaded at the destination. t

Continuous Replenishment

A process by which a supplier is notified daily of actual sales or warehouse
shipments and commits to replenishing these sales (by size, color, and so on)
without stockouts and without receiving replenishment orders. The result is a
lowering of associated costs and an improvement in inventory turnover. See:
vendor-managed inventory. t

Control System

A system that has as its primary function the collection and analysis of feed-
back from a given set of functions for the purpose of controlling the functions.
Control may be implemented by monitoring or systematically modifying para-
meters or policies used in those functions, or by preparing control reports that
initiate useful action with respect to significant deviations and exceptions. *

Coupling

The transfer of energy from one electronic circuit to another. Inductive and
capacitive coupling are two methods used to transfer energy (and also data)
between a reader and a tag. *
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CRM

Abbreviation for customer relationship management and customer relations
management. T

Cross-Docking

The concept of packing products on the incoming shipments so they can be eas-
ily sorted at intermediate warehouses or for outgoing shipments based on final
destination. The items are carried from the incoming vehicle docking point to
the outgoing vehicle docking point without being stored in inventory at the
warehouse. Cross-docking reduces inventory investment and storage space
requirements. Syn: direct loading. *

Customer Relationship Management (CRM)

A marketing philosophy based on putting the customer first. The collection and
analysis of information designed for sales and marketing decision support (as
contrasted to enterprise resources planning information) to understand and
support existing and potential customer needs. It includes account manage-
ment, catalog and order entry, payment processing, credits and adjustments,
and other functions. Syn: customer relations management. t

Customer Service Ratio

1) A measure of delivery performance of finished goods, usually expressed as a
percentage. In a make-to-stock company, this percentage usually represents the
number of items or dollars (on one or more customer orders) that were shipped
on schedule for a specific time period, compared with the total that were sup-
posed to be shipped in that time period. Syn: customer service level, fill rate,
order-fill ratio, percent of fill. Ant: stockout percentage. 2) In a make-to-order
company, it is usually some comparison of the number of jobs or dollars ship-
ped in a given time period (e.g., a week) compared with the number of jobs or
dollars that were supposed to be shipped in that time period. +

Cybermarketing

Any type of Internet-based promotion. Many marketing managers use the term
to refer to any type of computer-based marketing. +

Cybernetic System

The information flow or information system (electronic, mechanical, logical)
that controls an industrial process. t

Cybernetics

The study of control processes in mechanical, biological, electrical, and infor-
mation systems. t
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Data Collection

The act of compiling data for recording, analysis, or distribution. +

Data Dictionary

1) A catalog of requirements and specifications for an information system. 2) A
file that stores facts about the files and databases for all systems that are cur-
rently being used or for the software involved. t

Data Mining

The process of studying data to search for previously unknown relationships.
This knowledge is then applied to achieving specific business goals. t

Data Warehouse

A repository of data that has been specially prepared to support decision-mak-
ing applications. Syn: decision-support data, information data warehouse. t

Database

A data processing file-management approach designed to establish the inde-
pendence of computer programs from data files. Redundancy is minimized,
and data elements can be added to, or deleted from, the file structure without
necessitating changes to existing computer programs. +

Decision Support System (DSS)

A computer system designed to assist managers in selecting and evaluating
courses of action by providing a logical, usually quantitative, analysis of the
relevant factors. t

Die

A tiny square of silicon with an integrated circuit etched on it — more com-
monly known as a silicon chip. *

Discrete Manufacturing

The production of distinct items such as automobiles, appliances, or comput-
ers. T

Distributed Architecture

Software that runs simultaneously on different computers distributed through-
out an organization, rather than on one central computer. *

Distributed Data Processing

A data processing organizational concept under which computer resources of a
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company are installed at more than one location with appropriate communica-
tion links. Processing is performed at the user’s location generally on a smaller
computer and under the user’s control and scheduling, as opposed to process-
ing for all users being done on a large, centralized computer system. t

Disintermediation

The process of eliminating an intermediate stage or echelon in a supply chain.
Total supply chain operating expense is reduced, total supply chain inventory
is reduced, total cycle time is reduced, and profits increase among the remain-
ing echelons. See: echelon. t

Distribution

1) The activities associated with the movement of material, usually finished
goods or service parts, from the manufacturer to the customer. These activities
encompass the functions of transportation, warehousing, inventory control,
material handling, order administration, site and location analysis, industrial
packaging, data processing, and the communications network necessary for
effective management. It includes all activities related to physical distribution,
as well as the return of goods to the manufacturer. In many cases, this move-
ment is made through one or more levels of field warehouses. Syn: physical
distribution. 2) The systematic division of a whole into discrete parts having
distinctive characteristics. t

Distribution Channel

The distribution route, from raw materials through consumption, along which
products travel. Syn: marketing channel. See: channels of distribution. t

Distribution Requirements Planning (DRP)

1) The function of determining the need to replenish inventory at branch ware-
houses. A time-phased order point approach is used where the planned orders
at the branch warehouse level are “exploded” via MRP logic to become gross
requirements on the supplying source. In the case of multilevel distribution
networks, this explosion process can continue down through the various levels
of regional warehouses (master warehouse, factory warehouse, etc.) and
become input to the master production schedule. Demand on the supplying
sources is recognized as dependent, and standard MRP logic applies. 2) More
generally, replenishment inventory calculations, which may be based on
other planning approaches such as period order quantities or “replace exactly
what was used,” rather than being limited to the time-phased order point
approach. t
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Distribution Resource Planning (DRP Il)

The extension of distribution requirements planning into the planning of the
key resources contained in a distribution system: warehouse space, workforce,
money, trucks, freight cars, etc. +

Domain Name

The unique name that identifies an Internet site. Domain names always have
two or more parts separated by dots. The part on the left is the most specific
and the part on the right is the most general. A given machine may have more
than one domain name but a given domain name points to only one machine. +

Domain Name Service

A service used on the Internet to help the network route information to the cor-
rect computers. *

DRP

Abbreviation for distribution requirements planning. t

Dynamic Data

Data that can change constantly, such as the temperature of an item. *
Dynamic Lot Sizing

Any lot-sizing technique that creates an order quantity subject to continuous
recomputation. See: least total cost, least unit cost, part period balancing,
period order quantity, Wagner-Whitin algorithm. t

EAN International

The international group that administers bar code standards in many parts of
the world. *

EDI

Abbreviation for electronic data interchange. t

EDI for Administration, Commerce, and Transport (EDIFACT)

A set of United Nations rules for electronic data interchange. These are interna-
tional guidelines and standards for the electronic exchange of data regarding
trade. t

Efficient Consumer Response (A)

1) A grocery industry-based, demand-driven replenishment system that links
suppliers to develop a large flow-through distribution network. Information



Glossary 295

technology is designed to enable suppliers to anticipate demand. Manufacture
is initiated based on point-of-sale information. Accurate, instantaneous data are
essential to this concept. 2) A management approach that streamlines the sup-
ply chain by improving its effectiveness in providing customer service and
reducing costs through innovation and technology. *

Electronic Data Interchange (EDI)

The paperless (electronic) exchange of trading documents, such as purchase
orders, shipment authorizations, advanced shipment notices, and invoices,
using standardized document formats. +

Electrically Erasable Programmable Read-Only Memory (EEPROM)

A type of electronic memory that retains its contents even when the power is
cut off and which can be reprogrammed. *

Electromagnetic Compatibility (EMC)

The ability of a system or product to function properly in an environment
where other electromagnetic devices are used and not be a source itself of elec-
tromagnetic interference. *

Electromagnetic ID (EMID) Tag

A memory device with circuitry for communicating wirelessly with an external
tag reader. An RFID tag is one type of electromagnetic ID tag. *

Electromagnetic Interference (EMI)

The effect one wireless systems or product has on neighboring systems or prod-
ucts. *

Electromagnetic Spectrum

The entire frequency range of electromagnetic waves. *

Electromagnetic Waves

Energy that is emitted in the form of waves. Types of electromagnetic waves
include radio waves, gamma rays and x-rays. *

Electronic Article Surveillance (EAS)

Simple electronic tags that are either “on” or “off.” When an item is purchased
or borrowed legally, the tag is turned off. When someone passes a gate area hol-
ding an item with a tag that hasn’t been turned off, an alarm sounds. *

Electronic Data Interchange (EDI)

A widely accepted method of sharing data over a business network. *
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Electronic Product Code: (EPC)

The Auto-ID Center’s coding scheme that will identify an item’s manufacturer,
product category and unique serial number. *

Encryption (A): Changing readable words into another form, called a cipher,
that hides the text’s meaning. t

Enterprise Resources Planning (ERP) System

1) An accounting-oriented information system for identifying and planning the
enterprisewide resources needed to take, make, ship, and account for customer
orders. An ERP system differs from the typical MRP II system in technical
requirements such as graphical user interface, relational database, use of
fourth-generation language, and computer-assisted software engineering tools
in development, client/server architecture, and open-system portability. 2)
More generally, a method for the effective planning and control of all resources
needed to take, make, ship, and account for customer orders in a manufactur-
ing, distribution, or service company. t

European Article Numbering (EAN)

The bar code standard used throughout Europe, Asia and South America. It is
administered by EAN International. *

eXtensible Markup Language (XML)

A widely accepted way of sharing information over the Internet in a way that
computers can use, regardless of their operating system. *

Expert System

A type of artificial intelligence computer system that mimics human experts by
using rules and heuristics rather than deterministic algorithms. +

Extranet

A network connection to a partner’s network using secure information process-
ing and Internet protocols to do business. t

Family

A group of end items whose similarity of design and manufacture facilitates
their being planned in aggregate, whose sales performance is monitored toge-
ther, and, occasionally, whose cost is aggregated at this level. +

Feedback

The flow of information back into the control system so that actual performance
can be compared with planned performance. t
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Feedback Loop

The part of a closed-loop system that allows the comparison of response with
command. t

File Transfer Protocol (FTP)

A protocol used to transfer files over the Internet. +

Finite Scheduling

A scheduling methodology where work is loaded into work centers such that
no work center capacity requirement exceeds the capacity available for that
work center. See: drum-buffer-rope, finite forward scheduling. t

Fluidic Self-Assembly

A manufacturing process, patented by Alien Technology, that involves flowing
tiny microchips in a special fluid over a base with holes shaped to catch the
chips. *

Frequency

The number of repetitions of a complete waveform in a specific period of time.
1 KHz equals 1,000 complete waveforms in one second. 1 MHz equals 1 million
waveforms per second. *

Frequency Shift Keying (FSK)

A method of switching between different frequencies to transmit digital data.
Often, one frequency represents a one, the other a zero. *

Global Trade Item Number (GTIN)

A superset of bar code standards, which is used internationally. In addition to
manufacturer and product category, GTIN also includes shipping, weight and
other information. The EPC is designed to provide continuity with GTIN. *

Graphical User Interface (GUI)

A connection between the computer and the user employing a mouse and icons
so that the user makes selections by pointing at icons and clicking the mouse. *

Hardware

The physical, touchable, material parts of a computer or other system. Hard-
ware for RFID systems consists of tags and readers, along with the computers
required to collate, process and communicate the data generated. *
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Heuristics

A form of problem solving in which the results or rules have been determined
by experience or intuition instead of by optimization. Heuristics can be used in
such areas as forecasting; lot sizing; or determining production, staff, or inven-
tory levels. t

High-Frequency Tags
Tags operating in the 13.56 MHz range. *

Holonic Manufacturing System (HMS)

A method for manufacturing goods based on the cooperation of autonomous,
functionally complete entities with diverse and often conflicting goals. Holonic
manufacturing is still in the early stages of development, but can be greatly
enhanced by RFID technology. *

HTML1

Abbreviation for hypertext markup language. +

Hybrid EDI

A situation in which only one trading partner is EDI enabled, while the other
continues to use paper and fax. Usually the EDI-enabled partner would have
electronic documents converted to fax. t

Hypertext

A system of relating information without using menus or hierarchies. *

Hypertext Markup Language (HTML)

A language used to create Web pages that permits the user to create text, hyper-
text links, and multimedia elements within the page. HTML is not a program-
ming language, but a way to format text. +

Hypertext Transfer Protocol (HTTP)

A protocol that tells computers how to communicate with each other. Most
internet addresses begin with http://. t

Independent Demand

The demand for an item that is unrelated to the demand for other items.
Demand for finished goods, parts required for destructive testing, and service
parts requirements are examples of independent demand. See: dependent
demand. t
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Industrial, Scientific, and Medical (ISM) Bands

A group of unlicensed frequencies of the electromagnetic spectrum. It isn’t nec-
essary to buy a license from the government before using communications
equipment that operates at an ISM band frequency. *

Information System Architecture

A model of how the organization operates regarding information. The model
considers four factors: (1) organizational functions, (2) communication of coor-
dination requirements, (3) data modeling needs, and (4) management and con-
trol structures. The architecture of the information system should be aligned
with and match the architecture of the organization. t

Information Technology

The technology of computers, telecommunications, and other devices that inte-
grate data, equipment, personnel, and problem-solving methods in planning
and controlling business activities. Information technology provides the means
for collecting, storing, encoding, processing, analyzing, transmitting, receiving,
and printing text, audio, or video information. t

Integrated Circuit (IC)

This is another name for a chip or microchip. ICs make up the brains of com-
puters. *

Intelligent Agent

A program that regularly gathers information without the owner being present.
.I.

Internet

A worldwide network of computers belonging to businesses, governments,
and universities that enables users to share information in the form of files and
to send electronic messages and have access to a tremendous store of informa-
tion. t

Internet Protocol (IP)

The network layer for the TCP/IP protocol suite widely used on Ethernet net-
works. It routes packets of data among computers connected to a network. *

Interrogator

An RFID reader. *
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Line-of-Sight Technology

Technology that requires an item to be “seen” to be automatically identified by
a machine. Bar codes and optical character recognition are two line-of-site sight
technologies. *

Logic Gate

Tiny switches on microchip circuits that enable the chip to perform certain ope-
rations. *

Low-Frequency Tags

RFID tags that communicate with readers at 125 KHz. *

Knowledge-Based System

A computer program that employs knowledge of the structure of relations and
reasoning rules to solve problems by generating new knowledge from the rela-
tionships about the subject. t

LAN

Acronym for local area network. *

Learning Curve

A curve reflecting the rate of improvement in time per piece as more units of an
item are made. A planning technique, the learning curve is particularly useful
in project-oriented industries in which new products are frequently phased in.
The basis for the learning curve calculation is that workers will be able to pro-
duce the product more quickly after they get used to making it. Syn: experience
curve, manufacturing progress curve. t

Less than Truckload (LTL)

Either a small shipment that does not fill the truck or a shipment of not enough
weight to qualify for a truckload quantity (usually set at about 10,000 Ibs.) rate
discount, offered to a general commodity trucker. t

Logistics

In an industrial context, the art and science of obtaining, producing, and dis-
tributing material and product in the proper place and in proper quantities. 2)
In a military sense (where it has greater usage), its meaning can also include the
movement of personnel. t

Logistics System

The planning and coordination of the physical movement aspects of a firm’s
operations such that a flow of raw materials, parts, and finished goods is
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achieved in a manner that minimizes total costs for the levels of service desi-
red. +

Maintenance, Repair, and Operating Supplies (MRO)

Items used in support of general operations and maintenance such as mainte-
nance supplies, spare parts, and consumables used in the manufacturing proc-
ess and supporting operations. *

Manufacturing Execution Systems

Programs and systems that participate in shop floor control, including pro-
grammed logic controllers and process control computers for direct and super-
visory control of manufacturing equipment; process information systems that
gather historical performance information, then generate reports; graphical dis-
plays; and alarms that inform operations personnel what is going on in the
plant currently and a very short history into the past. Quality control informa-
tion is also gathered and a laboratory information management system may be
part of this configuration to tie process conditions to the quality data that are
generated. Thereby, cause-and-effect relationships can be determined. The qua-
lity data at times affect the control parameters that are used to meet product
specifications either dynamically or off line. +

Manufacturing Planning and Control System (MPC)

A closed-loop information system that includes the planning functions of pro-
duction planning (sales and operations planning), master production schedul-
ing, material requirements planning, and capacity requirements planning.
Once the plan has been accepted as realistic, execution begins. The execution
functions include input-output control, detailed scheduling, dispatching, antic-
ipated delay reports (department and supplier), and supplier scheduling. A
closed-loop MRP system is one example of a manufacturing planning and con-
trol system. t

Manufacturing Resource Planning (MRP II)

A method for the effective planning of all resources of a manufacturing com-
pany. Ideally, it addresses operational planning in units, financial planning in
dollars, and has a simulation capability to answer what-if questions. It is made
up of a variety of processes, each linked together: business planning, produc-
tion planning (sales and operations planning), master production scheduling,
material requirements planning, capacity requirements planning, and the exe-
cution support systems for capacity and material. Output from these systems is
integrated with financial reports such as the business plan, purchase commit-
ment report, shipping budget, and inventory projections in dollars. Manufac-
turing resource planning is a direct outgrowth and extension of closed-loop
MRP. +
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Marketing Channel

That set of organizations through which a good or service passes in going from
a raw state to the final consumer. Syn: distribution channel. See: channels of
distribution. +

Mass Customization

The creation of a high-volume product with large variety so that a customer
may specify his or her exact model out of a large volume of possible end items
while manufacturing cost is low because of the large volume. An example is a
personal computer order in which the customer may specify processor speed,
memory size, hard disk size and speed, removable storage device characteris-
tics, and many other options when PCs are assembled on one line and at low
cost. T

Master Production Schedule (MPS)

The master production schedule is a line on the master schedule grid that
reflects the anticipated build schedule for those items assigned to the master
scheduler. The master scheduler maintains this schedule, and in turn, it beco-
mes a set of planning numbers that drives material requirements planning. It
represents what the company plans to produce expressed in specific configu-
rations, quantities, and dates. The master production schedule is not a sales
item forecast that represents a statement of demand. The master production
schedule must take into account the forecast, the production plan, and other
important considerations such as backlog, availability of material, availability
of capacity, and management policies and goals. Syn: master schedule. +

Material Requirements Planning (MRP)

A set of techniques that uses bill of material data, inventory data, and the mas-
ter production schedule to calculate requirements for materials. It makes rec-
ommendations to release replenishment orders for material. Further, because it
is time-phased, it makes recommendations to reschedule open orders when
due dates and need dates are not in phase. Time-phased MRP begins with the
items listed on the MPS and determines (1) the quantity of all components and
materials required to fabricate those items and (2) the date that the components
and material are required. Time-phased MRP is accomplished by exploding the
bill of material, adjusting for inventory quantities on hand or on order, and off-
setting the net requirements by the appropriate lead times. t

Microchip

A microelectronic semiconductor device comprising many interconnected tran-
sistors and other components. Also called a chip or an “integrated circuit.” *
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Micron

A unit of length equal to one millionth of a meter or one thousandth of a mil-
limeter. *

Model

A representation of a process or system that attempts to relate the most impor-
tant variables in the system in such a way that analysis of the model leads to
insights into the system. Frequently, the model is used to anticipate the result of
a particular strategy in the real system. t

Modulation

Changing the frequency, phase, or amplitude of a wave to transmit data. *

Nanoblock

The term Alien Technology uses to describe its tiny microchips, which are
about the width of three human hairs. *

National Stock Number (NSN)

The individual identification number assigned to an item to permit inventory
management in the federal (U.S.) supply system. t

Network

Any system that transmits voice, video and/or data between users. *

Neural Network

A software system loosely based on how the brain works. It tries to simulate
the multiple layers of elements called neurons. Each neuron is tied to several
neighbors with a value that signifies the strength of the connections. Learning
is accomplished by changing the values to cause the network to report appro-
priate results. Neural networks have been used for market forecasts and other
applications. t

Object Name Service (ONS)

An Auto-ID Center designed system for looking up unique Electronic Product
Codes and pointing computers to information about the item associated with
the code. ONS is similar to the Domain Name System, which points computers
to sites on the Internet. *

Object-Oriented Programming (OOP)

Within computer programming, the use of coding techniques and tools that
reflect the concept of viewing the business environment as a set of elements (or
objects) with associated properties, e.g., data, data manipulation/actions, inhe-
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ritance. The objects encapsulate, through data and functions, the properties of
the business that are of interest. T

Open Systems Interconnection (OSI)

A communication system where a user can communicate with another user
without being constrained by a particular manufacturer’s equipment. t

Operating System

A conglomeration of software that controls the hardware and application pro-
grams that perform the logical processing of the system. It is a system of pro-
grams that controls the execution of computer programs and may provide
scheduling, accounting, debugging, and input/output control. +

Operations Research

1) The development and application of quantitative techniques to the solution
of problems. More specifically, theory and methodology in mathematics, statis-
tics, and computing are adapted and applied to the identification, formulation,
solution, validation, implementation, and control of decision-making prob-
lems. 2) An academic field of study concerned with the development and appli-
cation of quantitative analysis to the solution of problems faced by
management in public and private organizations. Syn: management science. t

Part Coding and Classification

A method used in group technology to identify the physical similarity of parts.
.l.

Part Family

A collection of parts grouped for some managerial purpose. t

Passive Tag

An RFID tag that does not use a battery. The tag draws energy from an electro-
magnetic field created by the reader. *

Phase Shift Keying (PSK)

A method of communicating information by switching transmission between
different phases of the waveform to represent digital data. *

Physical Markup Language (PML)

An Auto-ID Center designed method of describing products in a way comput-
ers can understand. PML is based on the widely accepted eXtensible Markup
Language used to share data over the Internet in a format all computers can
use. *
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PML Server

A dedicated computer that will respond to requests for Physical Markup Lan-
guage (PML) files related to individual Electronic Product Codes. The manufac-
turer of the item may maintain the PML files and server. *

Process Industries

The group of manufacturers that produce products by mixing, separating, for-
ming, and/or performing chemical reactions. Paint manufacturers, refineries,
and breweries are examples of process industries. t

Process Manufacturing

Production that adds value by mixing, separating, forming, and/or performing
chemical reactions. It may be done in either batch or continuous mode. See:
project manufacturing. +

Product Family

A group of products with similar characteristics, often used in production plan-
ning (or sales and operations planning). t

Protocol

In information systems, a set of rules for defining the format and relationships
for sharing information between devices. These rules govern the transmission
of data across a network and serve as the grammar of data communication lan-
guages. t

Radio Frequency Identification (RFID)

A method of identifying unique items using radio waves. The big advantage
over bar code technology is lasers must see a bar code to read it. Radio waves
do not require line of site and can pass through materials such as cardboard
and plastic. *

Radio Waves

Electromagnetic waves that fall within the lower end of the electromagnetic
spectrum. *

Read Range

The distance from which a reader can communicate with a tag. Range is influ-
enced by the power of the reader, frequency used for communication, and the
design of the antenna. *
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Read-Only Memory (ROM)

A form of storing information on a chip that cannot be overwritten. Read-only
chips are less expensive than read-write chips. *

Read-Write

The ability to read and overwrite stored information. Chips for read-write RFID
tags are more expensive than equivalent read-only chips. *

Reader

Also called an interrogator. The reader communicates with the RFID tag and
passes the information in digital form to a computer system. *

Reader Collision

A problem that occurs when signals from readers with overlapping fields inter-
fere with one another. *

RFID Transponder

See transponder. *

Savant

Distributed network software that manages and moves data related to Elec-
tronic Product Codes. *

Search Engines

Web software that enables a user to find a page or Web site devoted to a partic-
ular topic. t

Semi-passive Tags

RFID tags that use a battery to run the chip’s circuitry, but communicate by dra-
wing power from the reader. *

Sensors

Devices that can monitor and adjust differences in conditions to control equip-
ment on a dynamic basis. t

Service Parts

Those modules, components, and elements that are planned to be used without
modification to replace an original part. Syn: repair parts, spare parts. t

Server

A computer that processes and fulfills requests for files, Web pages or other
digital information. *
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Servo System

A control mechanism linking a system’s input and output, designed to feed
back data on system output to regulate the operation of the system. +

Setup Costs

Costs such as scrap costs, calibration costs, downtime costs, and lost sales asso-
ciated with preparing the resource for the next product. Syn: changeover costs,
turnaround costs. t

Shrinkage

Reductions of actual quantities of items in stock, in process, or in transit. The
loss may be caused by scrap, theft, deterioration, evaporation, etc. *

Smart Cards

A broad term used for a plastic card (usually the size of a credit card) with an
embedded microchip. Some smart cards contain an RFID chip so they can iden-
tify the holder without requiring any physical contact with a reader. RFID
smart cards are often called “contactless” smart cards. *

Software

Also called a “computer program” or “program.” Software is essentially the
instructions that tell the physical computer — the hardware — what to do. Soft-
ware can be written in different computer languages and generally falls into
two categories: system software and application software or application pro-
grams. System software is any software required to support the production or
execution of application programs but which is not specific to any particular
application. Examples of system software would include the operating system
and network software that directs traffic or checks passwords. Application soft-
ware is the programs that run on top of the system software and perform spe-
cific functions, such as record keeping. *

Static Data

Data that doesn’t change, such as facts relating to the material composition of a
product. *

Structured Query Language (SQL)

A computer language that is a relational model database language. Such a lan-
guage has an English vocabulary, is nonprocedural, and provides the ability to
define tables, screen layouts, and indices. t
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Supply Chain

The global network used to deliver products and services from raw materials to
end customers through an engineered flow of information, physical distribu-
tion, and cash. t

Supply Chain Inventory Visibility

Software applications that permit monitoring events across a supply chain.
These systems track and trace inventory globally on a line-item level and notify
the user of significant deviations from plans. Companies are provided with rea-
listic estimates of when material will arrive. t

Synthetic Polymers

Man-made compounds that make up plastic-like materials. Special types of
synthetic polymers may one day offer an inexpensive replacement to silicon in
microchips. *

Tag

The generic term for a radio frequency identification device. Tags are some-
times referred to as smart labels. *

Tag Collision

Interference caused when more than one RFID tag sends back a signal to the
read at the same time. *

Task Management System

A method of organizing and customizing software to execute a set of tasks
automatically. *

TCP/IP

Abbreviation for transmission control protocol/Internet protocol. +

Technical/Office Protocol (TOP)

An application-specific protocol based on open systems interconnection (OSI)
standards. It is designed to allow communication between computers from dif-
ferent suppliers in the technical development and office environments. t

Temporal Data

Data that changes discretely and intermittently throughout an object’s life, such
as its location. *
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The Internet Engineering Task Force (IETF)

An open, international group of network designers, operators, vendors, and
researchers concerned with the evolution of the Internet architecture. *

Transmission Control Protocol (TCP)

A set of formal communications rules developed to internetwork dissimilar
types of computers. TCP is the connection-oriented protocol built on top of
Internet Protocol (IP) and is nearly always seen in the combination TCP/IP. It
adds reliable communication and flow-control. TCP/IP has become the de
facto standard for communicating over the Internet. *

Transmission Control Protocol/Internet Protocol (TCP/IP)

The communication protocol used by the Internet. t

Transponder

A radio transmitter-receiver that is activated when it receives a predetermined
signal. RFID tags are sometimes referred to as transponders. *

Ultra-high Frequency (UHF)

The term generally given to waves in the 300 MHz to 3 GHz. UHF offers high
bandwidth and good range, but UHF waves don’t penetrate materials well and
require more power to be transmitted over a given range than lower frequency
waves. *

Unified Modeling Language (UML)
An open, standard method of modeling large, complex computer systems. *
Uniform Code Council (UCC)

The nonprofit organization that overseas the Uniform Product Code, the bar-
code standard used in North America. *

Universal Product Code (UPC)

The barcode standard used in North America. It is administered by the Uni-
form Code Council. *

URL

Abbreviation for uniform resource locator. t

User Datagram Protocol (UDP)

A set of communications rules that govern the transmission of data over a net-
work. UDP doesn’t require a connection or guarantee the delivery of data, so all
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error processing and retransmission must be taken care of by the application
program. *

Value Chain

The functions within a company that add value to the goods or services that the
organization sells to customers and for which it receives payment. t

value chain analysis (A): An examination of all links a company uses to pro-
duce and deliver its products and services starting from the origination point
and continuing through delilvery to the final customer. t

Wafer

A small thin circular slice of a semiconducting material, such as pure silicon, on
which an integrated circuit can be formed. Silicon wafers are usually eight to
12 inches in diameter. *

XML
See eXtensible Markup Language. *
XML Query Language (XQL)

A method of querying a database based on XML. Files created using the Auto-
ID Center’s Physical Markup Language can be searched using XQL. *

XML

Abbreviation for extensible markup language. *



