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Preface

The rapid growth of RFID use in various supply chain operations, which has
arisen from the development of Electronic Product Code (EPC) technology,
has created a need for the consideration of security issues in the adoption of that
technology.

As the originators of EPC technology, the Auto-ID Center laboratories, esta-
blished at MIT in 1999, and extended in subsequent years to become an associa-
tion of seven laboratories around the world, have taken a keen interest in the
workings of EPC in practical applications. The laboratories, now called the Auto-
ID Laboratories, have adopted all questions surrounding security of these applica-
tions as a principal research interest. Their research has been primarily concerned
with the ability of RFID to combat the widespread counterfeiting that has emerged
in many supply chains and that is not adequately suppressed by non-RFID security
technologies. This book is the outcome of that research.

The Auto-ID Laboratories network, whose members have provided the chap-
ters of this book, consist of laboratories at The Massachusetts Institute of Tech-
nology in the USA, Cambridge University in the UK, The University of Adelaide
in Australia, Keio University in Japan, Fudan University in China, The University
of St. Gallen and The Swiss Federal Institute of Technology in Switzerland, and
The Information and Communications University in Korea. Together, they have
been and continue to be engaged in assembling the building blocks needed to
create an “Internet of things”. This global infrastructure leverages the global con-
nectivity of the Internet and makes it possible for computers to identify any object
worldwide. This Internet of things will not just provide the means to feed reliable,
accurate, real-time information into existing business applications; it will usher in
a new era of innovation and opportunity. More detail on the formation, functions
and expertise of the Auto-ID Laboratories network, and its relation to world stan-
dards bodies, can be found in Chapter 1.

This book contains eighteen chapters divided into four sections. Section 1, enti-
tled “Anti-counterfeiting and RFID”, provides an introduction to EPC networks
and the theory of security and authentication. Section 2, entitled “Security and
Privacy Current Status”, explains the current status of security and privacy con-
cepts, some vulnerabilities of RFID systems, and defines a suitable evaluation
framework for security objectives. Section 3, entitled “Network Based Solutions”,
explores the role of networks in achieving security and privacy objectives. Section
4, entitled “Cryptographic Solutions”, shows how specific features built into RFID
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tags and readers can enhance security and privacy objectives, and describes novel
anti-counterfeiting technology.

It is not necessary for the chapters to be studied in a particular order, however,
it should be noted that Chapter 1 provides a comprehensive outline of what is
found in each of the subsequent chapters.

Each chapter is written by one or more acknowledged experts in the field. It has
been a great pleasure to work with these authors in the production of this book.

I wish to sincerely acknowledge the efforts of my co-editor Damith C. Ra-
nasinghe, who has not only assumed some of the significant burdens of editing,
but has also made contributions to many of the chapters. In addition, I wish to
express my appreciation to all of the members of the Auto-ID Laboratories who
are responsible for the quality of this work. Additionally, I would like to thank the
editorial staff of Springer Publishing, who have been unfailingly helpful through-
out the production process.

Adelaide, Australia Peter H. Cole
12. September 2007
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Chapter 1
Introduction from the editors

Structure of this book

This introduction describes the structure of the book, and in particular how it is di-
vided into sections and chapters. It gives an outline of what can be found in each
chapter, and gives a description of the origin and structure of the organisation
known as the Auto-ID Laboratories whose members have studied the anti-counter-
feiting problem and have provided the material for this book.

The four sections of the book are, as shown in the Table of Contents, entitled:
1: “Anti-counterfeiting and RFID” with four chapters; 2: “Security and Privacy
Current Status” with four chapters; 3: “Network Based Solutions” with three chap-
ters and 4: “Cryptographic Solutions” with six chapters.

The Auto-ID Laboratories

The Auto-ID Labs is the research-oriented successor to the Massachusetts Institute
of Technology (MIT) Auto-ID Center, originally founded by David Brock and
Sanjay Sarma of MIT with funding from Procter and Gamble, Gillette, the Uni-
form Code Council, and a number of other global consumer products manu-factur-
ers. The MIT Auto-ID Center was created to develop the Electronic Product Code
(EPC), a global RFID-based item identification system intended to replace the
UPC bar code. In October 2003 the Auto-ID Center was replaced by the combi-
nation of the newly founded research network the Auto-ID Labs, and EPCglobal,
an organization charged with managing the new EPC Network. The Auto-ID Labs
are responsible for managing and funding continued development of the EPC
technology.

From its foundation in 1999, the Auto-ID Center grew to become a unique part-
nership between almost 100 global companies and six of the world’s leading re-
search universities: the Massachusetts Institute of Technology in the US, the Uni-
versity of Cambridge in the UK, the University of Adelaide in Australia, Keio
University in Japan, the University of St. Gallen in Switzerland, and Fudan Uni-
versity in China. Together they were and still are engaged in assembling the build-
ing blocks needed to create an “Internet of things” which is a global infra-structure
— a layer on top of the Internet — that will make it possible for computers to iden-
tify any object anywhere in the world instantly. This network will not just provide
the means to feed reliable, accurate, real-time information into existing business
applications; it will usher in a whole new era of innovation and opportunity.

The Auto-ID Labs in March 2005 added Daejoen ICU University in Korea to
their network, thus completing their organisation as the leading research group in
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the field of networked radio-frequency identification (RFID) and emerging sens-
ing technologies. The labs now consist of seven research universities located on
four different continents. The areas of expertise range from hardware through soft-
ware to business research related to RFID.

The research can be grouped into three main areas: hardware, software and
business layer. On the autoidlabs.org website, the Auto-ID Labs continuously pub-
lish their research results and provide an archive with over 150 whitepapers and
academic publications. The following shows how the network and the research are
organized.

e Members
The research network now consists of the following seven research institutions:

— The University of Adelaide (Australia)

— The University of Cambridge (United Kingdom)

— Fudan University (China)

— The Information and Communications University (South Korea)
— Keio University (Japan)

— The Massachusetts Institute of Technology (USA)

— The University of St. Gallen/ETH Zurich (Switzerland)

The research is organised as follows.
e Business processes and applications

— Focus group: The University of St. Gallen/ETH Zurich, Keio University, The
University of Cambridge, The Massachusetts Institute of Technology, The Uni-
versity of Adelaide

— Business cases

— Business applications

— Privacy and security aspects

— Fundamentally new business processes and industries which include payment,
leasing, insurance, quality management, factory design, 3PL-managenemt,
brand protection, and anti-counterfeiting amongst others

e Software and networks

— Focus group: Keio University, The Massachusetts Institute of Technology
— Future system architecture

— EPC network

— Middleware

— Integration with existing systems

e Hardware

— Focus group: The Massachusetts Institute of Technology, Fudan University,
The Information and Communications University, The University of Adelaide
— RF and chip design
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Class 2 and higher tags
Tags with memory, battery, sensors and actuators
Enhanced reading rates in challenging environments

External links
External web links related to the Labs are

— The Auto-ID Labs website is at http://www.autoidlabs.org/
— The EPCglobal website is at http://www.epcglobalinc.org/home

Section 1 Anti-counterfeiting and RFID

Chapter 2: “Anti-Counterfeiting and Supply Chain Security”

In Chapter 2 “Anti-Counterfeiting and Securing Supply Chains” can be found an
overview of the anti-counterfeiting problem and what is needed to secure supply
chains, and how this may be achieved. As its title suggests, the chapter deals with
two issues: the problems raised by counterfeit products and the methods by means
of which supply chains might be made secure.

The chapter makes at the outset an emphatic statement about intellectual
property rights and their role in sustaining innovation and underpinning economic
growth and employment.

The challenges for affected enterprises raised by the violation of intellectual
property rights are described in detail. The requirements for Auto-ID based anti-
counterfeiting solutions are derived from detailed studies of firstly attack models
by means of which the behaviour of illicit actors may be understood, and the sec-
ondly the capabilities of low cost RFID transponders that may be used to counter
such attacks.

A number of solution concepts, employing both RFID and optical technologies,
are identified. These range from various forms of using unique serial numbers,
through plausibility checks based on track and trace, to object specific security
systems that are discussed in more detail in Chapter 13, to secure authentication
systems based on enciphered responses to reader challenges. Such approaches are
seen as providing motivation for the research that is the major topic of this book.

Then follow two chapters “Networked RFID Systems” and “EPC Network Ar-
chitecture” that provide basic background on the context in which anti-counterfeit-
ing security solutions must be devised.

Chapter 3: “Networked RFID Systems”

In Chapter 3 “Networked RFID Systems” the authors seek to identify concepts
and operating principles of a modern RFID system. Although a wide range of op-
erating principles for such a system, such as use of microelectronic labels, surface
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acoustic wave labels, labels using multiple resonances to encode data and so on,
are identified and referenced, the material presented in this chapter considers in
detail RFID systems based on using microelectronic devices. It is noted that in
general the operating principle and operating frequency are driven principally by
the application of the labelling system and by the constraints provided by
electromagnetic compatibility regulations, environmental noise, and the ability of
fields to permeate a scanned region of space or to penetrate intervening materials.

All modern RFID system infrastructures are seen as consisting of the three
primary components: (a) RFID labels (transponders); (b) RFID label readers or
interrogators (transceivers); and (c) backend networks (electronic databases). The
RFID labels can be distinguished based on their frequency of operation: (a) LF;
(b) HF; (c) UHF; or (d) microwave, the latter category being considered to cover
the frequency bands at 2.45 GHz and 5.8 GHz. Advantages and disadvantages of
each of these bands are listed.

Labels are also categorised in terms of their powering techniques of: (a) pas-
sive; (b) semi-passive; or (c) active, and the general features and applications of
each type are identified. In considering communication between labels and inter-
rogators, it is noted that there are similarities and differences in the way communi-
cation is achieved in both the far and the near field by a label antenna, and it is
also explained that the role of label quality factor changes significantly between
the two situations.

The EPC concept is briefly described on account of its close relation to
emerging applications, and a hierarchy of label functionalities is also introduced.
A method, by which the dilemma of diverse functionalities may be resolved by
means other than a rigid hierarchy of functionalities, is described.

In considering back end systems it is pointed our that the general design prin-
ciple in EPC based RFID systems is to off load silicon complexity of the label to
backend systems and to the reader in order that the cost of the labels may be kept
to a minimum, but the discussion of such systems is left to a further Chapter 4.

The important aspect of anti-collision that arises in multiple label reading
applications is considered and it is noted that as RFID labels are constrained by
limited computational power, and memory, and the anti-collision algorithms em-
bedded in multiple tag reading protocols take note of this, and that anti-collision
methods used in RFID must consider the wireless and ad hoc nature of RFID net-
works along with the necessity to recover from sudden power loss in the almost
invariably used passive RFID systems.

Among the anti-collision algorithms both deterministic and probabilistic
schemes are recognised. In addition to features which reduce the frequency of col-
lisions, the capacity to detect collisions is seen as a powerful addition to an anti-
collision algorithm. The role of line coding schemes is analysed and those which
may or may not detect invalid symbols cased by collisions of label reply signals of
differing strengths is identified. The role of CRC schemes in detecting collisions is
also discussed.

Also influencing the performance of tag reading protocols is the issue of tag
confusion, under which tag receive conflicting command or response signals from
more than one interrogator, and so-called ghost reads (a reader reporting an EPC
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of a tag that does not exist in its tag reading range) can occur. The features of well
designed protocols that reduce this phenomenon are described.

The chapter concludes with a summary of the issues covered and reminds read-
ers that the following chapter will elaborate on the integration of backend systems
to RFID technology, developed under the Auto-ID Center vision of a “Networked
Physical World”.

Chapter 4: “EPC Network Architecture”

In Chapter 4 “EPC Network Architecture” the authors provide an outline of the
structure and usage of the ubiquitous item identification network that originated at
the former Auto-ID Center, now called the Auto-ID Labs, and currently managed
by a number of working groups at EPCglobal Inc. The Auto-ID Center vision was
to create a “Smart World” by building an intelligent infrastructure linking objects,
information, and people through a ubiquitous computer network, leveraging the
Internet for global connectivity.

Contrary to the component based EPC Network architecture developed initially
by the Auto-ID Center, the more modern version is based on an N-tier architecture
with an emphasis on defining interfaces. The interfaces define the required
standard functionalities and methods by which optional functionalities can be
accessed rather than defining components and their associated functionalities.

The N-tier layered service oriented architecture approach fits naturally with an
object oriented modelling of the architecture because objects encapsulate
information and state while offering functionalities through their interfaces. The
modules also have a loose coupling due to the independence of different modules.
This reduction in dependency implies that the system is easier to manage and
enhance.

Web services are one method of implementing the Service Oriented Architec-
ture (SOA) over standardised protocols and interfaces. There is a strong tendency
and a technological trend driving the EPC network architecture towards a web
services based SOA.

The EPC Network can be separated into six primary modules, some physical,
some logical: (1) RFID tags; (2) RFID tag readers; (3) EPC; (4) middleware; (5)
Object Name Service (ONS); and (6) EPC Information Service (EPCIS).

Middleware system provides real time processing of RFID tag event data.
Conceptually the middleware occupies the space between a Reader (or multiple
Readers) and the application systems.

The middleware has several fundamental functions, some of which are: data fil-
tering of received tag and sensor data; aggregation and counting of tag data; and
accumulation of data over time periods.

The middleware possesses two primary interfaces that allow it to communicate
with external systems: the Reader Interface and the Application Level Event
Interface. The former provides an interface between the middleware and readers,
and the latter between the middleware and external applications.
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An middleware is composed of multiple Services, each with their own functio-
nality. The services can be visualised as modules in the middleware. The multiple
services modules can be combined to perform certain functions for specific appli-
cations. Hence one or more applications may make method calls to the middle-
ware resulting in an operation being performed (e.g. collection and return of tem-
perature readings from a sensor), and the return of results.

Event management is a primary service provided by the middleware services.
A common event management function is filtering, which is particularly useful in
situations where there is heavy data traffic.

However, recent developments have retreated from such a rigidly defined
schema to the characterization of two instances: ECSpec and ECReports instances
using a standard XML depiction. Thus requests to the middleware are sent as
ECSpec object, while data from the middleware is returned as an ECReports
object.

The core XML schemas for these objects are defined with extensions and rules
to accommodate application or manufacturer specific XML schema (such as that
suited for a specific sensor application) or a number of such schemas to allow the
capture and reporting of physical world events and measurements.

The functionality provided by the ONS system is similar to the services
provided by the Domain Name System (DNS); however instead of translating host
names to their underlying IP addresses for user applications, ONS translates an
EPC into URL(s). The Object Name Service (ONS) in an EPC Network identifies
a list of service endpoints associated to the EPC and does not contain actual data
related to an EPC. These service endpoints can then be accessed over a network.
However, unlike the DNS, ONS is authoritative, that is the entity that retains
control over the information about the EPC placed on the ONS is the same entity
that assigned the EPC to the item.

In the event that the local ONS server is unable to satisfy the requests it is
forwarded to a global ONS server infrastructure for resolution.

It should be noted here that the ONS does not resolve queries down to the level
of fully serialised EPCs. The depth of the query stops at the Object Class level
(product type) of the EPC.

A possible interface for an EPCIS can be implemented by adopting web
services technology. A web services technology based interface allows applica-
tions in the wider area network to utilise services provided by local EPC Informa-
tion Services using a remote method invocation paradigm. Such an architecture
has the advantage of leveraging standardised XML messaging frameworks, such
as that provided by the Simple Object Access Protocol (SOAP), and a description
of the available services defined in terms of a Web Services Description Language
(WSDL) file.

Hence an application requiring information is able to access a WSDL file
which has a description of the available service methods, the required input and
output parameters to the methods and information to invoke those methods.

EPCIS provides a model for the integration of RFID networks across the globe.
However it is important that EPCIS provides a secure communication layer so that
local EPC Networks can retain the authority to determine access to information.
WS-Security is a candidate proposal for enhancing web services security that
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describes enhancements to SOAP messaging to provide message integrity and
message confidentiality while proposed architectural extensions to the existing
WS-Security profile could provide access control as well as a federated security
model for EPCIS.

As stated above, the ONS does not resolve to the serial number level of the
EPC and the DNS technology upon which the ONS is based also does not allow
the fine grain resolution down to serial number levels. Resolution down to serial
EPC level (to a specific object) is handled by the EPCIS Discovery Service
(EPCIS-DS).

EPCIS-DS is best described as a “search engine” for EPC related data.
EPCIS-DS provides a method for custodians of a particular RFID tag data to up-
date a register within the EPCIS-DS to indicate that that they are in possession of
data related to an EPC.

The chapter also considers briefly supply chain management issues such as
product recall, grey-market activity and counterfeiting, and describes the concept
of the “electronic pedigree”, a term that has been coined to label the electronic his-
tory of an item’s life throughout the supply chain. However it is made clear that is-
sues related to security are considered in more detail in later chapters of this book.

Chapter 5: “A Security Primer”

Finally, in this introductory section, there is provided in Chapter 5 “A Security
Primer” an overview of state of the art cryptography that can be applied to
communication over insecure channels. The chapter describes the range security
objectives to be sought, the fundamental Kerckhoffs’ Principle that must be ob-
served in designing defences, the types of attack that can be mounted by persons
of ill will against cryptosystems, and gives a classification of the security levels
that can be attained. Unkeyed and keyed cryptographic primitives are defined, the
latter including both public key and secret key systems, and their use both in
securing messages against eavesdropping and in detecting that messages are
authentic is explained. The burdens of providing the computational resources for
the implementation of known effective schemes are discussed and found to be
excessive the RFID context, and the chapter concludes with a statement that
resource constraints in RFID tags have introduced a need for new lightweight
cryptographic primitives to be used in RFID technology.

Section 2 Security and Privacy Current Status

This second section of the book contains four chapters that describe the current
status of attempts to produce security and privacy. They begin in Chapter 6 with
a more detailed treatment of security and privacy concepts than has been presented
in the Primer.
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Chapter 6: “Addressing Insecurities and Violations of Privacy”

In Chapter 6 “Addressing Insecurities and Violations of Privacy” the authors
examine the vulnerabilities of current low cost RFID systems and explore the se-
curity and privacy threats posed as a result of those vulnerabilities, and the quality
of defences that may be deployed.

The chapter formulates a framework for defining the problem space constructed
around low cost RFID systems, and considers the challenges faced in engineering so-
lutions to overcome the relative defencelessness of low cost implementations. Secur-
ity issues beyond and including interrogators are not considered, as such concerns
may be easily resolved using existing technology and knowledge. There is a concen-
tration on the systems that are advocated by EPCglobal as Class I and Class II, both in
respect of published standards at UHF and emerging draft standards at HF.

It is noted that for a low cost tag any additional hardware required to implement
security needs to be designed and fabricated, this incurring additional cost. Reduc-
ing dice sizes to very small levels is not seen as feasible to compensate for such
costs as the increase in cost of handling smaller die must be considered. A more
practical avenue for reducing costs is seen as the use of obsolete IC manufacturing
processes and filling up such fabrication pipelines with RFID IC chips.

Itis concluded that as, due to cost constraints, low cost tags do not utilize anti-tam-
pering technology, the long-term security of label contents cannot be guaranteed.

In emerging standards labels within reading range are reported as having
a means of revealing their presence, but not their data, when interrogated by
a reader. The labels then reply with a non-identifying signal to an interrogation by
using a randomly generated number. However, for HF tags, there is no such
prevalent standard, although EPCglobal is currently developing an HF specifica-
tion to complement its UHF air interface protocol. The existing standards most
commonly in use for HF tags, other than the ISO 18000, are listed.

Two important and related performance parameters are the number of label
reads per second and data transmission speeds. Performance criteria of an RFID
system demand a minimum label reading speed in excess of 200 labels per second.

As near and far fields scale differently with distance, each frequency band is
seen to provide its own set of advantages and disadvantages.

Anonymity desired by persons is discussed. The most important concept is
probably the concealment of the identity of a particular person involved in some
process, such as the purchasing of an item, visit to a doctor or a cash transaction.
Another is the concept of untraceability (location privacy).

There is a discussion of “killing” a label. Killing involves the destruction of
the label thus rendering it inoperable. An alternative idea to killing that has been
entertained involves the removal of the unique serial number of the EPC code in
articles that allows the label owners to be tracked, albeit with difficulty in
practice. This does not remove all the privacy concerns as tracking is still pos-
sible by associating a “constellation” of a label group with an individual. This im-
plies that a particular taste in clothes and shoes may allow an individual’s loca-
tion privacy or anonymity to be violated. However “killing” a label will eliminate
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privacy concerns and prevent access by unauthorized readers when combined
with a password to control access to the kill command.

The security risks that arise with low cost RFID labels are seen as arising from:
(a) communication between a tag and a reader taking place over an insecure chan-
nel; (b) tags being accessible by any reader implementing the air interface proto-
col; (c) tags being not tamper proof and allowing a channel for physical access to
tag contents and circuitry (as a result, tags cannot be expected to secure informa-
tion for long periods); (d) integrated circuit designs being constrained by cost and
being thus minimalist implementations; (e) air interface protocols being designed
to reduce tag complexity; and (f) design flaws in reader implementations due to
cost constraints.

It is noted that transmissions from a reader and a tag take place over a clear
communication channel which may be observed by a third party. In this context
the classification of eavesdropping range concepts: (a) operating range; (b) back-
ward channel eavesdropping range; (c) forward channel eavesdropping range; and
(d) malicious scanning range is offered. Passive eavesdropping and scanning
(active eavesdropping) concepts are discussed.

Attacks on security are classified as: (a) cloning; (b) man-in-the-middle; (c) de-
nial of service; (d) and code injection. Communication layer weaknesses of: (a) phys-
ical attacks; (b) non-invasive attacks; (c) invasive attacks; (d) privacy violations;
(e) profiling; and (f) tracking and surveillance concepts are also defined and
explained.

In addressing vulnerabilities, sources of unreliability are identified as: (a) ef-
fects of metal and liquids; (b) effects of permeability of materials on tag antennas;
(c) interference and noise from other users; (d) tag orientation; (e) reading distan-
ce; (f) Electromagnetic Compatibility (EMC) regulations; and (g) cost and power
constrained implementations of tag chips.

In addressing security issues the list of security objectives identified and
explained are: (a) confidentiality; (b) message content security; (c) authentication;
(d) access control; (e) availability; and (f) integrity. Tag and interrogator authenti-
cation is addressed. Tag and product authentication issues are also discussed.

In the context of addressing violations of privacy, relevant concepts are elabor-
ated as: (a) privacy of personal behaviour; and (b) privacy of personal data. The
number of privacy violations RFID technology can potentially cause are said to be
numerous, so the reader is referred to specific literature. Significant issues that
must be dealt with by policy formulation or amendment in relation to RFID prac-
tice are stated as those generated by the following items: (a) unique identification
of all label items; (b) collection of information; (c) dissemination of that informa-
tion; and (d) mass utilization of RFID technology.

Achieving the privacy objectives discussed so far is seen as to be sought by the
deployment of cryptography, so discussion of how those objectives may be
achieved begins with a discussion of cryptographic tools. Concepts identified and
elaborated into subcategories are (a) primitives without keys; (b) symmetric key
primitives; and (c) asymmetric key primitives.
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Attacks on cryptographic primitives are classified as: (a) ciphertext-only at-
tacks; (b) known plaintext attacks; (c) chosen plaintext attacks; (d) adaptive chosen
ciphertext attacks; and (e) adaptive chosen ciphertext attacks. Attacks on protocols
are classified as: (a) replay attacks; (b) known key attacks; (c) im-personation at-
tacks; and (d) dictionary attacks.

In considering levels of security the levels are defined as: (a) unconditional se-
curity; (b) computational security; (c) ad-hoc security; and (d) provable security.
An explanation is given for each.

The chapter then turns to a consideration of low cost RFID cryptography for
which the challenges are defined as: (a) cost; (b) regulations; (c) power consump-
tion; (d) performance; and (e) power disruptions. The impact of all these challen-
ges is discussed.

This chapter also provides a survey of appropriate solutions. These include: (a) use
of cryptographic hash functions; (b) use of linear and non linear feedback shift regis-
ters; (¢) the NTRU cipher; (d) the Tiny Encryption Algorithm (TEA); (e) the Scalable
Encryption Algorithm (SEA); and (f) an unorthodox re-encryption mechanism for
securing a banknote, employing on the label a cipher text and a random number and
on the banknote a serial number and a digital signature.

Lightweight cryptography and lightweight protocols then receive consideration,
this material leading to a discussion of minimalist cryptography. Concepts identi-
fied and explained are (a) pseudonyms; (b) one time pads and random numbers;
(c) exploiting noise; (d) distance implied distrust; and (e) authentication protocols
and particularly the YA-TRAP protocol, in various versions, that provides location
privacy and allows the authentication of the tag by using monotonically increasing
timestamps stored on the tag which are in synchronicity with timestamps on a se-
cure backend database.

The chapter concludes with the notion that security comes in many flavours and
strengths, but that low cost implies that we find mechanisms that are generally
“good enough” as deterrents rather that mechanisms that are impossible to crack.
However, the use of one time codes does allow a great strength over a limited
number of reader and tag authentications.

Chapter 7: “Security Vulnerabilities in RFID Systems”

Then Chapter 7 “Security Vulnerabilities in RFID Systems” outlines a weakness,
known as an SQL attack that is present in some simple software systems. It is
shown is that this weakness can fortunately be avoided by good software design,
and generally now is. Other forms of attack, such as engineering buffer overflow
are also studied, but it is shown is that the architecture commonly adopted for an
RFID reader will provide protection against such attacks. Finally, various denial
of service attacks, that may be mounted through the introduction of broadband
noise or unauthorised transmissions, are considered and are warned against. For
such attacks the appropriate defence appears to be the identification of their
sources and their silencing through the deployment of appropriate legal means.
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Chapter 8: “An Evaluation Framework”

In Chapter 8 “An Evaluation Framework™ there is presented a framework against
which the success of attempts to provide security is later to be evaluated. The
problem space is constructed around low cost RFID systems, so as to enable the
engineering of solutions to overcome the defencelessness of low cost RFID sys-
tems and to be able to evaluate those solutions for their effectiveness. The chapter
develops simple evaluation criteria for security mechanisms and a simple, yet
sufficient model of a low cost RFID system for analysing security mechanisms.

The chapter provides an outline of low cost RFID system characteristics
according to: (a) class; (b) length of unique identifier; (c) read range; (d) read
speed; (e) hardware cost; and (f) power consumption. The chapter summarises the
important aspects of low cost RFID, that need to be understood and provides rea-
sonable assumptions that need to be made prior to implementing any cryptosys-
tems to address the vulnerabilities implied by the non-achievement of defined se-
curity objectives.

There is provided a security evaluation matrix to appraise the suitability of
various mechanisms for providing security and privacy to low cost RFID and
various applications constructed around low cost RFID.

In the matrix there are to be achieved security objectives of: confidentiality;
message content security; tag authentication; reader authentication; product au-
thentication; access control; availability; and integrity. In the matrix there are also
to be achieved privacy objectives of: confidentiality; message content anonymity
and untraceability. In the matrix there are also cost and performance estimates of:
tag implementation cost; back end resource requirements (on line or off line);
overhead costs (initialisation cost or time); time estimates (time to complete a pro-
cess or clock cycles); and estimated power consumption.

Criteria for evaluating security mechanisms and hardware costs are alo given.
In estimating hardware costs it is common to express the area evaluation in terms
of the number of gates (NAND) required. Implementing a NAND gate in hard-
ware requires at least four FETs. Typical cost estimations in terms of the gate
count are given for various cryptographic hardware elements.

It is recognised that it is difficult to implement a security mechanism without
the aid of proxy systems or a secure backend system for storing secret information
such as keys. Security mechanisms of this kind are recognised as requiring online
and real time access to secure resources. The monetary and time cost of imple-
menting such mechanisms is considered in the evaluation process. Observing con-
straints placed on RFID security mechanisms may require expensive database sys-
tem implementations and expensive networking infrastructure. Backend resource
costs are expressed as those requiring online access or those that can be performed
off-line.

Overhead costs may result from the need for initializing tags with secure infor-
mation, or the need for performing some operations prior to their use, or periodic-
ally during their use. For instance a security mechanism may require the replenish-
ment of secret keys on a tag.



12 Damith C. Ranasinghe and Peter H. Cole

Under power consumption costs it is recognised that any security mechanism
design will eventually involve an IC implementation. Currently, static CMOS is
the choice of most digital circuit designs built for low power consumption and ro-
bustness.

An important aspect of the design process and the establishment of its
suitability is to ensure that the power dissipation of the integrated circuits do not
exceed that outlined in the consideration of low cost RFID system characteristics.

Chapter 9: “From Identification to Authentication”

Finally in this group of papers there is presented in Chapter 9 “From Identification
to Authentication” a description of how RFID can be used for product authentica-
tion in supply chain operations. A review of existing approaches is provided. These
approaches are analysed in the context of anti-counterfeiting needs, and fields
where future research is needed are identified. It is pointed our that the effort that
an illicit actor has to undertake to break or by pass the security mechanisms
implemented has a major impact on the cost of product authentication system.

The general requirements of authentication systems in supply chain applica-
tions are identified. They include that: the system needs to be used by multiple
parties from multiple locations; authentication of products that are unknown to the
system should be supported; the cost and effort to perform a check need to be low;
and the optimal solution should allow also the customers to authenticate products.

The general attack scenarios of illicit players are described, and range from:
taking no explicit action, but relying instead on consumer demand for counterfeits;
through the use of misleading bogus security features that are designed to deter
closer inspection; through also the removal of authentic security features for genu-
ine products and re-applying them to fake products; to the cloning and imitation of
security features.

RFID product authentication techniques are discussed in detail. Particularly
promising are the methods that use the unique factory programmed chip serial
number (TID) of EPC Class-1 generation-2 tags. However, it is shown that such
schemes are not proof against attackers who have access to hardware manufac-
turing. Tags with cryptographically protected secrets, particularly where the se-
crets are shared within groups of tags, are vulnerable to those secrets being stolen
and sold out by insiders.

There is also discussion of other forms of attack such as denial of service attack
of the types discussed in earlier chapters, but such attacks are not considered as
realistic threats against RFID product authentication which is mostly performed
under the surveillance of authorised personnel or by the customer.

The chapter contains and extensive review of product authentication approaches
and their advantages and disadvantages, a section deducing tag requirements for
authentication, and concludes that the role of standards is of primary importance in
product authentication and should be taken into account in solution design.



1 Introduction from the editors 13

This chapter is notable in that it contains 67 references and, in an Appendix,
a comprehensive table summarising the requirements of different product authen-
tication approaches.

Section 3 Network Based Solutions

Section 3 contains three chapters that outline solutions to the authentication prob-
lem by exploiting characteristics that can be introduced into the communication
network.

Chapter 10: “EPC System for Safe and Secure Supply Chain
and How it is Applied”

The material in Chapter 10 “EPC System for Safe and Secure Supply Chain and
How it is Applied”, while being drawn from Japanese experience, can be con-
sidered to be applicable everywhere. The overall aim of the chapter is to explain
how EPC systems improve safety and security.

The chapter begins with gray markets and black markets being defined, paths
into an out of legitimate market being identified, and short term issues (expired
products, wrong handling of products) and long term issues (product recall arising
from later discovery of defects) issues being described.

Five stages of the supply chain from manufacturer, through wholesaler, re-
packager, and retailer to the consumer are defined.

The view of the Chapter is summarised in six tables all well supported by text
argument.

Tables 1, 3, and 4 all consider threats classified as: fake label; adulteration; re-
labelling; substitution; fake product; stolen; gray market; scrapped; and recall; and
these nine items are grouped into the three classes of: counterfeit; illegal trade;
and wrong status.

The six tables describe in order: threats and entry points; basic applications (one
physical and three informational) for securing a supply chain; threats and entry
points, now revised to exclude out of scope items such as fake labels or adulteration
by the manufacturer; measures that may be deployed to secure the supply chain,
grouped as to whether they are covered by the EPC system or not; mapping of
security measures to EPC systems components such as EPC, Tag, Reader, Middle-
ware, EPC-IS or ONS; and network availability influence of security measures.

The Chapter considers that EPC components being standardised currently may
not be sufficient to realise all the security measures required. Potential research
topics arising from that fact include: ID encryption; access control to the tag;
management of exposure of tag identifiers; electronic document validation (not yet
sufficiently pervasive); business processes to manage product status beyond
EPC-IS; need for ONS security; and need for a tamper evident tags.
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Chapter 11: “The Potential of RFID and NFC
in Anti-Counterfeiting”

In Chapter 11 “The Potential of RFID and NFC in Anti-Counterfeiting”, the
authors investigate how RFID and Near Field Communication (NFC) could
improve current customs processes to fight illicit trade.

In current import processes, customs officers have to evaluate which consign-
ments are inspected and, when an inspection takes place, whether intellectual
property rights have been infringed. The authors propose and evaluate new micro
processes that leverage the dual-existence of products and logistic units in order to
enable easier, faster and more reliable inspection of goods.

The significance of the work rests on the fact that the majority of counterfeit
products in the Western countries are imports and the most important means of
transport of counterfeit products is by sea.

Customs are responsible for about 70% of all seizures of counterfeit products in
the world [2]. The role of customs is especially important in protecting the Euro-
pean Union and the U.S. because the vast majority of counterfeit products in those
markets are imports and, after entering the market, subject to free circulation with-
in the community.

Customs authorities fail to seize large amounts of counterfeits either because
they do not know how to recognize the fakes or because the process of gathering
statements from trademark owners is too time-consuming.

While controlling the trade, however, customs also work to facilitate the trade
and seek not to disturb import and export. These two objectives conflict, and thus
customs always have to balance between control and facilitation. Given also that
the vast majority of goods that pass through customs are legal and should not be
disturbed, finding counterfeit goods is not among customs’ top priorities.

Customs use RFID also to strengthen the security of consignments. To guaran-
tee the integrity of cargo, shippers install electronic seals, or e-seals, into their
containers. The role of RFID in the e-container is to provide connectivity and real-
time telemetry.

One consequence of this trend is the emerging of green lane programs where
shipping companies gain lighter inspections when they conform to certain add-
itional regulations, such as in the Smart & Secure Tradelanes (SST) initiative or
the Customs-Trade Partnership Against Terrorism (C-TPAT).

Customs conduct risk analysis to identify high-risk consignments in pre-hand.
Regarding counterfeiting, the country of origin is the most important criteria in the
risk-analysis and, consequently, it is often attempted to be disguised by the carriers
of counterfeit goods. Careful selection of inspected containers can provably
provide considerable improvements in the detection rates of counterfeit products.

The authors propose the use of Near Field Communication devices, and in
particular RFID tags operating at 13.56 MHz. The devices apply touch to read
principle which makes communication easy and intuitive, and the typical reading
ranges vary from O to 20cm. Besides reading NFC tags, the protocol allows for
secure two-way communication between the reader devices. This differentiates
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NFC from RFID technology used in supply chain applications, where the goal is
mostly to read multiple tags at once without line of sight.

The authors propose new micro processes that can be used to improve the exist-
ing customs import process to find and seize more counterfeit goods. The enabling
technology of the proposed processes is any hand-held NFC device with a network
connection, such as already available NFC mobile phone. This device allows the
customs officers to read tagged items in their field work. It is taken into account
that in a modern customs process, the flow of information and the flow of goods
are separated and therefore the customs officers need to move to the warehouse to
conduct the physical inspections. In a very lean and automated import process, the
time that the products spend in the customs warehouse can be very small and
measured in tens of minutes, which can set rigid time-constraints for the
inspections.

The process steps are the following: (i) identify the product by reading the tag;
(ii) obtain the network address of the authentication server using a network address
resolution mechanism (e.g., Object Naming Service); (iii) establish a secure con-
nection with the authorized server (e.g. EPC PAS); (iv) establish which authenti-
cation protocol, if any, the tag supports; (v) automatically authenticate the product
(tag) using the supported protocol; and (vi) verify the tag-product integrity.

It should be kept in mind that usually it is actually the tag that is authenticated
and not the product itself. Therefore verification is required to make sure that the
authenticated identity really matches the physical product (step vi). Omitting this
verification makes the system vulnerable to simple attacks where fake goods are
equipped with any authentic tags.

Though RFID is already used in customs logistics in different ways today, it
still has unused potential to help customs in the fight against illicit trade. In this
Chapter, the authors have presented how, together with NFC enabled mobile
reader devices, RFID enables product authentication applications that make
inspection of tagged cargo faster and more reliable.

Chapter 12: “Improving the Safety and Security of the
Pharmaceutical Supply Chain”

Chapter 12 “Improving the Safety and Security of the Pharmaceutical Supply
Chain” discusses various techniques that may be used to combat counterfeiting in
the pharmaceutical supply chain. These include the use of electronic pedigrees (to
ensure the integrity of the supply chain), together with mass-serialization (to pro-
vide for a unique lifecycle history of each individual package) and authentication
of the product (to check for any discrepancies in the various attributes of the
product and its packaging are as intended for that individual package). Manage-
ment of the pedigree process and product authentication is discussed in some
detail, together with various other learnings from the Drug Security Network, in-
cluding identification of some remaining vulnerabilities and suggestions for
tightening these loopholes.
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The Drug Security Network (DSN) was formed as a forum for a number of
major players in the pharmaceutical industry to consider the major changes and
challenges to business practices which will result from the enforcement of pedi-
gree legislation and introduction of mass-serialization, which are being introduced
imminently in order to make the pharmaceutical supply chain safer and more
secure.

The paper discusses in turn the primary deliverables (three papers) of the DSN
activities.

The purpose of a pedigree is stated as providing legal proof of a secure chain of
custody from the originator of the pharmaceutical package (usually the manufac-
turer or wholesaler) through to the organization that sells or dispenses the pharma-
ceuticals.

Three key issues needing to be considered are: Pedigree Data Content/Format;
Pedigree Processing; and Pedigree Transmission Mechanism.

A number of key requirements are identified for a standardized format for
electronic pedigrees. These are: completeness; global scope; suitability for legal or
government audit; and integrity, authentication and non-repudiation.

A number of key requirements are identified for the transmission mechanism for
electronic pedigrees. These are: timely access to data for verification and certifica-
tion processes; robust access to data for verification and certification processes; au-
thentication, integrity and non-repudiation; and suitability for legal/government
audit.

The Propagating Document Approach and the Fragmented Data Approach are
identified with the former being the most favoured.

In that approach, each subsequent custodian verifies the signed content of prev-
ious custodians, then amends and re-signs the data, before transmitting the pedi-
gree to the next custodian when the goods are shipped onwards. As the pedigree
document moves across the supply chain, additional outer layers are added. This
approach offers a double-linked chain of security, since each custodian can verify
all the inner layers of the pedigree document, then signs to confirm that they have
done so (the reverse link). At the time of shipping, they then add additional data
about the next recipient and sign this (the forward link).

It is pointed out that a pedigree document primarily records a chain of trans-
actions. It does not warrant that the package itself is the genuine product. For this,
authentication is required. Two kinds of authentication are discussed: authentica-
tion of the identity, since the identity provides the 1-1 link to the pedigree data;
and authentication of the product itself, in case the identity of the package has
been copied or the details about the product have been falsified.

It is explained that a key feature of the Safe and Secure Supply Chain is the
emphasis on authenticating the object, as well as the pedigree trail. A networked
information system, such as one complying with the future EPC Information Ser-
vices (EPCIS) standard, would provide a mechanism for a manufacturer or labeller
(or other authoritative party) to be able to validate a number of properties specific
to a particular serial number. These might include an independent hard-coded
read-only tag ID, the product class and/or details of customized security features,
either covert or overt.
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It is further explained that when validating the authenticity of the product, it
may be necessary to check the following criteria: authenticity of the tag; authenti-
city of the pedigree ID; authenticity of the serialized identifier; authenticity of the
product’s packaging; checking the current state; and authenticating the trail.

Three groups of use cases are considered.

In the discussion on security of business documents in general, the following
five key security requirements are identified: authentication; authorization; confi-
dentiality; integrity; and non-repudiation

The concept of a Pedigree Business Document is introduced, and the risks of
paper pedigree are considered in some detail. The paper identifies a number of po-
tential loopholes of paper-based pedigree documents. These include that: a fraudu-
lent wholesaler can sell counterfeit items with legitimate paper-based Pedigree do-
cuments; and a fraudulent wholesaler may forge paper-based Pedigree documents
and sell counterfeit items saying they are returns from the retailer. Thus it is ex-
plained that using paper-based Pedigree documents increases the risks of entry of
counterfeit drugs.

Cross-border shipments and diversion are also discussed. Vulnerabilities in the
form of potential loopholes in the security of proposed pedigree legislation are dis-
cussed, and the need for certification authorities is also established. Enforcing
a change of serial ID and labeller code on repackaging is seen as essential.

Section 4 Cryptographic Solutions

Section 4 consists of six chapters that describe solutions to the provision of au-
thentication services by exploiting cryptographic concepts that may be introduced
within RFID labels.

Chapter 13: “Product Specific Security Features
Based on RFID Technology”

In this chapter, the authors propose a security solution based on Radio Frequency
Identification (RFID) technology, using low-cost transponders that contain item-
specific information to avert removal-reapplication attacks. The proposed solution
aims at providing unique and secure authentication.

The approach utilizes RFID technology in which transponders hold unique and
cryptographically secured data that uniquely binds a given instance of product to
a given tag, and thus makes duplication or re-application of tags difficult.

A solution based on signed product characteristics is proposed. The main com-
ponents of the architecture are an RFID tag containing product specific validation
data introduced by a branding machine, explained below, and a product verifier
containing an RFID reader, a crypto engine and a communications interface to
a key data base.
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The system allows setting up a secure and authentic binding between a product
and a passive RFID tag residing on that product.

The Branding Machine is mainly responsible for computing and writing of the
unique and secure product validation data to the tag. The component called
product verifier is able to determine whether the product validation data delivered
by an RFID tag is authentic and thus indicates the tagged product’s authenticity.
The product verifier will have the modules RFID reader, a crypto engine, and
a communication interface.

In operation, the RFID reader component requests the RFID tag for the product
validation data stored on that tag. The crypto engine is responsible for checking the
authenticity of the product validation data read by the RFID reader and also for
determining whether the product validation data has been altered by an impostor
which event would be an indicator for a faked product. The communication inter-
face can be used to determine authentic cryptographic keys from the (optional)
component called key database. The usage of the key database can be eliminated
by storing known verification keys either on tags or on product verifiers.

The unique product identifier contains, as well as cryptographic parameters,
a bit sequence that uniquely characterizes the given product. Typically, this infor-
mation is determined by the product’s vendor. Depending on the specific type of
product, different physical, chemical, etc. properties that can be verified, i.e. de-
tected or measured, by a (human or machine) observer. Example properties that —
either altogether or in a subset — can uniquely characterize a product with a certain
high probability are weight, electric resistance, geometry, or a serial number
printed on the product itself or its packaging, etc. This data will typically be writ-
ten on the tag by the product’s vendor before product delivery, for example during
packaging. It is also possible to place a reference here, such as an URI that speci-
fies a dataset stored on a remote database. This may help to save tag resources, but
will make product validation dependent on the availability of that external storage.

In summary in this Chapter, the authors propose an anti-counterfeiting security
solution based on RFID and EPC technology, which is applicable for passive,
hopefully low-cost transponders. The exceptional feature of the approach is that the
tags contain verifiable, item-specific information. Thus, a tag which is applied to a
product is tightly bonded to that item, providing a measure to avert cloning attacks.
The solution is also adaptable for offline checks if no network connection is avail-
able. However, the applicability of the proposed solution depends very much on
the availability of unique, product specific properties which are easy to observe.

Chapter 14: “Strengthening the Security
of Machine-Readable Documents”

Chapter 14 “Strengthening the Security of Machine-Readable Documents”
considers the on-going trend towards turning paper documents that store personal
information or other valuable data into machine-readable form, an example being
the electronic passport that will become common in the near future.
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The Chapter shows how the security of these machine readable documents
could be improved by combining RFID with optical memory devices, integrating
an optical memory device into the RFID enabled smart document to produce
methods by means of which these two storage media can be combined to secure
the document against threats like illicit scanning, eavesdropping and forgery.

The approaches described make use of the optical document-to-reader channel
which is considered to be more secure than the radio-frequency communication
interface. They are relevant to numerous applications where tagging physical do-
cuments would be interesting. Besides e-passports and other travel documents,
customs freight papers, security papers (e.g. gift certificates, jewellery appraisals),
driver’s licenses and vehicle registration papers that would benefit from being ma-
chine readable through radio-frequency (RF) communication provide examples.
A common factor of these documents is that they all relate to a physical entity that
is not very well suited to being tagged to become a data carrier itself.

Four different approaches, defining how this combination of an optical and rf
channel could be used to overcome existing security threats of machine readable
documents, in terms of more secure communication protocols and resistance
against forgery and cloning, are described. Instead of establishing security based
on sharing secrets between the reader device and document before the communi-
cation, the approaches make use of optical memory devices which cannot be read
or eavesdropped without a line of sight.

Machine readable documents are defined and discussed. All physical docu-
ments that carry a digital memory device are considered as machine readable
documents. The typical instance of these kinds of documents is an RFID tagged
paper, but another way to make documents machine readable is to use optical
character recognition (OCR) to read data printed on the document. Machine read-
able travel documents (MRTD) comprise e-passports, visas and special purpose
ID/border-crossing cards. Because of their similar nature, driver’s licenses are also
included within this group.

The benefits of having RFID transponders in physical documents come from
the simple and fast read process that does not demand a line of sight connection.
Depending on the grade and price of the chip, the contactless memory device can
also contain support for re-writable memory and logical functions like crypto-
graphic primitives. Therefore machine readable documents can provide high level
of security and counterfeit resistance.

The significant components of an RFID enabled machine readable document
application are the document itself, the reader device and the reader’s control and
crypto unit. Typically the transponder stores at least a unique identifier (UID)
number. In addition, the transponder can provide logical functionalities like access
control (through key comparison), random number generation and data encryp-
tion. Thus, the transponder serves as more than a mere barcode label.

Without specific encrypted addressing, the RFID air interface is not secure and
the transponder is vulnerable to clandestine scanning (or skimming) and eaves-
dropping.

The reader device is responsible for the wireless communication. It is connec-
ted to the control and crypto unit through a closed, secure channel.
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The role of the digital memory devices in the authentication processes of travel
documents is twofold: on the one hand they help authenticating the traveller and
on the other hand they help proving the authenticity of the document itself.

E-passport design has to address needs for individual privacy and national
security and thus it poses severe security and privacy requirements. First of all, the
integrity and authenticity of the data the passport stores has to be guaranteed.
Second, the data has to be kept confidential from non-authorized parties. Third, the
passport must not pose privacy threats for its carrier and, furthermore, all these have
to be fulfilled in a public system during up to 10 year long life-span of the passport.

The authors describe the studies of Juels etal. who have discussed the security
issues of e-passports and in which the following four threats, among others, were
brought into light: (a) clandestine scanning; (b) clandestine tracking; (c) eaves-
dropping; and (d) cryptographic weaknesses. Moreover, those authors concluded
that the e-passports do not provide sufficient protection for their biometric data.

The last of these concerns is relevant regarding forgery because without this
connection, the system can be fooled, for example by putting a valid transponder
into a fake paper.

Scarce resources on the chip limit the use of cryptographic primitives and the
goal of the design is often low-cost low-security features.

The chapter then considers how optical memory devices can be combined with
RFID to overcome some of the security threats of machine readable documents.
The addressed security issues comprise: (a) no connection between chip and
paper; (b) data integrity; (c) clandestine scanning; (d) clandestine tracking; and (e)
eavesdropping. The first two issues are seen to relate to the security of the overall
system and the latter three to the unsecured wireless communication.

Integrating an optical memory device into the RFID enabled machine readable
document is proposed. What is common to all optical memory devices is that they
need a line of sight connection for reading, making them resistant against clan-
destine reading and eavesdropping. Therefore it can be assumed that this channel
is secure. The addition of an optical memory device extends the communication
channel between machine readable document and a reader device to provide the
combination of an insecure (RFID) channel and a secure (optical) channel.

Four approaches showing how the combination of RFID and optical memory
devices can be used to increase the security of machine readable documents are
described. The first two approaches address data integrity and bind the chip and
the document, while the two other approaches aim at securing the communication.

Because machine readable documents often relate to a physical entity, it is
assumed that data of interest that the document stores relates to this entity. That data
is denoted as object specific data and it can be used for example in authentication.
In addition, the documents can store any other application specific data which is
merely referred to as other data. This other data can be static or dynamic. The way
in which data can be used are: (a) storing object specific data in the optical memory;
(b) storing a hash of object specific data in optical memory; (c) storing access keys
in the optical memory; or (d) storing session keys in optical memory.

In the first approach static object data is stored in both the RFID transponder
and the optical memory. This mirroring of the data increases the reliability of the
overall document and provides a mechanism to tell if one or other device has been
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tampered with. However, the optical memory does not provide access control and
is vulnerable to skimming if the document falls into the wrong hands.

In the second approach the optical memory device stores only a hash value of
the data. The used hash function needs to be known by the party performing the
data integrity check so the specification of the hash function is stored on the chip.
A smaller optical storage is needed.

In the third approach the RFID transponder does not reveal the object specific
data if no correct access key has been transmitted in advance, which approach
prevents clandestine reading. The access key is stored on the optical device and
can only be read with line of sight connection. The means that, proved the
document is safeguarded by its owner, the document owner can control who has
access to the contactless memory

In this approach the RFID reader initiates a reading session by asking the
transponder for an index i between 1 and N, where N indicates the number of
access keys stored in the document. Because single access keys can be still ob-
tained by eavesdropping the radio channel between the reader and the transponder,
the number of access keys N needs to be large enough to make the malicious use
of compromised keys infeasible and spoofing of access keys difficult.

In the fourth approach the transponder challenges the reader for a response to
be read from the optical device. A challenge response operation is initiated by the
tag transmitting a pseudo random challenge and an integer in the range 1 to N,
where N is the number of session keys held in the optical memory device. To au-
thenticate itself to the transponder, the reader device sends a response which is the
challenge encrypted by the session key obtained by reading the optical device. The
session key is also used to encrypt the following wireless communication of object
specific data.

Most importantly, the session key is never transmitted in the insecure radio
channel as this key is only optically accessible, which overcomes the weakness of
an approach that may involve compromised access keys. On the other hand, this
approach requires the transponder to support data encryption.

The authors see the main benefits of combining RFID with optical memory de-
vices as lying in the field of document security. The use of two memory devices
adds complexity to the system and thus makes the documents harder to be cloned or
forged. Even though this conflicts the fundamental security doctrine of Kerckhoffs
which says that the security of a system should depend on its key, not on its design
obscurity, it is believed that it can provide effective ways to combat counterfeits.

Chapter 15: “Enhancing Security of EPCglobal Gen-2 RFID
against Traceability and Cloning”

In Chapter 15 “Enhancing Security of EPCglobal Gen-2 RFID against Traceability
and Cloning” the authors present a synchronization-based communication protocol
for EPCglobal Class-1 Gen-2 RFID devices. The proposed protocol is secure in
a sense that it prevents the cloned tags and malicious readers respectively from
impersonating and abusing legitimate tags. In addition, the protocol provides that
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each RFID tag emits a different bit string (pseudonym) or meta-ID when receiving
each and every reader’s query. Therefore, it makes tracking activities and personal
preferences of tag’s owner impractical and thus ensures the user’s privacy.

As background, the authors observe that despite many prospective applications,
RFID technology poses several security and privacy threats which could harm its
global adoption. Ironically, the security weakness of RFID technology comes from
the most basic operation of an RFID tag, that is to release a unique and static bit
string known as the Electronic Product Code (EPC) identifying the object associated
with the tag upon receiving a query request from a reader. Using the unique EPC as
a reference, someone (equipped with a compatible reader) can track the moving
history, the personal preferences and the belongings of a tag’s holder. Even worse,
absence of secure authentication results in revealing the EPC to malicious readers
under a skimming attack. Once capturing an EPC, an attacker can duplicate genuine
tags and use the cloned tags for its malicious purposes. A natural solution to the
aforementioned security problems is to employ cryptographic protocol in the RFID
system. Unfortunately, the cost of manufacturing a tag has to be extremely low, e.g.,
less than 30 cents (according to RFID journal, one RFID tag is expected to cost
5 cents by 2007). Therefore, the computationally intensive security protocols widely
known in cryptographic literature cannot be incorporated into a small chip with
tightly constrained computational power (at least in the foreseeable future).

The authors point out that the latest RFID standard ratified by EPCglobal is
named EPCglobal Class-1 Gen-2 RFID specification version 1.09 (Gen-2 RFID for
short). with the properties: (a) tags are passive; (b) communication is in the UHF
band with range up to 10 m; (c) tags support on-chip PRNG and CRC computation;
(d) privacy protection mechanism is to make the tag permanently unusable once it
receives the kill command with a valid 32-bit kill PIN; and (e) read/write to mem-
ory is allowed only after it is in secure mode after receiving access command with
a valid 32-bit access PIN

The authors argue that that privacy protection mechanism suggested in the
specification is inappropriate, and many scenarios the tag should never be killed.
Therefore, in designing a new protocol, they have avoided this kind of mechanism
and, make a new use for the kill PIN.

For the access PIN, the authors point out that it is ineffective from a security
point of view since the 16bits of PIN is XORed with a 16-bit pseudo-random
number sent by the tag in a session. Just by eavesdropping the 16-bit pseudo-
random number and the XORed PIN, an attacker can easily recover the access
PIN. Losing the access PIN is very dangerous because it allows a malicious reader
to read/write the entire memory of a tag.

Although researchers have proposed protocols making use of a hash function,
such protocols are seen as still beyond current capability of low-cost RFID tag.
Thus, the authors have sought another solution which should use only the avail-
able functionalities of current RFID standards.

Although Juels has suggested such a scheme to prevent the legitimate tags from
being cloned, it is pointed out that his protocol does not take eavesdropping and priv-
acy issues into consideration, and thus provides no protection against privacy inva-
sion and secret information leakage. In their paper, the authors present another sche-
me targeting most of security features for a RFID system including authentication,
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traffic encryption, and privacy protection. An important feature is that the only trust-
ed party in the proposed RFID system is the backend server and all the secrets are kept
only at the tags and the backend server’s database. In addition, the RFID reader is not
be able to learn any secret information including PIN and EPC itself from data called
meta-ID sentby atag.

In the proposed protocol the meta-ID is forwarded to the backend server and
the backend server can retrieve detail object information keyed by that meta-ID.
The advantage of this approach are described as being: (a) the approach enables
easy accountability and access control; and (b) instead of reader to tag authentica-
tion, the protocol requires the reader to authenticate to the backend server before
sending a meta-ID.

There is a discussion of random numbers and their generation leading to the
conclusion that the Gen-2 standard should support 32-bit PRNG to take full ad-
vantage of 32-bit PIN currently supported by Gen-2 specification. In the proposed
protocol, use is also made of checksum code to provide security and resolve pos-
sible collisions at the backend server’s database. To avoid a problem with check
sums on all zero strings, a bit string is required to start with a bit 1.

In explaining their main ideas, the authors describe first protecting data trans-
mitted between the tag and reader against eavesdropping. The obvious way to
them is to utilize encryption/decryption and the most simple encryption function
useable is XORing. The problem now turns to the key management issue: that is
to ensure that a new encryption key is used in every session. Solving this issue
turns out to be a solution to privacy protection as well since RFID tag can XOR
EPC with different key in every session, thus, preventing malicious readers from
tracking the tag. They suggest that the simplest, yet most efficient way of key
sharing in this scenario is to use the same PRNG with the same seed at both RFID
tag side and backend server. The session key can be computed by generating
a new pseudo-random number from a current session key after every session. Im-
portantly, this computation is required to be done at both RFID tag and read-
er/backend server in a synchronous way. Otherwise, subsequent traffic cannot be
understood by both sides.

The next security problem discussed is the need for authentication. It is argued
that in most cases, a reader just needs to know EPC stored in a tag and then
eventually contact the backend server to get/update information about the object
carrying the tag. Keeping this in mind, it is proposed that reader-to-tag authentica-
tion can be delegated to tag-to-backend server authentication. More specifically,
a reader can only receive an EPC from an RFID tag in an encrypted form. It needs
to authenticate itself to the backend server first, and then, depending on its
privileges, that backend server can decide what kind of information to send back
to reader (for example, in case of a public reader, only information describing
what the referenced object is; and in case of a manufacturer’s reader, the actual
EPC and PIN associated with that tag can be sent). Actual reader-to-tag authen-
tication needs to be carried out when reader wants to access (read/write) other sec-
tions of tag’s memory bank. To do so, it is stated that the protocol can use a PIN-
based approach just like in the original Gen-2 RFID specification.

A detailed discussion of the protocol and its sub protocols is provided.
A possible synchronization issue with the protocol is recognised in that a false
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‘End Session’ message might be sent by a malicious reader, and a method to pre-
vent such interference is proposed.

In summary, the authors have presented a simple communication protocol for
RFID devices, especially EPCglobal Class-1 Gen-2 RFID devices. The proposed
protocol achieves desirable security features of a RFID system including: implicit
reader-to-tag authentication, explicit tag-to-reader authentication, traffic encryp-
tion and privacy protection against tracking. The scheme makes use of only PRNG
and CRC which are all ratified in the current Gen-2 RFID specification. It is
claimed that there should be little overhead in adapting the proposed protocol into
the Gen-2 RFID specification.

Chapter 16: “A Random Number Generator for Application
in RFID tags”

In Chapter 16 “A Random Number Generator for Application in RFID tags” the
authors observe that in current RFID technologies, pseudo random number gener-
ators (PRNG) serve as random number sources, but claim that their output numbers
can show poor statistical properties, and that less than properly random secret keys
reduce the security of data transmission. The objective is to show that an oscillator-
based Truly Random Number Generator (TRNG) provides a better solution.

The TRNG exploits thermal noise of two resistors to modulate the edge of
a sampling clock. The white noise based cryptographic keys prevent potential at-
tackers from performing any effective prediction about the generator’s output even
if the design is well-known. The objective of this chapter is to discuss how to real-
ize a TRNG in an RFID tag system.

Due to the confidential nature of most cryptographic systems, relatively few
hardware RNG designs have been published. Designs available in the literature
reveal three different IC-compatible methods for producing truly random se-
quences: (a) direct amplification; (b) oscillator sampling; and (c) discrete-time
chaos. In the work reported here, several TRNGs were modelled, analysed and
compared with the method of direct amplification. The results show that the oscil-
lator-based TRNG is almost free from 1/f noise and periodic influences of
substrate and power supply. These advantages make the oscillator-based TRNG
a desirable solution for RFID tag application.

In an oscillator-based TRNG, a jittered low-frequency clock is used to sample
a high-frequency clock. Two resistors’ thermal noise is amplified to dither the
edges of the low-frequency clock. The high-frequency clock is derived from the
tag’s analog front-end. According to EPCglobal RFID Class-1 Generation-2 Pro-
tocol, it should be n times of 1.28 MHz, where 7 is an integer.

An operational amplifier is used as a noise amplifier. The noise of a noise resis-
tor is amplified by the operational amplifier and added to a triangular wave. The
amplified noise output follows a Gaussian probability density and of variance pro-
portianal to the value of its resistance.

The Chapter contains extensive analysis of circuits and probabilities of output
values. In designing the oscillator-based TRNG, a main factor which influences the
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statistical properties of the output sequence is the sample rate. In the finite band-
width system proposed, the highest sample rate is limited by the noise amplifier.

In order to eliminate the correlation between the 16 bits of the output random
number, it is shown that the sample rate must be roughly less than 1.5 times the
bandwidth of the noise amplifier. Because the bandwidth of an operational ampli-
fier is a function of power consumption, the highest sample rate is actually limited
by the total power available.

The lower limit of sample rate is determined by the period of tag to reader com-
munication cycle. The TRNG must provide 16 bits of truly random number within
this period of time. According to EPCglobal RFID Class-1 Generation-2 Protocol,
the minimum time of this period equals to 465 microsecond.

To implement TRNG in the RFID tag, there exist two main constraints: power
consumption and chip area. In the proposed scheme, the most important factor is
to keep the total power consumption of the low-frequency oscillator at around
1 microwatt. With the state of art, at a power supply voltage to 0.8 V, the total cur-
rent consumption should be no more than 1.3 microamp.

For low power consideration, the output white noise needs to be as small as
possible. In respect that the oscillator-based TRNG shows good quality against 1/f
noise and some periodic influences, the lower limit of the output white noise is the
resolution of the hysteresis comparator. Therefore, it is recommended that the
noise magnitude be higher than 3 mV. The difference between the threshold volt-
ages of the hysteresis comparator should be big enough to overcome the input off-
set, but it may not be too big as to increase the power consumption. Here, the
value of 50mV is chosen.

In exploring trade-offs of power consumption and chip area some new structures
of low power operational amplifiers using subthreshold techniques were explored
and four options emerged. There exists a trade-off between power consumption
and a resistance. In order to control the current consumption of the operational
amplifier, more chip area is needed for a large resistance value. Fortunately, accur-
ate absolute resistance is not a rigid requirement, so well resistors with relatively
high resistance can be used.

The constraints relating power consumption and chip area appeared to lead to
a large chip area and a lower random number output rate. In order not to make
these sacrifices, two system level optimization methods were employed to im-
prove the overall performance.

One is a method of combining a TRNG and PRNG in which a 1-bit truly
random number is added in the cycle ring of a PNRG so that the output sequence
of the LFSR will also be as unpredictable and irreproducible as a TRNG.

By incorporating a 1-bit truly random number in the random number seed in-
stead of generating 16 bits within the time limit, the lower limit of sample rate can
be decreased to 2.2 kHz, thus remarkably cutting down the power consumption.

Power-on generation is another solution to deriving high quality random
numbers with limited power consumption. The basic idea of power-on generation
is to generate all the random numbers that will be used according to security pro-
tocols before other circuit blocks are awoken. Right after power on, the tag is set
to random number generation mode. During this period of time, the TRNG is
turned on, and most of the other circuit blocks in the tag are in sleep mode. The



26 Damith C. Ranasinghe and Peter H. Cole

tag will not respond to the “Query” command sent by the reader until all the ran-
dom numbers are prepared.

In summary, this Chapter introduced the principle of an oscillator-based
TRNG. By characterizing the TRNG’s power consumption, sample rate, chip area,
and the quality of the output, the authors show that it is possible to implement
a TRNG in the RFID tag system as a solution to security problems. Finally, two
system level optimization methods were proposed to reduce the power consump-
tion of the TRNG.

Chapter 17: “A Low Cost Solution to Cloning and Authentication
Based on a Lightweight Primitive”

In Chapter 17 “A Low Cost Solution to Authentication Based on a Lightweight
Primitive” the authors explain how a Physically Uncloneable Function (PUF)
generated within an RFID tag may be used for lightweight encryption, permitting
both reader and tag authentication.

The Chapter observes that the lowest cost tags pose, because of their wide scale
deployment, the greatest threat to security and privacy because constraints of
silicon area and circuit complexity pose severe limitations on the possible
solutions to the implementation of cryptographic primitives.

A primary concern with current low-cost RFID systems is the cloning attack,
which operates to defeat the track and trace features so often desired in RFID
systems. This is particularly so when the there is no mechanism for a reader to
verify that it is communicating with a genuine label, not a fraudulent label. It is
noted that labels and readers are constantly in an un-trusted environment where
the integrity of messages is doubtful.

The paper discusses briefly the use in authentication of public and private keys,
and hash functions operating on strings of plain text, but is unable to offer
mechanisms that can be implemented with sufficiently small silicon area.

The goal of an authentication scheme in RFID is seen as preventing an advers-
ary from creating a fake tag to misrepresent a legitimate tag.

Challenge and response protocols are discussed. While it is possible to con-
struct a challenge and response protocol using a variety of cryptographic tools, the
currently available solutions are expensive in terms of silicon area.

Physically Uncloneable Functions (PUF) are then defined. They have the prop-
erties that it is easy to compute a response to a challenge, but it is difficult to
model the behaviour of the circuit that generated them. It is easy to construct on
standard CMOS processes circuits that generate those functions. The PUF gener-
ating circuits are stated as being immune to discovery by physical attacks as they
would be destroyed by the attack. They are also seen as having the property that it
is not possible to tamper with the measurement data.

The idea behind the circuits to make use of process variations, which are
beyond the control of the manufacturer, in wires and transistors on an integrated
circuit to obtain a characteristic response from each circuit when a given input is
applied. Circuit implementations for an arbiter-based POF are shown.
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It is pointed out that even if a single bit responses from different circuits on
a single wafer are somewhat correlated, about 800 challenge response pairs are
sufficient to distinguish one billion chips with a probability of 1—-5x 107", Such
an identification scheme can be implemented with less than 1000 gates.

A block diagram of a label with a puff circuit block is provided. In the security
engine there is an input and output buffer for storing the next challenge to be sent
to the circuit while the output buffer will buffer up to 100 response bits. The idea
is to compare responses to randomly selected challenge sets with expected respon-
ses that have been obtained from a secure database.

Some techniques in which XOR operations are conducted between different
bits of a long response to produce a shorter response are described. These can
have the effect of making it difficult for an attacker to analyse the content of the
challenge-response pairs unless that attacker can arrange to eavesdrop on a num-
ber of different authentications in different environments.

Authentication schemes to authenticate a reader and for a reader to authenticate
the tag are also described. In this scheme the tag stores a one-time pad and a secret
key and the reader has access to the tag related information stored on a secure
database. Again about 800 challenges are need to be able to effectively identify
billions of chips.

There is also description of the tag authentication scenario when the physical
implementation of the hash function achieves a critical cost effectiveness required
for low-cost RFID, but regrettably it appears that there are no suitable candidates
for such hash functions, and that material is seen as supporting the argument for
the PUF circuit solution.

There is an evaluation matrix for schemes based on physically uncloneable
functions. In that matrix the security objectives are tag authentication and reader
authentication. Items quantified are: gate count in the combination of puff block,
buffers and a challenge set storage; and performance in terms of the authentication
speed showing about 400 milli seconds for completion. Reducing the number of
challenges to 128 instead of 800 and using a LFSR arrangement to feed the PUF
circuit allows the authentication speed to rise to about 600 tags per second.

In considering overhead costs it is noted that tags need to undergo a verification
phase prior to deployment to generate an adequate number of challenge-response
pairs for each tag, and of course that implies storage costs within the database.

Practical issues such as sensitivity to environmental conditions are also con-
sidered. It has been shown that the circuits are robust against environmental
variations for realistic changes of temperature and regulated voltage. The output
noise remains below 9%, such variations being significantly less than the between-
chip variation.

References to probable attacks are given, but the attacks themselves are not
discussed.

In conclusion it is stated that the PUF is considered to provide a cost-effective
solution to authentication in low-cost RFID systems. It is considered that future
work should be on elaborating common RFID protocols to allow the incorporation
of authentication commands of the type discussed in this chapter.
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Chapter 18: “Lightweight Cryptography for Low Cost RFID”

This chapter proposes a number of practicable solutions, based on lightweight
cryptography, that address the security objectives and privacy goals outlined in
Chapter 6 of this book and in the low cost RFID framework outlined therein. The
proposed solutions are then evaluated for their merits using the evaluation frame-
work developed in Chapter 8.

The majority of the proposals aim at removing complexity from the label to
other proxy systems and limiting any security related computation on the chip to
simple operations.

Implementations of the mechanisms are considered in the context of the C1G2
air interface protocol.

Notational aspects to improve the clarity of the discussions are reviewed, and
the properties of a cycling redundancy check (CRC) of a number are discussed in
detail.

Four essential approaches to stream cipher design are listed. The term linear
complexity, which is an important concept in the study of stream ciphers, is de-
fined and discussed. It is stated that since no mathematical proof of security can be
found for feedback shift register based key-stream generators, system theoretical
designs based on established guidelines and testable security properties are to be
reviewed.

Linear Feed Back Shift Registers (LFSRs) are discussed in detail. It is noted
that the output bit string of LFSRs are not secure even if the feedback scheme is
not known.

Based on a system-theoretic approach the most common practices in making
LFSRs secure is to use a nonlinear Boolean function to generate nonlinearity in
the output, or employing irregular clocking of LFSRs. Two generators based on
the previous ideas and suitable for RFID applications are considered.

Various stream ciphers based on non linear feedback shift registers, linear com-
bination generators (the use of several LFSRs to build a single stream cipher),
nonlinear filter generators and clock controlled generators which eliminate the lin-
earity properties of the LFSRs, are discussed. The shrinking generator, implement-
ed using a pair of simple shift registers, is considered to provide such a stream
cipher and is said to be secure provided that it is implemented prudently. Its prop-
erties are reviewed. It is stated that these generators have survived much public
scrutiny and they can be concluded to be computationally secure.

A number of practical guidelines that should be followed to avoid stream
ciphers based on LFSRs falling to the prey of adversaries are discussed.

Two generators based on LFSRs, the nonlinear filter generator and the clock
controlled generator, and are discussed. The key stream generator called the
knapsack generator based on the summation of a set of weights selected based on the
register values of a LFSR to generate an integer sum S, is discussed and it is stated
that provided that such a sub set exists the problem has been proven to be NP-hard.

In clock controlled generators the idea is to use a combination of LFSRs so that
the output of one LFSR controls the clocking of a second LESR. This stream
cipher attempts to defeat attacks based on the regular clocking of LFSRs. The
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previously mentioned shrinking generator provides an example of a clock con-
trolled generator that is suitable for implementation on an RFID label. The secur-
ity of the generator has survived many known attacks on LFSR based systems,
especially due to the very long period of the generator.

The order of complexity of known attacks is a function of the length of both
LFSRs in the generator and has exponential time complexity. Shrinking generators
are considered resistant against efficient cryptanalysis attacks due to the difficulty
of the attack scenarios and the time order complexity of the algorithms. It is stated
that for maximum security the following implementation considerations should be
satisfied: (i) use of secret connection polynomials that are not sparse; (ii) use of
maximum length LESRs; and (iii) the lengths of LFSR should have no common
divisor other than 1. The irregular output of the shrinking generator may be solved
by buffering the key stream prior to its use.

Techniques for reducing power dissipation in CMOS circuits are discussed.

Although the underlying concepts and the use of Physically Uncloneable
Functions (PUF) have already been illustrated in Chapter 17 of this book, the use
of PUF is further extended in this chapter to provide a confidentiality service.

It is shown that the combination of a PUF circuit block with a stream cipher can
create a practicable and a powerful solution capable of delivering both an authenti-
cation service and an encrypted communication channel. The mechanism is
suitable for both Class I and Class II tags, especially Class II tags requiring an
encrypted communication channel.

It is observed that an RFID label implementing the C1G2 protocol will scroll
out its EPC when queried after being singulated by any transceiver implementing
the C1G2 air interface protocol. This unique identity carried by the RFID label
poses various security threats and privacy violations illuminated in Chapter 6 of
this book.

Two methods to achieve anonymity and untraceability, the use of pseudonyms
and re-encryption, are discussed. It is stated that the proposed mechanisms are
able to satisfy a majority of the security objectives and all of the privacy
objectives considered necessary in Chapter 6 and outlined in the framework
provided in Chapter 8.

The use of random tag identifiers provides anonymity by altering the tag
response to a query command and thus never transmitting a predictable response.
It is shown that a mobile adversary who may be passive or malicious and who is
able to collect all the relevant information still has the task of breaking the stream
cipher given only the ciphertext.

It is noted that the chapter has outlined a scheme for providing anonymity and
untraceability, and separately outlined methods of authentication. A scheme aimed
at combining the previous solutions to provide, in addition, a product authen-
tication service is then described. The proposal introduces the concept of an elec-
tronic maker. Each tag attached to a product will contain an Electronic Product
Authentication Code (EPAC) with the various data fields: (i) Product Identifier,
(i) Product Signature; (iii) Signature Calculation Method; and (iv) Signature
Verification Key. An evaluation of the product authentication mechanism defined
here is provided.
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In its conclusions the chapter states that it has used lightweight hardware and
lightweight protocols to address various vulnerabilities identified in Chapter 6, as
strong cryptographic solutions are too area or power hungry to satisfy the limita-
tions of RFID systems, and much of the encryption hardware available for smart
card technology is therefore inapplicable.
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Abstract: Counterfeit trade developed into a severe problem for many industries. While estab-
lished security features such as holograms, micro printings or chemical markers do not seem to
efficiently avert trade in illicit imitation products, RFID technology, with its potential to auto-
mate product authentications, may become a powerful tool to enhance brand and product pro-
tection. The following contribution contains an overview on the implication of product counter-
feiting on affected companies, provides a starting point for a structured requirements definition
for RFID-based anti-counterfeiting systems, and outlines several principal solution approaches
that are discussed in greater detail in the subsequent chapters.

1 Counterfeit trade and implications
for affected enterprises

Intangible assets constitute a considerable share of many companies’ equity. They
are often the result of extensive investments in research and development, careful
brand management, and a consistent pledge to high quality and exclusiveness.
However, the growth of markets in Asia where these intangible assets are difficult
to protect, the trend in favour of dismantling border controls to ease the flow of
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international trade, and the increasing interaction of organizations in disparate lo-
cations require new measures to protect these assets and safeguard companies from
unfair competition. Especially product counterfeiting, the unauthorized manufac-
turing of articles which mimic certain characteristics of genuine goods and which
may thus pass off as products of licit companies, have developed into threats to
consumers and brand owners alike.

Counterfeit trade appears to affect a wide range of industries. Alongside the trad-
itionally forged items such as designer clothing, branded sportswear, fashion acces-
sories, tobacco products, and digital media, customs statistics show a considerable
growth of fakes among consumer products as well as among semi-finished and in-
dustrial goods including foodstuff, pharmaceuticals, fast moving consumer goods,
electrical equipment, mechanical spare parts, and electronic components (e.g.
TAXUD 2004). The implications are numerous and wide ranging. Counterfeiting
undermines the beneficial effects of Intellectual Property Rights (IPR) and the con-
cept of brands as it affects the return on investment in research, development, and
company goodwill. Producers of reputable products are deterred from investing
within a national economy as long as their intellectual property is at risk. National
tax income is reduced since fake goods are largely manufactured by unregistered
organizations. Social implications result from the abovementioned costs: the soci-
ety pays for the distorted competition, eventually leading to fewer innovative prod-
ucts and a less secure environment as earnings from counterfeiting are often used to
finance other illegal activities (ICC 2005). However, for selected emerging mar-
kets, the phenomenon also constitutes a significant source of income and an impor-
tant element of their industrial learning and knowledge transfer strategy. As a con-
sequence, not all governments determinedly prosecute counterfeiters, which often
renders legal measures to eradicate the source of illicit goods ineffective.

For companies, counterfeit trade can lead to a direct loss of revenue since coun-
terfeit products, at least partly, replace genuine articles, a reduction of the compa-
nies’ goodwill as the presence of imitation products can diminish the exclusive-
ness of affected brands and the perceived quality of a product, and to a negative
impact on the return on investment for research and development expenditures
which can result in a competitive disadvantage to those enterprises which benefit
from free-ride effects. Moreover, counterfeit trade can result in an increasing
number of liability claims due to defective imitation products, and may facilitate
the emergence of future competitors as it can help illicit actors to gather know-
how which may enable them to become lawful enterprises in the future. These im-
plications explain the vivid interest in organizational and technical protection
measures — especially since established security features have apparently not been
able to prevent the increase of counterfeit occurrences. RFID technology has the
potential to overcome the shortcomings of the established technologies and may
become a powerful tool for product and brand protection. However, the wide
range of affected products and industries, the large number of stake holders, and
last but not least the considerable reengineering capabilities of many illicit actors
require a thoughtful solution design and thus a careful requirement definition.
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2 Requirements for Auto-ID
based anti-counterfeiting solutions

The specification of Auto-ID-based anti-counterfeiting technologies is strongly in-
fluenced by the security related requirements as well as by the design parameters
which stem from an integration in the desired production and inspection settings.
The security related requirements can be deduced from an attack model, whereas
the additional practical requirements stem from interviews with industry experts at
various workshops (e.g. from Special Interest Group Anti-Counterfeiting). Both
aspects are discussed below, including a description of the potential capabilities of
an attacker and the security-related constraints of RFID-based systems.

2.1 Attack model

A critical design parameter of anti-counterfeiting technologies is their desired
level of security which can be defined as the cost and effort that is required to
compromise or bypass the system.

Since the level of security strongly influences the cost of the solution, it should be
carefully adjusted to the risk (i.e. the damage and probability of occurrence) imposed
by counterfeit goods. Formal attack models allow for structuring the requirement
analysis. In cryptography, such models usually take the form of an “experiment,”
a program that intermediates communications between a fictional adversary, and
a runtime environment containing the system components (often referred to as ora-
cles) (c.f. Juels 2006). Security models have to accurately reflect real-world threats
(i.e. the capabilities of illicit actors) as well as the actual system characteristics. With
respect to RFID, appropriate models should not only address the top-layer protocols,
but also include the basic characteristics of RFID transponders down to the bit-level.
The latter may lead to a less formal description but is necessary in order to capture po-
tentially challenging threat scenarios like power analyses (and other side channel at-
tacks) or destructive reengineering tests; in fact, while purely algorithmic models
may help to evaluate cryptographic primitives and communication protocols, they do
not sufficiently capture less standardized hardware attacks which impose realistic
threats to RFID systems. Therefore, the attack model that is outlined below consists
of anon-formal description of the system characteristics, the capabilities of the illicit
actors as well as the identification and evaluation of the potential attack scenarios.

System Capabilities

Low-cost RFID transponders are limited with respect to their maximum transistor
count (as the chip size influences the transponder cost), the available energy (due to
restrictions of the transmitting power of readers, the size of the antenna, and the of-
ten required considerable distance between tag and reader devices), and the fre-
quency spectrum. This ultimately results in limited computational power, confines
the memory size and communication bandwidth, and hampers the integration of so-
phisticated pseudo random number generators or sensors against hardware attacks.
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Since cryptographic operations usually rely on computationally intense primitives,
complex encryption procedures are difficult to realize in low-cost transponders.
Even promising proposals that outline a lean integration of established security
standards in RFID devices (e.g. Feldhofer etal. 2004) would dramatically increase
the energy consumption and the required communication bandwidth, and thereby
lead to lower read ranges and reduced bulk reading capabilities."

More complex — and thus more expensive — transponders allow for more sophis-
ticated cryptographic measures. In principle, the complexity of the design can esca-
late up to those of battery powered smart cards (i.e. active tags) with public-key
crypto systems. When evaluating a potential migration path towards more secure
systems, it should be considered that the silicon chip only constitutes one cost fac-
tor of the device (besides the cost for packing and the antenna) and that doubling
the gate count does not necessarily double the price of the of the transponder.

Another relevant characteristic of RFID results from the radio connection be-
tween tag and reader. Connectivity is connectionless and communication is pro-
vided over an unreliable channel. This allows illicit actors to listen to the data ex-
change and, for example, detect existing identification numbers. Moreover, con-
flicts have to be considered when sharing the channel. Due to the limited power of
the readers and computational constraints among tags, a more powerful sender can
easily jam legitimate readers (Walters etal. 2006). An intentional violation of the
tag-to-reader communication protocol, e.g. by continually transmitting messages
in an attempt to generate collisions, can also disable a meaningful data exchange,
which gives rise to several potential attacks.

Capabilities of Illicit Actors

The computational power and hardware complexity of low-cost RFID transponders
is rather limited compared to the potential capabilities of illicit actors. Moreover,
the unattended and distributed deployment of RFID transponders makes the de-
vices highly susceptible to physical attacks. In fact, the access of the adversary to
the system is a critical parameter of the attack model. Most cryptographic security
analyses base on the assumption that illicit actors are able to experiment exten-
sively with the elements of the system (e.g. Bellare etal. 1998), and thus are able to
submit a large number of “oracle” queries to expose weaknesses of the design or to
“guess” secret information. In this context, the limitations of RFID systems also re-
strict the capabilities of the attackers; illicit actors may have unlimited access only
to selected transponders (e.g. after purchasing original articles with the security
feature still in place), but limited access to arbitrary components. The latter is the
case since attackers can only read tags which are in close proximity to their reader
devices, or listen to tag reader communications which are within eavesdropping
range (see Juels (2006) for a definition of various read ranges). However, in most
supply chain related applications, the vast majority of transponders are hidden to
other parties most of the time.

In some scenarios, however, the application of such systems is nevertheless meaningful. Inte-
gration in existing standards is discussed later in this section.
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With respect to transponders that are in the possession of the attackers, a wide
variety of tools is available. Potential steps include power analyses and the exact
measurement of response times, the application of different clock speeds or the
elimination of the air interface in order to increase the frequency of queries, and
hardware attacks (e.g. opening the packaged IC) in the attempt to directly read out
key registers on the circuit or to reverse engineer the underlying algorithms.
Therefore, when designing RFID-based anti-counterfeiting features, care must be
taken that compromising accessible transponders does not affect the security of
the remaining system. The protection should base on secret keys which are differ-
ent and non-related among the tags rather than on secret algorithms that a large
number of transponders may have in common.

Attack Scenarios

A simple attack model for low-cost RFID devices is provided by Juels (2004),
who mainly addresses threats to data security, authentication, and privacy. With
respect to anti-counterfeiting features, however, the focus of potential attacks is
shifted to an extended set of threats. Interviews with brand protection experts con-
ducted during this research revealed the relevance of the following issues: tag
cloning which is strongly related to tag authentication, obfuscation and deception,
tag omission, removal-reapplication, and, new in the context of product security
features but frequently discussed in computer security, denial-of-service attacks.
Each issue is addressed below.

Cloning refers to the duplication of security features such that they are likely to
pass of as authentic during inspection. With respect to RFID, tag cloning may be de-
fined as the replication of a transponder with the duplicate being able to emulate the
original tag’s behavior. In a system with cloned entities, investigators (or reading
devices) can no longer ensure that the distinguishing mark they observe originates
from the correct source; moreover, without taking the existence of duplicate features
into account, observers would even falsely certify the authenticity of bogus compo-
nents. Large scale tag cloning attacks can severely compromises anti-counterfeiting
solutions and therefore should be addressed during the system design.

Obfuscation connotes the use of misleading protection technologies. In prac-
tice, licit companies frequently change security features to prevent counterfeiters
from copying or cloning their protection technology. While following this para-
digm of “creating a moving target”, the licit parties unintentionally complicate the
inspection process. Especially third parties can be overwhelmed by the coexistence
of different, mostly visual security features. Consequently, counterfeit producers
can often rely on the lack of knowledge (and the lack of time and motivation to ac-
quire it) during inspection processes. A very common attack stems from the appli-
cation of security mechanisms which are not related to the genuine product, such as
the use of holograms instead of micro printings or flip colors instead of complicat-
ed packaging designs. However, the need to change anti-counterfeiting primitives
when they become ineffective as well as their user-friendliness given the limited
resources during inspection translates into the requirement of a flexible security
system with a static user interface.
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In anti-counterfeiting systems that rely on more than one component, threats
may not only originate in bogus product security features but also in malicious
backend systems. When a barcode, a micro printing, or an RFID transponder ref-
erences a database containing track and trace information or advanced shipment
notices, the authenticity of the relevant source has to be verified.

Tag Omission, i.e. the abdication of the security features by counterfeit pro-
ducers even if the corresponding genuine articles are equipped with protective
measures, relies on low inspection rates among many categories of goods. The
phenomenon shows the need of large scale and consequently low-cost inspections.
Preferably, inspections can be automated even in loosely guided processes as
given in many warehouses, at customs, or at retail stores.

Removal-Reapplication attacks refer to the application of genuine security
features from (mostly discarded) genuine products to counterfeit articles. This
constitute a potential threat for tagging technologies where security features are
being attached to an object (like holograms or RFID transponders) rather than be-
ing an inherent part of it (such as chemical markers). The consideration of this at-
tack is of importance especially when protecting high value goods like aviation
spare parts which are, when out of service, often still accessible to illicit actors.
When relying on tagging technologies, a defense is to tightly couple the security
feature to the object, e.g. by tamper-proofing its physical package or by establish-
ing a logical link between object and tag.

Denial-of-Service Attacks may be defined as “any event that diminishes or
eliminates a network’s capacity to perform its expected function” (Wood and
Stankovic 2002). Since established anti-counterfeiting technologies usually do not
rely on network resources, this attack is new to the brand and product protection
domain. However, when authentication processes involve entities in disparate lo-
cations, the access to these resources may be disturbed. With respect to RFID de-
vices, attacks can cut off the connection between individual transponders and
reading devices. When illicit actors target major distribution centers or customs,
e.g. at harbors or airports, denial-of-service attacks may severely slow down in-
spection processes and thus interfere with the unobstructed flow of goods.

Eliminating any possibility of such attacks is difficult on a technical level given
the limited functionality of low-cost transponders. However, providing tools for de-
tecting attacks and localizing the illicit device is not a major issue. In actual sys-
tems, the operator would have to physically remove or deactivate the attack device.

2.2 Practical Requirements

The attack model led to a set of security related requirements. They include meas-
ures to avert a duplication of security features; the design of a stable, easy to use in-
terface; the necessity to efficient inspection processes at low cost even in loosely
guided processes; a tight coupling of the security feature to the object; and measures
against denial of service attacks. In addition to this set, a number of — partly interre-
lated — conditions stem from the practical requirements on anti-counterfeiting
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and supply chain security solutions which are not directly related to breaches of
. 2
security:

o Different levels of security: The desired level of security has a major impact on
the fixed and variable costs of the solution. It can be determined i) by the risk
or cost resulting from a compromised system, and ii) by the lifetime of the ob-
ject which is to be protected. Risk or cost can be classified in terms of the po-
tential health and safety hazards for consumers, or the incremental financial
losses of licit manufacturers and brand owners. Depending on the probability of
individual occurrence, health and safety hazards may require highly secure sys-
tems. In the context of RFID, these can be realized by the application of com-
plex cryptographic primitives (e.g. public-key-based authentication mecha-
nisms implemented on certified RFID transponders); for critical spare parts in
the aviation industry, for example, the cost of RFID transponders may be as
high as 10 EUR or above. However, if illicit products primarily cause incre-
mental financial losses (e.g. due to dissatisfied consumers and substitution ef-
fects), a detailed cost-benefit analysis is helpful in order to select an appropriate
protection mechanism.

e Migration path: Anti-counterfeiting technologies often constitute a barrier for
illicit actors only for a limited, unknown period of time. Holograms, for exam-
ple, have been considered highly secure features when introduced and are now
widely available on the market. Consequently, it is desirable to have the oppor-
tunity to change the underlying security primitive at low cost, i.e. without the
need to alter the technical infrastructure or to require the user to get accustomed
to new checking procedures. RFID technology, if properly designed, allows for
separating user interfaces and underlying technologies, and may therefore con-
stitute a sustainable solution.

e Manufacturing requirments: Existing manufacturing settings are often highly
optimized with respect to throughput and down times. The addition of supple-
mentary process steps can severely impact the key performance measures of the
production facilities. This is especially the case in high volume production en-
vironments e.g. in the pharmaceutical or fast moving consumer goods industry,
where the required line speeds severely limit the technology choice. Process
steps that are necessary to integrate security features have to be as non-intrusive
as possible.

e Product specific requirements: Prouct related characteristics can impose a num-
ber of additional constraints on the technology choice. Restrictions may result
from the available size for such features, the object’s material, and operating
conditions such as temperature, electrical discharge, abrasion etc. When the se-
curity features are to be deployed at an early stage of the production process,
aggravated conditions may apply. The product specific requirements should be
analyzed on a case-by-case basis at an early stage of the design process.

The practical requirements result from a group work undertaken during the second Special In-
terest Group workshop in Hamburg at July 1, 2005.
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e [nvariance of the product design: I order to enhance the level of security, it is de-
sirable to integrate the security features in the product and not to rely on tagging
its packing. However, companies seem to be rarely willing to subordinate prod-
uct design to anti-counterfeiting measures. This limitation may further compli-
cate the tag-in-product integration.

o Technology specific requirements: 1dividual security technologies may be cho-
sen due to the specific advantages they exhibit such as the possibility to automate
checking processes, which may have to be defined in greater detail. With respect
to RFID, bulk reading (i.e. the number of tags which can be read quasi-simultan-
eously; read rates (i.e. the share of transponders which is actually detected during
a bulk read); read ranges (i.e. the maximum distance between tag and reader dur-
ing the inspection process); data standards, etc. are to be considered.

e Confidentiality: Last but not least, securiy features shall not reveal confidential
information of the manufacturer (e.g. on production output) nor infringe the
privacy of the user or consumer.

Depending on the actual application, several solutions concepts are applicable
which are outlined below.

3 Solution concepts

RFID technology comes at various levels of complexity and offers several func-
tionalities which make it applicable as anti-counterfeiting measures in various ap-
plication scenarios. The following section discusses in greater detail the usability
of unique serial numbers, a technique to avert removal-reapply-attacks, and the
usability of tags with authentication capabilities in a standard reader environment.

3.1 Using unique serial numbers

Marking objects with unique identifiers, i.e. on item-level rather than for individ-
ual project categories only, helps to monitor the flow of goods and thus to detect
illicit trade activities. If designed carefully, a numbering system can significantly
reduce counterfeit trade. The latter is possible if an approach is chosen which is
difficult to apply for illicit actors, but whose identifiers are easy to check for sup-
ply chain partners or end-users. In an ideal scenario,

e the number is assigned in a random way, with the numbering space signifi-
cantly larger than the number of items to be identified, so that illicit actors are
unlikely to simply guess valid IDs,

o the validity of the number can be easily checked by the supply chain partner or,
if desired, by the consumer,

e the number can be read automatically by authorized persons, allowing for large
scale searches for invalid or duplicate identifiers, thus increasing the chance to
seize illicit goods,
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¢ a duplication of the number carrier is unreasonably expensive, and
e the number carrier cannot be removed nor can illicit actors overwrite the num-
ber which would allow them to disguise the identity of the object.

The basic operating principle of a unique ID system is quite simple: The manu-
facturer generates a random number, writes it to the data carrier and stores it in
a database. When the product ID is checked e.g. in a store or at customs, a reader
device retrieves the product ID, sends it to a service offered by the manufacturer
(or an IT provider) which looks up the number in the database and returns the re-
sult to the reader device. An operational implementation, however, should provide
additional features such as a system for user access management that prevents il-
licit actors from discovering licit numbers or competitors from monitoring the
flow of goods. When the system is applied by a larger number of vendors, it be-
comes impractical to store the access information of individual service providers
on the reading devices; therefore, the system should contain a lookup system
which allows the readers to retrieve the corresponding addresses from a known
online source.

3.2 Plausibility checks based on track and trace

A track and trace system is a potentially powerful tool as it can provide an enor-
mous degree of supply chain visibility. In principle, information on an object’s lo-
cation and the corresponding time, possibly together with data on the owner, its
status, the object’s operating conditions, etc., is recorded and stored for further
processing. If such measurements are repeated over time, they allow for plausibil-
ity checks of the recorded products history. Heuristics can be applied as for exam-
ple done by credit card companies which routinely freeze cards if they inhabit
a suspicious transaction history.

Track and trace systems rely on the ability to uniquely identify individual arti-
cles. In order to facilitate meaningful analyses, numerous data points have to be
collected, which requires an efficient way to capture supply chain events. In this
regard, RFID can be seen as an enabling technology. Though the operating princi-
ples of track and trace systems may appear simple, an actual implementation of the
infrastructure is a considerable challenge. From a technical perspective, especially
access management in non-predetermined supply chains constitutes a major hurdle.
However, even bigger barriers seem to be organizational issues on the ownership
of the data, the distribution of system costs, and the lack of interest among some
industries to provide a higher degree of supply chain visibility for their customers.
In fact, the solution requires numerous stakeholders — often with conflicting inter-
ests — to work together, which renders it impractical in many application scenarios.
However, track and trace is likely to become the dominant solution in highly regu-
lated industries where powerful stakeholders can enforce an adoption (e.g. the
Food and Drug Administration with respect to pharmaceuticals).
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3.3 Object specific security

Security solutions that are based on tagging technologies have a system specific
drawback: when checking an object, it is still the tag (e.g. a hologram or a simple
RFID transponder) which is authenticated and not the object or document the tag
is attached to. The link between tag and object is often not strong enough. In the-
ory — and also in practice if the solution is not designed properly — a tag can be
removed from an original article and attached to another object, thereby compro-
mising the security system.

In contrast to most other tagging technologies, RFID can overcome this short-
coming. Even low-cost RFID tags with a certain amount of memory can store data
that binds a tag to a given product, as a picture in a passport binds a passport to its
holder. As a result, illicit actors are detained from simply removing a tag from
a legitimate product and reapplying it to a counterfeit article in a way that the fake
is not detected during product validation. An in-depth description of this technique
is given in the chapter 13, “Product Specific Security Features Based on RFID
Technology”.

3.4 Secure authentication

Concepts that allow for a proof of identity (or authentication) are common in
computer systems. However, establishing efficient means of authentication in
RFID infrastructures constitutes a major challenge. The lack of cryptographic
functionalities of basic RFID transponders is a big impediment to current designs.
Since serial numbers are usually not read protected, an attacker can obtain an iden-
tifier from a tag and program it into another transponder, or emulate the tag using
other wireless device. If done at a larger scale, duplicate devices render track and
trace or anti-counterfeiting solutions ineffective.

Challenge-response protocols can avert tag cloning as they allow for a compari-
son of secret keys at disparate locations without transferring them over a possibly
insecure channel. In a carefully designed system, third parties are prevented from
reconstructing the secret, even if it is used numerous times. These properties quali-
fy challenge-response protocols for an application in an RFID environment, where
the channel must be regarded as insecure.

Critics of this approach frequently mention the increasing tag costs which may
result from the integration of the required cryptographic unit in RFID transponders.
However, Feldhofer etal. (2005) showed an implementation of an 128 bit version
of the Rijndael cipher (Daemen and Rijmen 2002) using less than 4,000 gates,
which, given an approximate gate count of current EPC Gen2 tags of 15,000,
would only lead to a small increase in tag cost.” This motivates further research on
the actual integration of authentication protocols in RFID systems and thus is a ma-
jor topic in the remainder of this book.

®  This is especially true since the cost of the actual chip is only one component of transponders

which is also made up by packing, the antenna, assembly, etc.
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Abstract. A combination of Radio Frequency Identification technology and ubiquitous com-
puting are revolutionising the manner in which we look at simple objects. Radio Frequency Iden-
tification (RFID) allows RFID labeled objects to be identified at a distance without physical con-
tact, and ubiquitous computing provides a virtually connected environment for the objects. RFID
labels are frequently referred to as the next generation barcodes. RFID Systems provide increas-
ed productivity, efficiency, convenience and many advantages over bar codes for numerous ap-
plications, especially global supply chain management. RFID labeling has a number of advant-
ages over conventional bar code systems. The optics based bar code systems could be rendered
useless by common everyday environments containing dirt, dust, smoke, grease, condensation
and by misorientation and misalignment. Furthermore bar codes are subject to fraudulent dupli-
cation and counterfeiting with minimal effort. While there is a googol of information on Radio
Frequency Identification systems, most of which arose in the last decade, it is important to iden-
tify concepts and operating principles and to present views on modern RFID systems. This chap-
ter will provide an overview, however brief, of modern RFID systems.

Keywords: EPC, RFID System, Anti-collision, UHF, HF, Tag, Reader

1 Introduction

An evolving set of identification technologies continues to play an important role
in the provision of identification and other related information about entities both
animate and inanimate in various contexts, ranging from Allied air planes in
World War II [1] to items stacked on supermarket shelves. The technologies used
range from biometric data recognition, optical character recognition, magnetically
coded ink (MICR) used on cheques, magnetic strips used on credit cards, Wiegand
wire and barium ferrite inserts used in access control badges, speech recognition,
smart cards and barcodes [2]. The term “Auto-ID” is used to refer to systems
based on the above technologies because automatic identification is almost always
a primary function performed by such systems.

45
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Amongst the identification technologies, barcodes, of which a standardised
form (Universal Product Code) developed by a consortium of inter-industry trade
associations called the Uniform Code Council (UCC), recently renamed as GS1
[3], are available for consumer items [4], and have continued to proliferate
throughout the world as a solution to both logistic and inventory control by pro-
viding a product identification code. The proliferation of Universal Product Code
(UPC) technology was aided by the continued growth in the commerce of goods
and the need for efficient logistical support for global trade and transport of goods.
A research report compiled by PriceWaterhouseCoopers in 1999 entitled “17 Bil-
lion Reasons to Say Thanks” depicts the impact of the UPC on international eco-
nomies and industry and on the consuming public. Since the inception of the idea
by Norman Joseph Woodland in 1949, various forms of the barcode have been de-
veloped over the years [5]. One such example is the 2D bar code which can carry
a considerable amount of data on a smaller surface area than compared with its
predecessor [3]. The latter fact is made clear by comparing Figure 1 and Figure 2
which show that the space required to encode 62 characters using 2D barcodes is
much less than that possible with conventional barcodes.

UPC codes are a contactless technology where scanners work in the range of a few
centimeters but require a clear vision of the bar code in the scanning field. Bar code
labels have to be printed carefully and exactly since line thickness and spaces signify
the alphanumeric characters forming the UPC, while the objects labeled with bar-
codes must be physically maneuvered to align the barcodes with the scanners. In add-
ition, barcodes are not suitable for hostile environments where optical recognition of
the barcode may not be possible. Another common failure of barcodes is that they are
prone to physical damage as the printed symbols may be smudged or concealed, mak-
ing the process of scanning difficult or impossible. These issues limit the usefulness,
possible application and performance of barcode based “Auto-ID” technologies.

An “Auto-ID” technology devoid of many of the imperfections of barcodes has
emerged to rival the simple barcode. This technology is commonly referred to as
Radio Frequency Identification (RFID). Radio Frequency Identification systems
allow automatic identification using a unique identifier associated with an object
or person. RFID technology has been in existence for more than sixty years with
the earliest application of RFID commonly cited as the “Identify Friend or Foe”
system used in Allied aircraft in the Second World War [1]. Current applications
of RFID are a diverse collection of identification and data capture applications.
Some typical applications are automatic toll collection, animal identification,
proximity cards for secure access, authentication, theft detection, tamper proofing
containers and last but not least, supply chain logistics [2, 6].

This chapter investigates advanced RFID systems. What soon becomes
apparent with study of advanced RFID technology is the large number of issues

Fig. 1 A conventional barcode with 10 encoded characters.
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Fig. 2 An example of a 2D barcode with 62 encoded characters.

leading to disappointing performance, and the imminent threats posed by vulner-
abilities of low cost RFID systems. The following section introduces the compon-
ents of a modern RFID system.

2 Radio Frequency Identification Systems

A simple illustration of the concept of an RFID system is provided in Figure 3.
Here, a transmitter of interrogation signals which is contained within an interro-
gator, communicates via electromagnetic waves with an electronically coded label
to elicit from the label a reply signal containing useful data characteristic of the
object to which the label is attached. The reply signal is detected by a receiver in
the interrogator and made available to a control system.

There is a wide range of operating principles for such a system [6, 7, 8 and 9].
The operating principle and operating frequency are driven principally by the ap-
plication of the labelling system and the constraints provided by electromagnetic
compatibility regulations, environmental noise, and the ability of fields to perme-
ate a scanned region of space or to penetrate intervening materials.

Over the years a number of RFID systems have evolved with advances in ma-
terial science, microelectronics, and fabrication technology. Irrespective of the un-
derlying technology and the type of labels around which an RFID system is built,
(that is, microelectronic labels, surface acoustic wave labels, labels using multiple
resonances to encode data and so on [7]) all modern RFID system infrastructures
can be categorised into three primary components given below.

Interrogator

I Transmitter

Label =

Controller

~a
&

| Receiver

Fig. 3 An illustration of an RFID system.



48 Damith C. Ranasinghe and Peter H. Cole

1. RFID labels (transponder)
2. RFID label readers or interrogators (transceiver)
3. Backend network (electronic databases)

The material presented in this chapter will consider RFID systems based on
using microelectronic devices for RFID labels.

3 RFID Labels

Generally, a microelectronic RFID label consists of a small microchip with some
data storage and limited logical functionality, and an antenna. The antenna allows
the label to couple to an electromagnetic (EM) field to obtain power, or to com-
municate with the reader, or to do both. Figure 4 provides an illustration of the
components of an HF and a UHF RFID label.

RFID labels can be distinguished based on their frequency of operation as listed
below and described in Table 1.

Low Frequency (LF)

High Frequency (HF)

Ultra High Frequency (UHF)
Microwave

Labels may also be categorised based on powering techniques used to operate
the microelectronic circuitry as listed below and compared in Table 2.

e Passive
e Semi-Passive
e Active

In a primary category of passive systems, the most common operating principle
is that of RF backscatter or load modulation [6, 7] in which a powering signal or
communication carrier supplies power or command signals via an HF or UHF
link. However, the circuits within the label operate at the carrier frequency or at

HF Label UHF Label

Coupling Element

Microchip

Fig. 4 Components of an RFID Label.



3 Networked RFID Systems

Table 1 Characteristics of tags based on their frequency of operation.

49

LF HF UHF Microwave
Frequency 125-134kHz 13.56 MHz 860MHz -960  2.45GHz
Ranges Used MHz 5.8GHz
Data-Transfer Low Medium High Very high
Rates
Advantages Tags are less High data- Higher data- Very high data-
affected by transfer rates, transfer rates, transfer rates.
metals and cheaper than LF  cheaper to
liquids tags manufacture.
Less sensitive to
environmental
detuning.
Disadvantages Low data-transfer Affected by Poor near metals Poor near metals
rate metals and and liquids and liquids. Line
Tags are liquids of sight required
expensive for long distance
because of the communication.
copper required
for larger
antennas.
Typical Access control,  Contactless Item level and Electronic toll

smart-cards, collection
Libraries, and
Access cards.
Item level

tracking.

Applications animal tracking pallet level
tracking of goods

in a supply chain

a lower frequency, and reply via sidebands generated by modulation within the
label, or by modulation of a portion of the powering carrier. This approach com-
bines the benefits of relatively good propagation of signals at HF and UHF and the
low power operation of microcircuits at RF or lower. Powering at UHF is employ-
ed when a longer interrogation range (several metres) is required, and HF power-
ing is employed when electromagnetic fields, which exhibit good material pene-
tration and sharp spatial field confinement are required, or sometimes when a very
low cost RFID system implementation is desired.

The data stored on an RFID label can be used to uniquely identify the object,
person or animal associated with the label. Unique identification requires a unique
identifier defined according to some standard. Among the various identifiers used
in different industries, the EPC [10, 11], which is a unique product identification
code format, is being standardised for use in RFID applications. An EPC typically

Table 2 Comparison of passive, semi-passive and active labels.

Passive labels Semi-Passive labels Active labels

Powering Incident RF signal Battery Battery
Transmission Backscatter Backscatter Powered from a battery
Typical read range 3 m — 5 m (UHF) 10m-20m 1000 m
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contains information that identifies the manufacturer of the item to which a tag is
attached, the type of item and the serial number of the item. This information is
also referred to as the label ID.

It should be noted that an EPC is one form of a unique numbering scheme
proposed for RFID applications and is a result of an ongoing effort to standardise
the data format on labels. The widespread adoption of EPC is a result of its
suitability for object identification in the global supply chain. It has been demon-
strated that, through supply chain visibility, manufacturers, distributors, retailers
and other intermediaries can reduce inventories and ensure product availability,
resulting in tremendous cost savings and increases in efficiencies. This is currently
the largest market for RFID technology and the potential cost savings and
efficiencies are the drivers that are propelling RFID technology into the future.
Thus, throughout this chapter, the author will primarily focus on examples related
to the global supply chain, while a closer look at the implications of RFID
technology to supply chain applications is given in Chapter 4.

3.1 Label to Interrogator Communication

Labels perturb the field created by an interrogator to achieve near or far field, label
to reader communication. However there are similarities and differences in the way
communication is achieved in both the far and the near field by a label antenna.

In near field systems, a reader senses the reactive power flowing in the label.
A label is able to control the reactive power flowing through itself by varying the
load across its antenna [6, 7].

However in the far field, labels cause some of the incident RF energy to reflect
back or scatter. This is referred to as backscatter. Similarly to the manner in which
RFID labels in the near field vary the load across the label antenna to vary the
reactive power, a label in the far field also varies the load across its antenna to
modulate the amplitude and phase of the backscattered wave. In the far field,
variation of a label’s load impedance causes an intentional mismatch between the
label antenna and its load. Backscattering a label response in this manner is akin to
the label antenna radiating its own weak signal [6, 7, and 9].

Variations in the load across a label antenna can be achieved by either switching
on and off a resistor or a capacitor across the label antenna. The particular mechan-
ism used gives rise to ohmic load modulation and capacitive load modulation,
respectively [6, 7 and 9].

In the near field, the real power received by a label is enhanced by using a high
quality factor in the label antenna resonance [8], while the reactive power which
flows in the label is further amplified above the real power by that same quality
factor. Thus the quality factor of the label antenna increases the effect of the
changes in reactive power flowing in the label.

However, in the far field, the power backscattered is not aided by the quality
factor of the antenna where the radiation resistance of the antenna is much larger
than the antenna losses. Such antennas are generally considered lossless and the
best that can be achieved is to reflect all the incident power back to the interrogator
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while modulating the amplitude or phase of the reflected wave in a time varying
manner. This is not fully achievable since some power must be used to power the
microcircuits of the label antenna. The latter concepts and coupling relations in the
near and far fields are more comprehensively considered in [12], wherein it is
shown that excitation fields are best described in the near field by reactive power
density per unit volume and in the far field by power flow per unit area in the
Poynting vector. The corresponding measures of tag coupling are coupling volume
for the near field and effective area for the far field. However, the coupling volume
concept can be shown to be the more general in that it may be used in both the near
and for fields.

3.2 EPC Concept

The concept involves identifying objects through a uniquely formatted number kept
on each label as a data field, with associated data, stored in a backend system data-
base. The unique object identifier must have a global scope that is capable of iden-
tifying all objects uniquely and act as a pointer to information stored about the ob-
ject somewhere over the network. The Electronic Product Code (EPC) is a scheme
designed for universal object identification with the associated standards developed
by EPCglobal Inc [13]. A binary representation of the EPC is shown in Figure 5
[13]. The Header identifies the EPC format used by the tag; 96-bit, 64-bit or 256-bit
while the General Manager Number identifies an organisational entity. These num-
bers need to be unique and can be assigned by a standards body such as EPCglobal
Inc. The Object Class is used by a General Manager to identify a specific product
class. The Serial Number is a unique number within each Object Class.

MSB LSB

Header General Manager number Object Class Serial number

Fig. 5 Bit level representation of an EPC general type identifier format.

It is important for serial numbers to be unique for objects labelled by a particu-
lar organisation within a product class. However, different objects may reuse the
same serial numbers, as the difference in product codes will ensure unique
identification of the product. Hence, the triplet of General Manager Number,
Object Class, and Serial Number uniquely identifies an object.

3.3 Label Hierarchies

A classification of RFID labels proposed by the former Auto-ID Center is based
on a functional hierarchy. The functional classes have emerged as a result of dis-
cussions between the Auto-ID Centre and sponsor companies. The formulation of
a label class hierarchy permits the development of a range of labels to suit differ-
ent application requirements while setting realistic expectations for functionality.
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This is an important aspect of the development of this technology, as the environ-
mental, cost, functional, operating range, security and privacy requirements will
vary depending on the application employing RFID technology. Figure 6 outlines
the proposed class hierarchy. The Class 1 labels with simple read-only EPC data
form the backbone of the evolving label class hierarchy. The following section
provides a brief overview of the functional classes.

In the scheme outlined below, the higher classes exhibit an inheritance of char-
acteristics of the lower classes; in particular they are all based on the EPC concept.
Clearly each class consists of a set of diverse functionalities. For instance, Class II
labels are expected to possess a multitude of functionality on a low cost passive
label and this requires careful attention in defining its specification.

Class IV
Autonomous relaying RFID labels.

Class Il
Labels with battery support for longer range.

Class Il
Labels with additional functionality.

Class |
Simple read-only labels.

Fig. 6 An outline of the label class hierarchy.

3.3.1 Classl

Class I labels provide minimal required functionality. In addition to a read only
write once EPC code, a label falling into the Class 1 category carries a CRC for
transmission verification, and a password that is used in the process of label de-
struction. As a guarantee of customer privacy, labels can be electronically de-
stroyed before goods are released to the purchaser at their final point of sale. Class
I labels are low cost RFID labels that are typically passive.

The latest standard being ratified by EPCglobal for UHF RFID communication
in the 860 MHz — 930 MHz band known as Class 1 Generation 2 (C1G2), is de-
veloped to standardise the air interface for Class I labels [14].
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3.3.2 ClassIl

EPC labels with additional functionality, such as read-write ability, provision for
data security, privacy, and theft detection ability. Class II labels are likely to be
passive with limited read range.

3.3.3 ClassIII

Class III labels contain battery support for long-range communications. These
labels may be active or semi passive and may support broadband communication.

3.34 ClassIV

These are active labels capable of peer-to-peer communication with other Class IV
labels utilising the same frequency. Class IV labels are increasingly being viewed
as autonomously networking labels that are able to form ad-hoc wireless networks.

3.4 A Classless RFID Label Society

The dilemma of diverse functionalities may be resolved by means other than a ri-
gid hierarchy, as outlined above, by writing standards that allow manufacturers to
define and extend functionalities without having to revise or continually rewrite
standards.

The RFID label will continue to evolve and be more than just an identifier. The
fusion of sensor technology with RFID will create a vibrant and diverse future for
RFID with labels capable of a variety of different functionalities in addition to
those related to security and with various product specific functions. Given such
a pool of as yet undefined capabilities for an RFID label we should not limit our-
selves to an inheritance based hierarchy that is inflexible.

Instead it is possible to create a classless society where the functionality of
a label can be related to its EPC or a further EPC and defined on a database. It is
then possible to cache that database in readers, given that it is relatively small.
With this philosophy it is possible for manufacturers to be creative and define
methods for accessing those tag capabilities.

If, however, distinction is required, as it is human nature to classify and cat-
egorise all that exists, it is possible to have Class I labels, Class II Simplex labels
(labels with read write memory) and Class II complex labels (labels processing
read write memory and unlimited functionality, in theory).

4 Interrogators

The readers communicate with the labels using an RF interface. Either a strong
energy storage field in the vicinity of the reader antenna, or radiating EM waves,
establish the RF interface. The communication between a reader and a label
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process may involve interrogating the label to obtain data, writing data to the label
or transmitting commands to the label so as to affect its behaviour. The readers
consist of their own source of power, processing capability and an antenna. The
general design principle in EPC based RFID systems is to off load silicon com-
plexity of the label to backend systems and to the reader in order that the cost of
the labels may be kept to a minimum. Thus, readers have ample computing power
and are capable of acting as proxies to perform computationally intensive tasks for
RFID labels. However, increasingly in pursuit of low cost readers, reader architec-
tures are being simplified to manage cost and complex tasks are being pushed
further back to the backend systems. A more detailed look at interrogators can be
found in [15].

5 Anti-Collision

An important aspect of an RFID system is being able to read multiple labels in
a relatively short period of time as in any realistic system there is likely to be more
than one label in the field of a reader. Implementing such plurality of reading re-
quires a means of overcoming collisions between label replies (refer to Figure 7).
Here the term ‘collision’ is used to imply the resulting signal interference from
two or more tags replying simultaneously. A collision generally results in a failed
communication. There are a number of anti-collision algorithms used to imple-
ment such plurality of reading and prevent the occurrence of collisions. These al-
gorithms are embedded in multiple tag reading protocols.

The anti-collision needs of RFID systems are similar to multiple access com-
munication conflict resolution or detection methods used in various computer
networks such as Carrier Sense Multiple Access (CSMA) [16]. However RFID
anti-collision methods are constrained by the limited computational power,
memory and power constraints of an RFID label. Anti-collision methods used in
RFID must consider the wireless and ad hoc nature of RFID networks along with
the necessity to recover from sudden power loss, as is the case with passive RFID
systems.

Tag read range
e

Reader A

Fig. 7 Tag reply collision.
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There are a wide variety of anti-collision algorithms. The vast majority of exist-
ing anti-collision methods are time-domain methods which are either deterministic
or probabilistic. The most widely used deterministic methods are based on the bi-
nary tree walking protocol while most probabilistic methods are based on Slotted
Aloha [17]. These schemes are intended to reduce the occurrence of multiple sim-
ultaneous responses from tags to a reader query.

In addition to the feature which reduces the frequency of collisions, the cap-
acity to detect collisions is a powerful addition to an anti-collision algorithm. Most
commonly used techniques rely on line coding schemes. When simultaneously
transmitted signals, even of different strengths, coded by line coding schemes,
interfere they will always be demodulated by an interrogator attempting to decode
a demodulated signal from an RFID label. However an interrogator attempting to
decode those signals may fail due to the decoding process producing an invalid
symbol as a result of the type of line coding scheme used by the tag to interrogator
communication. Level coding schemes such as NRZ and RZ coding schemes are
example schemes where collisions will not cause a resulting invalid symbol at the
interrogator during the decoding process, while the Manchester coding technique
and other transition coding techniques allow collision detection by preventing the
proper decoding of the received signal at the interrogator [6] by the resulting
invalid symbols that may occur as a result of a collision.

With two messages of unsynchronised bit periods, the level codes will decode
to some valid symbol (even though they are not the symbols in either message),
but transition codes might lose or develop transitions in the middle of presumed
bit intervals and produce invalid symbols (dissimilar to those present in either
message). Nevertheless it should be noted here that when a weak tag to interroga-
tor signal collides with a strong tag to interrogator signal, no line coding scheme
will allow the detection of a collision. Instead the strong signal will tend to mask
the weak signal.

While CRC codes appended to communication between readers and tags are
not part of the anti-collision algorithm or a collision detection method, due to the
properties of CRC codes, it is possible to detect a possible collision using CRCs
irrespective of the properties of the line coding scheme. It is important to stress the
word ‘possible’, since a weak tag reply and thus a poor signal to noise ratio in the
received reply from a tag may also cause an invalid CRC. In the event a tag reply
to an interrogator is correctly decoded (but the reply is not that intended from
either one of the tags attempting to communicate simultaneously), the CRC calcu-
lated on the reply may not match that part of the message interpreted at the CRC.
This is because the CRC itself may have been incorrectly decoded, or in the event
the CRC is that which was sent by one of the tags, it may not match that calculated
by the interrogator for the received message.

In addition to the collision between label responses, applications requiring
readers to operate in close proximity to other readers can cause the interrogation
signals from one reader to interfere with signals from other readers [17]. There are
several instances where readers can be the source of a collision.

A simple scenario is when an interrogation signal from a nearby reader inter-
feres with a weak reply from a tag outside the read range of the interfering reader
during an interrogation of that tag by another reader in the read range of the tag.
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Tag read range

Reader A Reader B

Fig. 8 A practical interrogator arrangement where carrier sensing can fail.

Such a problem can be mitigated by using Frequency Division Multiple Access
(FDMA), as has been demonstrated by the C1G2 protocol [14] which calls for the
spectral separation of tag replies from the reader transmission frequency, while
readers themselves operate at a number of different channels in the allocated band.

Another situation may arise resulting in tag confusion when multiple readers
simultaneously attempt to read the contents of a tag within their tag read range.
Such a collision can cause the misinterpretation of the reader communication re-
sulting in an incorrect reply or a complete failure to reply because the command
can not be decoded. In such a situation, a carrier sensing scheme may be utilised
to prevent concurrent access to a tag by nearby readers [15, 16].

However, using carrier sensing becomes a difficult issue if the reader antennas
are directional, as it is often the case with practical implementations. Hence a reader
may not detect the RF field of another active reader because both reader antennas
are not in the RF field created, as a result of beam forming to increase antenna gain.
While it is possible for a tag to be in read range of both readers as illustrated in
Figure 8, the RF field of the readers may not be detected by either reader antennas.
When such a phenomenon occurs, the commands or queries from different readers
collide and the resulting signal will cause the misinterpretation of the intended
reader communication. Since tags themselves are made simple, to control costs,
they can not be expected to participate and aid in a collision avoidance scheme.

In addition to the phenomenon discussed above, tag collisions, reader colli-
sions, noise from other readers and tags, and echo of tag replies and reader replies
has lead to the observation of phantom tags. In this situation, a reader reports an
EPC of a tag that does not exist in its tag reading range. However the C1G2 proto-
col was postulated with the idea of eliminating the phenomenon of ghost reads by
the following mechanisms:
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e Tags must respond to a reader within a short time frame, so that responses that
do not fall into this time frame are eliminated.

e Tags transmit a preamble with every transmission. A preamble is a predefined sig-
nal sequence that the reader expects from a valid tag signal. This reduces the likeli-
hood of anoise corrupted tag signal being interpreted as a valid tag by areader

e The reader performs a validation check of the EPC, to confirm if the reply con-
tains a valid preamble. This is achieved by checking that the data received
conforms to a valid EPC format as defined in the tag data specification [13].

e The reader then performs a third validation check to ensure the number of bits
received in the response is the same as that reported by the tag. Any mismatch
results in the reader discarding the response.

e Finally the reader performs a CRC check on the data received to check for bit
errors.

6 Conclusion

There are complex hardware devices (labels and readers) and software that bundle
together to form an RFID infrastructure. Wide scale adoption of this technology
requires an overall reduction in the cost of these devices. Thus, there is a great
deal of interest in low cost RFID technology, which essentially involves reducing
the cost of RFID labels.

There is a variety of RFID devices designed for various applications. The
Auto-ID Center took a modular approach to accommodate this diverse application
base and technological possibilities. The EPC concept and the Class structure are
a result of this modular thinking.

Class I and Class II labels fall into the low cost end of the RFID label hierarchy.
The microcircuits of these classes are extremely resource scarce with only hun-
dreds of bits of storage and only thousands of gates available for logic functions.
These circuits are designed with strict limits on power consumption and cost.

This chapter has provided a brief introduction to a very broad subject area but
provides a number of references where further information can be obtained. While
the RF identification aspects are commonly discussed in the literature, there is
generally very little information regarding the backend infrastructure vital to the
formulation of a modern RFID system. Such discussion can be found in the next
chapter.
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Abstract. The concept of a “Networked Physical World” originated from the Auto-ID Center,
now called the Auto-ID Labs [1]. Such a “World” can be realised with the combination of an
automatic identification technology and a ubiquitous computer network that will glue the physic-
al world together. Low cost RFID (Radio Frequency Identification) technology can automate
identification of physical objects by providing an interface to link a vast number of objects to the
digital domain. Thus, RFID as the enabling technology has paved the way forward for the cre-
ation of a “Networked Physical World”. The ability to form a ubiquitous item identification net-
work has a wide range of applications including automation of manufacturing and supply chain
management. The previous chapter provided a brief overview of RFID systems. This chapter de-
scribes the backend system components formulating a distributed ubiquitous item identification
network enabled by the development of automatic identification provided by RFID technology,
and examines the flow of tag data, once obtained by an interrogator. The implementation of such
an architecture using a web services based model, as well as the impact of the network on supply
chain applications, is also investigated.

Keywords: RFID, EPC, EPCIS, ONS.

1 Introduction

The roots of the architecture to build a ubiquitous item identification network origin-
ated at the former Auto-ID Center, now called the Auto-ID Labs [1]. Further develop-
ment of that network and the process of standardization of issues related to that
network, are currently managed by a number of working groups at EPCglobal Inc [2].

The Auto-ID Center vision was to create a “Smart World” by building an intel-
ligent infrastructure linking objects, information, and people through a ubiquitous
computer network. The creation of the intelligent infrastructure demanded the
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ability to identify objects automatically and uniquely with the backbone of infra-
structure provided by a ubiquitous computing system leveraging the Internet for
global connectivity. The components forming the intelligent infrastructure are
commonly referred to as an EPC Network where the term EPC (Electronic Prod-
uct Code) is the unique object identification scheme employed by the system. This
new infrastructure enables object-centric computing that will allow universal co-
ordination of physical resources through remote monitoring and control by both
humans and machines.

The availability of a Networked Physical World system connecting physical
objects to the Internet will have an immediate and profound impact on supply
chain management, home automation and manufacturing automation. However,
such infrastructure needs to be cost effective to allow its feasibility and large scale
adoption.

The EPC Network is assembled from many building blocks representing
a number of fundamental technologies and standards. The EPC Network architec-
ture has continued to evolve with technology since its inception. Current develop-
ments in the EPC Network are based on a layered service oriented architecture [3].

2 N-tier Layered Service Oriented Architecture

Contrary to the component based EPC Network architecture developed initially by
the Auto-ID Center, the more modern version is based on a layered service oriented
architecture [4] with an emphasis on defining interfaces. The interfaces define the
required standard functionalities and optional functionalities as well as the methods
by which these can be accessed, rather than defining components and their
associated functionalities. The benefits of such architecture are many; primarily the
modularity of the software and the standardized interfaces allows various
components to be purchased from different suppliers. Thus, in addition to com-
plexity reduced by modularity, there is also a strong business case for supporting
the current architecture of the EPC network. The definition of standard interfaces
will ease the process of compliance certification with standards and allow the
definition of data models and methods at an abstract level, usually using UML
(Unified Modeling Language) diagrams. Such interfaces can be easily described in
XML (Extensible Markup Language) or WSDL (Web Services Description Lan-
guage) so that concrete implementations of these can be both cross-platform and
neutral regarding choice of programming language or implementation details (such
as whether a relations database, XML database or object-centric database is used).

The N-tier service oriented architecture approach [4] fits naturally with an
object oriented modeling of the architecture because objects encapsulate informa-
tion and state while offering functionalities through their interfaces. The modules
also have a loose coupling due to the independence of different modules. This
reduction in dependency implies that the system is easier to manage and enhance.

The EPC Network architecture is built around a loosely coupled and interoper-
able system of modules. Many of the concepts for this architecture come from the
conceptual architecture called service-oriented architecture (SOA) [4].
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Web services are one method of implementing the SOA over standardized
protocols and interfaces. There is a strong tendency and a technological trend driv-
ing the EPC network architecture towards a web services based SOA.

The following section presents the system architecture and technologies of the
ubiquitous item identification network (EPC Network) and provides a seamless
architecture for extending the local area EPC Networks to a wide area infrastruc-
ture while the later sections include an application of such a network. The chapter
is concluded with an investigation of the impact of the EPC Network on its most
revolutionary application; supply chain management.

3 EPC Network

The EPC Network can be described as an intelligent ubiquitous infrastructure that
automatically and seamlessly links physical objects to the global Internet. The net-
work of physical objects is achieved by integrating a tag, or an RFID tag, into each
object. The system networks objects seamlessly by communicating with these tags
using interrogators at suitably placed locations, for example: RFID portals; handheld
readers; and potentially, eventually for some tags, continuously throughout the envir-
onment by a network of readers. Readers collect data from tagged objects. The RFID
tagged objects communicate an EPC code to a reader and thus identify themselves as
aunique entity. The data originating from the network of readers is passed to backend
systems that control and collect data while providing service layer functionalities.

An illustration of the components constituting the EPC Network is shown in
Figure 1 where the arrows indicate the flow of data from tags to the network sup-
port system and the flow of command and data back to the readers and tags.
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Fig. 1 An Overview of the EPC Network. The part that is local to a single organization is shown
within the shaded region with the dashed border.
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EPC Networks are significantly different from more traditional computer
networks in the sense that the flow of data and information is from many nodes
(RFID tags) at the edge of the network towards a number of servers that collect
and process this data. In RFID networks, readers detect certain events or readers
query RFID tags to obtain event data and forward the resulting information to
backend applications or servers. The application systems then respond to these
events and application processes orchestrate corresponding actions such as order-
ing additional products, sending theft alerts, raising alarms regarding harmful
chemicals or replacing fragile components before failure.

The EPC Network can be separated into six primary modules, some physical,
some logical: (1) RFID tags (also known as ‘labels’ or ‘inlays’), (2) RFID tag read-
ers (also known as interrogators), (3) EPC, (4) the filtering middleware that sup-
ports the Application Level Events (ALE) interface, (5) Object Name Service
(ONS), and (6) EPC Information Service (EPCIS). Figure 2 shows the structure of
a typical EPC Network where readers communicate with tags and then capture that
information to be passed up the information chain to be processed by the service
layers and made available for various applications.

The EPC Network shown in Figure 1 is a local area EPC Network akin to a LAN.
This model captures the architecture of the system at a local site, company or organ-
ization, or a private network. Although data collected within an organization from a
local EPC network may be centralized towards a local EPCIS of that company, the ar-
chitecture is designed to support decentralized distributed information management.
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Fig. 2 An overview of a wide area EPC Network.
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The EPC Network architecture achieves the latter goal by linking local EPC Net-
works together through the already well established backbone of the Internet. The
resulting wide area EPC Network achieves a global flow of information and data,
while at the same time extending the reach and the usefulness of the network. The
wide area network architecture enables the exchange of information between organ-
izations at the level of individually identifiable unique objects and supports the ex-
traction of, for instance, ‘lifecycle’ information for an object which may be frag-
mented across multiple organizations rather than one single centralized database.
Figure 2 illustrates such architecture where a global public ONS system together
with Discovery Services may be used to connect public local area EPC Networks.
The subject of ONS and Discovery Services are considered in Section 6.

There are ongoing collaborative efforts to standardize the interfaces linking the
modules outlined in Figure 2 by the various actions groups of EPCglobal, and the
Auto-ID labs, to achieve interoperability and to allow hardware and software vend-
ors to be able to compete in a fair and open market in the supply of technology and
equipment to establish EPC Networks. Figure 3 identifies the interface layers being
standardized by EPCglobal [2]. At the time of compiling this chapter all of the
interfaces identified in Figure 3 have been developed and ratified as standards by
EPCglobal, with the exception of standardized interfaces to Discovery Services.
All ratified EPCglobal standards are freely available in electronic format from [2].
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4 RFID Components

The RFID aspects of the EPC Network consist of RFID tags, readers and the
unique identifier (EPC). These modules of the network have been discussed in
Chapter 3. The following is an overview of the RFID components of the EPC Net-
work while a more complete and thorough coverage of the topic may be obtained
from Chapter 3.

RFID tags, when coupled to a reader network, form the link between physical ob-
jects and the virtual world in the EPC Network. RFID tags have a small radio antenna
that transmits information over a short range to an RFID tag reader [5, 6]. RFID
technology may use both powered and non-powered means to activate the electronic
tags. Powered devices use batteries to actively transmit data from the tags to more
distant readers. Electronic highway toll systems are good examples of active RFID
tags. Passive RFID devices literally harvest energy from the electromagnetic field of
an active reader to both power the tag and transmit the data and therefore do not re-
quire any additional built-in power source, such as a battery. Modern RFID tags are
fabricated using standard CMOS technology and are interrogated by the process of
RF backscatter [5, 6, 7]. In the most cost effective and popular technology, the tags
are passive and in consequence the ranges of operation are limited (few meters) [7, 8].
Passive systems are well suited for use in the EPC Network due to their low cost.

The architecture of the network does not place a restriction on the tags that can
be employed, as tags with substantially enhanced functionality will extend the
depth of the application layer. Such functionality can be provided with active RFID
tags. The most common objective of an active RFID tag is to obtain a long read
range using battery-assisted backscatter. An active backscattering tag will modu-
late the powering carrier wave or a subcarrier to establish a communication link
with the reader while using the battery to power the logic circuits of the tag [5, 7].

However other types of active tags, the independent reply generating tags, may
not use backscatter but instead use a battery (such as a paper battery) for powering
and transmitting requirements. This distinction is more apparent in the range of
operation of the tag. Under RFID systems operating under the US regulations for
the ISM (Industrial, Scientific and Medical) band of 902-926 MHz (allowed
transmit power in this band is 4W EIRP), a backscattered reply can be correctly
decoded in the range of several tens of meters while an independent reply
generating tag will work in the range of several hundred meters.

A simple illustration of the concept of a Radio Frequency Identification (RFID)
system used in the EPC Network is shown in Figure 4. Currently the dominating
air interface protocol used in consumer goods packaging supply chain applications
is the Class I Generation 2 air interface protocol ratified by EPCglobal. It has been
accepted an ISO standard: (ISO 18000-6 Type C) along with the existing set of
RFID air interface protocols defined in the ISO standards (ISO 18000).

Communication between a reader and a tag (via a radiofrequency interface)
may involve interrogating the tag to obtain data, writing data to the tag or trans-
mitting commands to the tag so as to affect its behavior. The readers possess their
own source of power, processing capability and an antenna. A ubiquitous reader
network will allows continuous tracking and identification of physical objects.
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Fig. 4 Overview of an RFID system. The transmitter, receiver, and the controller form the RFID
reader. Here a transmitter of interrogation signals which is contained within a reader
communicates via electromagnetic waves with an electronically coded tag to elicit from the tag a
reply signal containing useful data characteristic of the object to which the tag is attached. The
reply signal is detected by a receiver in the interrogator and made available to a control system.

Antenna arrays can be fabricated and integrated in floor tiles, carpeting, shelf
structures, cabinets and appliances. Similarly to cellular phone grids, the reader
network may provide seamless and continuous communication to RFID tags. A
data collection and control system must support the reader network to enable
efficient use of the continuous, or at least very frequent, object communications.
Additionally, in order to access and identify these objects, a scheme is required to
uniquely name and identify objects.

The unique object identifier must have a global scope that is capable of iden-
tifying all objects uniquely and act as a pointer to information stored about the ob-
ject and the functionalities of the tag somewhere over the network. The Electronic
Product Code (EPC) is a scheme designed for universal object identification with
the associated standards developed by EPCglobal Inc. A binary representation of
the EPC is shown in Figure 5 [9].

The unique identifier format defined as the EPC is a flexible data structure,
which already supports embedding of a number of legacy identifier schemes al-
ready in widespread use today. These include the following GS1 identifiers:
Serialized Global Trade Item Number (GTIN), Serial Shipping Container Code
(SSCC), Global Location Number (GLN), Global Reusable Asset Identifiers
(GRAI) and Global Individual Asset Identifiers (GIAI), together with identifier
schemes developed by the US DoD for logistics purposes. However, the flexible
framework provided by the EPC permits organizations to integrate their own
standards based numbering format.

The EPC Tag Data Standard (TDS) [9] defines the structure of the EPC for
each identifier scheme and provides the encoding/decoding rules, while EPC Tag
Data Translation Standard (TDTS) [23] provides this in a machine-readable
format, to support automated translation and validation tools at any stage in the
EPC Network architecture shown in Figure 3. The format provided in Figure 5 is
only one possibility that might be suitable for a sensor network.

MSB LSB

Header General Manager number Object Class Serial number

Fig. 5 Bit level representation of an EPC general identifier (GID) format.
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4.1 Extending RFID to Sensing Applications

The mechanism used by RFID readers to obtain information stored in the
EEPROM (Electrically Erasable Programmable Read-Only Memory) memory of
an RFID tag can be applied directly for the collection of data obtained by sensors.
This will require extending a simple RFID chip interface to log sensor derived
data [10, 11] in its memory.

However there are a number of engineering challenges that need to be
overcome. Passive RFID systems do not have an onboard power source and thus
the sensors on passive tags can not operate while the tag is outside the range of
a reader. Passive RFID tags are also power constrained systems that function by
deriving their power from reader interrogation signals, thus the available energy
for a sensor is limited and is dependent upon the proximity to the reader.

Nevertheless this is not a serious impediment to the development efforts as
active RFID tags provide a suitable and cost effective alternative. In addition it is
possible for a reader network to frequently power a distributed network of RFID
sensors or to power when required, to regularly obtain sensor derived data.
However in the future energy scavenging systems on board passive RFID tags
may power the sensors and provide sufficient power to store sensor derived data in
a EEPROM memory [12, 13].

5 Filtering middleware
and Application Level Events (ALE)

Filtering middleware layer provides real time processing of RFID tag event data.
The EPCglobal Application Level Events (ALE) standard [14] provides a standard
mechanism for applications to request filtered event data. Conceptually filtering
middleware occupies, as shown in Figure 3, the space between a reader (or mul-
tiple readers) and event repositories such as an EPCIS repository. Networked fil-
tering systems form a framework to manage and react to events generated by tag
reads by interrogators.

The filtering middleware receives requests from applications, processes data
from the reader(s) and returns unique tag identifiers, and possibly other data from
sensors (although processing of sensor data is not part of the ALE standard inter-
face version 1.0), either back to the requesting applications or to other systems
specified in the requests. The middleware reports EPC data as ‘events’. The events
reported through the ALE interface are statements of ‘what’ EPC(s) was seen,
‘where’ and ‘when’.

The filtering middleware has several fundamental functions integrated into its
design, some of which are data filtering of received tag (and possibly sensor data),
aggregation and counting of tag data and temporary accumulation of data over time
periods, although long-term retention of events is not expected in filtering middle-
ware. These fundamental functions are required to handle the potentially large
quantities of data that RFID systems are capable of generating through continuous
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interrogation of tags. For instance, the ALE interface enables local applications to
state the significance of specific data obtained from RFID tags (for example a
record of EPCs observed or temperature variations over a time period) and to
report accumulated data using a standard format defined by an XML schema (an
existing XML schema definition can be found in [14]). The filtering middleware
framework may also implement an application specific XML schema (such as that
more suited towards a specific sensor application) or a number of such schemas to
allow the capture and reporting of physical world events and measurements.

The filtering middleware implements the ALE interface, through which client
applications communicate, and uses the reader protocol interface to communicate
with readers. Filtering middleware may be composed of multiple filtering middle-
ware services, each with their own functionality. The services can be visualized as
modules in the filtering middleware. These modules can be combined to perform
certain functions for specific applications. Hence one or more applications may
make method calls to the filtering middleware resulting in an operation being per-
formed (collection and return of temperature readings from a sensor) and the return
of results. Other than filtering middleware services interacting with each other to
perform certain tasks, filtering middleware services can also interact with services
such as the EPC Information Service (EPCIS) to provide services for the framework
of global applications (the EPCIS will be considered in detail in Section 7). Figure 6
shows a conceptual architecture of the filtering middleware system.

Event management is a primary service provided by filtering middleware ser-
vices. A common event management function is filtering, which is particularly
useful in situations where there is heavy data traffic. For example, readers may
read data coming in from multiple RFID tags repeatedly. Not all the data from all
the tags may be of interest to an application. Filtering of that data can eliminate
information that is either redundant (multiple reads of the same data), or that is not
required (tags read but not of interest to that application), from reaching an
application. Furthermore, ALE events can be constructed from differential sets of
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Filtering Middleware —| LY X
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Event | | High Level Data
Data Filters  [* "~ Reporting
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v

\ Reader Protocol Interface

[Reader] [Reader] [Reader]

Fig. 6 Architecture of a filtering middleware and its interaction with EPC Network components,
EPCIS and readers.
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IDs, generating an event when a particular ID is first seen (arrival) or when it is no
longer seen after a period of time (departure).

5.1 EPC Data Encapsulation and Reporting

The EPC serves as a reference to information. However, the storage, transport and
description of that information requires a structured and universal vessel that can
be easily understood, stored and transported across the Internet. Previously the
Auto-ID Center defined the Physical Mark-up Language (PML) [21] to encode
captured object information. However, recent developments have retreated from
such a rigidly defined schema to the characterization of two instances: ECSpec
(Event Cycle Specification) and ECReport s instances using a standard XML
depiction [14]. Thus requests to the filtering middleware are sent as ECSpec
objects while data from the filtering middleware is returned as an ECReport s
objects. The event data reported may be filtered according to a client’s filtering
specification, for example by company ID, object type or logistic unit (such as
item, case or pallet).

The core XML schemas for these objects are defined with extensions and rules
to accommodate application or manufacture specific XML schema (such as that
suited for a specific sensor application) or a number of such schemas to allow the
capture and reporting of physical world events and measurements.

XML schema defined do not interpret the data that they handle nor do they
promise a universal means for encoding structured information. The XML schema
definition is rigid, simple and all the elements can be understood easily because of
the use of long descriptive tag names which increase human readability and help
to avoid mistakes in the interpretation and the understanding of data, and how that
data is to be handled.

6 Object Name Service

The functionality provided by the ONS system is similar to the services provided
by the Domain Name System (DNS); however instead of translating host names to
their underlying IP addresses for user applications, ONS translates an EPC into
URL(s). The Object Name Service (ONS) in an EPC Network identifies a list of
authoritative service endpoints associated with the EPC and does not contain
actual data related to an EPC. By authoritative, we mean that the entity that retains
control over the information about the EPC placed on the ONS is the same entity
that assigned the EPC to the item (this implies that the ONS points to the
manufacturer’s information services). It should be noted that ONS version 1.0
does not provide different records for each individual EPC but rather, records for
an object class, product type or SKU (Stock Keeping Unit). ONS normally does
not provide dynamic links to multiple providers of information across the supply
chain or lifecycle of an individual object; that is the role of Discovery Services —
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although to date, EPCglobal have not yet chartered a work group to define stand-
ard interfaces for Discovery Services. These service endpoints can then be ac-
cessed over a network [15].

The ONS functions like a “reverse phone directory” since the ONS uses a num-
ber (EPC) to retrieve the location of EPC data from its databases. The ONS is
based on existing DNS systems and thus queries to, and responses from, ONS
adhere to those specified in the DNS standards (RFC 1034: Domain names,
Concepts and facilities). In fact, ONS uses a particular type of DNS record, called
Naming Authority Pointer (NAPTR) records, (defined in IETF RFC 2915), to pro-
vide for future flexibility, since NAPTR records support the use of regular
expression pattern matching; although this is not currently used in ONS, it means
that the ONS results can in future be interpreted as a pattern match, resulting in
a URL address which contains the serial number as part of the URL, without
needing to add an ONS record for each serial number of a particular product type.
This can be observed in the ONS resolution process outlined in Table 1. However,
unlike the DNS, ONS is authoritative.

Figure 7 shows the overview of an ONS system where an EPC encoded in an
RFID tag is read by an RFID reader, where obtaining information associated with
the EPC involves the resolution of the EPC through a query of the local ONS
server to obtain a location of an appropriate application layer service (such as that
provided by an EPCIS). In the event that the local ONS server is unable to satisfy
the requests it is forwarded to a global ONS server infrastructure for resolution
(the details of an EPC resolution process are outlined in Table 1)

The root of the ONS server infrastructure is the ONS Root providing a query
interface for a GTIN using a GS1 company prefix. EPCglobal Inc. is responsible
for the administration of the Root ONS, although they have subcontracted the
operations to Verisign Corp.

The ONS is currently implemented using DNS technology. However, unlike
the familiar use of DNS to translate a domain name or hostname into an IP
address (and vice versa), the role of ONS is to return one or more authoritative
URL addresses of services for a given EPC class, when queried with a hostname
derived from that EPC class. The URL address may directly indicate the server
providing a service, such as a webserver providing product-specific web pages.

E“°°d1ed EPC _,RFID READER E”°°d;d EPC | APPLICATION
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Fig. 7 An overview of an ONS system functionality.
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Table 1. Outlines a description of the object name resolution process illustrated in Figure 8.

Description

1| A reader interrogates a tag and obtains the EPC in binary form.

Example:

Assuming that the EPC is of a 96 bit general identity type [7] and the following binary
string is returned. This bit string represents an EPC encoded in the form identified in

Figure 5 where the first 8 bits form the header, the next 28 bits the general manager number,
followed by a 24 bit object class and the last 36 bits are the serial number.

(00110101  000000000000000000000000010  000000000000000000011000
000000000000000000000000000110010000)

2 | The EPC obtained (as a binary number) is passed to the local network application processes.
Example:

(00110101  000000000000000000000000010  000000000000000000011000
000000000000000000000000000110010000)

3| The EPC is then converted into URI form to provide a means by which application software
is able to manipulate the EPC codes independent of any tag level encoding scheme, thus
allowing software systems to treat the EPC data in a uniform manner, irrespective of how
they are formed or obtained. All URIs are represented as Uniform Reference Names
(URNS) using the standard format defined in RFC2141 using the URN Namespace epc.
Example:

For an EPC general identifier the URI representation is as follows:

urn:epc:id. gi d. Gener al Manager Nunber . Cbj ect C ass. Seri al Nunber

In the above representation the GeneralManagerNumber, ObjectClass and the
SerialNumber refer to the fields identified in Figure 5 [7].

[urn: epc:id:gid:2.24.400]

4| URI is converted into domain name form so that a query in the form of a DNS query for a
NAPTR record for that domain can be issued. In the event that the local ONS can not
respond, the request is sent to the global ONS server infrastructure.

Remove ur n: epc

Example:

[i d: gid:2.24.400]

Remove serial number, since resolution down to the serial number level is not undertaken
by the ONS and the resolution process stops at the Object Class level. This is a practical
implementation as resolution to such granular level adds both complexities, cost and raises
questions regarding the scalability of the architecture.

Example:

[id:gid:2.24]

Invert the order of the fields of the string, replacing *:” with .’

Example:

[24.2. gid.id]

Append “. onsepc. coni’

Example:

[24. 2. gi d.id. onsepc. com

5 [ Perform a host lookup for type 35 / NAPTR records.

Example:

[host —t NAPTR 24.2.gid.id. onsepc. com|

The ONS server infrastructure will return a set of possible URLs that point to one or more
services that are provided for the ObjectClass and GeneralManagerNumber in the ONS
query.
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Example:

In the example the list of URLs returned relate to the GeneralManagerNumber 2 and the
ObjectClass 24.

[http://bar.conl epcis. php;

http://advark. com sensor_i s. asp;

http://foo.com epc_is.wsdl]

6 [ The correct URL is picked and extracted from NAPTR records by the application
depending on the application type and need; the ONS records include a service type field to
assist applications with this selection.

Example NAPTR record:

Orde|Pre |Flag Service  |Regexp Replac
r f |s ement
EPCt+epc (I ™. *$! http://wwm. foo.comepc_is.
0 0 |u h
is wsdl !

7| The application system contacts the desired service.

Example:

In the example the application system can examine the wsdl file to obtain the desired
service and then using the information provided therein contact that service.
[http://ww. f oo. conl si npl eEvent Query] — Returns a list of EPCI SEvent
instances [22].

Alternatively, the URL may indicate the address of a web service description file
(e.g. a WSDL file), which in turn contains further redirections to specific service
end-points, e.g. for an EPCIS web service. At no point is the ONS used to find IP
addresses; ordinary DNS is used to resolve any domain names appearing within
the service address URLs returned by ONS.

A challenging aspect of the resolution process is the ability to select the
required URL since a list of URLs corresponding to a particular EPC may be
returned by the ONS server (as shown in step 5). The format of the choices

Retrieve Web Update service
services description and
information location

Local EPC
Network or Client | ¢«——» EI;(;IS_ W:b
Application Use service VCS

Adapter Adapter

Relational XML
Databases Databases

Fig. 8 Interaction between EPCIS, ONS and external applications in a based web services based
implementation of the EPCIS.
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returned by ONS is defined in the Naming Authority Pointer (NAPTR) record.
The complete definition of NAPTR can be found in IETF RFC 2915. In essence,
NAPTR is a collection of information that points to locations on the World Wide
Web when only a URI is provided. The NAPTR is formatted as shown below.

‘Order ‘Pref ‘Flags ‘Service ‘Regexp ‘Replacement ‘

In a NAPTR, the URL is located in the [Regexp] field while [Order], [Pref]
(Preference), and [Flags] are used to state the preference order of a list of URLs.
[Service] is used to specify the type of service that is offered at each URI, such as
an EPCIS. The [Replacement] field is not used for EPC Network purposes while
the [Flag] field is set to ‘u’ to indicate that the [Regexp] field contains a URI [15].

It should be noted here that the ONS does not resolve queries down to the level
of fully serialized EPCs. The depth of the query stops at the Object Class level
(product type) of the EPC. Thus queries directed at the serial number level must
be resolved by the service locations obtained from the ONS query. A proposal for
such services, called EPC Discovery Services, is outlined and discussed in Sec-
tion 7. Although Discovery Services are outlined as part of the Network Architec-
ture Framework [3], no formal work group has been chartered to develop stand-
ardized interfaces to Discovery Services.

7 EPC Information Services

EPC Information Services (EPCIS) are the gateways between any requester of
information and the databases containing that information. They primarily respond
to queries from authorized entities that are expressed in a standard format;
however the internal storage of that data within the databases may be in any
format or standard. The EPCIS is the “interpreter” communicating between
database(s) and application(s) and provides a standardized interface to the rest of
the EPC Network for accessing EPC related information and transactions.
However, it is also possible to have an EPCIS implementation without any
repository where the services offered by the EPCIS offer streams of current events
without storing them.

EPCIS interfaces are defined in [22] and can be implemented using web services
technology. Web service interfaces allow applications in the wider area network to
utilize services provided by local EPC Information Services using a remote method
invocation (RMI) — also known as remote procedure call (RPC) — paradigm (refer to
Figure 8). Such an architecture has the advantage of enabling communications be-
tween different operating systems and also between systems written in different
programming languages because it leverages standardized XML messaging frame-
works, such as that provided by SOAP (Simple Object Access Protocol). A descrip-
tion of the available services is defined in terms of a WSDL (Web Services Descrip-
tion Language) file. Hence an application requiring information is able to access
a WSDL file which has a description of the available service methods, the required
input and output parameters to the methods and information to invoke those methods.

EPCIS provides a model for the integration of RFID networks across the globe.
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However it is important that EPCIS provides a secure communication layer so that
local EPC Networks can retain the ability to control access to information.
WS-Security [16] is a candidate proposal for enhancing web services security that
describes enhancements to SOAP messaging to provide message integrity and
message confidentiality while proposed architectural extensions to the existing
WS-Security profile [17] could provide access control as well as a federated secur-
ity model for EPCIS.

Information about a particular EPC may be spread across a number of local
networks (in the event of a supply chain application an object will pass through
a number of physical locations, for instance manufacturers, distributors and retail-
ers). The ONS does not resolve to the serial number level of the EPC and the DNS
technology upon which the ONS is based also is not suited to providing the fine
grained resolution down to serial number levels. Resolution down to serial EPC
level (to a specific object) is handled by the EPC Discovery Service (EPC-DS).

EPC-DS is best described as a “search engine” for EPC related data [18].
EPC-DS provides a method for custodians of a particular RFID tag data to update
the EPC-DS to indicate that that they hold data related to an EPC. The register
may contain a list of EPCIS URLs where such information may be obtained
[18,22]. However unlike the ONS, the Discovery Service provides links to non-
authoritative providers of information about an EPC, including other organizations
that have handled it during its lifecycle or supply chain.

Discovery Services is an addition to ONS, since it is Discovery Services that will
provide the serial-level links to multiple local area EPC networks (or more specific-
ally to multiple EPCIS addresses of companies that provide more detailed informa-
tion about an individual object). The root ONS primarily points just to the manufac-
turer’s information service and possibly to a Discovery Service for that EPC.

8 An EPC Network Application

Figure 9 shows an example of a simple supply chain model. The manufacturer is
linked to raw material suppliers, production factories, distributors and some direct
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Fig. 9 A simple supply chain model.
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sales customers. The flow of goods is from the manufacturer to distributors and
then to wholesalers. The goods then flow from wholesalers to retailers, and then to
consumers. In reality, multiple linkages or relationships are present, and the
distribution system is much more complex than that shown in Figure 9. However,
the simple model in Figure 9 is adequate to demonstrate a use case scenario.

Each party in this simple model, except for the consumers, is linked to the flow
of goods through a wide area EPC network infrastructure. In a supply chain util-
izing RFID technology all transactions including individual consumer purchases
can be automated. In such an application the architecture of the EPC Network at
each party is illustrated in Figure 3.

8.1 Supply Chain Management

RFID technology allows transactions to be automatically recorded and inventory lev-
els to be updated in real time. When a customer purchases a product from a retailer,
the RFID tag attached to the product will be scanned. The local system of the retailer
will be informed of the current status of the product (i.e. product sold). If the stock
level of the product has reached a critical level, business logic systems at the local
system can automatically send a purchase order to the wholesaler. The wholesaler,
upon receiving the order request from that retailer, will automatically check through
its inventory for stock availability. If the stock level is sufficient, the goods will then
be dispatched to the retailer. If the stock level is low, either before or after the goods
are dispatched, the wholesaler can place an order to the distributor automatically.
A similar process will occur between the manufacturer and the distributor and the
manufacturer and its raw material suppliers. However, it should be noted here that the
EPC network services do not allow an external party to influence the collection of
data without a prior contractual agreement.

The real time visibility into the supply chain allows the dynamic transfer of
supply and demand information along the supply chain and thus prevent what is
termed the “bull whip effect” with the consequence of considerable savings to
businesses and improved services to consumers [19]. Visibility provided by RFID
technology allows the organizations along the supply chain to adjust rapidly to
meet market conditions without the burden of large inventories to meet a forecast
demand that may or may not occur.

Automating inventory control and smart supermarket shelves [20] will also en-
sure product availability and dramatically reduce customers lost to businesses
through product unavailability.

The EPC Network provides the ability to capture an instance of the supply
chain in real time. Enterprise applications exploiting knowledge-based architec-
tures can utilize the events stream collected from an EPC network to adjust busi-
ness processes to minimize cost and increase efficiency while perhaps notifying
managers when critical events occur.

Below are a few scenarios depicting how the EPC Network can enhance and
bring about further improvements to supply chain logistics.
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8.2 Solutions to Grey-Market Activity and Counterfeiting

Products falling into grey-markets have been one of the main issues that are of
much concern in some industries, such as the pharmaceutical industry. One scen-
ario where grey-market goods appear is in the re-importation into a particular
country of products which were previously exported from that country, at prices
far below those ruling in the domestic market of the exporting nation. These ex-
port prices may be below the domestic prices for various reasons, including sub-
sidies. Some operators illegally import products back to the country of origin,
where substantial profits can be made by selling the products at the higher
domestic price.

Product authenticity is also of concern to consumers. For example, in the phar-
maceutical industry, imitations of most high value drugs are illegally manufactur-
ed by various manufacturers. Many of these products have the same potency as the
authentic product, but some provide no benefit, or worse, cause harm. The ability
of the EPC network to track and trace a product throughout the supply chain can
prevent the entry of illegal counterfeits.

Figure 10 shows one possible data flow in an EPC enterprise system to fight
grey-market distribution. When a product is sold and the EPC is recorded at the
point of sale, the local EPC Network will send a request to the Discovery Services
of the manufacturer to establish the existence of a valid chain of custody (step 1 in
Figure 10) by verifying the trace history of the product (path given by 2-3-4 in
Figure 10). If a valid supply path exists for that product, the product is validated.
Grey-market goods will not pass this examination and an alert can be sent to the
appropriate authority in such a scenario.

For product authentication, a party such as the retailer will only need to send
a request to the manufacturer. The manufacturer can check the EPC received with
its database. The manufacturer will be able to validate that the product was indeed
manufactured and is currently available at a specific location in the supply chain.
The retailer will also be able to check for multiple sale records to ensure that the
item tag was not obtained from a previously sold item. Thus the ability to track
and trace provides an electronic history of the item throughout its life cycle
through the supply chain and thus helps prevent counterfeiting and the re-sale of
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goods in grey markets. The term “electronic pedigree” has been coined to refer to
the electronic history of an item’s life throughout the supply chain. An electronic
pedigree usually also involves digitally signed records confirming changes of
custody and/or transfer of ownership at each handover stage in the supply chain.
However such a simple solution may not be sufficient when dealing with coun-
terfeit tags introduced into the supply chain and other appropriate solutions need to
be contemplated. Such issues related to security are considered in more detail in the
Networked Based Solutions and Cryptographic Solutions Sections of this book.

8.3 Product Recall and Other improvements

Apart from the obvious advantages of supply chain visibility and the reduction in
labor needed to check and scan shipments to confirm that the correct goods were
received, there are many other advantages arising from the use of EPC Networks.
These include, amongst many others, easy and efficient product recall and the
convenient identification of returned or rejected goods, at all levels of the supply
chain, from retailer back to manufacturer.

The most significant of the above applications is product recall. It is possible to
flag each EPC of a product destined for recall, and such products reaching each
location of the supply chain can be detected and removed from the supply chain
even before they reach the retailers.

9 Conclusion

This chapter has introduced and elaborated on the technology and on the concepts of
the EPC Network. An application of the network to supply chain management was
also illustrated with a brief outline of how the services provided can be implemented,
leveraging the existing technologies provided by web services tools and standards.

A set of version 1.0 standards has now been ratified by EPCglobal covering the
majority of the architecture (Reader Protocol, Reader Management, Application
Level Events, EPC Information Services, Object Name Service). Extensions and
updated versions are also under development. The functionality of the EPC Net-
work can be summarized as providing the linkages between all physical objects
with RFID tags, the management of the vast volume of data generated by readers
and the provision of a universal query system for accessing and sharing informa-
tion that describes objects over the Internet for access by remote services.
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Abstract. This paper presents an overview of modern cryptography. As the title of this paper
suggests this paper is a primer, and provides background information that can assist other re-
searchers in further study, and in developing security mechanisms suitable for inclusion on RFID
tags.
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1 Introduction

Information technology security or cryptography, nowadays, is a well established
area of computer science. Modern applications of cryptography allow us to transfer
confidential data over insecure channels, take care of our bank transactions on trans-
fer line using of-the-shelf computers, and sign obligatory contracts over the Internet.
These applications are based on cryptographic building blocks, so-called primitives
that provide certain desirable services like encrypting and decrypting messages.

Unfortunately, often it is not possible to straightforwardly implement crypto-
graphic primitives in RFID systems because tags normally are very restricted in
available power and, because they have to be cheap, chip area plays a crucial role.
A demand for new, lightweight cryptographic primitives arises offering security
services tailored to the requirements of RFID systems while considering their re-
source constraints.

This paper is structured as follows: Section 2 discusses information technology
security in general presenting a state-of-the-art overview on cryptography. After
dealing with desirable security services, common attacks, and security models,
Section 3 covers cryptographic primitives divided into the three main groups un-
keyed, secret-key and public-key primitives. Finally, a conclusion summarizes the
main features of the work.
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2 Information Technology Security

In the age of information processing, Internet and digital communication obvious-
ly there is a strong need for information technology security. Exchange of confi-
dential messages, online-transfer of money and access to information services are
just a few examples of procedures that rely on the security of computer systems
and networks. Therefore, information systems and information processed by infor-
mation systems have to be protected. Cryptography is the science that deals with
protection of information [1]. In this section we cover the basics about information
technology security and cryptography, and its appropriateness to RFID systems
and in particular implementation of cryptographic primitives on an RFID Tag.
Possible cryptographic solutions may be applied to the anti-counterfeiting
applications for a secure supply chain. The reader may be adverted to [2] for defi-
nition of terms used in this section. This may be especially helpful if terms are
used prior to their actual definition which is sometimes unavoidable.

2.1 Model

Although cryptography is much more than just encryption, encryption could be
seen as the primary goal. Thus, to start to describe information technology secur-
ity, the following simple model of Figure 1 is provided.

Alice and Bob are two parties who, despite or perhaps because of their some-
what pneumatic appearance, trust each other. They want to communicate using the
channel, in their case a river, which they know to be insecure. In more real appli-
cations they can be human beings equipped with computing equipment, and com-
municating with electrical signals. In the above example, Alice sends a message
which holds information designated for Bob. Eve is an unknown third party who
also has access to the channel. The model could be interpreted in two different
ways, either as transmission in space, where Alice and Bob sit at different places,
or as transmission in time, where e.g. Alice stores a message onto the hard disk of
a computer and Bob recalls it at a later time. Given this model, there are a number
of concerns. Can Alice be sure that Bob is the only one who can read her mes-
sage? Can Bob be sure that the message was sent by Alice and if it was, can he be

Fig. 1 Encryption model.
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sure that it wasn’t altered? Isn’t Bob able to deny that he has received the message
and isn’t Alice able to deny that she has sent the message? These questions lead us
to the services that are required for information technology security.

2.2 Security Services

As described in the preceding section, there are a number of security concerns
when thinking about computer systems and digital communication. Therefore,
a number of services have to be provided in order to enhance information technol-
ogy security. The following paragraphs are dedicated to the most important of
them [3], [4].

— Confidentiality ensures that only authorized parties are able to understand
information.

— Authentication refers to the ability for a party to be sure the received
information is from the source it claims to be from.

— Integrity assures that a message was not altered on the way to its recipient.
Hence, it provides the recipient with the certainty to know what it has received
is what was sent by the trusted origin of the message.

— Non-repudiation ensures that neither the sender is able to deny that it has sent
the message nor the receiver is able to deny that it has received it. Therefore, it
provides a proof of transmission and reception of a message.

— Access Control refers to the ability to restrict and control access to a system.

— Availability provides means to ensure that a system is available whenever
needed. Thus, availability services guard systems from attacks against loss or
reduction in availability.

Most of these services might be achieved by applying an appropriate
cryptographic tool, like an encryption algorithm or a cryptographic hash function,
or a series of those. If a series of tools has to be applied in a well-defined way, this
way is referred to as a cryptographic protocol. Before we will discuss the main
types of cryptographic tools we would like to spend a few words about attacks and
security models.

2.3 Attacks

Modern cryptography tools (primitives) face a variety of attacks they have to
withstand. Before classifying these attacks a basic principle of state-of-the-art
cryptography has to be explained. According to Kerckhoffs’ principle, stated in
the nineteenth century by Auguste Kerckhoffs, the security of a cryptosystem must
not depend on the secrecy of data independent details about the system [3]. Data
independent details of a cryptographic system are the algorithm and its implemen-
tation. Therefore, attacks on modern primitives often aim at the recovery of
plaintexts from ciphertexts or even worse on the recovery of secret keys [5].
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Attacks may be classified into passive and active attacks [4]. Passive attacks
denote monitoring of channels or side channels, but not alteration of messages.
Obviously monitoring of a channel includes directly listening to data being trans-
ferred. Monitoring of side channels, is listening to effects that come along with the
activities on the channel like electromagnetic emanation or current consumption
[6]. Passive attacks on encryption schemes may be further subdivided into the
following kinds of attacks [4]:

Ciphertext-only attack: The attacker tries to recover plaintext or the secret key

just by analysing the corresponding ciphertext.

— Known-plaintext attack: By analysing a given block of plaintext and the
corresponding ciphertext the attacker tries to extract useful information for the
recovery of plaintext encrypted in different ciphertexts or the secret key.

— Chosen-plaintext attack: Given the attacker is able to choose plaintexts and
generate corresponding ciphertexts it tries to extract useful information in order
to recover new plaintexts from new ciphertexts or even may try to extract the
secret key.

— Adaptive chosen-plaintext attack: The attacker tries to recover plaintext or
the secret key by subsequently applying chosen-plaintext attacks where the
choice of the plaintext for later attacks depends on the outcome of prior attacks.

— Chosen-ciphertext attack: This attack is based on the assumption that the
attacker, for a limited amount of time, is able to access means to decrypt ci-
phertexts. Therefore, we assume the means to be a black box which is able to
decrypt a limited number of ciphertexts. The attacker chooses ciphertexts and
analyses the corresponding plaintexts in order to gain useful information for the
later purpose of recovering plaintexts from ciphertexts or of recovering the
secret key without the availability of the black box.

— Adaptive chosen-ciphertext attack: As with the adaptive chosen-plaintext

attack the attacker subsequently applies chosen-ciphertext attacks, with

ciphertexts for later attacks depending on the outcome of prior attacks.

Although we mentioned the attacks above are aimed at encryption schemes,
most of them are also applicable for other primitives like cryptographic hash func-
tions or digital signature schemes.

Active attacks as opposed to passive attacks are based on alteration of data
transmitted over a channel or alteration of computation in a device. The later is
also referred to as fault attack [6]. Note that fault attacks and side-channel attacks
are sometimes denoted as implementation attacks since they do not aim at the
cryptographic algorithm but its specific implementation.

As mentioned above, security services might be based on primitives or on
cryptographic protocols. Cryptographic protocols face yet another type of attack —
so-called protocol attacks. The following list names the most important of them [4]:

— Known-key attack: Based on the knowledge of prior keys the attacker might
try to obtain new keys.

— Replay attack: The attacker who is able to record a series of messages
exchanged by the trusted parties replays part of it or the complete series at
a later time.
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— Impersonation attack: In this case, the attacker somehow assumes the identity
of one of the trusted parties.

— Dictionary attack: This is a well known attack usually applied on password
schemes. The adversary somehow manages to test a very large number of
probable passwords with the intention guessing the right one.

2.4 Security Models

In order to describe the security of cryptographic primitives there are so-called se-
curity models. The following paragraphs describe the most important of them [1].

— Unconditional security also known as perfect secrecy is the non-plus-ultra
security model. It assumes unrestricted computational power of the adversary.
Therefore, for a cryptographic primitive to fall into this category there must not
be an algorithm for breaking it, irrespective of the computational power avail-
able. An example of a simple primitive offering unconditional security is the
one-time pad. In order to generate the ciphertext a plaintext is XOR-ed with
a unique secret key of the same length as the plaintext. Because of the possible
large key sizes such systems are impractical for conventional message encryp-
tion. However, there may be applications in systems with small information
sizes like RFID.

— Computational security assumes polynomial computational power of the ad-
versary. Therefore, a cryptographic primitive is assumed to be computationally
secure if there is no algorithm known to break it within polynomial time. Mod-
ern primitives are supposed to fall into this category.

— Practical security also refers to the computational power of the adversary.
However, as opposed to computational security there are no relative bounds.
Instead, for a primitive falling into this category there must not be a breaking
algorithm which requires less than N operations. The number of operations N is
chosen sufficiently high. Modern cryptographic primitives typically offer
practical security.

— Provable security means that it is possible to show that the complexity of
breaking a primitive is equivalent to solving a well known supposedly hard
mathematical problem like the integer factorization problem. Typical crypto-
graphic primitives based on public keys fall into this category.

3 Cryptographic Primitives

So far, we discussed why information technology security is important, what
potential threats are and how the security of cryptographic tools can be classified.
What was not covered yet are cryptographic tools themselves, the primitives that
provide us with the required services discussed above.
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Table. 1. Some useful cryptographic primitives.

Some useful cryptographic primitives

Hash functions

One-way functions
Un-keyed primitives Random sequences

Secret-key ciphers

Message identification codes
Secret-key primitives Identification primitives

Public-key ciphers

Public-key primitives Digital signatures

Cryptographic primitives may be separated into three large groups: un-keyed
primitives, secret-key primitives and public-key primitives. Each of these groups
may further be subdivided into primitives that serve different purposes. Table 1
shows a classification of some useful cryptographic primitives [4]. Each of these
groups is further discussed the following sections.

Important differences between cryptographic primitives include the level of se-
curity, basic functionality, methods of operation, performance and the ease of im-
plementation. Basic functionality deals with the objectives discussed in Sec-
tion 2.2 whereas the methods of operation regard to specific ways primitives can
be used, e.g. for encryption or decryption. Ease of implementation refers to both
software and hardware environments [4].

3.1 Un-keyed Primitives

Un-keyed primitives, as the name betrays, are cryptographic tools that are not
based on any keys at all. Examples for un-keyed primitives are cryptographic hash
functions, one-way functions and random number generators. Taking into account
Kerckhoffs’ principle, because they are not based on keys, they do not fulfil secur-
ity objectives on their own but often are part of a security system or a crypto-
graphic protocol.

3.1.1 Hash Functions

“A hash function is a computationally efficient function mapping binary strings of
arbitrary length to binary strings of some fixed length, called hash-values.”[4]

The above definition is very basic. For hash functions used as cryptographic tools
a set of requirements has to be fulfilled. First of all, it has to be a one-way function,
which means, given a message m it should be easy to calculate the hash-value h(m)
but it should be computationally infeasible to do the inverse operation namely to find
amessage m given the hash value i(m) so that m = h(m). Second, good hash functions
should be collision resistant. Theoretically this would mean that there are no two
messages ml and m2 so that h(mlI) = (m2). However, since there are an infinite num-
ber of inputs but a finite number of outputs collisions are unavoidable. Therefore, in
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practice collision resistance means it should be computationally infeasible to find
collisions. The third important requirement says that the hash-function should be a
random mapping which in practice means it should be computationally infeasible to
distinguish a hash-function from a random mapping [7].

Basically there are two types of attacks on hash functions, collision and pre-
image attacks. Collision attacks in parallel try to find two different messages m/
and m?2 that lead to the same hash value h(mlI) = h(m2). If we consider digital sig-
natures (see Section 3.4.2) where normally hash values of messages are signed for
efficiency reasons this leads to a serious security threat. By deliberately designing
two messages with the same hash value a digital signature for one message
automatically is valid for the second message. Pre-image attacks try to construct
a message m that leads to a given hash value h(m).

Hash functions are very important primitives in practice. They are used when-
ever fixed length values are required instead of arbitrary length messages. They
may also be used to generate various pseudorandom keys from a single input.

Un-keyed hash functions are often called modification detection codes (MDC)
because of their ability to detect whether a message has been altered. Well known
MDCs used in practice are MD5 and SHA-1. MD5 has an output length of
128 bits. The best known attack recently was described by Vlastimil Klima and is
able to find MD5 collisions in about one minute using a state-of-the-art notebook
computer (Intel Pentium 1.6 GHz) [8]. SHA-1 has an output length of 160 bits.
The best known attack, illustrated on Bruce Schneier’s Weblog on behalf of the
author Xiaoyun Wang, shows a time complexity of 2% which is even better than
a brute force attack which would lead to a time complexity of 2% for an output
length of 160bits [9]. Although, so far only collision attacks but no pre-image
attacks are known, MD5 and SHA-1 cannot be seen as practically secure any
longer. Hence there is a need for new hash functions. The US government
standards agency NIST (National Institute of Standards and Technology) in 2001
published a new group of SHA algorithms collectively known as SHA-2. This
group includes algorithms with output lengths of 256,384 and 512 bits. [7]. So far
no practical attacks are known for SHA-2.

3.1.2  One-Way Functions

As already mentioned with hash functions, one-way functions are mappings
f: X = Y which are easy to compute but hard to invert. Expressed in a more formal
way this means a polynomial time algorithm exists for computation but no prob-
abilistic polynomial time algorithm for inversion succeeds with better than negli-
gible probability [10].

There are special one-way functions called trapdoor functions with the
additional property that given special information, called the trapdoor information,
it is possible to calculate the inversion.

One-way functions and trapdoor functions are very important primitives in
cryptography and a lot of other primitives are based on them. Examples would be
hash functions which are based on one-way functions or public-key cryptography
which is based on trapdoor functions.
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In more detail, a trapdoor function is defined as a function that is easy to com-
pute in one direction, yet believed to be difficult to compute in the opposite direc-
tion (i.e. finding the inverse) without special information, called the “trapdoor”.
We define “difficult” or “infeasible” in this section to mean computationally in-
tractable, i.e. not possible to perform in a reasonable amount of time, e.g. one
year, based on current state of technology. Trapdoor functions are widely used in
cryptography.

To provide an illustration of a trapdoor function we will use as a context the
RSA encryption system.

In RSA [4] the encryption operation performed is ¢ =m® mod (n) (were n is the
product of two large primes p and g) with the encryption key e and the modulus n
(and the encryption formula) being disclosed, (and the primes p and g not being
disclosed). We observe here for use in the discussion below that finding the
primes p and g from their publicly disclosed product is believed to be infeasible
when the primes are large. Here the ciphertext c is regarded as a function of the
plaintext m.

The RSA problem, i.e. finding the inverse, is defined as taking the " roots
modulo a composite number 7. It is regarded as infeasible to solve except in the
circumstances described below.

The inverse of the encryption, i.e. finding the plaintext m from the ciphertext c,
can be performed if we have some additional information called trapdoor informa-
tion. It is done in practice in the RSA system by using a decryption key d and the
formula m=c* (mod n), but finding the decryption key d from the publicly dis-
closed e and n is believed to be difficult to the point of being infeasible.

The decryption key d (and the decryption formula) could be regarded as the
trapdoor. The two large primes p and g could alternatively be regarded as the trap-
door. The path to find d from them is tortuous, and will not be described here, but
is feasible to traverse.

It should be mentioned that a rigorous justification of the existence of one-way
functions is an open problem in theoretical computer science.

3.1.3 Random Number Generators

The third important un-keyed primitive in cryptography are random numbers or
random number generators respectively. Many keyed primitives or even crypto-
graphic protocols are based on random number sequences. Examples of use are
keys used in public-key cryptography, session keys often used in secret-key crypt-
ography or random sequences (called nonces) in cryptographic protocols.

Before looking at sources of random numbers we should discuss what is ran-
domness? In general, in order to be able to talk about randomness a context has to
be defined [4]. For example, we cannot talk about a random number 7 in general
but 7 could be a number randomly selected or generated out of a container holding
the numbers 1 to 10 which is the context in this case. Furthermore randomness is
based on uniform distribution and independence [3]. Uniform distribution means
that there is equal probability for each of the numbers in our container to be se-
lected, i.e. the probability to randomly select or generate 7 out of the container 1 to
10 is assumed to be 1/10. Independence refers to sequences of random numbers.
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In order to talk about a sequence of random numbers there must not be any coher-
ence in the sequence of these numbers, i.e. in the example with a container hold-
ing the numbers from 1 to 10, after randomly selecting 7, probabilities of selecting
any of the numbers 1 to 10 should be the same.

The sources of ideal random numbers as discussed above, if there are ideal
random numbers at all, are based on physical means. Examples could be gas dis-
charge tubes or leaky capacitors. However, often they tend to be costly or slow in
the generation of random numbers. Another interesting source are so-called phys-
ical unclonable functions (PUF). Based on manufacturing variations of ICs they
might be used for secret key generation in electronic devices [11]. However,
nowadays most of the random number generators used for cryptography are based
on software algorithms. Since pure software algorithms are deterministic the se-
quences generated are not really statistically random. Therefore, algorithms based
random number generators are called pseudo-random number generators and the
sequences generated are called pseudo-random number sequences. The sequences
generated are based on short random sequences called seeds. Most of the time, the
generation algorithms are known but the seed is unknown. Sequences generated
by good pseudo-random number generators will pass many tests of randomness
and therefore they are applicable for cryptographic purposes.

3.2 Secret-Key Primitives

Secret-key cryptography denotes information technology security systems that are
based on keys secretly shared between trusted parties. In the literature also the
word symmetric-key cryptography can be found meaning the same systems. As
Figure 2 shows, there are various applications of secret-key cryptography. The
following sections will highlight the most important of them.

3.2.1  Secret-Key Ciphers

Ciphers deal with encryption and decryption of information. In the world of se-
cret-key cryptography basically there are two types of ciphers in use today, block
ciphers and stream ciphers. Both are based on the same model which we will ex-
plain first with the aid of Figure 2.

Assuming the basic encryption model already described in Section 2.1 (Figure 1)
of this work, Alice wants to send a message m to Bob secretly, i.e. Eve should not be
able to understand what she sees on the channel. Therefore, Alice and Bob agree on
a secret key-pair (only known to them) for encryption and decryption before the
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Bob

Channel

Fig. 2 Secret-key encryption.
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actual start of the transmission. An important property of secret-key primitives is
that the encryption key can be easily derived from the decryption key and the other
way round. However, in nearly all modern secret-key encryption primitives the en-
cryption and decryption key are the same and therefore are denoted as key K. Before
sending the message m, Alice encrypts it applying an encryption function E and
using the secret key K. The result of this operation is called ciphertext ¢ which is
transmitted over the channel. Therefore, ¢ = E(K, m). The size of the ciphertext is at
least the size of the plaintext. This follows from the Pigeonhole Principle [12]
which, converted to this scenario, states that if the output size of an encryption is
smaller than its input size there must be necessarily 2 various inputs that lead to the
same output which is not acceptable with encryption. On the other side, the size of
ciphertexts could be bigger than the size of plaintexts if the plaintexts are padded
before encryption for whatever reason. Bob, by applying the appropriate decryption
function D and using the secret key K, recovers the original message m. Therefore,
m=D(K, c). Eve, who also received the ciphertext, is unable to understand it
because she is missing the secret information, i.e. the key, to decrypt it. Assuming a
good secret-key encryption primitive, it is computationally infeasible to recover the
message from the ciphertext without knowing the key. What Bob will be able make
of any bogus information that Eve may insert into the channel cannot be stated. A
further question that is not covered in this scenario is how to exchange the key
secretly. Unless Alice and Bob are unable to meet personally and need to exchange
the key over a communication channel this may lead to a “Chicken and Egg
problem” well known as the key distribution problem. However, there are smart
solutions to this problem which may be gleaned in [4].

Note that although both concepts, encryption based on blocks and streams, also
appear in public-key cryptography, the literature uses the names block cipher and
stream cipher to denote secret-key encryption concepts.

Block ciphersform a special subset of secret-key ciphers where the message to
be encrypted is divided into fixed length blocks. Each of these blocks, which are
elements of the set of plaintexts, is transformed into an element of the set of
ciphertexts. This happens under the influence of the secret key [1]. There is no
change of size of the blocks during the transformation, i.e. ciphertext-blocks are of
the same size as plaintext-blocks. The encryption is reversible, which means given
the secret key it is also possible to recover plaintext blocks from ciphertext blocks.
Block ciphers may be applied directly to messages with lengths equal to the size
of a single block. If the size of the message is smaller than the block size padding
is applied, i.e. additional symbols are added at the end of the message to fit the
block size. Several padding techniques exist that allow distinguishing between
message and padding. There are so-called modes of operation for messages longer
than the block size [7].

Examples for block ciphers in use today are DES (data encryption standard),
Triple DES (3DES) and AES (advanced encryption standard) [5]. DES was invent-
ed nearly 30 years ago and was one of the most widely used secret-key encryption
algorithms. However, it is based on very short 64 bit blocks and 56 bit keys which,
because of the increasing computational power available, seem not to be
appropriate any more. There have been successful exhaustive key search attacks on
DES already. Therefore, Triple DES (3DES) has been invented where DES is
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applied three times with different keys. Therefore, it has a key size of 168 bits but
inherits the disadvantages of DES like the small block size of 64 bits [7]. Triple
DES is sometimes used because it offers more security compared with DES and for
legacy reasons (Triple DES can be executed on DES hardware). However, in the
meantime AES was invented to replace DES and 3DES. It is based on a block size
of 128 bits and a selectable key size of 128, 192 or 256 bits. So far, there have been
no successful attacks to the AES algorithm apart from side channel attacks which
are implementation attacks rather than attacks on the algorithm [13].

Stream ciphers can be understood as block ciphers with block size one and the
additional feature that the encryption transformation changes with every symbol
processed. An advantage of stream ciphers is that they may have limited or no
error propagation which means they may be able to deal with flipped bits or even
with missing or inserted bits depending on their specific implementation. There-
fore, often they are a good choice if errors are highly probable in transmissions.

A very simple example should clarify the operation of stream ciphers. The so-
called Vernam Cipher is a stream cipher for binary streams [4]. The inputs are
a binary message stream mygmoms...m; and a so-called binary key stream
kikoks. ..ki. The binary key stream is a random binary sequence of the appropriate
length, that is the length of the message stream. For encryption each binary sym-
bol of the message stream is XOR-ed with the corresponding binary symbol of the
key stream, that is ¢;=m; XOR k;. Obviously, to decrypt the ciphertext, the process
has to be repeated, i.e. mj=c; XOR k;. The Vernam Cipher is exactly what we
called one-time pad in Section 3.2.3 provides unconditional security (assumed the
key stream is a truly random sequence with the same length as the message) but is
hardly used in practice because of the large key size. However, stream ciphers
used in practice are based on the one-time pad with the difference that the key
stream is generated from a short random sequence by a deterministic algorithm.
Thus, only the short random sequence has to be exchanged by the trusted parties.

As discussed above, practical stream ciphers require generators to create
pseudo-random key-streams based on keys short enough to be exchanged conveni-
ently. Often so-called linear feedback shift registers (LFSR) are used for this pur-
pose. They exist of a series of delay blocks which are most often initialized with
the secret key. Triggered by a clock signal the contents of the delay blocks are
shifted. The input of the first delay block is a XOR of a subset of the delay blocks.
Figure 3 shows an example of an LFSR.

Advantages of LFSRs are that they are easy to implement in hardware and soft-
ware and they can produce sequences of large periods with reasonably good statis-
tical properties [4]. The longest unique sequences are generated by so-called max-
imum length LFSRs. The period length of such LFSRs equals the maximum
number of states that can be represented by a certain number of bits minus the zero
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Fig. 3 Linear Feedback Shift Register (LFSR) [14].
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state. Hence, a 3bit maximum length LFSR has an output period length of
23— 1="7 unless it is initialized with 3 zeros.

However, with time mathematical methods have been developed to analyse
LFSRs and they are not considered secure any longer [14]. Nevertheless, they
form the building blocks of more secure key-stream generators in use today called
nonlinear feedback shift registers (NLFSR).

NLFSRs generally consist of LESRs as building blocks used in combination
with methodologies that destroy the linearity of the output of simple LFSRs. In [4]
three methods are discussed. So-called nonlinear combination generators apply
a nonlinear function that combines the outputs of two or more LFSRs. An example
for a nonlinear combination generator is the “Geffe generator” consisting of three
maximum length LFSRs of pairwise relatively prime period lengths that are
combined applying the function xix; XOR xpxz3 XOR x3. Nonlinear filter
generator s consist of just one maximum length LFSR which output is generated
by a nonlinear combination of several stages of the LFSR. The generators
discussed so far are clocked regularly, i.e. at each time step each LFSR is clocked.
So-called clock-controlled generators introduce nonlinearity by clocking down-
stream LFSRs based on the state of upstream LFSRs. An example is the “alternat-
ing step generator” which consists of three LFSRs. The output of this generator is
the XOR result of the output of two LFSRs which are clocked depending on the
output of the third LFSR. If the output of the third LFSR is 1, one of the other two
LFSRs is clocked, if it is O the other one is clocked.

Although there is no real standard for stream ciphers so far, RC4 is most widely
used and can be seen as de-facto standard [15]. As with most stream ciphers, it is
based on one-time pad with a pseudo-random key-stream generator. Other than
using LFSRs the key-stream generator is designed to be easily implemented in
software. RC4 is in very heavy use today. It is the cipher used in WEP and WPA
and may be optionally selected to be used in SSL (secure socket layer) and SSH
(secure shell). Nevertheless, there are known attacks with the best of them being
able to distinguish a random sequence from the pseudo-random sequence
generated by RC4 given about one gigabyte of output data [16].

When comparing stream ciphers with block ciphers, there are clear practical ad-
vantages of stream ciphers. They are much easier to implement in software and hard-
ware, generally they are faster, they do not require large memories to store blocks
and they can deal with errors in the way that there is no error propagation. However,
relatively few fully specified stream ciphers are published in the literature, and as
opposed to block ciphers there are no standardised stream ciphers so far [4], [15].

The secret-key primitives described so far ensure that Eve is unable to under-
stand, what is transmitted over the channel. Ciphers do not provide security
against alteration of messages.

3.2.2  Message Authentication Codes

In order to be able to detect changes of messages transmitted over insecure chan-
nels so-called message authentication codes (MAC) or cryptographic checksums
are used [3]. They can be understood as hash functions on data that includes
a secret key.
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Figure 4 shows the principle of MACs. Note that the example does not consider
encryption of the message. Before sending the message, Alice generates a message
authentication code mac applying a MAC-function which processes the message m
and a secret key K. Then, Alice transmits both, the message and the message au-
thentication code. Bob receives them and also generates the message authentication
code using the same MAC-function which processes the received message and the
shared secret key. Thereafter, Bob compares the MAC he generated with the MAC
he received along with the message. If they match, because of the shared secret
key, Bob knows that the message was not altered and he knows that the message
was sent by Alice. In the Figure 4, Eve, who also receives the message and the
MAUC, can understand and alter the message but there is no way to change it prior
to forwarding it to Bob without Bob knowing that something went wrong.
Additionally, Eve cannot create messages and send them to Bob as if she were
Alice [7]. Therefore, message authentication codes provide data integrity and data
origin authentication [4].

In practice there exist several types of MAC-functions. They might be based on
block ciphers, like the DES-CBC MAC, be based on stream ciphers, be construct-
ed from un-keyed hash functions applying a secret key, like the MD5 MAC, or
they might be based on one-time pad cipher [17]. Construction of MAC-functions
from un-keyed hash functions means that the original algorithm, like MDS5, is
altered to incorporate a secret key into the compression function [4].

In practice there exist several types of MAC-functions. They might be based on
block ciphers, like the DES-CBC MAC, be based on stream ciphers, be construct-
ed from un-keyed hash functions applying a secret key, like the MD5 MAC, or
they might be based on one-time pad cipher [17]. Construction of MAC-functions
from un-keyed hash functions means that the original algorithm, like MDS5, is
altered to incorporate a secret key into the compression function [4].

3.2.3 Identification Primitives

One of the most important classes of primitives in today’s computer systems are
identification techniques which are sometimes also called entity authentication or
identity verification techniques [4]. The purpose of entity authentication tech-
niques is to allow one party to gain assurance about the identity of another party.
Thus, entity authentication tries to prevent impersonation attempts. When com-
pared with message authentication techniques, entity authentication techniques
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Fig. 4 Message Authentication Code (MAC). Modified from Figure 3.4 of Ferguson N. and
Schneier B.: Practical Cryptography. Wiley Publishing, Indianapolis (2003).
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typically involve no meaningful message but normally they are based on a real-
time process, i.e. both parties are active at the same time).

Identification techniques may be divided into three categories. They may be
based on something known by the identifying party, like a password or a secret
key. They may be based on something possessed by the identifying party, like
a magnetic stripe card or a smart card. Or, they may be based on something
inherent to the identifying party, like voice, fingerprints or handwritten signature.

Typical applications of entity authentication include access control to re-
sources, like information systems, sometimes accompanied with the need to track
resource usage, e.g. for billing purposes.

Fixed passwords are a very simply scheme of entity authentication based on
something known. They are shared secrets between users and an information tech-
nology system. For identification typically the system asks the user for a user-id
and the appropriate password. If the data entered by the user matches the data stor-
ed in the system the identification was successful and the user is granted access.
Different fixed password schemes may store the passwords either in plaintext, or
in encrypted form. A major security problem of fixed passwords is the so-called
replay attack, when an attacker records the password transmitted over a channel
and replays it at a later time to be granted access to a system. For that reason fixed
passwords often are refereed to as weak authentication [4]. Countermeasures
include encryption of the channel or even better the use of one-time passwords.

There are different kinds of one-time password schemes. Two parties may
either share a list of passwords using one after another, or they may sequentially
update their password, or they may generate one-time passwords with the help of
one-time functions [4].

The problem with both of the above described password schemes, fixed and
one-time, is that the actual secrets are released by the party which tries to identify
itself. Therefore, whenever an active attacker is able to gain access to the secret
(e.g. the list of passwords in a one-time password scheme) it is subsequently able
to impersonate the party to which the secret belongs to. Challenge-response
identification schemes address this vulnerability. Rather than releasing the actual
secret they generate a response which is based on the secret and a time-variant
challenge. That is why challenge-response schemes are also known as strong
authentication mechanisms [4]. The time-variant challenge is provided by the
verifying party every time an unknown party wants to be identified. A challenge
includes a so-called nonce being the time-variant parameter. Nonces could be, for
example, pseudorandom numbers, sequence numbers, or time stamps. The use of
nonces prevents replay attacks as described with fixed passwords. It should be
mentioned that although challenge-response schemes often are based on secret-
key cryptography there are also implementations based on public-key primitives.

3.4 Public-Key Primitives

In addition to secret-key primitives, so-called public-key primitives form the se-
cond large group of keyed cryptographic tools [4]. Public-key primitives are based
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on key pairs instead of single shared keys. Each key pair is made up of a public
key and a private key that are linked together mathematically. As their names
betray, one of the keys has to be kept secret by the owner and the other one is
shared publicly. Because public-key primitives are based on two different keys,
they are often called asymmetric-key primitives. The main motivation to have
public-key primitives is that with secret-key primitives each pair of trusted parties
has to share one secret key [7]. Since this is very complex, if there is a larger
number of parties involved, public-key primitives provide an appropriate solution
because only one key has to be shared publicly for each party. On the other side,
public-key primitives are less efficient and that is why there is still a need for
secret-key primitives. The following sections describe the two most important
applications of public-key cryptographic tools, public-key ciphers and public-key
signature schemes.

3.4.1 Public-Key Ciphers

As already mentioned with secret-key primitives, ciphers deal with the encryption
and decryption of messages. Figure 5 shows the basic principle of public-key en-
cryption [7].

The key pair used in this example is the secret key of Bob (SBob) and the pub-
lic key of Bob (PBob). As already mentioned earlier these keys are linked together
mathematically in order to be able to use the public key for encryption and the pri-
vate key for decryption. Therefore, a major premise for public-key cryptography is
that it should be computationally infeasible to derive the secret key given a public
key. Now, if Alice wants to send a message m to Bob secretly she encrypts it
using the encryption function E under the influence of Bobs public key PBob. The
resulting ciphertext ¢ can be transferred over the insecure channel because only
Bob is in possession of the secret key SBob which is necessary for decryption.
Hence, in order to be able to read the received encrypted message ¢ Bob decrypts
it using the decryption function D under the influence of the secret key SBob. The
example also shows Eve, the passive attacker, who is able to receive the public
key PBob and the ciphertext ¢ but cannot extract any useful information thereof.

It may now seem that the problem of secretly exchanging keys in secret-key
cryptography is solved because public keys can be transferred over insecure chan-
nels. In fact, many practical systems are based on a mixture of secret- and asym-
metric encryption. Often asymmetric-key encryption is used to agree on a shared

Eve
PBob, ¢
A
Alice Bob
PBob PBob
¢ = E{PBob, m) Channel m = D(SBab, c})
Cc [

Fig. 5 Public-key encryption.
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secret short term key (session key) which further on is used in secret-key encrypt-
ion to exchange the actual information. The term session key is based on the fact
that it is used for a limited time (the session) only. This approach combines the ad-
vantages of both, the publicly shared key of public-key cryptography and the effi-
ciency of secret-key cryptography [4]. However, there is a remaining issue with
public-key cryptography. Since public keys normally are exchanged over insecure
channels an active attacker would be able to impersonate another party by provid-
ing a public key which seems to belong to this other party but actually is part of a
key pair of which the attacker is in possession of the private key. Consequently, the
attacker would be able to decrypt messages which were intended for the imperso-
nated party. For that reason public keys often are exchanged using a so-called
public key infrastructure (PKI) which solves the impersonation problem by issuing
certificates. Certificates basically store identities and corresponding public keys.
Each certificate is digitally signed (see next section) by a trusted third party who
consequently prevents impersonation attacks as described above. Ferguson and
Schneier ([7]) provide further information about PKIs for the interested reader.

Probably the most important public-key technique is the RSA cryptosystem [4],
[5]. It was invented in 1978 by R. Rivest, A. Shamir and L. Adleman and is based
on the well known integer factorization problem. The idea is to multiply two
sufficiently large prime numbers p and ¢ to obtain n=pXxgq. Since it is believed
(not proven) to be a hard mathematical problem to factorize n into its factors p and
g, n is part of the public key and p and q are parts of the private key.

No practical attacks are known on the RSA cryptosystem provided it is based
on sufficiently large keys (size of n). In respect to the computational power
available, current references recommended to have keys of at least 2048 bits
tending to 4096 or even 8192 bits for future applications.

The security of public-key cryptosystem is based on keys made up of very large
integers. Usage of large keys, however, leads to less efficient execution of algo-
rithms. Especially when considering mobile devices which are limited in comput-
ing power and energy efficient cryptosystems play an important role. Therefore,
much attention is paid to eliptic curve cryptography (ECC) which offers public-
key techniques that are much more efficient than traditional algorithms. ECC-cal-
culations are based on points on elliptic curves. Since elliptic curves used in crypt-
ography are defined in terms of modular arithmetic they only contain a limited
number of points. The main operation used in ECC is called scalar point multipli-
cation which means deriving a point P which satisfies the equation P=kQ for a
given point Q and a given integer k. This is a one-way function, i.e. the security of
ECC is based on the so-called elliptic curve discrete logarithm problem (ECDLP),
namely finding a k in P=kQ for a given P and Q [1]. Solving the ECDLP is con-
sidered to be computationally infeasible if k is sufficiently large. Since the best
known algorithm for solving the ECDLP shows exponential complexity key sizes
of more than 224 bits are regarded to be sufficient large taking into account the
computational power available at the moment [18].



5 A Security Primer 95

34.2 Digital Signatures

Digital signatures are an essential cryptographic primitive in providing authentica-
tion, authorization and non-repudiation services. Signing primitives used in digital
signatures provide a method to bind the identity of the signatory entity to the mes-
sage to be transmitted.

While there are many digital signature algorithms, all of them are based on
public key algorithms. That is there is some secret information that only the
signing entity has knowledge of and there is some public information that allows
any other entity to verify the signature. In this context the process of signing is
called encrypting with the private key while the process of verification is called
decrypting with a public key. Unfortunately the usage of terminology in signature
schemes can be confusing when considered with that of public key ciphers.

Figure 6 shows the principle of a digital signature scheme [7]. We assume that
Alice has already generated her key pair, i.e. SAlice, her private key, and PAlice,
her public key. Whenever Alice wants to sign a message m she applies the signing
algorithm S under the influence of her private key to this message with the result
of a signature s. Subsequently, she distributes the message and the corresponding
signature over the insecure channel. Bob, who wants to verify her message,
applies the verification algorithm V under the influence of Alice’s public key to
the received message and the signature. The outcome of the verification could be
either ‘valid’ or ‘invalid’. ‘Valid’ would mean that the message was signed by
Alice and it was not altered during its transmission. In our example Eve altered the
message. Therefore, the result of Bob’s verification is ‘invalid’. Due to the fact
that public-key techniques generally are less efficient, in practice often hash
values of messages are signed rather than the actual messages.

One simple method of implementing a digital signature scheme is by using the
RSA public key cipher where the encryption and decryption functions are both
inverse operations of the other. This property is unique to the RSA cipher. Other
examples are DSS (digital signature standard), ElGamal (named after its inventor
Elgamal), and algorithms based on elliptic curve techniques. Obviously, a fact that
all these algorithms share in common is that they are based on trapdoor functions
with the trapdoor information being the private key [5].

The ElGamal digital signature scheme is partly based on the discrete
exponential function and partly based on the Diffie-Hellman key agreement. The
discrete exponential function was already covered in Section 3.1.2 of this work.
Since the description of the ElGamal scheme goes beyond the scope of this work
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the interested reader is adverted to [4] and [5] which provide detailed information
about this topic and also cover the digital signature standard (DSS) which is
another public-key technique used for digital signing and which is very similar to
the ElGamal scheme.

3.5 Comparison of Secret-Key Primitives with Public-Key
Primitives

Most of the advantages and disadvantages of secret-key primitives and public-key
primitives were already discussed in the paragraphs above. This section is intend-
ed to summarize them and to provide a few additional notes.

The main advantages of secret-key primitives are that they are based on
relatively short keys and that there are often efficient hardware implementations
for them. Hence, they are applicable for processing large amounts of data.
However, secret-key primitives come along with the disadvantage that a large
number of keys have to be managed since each pair of trusted parties has to share
an individual secret key. Additionally, it is considered as good practice to change
the secret key regularly. This is to keep the amount of data being processed using
a single key low in order to minimize the amount of input for potential attacks.

Public-key primitives, on the other side, have the advantage of easy key
management. That is, only one key (the own private key) needs to be kept secret
and public keys can be distributed over insecure channels. But most public-key
techniques are based on very large key sizes which lead to less efficient execution
of algorithms.

Considering the advantages and disadvantages of the large groups of primitives,
today’s cryptographic systems often are based on a mixture of both. These
systems apply public-key cryptography to agree on so-called session keys which
are shared secrets that are used for a limited time (the duration of a session) only.
Subsequently, session keys are used in secret-key cryptography for processing the
actual information. Therefore, the advantages of easy key management and
efficient data processing have been combined in those mixed systems.

Elliptic curve cryptography, in future, may partially replace mixed systems
since they combine the advantages of easy key management and fast data
processing in one public-key scheme [19].

4 Conclusions

This paper provides an overview of state-of-the-art cryptography. Starting with
information technology security it covers desirable security services, attacks and
security models in general. Divided into the three groups un-keyed, secret-key and
public-key, modern cryptographic primitives are presented.

Although standard cryptographic primitives offer aid to secure low cost RFID
systems, resource constraints impede us from implementing most of the ordinary
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cryptographic tools. RFID tags are very restricted in available operating power
and chip size and unfortunately most of the cryptographic primitives require both.
Hence, there is a need for new lightweight cryptographic primitives to be used in
RFID technology.

Such lightweight primitives should be based on the well established knowledge
on cryptography but tailor the services to the requirements and constraints of
RFID.
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Abstract. RFID systems, and indeed other forms of wireless technologies, are now a pervasive
form of computing. In the context of security and privacy, the most threatening (to privacy) and
vulnerable (to insecurity) are the ‘low cost RFID systems’. The problems are further aggravated
by the fact that it is this form of RFID that is set to proliferate through various consumer goods
supply chains throughout the world. This is occurring through the actions of multinational com-
panies like Wal-Mart, Tesco, Metro UPS and of powerful government organizations such as the
United States DOD (Department Of Defence) and FDA (Food and Drug Administration). This
paper examines the vulnerabilities of current low cost RFID systems and explores the security
and privacy threats posed as a result of those vulnerabilities. The paper will also formulate a
framework for defining the problem space constructed around low cost RFID systems, and con-
sider the challenges faced in engineering solutions to overcome the defencelessness of low cost
RFID systems. Security issues beyond and including interrogators will not be considered as such
concerns may be easily resolved using existing technology and knowledge, and because interro-
gators are powerful devices where complex encryption and decryption operations may be per-
formed using either the embedded systems, DSPs, or using hardware implementation of encrypt-
ion engines on a FPGA device onboard a reader.

Keywords:. Security, Privacy, Low Cost RFID

1 Introduction

“RFID” is increasingly used as a common term to encompass a number of differ-
ent implementations of RFID technology such as VeriChip [1] and SpeedPass
payment tokens; however the focus of this paper will be on low cost RFID sys-
tems as identified in Section 2, with its primary application being the tagging of
cases and pallets in supply chain applications.
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One of the inhibitors to wide-scale adoption of RFID technology is the cost of
a label. Thus low cost RFID refers to an RFID system based on inexpensive RFID
tags. It is imperative that the cost of RFID labels is reduced if RFID technology is
to gain any significant market penetration. For example, the current cost of a gate
of silicon logic is about one thousandth of a cent [2]. Thus, a company producing
100 billion units of a product per year would loose $1 million in profits due to the
addition of a single logic gate to a label. Therefore, a great deal of attention is
naturally focused on low cost RFID.

The proposed Class I and Class II labels by EPCglobal represent the low cost
end of RFID labels. A characterization of a low cost RFID system with its cost
structure is provided in Section 2 and such a system will be analyzed to highlight
its vulnerabilities in the following sections with details of how to such weaknesses
can be overcome.

2 Characteristics of a Low Cost RFID System

The most dominant form of low cost RFID technology set to spread through out
the consumer goods supply chain is that advocated by EPCglobal as Class I and
Class II. The low cost RFID labels involving Class I and Class II labels are based
on passive RFID technology. Due to their potential for prolific use in the future,
most discussions regarding low cost RFID inevitably consider various aspects of
such labels. The following sections provide an overview of low cost label
manufacturing costs and IC components in an RFID label and focus on describing
low cost RFID systems based around Class I and Class II labels.

2.1 A Low Cost Tag

Current fabrications of Class I labels consist of around 7,000 to 15,000 logic gates
while Class II labels may have several thousand more gates. An RFID micro-
circuit can be subdivided into three primary sections: RF front-end, Memory cir-
cuitry, and Finite State machine (label logic circuitry). Figure 1 is an illustration of
a typical low cost RFID transponder (that is, a passive label). The block diagram
of an HF chip and a UHF chip varies little, the primary difference being the way
in which the local oscillator clock is derived. In a UHF chip there is a dedicated
low power oscillator, while in an HF chip, the clock signal is derived from the re-
ceived carrier by dividing down the carrier (at 13.56 MHz) in stages.

2.1.1 RF Front-end

RF front-end consists of antenna pads for attaching the terminal of the antenna to
the label IC. The antenna input passes through circuits for ESD (electrostatic dis-
charge) protection. The ASK (Amplitude Shift Keying) demodulation circuits ex-
tract the modulation dips from the received signal while the Rectifier rectifies the
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Fig. 1 A block diagram of a passive UHF/HF RFID label (Damith C. Ranasinghe and Peter H.
Cole, “Confronting Security and Privacy Threats in Modern RFID Systems”, 40" Asilomar
Conference on Signals, Systems and Computers, Pacific Grove, California, 29 Oct. —1 Nov.
2006. © 2006 IEEE).

received signal to generate power which must be regulated using a voltage regu-
lator to avoid voltage surges due to variations in RF field intensities.

Passive RFID chips contain a relatively large capacitor following a rectifier for
storing charge to power the circuit in the absence of a battery. It is important to
note here that the capacitor occupies a relatively large portion of the silicon area
and RFID chips consuming larger amounts of power will need higher capacity
capacitors and thus will cost more.

2.1.2 Memory Circuitry

Low cost tags have limited memory that is either write once or a read-write mem-
ory. Class 1 labels have only read only memory while Class II labels may have
some read-write memory. Read-write memory, at the time of writing, is imple-
mented using EEPROM and thus requires a large voltage before information can
be written to memory. Thus a charge pump, consisting of a series of capacitors, is
required to achieve a voltage of about 17 V for writing to the tag’s memory.

The CRC circuits are used in validating the CRC in the received data and
commands from an interrogator. The CRC generation unit is also used in the com-
putation of the CRC for data sent from the tag to an interrogator before being en-
coded for modulation by the Return link modulation encoder.

In the implementation of an EPC, tag the E2PROM will store the EPC number
of the tag and the rest of the memory (generally in the order of a few kilobytes) is
available to the users. A tag’s memory resources account for a significant portion
of the tag cost.
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2.1.3  Finite State Machine (Logic Circuitry)

The logic on board the chip will define the label functionality. Primarily, chip
logic will execute reader commands and implement an anti-collision scheme that
allows the reading of multiple labels by a reader. These logic circuits are highly
specialized and optimized for their tasks. Furthermore, the logic circuits also
control read and write access to the EEPROM memory circuits.

A block diagram of a low cost RFID tag is given in Figure 1 along with a de-
scription of the various functionalities of the tag components. The following Sec-
tions provide quantitative characteristics of low cost RFID systems and reasonable
assumptions that need to be taken into consideration when solutions for security
and privacy issues are developed.

Computation capability of a low cost tag is limited to a state machine with hard
wired logic functionality. The only arithmetic operation performed by current low
cost RFID tags is the calculation of a CRC for checking errors in received data
and the computation of a CRC prior to transmitting data. Thus, for a low cost tag
any additional hardware required to implement security needs to be designed and
fabricated incurring additional cost.

2.2 Tag Cost

Tag cost is generally based on the evaluation of the area of silicon required for
a physical implementation. While this includes the analogue front end of the tag,
a reduction in costs has been achieved through the miniaturization of digital func-
tional blocks and not through devices such as capacitors, inductors or resistors.
Hence, keeping tag costs low requires focusing on limiting the number of gates on
a tag even though the bulk of the tag cost is associated with the analogue compon-
ents whose costs are difficult to reduce due the nature of passive components.

2.2.1 Manufacturing Costs

There are a number of key stages involved in the manufacture of RFID labels after
the design of the IC. An outline of the stages is given in Figure 2 below. Today,
the cheapest RFID labels are passive and cost around 10 US cents in large
quantities [3]. Presently RFID read only chips have design sizes ranging from
0.16 mm? [3] to 0.25 mm? [4] IC foot prints.

Further improvements to IC manufacturing processes will bring the cost of
microcircuits even lower. This invariably involves producing more microcircuits
per silicon wafer. However, reducing die sizes to very small levels can incur
added costs due to the increase in cost of handling smaller die.

A more practical avenue for reducing costs is the use of obsolete IC manufac-
turing processes and filling up such fabrication pipelines with RFID IC chips. This
is a worthwhile consideration as people migrate to smaller and smaller micron
processes and larger, highly tuned micron processes such as 0.5 micron become
available at a fraction of the cost due to depreciated fabrication equipment and the
availability of smaller processes. This will reduce the cost of the IC component of
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IC MANUFACTURE ANTENNA
ASSEMBLY

ANTENNA AND IC ASSEMBLY

Positioning the IC and connecting the antenna

\terrﬂinalsy

PACKAGING

The IC and the antenna is placed on a substrate and
then converted to a package

Fig. 2 RFID Label Manufacturing processes (Damith C. Ranasinghe, Daniel W. Engels, Peter H.
Cole “Low cost RFID systems: confronting security and privacy”, 2005 Auto-ID Labs White
Paper Journal Volume 1, © 2005 Auto-ID Labs).

the chip considerably. The older processes have the added advantage of having
few or no reliability concerns while being able to provide stable yields.

2.3 Tag Power Consumption

A tag’s power consumption will vary depending on whether the tag is just being
interrogated or whether the tag is required to perform a write operation. Tag power
consumption is also influenced by other factors such as the data transmission rate,
the feature size of the fabrication process used, as well as the effort spent in
designing low power CMOS circuitry. A tag performing a read operation will
require about 5 uW — 10 uW, while a tag attempting to perform a write operation

to its E2PROM will require about 50 uW or more.

2.4 Physical Protection (Tamper Proofing)

Low cost tags do not utilize anti-tampering technology due to cost constraints and
therefore the contents of a labels memory or the layout of logic circuits are not
protected from physical access. Hence the long-term security of label contents
cannot be guaranteed.

2.5 Standards

There are a variety of standards encompassing all aspects of RFID systems. The
ISO 18000 is a multi-part standard that defines the air interface standard of a num-
ber of different frequencies from LF, HF to UHF. However for UHF, tags the most
prevalent standard is that ratified by EPCglobal, called the Class I Generation II air
interface protocol [5]. However the recent amendment to ISO 18000-6 to include
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Type C has given rise to a protocol specification almost equivalent to EPCglobal’s
Class I Generation II.

Accordingly, the labels within reading range have a means of revealing their
presence, but not their data, when interrogated by a reader. The labels then reply
with a non-identifying signal to an interrogation by using a randomly generated
number as described in C1G2 air interface protocol [5].

However, for HF tags, there is no such prevalent standard, although EPCglobal
is currently developing a HF specification to complement its UHF air interface
protocol. Possibly the most prevalent HF tag protocol specification is the ISO
18000-3 Mode 1, most commonly used by tag deployments in various libraries
around the world. The existing standards most commonly in use for HF tags, other
than the ISO 18000, are listed below.

e ISO 14443 (types A and B). Devices operating under this standard are
proximity RFID devices with a reading range of a few centimeters

e [SO 15693 is a recent addition for “vicinity card” RFID devices, where the
operating range of the devices can be close to 1 meter (the operating mode I of
ISO part 3 specification is based on ISO 15693)

2.6 System Operational Requirements

RFID systems are required to meet various minimum performance criteria to
justify their benefits to the end user community. Two such important and related
performance parameters are the number of label reads per second and data trans-
mission speeds. Performance criteria of an RFID system demand a minimum label
reading speed in excess of 200 labels per second. In accordance with C1G2
protocol, a maximum tag to reader data transmission rate of 640kbps and a reader
to tag data transmission rate of 126 kbps based on equi-probable binary ones and
zeros in the transmission can be calculated.

2.7 Communication Range

Considering the current electromagnetic compatibility (EMC) regulations, the
operating range of low cost labels is limited to a few meters for those operating in
the UHF spectrum and a few centimeters for those operating under the FCC
regulations for the HF spectrum [45] (HF systems operating under current
European regulations for the HF spectrum can have an operating range well in
excess of 1 meter as discussed in Section 2.8).

2.8 Frequency of Operation and Regulations

Important considerations affecting all EM related issues, especially the powering
of RFID labels, are the regulations that govern the operating frequency, power,
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and bandwidth in different regions of the world. There are a number of regulatory
organizations and different EMC regulations around the world. Australian regula-
tors are likely to follow the footsteps of their US counterparts; this is highlighted
by the experimental license granted to GS1 (Australia) which stipulates a reader
radiated power of 4 W EIRP from 920 MHz to 926 MHz by the Australian Com-
munication Authority. Hence, treatment given here for EMC regulations will not
focus on Australian regulations. It is important to note here that the EMC regula-
tions are enforced in the far field.

Most RFID systems operate in the Industrial, Scientific and Medical (ISM)
bands designated by the ITU [6]. The ISM radio bands were originally reserved
internationally for non-commercial use of RF electromagnetic fields for industrial,
scientific and medical purposes. The most commonly used HF ISM band in
Europe and America is centered at 13.56 MHz and the UHF band in the US is
902-928 MHz [7].

Figure 3 shows the revised European regulations at 13.56 MHz and the revised
FCC regulations [7, 8]. FCC regulations for the HF spectrum allow only minimal
5 mW radiation when using an antenna of gain 1.76 dBi. Hence devices operating
under these regulations only have a very small reading range in the order of a few
centimeters. However European regulations depicted in Figure 3 allow radiating
320 mW of power with an antenna gain of 1.76 dBi. Using larger interrogator an-
tennas and large label antennas have shown that reading ranges under European
regulations [8] can be increased to approach the mid field distance (that is, around
the 3 metre range).

Near and far fields scale differently with distance and, in particular, the near
field energy density per unit volume decreases as the inverse sixth power of dis-
tance from the antenna [9 and 10]. The result is that close to the antenna, substan-
tial energy densities may be obtained, but these diminish very quickly as distance
increases. The limits on the radiated power generally ensure that the previously

EUROPEAN REGULATIONS REVISED FCC PETITION
FIELD STRENGTH FIELD STRENGTH
@D=10m @D=30m
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49 -14-50.5

=435 -114-40.5
+/- 150kHz 224295
+/- 450kHz

<P

I I T T T
13.11 13.41 13.56 13.71 14.01 MHz
+/- TkHz

Fig. 3 Revised HF electromagnetic compatibility regulations.



108 Damith C. Ranasinghe and Peter H. Cole

mentioned inverse sixth power of the reactive power density sufficiently reduces
the label energizing signal to a level below an acceptable level for practical oper-
ation before the boundary of the far field. Thus, under current regulations, oper-
ation of HF systems is almost entirely confined to the near field and short
distances. Conversely, at UHF frequencies, the boundary between the near field
and the far field is in the vicinity of the antenna; thus, the operation of UHF sys-
tems is almost entirely in the far field region.

Each frequency band provides its own set of advantages and disadvantages. The
13.56 MHz band has a 14 KHz bandwidth. This places a limitation on the band-
width of the reader to label communication since the central portion of the spectrum
shown in Figure 3.2 regulates the operation of RFID equipment in the HF region.

The 902-928 MHz band, under US regulations, allows multiple reader to label
communication choices with much higher communication bandwidths and hence
data rates. The regulations allowing the longest communication range require the
reader to change its communication frequency every 400 milliseconds. The reader
may hop between any numbers of channels; however the maximum bandwidth of
a channel cannot exceed 500 kHz [7]. This technique is referred to as ‘frequency
hopping’. Table 1 below highlights the range of frequencies in use in the UHF
region around the world.

2.9 Security Provided by Class I and Class II labels

The most dominant form of low cost RFID technology set to spread throughout
the consumer goods supply chain is that advocated by EPCglobal as Class I and
Class II. The low cost RFID labels involving Class I and Class II labels are based
on passive RFID technology [11]. Due to their potential for prolific use in the
future, most discussions regarding low cost RFID inevitably consider various
aspects of these labels.

Led by EPCglobal, the RFID community in its efforts towards standardization
has produced a list of end user requirements for Class I and II labels that has
flowed into the current C1G2 protocol standards and is outlined in the following

Table 1 UHF RFID frequency allocations.

Region Frequency range (MHz) Bandwidth (MHz)
Europe 865 — 868 3
USA 902 - 928 26
Japan 952 - 954 2
China 920.25 - 924.75 (@ 2 W ERP) 4.5
840.25 — 844.75 (@ 2 W ERP) 4.5
Australia 918 — 926 8

920 — 926 (experimental band till 12th July 2007 6
with 4 W EIRP EMC regulation limit)
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sections. One aim of that list has been to address the privacy and security risks
posed by RFID Class I and Class II labels containing an EPC. The security
requirements are an appropriate guideline when considering the level of security
and privacy that can be expected and required from Class I and Class II RFID
labels. The following is an outline of the security features that can be expected
from the previously mentioned classes of labels.

29.1 Security Features of Class I Generation 2 Labels

Class I labels, identified in [11], have only a read only or a write-once memory
and are incapable of participating in a complex security mechanism. Hence Class I
labels are required to provide “Kill” capability and a password to control access to
the kill command, so that consumers have the choice of completely disabling an
RFID label at the time an RFID labeled item is purchased.

“Killing” a label involves the destruction of the label thus rendering it inoper-
able [5] by perhaps setting off a fuse or disconnecting the antenna. Unfortunately,
the destruction of the label denies the user the significant benefits that could have
been obtained from a “smart object”. As a solution, an alternative idea to killing
entertained previously involved the removal of the unique serial number of the
EPC code in articles that allows the label owners to be tracked, albeit with diffi-
culty in practice. This does not remove all the privacy concerns as tracking is still
possible by associating a “constellation” of a label group with an individual. This
implies that a particular taste in clothes and shoes may allow an individual’s
location privacy or anonymity to be violated. However “killing” a label will eli-
minate privacy concerns and prevent access by unauthorized readers when com-
bined with a password to control access to the kill command.

While throttling is not specified as part of the C1G2 standard, it is reasonable to
assume the employment of a delay based throttling mechanism on tags to prevent
the guessing of kill or access passwords [12]. The concept behind delay based
throttling is that, on the occasions a tag is given an invalid password, the tag enters
a sleep state where it will not accept another kill attempt for a specified amount of
time. This method can significantly increase the time required by an attacker
attempting to kill a tag. In a situation such as a retail environment, the delay factor
can be an adequate deterrent to such brute force attacks.

Class I labels should also have the ability to lock EPC data so as to provide
one-time, permanent lock of EPC data on the label, so that EPC data cannot be
changed by an unauthorized interrogator once it has been written. Interrogators are
also prevented from transmitting complete EPC data except when data needs to be
written to an RFID label, so that the EPC information may not be eavesdropped
upon from a distance without being discovered.

2.9.2  Security Features Expected from Class II Labels

Other requirements were identified as necessary for higher class labels since these
labels will have greater functionality and thus more hardware. Higher class labels
are required to provide a secure forward link for communication with an RFID
label while providing access control to label functionalities.
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2.10 Backend System Services: Track and Trace Capability

RFID labels are given a unique identification number: for Class I and Class II
labels, the unique identifier is an EPC. Using information technology services
offered by backend systems, such as the EPC Network services, it is possible to
dynamically generate a profile of the RFID label to create an electronic history of
the label as it passes through various stages of the supply chain. The scheme was
discussed in detail in [13]. The electronic history, called an electronic pedigree,
can serve to thwart cloning attacks.

3 Vulnerabilities of Low Cost RFID Systems

Low cost RFID technology described in Section O has the potential to promote
a sound business case because of its potential to save costs and improve processes,
while providing certain security benefits. However, low cost RFID systems gener-
ate significant security risks, mainly due to their cost constrained implementations
and the insecure communication channels over which tags and readers communi-
cate. The security risks that arise as a result are due to a number of reasons out-
lined below.

e Communication between a tag and a reader takes place over an insecure
channel

e Tags are accessible by any reader implementing the air interface protocol

e Tags are not tamper proof and allow a channel for physical access to tag con-
tents and circuitry (as a result, tags cannot be expected to secure information
for long periods).

e IC designs are constrained by cost and are thus minimalist implementations

e Air Interface protocols are designed to reduce tag complexity

e Design flaws in reader implementations due to cost constraints

The reasons above form the basis from which various weaknesses have arisen
in low cost RFID systems. The resulting vulnerabilities are examined in detail in
the following sections.

3.1 Eavesdropping and Scanning

Transmissions from a reader and a tag take place over a clear communication
channel which may be observed by a third party. Low cost labels with minimum
functionality are only able to identify themselves by transmitting a unique identi-
fier, and these labels can be read by any reader adhering to the air interface proto-
col used by an RFID tag. Hence a third party may monitor a conversation between
a label and a reader to obtain sensitive information. Illicitly obtained information
in this manner may be used to create fraudulent labels, unauthorized readers, or
used to discover secret information stored on labels (such as a tag password).
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Similarly, competitors of an organization (such as a rival supermarket) may,
over time, scan another organizations inventory labeled with RFID labels or
eavesdrop on the organization’s own valid operations to obtain valuable informa-
tion, such as sales data, to ascertain the performance of its competitors (an act
commonly referred to as corporate espionage). Publications such as [14] have
attempted to define various eavesdropping ranges based on the reading ranges of
tags. Similar descriptions of the eavesdropping distances possible are stated below
so that vulnerabilities of eavesdropping can be better understood. However, it
should be stated here that, while it is useful to define terms to explain ideas, the
fact that a third party can eavesdrop on a conversation between a tag and reader
from a distance still remains a fundamental vulnerability.

Figure 4 illustrates a simple model for a passive RFID communication channel.
It is possible to consider the distances at which a third party can listen to a
conversation between a tag and an interrogator to formulate the following general
classification of eavesdropping distances. Figure 5 gives an illustration of the
latter distinctions discussed and explained below.

Operating range: Tag operating range is either defined by product specifica-
tion based on user requirements or it may be based on a certain standard. The op-
eration range of a tag will also be application dependent as tag reading distances
are affected by various environmental factors. The operating range of tags is then
the maximum distance at which any given tag will read to a given reliability, when
illuminated by a reader operating under the electromagnetic compatibility regula-
tions of that region for a particular frequency band of operation.

Backward channd eavesdropping range: The backward channel refers to the
communications sent from a tag to a reader. In a low cost system where the tags
are passive, this reply is weaker in signal strength than a reader transmission as it
is achieved by reflecting some of the incident RF energy at the label antenna.

The backward channel range is generally much greater than the operating range
of the tag since a third party is capable of using a narrow beam antenna with an
RF receiver of higher sensitivity and because the third party does not have to use
the same antenna for powering and receiving (unlike most low cost systems which
use a monostatic antenna configuration; that is, a single antenna for powering,
transmitting and receiving).

Forward channel eavesdropping range: The forward channel refers to the
transmissions from a reader to a tag, and the forward channel eavesdropping range
is the maximum distance at which a third party with a high gain antenna and
a highly sensitive RF receiver can correctly record a tag transmission.

Power from interrogator RF field

Forward channel communication (Reader to Tag commands)

Interrogator

Backward channel communication (Tag to Reader responses)

Insecure communication channel

Fig. 4 A passive RFID communication channel model.
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Fig. 5 Eavesdropping range classification (Damith C. Ranasinghe and Peter H. Cole, “Confront-
ing Security and Privacy Threats in Modern RFID Systems”, 40" Asilomar Conference on Sig-
nals, Systems and Computers, Pacific Grove, California, 29 Oct. —1 Nov. 2006. © 2006 IEEE).

Malicious scanning range: This read range is derived by considering an
adversary with no regard for electromagnetic compliance or standards and whose
only intention is to both power and read the tag at any cost or to eavesdrop on
a conversation between a tag and a reader at any cost. Combined with the prospect
of a highly sensitive RF receiver, a narrow beam antenna and the willingness to
break electromagnetic regulations, malicious scanning range will have reading
distances in excess of that possible for backward channel eavesdropping.

There are generally two forms of eavesdropping possible with low cost RFID
systems; passive eavesdropping and scanning (active eavesdropping). The fol-
lowing sections will discuss the previously mentioned forms in an RFID context.

3.1.1 Passive Eavesdropping

As the names suggests, passive eavesdropping relates to the observation and, or,
recording of communication between a reader and a tag by an unintended recipi-
ent. Passive eavesdropping may be performed by a third party in the operating
range, the backward channel eavesdropping range or the forward channel eaves-
dropping range.

3.1.2  Scanning (Active eavesdropping)

In this situation, a third party or an adversary is actively attempting to read the con-
tents of a tag without the authority of the tag owner. In a scanning scenario with
respect to a low cost RFID system, an adversary is using a rogue reader to power
the tag and communicate with the tag without raising the suspicions of the tag
owner. An active eavesdropper will have a working range within the malicious
scanning range outlined in Figure 5.
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3.2 Cloning

Devices designed to impersonate tags or readers (imitating the behavior of a genu-
ine label or a reader) present a serious threat to an RFID system. Impersonation
will add a new dimension to thieving as attackers are able to write EPC data onto
devices that function like RFID tags. A direct consequence of cloning is the
possibility for counterfeiting, where a genuine article tagged with an RFID label
may be reproduced as a cheap counterfeit and tagged with a clone of the authentic
RFID label. The ‘track and trace’ concept outlined in Section 2.10 is one possible
solution to detecting cloning in a supply chain application.

At the time of writing, there is no mechanism for a reader to verify that it is com-
municating with a genuine RFID label and not a fraudulent label. Thus a thief may
replace atag of a valid item with a fake tag or replace the tag of an expensive item with
that of a fake tag with data obtained from a cheaper item. Hence the lack of a means
for authentication allows an adversary to fool a security system into perceiving that
the item is still present or fool automated checkout counters into charging for a
cheaper item. Such fake labels may also be used to create imitation items. There is
presently no mechanism for a reader to authenticate itself to a label or a label to au-
thenticate itself to a reader. Thus labels and readers are constantly in a vulnerable en-
vironment where the integrity of messages is doubtful and there are no means for es-
tablishing the legitimacy of areader by alabel or the legitimacy of a label by areader.

Clearly, more expensive RFID system implementations are also not immune
from cloning as shown by a recent cloning attack published in [15] where a cloned
tag was used in the purchase of fuel at a service station and to start an automobile
locked with an RFID based car immobilizer. A similar example of cloning of
proximity cards is given in [16] while the possibility of cloning the VeriChip [1]
in a discussion of its possible use to tag employees was outlined in [17].

The EPC Class I tags have no mechanism for preventing cloning as the tags are
simple bit storage devices that transmit a string of bits on request from any valid
reader. All that is required by an adversary is to scan a tag and copy its EPC num-
ber onto another tag or another device that is capable of impersonating a tag. The
EPC Network architecture aims to remedy the problem by creating an electronic
history of the product’s life through the supply chain by way of an electronic pedi-
gree. While the access to an electronic pedigree of a product by way of a secure
database only solves the problem of confirming the existence of an illegal clone, it
may not be possible to distinguish the original tag from its illegal duplicate(s).

3.3 Man-in-the-Middle

An RFID system is constantly under threat from man-in-the-middle attacks result-
ing from eavesdropping on reader and tag transmissions. A third party may moni-
tor a conversation between a label and a reader, record and use or alter parts of the
conversation and retransmit messages to illicitly obtain information from RFID
devices or to command RFID devices to the detriment of the system.
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Retransmission of such recorded information may be used to query RFID labels
or fool RFID readers. Such an attack has the ability to fool personal access control
systems and contactless payment systems based on RFID technology [18].

For instance the EPC C1G2 protocol uses a “kill” command [5], protected by
a password, to disable the label so that it cannot be read. It is possible for a third
party to record the conversation between a reader and a tag that performs a kill
operation and use that information to kill other tags provided that they are
protected with an identical kill password.

3.4 Denial of Service

An adversary may initiate a denial of service (DoS) attack to bypass or avoid
security systems. A DoS attack is easily carried out by placing a large number of
fake labels for identification by a reader. Persons also have the ability to disrupt an
RFID system implementation by destroying or corrupting a large batch of labels.
Labels are also vulnerable to protocol attacks. DoS attacks may also be performed
by exploiting weaknesses in the air interface protocol or weaknesses in the imple-
mentation of a tag’s finite state machine. A simple scenario of such an exploit may
involve labels being repeatedly asked to perform an operation, thus making them
unavailable to an authorized reader.

In addition, tags may be prevented from being read by using the simple concept
of a Faraday cage or by jamming the RFID interrogator signals, for instance by
intentionally creating noise in the frequency band in use. For critical applications,
a DoS attack may have devastating effects.

34.1 Code Injection

RFID interrogation signals can be disrupted or blocked, or RFID readers can be
attacked using RFID tags designed to manipulate weaknesses in the air interface
protocol or the implementation of the reader to create a denial of service attack
during an RFID interrogation process by creating situations of system unavailabil-
ity. The possibility of RFID viruses has been highlighted in [19] where a more
sophisticated tag may exploit interrogator or protocol vulnerabilities to affect
a number of systems by using a reader to cause a system failure by way of a code
insertion attack caused by creating a buffer overflow in a reader’s memory stack
using carefully constructed SQL instructions disguised on the tag as the data that
gets transmitted to an RFID reader. This vulnerability is only present if the
middleware is intentionally made vulnerable by accepting any data transmitted by
the tag without checking for validity of the format of the data sent. Also, modern
SQL servers are guarded against malformed SQL instructions.

34.2 Communication Layer Weaknesses

The recently ratified EPCglobal C1G2 air interface protocol [5] has a number of
security features based on the use of tag specific passwords. Probably the most
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important feature that is protected is the KILL command by using a kill password.
There is also a means for access control on the tag using an access password.

A recent publication in [20] has shown how the kill password of a tag can be
deduced by the careful analysis of the tag power consumption to a series of well
constructed test passwords. This highlights a particular vulnerability of low cost
tags to power analysis attacks and the vulnerabilities of storing long term secret
information on a tag. However, it is possible to prevent such an attack as power
analysis attacks have been well studied in the context of smart card devices. The
RFID ICs in the future will need to be designed to avoid such an attack but this
will take place at added cost to an RFID tag.

While power analysis attacks may be prevented in the future, the fact that each
RFID tag has at least two unique passwords will create both potential security and
logistical nightmares if the problem of careful key management is not considered.
This problem will be aggravated in the future as item-level tagging begins to
proliferate through the global supply chains and PoS (point of sale) devices may
need real time access to passwords as consumers purchasing goods may want their
tags deactivated at the point of sale. Hence the problem of careful key manage-
ment needs to be considered in the context of low cost RFID systems where the
potential for key discovery is highlighted by the global aspects of supply chains. It
is not difficult to imagine a scenario in the future where a list of kill passwords
anonymously appears on a public web site.

The recently ratified C1G2 protocol also relies on the tag generating a random
number to be used as an input to an exclusive-or operation. The risks associated
with inefficient or inadequate random number generation in RFID tags (that is,
a high correlation between the random numbers, in a pseudo-random number
sequence) is emphasized in [21]. The consequences are two-fold for tags using the
C1G2 protocol. Primarily, the lack of randomness may cause particular tags to
respond with an identical time slot during the execution of the slot selection
process. Thus an attacker may be able to track a tag depending on the time slot it
selects in a seemingly random manner. Since the security of the information sent
to a tag relies on the randomness of the number that the tag generates, a lack of
randomness may allow an adversary to easily decrypt information transmitted,
once the attacker successfully decrypts an encrypted message, or discover the seed
used in the pseudorandom generator.

Though with great technical difficulty, [21] also points out the possibility of
identifying a tag using a “radio fingerprint”. For instance, manufacturing var-
iations that may cause physical glitches in the signals may be used to distinctly
identify tags. In such a situation, even strong cryptography protocols and primi-
tives would be ineffective.

3.5 Physical Attacks

In addition, the labels themselves are exposed to physical attacks due to the ab-
sence of tamper proofing as dictated by the cost limitations of low cost tags. Phys-
ical attacks are possible irrespective of whether measures are in place to protect
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labels. However, the ability to gain useful information from a protected label is a
much more difficult problem. A physical attack on an RFID label or a reader may
yield an adversary secret information, such as passwords (in C1G2 labels), pro-
viding security to an RFID system. The importance of physical attacks is more
prominent in cases where RFID tags are used as a means of authentication. The
problem is compounded when a physical attack leads to the construction of
a clone.

An insight into physical attacks can be gleaned from an increasing body of
work in the area of smart cards. A complete overview of possible physical attacks
and countermeasures is outlined in [22] while specific lower cost physical attacks
are presented in [23].

The majority of physical attacks possible on devices in general can be bundled
into two broad categories based on the means used for accessing the device. These
attacks are relevant to RFID devices, especially since they have no tamper protect-
ion to safeguard label contents.

3.5.1 Non-Invasive Attacks

These attacks are as a result of timing analysis, power analysis, analysis of certain
glitches (radio fingerprinting), and exploitation of data remnance. Non-invasive
attacks are low cost and require little expertise to execute. While non-invasive
attacks are generally thwarted by increasing chip complexity in most devices, it is
not the case with RFID chips with minimalist implementations that may have
design flaws as a result of human errors or insufficient error checking. Non
invasive attacks are particularly dangerous as there is no physical evidence and the
owner of the tag may not be aware that such an attack has taken place.

3.5.2 Invasive Attacks

In addition, an adversary may simply reverse engineer labels to create fraudulent
labels for cloning or DoS attacks or use probing techniques to obtain information
stored in memory (microprobing and Focus Ion Beam editing) or alter information
stored in memory (using a laser cutter microscope [23]). A recent exploitation by
reverse engineering of a more costly implementation of an RFID device with
added security to carry out a fraudulent payment was published in [15]. Use of
microprobe needles to read out the memory contents of a smart card is published
in [24].

Attacks such as optical probing and fault injection attacks where the chip is
removed from its packaging with the passivation layer still unbroken, are also
invasive attacks but these attacks are may be further qualified as semi-invasive
attacks.

3.6 Privacy Violations

The mass utilization of RFID labeled items creates an imminent and potentially
widespread threat to consumer privacy. The privacy issues raised by RFID labels
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have been receiving a wider audience as a result of the popular press. The mass
movement by civil libertarians has seen RFID trials cancelled [25] (despite
misunderstandings of the company’s intentions [26]) and negative press coverage
for other manufacturers causing delays in RFID test trials [27]. Press coverage on
privacy issues has also managed to tarnish the image of RFID by personifying the
technology as satanic and associating nicknames such as “spy-chips” [28,29] to
infuse fear among consumers.

It is possible to imagine various scenarios of privacy violations and most of
those are already existing concerns from technologies such as credit cards,
browser cookies, mobile phones and Bluetooth devices. However, RFID, due to
artifacts resulting from its cost constraints, presence of a unique identifier readable
by anyone, and the encoding of product information on the unique numbering
scheme such as the EPC, creates two possible scenarios; profiling and, tracking
and surveillance, where the privacy of people as well as corporations may be
infringed. These scenarios are discussed in the following sections.

3.6.1 Profiling

There are clear possibilities for unauthorized interrogators to read label contents
from unprotected RFID labels due the lack of a mechanism for authentication and
the fact that low cost RFID labels as well as interrogators broadcast unique item
identifiers such as the EPC. Even if labels are protected, a traffic analysis attack
(or predictable label responses) may be used. Hence an individual with a number
of labeled items may be scanned by a third party to identify individual possessions
or “taste”, and specific EPC numbers on products may then be associated with an
individual.

The data obtained can be misused to violate an individual’s wishes to remain
anonymous. For instance, persons carrying religious material or material related to
a certain political affiliation, may no longer be able to privately pursue their be-
liefs or interests and in addition to their reading material potentially becoming
public knowledge, their beliefs and opinions may be used in acts of persecution,
jealousy or hatred. At the same time, data collected and associated to individuals
can be valuable to market researchers or even thieves in search of wealthy victims.
The personal information collected regarding individual preferences will act as
a powerful tool for marketing products as more targeted marketing to individual
tastes and affordability becomes possible by scanning the RFID tagged posses-
sions of an individual.

It is possible to imagine a variety of plausible ways of using such information.
For instance, if Bob purchases a brand named jacket using a credit card, the shop
can immediately associate “Bob” with the tag id of the apparel. When Bob enters
the store again, the shop has the ability to automatically establish his identity
along with a history of his spending habits and tastes. While this information may
prove positive for Bob, Alice, who might enter the same store, may be wearing
cheap shoes and the shop assistants then have the ability to provide preferential
treatment to Bob while perhaps neglecting Alice. Similarly, a thief hiding in the
corner of the store may read the tag id of Bob’s jacket and conclude from the tag
id (by way of careful observation and without having access to any backend
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databases) that the tag id is indicative of an expensive apparel, then Bob might
become the unfortunate victim of a theft.

3.6.2 Tracking and Surveillance

A further privacy concern resulting from the association of unique identifiers to
individuals and the unobtrusive scanning of RFID labelled items carried by an
individual is posed by the possibility of tracking, albeit with technical difficulty.
Correlating data from readers obtained from multiple locations can reveal the
movement, social interactions or financial transactions of an individual once an
association is made between a unique tag identifier and a person. In response to
such concerns, there have been suggestions to remove the unique identifier in an
EPC to prevent a specific EPC from being associated with an individual. Even if
such a scheme is implemented, individuals may be tracked through a “constella-
tion” of predictable label responses. Hence, a person’s unique taste in items may
betray their location, movements, or identity.

4 Addressing Vulnerabilities

Issues resulting from vulnerabilities discussed in Section 3 can be divided into two
broad categories of security related issues (exemplified by eavesdropping, cloning,
man-in-the-middle, DoS, communication layer weaknesses and physical attacks)
and privacy related issues (profiling and, tracking and surveillance). Overcoming
these seemingly divergent issues can be achieved by the provision of services to
enforce measures to address both the privacy and security related issues. These
services can be implemented on low cost RFID systems by identifying existing
mechanisms, inventing new mechanisms or by re-engineering existing mechan-
isms to meet the required security and privacy objectives.

However, there is a notion among the advocates of RFID technology that the
general nature that is partly hindering the mass scale deployment of RFID technol-
ogy — that is, the unreliability of low cost systems mainly due to the reasons given
in Table 2 — makes the exploitation of vulnerabilities such as profiling and track-
ing discussed in the previous section impractical.

Clearly, low cost RFID tags are unreliable. For instance an RFID tag placed on
your jacket may work while it is on the shop shelf, but it may stop working once
the jacket is worn as your body will affect the properties of the RFID tag antenna.

It is due to the reasons given in Table 2 that some of the vulnerabilities dis-
cussed in Section 3, in practice, are far from being feasible. Ironically though, the
unreliability of RFID tags has prevented much of the security and privacy viola-
tions from being realized, with the possible exception of laboratory experiments or
in that realm of possibility. While this is the present reality of low cost RFID
technologyi, it is expected that the cost benefits of RFID technology will eventual-
ly propel the research community to solve the technical issues outlined above.
Hence the idea of using unreliability to brush aside the possible threats is not
a long term solution.
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Table 2 Sources of unreliability.

Description

1 Effects of metal and liquids on the propagation of electromagnetic waves
Effects of permeability of materials on tag antennas

Interference and noise from other users of the RF band

Tag orientation with respect to the reader propagation field

Distance of the tag from a reader

Electromagnetic compatibility regulations

~N O R WwWN

Cost and power constrained implementation of RFID chips

Generally, it is clear that the technology of tomorrow is what is being
developed currently. Even though deployments of current RFID technology do not
adequately satisfy expectations, despite various mandates for RFID compliance, it
is gradually beginning to proliferate [30, 31, 32]. Hence, it is important to address
vulnerabilities discussed in Section 3, despite some being implausible, so that the
systems deployed today do not become problems of tomorrow.

The following sections consider the measures required for addressing security
related issues and privacy related issues identified in Section 3.

S Addressing Security Issues

Eliminating security related concerns regarding RFID systems illuminated by way
of the examples in Section 3 require the enforcement of suitable security
measures. Before deciding on a set of security measures, the security objectives
that need to be satisfied must be identified. Table 3 lists a necessary set of security
objectives that will be required to address the potential security threats.

RFID systems must employ mechanisms to achieve one or more of the above
security objectives to alleviate various concerns cited in Section 3. As security
cannot be solely accomplished by security mechanisms, it should be mentioned
that proper legislation, procedural techniques and enforcement of laws is also re-
quired. The following sections describe the security objectives outlined in Table 3

Table 3 List of security objectives.

Security Objectives

Confidentiality

Message content security
Authentication

Access control
Availability

Integrity

AN N AW -
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and demonstrate that meeting these security objectives eliminates the security
threats posed by inherent weaknesses in low cost RFID systems.

5.1 Confidentiality

The term ‘confidentiality’ can be used to describe a mechanism to keep informa-
tion from all but those that are authorized to see it [33].

In an RFID system, the communicated information between a reader and a tag
needs to be confidential when sensitive data such as secret keys or other such in-
formation, which must not be collected by an eavesdropper, is communicated. The
confidentiality of any secret information stored on a tag is also at risk and needs to
be secured.

Confidentiality may be achieved by having the communication link between
tags and readers encrypted, thus establishing a secure communication link. Confi-
dentiality of tag contents may be achieved by tamper proofing the tag to prevent
physical access to tag contents. Currently however, there is no secure means of es-
tablishing a secure communication link between a tag, and tamper proofing a tag
has cost implications that will hinder the economics of low cost RFID technology.

5.2 Message Content Security

Providing message content security or data integrity involves making certain that
the data contained in a communication is not altered by unauthorized or unknown
means [33]. Alteration in an RFID context may involve the capture, substitution,
deletion or insertion of information and the retransmission of that altered informa-
tion to a reader or to a tag. Ensuring message content security will prevent man-in-
the middle attacks involving the retransmission of altered messages. Present low
cost RFID systems have no means of providing message content security.

5.3 Authentication

The simple objective of meeting authentication can be expressed as authenticating
the devices involved (the tags and the reader) or, in a supply chain application
where the tags are used to label products, as product authentication. In some appli-
cations where perhaps the tag is an integral part of the tagged object, authentica-
tion of the tag may be adequate to guarantee the authenticity of the object to which
it is associated. In other applications where tags are placed as an external label to
a high value item, authentication of the tag alone may not be adequate. The object-
ives of tag and interrogator authentication and, product authentication are dis-
cussed below.
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5.3.1 Tag and Interrogator Authentication

In an RFID context, authentication simplifies to the corroboration of the identity
of a tag or a reader. Authentication is an important RFID security measure for pre-
venting counterfeit manufacture or substitution. It is also important for controlling
access to label contents. Use of authentication may also be required in other appli-
cations of RFID technology such as baggage reconciliation or secure entry sys-
tems. Authentication of a tag is useful in addressing vulnerabilities posed as a re-
sult of cloning.

5.3.2 Product Authentication

While authentication described above has the objective of establishing that a tag is
legitimate and a reader is authorised, in certain application use case scenarios,
authentication of the tag is not sufficient to guarantee the authenticity of the prod-
uct to which the tag is attached as brand or goods substitution may have taken
place. Hence in the case of using a low cost RFID tag to label a product, product
authentication refers to the establishment of the authenticity of a product by the
corroboration of the identity of a tag and/or the legitimacy of the product by cre-
ating an irrefutable link between the product and the tag that can be verified by
a third party.

5.4 Access Control

In the context of interaction between RFID interrogators and tags, access control
implies a mechanism by which a tag or an interrogator grants access or revokes
the right to access some data or perform some operation. Generally, tags will re-
quire access control mechanisms to prevent unauthorized access to tag contents.

5.5 Availability

Ensuring availability in RFID systems is an important issue since readers need to
be ready to detect tags that may enter their reading range at ad-hoc intervals of
time (depending on the application). In an RFID context, availability applies to
ensuring that the services offered by a reader to an RFID tag or the services
offered by a tag to an RFID reader are available when expected [34]. RFID
systems meeting the availability criteria will ensure that there are services in place
to thwart or prevent a DoS attack.

5.6 Integrity

Integrity of an RFID system applies to the integrity of the devices, such as the
reader and the tags where it implies that a reader or a tag has not been malevolent-
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ly changed. A reader receiving data from a tag needs to be able to trust that the in-
formation received is correct, while a tag needs to be able to trust that the informa-
tion it receives from a seemingly authentic reader is trustworthy [34]. Ensuring the
integrity of a system is an important consideration in addressing physical attacks.

6 Addressing Violations of Privacy

While it is difficult to define privacy, and a number of different interpretations can
be found, it can be most simply stated as the inferests that a person or persons
have in “sustaining a ‘personal space’ free from interference by other people and
organizations” [35]. The ideas captured by interests that a person has in an RFID
context can be further elaborated as given below in Table 4 [35].

Table 4 An elaboration of privacy.

Privacy Description
Interests

Privacy of  As the name suggests, privacy of behavior encompasses all aspects of a person’s

personal manner. In reality, this is narrowed down to areas that are sensitive to individual
behavior people such as political activities, sexual orientation or religious conduct.
Privacy of ~ Personal data privacy refers to the more commonly used term, data privacy. In
personal essence, data associated with a person should not be accessible by a third party
data without the consent of that individual. This applies to cases where the data is

collected, or processed by a third party.

It is not possible to describe the number of privacy violations RFID technology
can potentially cause, since they are numerous as described in [36]. However, it is
sufficient to realize that the root cause of such violations stems from the potential
to automatically associate human identification information with object identifica-
tion information and thus addressing privacy requires certain goals to ensure that
the latter association is not possible. Privacy goals outlined in Table 5 are an ad-
equate set of goals for addressing the issue of associating object identification data
with human identification data and the related concerns outlined in Section 3.

It is important to note that privacy is a multi dimensional issue involving many
areas. The successful implementation of the privacy objectives outlined in Table 5
will not only require security mechanisms but will also require the formulation of
public policies, legislation and the enforcement of the law by the relevant law en-
forcement agencies. The latter statement is especially important in order to ensure
privacy of personal data [37,38].

Public policy is a vital aspect because the security mechanisms used to ensure
privacy are most effective when implemented in conjunction with a well-formed
policy. There are existing privacy policies that can be applied directly in the context
of RFID [39]. However, these may need to be clarified, refined or amended to cover
aspects specific to RFID systems. Significant issues that must be dealt with by policy
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formulation or amendment in relations to RFID are those generated by the following
items.

¢ Unique Identification of all label items

e Collection of information (who collects data generated from RFID systems,
how do you exploit that data, ownership of information obtained from the data)

¢ Dissemination of that information

e Mass utilization of RFID technology

It is important to note that existing barcode systems have many of the same
risks; they can be read by a simple bar code reader, can be destroyed easily and
can be cloned. However, there is not the potential for these operations to be per-
formed wirelessly and unobtrusively on an immense scale.

Table5 List of privacy objectives.

Privacy Objective

1 Anonymity
2 Untraceability (Location privacy)

While public policy and legislation is an ongoing topic of discussion, it is
beyond the scope of this paper to address policy tools and legal tools for addressing
security and privacy issues. Nevertheless, technical solutions for addressing previ-
ously mentioned issues are considered in the Networked Based Solutions section
and Cryptographic Solutions section of this book. The following sections discuss
in detail the privacy objectives introduced in Table 5.

6.1 Anonymity

While anonymity can be described in a number of ways, the most appropriate is
probably the concealment of the identity of a particular person involved in some
process, such as the purchasing of an item, visit to a doctor or a cash transaction [35].

Mitigating the problem of anonymity in an RFID context will involve the
prevention of associating an EPC of an item with a particular individual as the
EPC can be used to obtain information regarding a particular process, or an object,
and that information may be associated with a particular person’s identity.

For instance, a person walks into a book store, purchases a book of their choos-
ing and pays for the purchase using a credit card. Immediately, this transaction
allows a relationship to be created between the identity of the individual and the
EPC of the book. The person may then walk on the street, now it may not possible
to conceal their identity with regards to the purchase from a third party scanning
the book’s RFID tag, provided that the third party has access to the relationship
between the object identification information and the human identification
information. The same person may carry an expensive medication which could be
scanned by thieves or by potential employers to his or her detriment.
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6.2 Untraceability (Location Privacy)

Untraceability in an RFID context is aimed at addressing location privacy issues.
Location privacy is an issue that has surfaced more recently with the availability
of reliable and timely information about the location of people as a result of
pervasive computing. It is also an issue associated with mobile users and other
users of wireless devices. While this is not an issue specific to RFID [40], it does
apply to modern RFID systems that are being developed because of their
pervasive nature and their ability to leverage the Internet to form a global network
that can receive and transfer data in real time.

There are number of ways of defining untraceability and, in an RFID systems
environment, it can be stated as a means by which the ability of other parties to
learn or track the location of people or transactions from a current or present
location, based on information obtained from one or many RFID tags in the
possession of that person(s) or party to that transaction, is prevented.

Hence, providing untraceability in an RFID system requires the provision of
a mechanism to prevent other parties from obtaining RFID tag data without the tag
owner’s consent and/or to prevent the association of an EPC of an item with
a particular individual and/or to prevent tags from emitting any kind of a unique
identification signal when performing a tag query by an authorized reader. Hence
a mechanism is required by which a person can hide his or her true identity from
devices that scan our personal RFID tags while still being able to take advantage
of the benefits of RFID for the consumer.

7 Cryptography

Achieving the security and privacy objectives outlined in Table 3 and Table 5
respectively, require an enormous anthology of technical and legal tools. While
legal tools are not considered in this paper, the required technical tools may be
provided through cryptography. The following sections of the paper consider
cryptography, the science from which a plethora of technical tools for providing
services to achieve the privacy and security objectives identified previously can be
obtained.

Cryptography is defined as the study of mathematical techniques related to
aspects of information security in [33]. However, cryptography is not the only
mechanism by which information security may be provided.

Security and privacy issues concerning RFID may be solvable using a set of
security mechanisms derivable from various cryptographic primitives. A security
mechanism is a collective term used to refer to a combination of cryptographic
primitives and protocols used to provide security. Hence, it is appropriate to brief-
ly consider the subject of cryptography in the following sections to examine the
range of cryptographic tools available for various applications, the level of secur-
ity provided by such primitives and a simple classification of the vulnerabilities of
various security mechanisms.
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7.1 Cryptographic primitives

Cryptography is an ancient art that has been used throughout human evolution to
provide security and to protect the privacy of individuals or organizations.
Providing security and privacy for RFID systems will inevitably involve using
some cryptographic primitive already in existence, or newly defined, along with
suitable protocols that take into account the unique nature of RFID systems.
Table 6 gives a classification of a broad range of cryptographic primitives. A more
complete description of these primitives can be found in [33, 41, 42].

Most modern cryptosystems, such as the RSA cryptosystem (with a few
exceptions such as one-time pads), are based on some mathematically hard prob-
lem and the level of security provided by the system will depend on the difficulty
of the mathematical problem.

It is important to define the difficulty of a problem before the level of security
provided by a cryptographic system can be discussed. A mathematical problem is
said to be difficult if the time it takes to solve the problem is immense compared
to the size of the inputs to the problem. Modern cryptographic systems are based
on mathematical problems where the fastest known algorithm takes exponential
time to find a solution. This implies that the time taken to solve the problem in-
creases exponentially as the size of the inputs to the problem increases linearly.
Thus the level of security provided by a cryptosystem is often expressed as the
number of operations required to break the cryptosystem or the time taken. Gener-
ally, the level of security provided by a cipher complements the commercial value
of the information protected by the cryptographic system. A discussion on quanti-
fying the security provided by a security mechanism is considered in Section 7.3.

While there are numerous cryptographic systems in use based on various
primitives as outlined in Table 6, all such systems are not without their own set of
weaknesses. There are specific attacks on any cryptosystem or protocol employed
by a security mechanism to provide security. These weaknesses are a result of
certain vulnerabilities in the cryptographic scheme or due to certain flaws that may
have entered into the protocol employed in the security mechanism. A classifica-
tion of attacks on cryptographic systems in general can be found in [33,41,42]
and is summarized below.

Table 6 Classification of cryptographic tools.

Primitives without keys Symmetric key primitives Asymmetric key primitives
Hash Functions Symmetric key ciphers (Stream Public key ciphers
ciphers and Block ciphers)
One way permutations Hash functions Digital signatures
Random sequences Digital signatures Identification primitives
Pseudorandom number sequence
generators

Identification primitives
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7.2 Classification of Attacks

Cryptanalysis is the art of recovering the plaintext of a message without the key by
using an algorithm to infer the plaintext from a given ciphertext or by deducing
the key so that ciphertext can be decrypted to obtain the plaintext. An attempt
made by an adversary at cryptanalysis is termed as an attack [41]. The following
sections consider the possible attacks on cryptographic primitives and protocols to
defeat a security mechanism.

7.2.1  Attacks on Cryptographic Primitives

There are various forms of attacks possible on cryptographic primitives, with
various names. However, the most common forms are outlined in below (refer to
[33,41,42] for more details).

Ciphertext-only attacks

Known plaintext attacks

Chosen plaintext attacks

Adaptive chosen-plaintext attacks
Adaptive chosen ciphertext attacks

7.2.2  Attacks on Protocols

Similar to attacks on cryptographic primitives, there is a vast array of attacks on
the protocols used and the number of attacks has grown with the emergence of
new protocols. The following is a summary of a prevalent list of possible attacks
(refer to [33, 41, 42] for more details).

Replay attacks
Known key attacks
Impersonation attacks
Dictionary attacks

7.3 Level of Security

Many cryptographic systems have been broken because of increased
computational resources, development of faster and better algorithms or problems
which are proven to be easier than when they were first conceived. This is the
reality of any cryptographic system. However, the concerning issue for modern
cryptosystems is not that the system will eventually be broken, but that the range
of possible attacks on a security mechanism to breach security and the time taken
to break the security system using the best possible attack

It should be noted here that, in general, the security of a system is difficult to
quantify. The usage of the term, ‘level of security,” is generally used to refer to the
number of operations required or the amount of time taken to break the security of
a given system using state of the art technology and the best available algorithms.
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Table 7 Defining levels of security.

Level of Security ~ Description

Unconditional A cryptographic system is described as being unconditionally secure if

Security the security of the system cannot be broken if an adversary is given
unconditional resources. An example of an unconditionally secure
encryption system is the one-time pad.

Computational Computational security is given as a measure of the amount of

Security computational work required, using the best available methods, to defeat
the security of a system. A system is considered computationally secure if
the amount of computer resources or time required to break the system is
far more than that available to an adversary considered in the analysis of
the system. Computation security is also termed Practical security [78].

Ad-hoc Security Systems are classified as having had-hoc security when postulations are
made using any number of apparently convincing arguments that all
possible attacks on the system require a level of resources (computational
and time) that are beyond the level of resources available to some
hypothetical adversary.

Provable Security A system is described as having provable security if it can be shown that
breaching the security of the system involves evaluating the solution to a
problem belonging to a class of problems (such as NP-hard problems)
that can not be calculated in polynomial time, such as the integer
factorization problem or the discrete logarithm problem. As pointed out
in [78] it should be noted here that the proof here is that the given
problem is at least as difficult as an existing problem, and not an absolute
proof of security.

However, it is possible to evaluate the security provided by certain mechanisms
and describe them using a number of classifications, some of which are published
in [33,41,23]. Terms used to describe the level of security of a system are out-
lined in Table 7.

8 Low Cost RFID and Cryptography

The plethora of available security primitives are too excessive in terms of cost to
be implemented on a cost constrained RFID chip. Low cost labels are also not
self-powered and only consist of limited logic functionality, unlike smart card pro-
cessors. However, they may be more suitable for higher class labels with a greater
opening price point. For instance, private key cryptosystems such as AES are not
suitable since a commercial implementation of AES typically requires 20,000 —
30,000 gates [43]. This is far more than the number of gates on an entire low cost
label. However the SHA-1 specified by the US Department of Commerce is a pos-
sible candidate for an encryption rule but hardware implementations of SHA-1 are
currently too costly to meet the cost budget of low cost RFID labels [44].
Cryptographic systems and protocols need to fit into a label footprint without dra-
matically increasing the cost of a label.
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Considering cryptographic solutions for RFID requires a careful understanding
of low cost RFID, underlying assumptions of the system, limitations and expecta-
tions from the end user community. There are particular challenges that need to be
considered as a result of the nature of low cost RFID systems. These challenges
are discussed in the following section.

8.1 Challenges

Challenging aspects to providing security and privacy for low cost RFID systems
using traditional cryptographic mechanisms and existing hardware are outlined in
Table 8. Each of the listed constraints needs to be considered before designing
a practicable security or privacy measure.

It is evident from the description of low cost RFID systems provided in Sec-
tion 2, and their associated implementation in supply chain applications as Class I
and Class II tags, that the main constraint hindering the adoption of more
traditional cryptographic solutions is the scarcity of hardware resources as a result

Table 8 Challenges facing the implementation of strong cryptosystems on low cost RFID
(Modified from Damith C. Ranasinghe, Daniel W. Engels, Peter H. Cole “Low cost RFID
systems: confronting security and privacy”, 2005 Auto-ID Labs White Paper Journal Volume 1,
© 2005 Auto-ID Labs).

Challenge Description

Cost Minimizing cost implies limited memory and silicon area constraints.
Tag costs are expected to be less than 5 US cents. The cost of tags has
reduced over the years and the trend is expected to continue thanks to
Moore’s Law. This has two implications; more hardware intensive
cryptographic functions will slowly enter low cost RFID chips and the
cost of an RFID will continue to decrease. Unfortunately, analogue
devices fabricated on IC’s do not scale in the same manner as the digital
devices so RF front end on chips will still remain a cost factor.

Regulations Transmit power restrictions, spectral masks, frequency of operations,
available bandwidth, and time available for computations.

Power consumption  Important to minimize the power consumption of the label IC circuit to
gain maximum performance. A cryptographic device which is the
highest consumer of a passive chip’s power will adversely affect its
performance as it will reduce a label’s read range.

Performance Label performance and system performance goals (data transmission
rates, number of label reads per second, percentage of correct reads).
Performance goals also place a limit on the time available for any
computations by cryptographic hardware. Cryptographic systems
requiring access to backend systems will need to take into consideration
network delays associated with a security mechanism as such delays
will affect system performance.

Power disruptions Sudden loss of power is a practical reality and any security mechanism
should not leave the chip in a vulnerable state during such an event.
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of cost limitations. Nevertheless, cost is not the only limitation. There are many
other such restrictions and difficulties that result as a consequence of the nature of
electromagnetic waves and the constraints placed by end users and electromagnet-
ic compatibility regulations.

As outlined in Table 8, EM regulations pose restrictions on the isotropic radi-
ated power at stated distances. This implies that there is a maximum limit on the
power available at a given label distance from a transmitter. Thus, passive labels
with size limited by a particular label class or an application receive power from
a stated power flow per unit area. The power available to the label is one factor
contributing to the determination of the type of security scheme and the crypto-
graphic hardware used in a label. Cryptographic hardware consuming considerable
power (in the range of tens of microwatts) will significantly diminish the label
reading distance and degrade the performance of the whole RFID system imple-
mentation. Furthermore, a security mechanism employing a memory write will
have to account for the additional power required to operate a labels EPROM.

The power utilization of any security related hardware should not exceed the
typical tag power consumption of 10—15 microwatts required for writing to a pas-
sive RFID label, as explained in Section 2.3. Ideally, the power consumed should
be a fraction of this value for any security related hardware to be viable as consid-
erable power requirements will constrain the label performance by limiting the
operating range of the label. However reducing power consumption of any en-
cryption hardware is a challenging prospect.

Power dissipation in integrated circuits is a function of many factors; the fabri-
cation technology, the layout of the design and the scale of the fabrication process.
Static CMOS technology is very attractive in low power devices due to the almost
negligible power consumption in steady-state operation. Power dissipation in
CMOS circuits is mostly due to the charging and discharging of capacitances
during dynamic operation. Power consumption can be reduced by the proper
choice of circuit, logical or architectural structure. This might come at the expense
of silicon area, which is critical to controlling tag costs.

The power consumption in static CMOS circuits is due to the static (or steady
state) power consumption and the dynamic power consumption (power consump-
tion during the switching of logic levels). The dominant power dissipation in
CMOS circuits is caused by the switching of logic levels, while the static power
consumption due to the leakage of current flow through the reversed-biased diode
junctions in the transistors is almost negligible.

Equation (1) illustrates the total power consumption of a device i while (2)
expresses the static power dissipation as the leakage current Igqic and the supply
voltage to the device Vyy. Equation (3) formulates the power consumption during
foo1 switching operations (logic 0— 1 and 1 — 0 transition) per second, where C_
represents the sum of the intrinsic capacitance (junction capacitance and other
parasitic capacitances) and the extrinsic load capacitance (due to the wires and
connecting gate) of the device [45].

It is clear from (3) that higher throughput from a device leads to more frequent
signal transitions and results in increased power dissipation. There is always
a trade off between the power dissipation and area of silicon used (and hence
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costs) as use of parallel architectures can reduce the power consumption by
reducing the rate of switching components and the supply voltage required.
Reducing the supply voltage alone is not sufficient as this reduces the latency of
the circuit and any security related hardware may not be able to meet timing
constraints or performance constraints. Use of parallelism allows the trade off of
silicon area for power. Design methodologies for reducing power consumption in
CMOS logic are an active area of research and the reader is referred to [46] for
more details.

Pi = P;_gaiic + Pi_switching \\ (1)

Pi_gatic = IsaticVad w 2
2

Pi_switching= CLVad foo1 W 3)

However, read range might not be a concern in certain applications and thus it
is difficult to set a bound on the required power level, except to state that it should
not exceed the power required by the tag during the writing of data to the memory
as this is the most power consuming task a low cost tag is likely to perform. In
addition, requiring more power would imply that a tag in its current position of
being just able to operate (as it can be read by an interrogator) may not be able to
complete a security related function, causing that operation to fail. This failure
may expose or lead to vulnerabilities in the security mechanism. Hence power
consumption is an issue that needs to be carefully considered.

Security mechanisms and communication protocols also need to be carefully
designed to avoid leaving the label in a vulnerable state during sudden loss of
power or interruptions to communications. It is also important for security
mechanisms to take into account the more powerful signal strength of the forward
channel (reader to label transmissions), which can be detected hundreds of meters
away, compared to the tag to reader communication channel which can be
received from no greater than 20 m using highly sensitive receivers.

The sections above have considered the nature of low cost RFID systems, its
various vulnerabilities and the unique set of challenges to providing cryptographic
solutions to alleviate these vulnerabilities. There are various solutions published in
literature to address the weaknesses outlined in Section 3. The following section
provides a survey of published solutions for addressing various privacy and
security concerns related to low cost RFID systems.

9 A Survey of Solutions

Section 7 considered the subject of cryptography in a general perspective and
introduced concepts that will be useful in the discussion of security mechanisms
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for RFID. The following sections consider cryptographic primitives, protocols and
security schemes proposed for low cost RFID systems.

It is important to note here that, in addition to the possible vulnerabilities dis-
cussed in Section 3, there will be specific attacks on any cryptosystem or protocol
employed by a security mechanism used to provide security. These attacks are a
result of certain weaknesses in the cryptographic scheme or are due to certain
flaws that may have entered into the protocol employed in the security mechan-
ism. A description and examples of such attacks can be found in [33, 41].

The following sections detail more recent developments addressing the issue of
security and privacy for resource intensive environments.

9.1 Cryptographic Hash Functions

There have been a number of security schemes outlined in [44,47]. A proposed
scheme for controlling access to a label uses the difficulty of inverting a one-way
hash function [44]. This mechanism, called the ‘hash-lock scheme,’ is based on a
hash value generated from a random message sent to a tag for locking a tag. Until
the tag is unlocked the tag only responds with the hash value stored on the tag
called the MetalD. The tag can only be unlocked by an authorized reader by
sending the original random message to the label, where it is hashed and compared
with that stored on the label’s memory.

The primary flaw in this approach lies in the fact that a successful discovery of
a MetalD and a label ID pair will allow an adversary to engage in a cloning attack.
The hash locking method requires the implementation of a suitable hash function
and the appropriate logic to implement the details of a communication protocol.
The greatest challenge lies in the successful implementation of a hardware effi-
cient hash algorithm on the label IC. Since any reader can obtain the MetalDs
from labels, this scheme does not solve the problem of location privacy violations.
The scheme is also susceptible to man-in-the-middle attacks since an adversary
can query a label, obtain its MetalD, retransmit the value to a reader, and later un-
lock the label with the reader response.

However, the hash based access control can be extended to provide access
control to multiple users, or control access to label functionalities such as write
access. It is also possible to allow a third party to process labeled items using the
MetalDs and a database lookup scheme without having to unlock the labels.
However, it should be noted here that any system that will function using the
MetalDs alone will suffer from the same security flaws as an unprotected label
since the MetalD will act as a unique identifier (similar to an EPC on an
unprotected label).

Randomised access control is another variation of the above scheme described
in [44,47]; with the difference to the previous scheme being that a tag always
replies with a random MetalD. However, the randomized hash lock scheme has
similar flaws and difficulties. The emphasis is placed on removing the predictable
nature of the label responses to reader interrogations. A detailed description of this
scheme can be found in [44].
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Readers are still susceptible to replay attacks. An adversary only needs to ob-
tain a label response and the corresponding reader response to create a fake label.
An important consideration in this scheme is the number of labels that can be suc-
cessfully supported, since a large number of labels will cause increasing proces-
sing delays at the back end database systems when performing brute force search-
es of databases to obtain the matching tag ID for a given MetalD. It is also not
known whether keyed pseudorandom number functions required to implement the
scheme are a more efficient hardware implementation than a symmetric key en-
cryption such as a hash function. The hardware complexity of keyed pseudoran-
dom number functions is still an active area of research.

Analysis of the random hash lock scheme in [44, 47] provided in [48] has also
concluded that location privacy is only ensured in the scheme if an adversary
cannot tamper with the tag to obtain the static tag identifier (such as the EPC).

The ‘K-steps ID matching scheme’ in [49] has outlined a method that utilizes
representation of N tags on the N leaves of a tree of depth K where traversing the
nodes of the tree down to the leaves yields the unique label identifier. This method
allows to reduce the algorithmic complexity of searching a backend database from
O(n) to O(log n) where n is the number of tag identifiers stored in the database.
The hash locking method requires the implementation of a suitable hash function
and the appropriate logic to implement the details of a communication protocol.
The greatest challenge lies in the successful creation of a hardware efficient hash
algorithm. However, it has been shown in [50] that implementations of hash lock
schemes are generally not cheaper than symmetric key encryption schemes using
an AES and a SHA-1 implementation as an example of a symmetric key encrypt-
ion scheme and a hash scheme, respectively.

9.2 Cellular Automata

The theory of Cellular Automata (CA) [51] developed by Wolfram has been used
to develop a number of different cryptographic systems. Cellular Hash (CH) [52]
is one such outcome and there is a rich variety of inexpensive encryption
mechanisms developed based on the chaotic nature of CA systems [53,54]. CA
may be built out of a feedback shift register and a single pair of gates providing
a compact solution for low cost RFID. In addition, CA based hashes scale well as
the size of the hash digest increases but CA hashes require many parallel
calculations and thus they may impose considerable demands on a tag’s available
power. However, it is possible to perform CA operations in series but that will be
at the expense of RFID system performance.

The CA cryptosystem encountered in CAC [54], while being promising, has
been shown to be vulnerable to differential cryptanalysis or has been shown to form
an affine group [55]. However, the estimated size of the un-optimized pre-layout
area is about 4.25 sq. mm, which is far bigger than a typical RFID silicon design,
which is about 0.25 sq. mm. Even if optimization halves the design, the silicon cost
is too high for a low cost RFID chip. Nevertheless, improvements and a scaling
down of the design may be possible since the analyzed design was for a 128 bit key.
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The use of CA generators in the formulation of stream ciphers has also been
proven to be insecure. It was shown in [56] that the output of a CA generator is
identical to the output of a LFSR and hence CA systems are as insecure as LESR
based systems.

9.3 Linear and Non Linear Feedback Shift Registers

While LFSRs are capable of generating pseudorandom sequences they are
insecure due to certain non random properties. Part of the problem is the linearity
of the bit sequence which makes them of little use for encryption. Even in the
event that the internal structure of the LSFR scheme is kept secret, an attacker
only requires 2n output bits of the generator to determine the entire output
sequence of a LSFR of length n [57, 58].

Use of non linear feed back shift (NLFSR) registers to design a hash by using
a complicated feed back function is a possibility, since a shift register implementa-
tion does not require complex hardware. However an important consideration
should be whether the additional cost of a NLFSR provides an adequate level of
security, considering the vulnerabilities of various non linear feedback shift regis-
ter based schemes in literature [33,41, 42].

9.4 Message Authentication Codes

The use of Message Authentication Codes (MACs) has been discussed in previous
literature. Takaragi [4] and his team of researchers have been the first to make an
RFID chip (u-chip) equipped with a MAC commercially available. The chip
manufactured using a 0.18 micron CMOS technology occupies less than 0.25 mm?
of silicon wafer, placing the IC in the low cost end of the RFID labels.

The MAC implementation adopts a very simple approach. The security of the
p-chip relies on a 128 bit ID stored permanently on the chip at manufacturing time.
This ID is a concatenation of a previously encrypted MAC and chip data, the
MAC being derived by encrypting a portion of the data using a hash function and
a secret key, where the secret key is known to the manufacturer and the client.
This mechanism does raise the difficulty level for forgers as the process of
eavesdropping and creation of fake labels is made more complex. However it does
not provide privacy as the ID code embedded in the chip will breach anonymity
and location privacy. There is also the risk of the key, which is common to many
labels, becoming known.

9.5 NTRU

The NTRU cipher appeared in 1995 [59]. NTRU is based on the Closest Vector
Problem which involves finding the closest vector given a lattice L, and a target
vector y [41]. It is similar to the knapsack problem. A lattice is defined as “the set
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of intersection points of a regular (but not necessarily orthogonal) n-dimensional
grid”. This is an NP-Hard problem where there is no known algorithm for solving
it in polynomial time [60].

There are several cryptosystems based on this problem [61, 62], but they have
not gained in popularity due the excessive size of the keys needed to provide
security comparable with other public key cryptosystems. The main advantages of
NTRU are that it requires moderate resources and it is a faster operating algo-
rithm. However, it is difficult to make accurate comparisons with other algo-
rithms, as NTRU depends on many parameters that govern its behavior. Early re-
search indicates that NTRU is generally faster, relatively easier to implement both
in hardware and software than other public key cryptosystems such as RSA, and
needs only a modest size memory [59]. Its simple implementation and limited
demand on memory have already proven its relevance in RFID applications [63].

Nonetheless, NTRU is susceptible to brute force attacks and multiple message
transmissions [59]. A more detailed treatment of attacks on NTRU can be found in
[60]. In addition, NTRU has a relatively large message expansion. Encrypted mes-
sages are almost twice the length of the plain text messages. This may not be
a pressing concern as RFID messages are not of very long length.

9.6 Tiny Encryption Algorithm

TEA is an encryption algorithm designed for simplicity and ease of implementa-
tion. The encryption algorithm is based on the Feistel cipher [33] and a large num-
ber of iterations to gain security without compromising simplicity. A description
of the algorithm is provided in [64].

TEA can be effortlessly translated into any language as long as ‘exclusive or’ is
an available operation. A hardware implementation of the algorithm is stated to
have the same complexity as DES [64]. Despite its simplicity and the ease of im-
plementation, TEA is a relatively recent invention and the level of security or its
vulnerability to attacks is still not very clear.

9.7 Scalable Encryption Algorithm

The authors in [65] have noted that resource constrained encryption using
symmetric cryptography does not have a long history. They cite TEA above and
indicate the vulnerabilities of TEA to linear and differential cryptanalysis attacks.
SEA (Scalable Encryption Algorithm) is a scalable encryption algorithm for
small embedded applications [65]. Typical performances of the SEA algorithm on
encryption and decryption using a 128 bit key and 1 MHz 8-bit RISC processors
can be undertaken in a few milliseconds, using a few hundred bytes of ROM [65].
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9.8 Re-encryption

In [43] an unorthodox re-encryption mechanism is proposed for providing privacy
and security protection to banknotes embedded with RFID labels. In a traditional
setting, the entity conducting the re-encryption will not be aware of the plaintext.
However, in the re-encryption scheme discussed in [43], the plaintext is known to
the entity performing the re-encryption. The scheme is elaborate and the details
are complicated, thus, only an overview of the scheme is given below.

The security of the mechanism is based on the ciphertext created by encrypting
the digital signature stored on the RFID chip by a central bank authority, the serial
number of the bank note and a random number. The authenticity of the banknote
can be verified by comparing the ciphertext stored on the banknote to the
ciphertext obtained by encrypting the digital signature, the serial number, and the
random number using a public key stored on an RFID reader. A match indicates
an authentic banknote. Figure 6 provides an overview of the data placed on each
banknote. In addition, an access control mechanism prevents the data on an RFID
label from being read without making optical contact first. This prevents remote
alteration and interrogation of an RFID label’s memory contents.

Data on RF label Optically encoded data on
banknote
Ciphertext Serial Number
Random number Digital Signature

Fig. 6 Data on a banknote.

The significant privacy and security achievements outlined include consumer
privacy (tracing of individuals or banknotes is only possible with the use of a key),
forgery resistance, fraud detection and tamper resistance. In contrast with the afore-
mentioned mechanisms outlined in Section 9.1, the primary significance of the re-
encryption mechanism is that a banknote is not in possession of any secret keys and
the RFID label is not required to perform any resource intensive operations. The
encryption engines and secret keys have been shifted away from the RFID label to
more secure locations, such as the readers and the central bank authority.

Despite the inventiveness of the re-encryption scheme, the significant drawback
is the adequacy of the information obtainable from a banknote to create fraudulent
banknotes. The digital signature is not verified during a transaction; hence, the
fake banknotes can be created with ciphertext obtained from a collection of belive-
able serial numbers. Other shortcomings that might be exploited by a resourceful
adversary are provided in [43].
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9.9 Lightweight Cryptography

Lightweight cryptography is a branch of cryptography that aims to develop fast
and efficient cryptographic mechanisms for resource constrained environments.
Hence this branch of cryptography has been the most promising avenue to
generate secure cryptographic solutions to low cost RFID systems. Several
lightweight cryptographic models relevant to RFID are summarized below.

Building cost effective cryptographic hardware for RFID is still not a reality.
Although certain advances have been made towards the development of hardware
optimized encryption engines in [66, 67, 68], they still present a performance hin-
drance and an expensive solution to current RFID systems.

Lightweight Hardware

The process of developing or optimizing the existing hardware of security mech-
anisms has been an active area of research with respect to smart card processors.
However, there has recently been some focus on more resource-constrained en-
vironments such as low cost RFID ICs. There have been a number of advances
towards developing such low cost hardware [66,67,69,70]. Elliptic Curve
Cryptography (ECC) has presented itself as a public key cryptosystems for RFID
[68] due to the smaller key sizes required to provide an adequate level of computa-
tional security. A relatively low cost implementation of an ECC processor suitable
for RFID can be found in [71].

Lightweight Protocols
Building on prior work, Hopper and Blum have suggested two shared-key authen-
tication protocols, HB and HB + protocols [72]. HB protocol is proven secure
against a passive (eavesdropping) adversary. The HB + protocol is proven secure
against active attacks. Security of these protocols are based on the conjectured
hardness of the “learning parity with noise” (LPN) problem. Their extremely low
computational overhead makes them very suitable for low power, bandwidth and
low cost devices such as RFID. In [73] it has been proven that the security of these
protocols only holds for sequential executions and the question of whether the se-
curity also holds in the case of parallel or concurrent executions is explicitly left
open.

Katz and Shin [74] suggest that, in addition to guaranteeing security against
a stronger class of adversaries, a confirmation of the security in parallel and con-
current operations would allow the HB + protocol to be parallelized. This would
also reduce substantially its round complexity. Katz and Shin prove the security
above. They also suggest simpler security proofs for these protocols which are
more complete. In effect they also explicitly address the dependence of the sound-
ness error and the number of iterations.

An improved version of the HB + developed by [75] is analyzed in [76] where
a number of improvements have been made against various vulnerabilities out-
lined in [75]. HB + +[77] is a modified version of the HB + protocol designed to
thwart a wider adversarial attack in [78].
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9.10 Minimalist Cryptography

The formulation of mechanisms to achieve security and/or privacy objectives
under the constraints presented by low cost RFID systems to real-world tags using
a weak, but perhaps a realistic, security model form the basis for minimalist crypt-

ography.

9.10.1 Pseudonyms

An early version of minimalist cryptography was proposed in [79] where a list of
randomly generated tag identifiers was used on a tag. On querying a tag, a reader
is able to hash the response and access tag related data on a secure hash table. The
idea of using completely random EPCs and an outline of such a scheme was given
in [79]. A similar version was also published in [80] with a minimalist security
model and accompanying protocols for low-cost tags. The proposed method has
every tag containing a collection of pseudonyms; it releases these pseudonyms on
each interrogator query. Both schemes have left open the possibility for a valid
reader to renew the list of pseudonyms on a tag.

The use of pseudonyms in [80] is based on the assumption that the intruder
only comes into the scanning range of a tag on a periodic basis, as a complete
analysis of the limited number of pseudonyms will allow the identification of the
tag. The security model is also based on the underlying assumption that the tags
release their data at a limited rate [80]. The minimalist model sets an upper limit
on the number of times an intruder or an adversary can scan a given tag or try to
spoof a valid reader.

9.10.2 One Time Pads and Random Numbers

In addition to the schemes presented above, there are many security schemes in
the patent literature. Information security is a secretive realm, with many holding
firmly onto their intellectual property with a whole array of patents. It is the nature
of the beast.

Most methods outlined in patent literature are too complicated for low cost
RFID. However, [81] demonstrates a very simplistic approach. The patented
scheme relies on a simple one-time pad concept, where the intended application is
that of bank notes. The scheme involves the recording of a random number,
a time, and a date stamp on an RFID label of a bank note on release of the note for
circulation. The bank note keeps a track of the number of times it has been
scanned and this number is used as part of its authentication process. When a bank
note is read by a bank teller, the random number, date, time stamp and the number
of scans are sent to a central bank computer to verify the authenticity of the note
based on comparing the same information securely stored on the computer.

This scheme is subject to imitation, simply because the label can not be trusted
as a secure place of storage for valuable information because bank notes provide
adequate incentives for a physical attack on the RFID label.

A different application of one-time pads can be found in another patent [82]. In
the novel scheme, labels are equipped with a small rewritable memory. Prior to
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the release of a label, a set of random numbers (authentication keys) generated by
a completely random physical process is stored into the label along with a label
ID. A back end database stores a copy of the random codes and the associated
label IDs.

The label ID may be read from the label during an interrogation. The ID pro-
vides knowledge of the label being authenticated by the reader by consulting the
relevant records in the secure back end database. In consultation with the database,
the interrogator may transmit one or more of the random numbers stored in the
database. One of the numbers should match a series of random numbers stored on
the label. If a match occurs, the label responds with a return authentication code
known exclusively to the database and increments a counter to select a set of new
random numbers for the next authentication procedure. An identical counter that
determines which of several authentication numbers is next in force is increment-
ed at the database to synchronize the database entries with that of the label.

Hence, the above mechanism prevents an eavesdropper from obtaining any in-
formation regarding the next correct authentication key, or the next label authenti-
cation response. The only available information to an eavesdropper is an apparent
burst of random numbers.

In the event of an unauthorized reader, the label will not respond unless the
reader knows the next random number expected by the label. In case a counterfeit
label is interrogated, the label may respond with a random number but the interro-
gator will fail to find a match, and thus detect the counterfeit.

Nevertheless, this scheme still leaves the possibility of a physical attack where
the contents of the label may be discovered. However, in the worst case, this infor-
mation cannot be used to counterfeit labels in massive quantities as the set of au-
thentication keys and authentication responses are all different and completely
random on each individual label.

9.11 Exploiting Noise

RFID systems are based on limited computing power and are not suitable for
public key cryptography. Hence a protocol with low computation burden is out-
lined in [83].The protocol in [83] takes advantage of signal noise on a communica-
tion channel to secretly exchange a key in the presence of an eavesdropper.

An alternative proposal was presented in [84]. Similar to the blocker tags [85],
the special tag in this proposal is named as the noisy tag. Noisy tags are owned by
a reader’s manager and set out within a reader’s field. They are regular RFID tags
that generate noise on the communication channel between the reader and the
queried tag. This is done in such a manner that the intruder or eavesdropper cannot
differentiate the messages sent by the queried tag and those sent by the noisy tags.
Hence the intruder is unable to identify the secret bits that are sent to the reader.
Afterwards, the secret shared by the reader and the tag can be used to launch a se-
cure channel in order to protect communications against eavesdroppers. In add-
ition, the tag’s identifier can be refreshed by exclusively-or’ing the new identifier
with the exchanged secret [84].
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9.12 Radio Fingerprinting

If tags have distinct “radio fingerprints” that are difficult to reproduce, then these
fingerprints, on their own, could help strengthen device authentication [149]. This
technique, while sound in theory, is not a practicable avenue because obtaining
such a radio fingerprint is expensive and difficult.

9.13 Distance Implied Distrust

This scheme is based on the assumption that an unauthorized reader attempting to
read a tag will generally be more physically distant from the tags than a legitimate
reader. The latter assumption is based on the realization that a closer and more
visible reader will draw greater investigation by tag owners or tag bearers. Thus, the
measurement of distance of a reader to a tag is proposed as a measure of trust [87].

9.14 Authentication Protocols

The YA-TRAP protocol proposed in [88], based on [89], provides location privacy
and allows the authentication of the tag by using monotonically increasing time-
stamps stored on the tag which are in synchronicity with timestamps on a secure
backend database. This protocol requires the implementation of an iterated keyed
hash function on the tag. However, the proposal is vulnerable to a DoS attack initi-
ated by desynchronizing the timestamp between the tag and the backend databases.
Nevertheless by using hash tables that are pre-computed, the search time required
for correlating a tag response is reduced to an O(/) operation which requires less
workload than the randomized hash lock scheme outlined in Section 9.1.

Another version of the YA-TRAP protocol in [90] also addresses some of the
weaknesses in [88] albeit at the cost of increasing the workload of backend
systems.

10 Conclusion

Despite the vast array of RFID systems, those that are within the low cost
spectrum pose the greatest threat due to the possibility of wide scale deployment
and inherent constraints that place limitations on the number of possible solutions.
This paper has introduced in detail systems characterized as low cost RFID
systems and identified numerous vulnerabilities of low cost RFID systems
operating under the UHF EPCglobal air interface protocol. These vulnerabilities
lead to both security and privacy related issues. Addressing these issues requires
implementing various security and privacy objectives. Providing services to
achieve those objectives traditionally requires the implementation of various
cryptographic primitives.
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However, low cost RFID, due to its resource intensive environment, presents
a number of difficult challenges to more robust cryptographic mechanisms with
a high level of security. Most of these robust cryptographic mechanisms are too
area or power hungry to fit well within the limitations of RFID systems, and much
of the encryption hardware available is for smart card technology. Even though
the solutions can be applied directly to RFID, the main obstacle is that smart card
processors are much more powerful than a typical RFID label consisting of only
200 — 4000 gates. Thus, the solutions are not portable to an RFID platform if we
expect the cost of the secure labels to remain below the 5 cents mark.

It is also clear from the discussion on the level of security that all security
system designers aim to develop a system where the only possible means of attack
is by way of an exhaustive search. Such a system will then have a computational
security determined by the size of its key space. Thus any security system con-
sidered must surely have a large enough key space to ensure security, especially
considering the fact that CPUs used in personal computers in this century have
benchmark performances rated in terms of teraflops (floating point operations per
second).

Considering Moore’s Law, cryptographic solutions that seem too expensive for
low cost RFID may become the solutions in the future. However, it is not possible
to wait for a future time frame while the deployment of RFID systems is taking
place around the world. Since advances in cryptography are slow to arise, due to
the time taken to scrutinize new mechanisms and find faults, the best option might
be to fall back on simple and proven techniques, such as those presented in min-
imalist encryption and lightweight cryptography.

The survey of various research efforts to address the security and privacy issues
provides an insight into current developments in the area of security for resource
intensive, low computation capable devices.

It is important to recognize that the resource limitation of low cost labels
suggests that the simplicity of small one-time pads, which involve one or more
small shared secrets between a label and an interrogator, and relatively simple
chip implementations, should also be considered and must not be discounted.
Some of the concerns arising from privacy and security may also be removed by
occasional use of shielded electromagnetic communications between the label and
the reader system.

There are unique opportunities within the label class hierarchy to develop
various schemes for meeting the security and privacy levels expected by labels be-
longing to their respective classes. This opens the gate to a vast number of re-
search avenues that could be pursued with regard to providing both security and
privacy to low cost RFID systems.

It must be realized that security will come in many flavors and strengths, but
‘low cost’ implies that we find mechanisms that are ‘good enough’ and are deter-
rents, rather than mechanisms that are impossible to crack.

Perfect secrecy is a fine mathematical concept; in reality, there will always be
a human element that is difficult to quantify into any mathematical formulation.
Thus, it is practically impossible to have a perfectly secure system. Once this is
understood, it is possible to move onto addressing realistic security and privacy
issues overshadowing RFID.
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Abstract. More than half a century after its inception, radiofrequency identification (RFID) tech-
nologies are finally living up to their long promised capabilities. They are being rewarded with
pervasive deployments in closed loop applications and the initial deployments in the even more
pervasive open loop supply chain management applications. By providing accurate, real-time,
human out-of-the loop asset and product monitoring throughout the world’s supply chains, RFID
technologies are beginning to improve the efficiency and security of these chains. The use of
RFID technologies in these open loop supply chains is still in its infancy with all of the learning
and growing pains that the introduction of a new technology entails. Security is of paramount
importance in the deployment of RFID systems, particularly when they are being deployed, in
part, to enhance the security of the supply chains. It is therefore appropriate that we examine now
the potential security vulnerabilities inherent in the RFID systems currently being deployed in
the supply chains of the world. Instead of covering the expansive RFID security landscape in this
paper, we focus on the security vulnerabilities in the use of the data retrieved from an RFID tag.
We conclude that the data stored on an RFID tag provides no more a security vulnerability to
a system than any other manner of importing data into that system. Furthermore, the limited and
highly structured nature of the data stored on the license plate RFID tags being used for supply
chain management eliminates the potential for any security vulnerability due to the use of the tag
data in a competent system.

1 Introduction

Radio frequency identification (RFID) technologies are rapidly becoming ubiqui-
tous for product identification as businesses seek to improve supply chain oper-
ations and respond to mandates from key customers. As with the introduction of
any new technology into an application, the use of RFID technologies to improve
supply chain management, among the many applications currently adopting RFID
technologies, creates new security and privacy issues that must be addressed to en-
sure the successful integration of the technologies.

RFID is a form of enabling technology that enables machines to collect infor-
mation through sensors. Warehouses will sense whether they become low on stock
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or, perhaps, overstocked. Luggage will be routed automatically from airport to
airport. Healthcare, libraries and many other institutions will be all influenced if
not changed by RFID. The benefits are potentially immense, but so are the poten-
tial security vulnerabilities, if the RFID systems are not designed properly.

One of the hotly debated issues currently is the ability of RFID tags to transmit
computer viruses. No viruses targeting RFID technology has been released live as
yet, but RFID systems have several characteristics that could be engineered to ex-
ploit vulnerabilities in the system and its back-end databases.

A hypothetical situation could be that a virus attack might start with a single
RFID tag carrying evil data, read by a reader with a particular form of vulnerabil-
ity. When that reader scans that tag, the readers bug would be triggered, causing
the reader to execute a command specified by that tag. The command would re-
configure the reader to make it write copies of the evil data onto tags that it saw in
the future. This would spread the evil data onto more tags. When any of those tags
come in contact with the vulnerable reader, that reader would be infected, turning
it into a factory for making more infected tags. The infection would spread from
readers to new tags, and from tags to new readers. Before long many tags and
readers would be infected.

The real potential vulnerability with the use of RFID tag data is how the data is
used and what data “cleaning” is performed on the data before it is used. Poorly
designed database systems are vulnerable to attack (both intentional and
unintentional) regardless of where the data comes from. Data is used not just in
the reader, which will have very limited use of the data collected, but in the infor-
mation systems supporting the data. That information system is the target of any
virus. The security vulnerabilities due to poor software architecture or implemen-
tation are distinctively different from inherent security vulnerabilities in the use of
data. For example the use of a simple identifier as a pointer or a key into a data-
base has no inherent security vulnerabilities in its use, but a poorly formed SQL
substitution query is an implementation security vulnerability.

In this paper we focus on vulnerabilities due to the use of data retrieved from an
RFID tag. An RFID tag is an unsecured and untrusted database. All data retrieved
from it should be treated as such until sufficient confidence is gained that the data
is accurate. In the software design, care must always be taken to ensure that data
does not unintentionally cause problems. Failure to protect against unintentional
malware creates security vulnerabilities that malware may take advantage of.

The paper is divided into four sections. The Code Injection scenario and
approaches to manage its effects are discussed in the first section. In the second
section we talk about Buffer Overflow in the context of RFID systems and reader
design. Next section details the Denial of Service (DoS) attack on RFID systems.
Finally the last section explains and reviews some final thoughts on how to miti-
gate the effect of these vulnerabilities.
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2 Code Injection

2.1 Introduction

Databases form a critical part of RFID systems and are considered the backbone
of RFID automation. An RFID reader interacts with the database through
middleware software. Databases are susceptible to code injection attacks. To dem-
onstrate the plausibility of this scenario, the authors of [1] adopted simple reader
architecture and wrote their own middleware, giving it a common type of bug
called an SQL Injection Vulnerability. They then constructed the precise diabol-
ical data needed to exploit that vulnerability, and demonstrated that it would
spread automatically as described. In light of this demonstration, it is clear that
RFID viruses can exist, if RFID readers have certain types of bugs.

Structured Query Language (SQL) is a textual language used to interact with
relational databases. SQL Injection occurs when an attacker is able to insert a ser-
ies of SQL statements into a ‘query’ command by manipulating data input into an
application. This type of attack can be carried out using any number of computer
programming languages [2], [3].

2.2 Implementing an SQL attack

As an example one can corrupt a query operation by providing, while a query is
being assembled, a response string containing special characters such as<>"; &,
etc, so that the effects of the query is modified. For example an original statement
may be ignored and a new malicious statement introduced.

SQL injection occurs when an attacker is able to insert a series of SQL
statements into a ‘query’ by manipulating data inputs into an application. Follow-
ing is a typical SQL query statement.

select username, password from users where username = ‘joe’;

This statement will retrieve the ‘username’ and the ‘password’ columns from
the ‘users’ table, displaying the rows in the table where username is equal to joe.
An important point to note here is that the string literal ‘joe’ is delimited using
single quotes. Assuming that the username field is being supplied by user input, an
attacker might be able to inject some SQL statement into this query by inputting
values into the application like:

username: ‘joe’;drop table—
The query string now becomes:

select username, password from users where username = ‘joe’;drop table--;
When database attempts to run this query, it will return an

erTor:

ERROR 1064: You have an error in your

SQL syntax near ‘joe’
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The reason for this is that the insertion of a single quote character breaks out
the single quote delimited data. The database then tries to execute the next
statement ‘drop table’, which results in the ‘users’ table being deleted. This makes
the RFID systems OR database vulnerable to code injection viruses.

2.3 Summary

Using SQL code injection, tags could be employed to instigate a number of
malicious attacks on the databases and middleware used in an RFID network,
including buffer overflow and SQL injection, and even open a back door to the
RFID application server. The authors in [1] wrote a poly-morpheus virus and used
it to demonstrate the virus propagation within an RFID system. Their virus is
based on SQL code injection. They used off-the-shelf commercially available
equipment and software, but have developed their own middleware. The attacks
can come in the form of an SQL injection, even though the tags themselves may
only store a small bit of information, the paper said.

SQL injection attacks are possible because the SQL language contains a num-
ber of features that make it quite powerful and flexible, namely: the ability to
embed comments in a SQL statement using a pair of hyphens; the ability to string
multiple SQL statements together and to execute them in a batch, and the ability to
use SQL to query metadata from a standard set of system tables.

SQL code injection attacks are well known and have been studied for many
years [4], [5]. If one designs an RFID system that is vulnerable to SQL injection
attack, the designer simply may have overlooked the fundamentals of RFID design
features necessary in automatic data collection systems and good relational
database design [4]. In other words, a poorly designed system has many security
vulnerabilities when it comes to entering data, whether it is done capturing RFID
tag information, bar code information or even using a keyboard.

Code injections that target database engines are easily prevented using the
standard well-known protection techniques as described in this paper. Therefore
the chance of this kind of virus spreading through the RFID network is very slim
if the system is well designed.

3 Buffer Overflow

3.1 Introduction

Over the past few years buffer overflow attacks have become a major security
threat to computers[6]. They have accounted for more than 50% of the advisories
issued by CERT [7], demonstrating how serious the issue is. Most of the buffer
overflows aim at forcing the execution of malicious code, mainly in order to pro-
vide a ‘root shell’1 to the user.
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The buffer overflow operating principle is quite simple: malicious instructions
are stored in a buffer, which is overflowed to allow an unexpected use of the pro-
cess, by altering various memory sections. In order to make use of these phenom-
ena an attacker must have an intimate knowledge of the system that he/she is at-
tacking [8].

Buffer overflow attacks aiming at the heap or data segment also pose a threat,
though they are typically harder for an attacker to exploit. In this case an attacker
must find and change some value in the memory that is security critical such
a function pointer, so when the pointer is dereferenced the code of the attacker
will be executed [9].

Technically, buffer overflow is a problem with a program’s internal implemen-
tation [10]. A buffer overflow occurs when you write a set of variables, usually in
form of a string of characters, into a fixed length buffer with a size smaller than
the length of the string. It can occur when reading input from a user into a buffer.

Buffer overflow vulnerability comes in many flavours including stack smashing
and heap smashing attacks. In this section we discuss how buffer overflow can be
used to corrupt the stack. The stack is used to store information regarding function
arguments, local variables, function return address and some information allowing
the stack to be returned to the state before the function call. The stack is based on
a LIFO (Last In, First Out) principle, and grows toward the low memory addresses.

A computer program is a collection of functions, when a function call is made
the processor stores vital information on the stack and then it starts executing the
code in the function by setting the Instruction Pointer register to the memory
address of the function. After reaching the end of the function, the processor
retrieves the return address from the stack, which is the address of the next
instruction to be executed. Now if the stack has been corrupted during the function
call (through buffer overflow), the return address (the address of the instruction to
be executed next) could be any point in the memory. In case of an attack, we place
our executable code, referred to as shell code, in a buffer and then we put the
function return address to point to the buffer we have just modified with our own
code. Therefore the processor will execute our code rather than what it was
intended to do. This is not an easy task, as the function’s return address on the
stack is not known. An attacker has to find this address by trial and error. It is
done by shifting the content of the buffer (a byte at a time) and padding it with
nop instructions until eventually the return address is found. Substantial resources
are available on how to mitigate the effect of buffer overflow [14]. Many contem-
porary compilers come with built in functionality to check for these types of flaw.
This is an active research with many challenges [15], [16].

3.2 RFID reader architecture

A contemporary RFID reader design contains two main processors [11], [12], [13],
a Digital Signal Processor (DSP) and a General Processor (GP). The DSP chip is
responsible for modulation, demodulation, waveform shaping, coding and decod-
ing of RF signal, while the GP is used for general data manipulation, storage, query
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Fig. 1 Architecture of a typical RFID reader.

and networking. The development of this mechanism is one of the right moves
made in the direction of security.

The DSP chip is the main interface between an RFID tag and the rest of the
RFID system. As such any buffer overflow attempts would affect the DSP chip
first. Most of the workstations and home PC run standard pieces of software, such
as MS Windows or UNIX. An attacker can obtain intimate knowledge about the
software run on those platforms because of their popularity and standardization.
Contrary to the PC world, the software run on DSPs (referred to as firmware), are
chip dependent and are different from one chip to another and even from one
revision to the next.

A GP receives its input from the DSP chip. It does that usually by reading data
(afixed length) from the DSP memory. In case of a TI DSP this can be done through
the HPI (Host Port Interface) interface [17]. If the DSP security has been com-
promised by a rogue tag and its software has crashed, this still would not cause
buffer overflow in the GP processor, because the GP only reads a fixed amount of
data from DSP’s memory. In the worst case scenario all it gets is garbage. The
obtained data might not be valid but it cannot cause buffer overflow in GP either.
Therefore buffer overflow attack is only limited to the DSP chip. Considering that
a DSP chip has no control over the main processor and has no access to the network,
it is unlikely to gain control of an RFID system by means of buffer overflow.

Another difficulty in applying a buffer overflow exploit to an RFID system is
that an attacker needs to have an interactive connection to an RFID reader, i.e., re-
ceive feedback from the system, while an RFID reader does not except in excep-
tional case provide feedback to a tag.

A typical EPC tag has 96 bits of memory with an ID number. For such a threat
to be credible, there would have to be more memory, a read-writable tag and an
RFID reader capable of reading and writing to such tags.

3.3 Summary

A buffer overflow occurs when a program or process tries to store more data in
a buffer than it was intended to hold. Buffer overflow can be easily prevented if
the application that stores the data in a buffer does a proper boundary checking to
make sure that the data offered is not larger than the buffer allocated to it.

In case of an RFID reader, the reader knows how many bits of information it is
pulling out of the noise so it always returns data of proper length.
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Also RFID interrogators to comply with the EPC global standards need to be
able to detect rogue tags or rogue software on tags as part of the verification
process of reading them.

In an RFID system, most applications, including the EPC Gen 2, look for spe-
cific kinds of data. Poor reader design might allow the reading of an unrecognized
tag, but a good system will verify that data against pre-defined parameters. If the
incoming information does not satisfy the conditions then it is typically ignored.
This is a common practice among all the applications developed today.

Given the constrains mentioned in this section, and, based on multiple
processor architecture of RFID readers as discussed above, code injection through
buffer overflow using a rogue or customized tag seems very far fetched in an
RFID context. Therefore even if a buffer overflow takes control of an RFID read-
er, the damage would be very limited. The dual DSP/CPU configuration of RFID
readers provides a buffer zone (or a firewall) where buffer overflow on DSP
cannot propagate to the GP, as such it cannot propagate through to RFID network.

4 Denial of Service

A Denial of Service (DoS) attack is designed to causes a loss of service to users,
typically the loss of network connectivity and services by consuming the band-
width of the victim network or overloading the computational resources of the
victim system.

In case of an RFID system, it is possible to perform DoS attack on tags using
cheap store-bought radio transmitters that transmits signal at the operating fre-
quency of the tags. It also is easily possible to cause Tag Confusion. When a tag
receives what it considers an intelligent signal from a reader, it attempts to decode
but then it may find the signal to be an un-correctable error. The tag then generally
resets itself to an error state or reset its circuitry to the initial power-up state.

In order to strengthen security of the EPC Gen 2 protocol[18], the designers
have implemented two fundamental key features. First, the ability to lock a tag so
that only an authorized interrogator can write any data to it, and secondly the use
of encryption, which adds a random number to a tag’s ID and requires the tag and
reader to exchange what it likens to a handshake before they can exchange any
data.

These features make it much harder to introduce a virus into the system using
the methods shown in the aforementioned paper, but they still are vulnerable to the
air interface from an RF jammer. From all the different attacks that can be made
against an RFID system, Denial of Services (DoS) is the easiest one to achieve. As
such tag confusion and reader confusion are two possible methods of attacking
RFID systems. Researchers at university of Adelaide are working actively to
address these issues.

A faulty/noisy tag or any device such as a jammer can cause DoS in a reader. In
such situation the RFID reader creates an immediate error condition that should be
flagged by the middleware to create a high priority ticket for maintainers to raise
an alarm and human intervention can solve the problem.
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5 Conclusion

Protection against viruses is a common process today in computer world. Global
standards and commercial products are created to ensure that there is adequate
data security, much the same way that running current virus software prevents
virus attacks to computers.

The methods showed in this paper are the most common attackers on com-
puters and databases. They are implementation specific as opposed to fundamental
to RFID system. RFID middle-ware designers must be and normally are aware
that they must install, and have already installed, methods to authenticate any data
into their software.

Critical advancements in information processing and logistics made possible by
RFID technology cannot be underestimated. Corporations, government agencies
and consumers will enjoy greater confidence when they select standardized RFID
technology because the associated security issues have been addressed and
resolved by the world’s leading experts.

RFID systems are a collection of tags, middleware, software and database sys-
tems, as well as custom software to bind these elements together. In contrast to PC
desktop every RFID system is unique. Therefore an attacker would need intimate
knowledge of the system’s vulnerabilities (if there exist any) to be able to make
use of them. And even then it can only affect one particular brand of RFID reader.

At the end of the day if some one wants to manipulate the pricing of an item it
can easily be detected by the cashier. The same as when one can peel off a printed
bar code from one item and stick on another item, RFID tags can be misplaced as
well. In case of an RFID tag, there is a possibility that one can change the content
of a tag to represent a different identification code rather than physically switching
the tag. All this happens only in a place where someone tries to cheat the system
and in such situation there always exist a cashier who can check the validity and
correlate the tag id number with the item it is attached on.

So far the only virus propagation/infection method demonstrated relies on the
Buffer Overflows and SQL Code Insertion techniques. As shown in this paper
even the most primitive RFID readers are immune to these kinds of attacks. There-
fore in conclusion we must say that the idea of virus being spread through RFID
tags is very slim, but the denial of service attacks are easily achievable.
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Abstract. There are various solutions expounded upon to address security vulnerabilities and
privacy violations of low cost RFID systems. This paper will formulate a framework for defining
the problem space around low cost RFID systems to enable the engineering of solutions and for
evaluating those solutions for their effectiveness in the contest of networked low cost RFID
systems.

1 Introduction

Achieving security and privacy objectives using cryptographic solutions in low
cost RFID is a challenging but a necessary proposition. Design, analysis and
evaluation of security mechanisms are other challenging aspects due to the lack of
an established evaluation criteria or a clear security model. The following sections
develop simple evaluation criteria for security mechanisms and a simple, yet suffi-
cient model of a low cost RFID system for analysing security mechanisms.

It is important to define certain boundaries and assumptions taking into account
the challenging aspects of implementing cryptographic primitives on low cost
RFID. Implementing mechanisms to address security or privacy otherwise is in-
conceivable. Defining and modelling the problem space will also aid future re-
search in low cost RFID security. Table 1 summarises a set of important character-
istics that needs to be understood and reasonable assumptions that need to be
made prior to implementing any cryptosystems to address the vulnerabilities of
low cost RFID systems outlined in [1, 2].
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Table 1 An outline of low cost RFID system characteristics (Modified from Damith C.
Ranasinghe, Daniel W. Engels, Peter H. Cole “Low cost RFID systems: confronting security and
privacy”, 2005 Auto-ID Labs White Paper Journal Volume 1, © 2005 Auto-ID Labs).

Class of labels Class I and Class II type of labels, (as they are low cost RFID labels)

Unique identifier ~ EPC of length 96 — 256 bits. As defined in by EPCglobal in their tag data
specification standard.

Read range 3 m -5 m for UHF and 200 — 500 mm for HF operation under FCC
regulations.

Label reads per 200 — 1500 as demanded by end user performance requirements.

second

Hardware cost Current fabrications of Class I labels consist of around 7,000 to 10,000
logic gates while Class II labels may have several thousand more gates.

Power 10s of microwatts, and should not exceed that required for E’PROM

consumption operation, so the tag read range requirements can be maintained.

2 Evaluating Security Measures

While designing cryptographic solutions is challenging it is important to be able to
evaluate security measures devised to ensure that various goals outlined in
Table 2, suggested in [1] for providing security and privacy, are satisfied while
meeting expected performance levels and costs. Table 2 outlines a security evalu-
ation matrix to appraise the suitability of various mechanisms for providing secur-
ity and privacy to low cost RFID and various applications constructed around low
cost RFID technology.

Table 2 Criteria for evaluating security mechanisms.

Achieved Security Confidentiality

Objectives Message content security
Tag Authentication
Reader Authentication
Product Authentication

Access control

Availability
Integrity
Achieved Privacy Anonymity
Objectives Untraceability
Cost and Performance Tag implementation cost estimate (gate count estimation)

Estimates Back end resource requirements (online or offline)

Overhead costs (initialization costs, requirements or time)

Time estimate (time to complete a process or hardware
throughput or clock cycles)

Estimation of power consumption (maximum bound)
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2.1 Achieved Security and Privacy Objectives

The definition and description of the security and privacy objectives in Table 2
have been expounded upon in [1]. Therefore, given a solution, it is then possible
to evaluate that solution to analyse the set of security and privacy goals accom-
plished using the matrix in Table 2.

2.2 Evaluating Cost and Performance Objectives

Estimating the cost of security mechanisms, their power consumption and their
performance is vital to assess the suitability of the security mechanism to a net-
worked low cost RFID application. The following sections consider the cost and
performance objectives in Table 2.

2.2.1 Tag Implementation Cost

Evaluating the tag cost of a security measure generally refers to the cost implica-
tion for its implementation on a tag IC measured in terms of the silicon area re-
quired for fabrication. It is generally both expensive and complex to carry out such
a physical implementation, and an estimate may be found by implementing the
hardware required on a FPGA (Field Programmable Gate Array). Alternatively, it
may be possible to evaluate the cost of an IC in terms of the number of gates re-
quired for its implementation.

One NAND gate is considered to have a unit area in CMOS standard cell based
hardware and it is common to express the area evaluation in terms of the number
of gates (NAND) required. Implementing a NAND gate in hardware requires at
least four FETs. Typical cost estimations in terms of the gate count are given in
Table 3.

When referring to the cost of a tag, for security purposes the associated cost im-
plied is the cost of the digital components required to implement the security measure

Table 3 Cost estimation guide for cryptographic hardware based on static CMOS designs.

Functional Block Cost (gate count equivalent)
2 input NAND gate 1

2 input XOR gate 2.5

INV (Inverter) 0.5

2 input AND gate 2.5

FF (Flip Flop) 12

D latch 2

2-1 MUX 5

n-bit LFSR nx12

n-byte RAM nx12

HA (Half Adder) 1 XOR +1 AND

FA (Full Adder) 3 AND +2 OR +2 XOR
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on chip. Inrespect to the cost constraints placed on these labels and taking the current
cost of fabricating a transistor to be 1/ 1000" of a US cent, the low cost labels can be
expected to have 2000 — 5000 gates available for security purposes, although the
number of gates available is expected to increase over the years as manufacturing
techniques and processes improve or as RFID IC manufacturing begins to fill the
excess capacity of obsolete processes that are still in operation. Overhead costs will
be reflected in the performance of the system.

2.2.2 Backend Resources and Overhead Costs

It is generally difficult to implement a security mechanism without the aid of proxy
systems or secure backend system for storing secret information such as keys. Se-
curity mechanisms of this kind require online and real time access to secure resour-
ces. The monetary and time cost of implementing such a mechanism must be ac-
counted for in the evaluation process. Timing constraints placed on RFID security
mechanisms may require expensive database system implementations and expen-
sive networking infrastructure. However, it may be possible to design a security
mechanism that performs its operations off-line (that without requiring online ac-
cess to secure resources). Hence backend resource costs can be generally expressed
as those requiring online access or those that can be performed off-line.

Overhead costs may result from the need for initializing tags with secure infor-
mation, or the need for performing some operations prior to their use or period-
ically during their use. For instance a security mechanism may require the replen-
ishment of secret keys on a tag.

2.2.3  Power Consumption

Any security mechanism design will eventually involve an IC implementation.
Currently, static CMOS is the choice of most digital circuit designs built for low
power consumption and robustness. Hence, it is appropriate to consider power
consumption analysis based on an implementation using static CMOS technology.
However a drawback of this technology is the extra silicon area required for im-
plementing logic compared to dynamic CMOS.

An important aspect of the design process and the establishment of its suitabil-
ity is to ensure that the power dissipation of the integrated circuits do not exceed
that outlined in Table 1. There are several techniques for measuring power con-
sumption [3, 4] and most methods rely on simulation techniques based on various
models using simulation tools such as HSPICE [5].

While the use of direct methods to measure power dissipation may be possible
a simple method for estimating the dynamic power dissipation is based on formu-
lating the power loss during the charging and discharging of capacitances.
Equation (1) models the power dissipation of a node that may consist of a number
of logic gates and it is probably most practicable when the logic circuit complexity
is a minimum.

2
P=po1CLV wafax W (0
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In (1), Cy is the output load capacitance along the critical path and pg_,; is the
fraction of time the node makes a power consumption transition (that is a logic
0—1 and 1—0) in a single clock cycle. The combination of pg_,; C, can also be
stated as the average capacitance switched during each clock cycle. In (1), f repre-
sents the clock frequency and Vg is the maximum signal swing, more generally
taken as the operating supply voltage. It is difficult to apply this formula to ICs of
large sizes. However, it is adequate for estimating the power consumption in small
hardware, especially if circuit design tools can be used to evaluate the capacitance
estimates.

2.2.4  Performance

Furthermore, it can be assumed that the time available for a label operation (and
thus, any implementation of a security mechanism that needs to be performed in
real-time) is in the range of 5 — 10 milliseconds considering the performance
criteria of an RFID system that demands a minimum label reading speed of at least
200 labels per second. In accordance with C1G2 protocol, a maximum tag to
reader data transmission rate bound of 640 kbps and a reader to tag data trans-
mission rate bound of 126 kbps, based on equi-probable binary ones and zeros in
the transmission, can be calculated. These data transmission rates can be used to
estimate the execution time of a protocol and hence system performance.

3 Security Model

Given the list of vulnerabilities posed by low cost RFID systems and the unique
nature of the technology, it is natural to consider the nature of adversaries in an
RFID systems context with its various limitations, and to provide a clear security
model. It is important to develop the nature of various adversaries in an RFID sys-
tems context in order to be able to analyse the level of protection provided by vari-
ous security mechanisms and the various circumstances under which the security
mechanism may be deployed to achieve the security and privacy objectives out-
lined in Table 2. A number of ideas modelling possible adversaries and system
models have been published in [6], [7], [8] and [9]. However, analysing the secur-
ity of an RFID security mechanism is still challenging, partly because of a lack of
a universal model or the narrow scope of the models developed.

The following sections develop a simple model of a low cost RFID system and
a number of adversaries with various capabilities and goals.

3.1 Authorised and Legitimate

A discussion regarding security and privacy requires a clear understanding of the
trusted parties. The term “authorised” will be used in relation to readers or interro-
gators who are registered in a given RFID system’s database and are equipped
with the necessary security mechanisms to access secure resources of that system.
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The term “legitimate” will be used in relation to tags that are registered in a given
RFID system’s database as verified by an authorised reader. Given the above con-
cepts of authority and legitimacy, a reader that is not authorised will be referred to
as an “unauthorised” reader while a tag that is not legitimate will be referred to as
a “fraudulent” tag. In the event a legitimate tag is copied to produce a copy that
may for all purposes has the ability to be verified as a legitimate tag, it will be
called a “cloned” tag.

3.2 Tamper Proofing

The long-term security of label contents cannot be guaranteed since these contents
are vulnerable to physical attacks. Tamper proofing to prevent physical attacks is
an expensive option. Hence, it is assumed that labels cannot be trusted to store
long-term secrets such as secret keys that apply to a range of RFID labels, but se-
crets pertinent to an individual label that is unrelated to another label can be con-
sidered to be acceptable, as long as the information obtained is unhelpful in de-
feating the security mechanism of other tags.

3.3 System Model

While RFID systems consists of various components a system model need only be
concerned with interrogators, tags, and the communication channels between
them. The problems involved with securing reader communications with a secure
backend database will not be considered; instead, it is assumed that legitimate
readers have secure connections to backend systems. The general notions of
eavesdropping, as described in [1], can be assumed. In such a context it is clear
that that the forward channel (interrogator to reader) is exposed to undete