Prologue

This text is aimed at an extremely wide range of readers. First and foremost it is

intended for students and engineers who find themselves confronted with RFID technology

for the first time. A few basic chapters are provided for this audience describing

the functionality of RFID technology and the physical and IT-related principles underlying

this field. The text is also intended for practitioners who, as users, wish to or

need to obtain as comprehensive and detailed an overview of the various technologies,

the legal framework or the possible applications of RFID as possible.

Although a wide range of individual articles are now available on this subject, the

task of gathering all this scattered information together when it is needed is a tiresome

and time-consuming one — as researching this text has proved. This text therefore

aims to fill a gap in the range of literature on the subject of RFID. 
This text uses some pictures and diagrams to attempt to give a graphic representation

of RFID technology in the truest sense of the word. Particular emphasis is

placed on the physical principles of RFID, which is why the chapter on this subject is

by far the most comprehensive of the text. However, practical considerations are also

assigned great importance. 

Technological developments in the field of RFID technology are proceeding at such

a pace that although a text like this can explain the general scientific principles it is

not dynamic enough to be able to explore the latest trends regarding the most recent

products on the market and the latest standards and regulations. The basic

concepts and underlying physical principles remain, however, and provide a good

background for understanding the latest developments.
At this point we would also like to express our thanks to those webs which

were kind enough to contribute to the success of this project by providing numerous

technical data sheets, lecture manuscripts, drawings and photographs.

Introduction

RFID, its application, standardisation, and innovation are constantly changing. Its adoption is still relatively new and hence there are many features of the technology that are not well understood by the general populace. Developments in RFID technology continue to yield larger memory capacities, wider reading ranges, and faster processing. It’s highly unlikely that the technology will ultimately replace bar code - even with the inevitable reduction in raw materials coupled with economies of scale, the integrated circuit in an RF tag will never be as cost-effective as a bar code label. However, RFID will continue to grow in its established niches where bar code or other optical technologies aren’t effective. If some standards commonality is achieved, whereby RFID equipment from different manufacturers can be used interchangeably, the market will very likely grow exponentially.

This document tries to set out the basic information about RFID in a simple format that can be understood by everyone. 

What is RFID?

The object of any RFID system is to carry data in suitable transponders, generally known as tags, and to retrieve data, by machine-readable means, at a suitable time and place to satisfy particular application needs. Data within a tag may provide identification for an item in manufacture, goods in transit, a location, the identity of a vehicle, an animal or individual. By including additional data the prospect is provided for supporting applications through item specific information or instructions immediately available on reading the tag. For example, the colour of paint for a car body entering a paint spray area on the production line, the set-up instructions for a flexible manufacturing cell or the manifest to accompany a shipment of goods.

A system requires, in addition to tags, a means of reading or interrogating the tags and some means of communicating the data to a host computer or information management system. A system will also include a facility for entering or programming data into the tags, if this is not undertaken at source by the manufacturer. Quite often an antenna is distinguished as if it were a separate part of an RFID system. While its importance justifies the attention it must be seen as a feature that is present in both readers and tags, essential for the communication between the two.

To understand and appreciate the capabilities of RFID systems it is necessary to consider their constituent parts. It is also necessary to consider the data flow requirements that influence the choice of systems and the practicalities of communicating across the air interface. By considering the system components and their function within the data flow chain it is possible to grasp most of the important issues that influence the effective application of RFID. However, it is useful to begin by briefly considering the manner in which wireless communication is achieved, as the techniques involved have an important bearing upon the design of the system components.
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Automatic Identification (Auto-ID) systems have become commonplace in access

control and security applications, in industries requiring the tracking of products

through the supply chain or manufacturing process, and in industries requiring

the identification of products at the point of sale or point of service. Perhaps the

most widely recognized Auto-ID system is the bar code system developed during

the early 1970’s. More recently, Radio-Frequency Identification (RFID) systems

have begun to find greater use in automatic identification applications. RFID

systems consist of Radio Frequency (RF) tags, or transponders, and RF tag readers,

or transceivers. The transponders themselves typically consist of integrated

circuits connected to an antenna [8]. The use of silicon-based microchips enables

a wide range of functionality to be integrated into the transponder. Typical

functionality ranges from large read/write memories to integrated temperature

sensors to encryption and access control functionality. The transceivers query

the transponders for information stored on them. This information can range

from static identification numbers to user written data to sensory data.

The potential applications for RFID systems are numerous. Consider, for

example, supply chain management applications and the use of EAN-UCC bar

codes. Today, over 5 billion bar codes are scanned daily world-wide [6]. Yet,

most bar codes are scanned only once during the lifetime of the item, namely at

the check out. RFID systems, if strategically deployed, are a single platform on

which a number of supply chain management applications can be simultaneously

implemented, benefiting all parties involved in a commercial transaction: the

manufacturers, the retailers, the users, and even regulatory bodies (such as the

Food and Drug Administration (FDA) in the United States). Automated item

level inventory identification using RFID systems will revolutionize supply chain

management by enabling applications such as automated real-time inventory

monitoring (at the shelf and in the warehouse), automated quality control, and

automatic check-out.

The significant benefits that an inexpensive, open standards-based RFID system

can provide are widely understood and acknowledged. At the same time,

typical low-cost transponders are priced in the range of US$0.50-US$1.00, and

RFID systems lack widely accepted and implemented standards for communication

and functionality, thereby limiting their practical usefulness and keeping

their system costs too high for many applications. In order to achieve significant

item-level penetration within most supply chain applications, transponders will

need to be priced well under US$0.10, and preferably under US$0.05. These cost

targets cannot be achieved without a system-level approach that encompasses

every aspect of the RFID technology, from IC design to RF protocols, from reader

design to back-end data systems, and from IC manufacturing to antenna manufacturing.

The challenge has been to develop a complete open standards-based

system that enables the design and manufacture of low-cost RFID systems.

The Auto-ID Center, an industry sponsored research center with laboratories

at Massachusetts Institute of Technology, USA, Cambridge University, UK, and

the University of Adelaide, AU, has designed, developed, and deployed within

a large-scale field trial an open standards-based system that enables the unique

identification of and retrieval of information on ubiquitously tagged items. The

Center, in conjunction with its sponsors, has also undertaken projects to design

and manufacture open standard low-cost RFID transceivers and transponders

capable of little more than communicating a unique identifier stored within them.

Low-cost transponders enable the tagging and unique identification of virtually

all man-made items.

The commercial availability of low-cost, Auto-ID Center standards-based

RFID systems by mid-2003 has poised these systems to be one of the earliest

and perhaps most explosive opportunities in ubiquitous computing. As these

systems leave the industrial applications and enter our daily lives, privacy and

security related issues will play an increasingly important role in their use and

ubiquity. The purpose of this paper is to explain the technology, the challenges,

and the opportunities ubiquitous RFID systems present to the security and privacy

communities.
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RFID Actually

Potential applications for RFID may be identified in virtually every sector of industry, commerce and services where data is to be collected. The attributes of RFID are complimentary to other data capture technologies and thus able to satisfy particular application requirements that cannot be adequately accommodate by alternative technologies. Principal areas of application for RFID that can be currently identified include: 

· Transportation and logistics 

· Manufacturing and Processing 

· Security 

A range of miscellaneous applications may also be distinguished, some of which are steadily growing in terms of application numbers. They include: 

· Animal tagging 

· Waste management 

· Time and attendance 

· Postal tracking 

· Airline baggage reconciliation 

· Road toll management 

As standards emerge, technology develops still further, and costs reduce considerable growth in terms of application numbers and new areas of application may be expected.

Some of the more prominent specific applications include: 

· Electronic article surveillance - clothing retail outlets being typical. 

· Protection of valuable equipment against theft, unauthorised removal or asset management. 

· Controlled access to vehicles, parking areas and fuel facilities - depot facilities being typical. 

· Automated toll collection for roads and bridges - since the 1980s, electronic Road-Pricing (ERP) systems have been used in Hong Kong. 

· Controlled access of personnel to secure or hazardous locations. 

· Time and attendance - to replace conventional "slot card" time keeping systems. 

· Animal husbandry - for identification in support of individualised feeding programmes. 

· Automatic identification of tools in numerically controlled machines - to facilitate condition monitoring of tools, for use in managing tool usage and minimising waste due to excessive machine tool wear. 

· Identification of product variants and process control in flexible manufacture systems. 

· Sport time recording 

· Electronic monitoring of offenders at home 

· Vehicle anti-theft systems and car immobiliser 

A number of factors influence the suitability of RFID for given applications. The application needs must be carefully determined and examined with respect to the attributes that RFID and other data collection technologies can offer. Where RFID is identified as a contender further considerations have to be made in respect of application environment, from an electromagnetic standpoint, standards, and legislation concerning use of frequencies and power levels.
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Future Research Directions

While this candidate design partially satisfies some desired security properties,

more secure implementations require several developments. One key line of research

is the further development and implementation of low cost cryptographic

primitives. These include hash functions, random number generators and both

symmetric and public key cryptographic functions. Low cost hardware implementations

must minimize circuit area and power consumption without adversely affecting computation time. RFID security may benefit from both improvements

to existing systems and from new designs. More expensive RFID devices already

other symmetric encryption and public key algorithms such as NTRU [10, 13].

Adaptation of these algorithms for the low-cost (US$0.05-0.10), passive RFID

devices should be a reality in a matter of years.

Protocols utilizing these cryptographic primitives must be resilient to power

interruption and fault induction. Compared to smart cards, RFID tags possess

more vulnerabilities to these types of attacks. Protocols must account for disruption

of wireless channels or communication hijack attempts. Tags themselves

must gracefully recover from power loss or communication interruption without

compromising security.

Continually improving technology will steadily blur the line between RFID

devices, smart cards and ubiquitous computers. Research benefiting the security

of RFID devices will help pave the way for a universal, secure ubiquitous computing

system. Developments related to RFID tags and other embedded systems

may all contribute to the creation of a robust and secure infrastructure oppering

many exciting potential applications.

 Conclusions

The effort has been fuelled by the potential economic impact of inexpensive,

ubiquitous item identification in the supply chain. The roadmap towards cheap

tags has been laid out, but like any research effort, uncertainty is a part of

the challenge. Several technology alternatives will need to be tested for each

component of the system before the optimal one is determined. Even after the

first cheap tags have been manufactured, scaling production to the volumes

needed to meet expected demand will be a challenge. It may be years before the

supply meets the enormous demand that a technology of this type is projected

to generate. However, it is these very volumes that make it necessary for the

technology to be carefully thought out to save every fraction of a cent in the

cost of a tag and to ensure the security and privacy of its future users.
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