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Foreword

The industrial revolution appears as a knife-edge change from a rural self-
employed lifestyle to a clock-punching, whistle-blowing corporate urban way
of life. Being in the middle of the current revolution makes it hard to realize
that in fifty years most people will consider the messy, dynamic, no-rules
embedded product development environment of today as an obvious clean
transition caused by technological changes.

The first embedded software project I worked on didn’t use an off-the-
shelf operating system—there was none. It wasn’t until several years later that
WindRiver introduced VxWorks®. In the mid-1990s it appeared that nothing
could unseat VxWorks; yet, recently WindRiver announced a Linux-based
product. Why the change? Today the most common embedded operating
system used in new products is Linux.

For fourteen years I was part of a small army of firmware engineers working
on the development of HP LaserJet™ printers. The printer used a homegrown
operating system that as I recall was called LaserJet O.S. Usually the very best
engineers worked on supporting and extending the operating system. Any
LaserJet O.S. documentation that existed, engineers had created. Any test suite
was similarly a burden placed on the engineer’s shoulders. The effort and
expense of these highly talented engineers seldom led to any features that
differentiated the product from the competitors. The most important lesson I
learned from the experience was to always put your most talented engineers
on the features that make your product unique and outsource the infrastruc-
ture. Embedded Linux is often the best choice for the operating system
infrastructure for products needing nontrivial connectivity.

Whether you support Linux in-house or purchase a Linux board support
package for your processor, you will still need to understand the overall system
and at times the details of a particular subsystem. In this book the authors
have done a good job fitting all the pieces together that are necessary for
embedded Linux development. The book discusses topics such as board
support packages, embedded storage, and real-time Linux programming in

XVii



xviii Embedded Linux System Design and Development

depth. Embedded graphics and uClinux are also explained with clarity. The
book is a good attempt to address the concerns of an embedded Linux
developer.

The rapid growth of Linux as the top choice for an embedded operating
system in new products is in part due to the ease of using embedded Linux
to replace homegrown operating systems. Although this book is specifically
for running Linux on embedded systems it can also be used as a guide to
port a system from a traditional RTOS or homegrown operating system to
embedded Linux. It may be the need for TCP/IP networking, USB support,
SecureDigital support, or some other standard that causes a company to dump
their current operating system and switch to Linux. But it is the joy of
developing with Linux that keeps the engineers promoting it for future
products.

An astounding amount of Linux information is available on the Web. I
suspect it is the most extensively documented software ever. How can a book
about embedded Linux provide value over what is already available? First, the
scope of embedded Linux and related applications is so large that getting a
feel for what is available and what can be done is challenging. Seeing all the
pieces separately and working together can help you make sense of the
embedded Linux ecosystem. Second, there are technical reasons for needing
the right information. In an embedded device, the bootloader, kernel, and file
system containing the applications all need to be developed in concert for
the solution to work properly. Understanding the interdependencies and
getting the development environment to properly build all three images is not
straightforward. Also, when you encounter a problem, understanding the tools
available to debug the problem and knowing the techniques used for debug-
ging embedded devices can save a significant amount of time and effort.

Finally, the best reason for reading this book on embedded Linux is because
the technology is so fascinating. Anyone who had developed embedded
products the old way, with one single executable image, will be amazed at
the flexibility and power of using embedded Linux. Anyone new to embedded
development will find most of the power and flexibility available on their
desktop PC works the same in their embedded development environment.

Todd Fischer
President and Founder
Cadenux



Preface

When we were in college in the mid-1990s we heard of an exciting new
technology called the Internet that was to have a profound impact on our
lives. Along with the Internet we also heard of an open source operating
system, Linux, which was being developed by hundreds of programmers
around the world. Linux gave us an opportunity to understand the internals
of the operating system and we quickly became Linux enthusiasts. We realized
that Linux was more than an operating system; here was a movement with
few parallels in human history as it was based on the concepts of human
dignity, choice, and freedom. Linux gave young programmers like us the reach
to the latest technology.

When we became embedded professionals Linux had yet to make a strong
presence in the embedded market. However, we were hearing of some exciting
improvements such as running a hard real-time kernel along with the Linux
kernel and running Linux on MMU-less microcontrollers. Our happiness grew
unbounded when we were asked by a customer to move our software on a
MIPS-based SoC from a commercial RTOS to embedded Linux. Our experience
revealed that the road to embedded Linux is not a very smooth ride. Some
of the main reasons were:

1. There is undoubtedly lots of information about embedded Linux on the
Internet but it is too scattered to give a consolidated view. Converting this
information into a knowledge base can be a time-consuming task. Most
of the product-based companies are normally short on time. Decisions
need to be made quickly and executed quickly. However, a wrong decision
especially on crucial issues such as licensing can prove disastrous to the
company.

2. There is a gross misconception that embedded systems are all about the
hardware or the operating system. As computing power increases rapidly
as per Moore’s law the amount of application software that goes into the
embedded system has also increased at the same rate. Hence the appli-
cations have become the USP for the embedded system. So building a
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Linux-based embedded system does not stop with the OS but has to do
a lot with writing and building applications. And applications have their
own set of issues that are different from the operating system such as
licensing, toolchains, and so on.

3. Unlike a commercial RTOS, which gives a single point of support such as
patches and documentation, embedded Linux takes a whole new devel-
opment paradigm. Often the developers need to search for patches or for
new information from the various mailing lists. And this can be very time
consuming.

When we came out successfully with an embedded Linux design with a
variety of applications, we decided to share some of our thoughts and
experiences with the rest of the world. The result of that thought process is
this book. This book contains an entire development roadmap for embedded
Linux systems. Our primary aim is to make the reader aware of the various
issues that arise out of embedded Linux development.

The theme of the book is twofold:

B To facilitate movement to embedded Linux from a traditional RTOS
B To explain the system design model with embedded Linux

Benefits to the Reader

The book offers solutions to problems that a developer faces when program-
ming in an embedded Linux environment. Some of the common problems are:

B Understand the embedded Linux development model.
B Write, debug, and profile applications and drivers in embedded Linux.
B Understand embedded Linux BSP architecture.

The book offers practical solutions to the above problems.
After reading this book the reader will

B Understand the embedded Linux development environment.

Understand and create Linux BSP for a hardware platform.

Understand the Linux model for embedded storage and write drivers and
applications for the same.

Understand various embedded Linux drivers such as serial, 12C, and so on.
Port applications to embedded Linux from a traditional RTOS.

Write real-time applications in embedded Linux.

Learn methods to find memory leaks and memory corruption in applica-
tions and drivers.

Learn methods to profile applications and the kernel.

Understand uCLinux architecture and its programming model.

B Understand the embedded Linux graphics subsystem.
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The book is also an aid to managers in choosing an embedded Linux
distribution, creating a roadmap for the transition to embedded Linux, and
applying the Linux licensing model in a commercial product.

Audience

Primary Audience

B Architects: They are more concerned with real-time issues, performance,
and porting plans.

B Software programmers: They need to get into the minute details of the
technology.

Secondary Audience

B Jegal staff: Because most embedded products involve intellectual property,
any wrong understanding of the licensing issues can prove detrimental to
the company itself.

B Managers: They are normally concerned about choosing the distribution,
version, toolset, and vendor.

B Testing and support team: Because the look and feel of the product can
change when moving to embedded Linux, the test and support team needs
to be educated.

Background

The authors expect a basic understanding of embedded system programming
in any embedded OS from the reader. The book is not a Linux kernel book.
Familiarity with basic Linux kernel concepts and the user-space programming
model is desirable.

The book attempts to be independent of the kernel version; however,
wherever necessary the 2.4 or the 2.6 kernels are used as examples.

Downloading Source Code

Readers can download source code from the following URL: http://www.
crepress.com/e_products/downloads/download.asp?cat_no=AU0586
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Introduction

The text is divided into ten chapters and two appendices.

Chapter 1, “Introduction,” gives a brief history of embedded Linux and
what the benefits of embedded Linux are over other RTOSs. It discusses in
detail the features of various open source and commercial embedded Linux
distributions available. The chapter concludes by presenting a transition road-
map from a traditional RTOS to embedded Linux.

Chapter 2, “Getting Started,” explains the architecture of embedded Linux
and compares it with traditional RTOS and microkernel architectures. In brief
various Linux kernel subsystems such as the hardware abstraction layer,
memory management, scheduler, file system, and so on are given. A small
description of the user-space Linux programming model is also given. The
second half of the chapter explains the Linux start-up sequence, from boot-
loaders to kernel start-up and user-space start-up scripts. The last section
explains the steps involved in building a GNU cross-platform toolchain.

Chapter 3, “Board Support Package,” explains bootloader architecture fol-
lowed by a discussion on the system memory map, both hardware and
software memory maps. The second half of the chapter explains interrupt
management, the PCI subsystem, timers, UART, and power management in
detail.

Chapter 4, “Embedded Storage,” explains the MTD subsystem architecture
for accessing flash devices. The second half of the chapter discusses various
embedded file systems such as RAMFS, CRAMFS, JFFS2, NFS, and so on. The
chapter also discusses various methods for optimizing storage space in an
embedded system, both kernel and user-space optimizations. A discussion of
various applications designed for embedded Linux such as Busybox is given.
Finally some steps for tuning the kernel memory are given.

Chapter 5, “Embedded Drivers,” discusses in detail various embedded
drivers such as the Serial driver, Ethernet driver, 12C subsystem, and USB
gadgets.
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Chapter 6, “Porting Applications,” discusses an application porting roadmap
from a traditional RTOS to embedded Linux. The rest of the chapter explains
the porting roadmap in detail. First a discussion on Linux pthreads is given,
then the Operating System Porting Layer (OSPL), and finally a kernel API driver.

Chapter 7, “Real-Time Linux,” discusses the real-time features in Linux. It
explains the various latencies involved in the kernel such as interrupt and
scheduling latency and efforts that are made to improve the kernel response
time such as kernel preemption and O(1) scheduler. The core of the chapter
is the discussion of POSIX.1b programming interfaces in Linux. The chapter
explains various POSIX.1b real-time extensions such as real-time schedulers,
memory locking, message queues, semaphores, and asynchronous I/O in
detail. The last section explains in brief the hard real-time approach to Linux
followed by a real-time programming model in RTAL

Chapter 8, “Building and Debugging,” is divided into three sections: build-
ing, debugging, and profiling. The first section explains various mechanisms
for building kernel and user-space applications. In the second section tools
such as mtrace, dmalloc, and valgrind to debug memory problems are
explained. Finally the last section discusses eProf, OProfile, and kernel function
instrumentation profiling methods to profile user-space and kernel functions.

Chapter 9, “Embedded Graphics,” explains in detail a generic frame buffer
driver and how to write applications using the frame buffer interface. It also
discusses in brief the X graphics subsystem and why it is not suitable for
embedded devices. The last section explains the Nano-X windowing envi-
ronment.

Chapter 10, “uClinux,” explains the architecture and programming environ-
ment in uClinux. The first half of the chapter explains the bFLT executable
file format and how programs are loaded and executed in uClinux-based
systems. Next a discussion about memory management, process creation, and
shared libraries in uClinux is given. The final section explains XIP and how
to port applications from standard Linux to uClinux. It also explains how to
build applications for uClinux.

Appendix A, “Booting Faster,” explains various techniques to reduce Linux
boot-up time.

Appendix B, “GPL and Embedded Linux,” discusses what GPL means to
embedded Linux and how proprietary software can be kept safe with embed-
ded Linux.

Source code is available for downloading from http://www.crcpress.com/e_
products/downloads/download.asp?cat_no=AU0586
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Chapter 1

Introduction

An embedded system is a special-purpose computer system that is designed
to perform very small sets of designated activities. Embedded systems date
back as early as the late 1960s where they used to control electromechanical
telephone switches. The first recognizable embedded system was the Apollo
guidance computer developed by Charles Draper and his team. Later they
found their way into the military, medical sciences, and the aerospace and
automobile industries. Today they are widely used to serve various purposes;
some examples are the following.

B Network equipment such as firewall, router, switch, and so on

B Consumer equipment such as MP3 players, cell phones, PDAs, digital
cameras, camcorders, home entertainment systems, and so on

B Household appliances such as microwaves, washing machines, televisions,
and so on

B Mission-critical systems such as satellites and flight control

Following are the key factors that differentiate an embedded system from
a desktop computer.

B Embedded systems are usually cost sensitive.

B Most embedded systems have real-time constraints.

B There are multitudes of CPU architectures (such as ARM®, MIPS®, Pow-
erPC™, etc.) that are used in embedded systems. Embedded systems
employ application-specific processors. For example, the processor in your
digital camera is specially tailored for image capturing and rendering.

B Embedded systems have (and require) very few resources in terms of RAM,
ROM, or other I/O devices as compared to a desktop computer.

B Power management is an important aspect in most embedded systems.

—
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B The development and debugging environment in an embedded system is
very different from a desktop computer. Embedded systems generally have
an inbuilt circuitry for debugging purposes.

B An embedded system is designed from both the hardware and software
perspective, taking into account a specific application or set of applications.
For example, your MP3 player may have a separate hardware MP3 decoder
built inside it.

In the early days effectively no operating system was used in embedded
systems. There was in-house development of all the software that directly
drives the hardware with almost no or very minimal multitasking and user
interaction in place. But with the passage of time, more complex embedded
systems started emerging and along with that a growing list of features that
an embedded system should support. All of these requirements mandated use
of an operating system in embedded systems that should at least provide
multitasking/multithreading, process and memory management, interprocess
communication, timers, and so on. So the companies started enhancing their
in-house developed software so that they could have a minimal but a full-
featured operating system running on their embedded platform. Various firms
started efforts to provide an operating system aimed at embedded systems.

Today we have a multitude of embedded operating systems. Apart from
company in-house developed operating systems we have Wind River's VxWorks®,
Microsoft® Windows® CE, QNX® Neutrino®, Accelerated Technology®’s
Nucleus™, Red Hat®s eCos™, Sun Microsystems ChorusOS™, LynuxWorks™’s
LynxOS®, and embedded Linux as primary embedded operating systems.

1.1 History of Embedded Linux

Linus Benedict Torvalds at the University of Helsinki created the Linux®
operating system in 1991. It was his mail in a minix development mailing list
as shown in Listing 1.1 that is said to have started the Linux revolution.
Since then Linux has never looked back. Its open source development
model and GNU General Public License (GPL), under which Linux is released,
attracted contributions from thousands of developers worldwide. This license
allowed all the Linux kernel source code to be freely available for personal
or commercial use. As the Linux kernel source code is freely available, it
encouraged many developers to contribute to the Linux kernel. It is because
of this global pool of developers that we have a highly reliable, robust, and
powerful operating system. In early 1996 Linux saw its arrival in hard real-time
embedded systems as a research project of Michael Barabanov and Victor
Yodaiken. This RT-Linux research project was based on using a small real-time
kernel along with Linux to provide hard real-time deadline guarantees. In 1997
the uClinux® project was started with the aim of using Linux in no-MMU
processors. It was released for use in the year 1998. During the years 1999 to
2004 Linux was widely used in embedded systems. The following sections
mention some of the major developments in embedded Linux during this period.
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Listing 1.1 The Origin of Linux

From: torvalds@klaava.Helsinki.FI (Linus Benedict Torvalds)
Newsgroups: comp.os.minix

Subject: What would you like to see most in minix?
Summary: small poll for my new operating system
Message-ID: <1991Aug25.205708.9541@klaava.Helsinki.FI>
Date: 25 Aug 91 20:57:08 GMT

Organization: University of Helsinki

Hello everybody out there using minix -

I'm doing a (free) operating system (just a hobby, won’t be big
and Professional like gnu) for 386(486) AT clones. This has been
brewing since april, and is starting to get ready. I’'d like any
feedback on things people like/dislike in minix, as my OS resembles
it somewhat (same physical layout of the file-system (due to
practical reasons)among other things).

I’'ve currently ported bash(1.08) and gcc(1.40), and things seem to
work. This implies that I’1ll get something practical within a few
months, and I’'d like to know what features most people would want.
Any suggestions are welcome, but I won’t promise I’1ll implement
them :-)

Linus (torvalds@kruuna.helsinki.fi)

PS. Yes - it’s free of any minix code, and it has a multi threaded
fs. It is NOT portable (uses 386 task switching etc), and it
probably never will support anything other than AT-harddisks, as
that’s all I have :-(.

1.1.1 Year 1999

Linux started to develop its roots in the embedded systems area in the year
1999. Some of the major developments in this year were:

B At the Embedded Systems Conference (ESC) of September 1999 companies
including Lineo, FSM Labs, MontaVista®, and Zentropix made announce-
ments about embedded Linux support.

B Zentropix founded RealTimeLinux.org to discuss possibilities of real-time
Linux solutions.

B Lineo announced an Embedded Advisory Board (EMLAB) for discussing
the possibilities of using Linux in embedded areas.

B Rick Lehrbaum started an embedded Linux portal: Linuxdevices.com.

B RTAI was released by Paolo Mantegazza to add hard real-time support in
Linux.

B BlueCat® Linux was announced by Lynx real-time systems (now Lynux-
Works). It was the first commercial embedded Linux distribution.
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1.1.2 Year 2000

In the year 2000 many companies adopted embedded Linux in their product
lines.

B Samsung® launched Yopy, a PDA with Linux inside.

B Ericsson® launched HS210, a Linux-based cordless screen phone that
combines wireless connectivity with Internet access, telephony, and e-mail
functions.

B Atmel® announced a Linux-based single-chip Internet appliance, the
AT75C310, that includes support for VoIP and audio.

B Agenda Computing demonstrated a Linux-based PDA at Linuxworld.

This year also saw increased awareness about real-time support in Linux.

B TimeSys® Corporation announced Linux/RT™, an embedded Linux distri-
bution aiming to provide predictable application response times by using
resource reservation technology.

B MontaVista Software started a Linux Real-Time Characterization Project to
provide developers with a set of open source tools for measuring real-
time responsiveness of Linux systems.

B Red Hat released EL/IX version 1.1 specifications for adding real-time
support in Linux.

In this year many tools and utilities were released for use in embedded Linux.

B Busybox 0.43 was released. It was the first and most stable Busybox release.

B GoAhead® Software announced the GoAhead Web server for embedded
Linux applications.

B Trolltech® launched Qt™/Embedded, a GUI application framework and
windowing system for embedded Linux.

B ViewML® embedded browser was announced by Greg Haerr. ViewML is
based on the Microwindows windowing system.

In this year the Embedded Linux Consortium (ELC) was founded by Rick
Lehrbaum with major corporations such as Intel® and IBM® as its members.
The aim of this consortium was to facilitate the use of Linux and open source
software in embedded areas. ELC promoted Linux as an effective, secure, and
reliable operating system for embedded systems.

OSDL (Open Source Development Lab) was also founded in this year by
HP®, Intel, IBM, and NEC® with the goal of supporting enterprise Linux
solutions.

1.1.3 Year 2001

The biggest announcement of the year 2001 was the release of Linux kernel
2.4, which was later adopted in many embedded Linux distributions. In this
year Linux was also widely used in handheld devices and gadgets.
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Sharp® Electronics introduced Linux-based PDAs.

Trolltech and Lisa systems announced a wireless iPAQ solution for the
Compaq iPAQ palmtop computer.

NeoMagic® also announced a Linux-based SOC platform for smart handheld
devices.

Transmeta™ Corporation released “Midori” Linux, an open source distri-
bution targeting small devices.

Embedded Linux standardization efforts were also gaining pace in the year

2001.

B Japan Embedded Linux Consortium (EMBLIX) was founded by major

corporations including Toshiba® and NEC with the aim of promoting,
educating, and standardizing embedded Linux in Japan.

TV Linux Alliance was formed to define a set of standards for using Linux
in set-top boxes. Broadcom®, Motorola, and Sun Microsystems were some
of its cofounders.

The Free Standards Group (FSG) released Linux Standard Base (LSB)
specification version 1.0. The goal of LSB was to develop a set of standards
to increase compatibility among Linux distributions so that applications
can run on any compliant Linux system. LSB is widely recognized by the
enterprise Linux industry and is also considered useful for embedded Linux.

In terms of tools and utilities the following also occurred.

First major release of uClibc, uClibc 0.9.8, was made. uClibc now is an
integral part of almost all embedded Linux distributions.

Eclipse™ consortium was formed by major corporations including IBM,
SuSE®, Red Hat, QNX Software Systems, Borland®, and Merant® to provide
a development environment framework for embedded systems. Today
companies such as TimeSys, LynuxWorks, MontaVista, and others are using
the Eclipse framework to provide IDEs for embedded Linux development.

1.1.4 Year 2002

The year 2002 saw a major advancement of Linux in embedded markets with
more and more companies adopting Linux in their product designs. Real-time
support in Linux was also getting better.

Kernel preemption patch from Robert Love, low latency patches by Andrew
Morton, and the O(1) scheduler by Ingo Molnar found their ways into the
Linux kernel.

RTLinux® added hard real-time capability to user space.

The ADEOS project announced the first release of ADEOS, a hardware
abstraction layer allowing a real-time kernel and a general-purpose OS to
co-exist.

In terms of standardization efforts, the following occurred.
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ELC released the Embedded Linux Consortium Platform Specification
(ELCPS). The ELCPS provided a standard for the API layer that increases
reusability and portability of program code. The standard helps developers
by decreasing time and cost to develop embedded applications in Linux.
OSDL announced the Carrier Grade Linux (CGL) working group to promote
and standardize the use of Linux in carrier grade systems. CGL released
vl.x CGL requirements specifications in the same year.

Free Standards Group announced the LSB 1.1 and LSB certification pro-
gram. The aim of the LSB certification program was to employ an inde-
pendent authority to verify that a Linux distribution or application adheres
to LSB.

In this year Linux saw more inroads in the digital entertainment industry.
Intel announced a reference design for a home digital media adapter. Trace
Strategies Inc. published a research report projecting Linux as a preferred OS
in devices such as digital interactive TV (ITV), set-top boxes, and so on.

In this year uClinux also gained shared library support from SnapGear® and
Ridgerun. It later found its way into mainstream Linux kernel version 2.5.46.

1.1.5 Year 2003

In the year 2003 Linux saw its growth in the cell phone and SOHO markets.

Motorola announced its A760 mobile phone handset that uses Linux as its
embedded OS.

Linux saw more penetration in gateway, routers, and wireless LANs for
SOHO and consumer markets.

In this year more stress was put on standardization.

ELC added an extension to ELCPS to add support for power management,
user interface, and real-time standards.

OSDL announced CGL v2.0 with major advances in security, high avail-
ability, and clustering.

The Consumer Electronics Linux Forum (CELF) was formed in June 2003
to provide specifications for using Linux in CE devices and to maintain a
Linux kernel source tree that has enhancements specifically for CE devices.
CELF invites companies to contribute to the tree so that Linux can become
a de facto operating system for CE devices. Matsushita™, Sony, Hitachi,
NEC, Royal Philips® Electronics, Samsung, Sharp Corporation, and Toshiba
Corporation were the founders of CELF.

The year 2003 ended with the release of the Linux 2.6.0 kernel.

1.1.6 Year 2004

Some of the highlights of the year 2004 were as follows.
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B In this year LynuxWorks released the 2.6 Linux kernel-based BlueCat Linux
distribution. It was the first commercial embedded Linux distribution based
on the 2.6 Linux kernel.

B Sony Corporation introduced Linux-based devices for in-car navigation and
infotainment systems in Japan. The devices feature 3-D map navigation
technology, media players, hard drives, GPS, and PC connectivity.

B Trolltech announced a mobile phone application stack that delivers PDA-
like features on smartphones.

B OSDL’s CGL specifications saw wide acceptance in the telecommunications
industry.

B CELF released its first specification for using Linux in CE devices. The
specification is also supported by a reference implementation in the form
of a patched Linux kernel source tree supporting nine target boards.

B Free Standards Group (FSG) and OSDL released LSB 2.0.

Today lots of companies are adopting embedded Linux for their new
designs. More and more vendors are providing embedded Linux distribution
for various hardware platforms. Today embedded Linux is a preferred oper-
ating system for embedded systems. Silicon suppliers such as AMD®, ARM,
TI, Motorola™, IBM, Intel, and so on all use Linux as a preferred hardware
bring-up platform. CE devices OEMs such as Sony and NEC are deploying
Linux in DVDs, DVRs, and digital handsets.

1.2 Why Embedded Linux?

Any newcomer to the domain of embedded Linux is bound to be riddled with
a question: “Why choose embedded Linux as an operating system in the
target?” In this section we discuss some benefits of embedded Linux against
proprietary embedded operating systems.

1.2.1 Vendor Independence

Selecting a proprietary OS may lock you up with the same vendor for the
lifetime of your product. Bad support from the vendor can result in increased
time to market of your product. You may end up waiting days or even weeks
for the solution to even small problems. Changing the vendor may mean
restarting the whole product life cycle.

Embedded Linux brings vendor independence. Vendors of all embedded
Linux distributions have more or less the same business model. The distribu-
tions are variations of the same theme. They all have the same and common
basic components such as Linux kernel, libraries, basic utilities, and the like.
If at some point you feel that your embedded Linux distribution vendor is
not living up to your expectations, you can switch vendors at a relatively low
cost. Above all you can also decide to have no embedded OS vendor at all
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for your product, as the source code of the Linux kernel and associated utilities
are freely available.

1.2.2 Time to Market

For embedded Linux, a rich set of toolsets and utilities is available. Most of
the vendors provide preview Kkits for various hardware platforms that can be
downloaded free of cost. It is highly likely that a Linux port for your hardware
is already available. Consequently you will spend time only in writing appli-
cations without worrying about the Linux port for the hardware or device
driver for a high-performance I/O card that is part of your system. With an
embedded Linux system a product can be rolled out very quickly.

One advantage of using Linux in an embedded platform is reduced devel-
opment time. By using a Linux-based host development environment, most
of the applications that are to be run on the target hardware can be tested
on a Linux host, reducing time to port applications. For example, if your target
needs a DHCP client, you can very well take any open source DHCP client
(meeting the size requirement for target), compile, and test on a Linux host.
If it works on the host then the only effort required is to cross-compile it for
your target. It should run on the target without any problems.

1.2.3 Varied Hardware Support

With the arrival of large numbers of new high-end, low-cost, and much more
sophisticated microprocessors and I/O devices it's becoming increasingly
difficult for the vendors of proprietary embedded OSs to support them in
time. Even if the product demands high-end hardware, customers may not be
able to use it because their proprietary embedded OS vendor may not support
it.

Linux support for many architectures and high-end I/O devices gives you
the independence to choose appropriate hardware for your system. Linux is
also a preferred OS for any hardware or software innovation. It is widely
accepted in universities as a research and learning tool. Linux is also a preferred
bring-up platform for hardware manufacturers.

1.2.4 Low Cost

Embedded Linux brings minimal cost for development, training, and hiring
needs.

Development Cost

A vendor of proprietary software may charge a huge amount for licenses of
development tools. These are generally per-seat licenses and thus limit the
number of users that can use the development environment. With embedded
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Linux, all the tools and utilities such as compilers, linkers, libraries, shells,
and the like that constitute its development environment can be downloaded
for free. Good IDEs are also available at either very little cost or completely
free of charge. GUI-based configuration environment and profiling tools are
also available.

Training and Hiring Costs

New development environments are expensive. The manufacturing cost of
your product significantly increases when your developers require retraining
or if you decide to hire a specialist who understands the development process,
API usage, optimization techniques, and so on in the particular proprietary
OS. Linux has a UNIX®-based programming model, which is familiar to most
engineers. Thus the learning curve for embedded Linux is very small.

Runtime Royalty

Finally, a runtime royalty of the proprietary embedded OS (or some other
third-party component) adds to product cost. The embedded market is highly
cost sensitive. These days a lot of effort is being paid to reduce the cost of
the product that reaches the end user. Embedded Linux is royalty free. Most
vendors of embedded Linux distribution charge no runtime royalties to their
customers. Lack of runtime royalties reduces the BOM (Bill Of Materials) of
the product.

1.2.5 Open Source

One of the main reasons why Linux became so popular is its open source model
of development. Linux has the following advantages because of open source.

B There are thousands of developers around the world who are contributing
to and enhancing the Linux kernel and other applications.

B You are assured of global support during your development. There are
separate mailing lists for almost all the Linux ports whether ARM, MIPS,
or no-MMU. The mailing list archives might already contain answers to
most of your questions. If not, a proper reply can be expected for a
genuine question posted in these lists.

B It has a rich set of features with superior software and a rich talent pool
across the world reviews every feature that goes in the kernel. This makes
Linux robust and reliable.

B Availability of source code facilitates better understanding of what’s going
under the hood, how to customize it for optimal designs, and how to fix
bugs if they arise. The Linux kernel or some device driver can be tailored
for achieving high performance for your platform.

B Even the tools, applications, and utilities that come with Linux have an
open source nature, thus benefiting from the open source advantage.
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1.2.6 Standards (POSIX®) Compliance

The idea of POSIX is to improve the portability of software written for UNIX,
thus making the job of a UNIX developer much easier. It aims at providing
standards that define common interfaces and features for a UNIX-like operating
system. The Linux kernel provides POSIX-compliant APIs for services such as
memory management, process and thread creation, interprocess communica-
tion, file systems, and TCP/IP.

It's because of these benefits that the current system software trend for an
embedded system is shifting towards embedded Linux. From lower cost to
rich toolset, these benefits are providing a big thrust for using Linux in
embedded areas.

1.3 Embedded Linux Versus Desktop Linux

Linux is used in a variety of hardware: right from huge SMP servers to the
smallest of gadgets. But it is indeed a marvel that a single code base is used
for the kernel irrespective of its final destination. This was achieved by
implementing a high level of modularity within the kernel and making it easily
configurable to be employed across a variety of hardware. However, some
distributions do provide enhancements as patches to the standard Linux kernel
to “suit” it for embedded systems. But truly speaking one can simply download
a stable Linux kernel source, configure it as per system requirement, cross-
compile, and it should be ready for use. Features such as real-time scheduling
and kernel preemption, which are suited for embedded applications, are now
part of the main kernel source tree.
Following are some of the key differences.

B The way the Linux kernel is configured for embedded systems differs from
its desktop counterpart. The set of device drivers and file systems that is
needed differs in both. For example, an embedded system may need a
flash driver and a flash file system (such as CRAMFS or JFFS2) whereas
they are not needed in a desktop system.

B In embedded Linux more focus is paid to tools that are needed for
development, debugging, and profiling. In embedded Linux focus is paid
to a set of cross-development tools that allow developers to build appli-
cations for their target on say x86-based host systems. On the other hand,
in desktop Linux more focus is paid to a set of packages that are useful
for users such as word processors, e-mail, newsreaders, and so on.

B The utilities that are part of an embedded Linux distribution are different
from similar ones in desktop Linux. Ash, Tinylogin, and Busybox are
considered to be requirements for using with embedded Linux. Even the
application libraries such as uClibc are preferred for embedded applications
as opposed to its Glibc desktop counterpart.!

B Windowing and GUI environments that are used in embedded Linux differ
from the desktop ones. The X window system, which is quite common
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for desktop Linux, is not suited to embedded environments. For embedded
Linux, Microwindows (nanoX) serves a similar purpose.

B Targets deploying embedded Linux mostly run in single-user mode with
almost no system administration capabilities. On the other hand, system
administration plays a very important role in desktop Linux.

1.4 Frequently Asked Questions

In this section we try to answer some of the common questions regarding
embedded Linux.

1.4.1 Is Linux Too Large?

Generally one tends to think that as Linux was designed to run on desktop
systems, it might be bulky and unsuitable for embedded systems. But contrary
to all these speculations, Linux is highly modular and it has an excellent
component selection mechanism. Based on system configuration, one can
keep only the components needed. For example, if no network support is
needed, just disable it at Linux kernel configuration time; no file systems, just
disable them too.

One may also ask about SDRAM and flash requirements of embedded
Linux. A minimal working embedded Linux system with networking and file
system support needs around 4 MB of SDRAM and 2 MB of flash. 16 MB or
32 MB of SDRAM and 4 MB of flash will enable one to add a rich set of
applications to the platform with increased system performance

Some of the small-footprint embedded Linux efforts include the following.

By Clinux, a Linux port for no-MMU platforms such as Motorola 68k, ARM7™,
and so on has a full-featured version with minimum SDRAM and FLASH
requirement.

B ELKS (Embedded Linux Kernel Subset) plans to put embedded Linux in
the Palm Pilot.

B 7hinLinux is yet another small-footprint distribution targeted at digital
cameras, MP3 players, and similar embedded applications.

1.4.2 Is Linux Real-Time Enough?

As Linux’s roots are in desktop computing, people question its usage in real-
time systems. There is a lot of work going on in the embedded Linux area
to enable it for real-time systems. The enhancements are either in the form
of a preemptive kernel or real-time—capable scheduler. For hard real-time
applications the dual kernel approach is used in which a real-time executive
is responsible for handling time-critical jobs while preserving the Linux advan-
tage. Today Linux is capable of satisfying the real-time needs of systems. We
discuss more about Linux real-time capabilities in Chapter 7.
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1.4.3 How Can | Protect My Proprietary Software?

There is lot of concern regarding GPL licensing and proprietary software. GPL
licensing is seldom a problem for embedded applications. Proprietary software
can always be kept safe with embedded Linux. Please refer to Appendix B
for a complete discussion on GPL and its use in embedded systems.

1.4.4 Should | Buy a Commercial Embedded Linux Distribution?

This is one of the questions that you may come across when you decide to
use embedded Linux for your target. With embedded Linux, it is not at all
mandatory to go for any commercial distribution. You can always download
free sources and then customize them for the target. But there are some
disadvantages of the “on your own” approach. You may need to spend
considerable time and resources to create a Linux port for your target. Even
if a port is already available, lack of good support and enhanced development
tools can delay the development cycle.

The authors recommend using a commercial embedded Linux distribution,
unless your company has sufficient expertise in embedded Linux. There are
lots of very good open source distributions available. They can also be used
if they fit your requirements.

A commercial distribution comes with various advantages. Some of them
are as follows.

B Support: This is one of the biggest advantages of going with a commercial
distribution. Embedded Linux distribution firms generally have a well-
trained staff and expertise in the area of system software. They can assist
you with any part of your project and for a very low cost.

B Development tools and utilities: With commercial distribution comes a rich
development environment. Most distributions have GUI-based installation,
configuration, development, and debugging tools. Some provide special-
ized tools for profiling. Others have very user-friendly tools for download-
ing the image in the target. They all come with a rich set of utilities
compiled for your platform. All this drastically reduces development time.

B Kernel enbancements: The commercial distribution generally provides some
kernel enhancement either as a part of the kernel or as kernel modules. The
enhancements include increased real-time response of the kernel, reduced
kernel memory and flash footprint, drivers and utilities for supporting graph-
ical or networking needs of embedded applications, and so on.

In a nutshell, a commercial embedded Linux distribution reduces effort
and development time, thus reducing time to market of your product. For a
company that is moving to embedded Linux with no prior Linux experience,
these benefits may ease the movement.

1.4.5 Which Embedded Linux Distribution Do I Choose?

There are lots of embedded Linux distributions available. Choosing the right
one is very important for the successful completion of your project. The
following points should be considered before finalizing a distribution.
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B Package: Ts the distribution providing all the software necessary for your
project? For example, it may have tons of utilities and drivers, but does it
really have all the drivers that are needed in your target? Does the package
include development, debugging, and profiling tools?

B Documentation: The distribution should provide documentation and sam-
ple programs for all the tools and utilities that are part of the package. It
should accompany a proper reference manual explaining in detail mech-
anisms such as how to build the binaries and load them in the target, how
to profile the system, and so on. If a distribution is accompanied by any
proprietary software then that too should be properly documented.

B Proprietary software: Some distributions ship proprietary software either
in the form of some tools or some device driver in the form of “binary
only” kernel modules. You should be very careful when choosing such a
distribution. You should be totally convinced that such software from the
distribution is really required and there are no other alternatives. Too much
dependence on proprietary software nullifies the vendor independence
aspect of embedded Linux. Also check if there is any runtime royalty
associated with such software.

B Software upgrades: An embedded Linux distribution vendor keeps enhanc-
ing the distribution either by adding more tools and utilities or using a
higher version of the Linux kernel. Make sure whether they are available
for free or there is extra cost involved.

B Flexibility: Is the distribution fitting well in short- or long-term company
goals? Can you reuse the same software for the future version of your
product? Can you use at least the tools provided, if not the kernel for
some other product on similar lines?

B Support: Finally and most important is the support aspect. Do you need to
sign any separate support contract? What is the cost involved? How good
is the support, whether it be for some bug fixing or writing a whole new
device driver? If possible, check with some existing customer of the vendor.

Choosing the right distribution is very important for the successful com-
pletion of your project. A vendor of an embedded Linux distribution should
guide you in all your system software needs. But a word of caution: too much
dependence on a vendor is also not recommended. A company should slowly
build proper expertise in Linux. This will be a long-term benefit for the
organization.

1.5 Embedded Linux Distributions

In this section we discuss various commercial and open source embedded
Linux distributions available today. The idea of this section is to give readers
a brief description of various embedded Linux distributions to facilitate decision
making for their platform.

In this section we cover prominent distributions such as Cadenux®, Embed-
ded Debian®, Denx, ELinOS®, RTLinux, BlueCat, Metrowerks™, MontaVista,
and TimeSys. We compare distributions against the following points.



14 Embedded Linux System Design and Development

B Features: What are the kernel and toolchain features?

B Development environment: How user-friendly is the development environ-
ment?

B Documentation: What documentation is provided with the distribution?

B Support: What is the support policy?

The distributions are discussed in alphabetical order.

1.5.1 BlueCat Linux

BlueCat Embedded Linux 5.0 from LynuxWorks (www.lynuxworks.com) is a
commercial distribution based on the Linux 2.6 kernel. The distribution is
targeted for use in embedded systems ranging from small consumer-type
devices to large-scale, multi-CPU systems.

Features

BlueCat uses Linux kernel version 2.6 thus providing

B Kernel preemption

B Low-latency fixed-time scheduler

B Improved POSIX threading support; new POSIX threads implementation
based on NPTL (New POSIX Thread Library)

B POSIX timers and real-time signals

It also includes

B Enhanced GNU cross-development tools including GCC 3.2.2, GDB mul-
tithreading debugging support, and kernel debuggers

B Target support for XScale™ micro architecture, PowerPC, IA-32, ARM, MIPS,
and x86 PC-compatibles

B Utilities such as Busybox, Tinylogin, uClibc, and so on

B Zebra routing protocol and enhanced network management and security
features

B Embedded target tools for footprint minimization and kernel configuration

Development Environment

LynuxWorks provides a range of development tools for speedy development.

B VisualLynux™: Windows-based IDE. VisualLynux is a plug-in for Microsoft
Visual Studio™ .NET IDE that lets developers build BlueCat Linux appli-
cations in a Windows host environment. The plug-in provides all the
commands and standard GNU tools needed to streamline application
development for BlueCat Linux targets in a Windows environment.

B CodeWarrior™: Linux- and Solaris®-based IDE. Combining an editor, code
browser, compiler, linker, debugger, and intuitive GUI, the CodeWarrior
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IDE speeds up Linux- and Solaris-based development for BlueCat Linux
targets.

Apart from the above IDEs, LynuxWorks provides the following debugging
tools.

B T7otalView: Provides advanced debugging across multiple processors,
threads, and processes

B ynxInsure++: For runtime error detection and analysis

B SpyKer™ : To monitor all the events in a system environment when some
application is running

Documentation

BlueCat Linux 5.0 comes with an extensive user guide that is also available
for downloading from their site.

Support

LynuxWorks provides three support packages.

B BlueCat maintenance support: Mainly aimed at customers who need limited
support. This is competitively priced support for OS development seats
and tools.

B BlueCat priority support: Ideal if you require short response times, unlimited
access, corrections to known or observed defects, and assistance at the
implementation level.

B Block-of-time support: Apart from all the benefits of priority support, in
block-of-time support purchased support hours may be used any time
during a one-year period.

1.5.2 Cadenux

Cadenux specializes in providing embedded Linux distributions for the no-
MMU ARM7 and ARM9™ family of processors. Their distribution is also built
around uClinux.

Features

B [inux BSP: Cadenux provides prebuilt board support packages based on
the 2.0, 2.4, and 2.6 Linux kernels for ARM7 (TI DSC21, DSC25, DM270,
etc.) and ARM9 (TI DM310, OMAP1510, etc.). It also comes with useful
drivers for the above BSPs.

B Shared library support: Cadenux provides shared library support for no-
MMU platforms. Their XFLAT shared library technology allows applications
to link dynamically to libraries.
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B Compressed kernel support: The Linux kernel can be compressed and stored
in flash, thus reducing the flash requirement.

B Real-time extensions: These include an interrupt latency measurement tool,
preemptive kernel, and real-time schedulers.

B File mapping support: Cadenux has implemented file mapping support into
its uClinux 2.4 kernel. File mapping support allows shared program text
sections. This program is like Busybox, which is large and may have
numerous copies running simultaneously. These capabilities were previ-
ously available only with a file system that supports eXecute In Place (XIP)
such as the ROMFS file system on a memory block driver. With file mapping,
these capabilities are available using any file system or block driver.

B Microwindows support: This enables rich GUI applications to run on the
target.

Development Environment

The Cadenux development environment consists of the GUI-based BSP con-
figuration tool, memconfig. This is a one stop for building all the components
of BSP such as the Linux kernel, bootloader, and file systems. Details such
as target platform, SDRAM and flash types, kernel, root file system, and device
details can all be configured with this tool. Cadenux BSPs ship with the rrload
bootloader. Cadenux provides the uClinux toolchain modified to support
XFLAT shared library support. Application libraries such as uClibc and pthreads
are also provided.

Documentation

Cadenux provides extensive documentation. Some of the manuals are the
following.

Cadenux ARM board support package user’s guide
RRload bootloader manual

Cadenux board support package configuration tool
XFLAT shared library support

The documents are available for download from the Cadenux Web site
(www.cadenux.com). These and other documents regarding device driver
architecture and usage ship with Cadenux BSP.

Support

Cadenux provides support through e-mail or telephone. They offer porting
services to get Linux running on your embedded hardware. They also provide
other services such as driver porting, performance tuning, application devel-
opment, and training for those new to embedded Linux.
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1.5.3 Denx

Denx Software Engineering (www.denx.de) provides open source Linux dis-
tribution in the form of the Embedded Linux Development Kit (ELDK). The
Denx ELDK provides a complete and powerful software development envi-
ronment for embedded and real-time systems. At the time of this writing the
latest version is ELDK 3.1.1.

Features

B Support for the PowerPC, ARM, MIPS, and Xscale processors. The PowerPC
version of the ELDK runs on x86/Linux, x86/FreeBSD®, and on SPARC®/
Solaris hosts and supports a wide range of PowerPC target processors (8xX,
82xX, 7xX, 74xx, 4xx). The ARM version of the ELDK runs on x86/Linux
and x86/FreeBSD hosts and supports especially the ARM920TDI target
processors. Little- and big-endian MIPS processors are also supported.

B Cross-development tools (GCC 3.3.3, GDB 5.2.1, binutils 2.14-6, and glibc
2.3.D).

B Linux kernel version 2.4.25 and U-Boot Open Source boot loader for
Embedded PowerPC, MIPS, ARM, and x86 Systems.

B RTAI (Real-Time Application Interface) extensions for systems requiring
hard real-time responses.

B SELF (Simple Embedded Linux Framework) provides an easily extensible
default configuration for embedded Linux systems.

B FELDK is available for free. Anonymous CVS access for build tools and
source, installation utilities for ELDK, and Linux 2.4.x kernel sources for
ARM, MIPS, and PowerPC.

B Linux STREAMS for Embedded PowerPC.

B Support for mini_fo overlay file system. This file system is similar to the
FreeBSD union file system and serves to virtually make a read-only device
writable.

B Microwindows supports for GUI-intensive applications.

Development Environment

The development environment is the standard Linux development environment
under the ELDK framework.

Documentation

Denx Software Engineering provides The DENX U-Boot and Linux Guide
(DULG). 1t is an extensive document regarding

B Installation and building ELDK components
B Target image configuration, RFS building, and downloading onto the target
B U-boot and Linux kernel debugging
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Support

Denx Software Engineering provides software engineering services in the area
of embedded and real-time systems with a strong focus on open source
software, especially Linux, but also FreeBSD, NetBSD, and so on.

They provide firmware and operating system porting services for your
hardware. They also work on performance optimization and security concepts.
They also provide training in software development on embedded Linux
systems.

1.5.4 Embedded Debian (Emdebian)

The goal of the embedded Debian project (www.emdebian.org) is to make
Debian GNU/Linux a natural choice for embedded Linux. Debian’s open
development process, its reputation to provide reliability and security, powerful
package manager, and growing range of supported architectures provide a
solid technical foundation for the realization of this goal. Emdebian comes
under the category of open source embedded Linux distribution.

Features

Emdebian differs a bit from other embedded Linux distributions. Its idea is to
use the Debian project in embedded systems. Debian is too large to use as
is in an embedded system. Emdebian is a smaller version of Debian that
retains Debian’s good features such as its packaging system, the licensing, the
availability of source, the build system, and so on. Emdebian is Debian
optimized by size. The Debian core remains the same; only the way packages
are built differs and the packaging system is enhanced to suit an embedded
environment.

Today ports for Intel 1A-32, Motorola m68k, Sparc, Alpha, ARM, PowerPC,
MIPS, HP PA-RISC, 1A64, and s390 are available. Emdebian mainly targets the
PowerPC architecture.

Development Environment

Two main development environments in Emdebian are Stag and Emdebsys.
Stag is a recent development in Embdebian. However Emdebsys is not
currently under active maintenance.

B Stag is a framework to use the Debian GNU/Linux package management
system for embedded development. Changes are done in debhelper and
dpkg-cross tools to provide full cross-compiler support for Debian pack-
ages. The framework also comes with a fully tested cross-compiler tool-
chain. One of the advantages of the framework is the package dependency
checks. You can select all the packages that should go in the root file
system in one go. Framework then resolves all the package dependencies
giving you an idea of the size of the root file system.
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B Emdebsys is a tool to configure and construct a minimal file system and
kernel from both source and precompiled binaries. It uses Kconfig (or
Configuration Menu Language 2) to define a set of dependencies, so that
one doesn’t need to know everything in order to get a working combination
of modules, files, and binaries.

Documentation

At the time of this writing, work is going on for developing a guide to
embedding Debian. This guide will cover topics such as the following.

Configuring and building a kernel and root file system
Boot and runtime kernel configuration options
Debugging kernel and applications

Setting up a build system for your target
Cross-compiling techniques

Support

Being an open source project, the primary means of support and communi-
cation about Emdebian is the Debian-embedded mailing list. Aleph One Ltd
(UK) and Simtec Ltd (UK) also provide commercial support for Emdebian.

1.5.5 ELinOS (SYSGO)

ELinOS is a commercial embedded Linux distribution from SYSGO
(www.sysgo.com). ELinOS is a development environment based on Linux for
the creation of embedded systems for intelligent devices. With ELIinOS the
memory demand of Linux is reduced to less than 1 MB ROM and 2 MB RAM.
In this manner, Linux can conform to the reduced hardware conditions of
embedded systems. The core of ELinOS is a Linux kernel custom-tailored for
the target.

Features

ElinOS v3.1 is the latest available at the time of this writing. It has the following
features.

B GNU cross-development toolchain (GCC 3.2.3, GDB 6.0, GLibc 2.3.2)

B Linux kernel version 2.4.25 and 2.6.9

B Real-time extensions such as RTAI (for hard real-time applications), Linux
Trace Toolkit (LTT), Soft Real-Time Support, Real-Time Signal Extension,
and so on

B Support for migration from VxWorks or pSOS® to Linux using the emulation
libraries vxworks2linux and psos2linux

B Support for PowerPC, x86, ARM/Xscale, MIPS, and SH microprocessors



20 Embedded Linux System Design and Development

B Embedded Linux Konfigurator (ELK) 3.2: graphical user interface for the
creation of directly bootable ROM images with integrated kernel and root
file system

B Embedded utilities such as Busybox, thttpd, Tinylogin, and so on

Development Environment

ELinOS v3.1 is enhanced with a fully integrated development environment
(IDE) with two new tools, CODEO and COGNITO.

B CODEO: CODEO is the Eclipse-based integrated development environment
for ELInOS. It includes the ELinOS cross toolchain, the ProjectBuilder,
Target Remote Debugging support, and Target View as well as plug-ins
for target control and target communication.

B COGNITO: COGNITO is a graphical system browser for the analysis of
system runtime behavior and includes the collection, storage, and display
of all system parameters such as memory and system load, covering
modules, processes, and system objects with measurement of response
and scheduling latency.

Documentation

ELinOS v3.1 comes with extensive documentation and demo projects and
examples for typical application profiles such as network, real-time, Web
server, remote debugging, and so on.

Support

SYSGO offers a broad range of support services and training for ELinOS. They
have the following support packages.

B ProjectStart Package: An ELinOS engineer sets up the project at your
premises and assists with project-related queries.

B DevelopmentSupport Package: E-mail support for ELinOS development
toolchain.

B SolutionsSupport Package: Assisting in development of embedded Linux
applications. It is done through e-mail or telephone hotline.

B ProjectSupport Package: One dedicated support engineer for whole project
life cycle taking care of all system software issues and who can be involved
in writing device drivers.

ELinOS v3.1 comes by default with a one-year Development Support Package.

1.5.6 Metrowerks

Metrowerks (www.metrowerks.com) offers a complete end-to-end commercial
embedded Linux development solution, including tools, operating system,
middleware, and software stacks.
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Features

Metrowerks Linux BSPs (BSPWerks): Metrowerks distribution comes with
in-house developed or third-party BSPs for various target platforms. They
provide a custom BSP for various hardware platforms. Some of the features
are Linux kernel version 2.4.21 with real-time enhancements, kernel and
application debugging support, and bootloaders such as rrload, grub, lilo,
uboot, and the like.

Metrowerks Linux applications and services: They provide applications
ranging from Web server, Busybox, Tinylogin, and so on, to debugging
and network monitoring tools.

Support x86, ARM, PowerPC, and ColdFire® architectures.

Development Environment

The development environment consists of the following.

CodeWarrior™ Development Studio: It allows complete Linux development
from board bring-up through application development for ARM, ColdFire,
and PowerPC architectures. Some of the salient features are:

— IDE Features: Project manager, multifunctional text editor, graphical file
compare and merge, and so on

— Debugger: Multithreading/multiprocess debugging, source- and assem-
bly-level debugging; hardware debugging support using JTAG interface

— Toolchain: Integrated GNU build tools, GCC, linker, and assembler

— Host: Support on both Linux-based and Windows-based hosts

Platform Creation Suite (PCS): Metrowerks’ Platform Creation Suite is a

tools framework into which Metrowerks Linux BSPs are integrated to

provide a full target Linux OS configure, extend, build, deploy environment.

Some of the utilities included in this suite are:

— TargetWizard: Its primary purpose is to manage and build the Linux
customized for the target.

— Linux Kernel Import Tool (LKIT): LKIT gives flexibility by allowing
replacing or patching of the original BSP kernel with another kernel/
patch you have downloaded, produced in-house, or acquired from
another Linux provider.

— Package Editor: It provides developers with the ability to quickly add
binary or build-from-source applications, services, and device drivers
into Target Wizard, for subsequent build and deployment to the target.

— GNU Tool Importer: The GNU Tool Importer gives the ability to replace
or supplement the existing tool chain with a new version obtained
from alternate sources such as the Internet, alternate Linux providers,
or developed in-house.

Debugging and performance measurement tools: Some of the debugging

and monitoring tools are:

— Graphical Remote Process Analyzer (GRPA): GRPA facilitates target debug-
ging by displaying profiling information related to processes that are
running on the target. It also provides the ability to perform remote strace.

— CodeTEST®: Tt is a software verification tool. It delivers the least intrusive
real-time embedded software analysis solution in the industry.
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Documentation

They have an extensive CodeWarrior IDE SDK manual along with documen-
tation for PCS, GRPA, and so on.

Support

Metrowerks provides 30 days of free installation e-mail support for customers
purchasing CodeWarrior development tools. They also provide one year of
technical support either by e-mail or telephone by signing a separate support
contract.

1.5.7 MontaVista Linux

MontaVista Software (www.mvista.com) is a leading global supplier of com-
mercial Linux-based system software and development tools for intelligent
connected devices and associated infrastructure.

Features

There are three different embedded Linux distributions targeted at different
market segments.

B Montavista Linux Professional Edition (3.1): Some of the features are:

— Real-time support: It includes kernel preemption, O(1) real-time sched-
uler, high-resolution POSIX timers, NPTL POSIX thread library.

— Rich Networking: Support for IPV4, IPV6 protocol standards, CPCI
backplane networking, wireless networking, and so on.

— Architecture support: Supports a wide range of PowerPC, ARM, MIPS,
IA32, SuperH™ Xscale, and Xtensa™ architectures.

— Host: Supports Windows-, Solaris-, and Linux-based cross-development
hosts.

B MontaVista Linux Carrier Grade Edition (3.1):

— Operating system features: PICMG 3.0 (ATCA platforms) support, SMP
and Hyper-threading support, IPMI, OSDL Carrier Grade Linux Speci-
fication 1.1 Compliance, support for AIS CLM (Cluster Membership),
API, and AIS AMF (Availability Management Framework), API, remote
boot support, and logical volume management.

— High availability: PICMG 2.12 Hot Swap, persistent device naming,
watchdog timer, CPCI redundant system slot, RAID disk mirroring,
Ethernet failover, and Raid multihost.

— Hardening: Device hardening across the board.

— Architectures: PowerPC, 1A32, and PICMG 2.16 systems.

B MontaVista Linux Consumer Electronics Edition: This edition supports all
the features mentioned in the professional edition.

— Some other features are dynamic power management, fast boot, reduced
image footprint, XIP in kernel and applications.
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Development Environment

MontaVista DevRocket™ is a fully graphical IDE providing the tools and
functionality to develop and deploy system software and applications built on
MontaVista Linux. Some salient features are:

B [t is ready to run on Windows, Solaris, and Linux host operating systems and
supports integration with third-party Eclipse-based development components.

B [t provides comprehensive IDE capabilities, including the latest GNU
toolchains to support system software and application development.

B It includes target configuration and library optimization capabilities that
are used for kernel configuration and trimming libraries.

B [t provides sophisticated tracing capabilities, based on the Linux Trace
Toolkit, for viewing, capturing, and analyzing system behavior.

B It supports more than 100 board-level platforms and nearly 30 processor
variants across seven CPU architectures.

B It is compatible with hardware-based, source-level debugging of the Linux
kernel and device drivers with BDM and JTAG-based in-circuit emulation.

Documentation

The distribution comes with extensive documented components of MontaVista
Linux and IDE.

Support

MontaVista provides support for all the MontaVista Linux products. Customers
can reach the MontaVista support through e-mail, phone, voicemail, or fax as
specified by the purchased Product Subscription package.

1.5.8 RTLinuxPro™

FSMLabs™ RTLinuxPro 2.2 (www.fsmlabs.com) is a hard real-time, POSIX
operating system that is based on dual-kernel architecture. The RTCore™ real-
time kernel is the heart of RTLinuxPro that provides hard real-time guarantees
with Linux running as an application program. More details about the dual-
kernel architecture can be found in Chapter 7. It is a commercial distribution.

Features

B Hard real-time: With the dual-kernel architecture RTLinuxPro guarantees
a hard real-time response time for applications.

B POSIX: Supports IEEE® 1003.13 profile 51 for real-time applications and
full access to Linux for non-real-time programs. For real-time applications
that get loaded under the RTcore there is a greater POSIX support, greater
portability, and quicker development.
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B Quickboot: For subsecond boot times down to 200 msec on some platforms.

B /PC: Faster IPC mechanism between the real-time and not real-time appli-
cations. Support for lock-free POSIX I/O provides fast IPC performance.

B Regression suite: For testing the validity of the RTLinuxPro system compo-
nents.

B Drivers: Real-time drivers for serial interfaces, parallel ports, servo drivers,
A/D devices, and more. These are written to be usable and also to serve
as examples. The distribution comes with the 2.4.25 and 2.6 Linux kernel
versions.

B Processor reservation: Simple processor reservation technology providing
guaranteed access to CPU for real-time threads.

B Supports: x86, ARM, StrongARM®, MIPS, PowerPC, Alpha, and Fujitsu® FR-
V processor architectures.

RTLinuxPro also has some important components.

B PSDD: To provide user-space hard real-time with address space protection.

B [Net: To provide hard real-time networking over Ethernet or Firewire®.

B ControlKits: Automatic process control and XML integration tools. Users
can integrate easily with Web apps, spreadsheets, and more.

Development Environment

RTLinuxPro includes a full development kit for embedded Linux and also for
developing real-time applications that run under RTCore. For Linux, tools are
provided to simplify the task of building root file systems. The toolchain is
based on GCC 3.3, which includes full C++ support.

For RTCore, a NetBSD development system with a SMP-qualified NetBSD
2.0 kernel and all the needed tools and utilities are provided. All the tools
are currently BSD hosted.

Documentation

FSMLabs provide an extensive documentation for RTLinuxPro. The package
comes with a 200-plus—page book with examples, explanations, and introduc-
tion to the RTCore programming environment.

Support

FSMLabs’ basic support is sold by the engineering hour, which is an estimate
of how much time will be needed by FSMLabs engineering staff to solve the
problem. Customer support can be remote or even on-site call. Support
contracts can be e-mail/telephone or e-mail depending on the level of support.

1.5.9 TimeSys Linux

TimeSys Linux 5.0 is a 2.6 kernel-based commercial embedded Linux distri-
bution. Timesys Linux 4.0 is based on the 2.4 Linux kernel.
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Features

Linux 2.6 kernel-based distribution: This includes features such as kernel
preemption, constant time scheduler, POSIX timers, and POSIX message
queues.

Real-time extensions: This includes support for high-resolution timers,
priority inheritance, enhanced interrupt handling, softirq processing, peri-
odic tasks, and other POSIX 1003.13 real-time extensions.

CPU reservations: This reserves a dedicated portion of the system’s pro-
cessor time for most critical applications thus protecting applications against
transient processor overloads. It provides simple APIs for managing CPU
reservations.

Net reservations: This guarantees network bandwidth for critical applica-
tions. It uses a separate network buffer pool to isolate critical applications
from the rest of the system. It also provides a simple API for managing
network reservations.

Carrier grade/bigh availability: This supports Hot swap, plug-n-play, Ether-
net Link Aggregation (failover), driver hardening, and IPMI (Intelligent
Platform Management Interface).

Real-time Java: TimeSys is in the process of developing a Java® virtual
machine based on the Real-Time Specification for Java. This allows real-
time system designers to benefit from Java’s platform independence and
object orientation.

Network protocols such as IPSec, SSL, NAT, and the like.

Supports a wide range of architectures from ARM, Xscale, PowerPC, MIPS,
SuperH, 1A32.

Supports both Windows- and Linux-based cross-development hosts.
Toolchain based on gecc/g++ 3.2.2, gdb 5.3, and binutils 2.13.

Development Environment

Timesys Linux comes with a set of development, debugging, and profiling tools.

TimeStorm IDE™: Tt gives complete control over the development, editing,
compiling, and debugging of C/C++/Java-embedded and real-time appli-
cations.

TimeStorm Linux Development Suite (LDS): TimeStorm LDS™ delivers a
complete set of tools to define, install, bring up, and develop a Linux
Software Development Kit (SDK) on your target platform. As a component
of TimeStorm LDS, the Target Configurator defines configurations and
contents of the root file system and controls the target build.

TimeStorm Linux Verification Suite (LVS): TimeStorm LVS™ comprises an
automation framework of core elements required to develop, run, manage,
and automate the testing and validation of a Linux SDK on the target
platform.

TimeStorm Linux Hardware-Assisted Debugging (LHD): TimeStorm LHD™
is a TimeSys product line of JTAG debugging tools that quickly gets Linux
up and running on target hardware, reducing the time spent on hardware/
software integration, initialization, and debugging.
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B TimeWiz®: Windows-based integrated design tool for modeling, analyzing,
and simulating the predicted and simulated performance and timing behav-
ior of dynamic real-time systems.

B TimeTrace®: TimeTrace provides execution data from a running system
and reveals the critical events happening in an application, such as context
switches, timer events, scheduling events, and more, so you can pinpoint
problem areas.

Documentation

The Timesys Linux development kit comes with extensive manuals for the
tools shipped.

Support

Timesys provides various product maintenance and support contracts ranging
from hourly, monthly, to yearly support.

In this section we have discussed some of the prominent open source and
commercial embedded Linux distributions. There are many other embedded
Linux distributions available. ART Linux, miniRTL, KURT, Linux/Resource
Kernel, LOAF (Linux On A Floppy), RedHawk, REDICE Linux, Red Hat, and
Neo Linux are some of them. You are recommended to study their features
also.

1.6 Porting Roadmap

Often companies have their entire product built out of proprietary embedded
OSs. When they decide to move to Linux they are confused about the porting
process and its details, which often leads to wrong deadlines being set for
the porting process. Hence a porting roadmap is necessary; the roadmap will
identify the important milestones for the porting process. It is important that
for each of the milestones you ask the right questions. Depending on the
nature of the product the time needed in the porting process will change.
The following path should be chosen.

B Jdentify the legal issues bebind the porting process: The embedded firms
have to fear more from the issues of GPL than the desktops and servers
in the sense that more often a lot of intellectual property is very tied within
the kernel space. This can range from ports to new architecture or archi-
tecture variants, optimization techniques, or device drivers for some pro-
prietary hardware. Many embedded companies invest huge amounts of
money in developing such components. Hence the most important step
is to get the software projects evaluated by a competent legal team and
to identify what pieces of software go inside the kernel. All the developers
should be informed to take care of licensing issues when porting software
to Linux. Appendix B talks about this in detail.
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B Choosing the kernel and an embedded Linux distribution: Depending on
the system requirements a choice has to be made about which Linux
variant to use: hard real-time Linux or normal Linux. Also depending on
whether your system has an MMU-based controller you need to identify
whether to use uClinux or standard Linux. Depending on the system feature
set you need to identify the appropriate kernel version to use (2.2, 2.4,
2.0). Kernel performance, memory requirements, and size of the distribu-
tion are other important factors that should be considered before finalizing
a kernel version. Chapter 7 discusses real-time features of Linux and
Chapter 10 discusses uClinux. Now the next question arises: Can we just
download the entire software and tools by ourselves and use them, or do
we go along with an embedded Linux distributor such as Timesys or
MontaVista? This depends on the money that the company wants to spend
and how confident it is of its engineering capabilities. The various distri-
butions and their feature sets have already been discussed in this chapter.
The decision regarding use of a commercial distribution should be made
at this point.

B Getting the tools: This includes the hardware environment such as the
Linux-based hosts for doing cross-development and debugging. Often
proprietary embedded operating systems offer Windows-based toolkits and
hence when we move to Linux-based tools, we need to have Linux-based
desktops for cross-development. The cross-development environment com-
prises the tools such as compilers, linkers, debuggers, IDEs, and so on. If
you are using help from a distributor it is very likely that they will supply
you all the tools else you need to download the entire set of tools and
build the development environment by yourself. In Chapter 2 we talk
about how to set up a cross-development environment.

B Porting bootloader and BSP: 1If you decide to go with a distributor then
there is a very good chance that the BSP for your target is already available
with the distributor, or else you need to port the BSP. The BSP porting is
a complicated task. It involves good understanding of the hardware, Linux
kernel design, and specialized knowledge such as assembly language
programming. In Chapter 3 we take a BSP porting exercise for a MIPS-
based board.

B Porting device drivers: If your target has some proprietary hardware then
you need to port drivers to Linux. If drivers are off-the-shelf hardware
then they should already be part of the kernel or available on the Web
or in the distribution. This book covers a variety of drivers such as storage,
frame buffer, serial, Ethernet, 12C™, and USB driver.

B Porting applications: This task can be done in parallel with the BSP and
the bootloader development as many applications can be tested on the
x86-based Linux host. In Chapter 6 we discuss various strategies for porting
applications to Linux.

B Packaging: This step is crucial if your software needs to be handed over
to an OEM. This includes providing proper configuration scripts and
Makefiles for the kernel and applications, keeping in mind the fact that
an OEM can add his or her own applications. Chapter 8 discusses in detail
building the kernel and applications.
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